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In the last decade, the behavior of mobile data users has completely changed. We are
no longer limited to our own house if we want to share pictures, make a video call, stream
music or video, or game. In fact, nowadays, we can do all those things in the park, bus,
or train, actually wherever we are. With the upcoming next generation standard—the 5th
Generation or 5G—not only will significantly higher data rates will be offered, but also an
ever larger spectrum of applications and services to the mobile users and platforms, all with
heterogeneous requirements. Besides serving users, 5G will also bring many opportunities
to the industry. This means that 5G will be serving a massive density of nodes which
can either be human-held or machine-type; a tendency we currently already see in the
emerging Internet of Things (IoT) and its applications. The above-mentioned evolution
will of course also have its repercussions on the network itself. The future wireless network
will be characterized by a high degree of flexibility compared with the past, allowing
them to adapt smoothly, autonomously, and efficiently to the quickly changing traffic
demand evolutions both in time and space. The networks of today are designed to cope
with average or peak traffic predictions and the offered capacity on a local scale is highly
dependent on the density of the infrastructure equipment in a considered area. Adding
mobile infrastructure or UABSs (Unmanned Aerial Base Stations)—i.e., a base station
mounted on a UAV (Unmanned Aerial Vehicle) or drone—would provide a huge added
value to the network.

One of the key challenge of designing such a UAV-based network is a proper allocation
of both the UAV’s location and network resources. Ref. [1] proposed a fast and practical al-
gorithm for UAV relay networks to provide the optimal solution for the number of transmit
time slots and the UAV relay location in a sequential manner. The transmit power at the
base station and the UAV was determined in advanced based on the availability of channel
state information (CSI). Simulation results demonstrated that the proposed algorithms can
significantly reduce the computational effort and complexity to determine the optimal UAV
location. Ref. [2] formulated the uplink resource allocation problem for a NOMA (Non-
Orthogonal Multiple Access)-IoT based UAV network with the objective of maximizing the
system throughput while minimizing the delay of IoT applications. Power allocation was
investigated to achieve fairness between the users. The algorithm achieved a 31.8% delay
improvement, 99.7% reliability increase, and 50.8% fairness enhancement when compared
with the maximum channel quality indicator CQI) algorithm, allowing the algorithm to be
used for URLLC (Ultra-Reliable Low-Latency Communication) applications. Due to the
large-scale deployment of UAVs in UAV-based networks, also the shortage of spectrum is a
realistic threat for the roll-out of these networks. Ref. [3] proposed a cooperative spectrum
sensing scheme for cognitive UAV networks based on a CHMM (Continuous Hidden
Markov Model) with a novel SNR (Signal-to-Noise Ratio) estimation method.

Another typical use case for UAV-aided networks—besides offering an extra degree
of flexibility in the network—is to extend the network’s coverage in isolated or rural
areas. Ref. [4] comprehensively surveyed the user of three platforms to deliver broadband
services to remote and low-income areas: UAVs, APs (Altitude Platforms), and LEO (Low
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Earth Orbit) satellites. The UAVs are considered as a noteworthy solution since their
efficient maneuverability can solve rural coverage issues or not-spots. Ref. [5] investigated
six different routing algorithms for this kind of applications. A time-dependent variant
of the Dijkstra’s algorithm which determines the fastest route by taking into account
the time when the message reaches the node and the time allocated for data transfer
was developed for a DTN (Delay Tolerant Network) of drones flying in an aerial area
divided either into squares or into equilateral triangles. Their simulation results showed
a better performance of the proposed time-dependent Dijkstra algorithm compared with
state-of-the art routing protocols. One step further than extending the coverage of an
existing network is to provide wireless communication in areas hit by a natural disaster.
Ref. [6] jointly addressed the transmission power selection, data-rate maximization, and
interference mitigation problems for such a scenario. Considering all these conflicting
parameters, the problem was investigated as a budget-constrained multi-player multi-
armed bandit problem. The whole process was carried out in a decentralized manner,
where no information was exchanged between UAVs. To achieve this, two power-budget-
aware algorithms were proposed to realize the selection of the transmission power value
efficiently. Both algorithms showed outstanding performance over random power value
selection in terms of achievable data rate. UAVs have also showed their added value
for the enhancement of wireless communication in millimeter-wave bands. Typically,
antenna arrays have been employed for this purpose. However, many beam-forming
methods for improving communication quality are based on channel estimation, which
are resource-intensive due to the complexity of channel estimation in practice. Ref. [7]
formulated a MIMO (Massive Input Massive Output) blind beamforming problem at the
receivers for UAV-assisted communications in which channel estimation was omitted
to save resources. An analytical method, called ACMA (Analytical Constant Modulus
Algorithm), was introduced relying only on data received by the antenna. ACMA could
achieve good signal recovery accuracy, a reasonable sum rate, and acceptable complexity.

Many challenges related to the design of UAV networks in general, such as, for ex-
ample, spectrum sharing/coexistence, are computationally very challenging and hence
an excellent case to apply machine learning and Al (Artificial Intelligence) on. Ref. [8]
proposed a multi-agent DQL (Deep Q-learning)-based transmission power control algo-
rithm to minimize the outage probability while satisfying the interference requirement of
an interfered system. To deal with the potential risk of action-value overestimation from
the DQL, they developed even a DDQL (Double DQL). The proposed DQL power control
algorithm performed equal or close to the optimal exhaustive search algorithm for varying
positions of the interfered system. With a similar performance by the DDQL power control
yields the same performance, the authors concluded that the actional value overestimation
did not adversely affect the quality of the learned power control policy. Besides using
machine learning to actual develop the network, it can also be applied in properly predict-
ing the user demand. Ref. [9] proposed a UAV positioning algorithm with the objective
of extending an existing network and balancing the traffic load. To properly predict the
users and their movement, the performance of various state-of-the-art machine learning
algorithms was investigated. Random Forest and Gradient Boosting presented both the
best performance, with Random Forest having a better prediction and training time.

The use of UAVs in wireless communication networks—whether it is to provide extra
flexibility, extend the coverage or cover isolated, rural, or post-disasters areas—makes
the network more vulnerable for security issues. Ref. [10] proposed a security model
applying cooperative friendly jamming using artificial noise and drone mobility to prevent
eavesdropping and improve security. Ref. [11] developed two dynamic selection techniques
which identify the most effective classifier for the detection of GPS (Global Positioning
System) spoofing attacks.

It might be clear that using UAVs for wireless communication and networks can
provide a tremendous added value. The scenarios here presented are only a fraction of
what we can achieve by UAV-aided communication. A nice overview of what is possible
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was provided in ref. [12], along with the recent advances and challenges that are brought
by the recent research trends.
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Abstract: In this paper, to enhance the spectrum utilization in cognitive unmanned aerial vehicle
networks (CUAVNSs), we propose a cooperative spectrum sensing scheme based on a continuous
hidden Markov model (CHMM) with a novel signal-to-noise ratio (SNR) estimation method. First, to
exploit the Markov property in the spectrum state, we model the spectrum states and the correspond-
ing fusion values as a hidden Markov model. A spectrum prediction is obtained by combining the
parameters of CHMM and a preliminary sensing result (obtained from a clustered heterogeneous
two-stage-fusion scheme), and this prediction can further guide the sensing detection procedure.
Then, we analyze the detection performance of the proposed scheme by deriving its closed-formed
expressions. Furthermore, considering imperfect SNR estimation in practical applications, we design
anovel SNR estimation scheme which is inspired by the reconstruction of the signal on graphs to
enhance the proposed CHMM-based sensing scheme with practical SNR estimation. Simulation
results demonstrate the proposed CHMM-based cooperative spectrum sensing scheme outperforms
the ones without CHMM, and the CHMM-based sensing scheme with the proposed SNR estimator
can outperform the existing algorithm considerably.

Keywords: cognitive UAV networks; clustered two-stage-fusion cooperative spectrum sensing;
continuous hidden Markov model; SNR estimation

1. Introduction

With the advantage of high flexibility and low deployment cost, unmanned aerial
vehicles (UAVs) have been widely used in military communications, weather monitoring,
emergency rescue [1] and some other UAV-assisted Internet of Things (IoT) applications [2].
The large-scale deployment of UAVs has exacerbated the shortage of spectrum resources.
However, the existing spectrum allocation strategies cannot effectively use the scarce
spectrum resources, which becomes the bottleneck for enhancing the communication per-
formance of UAVs [3]. Cognitive radio (CR) is proposed to solve the problem, which
improves the spectrum efficiency by perceiving spectrum holes and providing secondary
UAVs with opportunities to reuse idle spectrum. Thus, CR can further guide the spectrum
utilization in cognitive unmanned aerial vehicle networks (CUAVNS), including the re-
source allocation for low-latency communications [4], high-quality services with limited
resources [5], maximum achievable throughput [6], and optimal power allocation. To
enable CUAVNS, accurate spectrum sensing attaches great importance.

With the development of UAVs, spectrum sensing in unmanned aerial vehicle net-
works (UAVNSs) has attracted attention from both academia and industry. The detection
performance is enhanced by using multiple secondary UAVs in [7,8]. Authors in [3,9]
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consider the combination of UAVs and terrestrial communication equipment for air-ground-
integrated spectrum sensing. The heterogeneity of spatial information is further taken into
account by using the 3D [10], so as to improve the spectrum sensing detection performance.
The above studies introduce information from multiple users and spatial dimensions to
improve the spectrum utilization of CUAVNs. However, they do not consider the temporal
information of the spectrum, which affects the detection performance of UAVNs. Exploring
the temporal correlation of spectrum states by focusing on the Markov property is an
effective and novel idea to enhance the detection probability [11].

Another concern is that knowledge of the signal-to-noise ratio (SNR) is required before
spectrum sensing [12], e.g., energy detection and cyclostationary feature detection. Therein,
it is assumed that SNR is perfectly known. However, UAVs need to move across a large
area in lots of applications, and the links between two UAVs that are far apart frequently
break and reestablish [13], which degrades the sensing performance and the spectrum
utilization. Besides, large flying areas, unstable links, and dynamic network topologies
lead to variable SNRs in CUAVNs, which makes the assumption of pre-known SNRs no
longer applicable, bringing new challenges for sensing in UAVNs.

To overcome these problems, we propose a continuous hidden Markov model (CHMM)
based sensing scheme with a novel space smoothing second- and fourth-order moments
(55-M2M4) SNR estimator. Note that the true states of the unauthorized spectrum are
not observable, however, the sensing results originating from the unobservable spectrum
states can be easily obtained. Therefore, a hidden Markov chain model fits well with the
spectrum sensing procedure. To fully exploit the temporal information and further enhance
the detection performance, we combine the spectrum sensing scheme with CHMM. To the
best of our knowledge, our work is the first to consider the continuous hidden Markov
model in non-centralized CUANs. Moreover, we further provide theoretical analysis of the
detection probability and the false alarm probability, while previous works mainly focus on
numerical simulations. Besides, for generalized estimation and higher accuracy, based on a
general SNR estimation method of a second- and fourth- moments (M2M4) estimator [14],
we propose a SS-M2M4 SNR estimator. The SNR smoothness of the neighboring CUAVs has
been taken into account, enlightened by the smoothness of the graph signal [15]. Compared
to the widely-used M2M4 estimator, our proposed SNR estimator achieves more accurate
estimation. With the SNR provided by the proposed estimator, our CHMM-based spectrum
sensing scheme can achieve a high detection probability. Our contributions are summarized
as follows:

*  We propose a spectrum sensing scheme based on a continuous hidden Markov model
in CUAVN:Ss to obtain better sensing performance.

*  We derive the closed-form detection probability and false alarm probability expres-
sions of the proposed CHMM-based spectrum sensing.

¢  Considering the fading similarity within the neighboring CUAVs in practical appli-
cations, we propose an SNR estimation scheme based on signal smoothness, which
reduces the SNR estimation error effectively, and further enhances the performance of
CHMM-based cooperative spectrum sensing.

The remainder of this paper is organized as follows. Section 2 discusses the related
work. Section 3 introduces the system model. In Section 4, the CHMM based spectrum
sensing scheme is proposed. In Section 5, the closed-form detection probability and false
alarm probability expressions of the proposed method are derived. In Section 6, we
design a novel SNR estimator to enhance the proposed CHMM-based spectrum sensing
scheme with a more accurate SNR. The simulation results are presented to evaluate the
proposed algorithms in Section 7. Section 8 concludes the work and discusses the possible
future work.
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2. Related Work
2.1. Hidden Markov Model (HMM) Based Spectrum Sensing

Hidden Markov model (HMM) based spectrum sensing means using the HMM to
model the spectrum sensing procedure. As the HMM has a hidden layer and an observable
layer, it fits well with the sensing procedure whose spectrum states are unknown but
the receiver can be obtained. Exploring the Markov property of the spectrum states is an
effective way to enhance the sensing performance [11]. Compared with deep learning based
spectrum sensing [16,17], CHMM-based spectrum sensing has a stronger interpretability
and smaller delay, and the initial probability distribution can be used to calculate the initial
spectrum utilization. In addition, the obtained parameters can also be used for digital
twinning of the communication system. It has been validated that the spectrum state can
be modeled as a Markov chain by analyzing real-world measurements [18]. A hidden
Markov model based scheme [19] is proposed to predict the arrival of the primary user
(PU). Authors in [20] evaluate the reliability of HMM based cooperative spectrum sensing
in cognitive radio networks, in the presence of random malfunctioning of secondary user
nodes participating in the process. Occupancy prediction schemes based on a discrete
hidden Markov model (DHMM) and a continuous hidden Markov model are investigated
in [21-24], respectively. Authors in [21,22] adopt DHMM to model the spectrum sensing
procedure, which do not make full use of the information obtained by the receiver. Authors
in [23,24] use CHMM to model the sensing procedure of CUAVNs. However, they do
not consider the dynamicity of UAVs, which is an important characteristic of the UAV
networks [25]. Besides, centralized spectrum sensing methods in [23,24] do not work well
in CUAVNSs since the global fusion center is usually unreachable to secondary CUAVs.
Thus, in this paper, we propose a CHMM-based spectrum sensing method to enhance the
spectrum utilization in CUANS.

2.2. SNR Estimation

SNR estimation refers to the calculation of SNR by using signal information [14].
Various algorithms require SNR estimation for optimal performance if the SNR is not
constant, such as linear diversity combining techniques and Viterbi algorithms with soft-
decision [14]. Note that the knowledge of SNR is also required for typical commonly-used
spectrum sensing [12]. However, in practical UAV applications, it is difficult to obtain
accurate SNR. Conventionally, SNR estimators require knowledge of the signal or the
channel, such as the maximum likelihood (ML) SNR estimator [26] and particle swarm
optimization (PSO) SNR estimator, based on parameters of hardwares or channels [27]. In
addition, there exist estimators designed for specific signals or specific feature spectrum
sensing methods, such as the SNR estimator [28] for M-ary amplitude phase shift keying
(M-APSK) modulated signals, the SNR estimator for signal with Polar code [29], and the
estimator for eigenvalue-based spectrum detectors [30]. Lacking the prior knowledge
of the signal/channel and design for specific signals/sensing methods make it hard to
generally adopt the above estimators to various CUAVNs. Besides, some scholars have
paid attention to deep learning based SNR estimation methods, such as the convolutional
neural networks (CNN)—Ilong short term memory (LSTM) based SNR estimators [31]
and the CNN-based SNR estimators designed for UAVNs [32]. However, in the spectrum
sensing of CUAVN:Ss, the deep learning based methods are too complicated and take more
time, leading to the sensing term being missed. Taking all the above into consideration, we
design a generalized and low-complexity SNR estimator named SS-M2M4. Based on the
proposed SNR estimator, the CHMM-based spectrum sensing method can further enhance
detection performance.

3. System Model

In order to detect whether the authorized spectrum of PU is occupied, a spectrum
sensing method is adopted by multiple UAVs [3,33]. In this paper, we propose a CHMM-
based spectrum sensing method with consideration of the imperfect SNR estimation to
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enhance the detection probability. The overview of this unified scheme is shown in Figure 1.
First, to obtain the single-time spectrum sensing fusion result, we adopt the max-min
distance clustering algorithm [34] and heterogeneous two-stage-fusion spectrum sensing
scheme [35], which are described in Sections 3.1 and 3.2, respectively. Then, to fully
take advantage of the temporal correlation of the spectrum states, we propose a CHMM-
based spectrum sensing method, which will be introduced in Section 4. Considering the
imperfect SNR estimation in practical applications, we propose a novel SNR estimator
shown in Section 6 to offer the sensing scheme more desirable SNRs. Finally, combining the
CHMM-based spectrum sensing and the proposed SNR estimator, we propose the unified
CHMM-based spectrum sensing scheme with advanced SNR estimator.

Cluster Topology Received
| \1/ Signal
Clustering SNR Estimator
Cluster SNR of Each CUAV
Topology Channel
Received Heterogeneous Two-Stage-Fusion
Signal Spectrum Sensing
Fusion
Results
Continuous Hidden Markov Model — final
Decision

CHMM Based Spectrum Sensing

Figure 1. The unified framework of the CHMM-based spectrum sensing scheme with the SS-M2M4
estimator.

3.1. Clustering Method

Considering the fusion delay brought by distributed cooperative spectrum sensing
(DCSS), and to further provide the proposed SS-M2M4 SNR estimator with graph topology,
a max-min distance clustering algorithm [34] is adopted. It divides CUAVs with similar
position and mobility into the same cluster, and selects the one with the highest trust value
in each cluster as the cluster head. Thus, we can adopt intra-cluster centralized cooperative
spectrum sensing. Due to the similar locations, the UAVs in the same cluster have similar
SNRs, which facilitates the SNR estimation. The cluster heads are less than the number
of the CUAVS, so the fusion delay will be reduced and, therefore, we adopt inter-cluster
distributed cooperative spectrum sensing.

3.2. Heterogeneous Two-Stage-Fusion Spectrum Sensing

To further improve the sensing performance in CUAVNS, a heterogeneous cooperative
spectrum sensing scheme is employed with the clustering outcome, as shown in Figure 2.
A symbol table of the notations is shown in Table 1.
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Table 1. Notations.

"?‘

Fusion State

CH:
Inter-cluster Fusion

Notation Description Notatiom Description
2 the amplitude of the transmitted T the likelihood ratio test statistic
signal ! of the ith cluster
the carrier frequency of the the Fydostahonary detect.lon
fe transmitted sienal T; statistics or energy detection
& statistics
the carrier phase offset of the .
¢ transmitted signal wij weight of T,
M the number of sampling point i weight of T,
h lic f f th .
% the Cy:eécei‘l;zqduseirglfglo the G the SNR of the ith cluster head
.the test statistic for the the SNR of the jth node in the
Tc first-order cyclostationary YE; .
detection i ith cluster
T the test statistic for energy L the Laplacian matrix of the
E detector cluster heads topology
Tie the statistics of the ith cluster o step size
T the cyclostationary detection i maximum node degree of the
Ci statistics of the ith cluster head cluster graph
the energy detection statistics of . .
Tk, the jth the node in the ith cluster O, the weight of the ith cluster head
% the number c;{ iist in the ith T the final consensus
Kg the number of cluster members 144 the consensus weight matrix

in the ith cluster
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3.2.1. Heterogeneous Spectrum Sensing Based on Clustering

To be specific, in the sensing state, a heterogeneous cooperative spectrum sensing
scheme [36] is used according to the clustering result. Here, the "heterogeneous” means two
different detection schemes: energy detection and cyclostationary detection [36]. Cluster
heads adopt cyclostationary detection, while other secondary UAVs in the same cluster
adopt energy detection. Cyclostationary feature detection is adopted to the cluster head,
since it has great detection accuracy and can maintain good performance even in environ-
ments with low SNR. The cluster members (CMs) adopt energy detection, since it is simple
to implement and does not require prior knowledge of the channels. Similarly to [36], we
assume that the transmitted signal of the primary user is a sinusoidal signal, in which the
n-th sample is expressed as

s(n) = ael?fente, @

where a is the amplitude, f, is the carrier frequency, and ¢ is the carrier phase offset. The
received signal of the cluster heads is written as

ye(n) = {“’(”) M @)

where w(n) denotes the additive Gaussian noise with zero mean and unit variance. Hy
indicates that the spectrum is absent, while H; indicates that the spectrum is occupied. The
test statistic for the first-order cyclostationary detection [36] is expressed as

T~ — |i ﬁ e—jmen| (3)
C M 71yC(n) ,

where « is the cyclic frequency, M denotes the number of sampling point. The received
signal yg(n) of the CUAV cluster member is modeled as the same as yc(n)

_ Jw(n), Hp
ye(n) = {s(n) +w(n), H @)

The test statistic for the energy detector [36] is expressed as

Tg = L EM lye(n)|?, ®)
M ~=
n=1
where M denotes the number of sampling points. Let T;. = [TCi’ TEH, TE[z' ., TEiKE] denotes

the vector of the statistics from the ith cluster, Tc, is the cyclostationary detection statistics
of the ith cluster head, and its distribution [36] can be expressed as

/2 m=2
e, ~ TN W ”Ml)' , o ©)
FN (i 2vc, + 31 — C7), Hi

where ; = \/%e_MVCi +/27¢,(1 = 2Q(\/2M1;)), ¢, denotes the SNR of the ith
cluster head, and F N is the folded normal distribution [37]. TEI.], is the energy detection
statistics of the jth the node in the ith cluster. When M is large enough, Tf,, approximatively
follows normal distribution according to the central limit theorem [38], but slightly different
to [38], our TEI.], is 1/M times the energy detection statistics in [38], thus the our SNR is

10
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M times the SNR in [38], and we assume the energy of the received signal is 1. Thus, the
distribution of Tf,, can be expressed as

-2
1 27E;

T N(IYE,-ji ’ M )/ HO 7
E; ™~ 1 2(751.54-275,].71) ’ @)
N(l_l—’yE[j’T)’ Hq

where g, is the SNR of the jth node in the ith cluster.

3.2.2. Two-Stage-Fusion

In the fusion duration, we adopt a two-stage-fusion scheme [34], which includes the
intra-cluster fusion stage and the inter-cluster fusion stage. The CUAV cluster members
adopt energy detection, and we apply high-accuracy centralized soft fusion in the intra-
cluster since the performance of energy detection is somewhat not precise. In the intra-
cluster fusion stage, according to the assumption that the observations are independent,
we can attain the likelihood ratio test (LRT) [36] of the ith cluster

T — ﬁ P[T;;|Hy]
i1 PITij|Hol
_ IK—E[ P[Te,|Hi]  P[T¢i|Hy] ®
e P[Tg,|Ho] ~ P[Tci|Ho]

there are K CUAVs, Kg CMs in the ith cluster, where K = K — 1. Tj; denotes cyclostationary
detection statistics or energy detection statistics, P[T;;|H;] and P|[T;;|Hp] represent the
probability density under hypotheses H; and Hy, respectively. According to the Tg,, Tc,,
the LRT in Equation (8) can be simplified [36] as

K
T, = Z w,'jTEij + 0iTc;. 9)
i=1

YVE;;
where wi]« = 2(1+7'Y]Eij), and 0i = \/m

As for the inter-cluster fusion stage, considering the good sensing performance of
cyclostationary detection and the large distance between the cluster heads, distributed
consensus-based fusion [38] is performed. Each cluster head communicates with its neigh-
bouring cluster heads to exchange information, and the exchange process is iteratively
done. The initial information (which is the intra-cluster fusion result) of the ith cluster
head is denoted as T;(0). Then, according to the network topology, these cluster heads
repeatedly iterate until T;(k) covers a common value. The consensus-based scheme [38] is

Ti(k+1) = WT(k). (10)

where W = [ — aA~1L, and L is the Laplacian matrix of the cluster heads topology. «
is the step size, and it satisfies 0 < a < d~!, d is maximum node degree of the graph.
A = diag{dp,,op,, . .., 0, }, Where &y; [38] is the weight according to the channel condition
of the ith cluster head, and it satisfies Op; > 1. The cluster heads communicate with their
own neighbors, then a final consensus [38] is reached as

18, TH(0
T* — lim T(k) = 2= 260,

11
k—o0 ZZz‘:l (5;1’. ( )

11
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4. Continuous Hidden Markov Model Based Spectrum Sensing

To fully take advantage of the temporal correlation of the spectrum states, we propose
a CHMM-based spectrum sensing scheme as shown in Figure 3. Firstly, hidden HMM and
CHMM are introduced, and the suitability regarding the spectrum states as a continuous
hidden Markov model are analyzed. Then, the model is trained with the forward-back
algorithm and Baum-Welch algorithm. The prediction obtained according to CHMM
model is used to assist the sensing.

4.1. Hidden Markov Model

The hidden Markov model is a double stochastic process with a hidden layer and
an observable layer. The hidden process is an unobservable Markov chain, which can be
obtained through the observed states.

The true states of the spectrum are not observable but the sensing results can be easily
obtained. Therefore, the hidden Markov chain model fits well with the PU spectrum state.
For HMM, there are three basic problems that need to be solved, i.e., the evaluation problem
that computes the probability of the observed fusion result sequence, the learning problem
that adjusts the model parameters to maximize the probability of the observed sequence,
and the predication problem that calculates the most likely hidden spectrum state sequence
according to the observation sequence and model parameters.

In order to avoid the distortion caused by the discretization of continuous variables in
the cluster heads, we consider the continuous HMM, which replaces the discrete observa-
tion states with continuous characteristics. With more specific spectrum information, we
can obtain better detection performance.

CM: Energy Detection
CM&CH: CH:

Received CH: Cyclostationary Intra-cluster Fusion Inter-cluster Fusion —— Fusion
—_—7< g > Detection
Signal Result

—Sensing Duration — Fusion Duration ———>

Heterogeneous Two-Stage-Fusion Spectrum S¢nsing

| Historical Sequence of Fusion
| Data Results O

Training Continuous
Hidden Markov
Model of Spectrum
States

Decision
Maker

of CHMM™ | Decoder Result Decision

Figure 3. CHMM-based Spectrum Sensing.
4.2. Continuous Hidden Markov Model of Spectrum States

The PU spectrum state at time instant f is given by x;, and it can be 0 or 1, where 0
represents spectrum absence, 1 denotes spectrum occupancy. The sequence of the PU states
X = (x1,x2,...,x¢) can be seen as the hidden Markov chain. o; is the fusion value of the
heterogeneous two-fusion-stage spectrum sensing at time instant t, and O = (01,0, ...,0¢)
is the observable layer. The hidden Markov chain and the observable layer constitute a
continuous hidden Markov model, which can be formulated as A = (71, A, 4, %, C) [39],
where 77 represents the initial probability vector of the hidden spectrum state, A is the tran-
sition matrix of the two states. The continuous hidden Markov model can be represented

12
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in Figure 4. u, X%, C are the parameters of the observation probability distribution. The
Gaussian mixture model (GMM) is used to model the probability, as the Gaussian process
has good adaptability in dealing with complex regression problems and classification. Thus,
the observation probability in state i according to the GMM can be written as

M
bl(()) = Z CimN(Or l’li}’Vl/ Zim)/i = 0/ 1/ (12)

m=1

which is composed of M Gaussian mixtures. i denotes the spectrum state. Cj;, is the
proportion of the mth mixture coefficient in state i, 0 denotes the fusion result calculated by
the clustered heterogeneous two-fusion-stage scheme, y;,, and ¥;,, represent the mean and
the covariance of mth mixture in state 7, respectively.

Figure 4. Continuous hidden Markov model.

To employ the continuous hidden Markov model to cognitive UAV networks, the
forward-backward algorithm and Baum-Welch algorithm are utilized to solve the evalu-
ation problem and the training problem, respectively. As for the prediction problem, the
Viterbi algorithm is utilized.

4.3. Evaluation Process and Learning Process of Continuous Hidden Markov Model

For the evaluation problem, the forward-back algorithm is used to calculate the
probability of the observed fusion value sequence, and it can be divided into two parts: the
forward algorithm and backward algorithm. For a given A and the spectrum state at time
t, the forward quantity a;(i) is the joint probability of sequence O from the initial time to
time ¢, and the state in S; at time ¢, B;(i) is the joint probability of sequence from time ¢ + 1
to the final time and the state in S; at time ¢. The forward and backward quantities [39] are
defined as

txt(i) :P(Ol,OZ,...,Ot,qt:Si‘/\), (13)
Bi(i) = P(0411,0¢42,...,07|q: = Si, A), (14)
with the initializations
le(i) = ﬂibi(Ol),i = O, 1, (15)
Br(i)=1,i=0,1. (16)

The forward and backward quantities can be calculated by

2
Dit(]') = [2 act(i)al-,]-]bj(ot),t =12...,T,j=0,1, (17)
i=1
2
Bi(i) = Y aijbj(0p41)Brs1(j),t =T—=1,T—2,...,1,i =0,1. (18)
j=1

13
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Then, combining the forward and backward algorithm, we can get the forward-
backward algorithm, then the probability of the observed fusion result sequence O with
the given model parameters A is obtained [39] as

N

P(O|A) = tht(i)‘[&t(i). (19)

i=1

To solve the learning problem, the Baum-Welch algorithm is adopted, which is one
of the expectation-maximization algorithms and uses the forward-backward algorithm in
each expectation process. Before using this algorithm, we need to define three parameters:
v:(i), &+(i,j) and y¢(j, m). v¢(i) denotes the probability of the ith spectrum state at time ¢,
¢t(i, ) denotes the probability that at time ¢ the spectrum state is S; and at time f 4 1 the
spectrum state is S;, ¢ (j, m) denotes the probability of the mth Gaussian mixture of state
Sjattime t. (i), ¢t (i, j) and ¢ (j, m) can be calculated [39] as follows:

N ()i

7 Yigar(D)pi(i) 20
ar(1)a;ibj(or1)Brv1(f)

Y Yooy ae(i)aijbi(0r11)Bra ()
1 0) 111 G P CY o R P

) iy ar(D)Be()) Loy N0t pjms Zjm)

When enough training data are provided, that is, the sequences of fusion results
obtained from the heterogeneous two-stage-fusion sensing scheme and corresponding
spectrum states, the Baum-Welch algorithm offers a way to train the model, outputting
good CHMM parameters. In specific, initial model parameters are first selected according
to the spectrum condition. Second, a¢(i), Br+1(j), v¢(i), &t (i, j) and y¢(j, m) are calculated.
Third, the parameters are updated according to Appendix A. The forward-backward
procedure and the updating procedure are repeated until the probability of the observation
sequence P(O|\) satisfies the convergence condition or the increments of parameters are
less than threshold. Finally, we can obtain the trained model parameters A = (71, A, 4, X, C).

gt(i/].) = (21)

(22)

4.4. Predication of Spectrum State with CHMM

In this section, we adopt the Viterbi algorithm to solve the predication problem.
With the learned model parameters and the observed sequence of fusion results, we can
calculate the joint probability of the observed sequence. The real spectrum state sequence
is calculated [39] as

P(0, X|A) = P(O|X, A)P(X, A)

= Tlxy bx] (Ol)axlxszz(OZ)QXTflebXT (OT)r (23)

where x; denotes the spectrum state at time ¢, ay,y,., represents the transition probability
from state x; to x;11, by, (0;) denotes the observation probability of o;, when the real
spectrum state is x;. Then, select the sequence with the maximum probability as the
prediction sequence

X = argmax P(O, X|A). (24)
allX

Next, we can get the prediction x1 and the prediction sequence X, and compare the
predication result X with the real state sequence to get the prediction accuracy P,. When
the prediction is “busy”, Pr can denote the probability that the spectrum is really occupied
at time T, 1 — P, can denote the probability that the spectrum is really absent at time T.

14



Sensors 2022, 22, 2620

Similarly, when the prediction is “idle”, the probability of occupancy is 1 — P;, and the
probability of absence is Pr.

Combining the prediction accuracy of cluster heads with the fusion result of the
detectors, we can get a new false alarm probability and detection probability. There are
mainly two kinds of predictions: busy and idle. When the prediction is “busy”, we multiply
the fusion result T by € (e > 1). Similarly, when the prediction result is “idle”, we multiply
the fusion value by 7 (7 < 1). Then we obtain the final fusion statistic adjusted by the
prediction. After that, we compare the final fusion statistic with the threshold. When the
fusion statistic is larger than the threshold, the decision is “busy” and vice versa. Thus, the
final detection probability Pp can be calculated as

Pp =P - Py(eT) + (1= Pr) - P4(nT). (25)

5. Analysis of Detection Performance for CHMM-Based Spectrum Sensing

Under Hj means the spectrum is occupied. When the sampling points are large
enough, T, approximately follows normal distribution, as does T¢. (which will be ex-
plained in Section 7.1). Thus, when the spectrum is occupied, the fusion result can be
calculated as

T= 2511 szjTE +p0iTci)

= 2 2 On, wz]TE + Z 5!1 pilci, (26)

i=1j=1

where 7 is the number of clusters, Jy; is the weight according to the channel condition of the
ith cluster head, K;r is the number of cluster members (CMs) in the ith cluster. According

to [36], the weight can be simplified as w;j = g, /2(1+ 'yEl.].), and p; = /2M?7c,. The
fusion result T is an approximately normally distributed random variable with mean yr
and variance o712, the mean and the variance are expressed as

n Kip n
pr =YY bpwii(1+ TE; )+ Y dnpin/27c
i=1j=1 i=1
n_ Kig O,
=2 Y5+ Z2M5h Ycis (27)
i=1j=1 i=1

and

2 o 2 - 2 2
or? = Z y, + gzwhi el (28)
1=

Then we can obtain the final detection probability Pp of the CUAVNS,

At Ar
=L —ur Ur
Po =P - Q=) + (1= B) - (L), 29)
or or
where At is the threshold.
Under Hy, when M is large enough, Tg,, approximately follows normal distribution,

and the probability density Tc, can be approximately represented as

F(Tey) = 2 exp] — ot (30)
ci) = —F7=—— - .
! 27T0—TC,1' ZU‘TC,I,Z
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The probability density of the fusion result T can be represented as

n (T - 7)2} ac(T =)
T) = ——exp! ——— V xerfc| ——=2 |, (31)
A1) V2mo? p{ 202 f /20g202
where v = Y, ijl o, /{2(1 + ’yE].j)}, o = o2 +0c? ot = Y, 2M5h,-2’YC1-/

o2 =YY", Z;.(jl éhiz/{ZM(l + ')/Eij)z}. The proof of f(T) is shown in Appendix B.
The false alarm probability can be calculated as follows, where F(T) = fOT f(x)dx,

P =P (1—F(4yT)) + (1 - B)- (1 - F(eT))
=1— PF(yT) — (1 — P,)F(eT). (32)

6. CHMM-Based Spectrum Sensing with Practical SNR Estimation

The above work is based on the assumption that the SNR is perfectly known, i.e., we
use a perfectly-known SNR when calculating the fusion weight, detection probability and
false alarm probability. In this section, we further consider the scenario that the SNR is not
perfectly known, and design a novel SNR estimation algorithm: space smoothing-based
M2M4 (SS-M2M4), which modifies M2M4 with spatial smoothness, a technique that is used
in the field of signal reconstruction in graphs. This algorithm can provide a more accurate
SNR for the proposed CHMM-based spectrum sensing method.

6.1. Typical SNR Estimator

M2M4 is one of the most widely used blind estimators [14]. M2 and M4 represent the
second and the fourth moment of y,, respectively, where y, refers to the samples of the
received signal. M2 and M4 can be calculated as follows [14]

My = E{yuyn}, (33)
My = E{(yuyi)*}- (34)

Then with second-order moments and fourth-order moments, we can estimate SNR

as follows,
\/2MZ — M,
p= . (35)
My — 4/ 2M§ — My

In practice, the second and fourth moments are usually calculated by their own
time averages:

My= L §hy (36)
2 = 37 7
Mn:O !
1M,
M4—M2yn (37)

3
i
o

6.2. 55-M2M4 SNR Estimation Algorithm

In CUAVNSs, the CUAVs within the same cluster are close to each other, and thus,
their large-scale fading and shadow fading are generally similar [40]. Therefore, their
SNRs are correlated. However, the M2M4 algorithm estimates these SNRs individually,
ignoring the spatial correlation among the SNRs of those neighbouring users. CUAVNs
have their own topology, and the SNR estimation problem can be naturally modeled as
graph signal processing problems. Therefore, we propose a novel SNR estimation algorithm
as shown in Algorithm 1, which considers the smoothness between neighbors [15]. Firstly,
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the M2M4 algorithm is applied to calculate the SNR of each CUAYV, and the estimation result
can be represented as p, = {po1, po2, - .., pon }. After that, to ensure that the secondary
CUAVs that are close to each other are in the same cluster, the max-min distance clustering
algorithm described in Section 3.1 is adopted. Based on the clustering result, we consider
each cluster as a new graph, and then correct the original SNR to get the final estimated
SNR p = {p1, P2, ..., PN} by Equation (42).

The problem of estimating p from the original SNR p, can be modeled as the following
optimization problem,

. 1 A2 P .2
min S llpo =Pl + 71 Hp % (38)

where H is a high-pass graph filter, and p is the regularization parameter. The first term pe-
nalizes the error of the estimated graph signal, the second term encourages the smoothness
of the estimated SNR. Similar to [15], we set H = L'/2, where L is the Laplacian matrix, so
that | Hp ||§ = pTLp. The smoothness of the estimated graph signal can be characterized
by the graph Laplacian quadratic form

S(p) = p'Lp. (39)

It can be written as

5(p) = Wij(pj — pi)% (40)

where ¢ is the set of edges. The smaller the function value S(p) is, the smoother the SNR
difference of the cluster, especially when neighboring CUAVs connected by an edge with a
large weight have similar values [15]. We can then represent the optimization problem as

. 1 A2 P ATy A
min Sl po P 2+ 77 Lp- (41)

To get the best estimated SNRs, we take the derivation of the formula, and get the
optimal solution as

p=(1+pL) 'p,. (42)

Algorithm 1 Space smoothing-based M2M4 SNR estimation algorithm

1: Input: The received signal sample of each CUAV {y;1,yio, - -, Yin }-

2: Output: The SNR of all the N CUAVs p = {p1,p2,..., PN}

Step 1: M2M4 SNR Estimation

3: Calculate SNR of all the CUAVs with the traditional M2M4 algorithm in Section 6.1,
obtain {po1, po2, - - -, PoN }-

Step 2: Space Smoothing

4: Adopt the Max-Min distance clustering algorithm, obtain the clustering result.

5: With the clustering result, calculate the SNR of CUAVs in each cluster by Equation (34),
then obtain the final estimated SNR p = {p1, P2, ..., PN }-
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6.3. CHMM-Based Spectrum Sensing with SS-M2M4 SNR Estimation

The estimated SNRs can provide better SNR information for the CHMM-based spec-
trum sensing procedure, and thus we can obtain more accurate fusion weight in a heteroge-
nous two-stage-fusion stage. Therefore, the CHMM-based spectrum sensing scheme with
estimated SNRs achieves a higher detection probability, and the utilization of spectrum
sensing can be further enhanced.

The proposed continuous hidden Markov model based spectrum sensing with space
smoothing M2M4 SNR estimator can achieve good detection performance in CUAVNS,
since it has some advantages over the existing HMM-based spectrum sensing method and
the existing SNR estimators. The proposed method can either achieve better performance
or be more suitable for UAV applications. The characteristics of these existed methods
compared to the proposed method are summarized in Table 2.

Table 2. The characteristics of the existing methods.

Methods Characteristics Examples

Errors caused by quantization

DHMM-based spectrum degrade detection

Suguna et al. [21], Eltom

sensing performance etal. [22]
CHMM-based spectrum Centralized spectrum sensing Halaseh et al. [23], Cheng
: and lack of dynamicity, not
sensing et al. [24]

suitable for CUAVNSs

Poor interpretability and
missing of the sensing term Xie et al. [16], Xie et al. [17]
caused by the large delay

Deep learning-based
spectrum sensing

SNR estimator with Hard to get pre-knowledge of Raza et al. [26], Manesh
pre-knowledge channel in UAVs applications etal. [27]
SNR estlmz?tf)r <':1e51gned for Not general.lze('i for UAVs He et al. [28], Chen et al. [29]
specific signals applications
Deep learning-based SNR Missing of the sensing term

caused by the long estimation = Ngo et al. [31], Yang et al. [32]

estimator .
time

7. Evaluation and Numerical Results

In this section, the validity of the approximation of folded normal distribution is
firstly presented. Then, the detection performance of the proposed CHMM-based spectrum
sensing scheme is evaluated by comparing with the non-CHMM ones. Next, we verify the
effectiveness of the proposed S5-M2M4 estimator and further demonstrate the performance
of the unified CHMM-based spectrum sensing with the SS-M2M4 estimator. Finally, we
further consider mutipath effects in CUAVNS, and verify the effectiveness of the proposed
scheme under the Rice channel.

7.1. Approximation of Folded Normal Distribution

The cluster heads adopt cyclostationary detection to sense the primary spectrum.
Under the hypotheses Hj, the cyclostationary detection statistic x follows the folded normal
distribution, which can be represented as

(x ++/27)?

(x = v27)° },x>0. (43)

flx) = ! exp{ } + ! exp{
271% 2% \/27‘[% 2%

Figure 5 shows the probability density function of the cyclostationary feature under
hypotheses H; when SNR = —15 dB, M = 2048. As shown in Figure 5, the folded normal
distribution mainly coincides with the normal distribution. When x is less than 0.0025,
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which is already 10.8c away from the mean, the two distributions start diverging. In fact,
the two terms of folded normal distribution f(x) can be seen as two normal distributions
with opposite means and the same variance. In spectrum sensing, when the channel is
occupied, the mean /27 is away from 0, and it is much larger than the variance. Thus,
when x > 0, the second term of f(x) contributes little to the folded normal distribution.
Therefore, in CUAVNSs, folded normal distribution can be seen as its first term, that is, a
normal distribution in the positive axis.

20 T T T T T T

181 ©  Fold normal distribution ||
—— Normal distribution

16 - 1

14 - 1

8 x10%

—Fold normal distribution
—Normal distribution

—_
N
o

probability density
©® O
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o

0.4 . 0.5

0.15 0.2 0.25 0.3 0.35
the cyclostationary detection statistic x

Figure 5. Approximation of folded distribution.

7.2. Performance of CHMM-Based Spectrum Sensing with Perfect SNR Estimation

In the simulations, the number of secondary CUAVs is set to 20. The CUAVs move
according to the random walk mobility model [34], in which the maximum velocity of the
CUAVs is 36km/h, and the sensing time is 20 ps. The range of the SNR in our CUAVNs is
set as [—15, —3] dB according to [32,33,41]. Locations of secondary nodes lead to different
SNRs, we assume that the maximum distance from the transmitter to the secondary UAV
is about 1.5 to 2 times the minimum [1]. According to the large-scale fading calculation
formula [40], assuming that the fading coefficient is 2, we can obtain 5 dB as a SNR range
in our simulation, in other words, the maximum SNR difference of secondary users is
within the range of 5 dB. We assume that all secondary CUAVs experience additive white
Gaussian noise.

According to [42], the spectrum utilization rate below 3G (The Federal Communi-
cations Commission (FCC) of the United States and the European Union (EU) have set
2.4 GHz and 5.8 GHz as the band of civil UAVs. The EU also allocates 433 MHz and
863-870 MHz to UAVs. Similarly, China has set 840.5-845 MHz, 1438-1444 MHz and
2408-2440 MHz as that for UAVs. Compared to 5.8 GHz, more UAVs work on lower bands,
below 3 GHz, thus the dilemma of spectrum scarcity is more serious on the below-3G
bands) in Berkeley is about 0.3, therefore, we set the initial distribution of the spectrum
state distribution as 7 = (0.7, 0.3)T, that is to say, the probability of spectrum presence is
0.3, and the probability of spectrum absence is 0.7. We assume a 1st order Markov chain,
and the spectrum state at time # is known, where the distribution is either (1, 0)" or (0,1)".
As stated before, the spectrum utilization is around 0.3, the transition probability of absence
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to presence is thus set as 0.25, and in the same way, the transition probability of presence to
presence is set as 0.35. Therefore, the transition matrix is A = [0.75,0.25; 0.65,0.35]. Next,
we use MATLAB to generate a spectrum state sequence with a length of 8000 under the
parameters above. According to each single spectrum state (hidden state) and different
clustering results, the simulated energy detection statistics Tf,; and cyclostationary statistics
Tc,; are obtained, respectively. Then corresponding observation values o; are calculated
according to the two-step-fusion method.

Figures 6 and 7 show the received operating curve (ROC) of the CHMM-based sens-
ing method and non-CHMM-based ones under the AWGN channel with 20 CUAVs. In
Figure 6, the soft—soft represents the heterogeneous two-stage sensing scheme represented
in Section 2.2, in which both the intra-cluster fusion stage and the inter-cluster fusion
stage adopt a soft combining rule [43]. It can be observed from Figure 6 that the soft-soft
heterogeneous sensing scheme with CHMM predication outperforms the non-predication
one (soft-soft). Due to CHMM avoiding the distortion caused by the discretization of
DHMM, the proposed CHMM-based sensing scheme can further improve the detection
probability compared with the DHMM-based soft—soft scheme, which adopts DHMM to
model the sensing procedure. What stands out in Figure 6 is the achieved high detection
probability of 0.91 when false alarm probability is around 0.1. A higher Pp with small Pr
indicates that the proposed algorithm can offer the secondary CUAVs more opportunities
to access the spectrum and maintain tolerable interruption to the primary user.
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Figure 6. ROC of CHMM soft—soft scheme (the proposed CHMM-based heterogeneous two-stage
fusion sensing scheme), DHMM soft-soft scheme and non-CHMM soft-soft scheme.
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In addition, we also simulate the soft-or and or—or schemes [36] to verify the univer-
sality of the CHMM model for spectrum sensing in Figure 7, where soft-or means a soft
combining rule at the intra-cluster fusion stage and/or a combining rule [43] at the inter-
cluster fusion stage. Similarly, or-or means an or combining rule at both the intra-cluster
fusion stage and the inter-cluster fusion stage. As shown in Figure 7, in addition to the
good detection performance offered by the heterogeneous soft-soft scheme, the proposed
CHMM can also achieve obvious improvement when it is implemented into the other two
fusion schemes: or-or and soft-or. Then, with the help of a better sensing performance, the
spectrum efficiency and throughput can be further improved.

7.3. Performance of CHMM-Based Spectrum Sensing with SS-M2M4 SNR Estimator

In this section, the simulation evaluation of our proposed S5-M2M4 in comparison
with the existing M2M4 algorithm is presented. The simulation results with SNR in
[—15, —3] are shown in Figure 8. Note that the SNR = —15 dB represents the SNR range
from [—15, —10]. Similarly, —3 dB represents the range [—3, 2]. MSE is used to measure
the effect of SNR estimation, and the calculation scheme of MSE is given as

1 N )
MSE = — Y (pi — pi)%, (44)
N i=1

where p; represents the estimated SNR of the ith CUAV, p; represents the actual SNR of the
ith CUAV. Figure 8 shows that the proposed scheme offers a good SNR error decrease. It can
be seen that Figure 8 also shows that the proposed scheme can improve the performance of
SNR estimation up to 3dB (when a 2.3 x 10~3 MSE is required, the M2M4 estimator needs
the actual SNR to be —6 dB, but SS-M2M4 only needs it to be —9 dB). An accurate SNR
estimator can further help the CUAV get a better detection performance. Consequently,
it is reasonable to expect good detection performance when the CHMM-based spectrum
sensing adopts the novel SNR estimation algorithm.

0.035

—6— M2M4 SNR estimator
0.03 - ——— SS-M2M4 SNR estimator | |

Normalized MSE

15 14 -13 12 11 10 -9 -
SNR,dB

Figure 8. MSE of SS-M2M4 estimator and M2M4 estimator.

Figure 9 shows the CHMM-based spectrum sensing with the SS-M2M4 estimator
significantly outperforming the original ones, which either do not use the CHMM model
(spectrum sensing + SS-M2M4 SNR estimator) or employ the M2M4 estimator (CHMM
spectrum sensing + M2M4 SNR estimator), or neither (spectrum sensing + M2M4 SNR
estimator). Specifically, when the false alarm is 0.1, the unified scheme achieves a detection
probability of 0.95, while the CHMM-based spectrum sensing with the original SNR
estimator (CHMM spectrum sensing + M2M4 SNR estimator) can only achieve around
0.82. Besides, the unified scheme can further enhance the detection performance compared
with the DHMM-based spectrum sensing with the proposed S5-M2M4 (DHMM spectrum
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sensing + SS-M2M4 SNR estimator), and the DHMM-based spectrum sensing with the
proposed SNR estimator can also outperform the DHMM-based spectrum sensing with
the original SNR estimator (DHMM spectrum sensing + M2M4 SNR estimator). In other
words, the proposed SNR estimator has a universality to a different spectrum sensing
method and the unified scheme can utilize the spectrum more efficiently and maintain a
tiny interference to the primary user.
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Figure 9. Detection probability versus false alarm probability.

7.4. Performance of CHMM-Based Spectrum Sensing with SS-M2M4 SNR Estimator under
Rice Channel

In the above simulation, we assume the AWGN channel and verify the effectiveness of
the proposed scheme under the AWGN channel. In this section, we have further considered
the Rice channel when mutipath effects have been introduced in UAV applications [44].
The simulation of the proposed scheme under the Rice channel is shown in Figure 10,
according to [44], we set the Rician factor as K = 10. Figure 10 shows that even under the
Rice channel, the proposed method (Rice CHMM sensing+55-M2M4 estimator) can obtain
better performance compared with DHMM-based spectrum sensing with the proposed
55-M2M4 SNR estimator (Rice DHMM sensing + SS-M2M4 estimator), CHMM-based
spectrum sensing with M2M4 SNR estimator (Rice CHMM sensing+M2M4 estimator), and
other methods. Although the detection probability under the Rice channel is lower than that
under the AWGN channel, the proposed scheme can also achieve better performance than
other schemes under the Rice channel, in other words, our scheme is effective in CUANSs.
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Figure 10. Detection probability versus false alarm probability under the Rice channel.
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8. Conclusions

In this paper, we consider modeling primary user states as a Markov chain, and
propose a spectrum sensing scheme based on a continuous hidden Markov model with
perfect SNR estimation. We derive the detection probability and false alarm probability of
the heterogenous-fusion clustered CUAVNSs. Taking the similarity of the SNRs of CUAVs
in the same cluster into account, we propose a space smoothing based SNR estimator
for sensing in CUAVN s to offer a more accurate SNR to the proposed sensing method.
Simulation results show that the unified CHMM-based sensing scheme with the proposed
SNR estimator enhances the sensing performance considerably.

The work can be further extended in the following aspects in our future research. First,
in the proposed CHMM based spectrum sensing method, the hidden spectrum chain is
modeled by first-order Markov chain, and it has not made full use of the existing historical
information. In the future research, the high-order Markov chain can be used to model
the spectrum sensing process to further improve the accuracy of prediction. Second, in
this paper, we considered cognitive UAV networks with a single primary user. Recently,
cognitive UAV networks with multi primary users [33] have been proposed to enhance the
spectrum utilization. Thus, we can explore our work in multi-PUs CUAVNSs in the future.
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Appendix A. Formulas of the Updated CHMM Parameters
The parameters of the CHMM [39] A = (7, A, t, 2, C) can be updated with parameters

7:(i), & (i, j) and ¢(j, m) as follows
T = ’yt(i), (Al)
_ X e

Y SO A2
a ] ZtT:*ll ,)/t (l) ( )
Yy ve(j,m)
C‘,m - ' , (A3)
] Yt Yoo ne(on)
Y1 7e(j, m)oy
" R mGm) (Ad)
g ZtT:l v:(j, m)
Sjm = Ero1 7¢G,m) (0 = tjan) (0 — i) (A5)

Yy ve(j,m)

Appendix B. Proof of Distribution of the Fusion Value

In this section, we derive the distribution of the fusion result T, where T = T +
Tc. To obtain the fusion result T, we first add the energy detection result Tf;; and the
cyclostationary detection result Tc,, respectively, and then calculate the summation of the
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two different detection results. When M is large enough, the sum of the energy detection
T follows normal distribution written as

1 (TE—Z)2
T 2%, A6
f(Te) = Voo (A6)
where mean v = 12 £16n,/{2(1 + 7g;)}, variance i 12 L on, 2/

{2M(1 + ’)/Eij)Z}. To obtam the distribution which the sum of cyclostationary detection
follows, we do the following derivation. For simplicity, x denotes one cyclostationary detec-
tion result Tc;, y denotes another cyclostationary detection result T¢;, and the distribution
of x and y can be represent as

flx) = \/zzfme_fﬂ, (A7)
fly) = \/;—me‘;ﬂ, (A8)

with the same mean 0 and the same variance o2

x and y, we can derive the distribution of z as

fa) = /o+oo 1fx(z _aby)fy(y)dy
o 2—by\2
_/+ i\ﬁ(f { (2”02) }\/227106)(13{_2]{:2}‘1]/
22 - - .
(ol )07 T

B 2amo e 9P Va2 + b2 P 2(a% + b2)02

= %, z = ax + by is defined as the sum of

V2av/ a2 +b20
2 2 V2a0 z2 +oo 5
= eXPY — 573 T / exp{—t }dt
V2ano) +a%+ b? 202 +1%)0? | J-co
4 22
= — , A9
27(a? + b?)o? exp{ 2(a? + b?)o? } (A9)
Va?+b7y— V2aot+ 2
where t = T‘“’b,y = Th% From the above proof, we can conclude

that the distribution of z is similar with x and y, but there exist some differences: the
coefficient has doubled, the variance is the sum of 0y and ¢,. Thus T¢ follows the
following distribution

2702 20¢?

f(Tc)zz”exp{ I } (A10)

After obtaining the distribution of cyclostationary detection, we can further derive the
distribution of the fusion result T as follows,
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+oo
f(T) :/ fre (T = Tc) fr (Te)dTc

I (T~ Tc — 77
Tc cC—7
ex = " T,
\/27'(0'15 \/27T0'C / { c} p{- 20g2 pTc

2 2
2 I B e
= ——F——expy{ 53 / exp 7% dTc
27y /o202 20 0 20p*0c
2 2./ o2 00
=T exp UE oc? exp dt
2(72
27y /o202
n (T—17)? oc(T —7)
_ _ All
2702 exp{ 202 erfe V20202 )’ (A1D
where 1 is number of the clusters, t = {\/052 +0c2Te — ('/C%] /2082002, 0c% =
op~+oc

" 2M(5hi27c,»r 02 = 0g? + 02 Finally, the distribution of the fusion result T under
hypotheses Hy can be obtained as

f(T) = n zeXp{—(Tz;;Y)z}erfc<W>. (A12)
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Abstract: A High Altitude Platform Station (HAPS) can facilitate high-speed data communication
over wide areas using high-power line-of-sight communication; however, it can significantly interfere
with existing systems. Given spectrum sharing with existing systems, the HAPS transmission
power must be adjusted to satisfy the interference requirement for incumbent protection. However,
excessive transmission power reduction can lead to severe degradation of the HAPS coverage. To
solve this problem, we propose a multi-agent Deep Q-learning (DQL)-based transmission power
control algorithm to minimize the outage probability of the HAPS downlink while satisfying the
interference requirement of an interfered system. In addition, a double DQL (DDQL) is developed
to prevent the potential risk of action-value overestimation from the DQL. With a proper state,
reward, and training process, all agents cooperatively learn a power control policy for achieving a
near-optimal solution. The proposed DQL power control algorithm performs equal or close to the
optimal exhaustive search algorithm for varying positions of the interfered system. The proposed
DQL and DDQL power control yields the same performance, which indicates that the actional value
overestimation does not adversely affect the quality of the learned policy.

Keywords: Deep Q-learning (DQL); Double Deep Q-learning (DDQL); dynamic spectrum
sharing; High Altitude Platform Station (HAPS); cellular communications; power control;

interference management

1. Introduction

A High Altitude Platform Station (HAPS) is a network node operating in the strato-
sphere at an altitude of approximately 20 km. The International Telecommunication Union
(ITU) defines a HAPS in Article 1.66A as “A station on an object at an altitude of 20 to
50 km and a specified, nominal, fixed point relative to the Earth”. Various studies have
been performed on HAPS in recent years, and the commercial applications of HAPS have
significantly increased [1]. In addition, the HAPS has potential as a significant component
of wireless network architectures [2]. It is also an essential component of next-generation
wireless networks, with considerable potential as a wireless access platform for future
wireless communication systems [3-5].

Because the HAPS is located at high altitudes ranging from 20 to 50 km, the HAPS-
to-ground propagation generally experiences lower path loss and a higher line-of-sight
probability than typical ground-to-ground propagation. Thus, the HAPS can provide
a high data rate for wide coverage; however, it is likely to interfere with various other
terrestrial services, e.g., fixed, mobile, and radiolocation. The World Radiocommunica-
tion Conference 2019 (WRC-19) adopted a HAPS as the IMT Base Station (HIBS) in the
frequency bands below 2.7 GHz previously identified for IMT by Resolution 247 [6], which
addresses the potential interference of HAPS with an existing service. In such a situation,
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if the existing service is not safe from HAPS interference, the two systems cannot coexist.
Therefore, the HAPS transmitter is requested to reduce its transmission power to satisfy
the interference—to—noise ratio (INR) requirement for protecting the receiver of the existing
service. However, if the HAPS transmission power is excessively reduced, the signal-to—
interference—plus—noise ratio (SINR) of the HAPS downlink decreases; thus, the outage
probability may exceed the desired level. Herein, a HAPS transmission power control
algorithm is proposed that aims to minimize the outage probability of the HAPS downlink
while satisfying the INR requirement for protecting incumbents.

1.1. Related Works

Studies have been performed on improving the performance of HAPS. In [7], resource
allocation for an Orthogonal Frequency Division Multiple Access (OFDMA)-based HAPS
system that uses multicasting in the downlink to maximize the number of user terminals by
maximizing the radio resources was studied. The authors of [8] proposed a wireless channel
allocation algorithm for a HAPS 5G massive multiple-input multiple-output (MIMO)
communication system based on reinforcement learning. Combining Q-learning and
backpropagation neural networks allows the algorithm to learn intelligently for varying
channel load and block conditions. In [9], a criterion for determining the minimum distance
in a mobile user access system was derived, and a channel allocation approach based on
predicted changes in the number of users and the call volume was proposed.

Additionally, spectrum sharing studies on HAPS have been performed. In [10], a
spectrum sharing study was conducted to share a fixed service using a HAPS with other
services in the 31/28-GHz band. Interference mitigation techniques were introduced, e.g.,
increasing the minimum operational elevation angle or improving the antenna radiation
pattern to facilitate sharing with other services. In addition, the possibility of dynamic
channel allocation was analyzed. In [11], sharing between a HAPS and a fixed service in
the 5.8-GHz band was investigated using a coexistence methodology based on a spectrum
emission mask.

In contrast to previous studies in which HAPS communication improvement and spec-
trum sharing were dealt with separately, in the present study, a combination of spectrum
sharing with other systems and HAPS downlink coverage improvement is considered. In
this regard, this study is more advanced than previous HAPS-related studies.

Deep Q-learning (DQL) is a reinforcement learning algorithm that applies deep neural
networks to reinforcement learning to solve complex problems in the real world. DQL
is widely used in various fields, including UAV, drone, and HAPS. In [12], the optimal
UAV-BS trajectory was presented using a DQL for optimal placement of UAVs, and the
author of [13] used a DQL to determine the optimal link between two UAV nodes. In [14],
a DQL is used to find the optimal flight parameters for the collision-free trajectory of the
UAV. In [15], two-hop communication was considered to optimize the drone base station
trajectory and improve network performance, and a DQL was used to solve the joint two-
hop communication scenario. In [16], a DQL was used for multiple-HAPS coordination
for communications area coverage. A Double Deep Q-learning (DDQL) is an algorithm
developed to prevent the overestimation of a DQL and shows better performance than the
DQL in various fields [17].

1.2. Contributions

The contributions of the present study are as follows. (1) For the first time, a multia-
gent DQL was used to improve the HAPS outage performance and solve the problem of
spectrum sharing with existing services. (2) We defined the power control optimization
problem to minimize the outage probability of the HAPS downlink under the interference
constraint for protecting the existing system. The state and reward for the training agent
were designed to consider the objective function and constraints of the optimization prob-
lem. (3) Because the HAPS has a multicell structure, the number of power combinations
increases exponentially as the number of cells (N,.;;) and power levels increase linearly.
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Thus, the optimal exhaustive search method requires an impractically long computation
time to solve the multicell power optimization problem. The proposed DQL algorithm
performs comparably to an optimal exhaustive search with a feasible computation time.
(4) Even for varying positions of the interfered system, the proposed DQL produces a
proper power control policy, maintaining stable performance. (5) Comparing the proposed
DQL algorithm with the DDQL algorithm shows no performance degradation due to
overestimation in the proposed DQL. The remainder of this paper is organized as follows.

Section 2 presents the system model, including the system deployment model, HAPS
model, interfered system model, and path loss model. In Section 3, the downlink SINR and
INR are calculated. In Section 4, a DQL-based HAPS power control algorithm is proposed.
Section 5 presents the simulation results, and Section 6 concludes the paper.

2. System Model
2.1. System Deployment Model

HAPS communication networks are assumed to consist of a single HAPS, multi-
ple ground user equipment (UE) devices (referred to as UEs hereinafter), and a ground
interfered receiver. The HAPS, UE, and interfered receiver are distributed in the three-
dimensional Cartesian coordinate system, as shown in Figure 1. The coordinates of the
HAPS antenna and the interfered receiver antenna are (0, 0, hgaps) and (X, Y, hy), respec-
tively. The Ny UE devices with an antenna height of /1;r are uniformly distributed within
the circular HAPS area.

HAPS

(0, 0, HAPS altitude) .
Interfered system receiver

(X, Y, Antenna height)
V'/“ _____ E{A)) .

= an

Figure 1. System deployment model.

2.2. HAPS Model

We modeled the HAPS cell deployment and system parameters with reference to the
working document for a HAPS coexistence study performed in preparation for WRC-23 [18].
As shown in Figure 2, a single HAPS serves multiple cells that consist of one 1st layer cell
denoted as Cell_1 and six 2nd layer cells denoted as Cell_2 to Cell_7. The six cells of the 2nd
layer are arranged at intervals of 60° in the horizontal direction. Figure 3 presents a typical
HAPS antenna design for seven-cell structures [4], where seven phased-array antennas
conduct beamforming toward the ground to form seven cells, as shown in Figure 2. The 1st
layer cell has an antenna tilt of 90°, i.e., perpendicular to the ground; the 2nd layer cell has
an antenna tilt of 23°.

The antenna pattern of the HAPS was designed using the antenna gain formula pre-
sented in Recommendation ITU-R M.2101 [19]. The transmitting antenna gain is calculated
as the sum of the gain of a single element and the beamforming gain of a multi-antenna
array. The single element antenna gain is determined by the azimuth angle (¢) and the
elevation angle (6) between the transmitter and receiver and is calculated as follows:

Ag(¢,0) = GEmax — min{—[Ag,q(P) + Apo(0)], Am} , 1
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where GE 1, represents the maximum antenna gain of a single element, Ar j;(¢) represents
the horizontal radiation pattern calculated using Equation (2), and Afg ,(6) represents the
vertical radiation pattern calculated using Equation (3).

@

$3dB

2
Ap () = —min [12(i) , A

Here, ¢34p represents the horizontal 3 dB beamwidth of a single element, and A,
represents the front-to-back ratio.

Cell 5

Cell 7 Cell 2

Figure 2. HAPS seven-cell layout.

D »
o'/QJ, e‘ (’e
Q,// S 6\'3“3 N b
° % 2 Jayer cell DS
Cell 3
1t layer cell
Cell 1
(downward)

Figure 3. Typical antenna structure for multi-cell HAPS communication.
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®)

o 2
AE,V(Q) = —min 12(9 90) ,SLAU
0348

Here, 634p represents the vertical 3 dB bandwidth of a single element, and SLA,
represents the front-to-back ratio.

The transmitting antenna gain of the HAPS is calculated using the antenna arrange-
ment and spacing, as well as the target beamforming direction. The gain for beam i is
calculated as follows:

2
>, 4)

where Ny and Ny represent the number of antennas in the horizontal and vertical direc-
tions, respectively. vy ;, is the superposition vector that overlaps the beams of the antenna
elements, which is calculated using Equation (5), and w; ,, ,, is the weight that directs the
antenna element in the beamforming direction, which is calculated using Equation (6).

N, N
A A Beami(0,¢) = Ap(0,¢) +101og,, (‘Zmil Znil Win,m * Un,m

n=1,2,...Ny;m=12,...Ny
Vpm = exp(x/jl.b'c((n —1)- % cos(0) + (m — 1) - U - sin(0) ~sin(cp))> ®)

Here, dy and dy represent the intervals between the horizontal and vertical antenna
arrays, respectively, and A represents the wavelength.

R
‘2”((” -1)- dTV -sin(0; erig) — (m —1) - dTH - €08 (0; etirt) (6)
-sin (4’i,escan>)>

Here, ¢; ¢scan and 0; .jj; represent the ¢ and 6 of the main beam direction, respectively.

The 1st layer cell of the HAPS uses a 2 x 2 antenna array, and the 2nd layer cell uses a
4 x 2 antenna array. Figure 4 shows the antenna pattern of the 1st layer cell, and Figure 5
shows the antenna pattern of the 2nd layer cell.

Gain(dB)

200

6(deg) 0 -200 ®(deg)

Figure 4. 1st layer cell antenna pattern.
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Gain(dB)

200

8(deg) 0 -200 ®(deg)

Figure 5. 2nd layer cell antenna pattern.

2.3. Interfered System Model

Various interfered systems, e.g., fixed, mobile, and radiolocation services, can be
considered for the interference scenario involving a HAPS. We adopted a ground IMT base
station (BS) for the interfered system, referring to the potential interference scenario [6].
The antenna pattern of the interfered system was applied by referring to Recommendation
ITU-R F1336 [20]. The receiving antenna gain is calculated as follows:

G(¢/ 9) = GO + Ghr(xh) + R’Gvr(xv)/ (7)

where Gy represents the maximum gain in the azimuth plane; Gy, (x},) represents the relative
reference antenna gain in the azimuth plane in the normalized direction of (x}, 0), which is
calculated using Equation (8); and Gy,(xy) represents the relative reference antenna gain
in the elevation plane in the normalized direction of (0, x,), which is calculated using
Equation (9). R represents the horizontal gain compression ratio when the azimuth angle is
shifted from 0° to ¢, which is calculated using Equation (10).

Gpr(xp) = —12x% forx;, <05
Gpr(xp) = —12x,(12_kh) — M for0.5 < xy ®)
Gy (xn) > Giso
Gur(xp) = —12x2 for xy < x
Guvr(xp) = =15+ 10log(x; 1° + ky) forx <x, <4 ©)
Gur(xp) = —Ay — 3 — Clog(xy) for4 < x, <90/63
Gur(x0) = Gigo for xy >90/65

R = Gnr(xn) — G (180°/¢3)
Ghr(o) - Ghr(1800/4’3)
Here, xj, and Ay, are given by Equations (11) and (12), respectively; ¢3 represents the 3

dB beamwidth in the azimuth plane; and ky, is an azimuth pattern adjustment factor based
on the leaked power. The relative minimum gain Gigp was calculated using Equation (13).

(10)

xp =9 [/¢3 (11)
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Ay = 3 (1 - 0.5*"11) (12)

Gigo = —15+10log(1 + 8k,) — 15 log<122 ) (13)

Returning to Equation (9), x, is given by Equation (14), and the 3-dB beamwidth in

the elevation plane 63 is calculated using Equation (15), where Gy represents the maximum

gain in the azimuth plane. In addition, xj is calculated using Equation (16), where k; is an

elevation pattern adjustment factor based on the leaked power. Ay, was calculated using

Equation (17), and the attenuation inclination factor C was calculated using Equation (18).

Figure 6 shows the antenna pattern of the interfered system calculated using Equation (7),

which is the pattern for a typical terrestrial BS with a broad beamwidth in the azimuth
plane but a narrow beamwidth in the elevation plane.

xo = |0]/63 (14)
03 = 107.6 x 10~%1C0 (15)
xp = \/1.33 — 0.33k, (16)
Mo =12 Clog(4) — 10log (4715 + k, (17)
180° 1.5' 4154k,
1010g<( &) 1+£(;kp - )>
C= (18)
22.5°
10g( o )

20\

10

Gain(dB)
o

-10

-20
200

100

-100
®(deg) 200  -100 6(deg)

Figure 6. Interfered system antenna pattern.

2.4. Path Loss Model
The path loss model of Recommendation ITU-R P.619 [21] was applied to the working
document for the HAPS coexistence study performed in preparation for WRC-23 [22].
The total path loss that occurs when the HAPS signal reaches the UE and the IMT BS is
expressed as follows:
Lp = FSL+ Axp + Ag + Aps, (19)
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where FSL represents the free-space path loss calculated using Equation (20), which occurs
in a straight path from a transmitting antenna to a receiving antenna in a vacuum state, and
Ayp is assumed to be 3 dB for depolarization attenuation. A¢ represents the attenuation
loss due to atmospheric gases. Ay, represents the resistive loss due to the spread of the
antenna beam as the beam spreads attenuation. Ay and Ajs were calculated using the
formulae in P.619.

FSL =92.45+20log(f-d) (20)

Here, f represents the carrier frequency (in GHz), and d represents the distance (in
km) between the transmitter and receiver.

3. Calculation of Downlink SINR and INR
3.1. Calculation of Downlink SINR

The signal received by the UE from the HAPS transmission for the ith cell (Cell_i) is
calculated as follows:

Sceni_i = Pcen_i + Geenr_i + Gp + Grue — Lp — Lonm, (21)

where P, ; represents the HAPS transmission power for Cell_i, G¢,y; ; represents the
transmitting antenna gain of Cell_i, G, represents the polarization gain, G, ;g represents
the receiving antenna gain, and L, represents the ohmic loss. The UE receives signals
from all N, cells and considers the remaining signals (except for the strongest Cell j
signal) as interference. Equation (22) is used to calculate the signal and interference, and
the receiver noise is calculated using Equation (23).

j= argmaxSCell_i
1
SHAPS = Scell_j (22)
N, Scell_i

Igaps,ue = 10log(y 7 10 107)

i#]j

N = 10log(k x T x BW) + Ny (23)

Here, k and T represent the Boltzmann constant and noise temperature, respectively,
and BW represents the channel bandwidth. Ny represents the noise figure. Finally, the
downlink SINR is calculated as follows:

10 5 HAPS

IHAPS,UE

107 10 +1010

n = 10log

(24)

3.2. Calculation of INR

The interference power received by the interfered receiver from the HAPS transmitter
servicing Cell i is calculated as follows:

Icen i = Peen_ i + Geetr_i + Gp + Grv — Lp — Lopm, (25)

where G, y represents the antenna gain of the interfered receiver. The aggregated interfer-
ence power at the interfered receiver is calculated as follows:

Neet 1oy
Iyapsy = 1010g<2 101" ) (26)
i=1

Finally, after converting the aggregated interference into INR form in accordance with
Equation (27) and comparing it with the protection criteria (INRy;,) of the interfered receiver,
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it is possible to check whether the interfered receiver is protected from the interference of
the HAPS.
INR = Igaps,y — N (27)

4. DQL-Based HAPS Transmission Power Control Algorithm
4.1. Problem Formulation

To satisfy the INRy, of the interfered system, the transmission power of the HAPS
must be reduced. However, as the power of the HAPS is reduced, the 77 of the UE decreases,
and the outage probability P,,; increases. Thus, the objective of this study was to find a
HAPS transmission power set for each cell, i.e., P = {Pc; j|i =1, - -, Ngep1 }, that satisfies
the INRyy, of the interfered system while minimizing P,,;. The optimization problem of the
HAPS transmission power can be formulated as follows:

. _ Nugo(P)
n}}npout = %UE
s.t. C1: INR < INRy, (28)

C2: Pyin < PCelli < Ppax Vi € {1/"' /Ncell}/

where Nyg ,(P) represents the number of UEs that do not satisfy the minimum required
SINR 7, for a given HAPS transmission power set P.

4.2. Proposed Algorithm

To control the HAPS transmission power, it is necessary to independently determine
the power level of each cell. Accordingly, the total number of HAPS transmission power
sets increases exponentially to N,]]V ! as the number of selectable powers N, increases
linearly. Although an exhaustive search algorithm can be used to find optimal solutions,
this incurs excessive complexity and a long computation time. To solve this problem, we
propose a DQL-based power optimization algorithm that can find a near-optimal P with
low complexity. In the proposed DQL model, each agent functions as the power controller
of a cell; accordingly, the number of agents is N,;.

The agent—the subject of learning—learns a deep neural network called Deep Q
Network (DQN) and selects an action using this network. DQL is an improved Q-learning
method. Q-learning is a method for selecting the best action in a specific state through
the Q-table of a state-action pair. As the state—action space grows in Q-learning, creating
a Q-table and finding the best policy become highly complex. In addition, the use of
Q-learning is limited because learning in the Q-table format becomes more complex when
multiple agents are used. In contrast, a DQL is a promising way to solve the curse of
dimensionality by approximating a Q function using a deep neural network instead of a
Q-table. The proposed algorithm uses a method in which each agent learns a policy based
on its observation and action while treating all other agents as part of the environment to
solve the multiple-agent problem.

The basic DQL parameters (state, action, and reward) are presented below. Each agent
learns the policy independently using the training data at each timestep t. The state space
of the m'h agent comprises a set of (N,.;; — 1) interferences that the agent provides to UEs
located at the centers of other cells and the agent’s interference to the interfered receiver,
which is expressed as

St = {IUI{IUE_i|i = l,~ . /Ncell/ and i 75 m}} (29)

Two power sets configure the action space of an agent: A; = {29, 31, 33, 35, 37} and
Ay = {26, 28, 30, 32, 34} (unit: dBm). The agent of Cell_1 in the 1st layer cell selects an
action from A;, and the agents of the 2nd layer cell select an action from A,. All agent
actions are initialized to the minimum power value to minimize the interference to the
interfered receiver at the beginning of the learning process. The reward is calculated
as follows. First, because the interfered receiver must be safe from HAPS interference,

37



Sensors 2022, 22, 1630

an agent receives a fixed r; of —100 (deficient value) for INR > INRy,. In contrast, for
INR < INRyy,, an agent receives r; computed according to the lower 5% downlink SINR of
eachcell {#;]i=1, 2, ---, Ny} and the required SINR 7,. The reward can be expressed
as

_Jr,t+ras for INR < INRy, (30)
re = —100 otherwise, ’
where
e = 10-(X(@i —10)) forfi = 1o (31)

o0 = L(7i + 1) forfji <.

Figure 7 shows the structure of the proposed DQL-based HAPS transmission power
control algorithm. Each agent learns its DQN, and one DQN consists of the main network,
target network, and replay memory. The main network estimates the Q-value Q(s, a; w)
corresponding to the state—action pair through a deep neural network with a weight
w. The main network consists of an input layer composed of seven neurons, a hidden
layer consisting of 24 neurons, and an output layer consisting of five neurons. It is a
fully connected network. w is updated every f in the direction that minimizes the loss

function L(w) = E [(y]- —Q(s, a;w))z}. The target network calculates the target value

yi=r1j+ vmngA(s’ ,a’;w™ ), where 7y is the discount factor; s’ and 4’ denotes the state and
a

action, respectively, in the next step; and Q(s’,a’;w™) is the Q-value estimated through
the target network with weight w™. The agent’s transition tuple (s;, at, 1¢, s;+1) is piled in
the replay memory, from which a minibatch (size of 512 tuples) are randomly sampled at
each step. The minibatch data are used to compute the target value y;. In a DQL, learning
is stabilized, and the learning performance is improved through replay memory and a
separate target network [23].

Environment
DQL Agent

HAPS

(0, 0, HAPS altitude) .
Interfered system receiver

s',r
//
Y A 4
s,ar,s
s,ar,s :
—>  Minibatch 1 Copy weights
s,a,r,s Target network
| @ max 060w
Replay Memory A /s
) V4
.ﬂ.& | Loss
L(w

Deep Q-Learning of m‘"* Agent

Figure 7. DQL-based HAPS power control architecture.
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Algorithm 1 describes the proposed DQL-based HAPS transmission power control
algorithm. For DON training, N was set as 100,000, and the minibatch size was set as 512.
M was set as 500, and T was set as 10. The Adam optimizer was used to minimize L(w),
and the learning rate and y were 0.01 and 0.995, respectively. An e-greedy policy was used
to balance exploration and exploitation; ¢ was initially set as 1 and was reduced by 0.01 for
every episode.

Algorithm 1. Training Process for the DQL-Based HAPS Power Control Algorithm

1:  Initialize the replay memory D to capacity N
2:  Initialize the Q-function with random weights w
3:  Initialize the target Q-function with the same weights: w~ = w
4. for episode =1, M do
5: Initialize action ayg = rr}linA
6: for timestep =1, T do
7 ift=1
8: Calculate s; via Equations (21) and (25)
9: end if
10: With probability, select a random action a;
11: Otherwise, select a; = argmaxQ(s¢, 4; w)
a
12: Assign the selected power to the mth cell and compute INR and
13: Observe the reward ¢ and s;41
14: Store the experience in (s¢, at, ¢, sp41) in D
15: Sample a random minibatch of experiences from D
16: Sety; =r;+ ’yn}lz;le(s’, a;w™)
17: Perform optimization via L(w) and update w
18: Update the target network Q with w™ = w every 4 steps
19: end for
20: end for

A DDQL is a reinforcement learning algorithm to improve performance degradation
due to the overestimation of the DQL. Action-value can be overestimated by the maxi-
mization step in line 16 of Algorithm 1. Therefore, the DDQL calculates the target value as

yi=r1;+ 7Ol ¢, argmax Q(s’,a’;w); w™ | to eliminate the maximization step. The DDQL-
ﬂ/

based HAPS power control algorithm proceeds the same way as Algorithm 1 except for
calculating the target value.

5. Simulation Results
5.1. Simulation Configuration

The simulation was conducted using MATLAB for three positions of the interfered
receiver, and the learning order of the agent was randomly set for each t. Subsequently,
the simulation proceeded according to Algorithm 1. When all M episodes were finished,
the simulation ended, and the set P, composed of the power selected by each agent was
calculated as the simulation result. Finally, the performance of the simulation was verified
by comparing P. with the optimal power set P* obtained via an exhaustive search algo-
rithm considering all N é\] el cases. The total elapsed time of the DQL and exhaustive search
was about 7500 s and 21,000 s, respectively. The total elapsed time of the exhaustive search
increased exponentially with the rise of N, but the DQL did not. Therefore, the computa-
tional efficiency of the DQL is more remarkable as the number of cells and power levels
increase. In this simulation, performance comparison with the DDQL was additionally
performed to check performance degradation due to overestimation of the DQL.
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We applied the HAPS parameters and interfered system parameters, referring to the
working document for the HAPS coexistence study performed in preparation for WRC-
23 [18,24]. The simulation parameters of the two systems are presented in Tables 1 and 2,

respectively.

Table 1. HAPS system parameters.

Parameter Value
Center frequency (f) 2545 MHz
Channel bandwidth (BW) 20 MHz
Area radius 90 km
Altitude (hgaps) 20 km
Number of cells (N ) 7

Antenna pattern Recommendation ITU-R M.2101

Element gain (G yax ) 8 dBi

Horizontal /vertical 3 dB beamwidth of 65° for both H/V

single element

Antenna array configuration
(Row x column)

2 x 2 elements (1st layer cell)
4 x 2 elements (2nd layer cell)

Ohmic losses (L)

2dB

Antenna tilt

90° (1st layer cell)
23° (2nd layer cell)

Antenna polarization Linear/+45°
Number of distributed UEs (Nyg) 1000
UE height 1.5m
UE antenna gain —3 dBi
Minimum required SINR (7, ) —10dB
Table 2. Interfered system (IMT BS) parameters.
Parameter Value
Center frequency (f) 2545 MHz
Channel bandwidth (BW) 20 MHz
Noise figure (N ) 5dB
Antenna height (hy) 20m
Antenna tilt 10°
Recommendation ITU-R E.1336 (recommends
3.1)
ks =07
kp =0.7
ky =07
ky =03

Antenna pattern

Horizontal 3 dB beamwidth: 65°
Vertical 3 dB beamwidth is determined from
the horizontal beamwidth equations in
Recommendation ITU-R F.1336.
Vertical beam widths of actual antennas may
also be used when available.
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Table 2. Cont.

Parameter Value

Antenna polarization Linear/+£45°
Maximum antenna gain (Gp) 16 dBi
Protection criteria ( INRy, ) —6dB

5.2. Numerical Analysis

Figure 8 shows the SINR maps obtained using Py.x = {37, 34, 34, 34, 34, 34, 34}
and P,,;, = {29, 26, 26, 26, 26, 26, 26} for all cells, that is, with no power control. We
considered the three positions of the interfered receiver that do not satisfy the INRy;, of
—6 dB for the use of Py, In addition, the three locations were designed considering the
representative interference power, which can accurately reflect the operating characteristics
of the proposed power control algorithm. Interfered receiver (1) was located in the main
beam direction for Cell_3 and received the highest interference from Cell_3. Therefore,
the minimum power use of only Cell_3 satisfied an INRy;, of —6 dB. Interfered receiver )
was placed on the boundary between Cell_3 and Cell_4 and thus received equal (and the
strongest) interference from these two cells. Interfered receiver (3) was located in the main
beam direction for Cell_3, as the interfered receiver. However, the minimum power use of
only Cell_3 could not satisfy the INRy;, of —6 dB, and at least one other cell had to use less
than the maximum power.

SINR map of a HAPS area SINR map of a HAPS area
100 15 100 15
¥ HABS
80 ® UE 80
@ Interfered receiver 10 10
60 “oo T g 60
40 40
5
€ 20 T 20
3 x4
§ 0 0 § 0
© ©
> @
© -20 © -20
-5
40 40
-60 -60
-10
-80 -80
100 -15 -100
-100 -50 0 50 100 -100 -50 0 50
distance(km) distance(km)
(a) (b)

Figure 8. (a) SINR map for Py;qy; (b) SINR map for P,;,,.

Table 3 presents the INR and Py for Py and Py, with varying interfered receiver
locations. The results confirm that the P,,;; and INR had a tradeoff relationship. The
same P, is shown regardless of the interference receiver position because of the absence
of power control. Next, we compared the simulation results of the optimal exhaustive
search and the proposed DQL-based power control algorithm for the three positions of the
interfered receiver.
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Table 3. INR and P,;; for the interfered receiver locations.

Interfered .
Ee‘z‘;le‘f:r Location (km)  INR for Pyax (dB)  INR for Py, (AB)  Pout f0r Ppuax (%) Pout for Ppyiyy (%)
@ 100, 0, 0.02 —3.01 ~11.01 0 437
® 77.9, 45, 0.02 —4.08 ~12.08 437
® 65.8,0,0.02 1.81 —6.19 437

5.2.1. Simulation Results for Interfered Receiver (1)

Figure 9 shows the SINR map based on the P, acquired using the proposed DQL-
based power control algorithm for interfered receiver (1. Table 4 presents a performance
comparison of the P* values obtained via an exhaustive search and P. and a comparison
of DQL and DDQL results. As shown, P, was equal to the optimal value P*, providing
the same P,,; and INR performance. Because the interfered receiver was located in the
azimuth main beam direction of Cell_3, the power of Cell_3 significantly affected the
interfered receiver. Even though all other cells used the maximum power, their interference
was negligible. Therefore, all the cells except for Cell_3 used the maximum power for
minimizing P,,, as shown in Table 4.

SINR map of a HAPS area
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80 e UE
L 4 Inlerfred receiver 10
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Figure 9. SINR map based on the P, obtained using the proposed DQL-based power control algorithm
for interfered receiver (D).

Table 4. Performance comparison for interfered receiver (D.

Peepp 1 (dBm) P,y o (dBm) Py 3 (ABm) Peoyp 4 (ABm) Py 5 (ABm) Peepp ¢ (ABm) Pe,p; 7 (dBm)  INR (dB) Pout (%)
Optimal 37 34 30 34 34 34 34 —6.93 0.6
DQL 37 34 30 34 34 34 34 -6.93 0.6
DDQL 37 34 30 34 34 34 34 -6.93 0.6

Figure 10 presents the INR and p,,; for each learning episode. As shown, the INR
and poyr converged to the optimal values of the exhaustive search algorithm as the number
of learning episodes increased. The INR started at —11.01 dB, which was the value for the
use of P,,;;,, as shown in Table 3, and converged to the optimal value of —6.93 dB. Similarly,
Pout started at 43.7% and converged to 0.6%. A large variance due to frequent exploration
was observed at the beginning of the learning, but it gradually decreased and converged as
the learning progressed. Figure 11 presents the cumulative and average rewards for each
learning episode. As shown, the reward rapidly increased and then gradually converged at
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INR(dB)

approximately 300 episodes, indicating that the proposed DQL training process allowed
the agent to learn the power control algorithm quickly and stably.
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Figure 11. Reward for each learning episode for interfered receiver (D.

We compared the learning results of the DQL and DDQL. Even when the DDQL is
used, the results are the same as in Table 4 and Figures 10 and 11, which shows that the
overestimation of the DQL did not occur. As a result, it was confirmed that performance

degradation due to overestimation did not happen, and sufficient learning is possible only
with DQL.

5.2.2. Simulation Results for Interfered Receiver (2)

Figure 12 shows the SINR map based on P, acquired using the proposed DQL-based
power control algorithm for interfered receiver (2). Table 5 presents a performance com-
parison of the P* values obtained via an exhaustive search and P, and a comparison of
the DQL and DDQL results. As shown, P, was equal to the optimal value P*, providing
the same P, and INR performance. The interfered receiver was located on the boundary
between Cell_3 and Cell_4 and, thus, received equal (and the strongest) interference from
these two cells. In addition, even though all the cells other than Cell_3 and Cell_4 used the
maximum power, their interference was marginal. Therefore, in the optimal power control,
Cell_3 and Cell_4 reduced the power required to satisfy the INRy;, whereas all the other
cells used the maximum power for minimizing Py, as shown in Table 5.
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Figure 12. SINR map based on the P, obtained using the proposed DQL-based power control
algorithm for the interfered receiver 2.

Table 5. Performance comparison for interfered receiver .

Pceir 1 (dBm) Pceyy o (dBm) Pceyp 3 (dBm) Peeyy 4 (ABm) Py 5 (ABm) Py 6 (ABm) Pc,pp 7 (dBm)  INR (dB) Pout (%)

Optimal 37 34 32 32 34 34 34 —6.08 0.2
DQL 37 34 32 32 34 34 34 —6.08 0.2
DDQL 37 34 32 32 34 34 34 —6.08 0.2

As shown in Figure 13, the INR and po,: converged to the optimal values of the
exhaustive search algorithm. Similar to the case of receiver (D), as the learning progressed,
the INR converged from —12.08 to —6.08 dB, and the p,,+ converged from 43.7% to 0.2%.
Figure 14 shows that the reward gradually converged at approximately 300 episodes,
indicating that the proposed DQL training process allowed the agent to quickly and stably
learn the power control algorithm. We compared the learning results of the DQL and
DDQL. Even when the DDQL was used, the results were the same as in Table 5 and
Figures 13 and 14, verifying that the desired learning is attainable with the DQL only.
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Figure 13. (a) INR and (b) poy: for each learning episode for interfered receiver .
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5.2.3. Simulation Results for Interfered Receiver (3)

Figure 15 shows the SINR map based on P, obtained using the proposed DQL-based
power control algorithm for interfered receiver (3. The interfered receiver was located
in the azimuth main lobe direction of Cell_3. It was closer to the HAPS than the receiver
considered in Section 5.2.1 and was more severely affected by Cell_3; INRy, was not
satisfied even for the minimum power of Cell_3. Thus, the optimal power control adjusted
the power of Cell_2 and Cell_4, which caused the second-most interference. Table 6
presents a comparison of the P* values obtained using an exhaustive search and P, and a
comparison of the DQL and DDQL results. Although the p,,; of P. was 0.6% higher than
that of P*, it corresponded to the third-smallest value among the 78,125 values generated
by the exhaustive search algorithm. In summary, the proposed power control algorithm
achieved outstanding performance close to the optimal value.
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Figure 15. SINR map based on P obtained using the proposed DQL-based power control algorithm
for interfered receiver (3.

Table 6. Performance comparison for interfered receiver (3.

Pceip1(dBm)  Pceyyp(dBm)  Peeyz(dBm)  Peeyg (ABm)  Peeyys (ABm)  Peepps (dABm)  Pe,p7 (dBm)  INR (dB) Pout (%)

Optimal 37 34 26 32 34 34 34 —6.02 5.1
DQL 37 32 26 32 34 34 34 —6.06 5.7
DDQL 37 32 26 32 34 34 34 —6.06 57
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As shown in Figure 16, the INR and p,u: converged to the optimal values of the ex-
haustive search algorithm, with slight gaps. Similar to the results presented in Section 5.2.1,
as the learning progressed, the INR converged from —6.19 to —6.06 dB, and the p,;; con-
verged from 43.7% to 5.7%. Figure 17 shows the cumulative and average rewards for each
learning episode. The reward exhibited no noticeable improvement until approximately
130 episodes, after which it rapidly increased and then gradually converged at approxi-
mately 350 episodes. This is because to satisfy the INRy;, more agents had to take action,
and the actions had to be more diverse. Nonetheless, the proposed DQL training process
allowed the agent to learn the power control algorithm quickly and stably. We compared
the learning results of the DQL and DDQL. Even when the DDQL was used, the results
were the same as in Table 6 and Figures 16 and 17, verifying that the desired learning is
attainable with the DQL only.
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Figure 17. Reward for each learning episode for interfered receiver (3.

6. Conclusions

This paper proposed a DQL-based transmission power control algorithm for multicell
HAPS communication that involved spectrum sharing with existing services. The pro-
posed algorithm aimed to find a solution to the power control optimization problem for
minimizing the outage probability of the HAPS downlink under the interference constraint
to protect existing systems. We compared the solution with the optimal solution acquired
using the exhaustive search algorithm. The simulation results confirmed that the proposed
algorithm was comparable to the optimal exhaustive search.

Future work will include various power levels and expanding to multiple-HAPS
communication in spectrum sharing with multiple interference systems. Since the increase
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in the power level could reveal a value-based algorithm’s limit, it is preferred to apply
the policy-based algorithm. Given that multiple-HAPS communication could lead to
the non-stationarity problem of multiagent reinforcement learning, its solution would be
worth studying.

Author Contributions: Conceptualization and methodology, S.J. and H.-S.J; software, S.J. and W.Y,;
validation, formal analysis, and investigation, S.J. and W.Y. and H.-S.J.; resources and data curation,
H.K.C. and E.N.; writing—original draft preparation, S.J. and W.Y.; writing—review and editing, S.J.,
H.-S.J. and ].P; visualization, W.Y. and H.K.C.; supervision, J.P.; project administration, H.-5.J. and J.P;
funding acquisition, J.P. All authors have read and agreed to the published version of the manuscript.

Funding: This work was supported by the Agency for Defense Development (ADD).
Institutional Review Board Statement: Not applicable.

Informed Consent Statement: Not applicable.

Data Availability Statement: Not applicable.

Conflicts of Interest: The authors declare no conflict of interest.

References

1. Arum, S.C; Grace, D.; Mitchell, P.D. A review of wireless communication using high-altitude platforms for extended coverage
and capacity. Comput. Commun. 2020, 157, 232-256. [CrossRef]

2. Alam, M.S.; Kurt, G.K,; Yanikomeroglu, H.; Zhu, P.; Dao, N.D. High altitude platform station based super macro base station
constellations. IEEE Commun. Mag. 2021, 59, 103-109. [CrossRef]

3. Kurt, G.K; Khoshkholgh, M.G.; Alfattani, S.; Ibrahim, A.; Darwish, T.S.; Alam, M.S.; Yanikomeroglu, H.; Yongacoglu, A. A vision
and framework for the high altitude platform station (HAPS) networks of the future. IEEE Commun. Surv. Tutor. 2021, 23, 729-779.
[CrossRef]

4. Hsieh, F; Jardel, E; Visotsky, E.; Vook, F.; Ghosh, A.; Picha, B. UAV-based Multi-cell HAPS Communication: System Design and
Performance Evaluation. In Proceedings of the GLOBECOM 2020-2020 IEEE Global Communications Conference, Taipei, Taiwan,
7-11 December 2020.

5. Xing, Y.; Hsieh, E; Ghosh, A.; Rappaport, T.S. High Altitude Platform Stations (HAPS): Architecture and System Performance. In
Proceedings of the 2021 IEEE 93rd Vehicular Technology Conference (VTC2021-Spring), Online, 7-11 April 2021.

6. International Telecommunications Union (ITU). World Radio Communication Conference 2019 (WRC-19) Final Acts; International
Telecommunications Union: Geneva, Switzerland, 2020; p. 366.

7. Ibrahim, A.; Alfa, A.S. Using Lagrangian relaxation for radio resource allocation in high altitude platforms. IEEE Trans. Wirel.
Commun. 2015, 14, 5823-5835. [CrossRef]

8. Guan, M.; Wu, Z,; Cui, Y,; Cao, X.; Wang, L.; Ye, ].; Peng, B. An intelligent wireless channel allocation in HAPS 5G communication
system based on reinforcement learning. EURASIP ]. Wirel. Commun. Netw. 2019, 2019, 1-9. [CrossRef]

9. Guan, M.; Wang, L.; Chen, L. Channel allocation for hot spot areas in HAPS communication based on the prediction of mobile
user characteristics. Intell. Autom. Soft Comput. 2016, 22, 613-620. [CrossRef]

10. Oodo, M.; Miura, R.; Hori, T.; Morisaki, T.; Kashiki, K.; Suzuki, M. Sharing and compatibility study between fixed service
using high altitude platform stations (HAPS) and other services in the 31/28 GHz bands. Wirel. Pers. Commun. 2002, 23, 3-14.
[CrossRef]

11. Mokayef, M.; Rahman, T.A.; Ngah, R.; Ahmed, M.Y. Spectrum sharing model for coexistence between high altitude platform
system and fixed services at 5.8 GHz. Int. . Multimed. Ubiquitous Eng. 2013, 8, 265-275. [CrossRef]

12.  Lee, W.; Jeon, Y.; Kim, T.; Kim, Y.I. Deep Reinforcement Learning for UAV Trajectory Design Considering Mobile Ground Users.
Sensors 2021, 21, 8239. [CrossRef] [PubMed]

13.  Koushik, AM.; Hu, F; Kumar, S. Deep Q-Learning-Based Node Positioning for Throughput-Optimal Communications in
Dynamic UAV Swarm Network. IEEE Trans. Cogn. Commun. Netw. 2019, 5, 554-566. [CrossRef]

14. Raja, G.; Anbalagan, S.; Narayanan, V.S.; Jayaram, S.; Ganapathisubramaniyan, A. Inter-UAV collision avoidance using Deep-Q-
learning in flocking environment. In Proceedings of the 2019 IEEE 10th Annual Ubiquitous Computing, Electronics and Mobile
Communication Conference, New York, NY, USA, 10-12 October 2019; pp. 1089-1095.

15.  Fotouhi, A.; Ding, M.; Hassan, M. Deep Q-Learning for Two-Hop Communications of Drone Base Stations. Sensors 2021, 21, 1960.
[CrossRef] [PubMed]

16.  Anicho, O.; Charlesworth, P.B.; Baicher, G.S.; Nagar, A K. Reinforcement learning versus swarm intelligence for autonomous
multi-HAPS coordination. SN Appl. Sci. 2021, 3, 1-11. [CrossRef]

17. Hasselt, H.V,; Guez, A.; Silver, D. Deep reinforcement learning with double g-learning. In Proceedings of the Thirtieth AAAI

Conference on Artificial Intelligence, Phoenix, AZ, USA, 12-17 February 2016.

47



Sensors 2022, 22, 1630

18.

19.

20.

21.

22.

23.

24.

International Telecommunications Union Radiocommunication Sector (ITU-R). Working Document towards a Preliminary Draft New
Report ITU-R M.[HIBS-CHARACTERISTICS]/Working Document Related to WRC-23 Agenda Item 1.4; R19-WP5D Contribution 716
(Chapter 4-Annex 4.19); International Telecommunications Union: Geneva, Switzerland, 2021.

International Telecommunications Union Radiocommunication Sector (ITU-R). Modelling and Simulation of IMT Networks and
Systems for Use in Sharing and Compatibility Studies; Recommendation ITU-R M.2101-0; International Telecommunications Union:
Geneva, Switzerland, 2017.

International Telecommunications Union Radiocommunication Sector (ITU-R). Reference Radiation Patterns of Omnidirectional,
Sectoral and Other Antennas for the Fixed and Mobile Service for Use in Sharing Studies in the Frequency Range from 400 MHz to about
70 GHz; Recommendation ITU-R F.1336-5; International Telecommunications Union: Geneva, Switzerland, 2019.

International Telecommunications Union Radiocommunication Sector (ITU-R). Propagation Data Required for the Evaluation
of Interference between Stations in Space and Those on the Surface of the Earth; Recommendation ITU-R P.619-5; International
Telecommunications Union: Geneva, Switzerland, 2021.

International Telecommunications Union Radiocommunication Sector (ITU-R). Working Document towards Sharing and Com-
patibility Studies of HIBS under WRC-23 Agenda Item 1.4—Sharing and Compatibility Studies of High-Altitude Platform Stations as
IMT Base Stations (HIBS) on WRC-23 Agenda Item 1.4; R19-WP5D Contribution 716 (Chapter 4—Annex 4.20); International
Telecommunications Union: Geneva, Switzerland, 2021.

Mnih, V.,; Kavucuoglu, K; Silver, D.; Rusu, A.A.; Veness, J.; Bellemare, M.G.; Graves, A.; Riedmiller, M.; Fidjeland, A.K.; Ostrovski,
G.; et al. Human-level control through deep reinforcement learning. Nature 2015, 518, 529-533. [CrossRef] [PubMed]
International Telecommunications Union Radiocommunication Sector (ITU-R). Characteristics of Terrestrial Component of IMT
for Sharing and Compatibility Studies in Preparation for WRC-23; R19-WP5D Temporary Document 422 (Revision 2); International
Telecommunications Union: Geneva, Switzerland, 2021.

48



ﬂ Sensors

Article

Resource Allocation in Uplink NOMA-IoT Based UAV for
URLLC Applications

Rana Karem 1-2*, Mehaseb Ahmed ! and Fatma Newagy >

Citation: Karem, R.; Ahmed, M.;
Newagy, F. Resource Allocation in
Uplink NOMA-IoT Based UAV for
URLLC Applications. Sensors 2022,
22,1566. https://doi.org/10.3390/
522041566

Academic Editor: Margot Deruyck

Received: 9 January 2022
Accepted: 15 February 2022
Published: 17 February 2022

Publisher’s Note: MDPI stays neutral
with regard to jurisdictional claims in
published maps and institutional affil-

iations.

Copyright: © 2022 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license (https://
creativecommons.org/licenses /by /
4.0/).

Department of Electronics and Communications Engineering, Misr International University (MIU),
Cairo 11828, Egypt; mehasb.ahmed@miuegypt.edu.eg

Department of Electronics and Communications Engineering, Ain Shams University (ASU),

Cairo 11517, Egypt; fatma_newagy@eng.asu.edu.eg

*  Correspondence: rana.kamal@miuegypt.edu.eg

Abstract: One of the main targets of future 5G cellular networks is enlarging the Internet of Things
(IoT) devices’ connectivity while facing the challenging requirements of the available bandwidth,
power and the restricted delay limits. Unmanned aerial vehicles (UAVs) have been recently used as
aerial base stations (BSs) to empower the line of sight (LoS), throughput and coverage of wireless
networks. Moreover, non-orthogonal multiple access (NOMA) has become a bright multiple access
technology. In this paper, NOMA is combined with UAYV for establishing a high-capacity IoT uplink
multi-application network, where the resource allocation problem is formulated with the objective of
maximizing the system throughput while minimizing the delay of IoT applications. Moreover, power
allocation was investigated to achieve fairness between users. The results show the superiority of
the proposed algorithm, which achieves 31.8% delay improvement, 99.7% reliability increase and
50.8% fairness enhancement when compared to the maximum channel quality indicator (max CQI)
algorithm in addition to preserving the system sum rate, spectral efficiency and complexity. Con-
sequently, the proposed algorithm can be efficiently used in ultra-reliable low-latency communica-
tion (URLLC).

Keywords: internet of things; non-orthogonal multiple access; resource allocation; ultra reliable low
latency communication; unmanned aerial vehicles; uplink transmission

1. Introduction

Due to their mobility and flexibility, unmanned aerial vehicles (UAVs)—also called
drones—have become popular and have a wide range of applications. These applications
include—though are not confined to—monitoring the environment, fertilizing and dusting
crops, searching for mines, police monitoring, and operations of rescue. UAVs have
received great attention thanks to its lower cost, high mobility, wide coverage and ease
of deployment and flexibility [1]. These applications are not restricted to industrial and
civilian fields only, but can also be extended to military applications [2].

In the near future, UAVs will be highly deployed in many applications in wireless
networks, especially 5G networks, to serve ultra-reliable low-latency communication
(URLLC) [3]. UAVs can present either in a single-UAV or multi-UAV system [4]. UAVs
can be utilized as airborne base stations and flying relays to provide LoS connections to
improve the coverage and power consumption for IoT devices. The recent era will witness
billions of connections of Internet of Things (IoT) devices that will be served simultane-
ously [5]. Smart mobiles, vehicles, home appliances, and sensors are examples of these IoT
devices [6].

The fifth generation (5G) network is intended to provide coverage for high-density
devices with various applications of diverse quality of service (QoS) requirements [7].
Non-orthogonal multiple access (NOMA) is a promising multiple access technology which
can face the challenging requirements of high throughput and low latency accompanied
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with the traffic of IoT devices. The basic concept of NOMA lies in the ability of NOMA
to serve numerous users simultaneously over the same resource block (RB) to increase
the spectrum efficiency [8]. However, due to simultaneous transmission, interference
occurs between users sharing the same RB, so that successive interference cancellation
(SIC) is used to detect the signal [9]. The exploitation of UAVs combined with NOMA is
used to support the required massive connections of IoT devices and also provide long
transmission range for IoT devices with limited transmission power capabilities. UAVs
can easily overpass the IoT nodes, collect the information data and then transmit them
to the data center or the other IoT devices [4]. IoT is accommodating numerous various
applications with extremely precise performance requirements. Delay is one of the essential
key metrics and one of the biggest challenges facing IoT applications [10]. In this paper,
the UAV as a base station was exploited with NOMA to support URLLC IoT network
with devices of different applications; each application has its own traffic parameters and
delay requirements. A resource and power allocation scheme was proposed to manage the
different QoS requirements for each application in uplink networks achieving high spectral
efficiency, fairness and data rate as well as improving the delay and reliability.
The main contributions of this research are listed as follows:

e  The uplink NOMA-based transmission system utilizing the UAV as a base station
is modeled. Then, the resource allocation problem is formulated with the aim of
maximizing the sum rate, taking into consideration the different delay requirements
to serve URLLC applications.

e  The proposed scheduler allocates resources jointly in both time domain and frequency
domain based on the IoT devices parameters. Delay limits and priority are used by
time domain; then the buffer status report (BSR) and channel quality indicator (CQI)
control the frequency domain scheduler decision to allocate resources. In addition, a
power allocation scheme is proposed to achieve fairness between the users allocated
the same RB regardless of the different channel conditions.

e  Unlike the previous works, the novelty of the presented algorithm lies in its ability to
consider both the strict delay requirements of IoT devices and the system throughput
while ensuring high reliability and fairness, where simulations are performed to
evaluate the proposed scheduling algorithm performance. The results demonstrate
the effectiveness of the proposed algorithm to serve URLLC traffic with restricted
delay limits, due to the significant enhancement in delay, reliability and fairness, in
addition to maximizing the sum data rate and spectral efficiency while achieving the
same system complexity when compared to the maximum channel quality indicator
(max CQI) algorithm.

2. Related Works

This section presents the state-of-the-art in resources scheduling in uplink 5G net-
works, UAV communication, and NOMA-based URLLC systems. Resource allocation and
scheduling techniques in uplink 5G networks have been studied in many research papers
presented in this literature. In [8], the authors proposed two resource allocation algorithms;
the first one is the local rate maximization (LRM) in which the subcarrier is allocated to
the user which gives the maximum rate on the chosen subcarrier. The second approach
is global objective maximization (GOM) in which the allocated subcarrier is that which
achieves maximum increase in the objective function.

A weighted sum rate maximization problem is modeled in [11], then a subcarrier
allocation scheme which is based on iterative water-filling (IWF) algorithm is introduced.
Its main idea is to initially begin with all devices allocated to all subchannels then remove
the subchannel-device pair which gives the worst gain and power; repeatedly doing so
until it meets the constraint that L devices are allocated to each subchannel [11]. The authors
in [12] came up with a many-to-many matching model, where each subchannel forms a
preference list based on the system throughput and each user creates its own preference
list based on the received power. Iterative addition or substitution processes for the users
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to the subchannels are performed; for the purpose of enhancing the system performance
until there is no more enhancement [12]. Reference [13] shows a two-sided matching and
swapping technique, where firstly, each device forms its preference list based on channel
gain and data rate, then each subchannel receives requests from the demanding devices
and chooses the L devices with the highest energy efficiency. Then swapping operations
are performed if and only if it is accompanied by an enhancement in energy efficiency [13].
UAV cellular networks were investigated with 5G technologies in [14,15] considering the
channel model but the resource allocation problem was not inspected. In [16], backscatter
communication technology, which is based on reflecting the incident wireless signals for
the purpose of data collection, is investigated. The mobility of UAVs is exploited for
maximizing the energy efficiency while optimizing the backscatter devices allocation and
UAV trajectory [16]. The authors in [17] proposed NOMA scheme with index modulation
to reduce the effect of contention, interference and collision in grant-free access. However,
the system throughput was not considered. The authors in [18] used resource slicing and
presented two user clustering mechanisms to meet the delay constraints of time stringent
applications in uplink NOMA. NOMA technology is used in [19] and the resources are
classified into shared and private. If the transmission and delay requirements of users
cannot be achieved by the shared resources, then the private resources can be used [19].
Unlike the studies, the proposed algorithm is the first to consider the restricted delay limits
of the IoT devices in addition to throughput maximization which makes the proposed
algorithm suitable for URLLC applications.

The following sections in the rest of the paper are organized as follows. In Section 3,
the system model is illustrated for the uplink of IoT devices served by UAV using NOMA
access technique. Section 4 shows the problem formulation with the purpose of delay
minimization and maximizing the network sum rate. Section 5 demonstrates the delay-rate
optimization scheduling algorithm and the fairness optimization power allocation algo-
rithm. Section 6 shows the performance evaluation of the proposed algorithm through the
simulation results. Finally, the conclusion of the presented work is discussed in Section 7.

3. System Model

As shown in Figure 1, a UAV-assisted IoT network is considered where the UAV serves
as an aerial base station, all IoT devices are served by a UAV that covers a cell with radius
Rc. The UAV is located at 3D coordinates (xyav, yuav, huav); assume that (xgay = 0,
yuav = 0, hyay); i.e., the UAV is at the center of the cell with altitude h4y; such that
(hin < huyavy < hyax) where hy,;,, and ., are the minimum and maximum allowable
heights of the UAV. Assume that there are N ground IoT devices; each device is equipped
with a single antenna. These devices are distributed randomly in the cell covered by the
UAV; each device is located at (x;, y;) where i ={1,2, ..., N}. Each IoT device has a packet
arrival rate A; and transmits minimum rate R; with delay limit D;. Each IoT device has a
transmitted power P; (P < P; < Ppay i) where Py, i and P, ; are the minimum and
maximum transmitted power of IoT device i respectively. Path loss between IoT device i to
the UAV expresses the large-scale fading component which is given by

A
PL; = PRy ) + B;, 1)
A =110s — 1INLOS, ()
4rf.
B; =20 loglo(di) +201log1g — + YNLOS/ 3)

where f. is the carrier frequency, c is the light speed, 17103, #N1L0s, 4, b are constants related
to the propagation environment either urban, suburban, dense urban or high-rise urban
environments. Considering air to ground (A2G) communication between the UAV and the
ground IoT devices, thus, each device can have line of sight (LoS) view or non-line of sight
(NLoS) view with respect to the aerial base station with certain probability. NLoS occurs
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when the propagation path is partially or fully obscured by physical obstacles. The LoS
probability or NLoS probability are highly dependent on the device location, environment
and the elevation angle between the device and the UAV, as illustrated in Figure 1. Pr,s,,
Prypos; are the probabilities of IoT device i having LoS link or having non-line of sight
(NLoS) link respectively between the UAV and IoT device, which could be calculated as [20]

1

T+ aexp(=b[6; —a]) * @

Pries, =

Pryros; = 1 — Prigs, 5)

where 6; is the elevation angle (measured in “degree”) between IoT device i and the UAV
as illustrated in Figure 1; it can be calculated as

_ 180 . 1 (huav
9,—7sm ( i 6)

d; is the distance between the IoT device i at (x;, y;) and the UAV located at (xyav, yuav,
huav) is
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TMT
|,

(xuzav,yuavh uet;)’ ! .

I
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I
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I
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Figure 1. Illustration of the elevation angle in case of static UAV [21].

The UAV uses the NOMA access technique to communicate with the IoT devices.
Assume that the total bandwidth allocated to the UAV is B, which is divided equally into
K orthogonal subcarriers. Let by ;(t) is the subcarriers assignment index, where by ;(t) = 1
means that subcarrier k is allocated to device i, otherwise by ;() = 0. There are maximum
L IoT devices allowed to be scheduled over a single subcarrier at the same time and each
IoT device gets exactly one subcarrier for simplicity. IoT devices can give preferences for
the resource blocks, and their preferences are considered based on their channel quality
indicator (CQI) [22] which depends on the channel quality between the UAV and IoT
devices. The signal to noise plus interference ratio (SNIR) of IoT device i on subcarrier k is
modeled as

2
Tei(t) = bri () pri(t) | 8ri (1) ®)

2 7
N 2
E g0 <l e OPis s O]+

8ki(t) is the channel gain between the UAV and IoT device i on subcarrier k. g ;(t) which
is invariant in one time slot but varies over different time slots, can be modeled as:

Ski(t) = \/PLyihy;(t), ©)
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where I ;(t) is the small scale fading of complex Gaussian distribution given by
h i (t)~ CN(0,0%). URLLC uses short packets to ensure low latency transmission, so Shan-
non capacity, which acts as the upper bound in terms of data rate, can no longer be applied.
Consequently, the user data rate at finite blocklength transmission [23] is given by

Vi

Ry,i(t) =logy(1+Tki(t)) — /= = Q7' (e) (10)
where, the decoding error probability ¢ [24] is given by
e:Q<1nz $<1og2 (1+r)—Z)), (11)
Such that the Q function and V are defined respectively as
Q(x) = \/;TT /xme‘%2 dt (12)
Vii = 1= (14T,) 2 (13)

where D states the packet size, and m represents the blocklength of the channel.
The sum rate can be calculated as

K N
Rsym = Z 21’:1 Rk,i(t)/ (14)

k=1

Assume that packet arrival of the IoT device i follows a Poisson process with the
average arrival rate as A; packets per second. The average service rate of the same IoT
device is assumed to be y; packets per second. Both A; and y; are statistically identical and
independent distributed. The queuing system model of the IoT device is shown in Figure 2.
Then, the average delay d,,;, which is based on the M/M/1 queuing model [25], can be
given by the following formula:

S;

T —
1 Rapi — Sid

(15)

where S; and R, ; are the packet size and the average rate of IoT device i respectively.

Data
—

Source

Figure 2. Queuing system model of the IoT device [26].
Ry,i can be given as the rate of device i averaged over time as follows:

slots

T.

1%

R P = —
av,i Tt

D%
=

Ry i(t)byi(t), (16)

1 k=1

where Tjj,5 represents the total number of time slots.

4. Problem Formulation

The main objective is to maximize the sum data rate of all users while achieving
minimum device delay through selecting the assignment index by ; at every time slot.
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Hence, the resource allocation problem is formulated with data rate maximization objective

function as follows:
Max Z 2 (17)

{bkz

s.t.C1: Zbkl Rkl( ) > Rmin,i (18)
C2: Zbkz sz < Ppax (19)
C3: byi(t) €{0,1} (20)
C4: Z bkz sz >0 (21)

N
C5:) bi(t) <L (22)

i=1
Cé6: dav,i < D; (23)
C7 ¢ hyin < hyav < hmax (24)

where Py is the maximum available transmission power of the IoT device. C1 is the
minimum required data rate for all users to ensure QoS. C2 means that any IoT device
transmit power cannot exceed P;y. C3 and C4 are the constraints of the assignment matrix
by and power py ;. C5 mentions that one subcarrier cannot be allocated to more than L
users at the same time. C6 is the delay constraint, states that the average delay of the device
i (d4y,;) should not exceed the delay limit requirement D;. C7 is the UAV height constraint
between the minimum and maximum allowable altitudes.

The optimization problem is non-convex due to the coupled variables by ; and py ; in
(20) and (21). Hence, the proposed algorithm uses a linear weighted utility function to
overcome the complexity of the optimization problem (17).

5. Proposed Algorithm

The optimization problem is non-convex due to the coupled variables by ; and py ; in
(20) and (21). To find a simplified solution, the proposed scheduler in this section exploits
the convexity property of the sub-problems [27] for the main non-convex problem (17). In
addition, the proposed algorithm makes use of the resource element structure in NOMA
which takes one subcarrier in frequency and one time symbol known as transmission
time interval (TTI) [28], as demonstrated in Figure 3. Hence, the proposed algorithm
operates in two domains, as illustrated in Figure 4. The first is delay minimization to
guarantee the delay requirement of each IoT device which is performed by a time domain
packet scheduler (TDPS). The second domain is rate maximization to increase the spectral
efficiency and maximize the system sum rate which is performed by a frequency domain
packet scheduler (FDPS).
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Figure 3. General NOMA resource allocation.
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Figure 4. Illustration of the proposed scheduler.

The optimum height of the UAV should be calculated to solve constraint C7. The
optimal UAV elevation angle 6,yimu, was derived for each environment in [29] to cover a
circular cell of certain radius in A2G communication independent of the multiple access
technique used. Thus, according to [30]; the values of 6ypsimum given by (25) for UAV
placement corresponding to each environment either suburban, urban, dense urban or
high-rise urban environments are illustrated in Table 1. Thus, the optimum UAV altitude
hoptimum to cover a cell of radius R, can be given by

hooss
eoptimum =tan"! (Op;émum> (25)
c

Table 1. Values of optimal elevation angle of each environment.

Environment eoptimum
Suburban 20.34°
Urban 42.44°
Dense urban 54.62°
High-rise urban 75.52°

5.1. Time Domain Packet Scheduling (TDPS)

The main function of TDPS is to select a certain number of IoT devices to be scheduled
in the next TTL this process should guarantee that there are no devices exceed their
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maximum delay limits by minimizing the average delay. Hence, the optimization problem
for time domain scheduling can be formulated using (15) as

S;

-_—, (26)
Rypi — SiAi

min dg,,; =

The device selection criteria in TDPS is based on a weighted delay metric which
is essentially needed to prioritize the devices requests. The metric function is based on
delay [31] to satisfy the delay constraint C6. The UAV uses the information in the BSR to
compute the metric function for each requesting device. This metric aims to order the IoT
devices requests to control the TDPS decision. The metric considers average delay and
buffer status reports [32] as follows:

M; = o w; gy i (27)

where «; states the priority of each traffic group, where the TDPS categorizes stations
according to their delay limits into j groups, and w; ; is the traffic weight of user i in traffic
class j, this weight can be calculated as

9

K (28)

w,',]«
where g; ; is the queue size of user i in traffic group j, and bl is the buffer length to avoid
buffer overflow of the IoT device.

After grouping and calculating metric for the IoT devices that send scheduling requests.
The TDPS selects maximum N, = KL devices to be scheduled in the next TTI, since there
are L devices can be scheduled over the same resource block according to constraint C5
(22). Consider N_sel to be the number of chosen IoT devices to be scheduled. The rejected
users send scheduling requests in the next TTI.

5.2. Frequency Domain Packet Scheduling (FDPS)

The main purpose of FDPS is allocating resources for IoT devices based on channel
conditions (CQI) to increase spectral efficiency [32]. FDPS allocates resources to the IoT
devices chosen by TDPS. Thus, the optimization problem of FDPS could be formulated as

K
N_sel

D 1 el 29
{bk,,(t)}l;21z1 k1 () 9
s.tC1: Zle bk,l(t)Rk,[(t) > Ryiny -
C3: by(t) € {0,1} o

N_sel
C5: Z bk,l(t) <L o)

1

Il
—_

In the proposed algorithm in FDPS each of the selected users prioritizes the RBs, where
each IoT device sorts the RBs in descending order of CQI. The CQI value is an indication
for the channel quality of each user on each subchannel. CQI value ranges from 0 to 15. The
higher the value, the better the channel quality and vice versa. The CQI value is determined
according to the estimated value of SINR [33]. Therefore, a preference matrix is formed
containing the CQI values of all users on all RBs such that CQI; is the CQI value of user i
on RB k; where the rows correspond to the IoT devices and the columns are related to the
RBs. Each IoT device’s preferences (CQI values) are listed in a row in this matrix; such that
a higher CQI value indicates that the IoT device prefers this RB.
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A weighted preference matrix is then formed which is based on the weighted metrics
(27) computed in TDPS and the preferences determined in FDPS, and can be given by

fohj = Diag(MlxN_sel ) CQIN_sel xK (33)

where My,n s is a row vector of the metrics of the selected devices and CQIy g0 vk is
the preference matrix which contains the CQI values of the selected devices on all RBs.
Hence, the problem in (29) can be easily modified to

Max — Diag(Mlstel) CQIn,,xkbr (1) (34)
{bri (1)}
s.tC3: bk,l(t) € {0,1} (35)
N_sel
C5: Y bu(t) < L (36)
=1

The problem in (34) can be solved using binary integer programming which is used to
solve the constrained problem to maximize fy;; The algorithm (Algorithm 1) to find the
optimum allocation matrix is listed in detail as shown in the pseudo code.

Algorithm 1. Joint Delay-Rate Optimization Scheduler

Input: T, K, N, A, Py, & Ppay, j, L

Output: {s}by;

1 Initialize: Ny = L * K

2 Step 1: chooses the N,y devices with the highest metrics in TDPS.
3 Arrange IoT devices in j groups according to the application type.
4: ForTs=1toTs=T do

5: R =1IoT devices send scheduling requests

6.

7

8

9

If R =<Npqx go toLabel
else, do
Fori=1toi=Rdo
Compute the weight of device i (27):
M; = a; w; jdgy,;
10: End for
11: Arrange IoT devices of each group in descending order of the weight (M;)
12: Choose the N_max nodes which have the maximum weight to be scheduled in this TTI.
13: Label:
Choose the R nodes to be scheduled in this TTL
14: End If
15: N_sel = the selected nodes to be scheduled
16: Step 2: assign each IoT device a resource block
17: Fori=1toi=N_sel do
18: Form the preference matrix for each device i to all available RBs based on the CQI value.
19: Form the objective function which is the weighted preference matrix fy;.
20: Initialize k = 1, correspondingly set fuax = fop

]'.
21: if a solution 7«—:{ keK fob]->fmx} can be found: update k=k and fmax = fobj-

22: End for

23: Delay of the scheduled nodes is cleared, but that of waiting nodes is incremented.
24: Rejected nodes send scheduling requests in the next TTL

25: End For

In the Joint Delay-Rate Optimization Scheduler, the UAV receives scheduling requests
in every TTL In TDPS, the UAV classifies the requests to groups according to the application.
Then, the metric function is computed for all requesting devices using (27). The scheduler
selects N_sel devices with the highest metrics. Then, in FDPS, the RBs allocated to each IoT
device are chosen with the objective to maximize the weighted preference matrix in (33).
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5.3. Power Allocation Algorithm

The Uplink power allocation scheme is used to ensure fair data rates between users
sharing the same RB [34]. Consider two users share the same RB, if g ,, > g, s then according
to (8) the SNIR of near and far users respectively are given as

Pin(8)|gea (1)

Tpn(t) = 3 (37)
pk,f(t)‘gk,f(t)‘ + 02
lﬂk,f(f)‘5_«>’1<,f(f)‘2
Tip() = —— (38)

Assuming that the UAV will decode the signal of the nearest user first then decode the
signal of the far user using SIC. To achieve fair data rates for both users, then,

2
pen(Dlgin B Prr(t)]gis(®)

2 2
Pis(8)[ges (1) +0?

, (39)

2
Let |y () |2 = gn as the gain of the near user and ‘gk,f(t) ’ = gr as the gain of the

far user. Thus, the power allocation coefficients ay and ar of the near and the far users
respectively can be derived as

ﬂNPmang _ uFPmung
apPgp + 02 o2

/ (40)

Let o = Pyax/0?, then divide both sides by ¢

ANPEN arpP8F
— , 41
arpgr +1 1 (41)
8% 0°at +(8r + 8N )par —pgn =0 (42)
—(gn +g&F) £ \/(gN +gr)* + 4pghen
ap = 5 (43)
28 P

where 0 < an < 0.5 because ar > ay and ay +ap = 1.

6. Simulation Results

In this section, simulation is introduced to evaluate the proposed algorithm perfor-
mance. Consider a single UAV covering a cell of radius R, = 1 km; assuming a suburban
environment. An aerial UAV is centered and placed at the optimum height of the cell
according to the values in Table 1. Consider IoT devices (N = 300) randomly deployed in
the cell, IoT devices are supporting different applications, assuming there are 4 groups
of IoT devices each has its unique traffic parameters. The maximum transmit power of
each IoT device is 27 dBm and the minimum transmit power is 20 dBm. Unless stated, it is
assumed that the system total available bandwidth B = 1.4 MHz consisting of 6 RBs. The
noise power density 0> = —174 dBm/Hz. The main simulation parameters are summarized
in Table 2.

To verify the efficiency of the proposed scheduler; the proposed algorithm is compared
with the maximum CQI scheduling algorithm. According to [35], the best CQI algorithm
shows its superiority in the achieved sum rate and spectral efficiency. The idea of the best
CQl is based on scheduling the N_sel nodes which have the maximum CQI regardless of
any other parameters.
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Table 2. Simulation parameters.

Symbol Description Value
a Environment Constant 4.88
b Environment Constant 0.43
NLos Line of sight Environment Constant 0.1
1INLOS Non-Line of sight Environment Constant 21
Ooptimum Optimal elevation angle 20.34°
o Noise power density —174
U Number of UAVs 1
Priin IoT device minimum power 100 mW-20 dBm
Puox IoT device maximum power 500 mW-27 dBm
R. Radius of the cell 1 km
TTI Time slot 1 ms
Simulation time 1s
Diimit Maximum delay limit {10, 20, 30, 40} ms
A Arrival rate per group {100, 250, 600, 400} (packets/s)
N Total number of devices 300
D Packet size 100 bits
m Channel blocklength 100 symbols

Figure 5 shows the percentage of IoT devices that exceeds the delay limit, and as
clearly seen the proposed algorithm outperforms the maximum CQI and the gap increases
with the time, until it reaches a certain point at which the percentage of devices exceeding
the delay limit saturates in both algorithms. This is due to its receiving large requests and
scheduling N_sel nodes only in each TTI while rejecting the rest of nodes. The percentage
of devices exceeding the delay tolerance saturates in the proposed algorithm to nearly 30%
but around 44% in maximum CQI. The proposed algorithm gives priority to the nodes of
the maximum buffer and least delay tolerance, resulting in 31.8% delay improvement.
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Figure 5. Percentage of devices exceeding the application delay limit at each time slot.

To evaluate the fairness of the proposed algorithm; the formula of Jain’s fairness index
in [8] is used, which is given by

Jain’s fairness index =
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where Ry represents the rate of user k and K is the total number of users. The fairness
index values are confined between 0 and 1 such that the maximum value is achieved when
the users have equal data rates. As obviously seen in Figure 6, the proposed algorithm
is significantly fairer than the best CQI, since scheduling is performed sequentially from
all groups, in addition to the fair power allocation algorithm used unlike the best CQI;
resulting in 50.8% fairness enhancement at 300 users.
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Figure 6. Fairness index versus number of users.

In Figure 7, the relationship between the transmitted power of the IoT devices and
the sum rate is shown. As expected, the sum rate of the maximum CQI is greater than the
proposed algorithm by only 1.6%; therefore, they still have a very close performance. By
increasing the IoT device’s maximum power, the sum rate is nearly the same and does not
change; this is due to the slight increase in the device’s maximum power that it does not
affect the sum rate.
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Figure 7. Sum rate versus the power of the IoT devices.
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Figure 8 shows a comparison between the proposed algorithm and the best CQI in
the achieved sum rate versus the number of users at different bandwidths; in case of 6, 10
and 25 resource blocks. They achieved nearly the same performance, which proves the
superiority of the proposed algorithm. As the number of users increases, the sum rate
increases to a certain saturation point after which the sum rate is almost constant due to
scheduling the maximum number of users N,y in every TTI achieving almost the same
sum rate. It can be noticed that the sum rate in case of 25 RBs outperforms that in case of
6 RBs and 10 RBs, while it is the least in the case of 6 RBs. It is observed that the saturation
point is shifted to the right as the number of RBs increases, meaning that as the number of
RBs increases, the sum rate saturates at larger number of users.
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Figure 8. Sum rate versus number of users.

Figure 9 shows the achieved sum rate versus the bandwidth (number of RBs) with
maximum 2 users allocated to the resource block. The spectral efficiency of the proposed
algorithm is almost closer to that of the maximum CQI, which verifies the efficiency of the
proposed algorithm in terms of spectral efficiency.

The results obtained in Figures 7-9, show the excellence of the proposed algorithm in
terms of spectral efficiency and sum rate. This is because the proposed algorithm cannot
exceed the best CQI which represents the upper bound in throughput and spectral efficiency.
However, the proposed algorithm records a very close performance.

Figure 10 shows the spectral efficiency versus the maximum power of the IoT devices
comparing the performance of both the proposed resource allocation algorithm and the
best CQI once using the proposed power allocation and once using distance-based power
allocation. As can be clearly seen, the proposed power allocation outperforms the dis-
tance=based power allocation. Moreover, as expected, the maximum CQI is superior in
terms of spectral efficiency which is on average 41.2 bps/Hz followed by the proposed
algorithm which achieves very close performance, nearly 40.5 bps/Hz and about 1.69%
decrease only.

To evaluate the reliability of the algorithms, the relationship between the packet size
and probability of decoding error is shown in Figure 11. As expected, as the packet size
increases, the probability of error increases in both algorithms. However, the probability of
error ¢ in the proposed algorithm is significantly lower than that of the max CQI, where at
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packet size = 1000 bits, ¢ is about 8.5 x 10~ and 4.2 x 1078 in the proposed algorithm and
the max CQI respectively, resulting in nearly 99.7% performance improvement.
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Figure 9. Sum rate versus the number of RBs.
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Figure 10. Spectral efficiency versus the power of the IoT devices.
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Figure 11. Decoding error probability versus the packet size.

The computational complexity of both the proposed algorithm and the best CQI is
O(KN) which means that they have linear complexity in the number of users and number
of RBs. However, in [36], resource allocation for uplink multi carrier NOMA is developed
using graph theory with complexity O(KN?). The shortest processing time (SPT) strategy
is presented in [37] for uplink NOMA with complexity O(N?). Thus, the proposed
algorithm has a worthy complexity improvement.

7. Conclusions

In this paper, an uplink NOMA resource allocation algorithm is proposed for a UAV-
IoT-based communication network serving a large number of IoT devices of different
applications. The optimization problem is formulated under constraints with the objective
to maximize the data rate and minimize the delay. The scheduler works in time domain to
optimize the delay, and in frequency domain to optimize the data rate. The power allocation
is used to ensure fair data rates between users allocated the same RB. The simulation results
show that the proposed algorithm significantly enhances the system fairness, delay and
reliability, in addition to achieving a spectral efficiency and sum rate that are nearly closer
to the system upper bound.
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Abstract: Threats of eavesdropping and information leakages have increased sharply owing to ad-
vancements in wireless communication technology. In particular, the Internet of Things (IoT) has
become vulnerable to sniffing or jamming attacks because broadcast communication is usually con-
ducted in open-network environments. Although improved security protocols have been proposed
to overcome the limitations of wireless-communication technology and to secure safe communication
channels, they are difficult to apply to mobile communication networks and IoT because complex
hardware is required. Hence, a novel security model with a lighter weight and greater mobility is
needed. In this paper, we propose a security model applying cooperative friendly jamming using
artificial noise and drone mobility, which are autonomous moving objects, and we demonstrate
the prevention of eavesdropping and improved security through simulations and field tests. The
Cooperative Friendly Jamming Techniques for Drone-based Mobile Secure Zone (CFJ-DMZ) can set
a secure zone in a target area to support a safe wireless mobile communication network through
friendly jamming, which can effectively reduce eavesdropping threats. According to the experimental
results, the average information leakage rate of the eavesdroppers in CFJ-DMZ-applied scenarios
was less than or equal to 3%, an average improvement of 92% over conventional methods.

Keywords: IoT; RF radio communication; Wi-Fi direct; D2D; drone-based mobile secure zone; friendly

jamming; mobility

1. Introduction

Wireless communication network technology is evolving to meet the needs of users
who want to use high-speed, high-capacity multimedia content without the limitations of
location and time. However, cases of information leakage have been continually occurring
owing to the fundamental limitations of wireless communication, which is vulnerable to
eavesdropping [1]. To solve this problem, protocols and mechanisms have been proposed
that improve the security or secure safe communication channels within the time, frequency,
and space domains [2]. However, conventional wireless secure communication methods
require complex hardware, which reduces the energy efficiency and data transmission
performance, limiting the application to highly reliable wireless autonomous moving
objects that exchange confidential information [3,4].

Among wireless network technologies, the Internet of Things (IoT) has become an
essential element in all industries and everyday life, and accordingly, security vulnerabilities
of wireless networks have become a larger issue [5]. Most IoT devices are light in weight
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with specifications that are insufficient to apply to regular personal computers or mobile
devices. The existing communication systems are vulnerable to side-channel attacks,
which are attacks that utilize physical information generated from the physical layer.
Thus, the security protocol key can be leaked and encryption can be disabled. As they
communicate in open network environments, they are easily exposed to security threats
such as eavesdropping. This vulnerability can be exploited to easily collect confidential
information [6].

To improve the security in IoT environments that are easily exposed to security threats,
security architectures should be designed by considering the light weight and mobility
of mobile IoT devices [7]. In this paper, we proposed Cooperative Friendly Jamming
Techniques for Drone-based Mobile Secure Zone (CFJ-DMZ) to enhance the security in
wireless communication environments for drones, which are IoT devices that can move
autonomously while exchanging information with other surrounding devices. As eaves-
dropping is a passive attack that leaves no evidence of attacks, it is impossible to detect
eavesdroppers in a wireless communication environment. Therefore, in this paper, a
proactive prevention method was proposed to reduce the eavesdropping probability of
unspecified potential eavesdroppers. The CFJ-DMZ uses the mobility and artificial inter-
ference of autonomous moving objects to form a secure zone, which guarantees safe data
communication in the wireless communication environment of mobile IoT and flexibly
controls the zone to be protected, effectively mitigating eavesdropping threats.

To evaluate the proposed CFJ-DMZ, we implemented a network simulation model and
validated its performance. In the network simulation model, the transmission node moves
to near the receiving node, and safe short-range device-to-device (D2D) communication
is then conducted in the secure zone formed through a cooperative jammer drone. Here,
three drones communicate with each other and create a locally secure zone based on the
boundary of the artificial interference signal reaching range to protect the confidentiality of
communication between nodes.

The main contributions of this paper are as follows:

e A cooperative friendly jamming technique is proposed to flexibly form a secure zone
for confidential communication of lightweight mobile devices.

e  The effect of the proposed CFJ-DMZ is analyzed through simulation and proved
through field test in the implemented test bed.

The remainder of this paper is organized as follows. Section 2 introduces studies
on conventional wireless communication security technologies and major studies on the
wireless communication security of autonomous moving objects. Section 3 then describes
the security performance criteria of friendly jamming and the friendly jamming model.
Section 4 proposes a CFJ-DMZ model, and Section 5 validates the security performance of
the proposed model through simulations and field experiments. Finally, Section 6 provides
some concluding remarks and describes future research directions.

2. Related Work
2.1. Introduction to Friendly Jamming

Wyner defined the concept of security capacity in a study on eavesdropping channels
and proved that security can be achieved according to the information theory perspective
when the quality is poorer in the eavesdropper’s channel than in the legitimate receiver [8].
Security channel capacity (secrecy capacity) is defined as the difference in the channel
capacity between a legitimate sender and a legitimate receiver and the channel capacity
between a legitimate sender and an eavesdropper. If this value is negative, the security
channel capacity is zero, which means that no information can be safely sent. Here, signals
and artificial interference can be generated and sent to improve the channel quality of the
receiver and deteriorate the channel quality of the eavesdropper. Various studies have
been conducted for this, including jamming, beamforming jamming, relay jamming, and
friendly jamming techniques for improvements in wireless security. It has recently been
proven that if a beam is formed using multiple antennas for jamming signals that can
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reduce the eavesdropping performance of malicious eavesdroppers, the communication
security and reliability between legitimate communicators can be significantly improved.
However, beamforming technology that uses multiple antennas or a massive antenna is
complex and requires a large power consumption, making it difficult to use in IoT or mobile
devices [9,10].

2.2. Friendly Jamming Security Model

Various studies are underway on friendly jamming security techniques applying
jamming signals for security purposes [11-18]. A friendly jamming technique is a method
of emitting friendly artificial interference signals to prevent malicious eavesdroppers from
overhearing when the sender communicates with a legitimate receiver. A jammer is used
to protect the wireless communication network and send messages with confidentially,
allowing legitimate senders to communicate in a secure manner. In friendly jamming
security technique research, security metrics are defined to demonstrate the effectiveness
and validity of jamming. Friendly jamming security techniques include a method of using
anti-jamming that automatically arranges multiple friendly jammers to deliver information
safely between moving objects in a mobile communication network [16-18].

2.3. Friendly Jamming Security Model for Mobility Environment

Research is underway for friendly jamming security models using multiple unmanned
aerial vehicles (UAVs) in mobile communication networks. The Friendly UAV Jamming
(Fri-UJ) method has shown that the eavesdropping probability decreases as the number of
jammers deployed near the protection zone increases because the signal to interference and
noise ratio (SINR) of the eavesdropping device drops through the transmitted signals of the
jammers [19]. In addition, there is a study that proved its effectiveness by applying Fri-UJ
to IoT technology in the medical field [20]. However, using the Fri-U]J, as the number of
UAVs increases, the number of jammers increases, thereby increasing the loss cost, and in
practice, making it difficult to install an infinite number of jammers. Therefore, research is
required to compare, analyze, and propose an effective friendly jamming model in a mobile
communication environment based on the size of the secure zone, the number of jammers,
and the security efficiency relative to cost.

In addition, research on location optimization considering the mobility of UAVs is
being conducted. The location of the drone is important in order to reduce the waiting time
and delay of the user or improve the quality of the service provided to users [21]. In [22],
the disturbance power intensity and power trajectory path that occur when protecting
legitimate nodes located on the ground using friendly jamming signals were studied.
At that time, it was calculated by estimating the location of the eavesdropper, but the
applicability is low because it is difficult to determine the location of the eavesdropper in
the actual situations. Accordingly, in [23], randomness was modeled without identifying
the location of the eavesdropper. At that time, in order to maximize the secret ratio of
several legitimate receivers, the area was determined using the signal-to-noise ratio (SNR).
However, as the confidentiality of the receiver in the security area is not guaranteed equally,
some devices have a high potential for eavesdropping. In addition, when the optimal
location is determined, only some factors change depending on the situation, so the area is
not flexible and the mobility of UAVs cannot be utilized. In the case of battery usage, it is
inefficient because jamming signals must be transmitted all the time.

Table 1 shows a summary of prior studies related to friendly jamming. In the table
header, “Paper Title” refers to the title of the study, and “Research Topic” refers to the
keywords of the study. “Number of Jammers” refers to the number of jammers used in the
model: Here, “single” indicates that the model used one jammer, and “multiple” indicates
that the model used two or more jammers. In addition, “Main Idea” refers to the model
proposed in each paper, and “Limitation” refers to those analysis results that are a limitation
of the indicated study. The models in the prior studies are inefficient and inflexible in terms
of creating a secure zone for secure wireless communication because they consume large
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amounts of power and have no mobility. In this study, however, we proposed a model
that creates an efficient and flexible secure zone by using only three drones that transmit
friendly jamming signals, and we demonstrated the effectiveness of the model through
simulations and field experiments.

Table 1. Comparison of prior studies on friendly jamming.

Number of

Paper Title Research Topic Jammers Main Idea Limitation
UAV-enabled friendly Eavesdropping, Unmanned aerial
jamming scheme to secure Internet of Things, Multiple vehicles (UAV)-enabled = Need to study the optimal
industrial Internet of Things unmanned aerial p friendly jamming number of jammers
[19] vehicles scheme
A iammine approach to Defensive jamming
enlr]1ance erﬁerp};ise Wi-Fi Eavesdroppin approach in Wi-Fi Need to study friendly
secrec throuph spatial Wi-Fi ne t\I/)vIZ)rkgs, Multiple networks secured by jamming techniques in a
Y &1 P the WPA2 enterprise mobile environment
access control [16] mode
.. . Antenna arrays, . .
Achlevm & p.hysmal l.a yer beamforming, . Beamform.mg .Wlth Need to study appropriate
security with massive indrical Single large cylindrical de ol
MIMO beamforming [17] cylindrical arrays, antenna arrays node placement
massive MIMO
Relay-aided Simulations for Need to study improved
Friendlv iammer against an single-input improvement in the security for confident
ada 2,1 ‘]] o eaves dfo or single-output network, Sinele secrecy capacity and ~ communication of nodes that
ina relIZl -aided ne twgi [14] adaptive & SOP performances want protection,
y eavesdropping, owing to the presence and optimal number of
outage probability of friendly jamming jammers
Cooperative iammin Cooperative/friendly Need to study friendly
Friendlv iammine for N IE ming c évera o & jamming on the secrecy jamming techniques in a
Y & J & 8e Single outage probability of a mobile environment,

wireless secrecy [12]

jamming efficiency,

. uasi-static wireta
eavesdropping q p

fading channel

and the optimal number of
jammers

3. Friendly Jamming Technique

Equation (1) shows the information leakage rate (ILR) metrics defined for use as
performance evaluation metrics of friendly jamming. The relationship between the bit
error rate (BER) and friendly jamming was defined using the ILR. If the BER exceeds 0.5,
then the ILR is 0, indicating that it is impossible to extract information because the BIR is
high [24-26]. By contrast, if the BER is less than or equal to 0.5, then information extraction
is possible, and ILR has a value greater than or equal to 0. As the ILR increases, the security
decreases, indicating that more information can be extracted.

ILR =0, if BER > 0.5ILR =1 — %, if BER < 0.5 1)

Figure 1 shows the network configuration for verifying the security performance of
friendly jamming. Figure 1a shows a friendly jamming technique model, which uses an
open channel to send data (k;) to the sender node (Source, S) or receiver node (Destination,
D) that uses a single antenna. Here, the eavesdropping device (Eve, E) also receives the
data (h},). A drone (Jammer, ]) located near the source node transmits friendly jamming
signals (h]’fg) to form a jamming zone. The eavesdropping quality of the eavesdropping
device in the friendly jamming zone deteriorates as an effect of jamming, reducing the
possibility of eavesdropping.
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Figure 1. Network configuration for friendly jamming: (a) friendly jamming model and (b) CFJ-
DMZ model.

4. CFJ-DMZ Model

This section introduces the CFJ-DMZ model that forms a secure zone by using the
mobility of devices and the friendly jamming method. Three drones transmit jamming
signals to the outside of the secure zone. These cooperative jamming signals reduce the
eavesdropping probability of eavesdroppers and facilitate secure communication in the
secure zone.

Figure 1b shows the CFJ-DMZ model proposed in this paper. The CFJ-DMZ network
consists of a source node (S), destination node (D), arbitrary eavesdropper (E), and three
friendly jamming drones (J). The drones transmit jamming signals after forming a secure
zone, as shown in Figure 1b. The source and destination nodes communicate D2D inside
the secure zone. As it is difficult to use a multi-antenna communication interface for low-
power lightweight drones, we considered a communication method using a single antenna
in this study.

Figure 2 shows the flowchart of a scenario for the CFJ-DMZ model, which consists of
three stages.

( I. Forming a Security Zone ) /—>< II. Jamming signal transmission )

. Arrived S sends
D sends D's location to S [ e .
[ transmission information to D and J

S sets S's location near D and move ]

Based on the transmission information,
I send Jamming Signal

[ D calculates location of J A

fora Seciritv zone ( II1. Secure communication >
{ J move to each location S reduces Signal intensity. ]
[ Tmove to D } [ S and D communicate ]
for Size adjustment of the security zone in the Security Zone

{ J wait S's arrival ]—/

Figure 2. Simulation flow chart.

In the first stage, three drones are used to form a secure zone. When D2D communica-
tion is determined, the receiver (D) delivers its location coordinate information using GPS
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to the sender (D). In addition, S sends the determined location information to D and moves
to the determined location, and D uses the arriving coordinate information of S and the
current coordinate information of D to calculate the locations of the drones (J). Moreover, D
creates a virtual circle around its position. Here, given that the maximum transmittable
distance according to the strength of the transmitted jamming signals of ] is x, the radius of
the circle is as shown in Equation (2):

Radius = %\@x 2)

Here, D selects three arbitrary points to make an equilateral triangle on the virtual
circle created by centering on the position of D and sending the selected location to J. Each
J moves to the received location. The J that arrives at each location moves to D until their
respective jamming signals are no longer caught while transmitting to adjust the size of
the secure zone. After the secure zone is created, ] stops sending the jamming signals and
waits until S arrives at the final target coordinates.

The second stage is the jamming signal transmission stage. After arriving at the final
target coordinates, S sends the jamming signal transmission start time and the jamming
signal transmission maintenance time to both D and J. The three units of ] transmit jamming
signals simultaneously based on the time information, and S and D can send secure data
during the jamming signal transmission maintenance time. As such, ] sends jamming
signals only when communication is made according to the data transmission time. If
jamming signals are continuously transmitted irrespective of the data transmission, the
security inside the secure zone improves. However, continuous jamming signals interfere
with the communication of other nearby transmitting and receiving objects [27]. Further-
more, it is inefficient to transmit jamming signals continuously in terms of energy. In the
CFJ-DMZ, ] therefore sends jamming signals only when S and D are communicating to
minimize the effects of such signals on other nearby sender and receiver nodes and to use
their batteries efficiently. In addition, it is assumed that the secure zone is formed only
when the legitimate nodes exchange confidential information with the help of surrounding
UAVs used for other purposes. Therefore, the cost of friendly jamming drones for CFJ-DMZ
was not considered in this paper. On the other hand, very small control logic can be added
to friendly jamming drones and the ground user’s hardware to implement the proposed
method, but it is assumed that the added hardware cost is trivial.

Finally, S and D communicate inside the secure zone formed by the jamming-signal
transmission of J. Here, because the distance between S and D is close, the transmission
signal strength of S is reduced. The three units of | transmit cooperative jamming signals. As
a result, the probability of success of the eavesdroppers decreases, improving the security
of D2D communication in the secure zone.

In this study, we conducted simulations and field experiments to prove the security of
the CFJ-DMZ model. Octave was used for the simulations, and Raspberry Pi 3 was used in
the field experiments. Section 5 discusses the security verification process and results. The
experiments were focused on proving the security improvement inside the secure zone.
Therefore, as a part of the process under the CFJ-DMZ scenario, we assumed that the source
node has moved and that the friendly jamming drones have completed moving to form a
secure zone.

5. Experiment
5.1. Simulation
5.1.1. Effect of Friendly Jamming

The CFJ-DMZ model proposed in this paper uses three drones as friendly jammers
to protect the confidentiality of D2D communication. At this time, the three drones are
theoretically the smallest number to make a two-dimensional space, and they protect the
communication of the two legitimate nodes by forming a cost-performance effective secure
zone. The jamming effect on the eavesdropper is affected by the distance between the
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source node and the eavesdropper (Source — Eve distance, dsg) and the distance between
the jamming drones and the eavesdropper (Drone — Eve distance, dpg). Figure 3 shows
the BER of the eavesdropper according to changes in dsg and dpg measured using the
simulation. The BER of the eavesdropper was measured by changing each distance from
1 to 100 m. As a result, we found that when dpg is shorter than dgg, the BER of the
eavesdropper increases, reducing the communication quality of the eavesdropper.

Measured Bit Error Rate of each position

20 Drone-Eve distance(dpg)

Figure 3. BER based on distance of Source-Eve and Drone-Eve.

5.1.2. Evaluation Environments

The evaluation simulator was implemented using Octave v.6.1. The simulation was
conducted in a PC environment with the Windows 10 operating system, 8 GB of RAM, and
an Intel i5-7200U CPU. In the simulation, a free space of 200 m x 200 m was formed, and
the location of nodes was randomly arranged to prove the effectiveness of the CFJ-DMZ.
The experimental environment was set as a free space that did not take into account the
influence of air or other radio waves. In addition, the maximum transmission power of
the transmitting node, receiving node, and friendly jamming drone in the simulation was
24 dBm each.

We configured four experimental settings to measure the leaked amount of information
according to the mobility of the device and the friendly jamming technique. Figure 4 shows
each experimental configuration.

After measuring the locations of the source node (S) and destination node (D), the
locations of three drones (J) were calculated. The blue circles in Figure 4b,d represent the
range in the cooperative jamming signals. A total of six eavesdropping nodes (evel—6)
were created, and the eavesdropping nodes (E) were located at arbitrary coordinates. The
locations of the eavesdroppers were the same in all experiments for an effective comparison
between the experiments. Table 2 shows a summary of the location of each node. In the
simulation experiments, the distance from the source node to the destination source was
set to 48.413 m in Figure 4a,b and to 2 m in Figure 4c,d.
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Figure 4. Network configuration for CFJ-DMZ simulation: (a) None mobility and None friendly
jamming, (b) None mobility and Friendly jamming, (c) Mobility and None friendly jamming, and
proposed scheme (d) Mobility and Friendly jamming.
Table 2. Location of each node in simulation.
Source in Source in S
Nod . . Destiantion evel eve2 eve3 eved eveb5 eveb
Figure 4a,b  Figure 4c,d
. (127.42,
Location 60.1) (102, 100) (100,100)  (23,146)  (101,125)  (155,22)  (149,89) (73,71) (101, 47)

The test cases of the experimental settings in Figure 4 can be summarized as shown in
Table 3. In the table, “mobility” refers to with or without movement of the source node.
If the mobility is O, it indicates a case in which the source node sends information after
moving to near the destination node. If the mobility is X, it indicates a case in which the
source node sends information without moving to near the destination node. When the
source node has mobility, and the distance between the source and destination nodes is
close, the transmission signal strength of the source node is reduced. “Friendly jamming”
refers to whether the friendly jamming technique of the drone is used. If friendly jamming
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is O, it indicates a case in which the drones transmit cooperative jamming signals when
sending information. If it is X, it indicates a case in which friendly jamming signals are not
transmitted. “Source-Destination distance” refers to the distance between the source and
destination nodes. The CF]-DMZ model corresponds to Figure 4d in which both mobility
and friendly jamming occur.

Table 3. Environment setting of Figure 4.

Case Figure 4a Figure 4b Figure 4c Figure 4d
Mobility X X (@) o
friendly jamming X o X o
Source-Destination distance (m) 48.413 48.413 2 2

The design process of the simulation is as follows. First, it is assumed that there is a
channel /7, in the form of a complex conjugate between the source and destination nodes. It
is also assumed that Ps at the transmitter and the receiver, and the maximum transmission
power of P; of the friendly jamming drones, are both 24 (dBm). Under these assumptions,
the following equations are defined to measure the BER at each object.

First, the signal that the destination node receives from the source node in Equation (3)
can be expressed based on the distance between the source and destination nodes (1),
the distance between the jammer drones and the destination node (h]?*d), the maximum
transmission power of the receiver (P;), the maximum transmission power of the jammer
drones (P;), and the noise (1) [28]:

Ye = GVPhis + \/F] h;«*dq + ny 3)

where the channel coefficient / is shown by Equation (4). In addition, d is the distance
between the two communication nodes, ¢ is a uniformly distributed random number a + bi,
and c is the path loss exponent.

h=(d)Ze @

The amplification scale vector G can be shown through Equation (5), where N refers

to the Gaussian noise. ,
G=—r—nnn—or—— 5)

VP P+ N

Finally, the signal received by the eavesdropper in Equation (6) can be represented by
the distance between the source node and the eavesdropper (h},), the distance between the
jammer drones and the eavesdropper (h]’-‘e), the maximum transmission power of the receiver
(Ps), the maximum transmission power of the jammer drones (P;), and the noise (1,).

Ye = G\/ﬁsh;{e + \/E]h]*eq + 1 (6)
For the BER of the eavesdropper node in each experiment, we used an average of

1000 times, as shown in Equation (7). In Figure 4a,c, where there is no jamming signal,
G/Pjl;, = JamSymbols is calculated as zero.

Ye = G\/Eh;‘e * TrsutSymbols + G\/E]-h;fe * JamSymbols 7)
Table 4 shows the definitions of the parameters used in the simulation pseudo-code,

and Algorithm 1 shows the simulation pseudo-code itself. The detailed operating principle
of Algorithm 1 is as follows.
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Table 4. Defined parameters for pseudo-code.

Notation Remark
c Channel coefficient for free-space path loss
e Randomized complex number
hse Channel coefficient for free-space path loss of distance between source and eve
n Channel coefficient for free-space path loss of distance between source and
sd destination
hie Channel coefficient for free-space path loss of distance between jammer and eve
G Scaling factor of amplification based on the distance source and destination

Algorithm 1. Pseudo-code for BER measurement of eve.

1:  DroneqtoEveDistatnce <— Distance between Drone; and Eve
2:  DroneytoEveDistatnce < Distance between Droney and Eve
3:  DronestoEveDistatnce < Distance between Drones and Eve
4:  Calculate]EDistance < Calculate the distance of the cloest drone from eve
5:  jeDistance < The distance between one jammer and the eavesdropper af fected by the jammers
6: maxLoop < 1000
7: ¢ < path loss exponent
8: procedure MeasureEveBER (Ny;s, ¢, seDistance, sdDistance, jeDistance, P, Pj)
9: for 1 to maxLoop
10: e  randomComplexNumber(Ny;s)
11: hse seDistance™ 2 * e
12: hyy « sdDistance™ % xe
13: hje « jeDistance™?
14: G <+
15: SignalBits < Generate randomly Signal Bits of Ny at 0,1
16: SignalSymbols <— Mapping SignalBits to SignalSymbol in the form of complex number
17: JamBits < Generate randomly JAmming Symbol of Ny at 0,1
18: JamSymbols <— Mapping JamBits to JamSymbol in the form of complex number
19 eveRecieveSymbol < G % \/P; * hs x Signal Symbols + \/F]* hj,  JamSymbols
20: eveRecieveDemappedBits < Demapping eveRecieve Symbol to Bits
o1, MeasureBER Sum(Signal Bits #evel;icteveDemﬂpped Blts)/
Calculate BER with comparision between Signal Bits and eveRecieve Demapped Bits
22: average BER <— Take average for the BER results of each loop so the BER has minimized the bias
23: end for

24:  end procedure

In line 1-5, the distance between the jamming drones and eves is measured, and the
measured distance is used for the influence of jammer on eve. Line 6 refers to the number
of simulation repetitions, and the average BER is evaluated by repeating 1000 times. The ¢
of line 7 is the path loss index and is used to evaluate the channel coefficient. Line 8-24 is a
function of calculating the average BER of the eavesdropper and is repeatedly performed
by a value specified in line 6. This function receives the size of data to be transmitted, the
path loss index, the maximum source power of jammer, and the distance between source
node and eavesdropper, source node and destination node, and jammer and receiver as
parameters. The e of line 10 is a random number in the form of a complex number and is
used to evaluate the channel coefficient. In line 11-13, channel coefficients are calculated
using c and e. The G of line 14 is a scaling coefficient amplified according to the distance
between the source node and the destination node. In line 15-16, 0 and 1 are randomly
generated as the size of the data to be transmitted and then mapped in a complex number
form. In line 17-18, data to be used as jamming signals are randomly generated and then
mapped in complex number form. Line 19 refers to a signal received by the eavesdropper,
and line 20 refers to the bit formed as signals. In line 21, the BER is calculated using the
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bits sent by the source node and the bits received by eve. In line 22, the average BER
is evaluated.

5.1.3. Results of Simulation

The source node transmitted 100,000 SignalSymbol data, and the BER was measured
for the destination node and the eavesdroppers. The average BER was obtained by repeat-
ing the simulation 1000 times. In every case, the average BER of the destination node was
0, which means that all data sent by the source node were received. Figure 5 shows a graph
that applies the average BER results of the eavesdroppers to the ILR metrics defined in

Section 3.
17 —  — —
0.8 -
0.6 - |
0.4
0.2
0
a b N
Case Index

. evel . evel . eve3 . eved [—| eveb j eveb

Figure 5. Simulation results: conventional schemes (a—c) and proposed scheme (d).

Information Leakage Ratio

el
d

In Figure 4a, the ILR of every eavesdropper is 1. Therefore, if the devices have no
mobility and the friendly-jamming technique is not used, the eavesdropping probability of
the eavesdroppers is high.

In Figure 4b, the characteristics of Wang’s Friendly UAV Jamming model (Fri-UJ) [19]
are included. Fri-UJ reduces the eavesdropping probability by using multiple UAVs
as jammers to transmit friendly jamming signals in a mobile communication network
environment. However, unlike CFJ-DMZ, the mobility of the source node is not considered.
At this time, the ILR of eve2 and eve5, which are within the cooperative jamming signal
range of the drones, is 0.754 and 0.960, respectively. The ILR of the eavesdroppers outside
the cooperative jamming signal range of the drones is 1. Therefore, if the friendly jamming
technique is used without the mobility of the devices, the eavesdropping probability of
eavesdroppers is high.

In Figure 4c, the ILR of every eavesdropper is 1. As the distance between the source
and destination nodes is close, the signal strength of the source node is reduced. However,
it does not have a significant impact on the communication quality of the eavesdroppers,
because the simulation environment is a free space. Therefore, if the devices have mobility
but the friendly jamming technique is not used, the eavesdropping probability of the
eavesdroppers is high.

In Figure 4d, which is the case of the CFJ]-DMZ model, the ILR of eve2 and eve5,
which are within the cooperative jamming signal range of the drones, is 0.024 and 0.014,
respectively. Furthermore, the ILR of the eavesdroppers outside the cooperative jamming
signal range of the drones is close to zero, and the average ILR of all eavesdroppers is 0.03.
Therefore, when the mobility of the devices and the friendly-jamming technique are used
together, the communication quality of the eavesdropper decreases. Compared to Figure 4b
that includes the characteristics of Fri-UJ, the average ILR is reduced by 92%, and compared
to Figure 4a,c, the average ILR is reduced by 97%, facilitating secure communication in the
secure zone.
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5.2. Field Experiment
5.2.1. Effect of Friendly Jamming

In this section, we conducted experiments using Raspberry Pi. The friendly jamming
drones and the eavesdroppers were also implemented using Raspberry Pi. In the commu-
nication between Raspberry Pi devices, packets were sent using the D2D communication
method. The source node became the AP using the host mode, and the destination node
was connected to the AP of the source node. The maximum transmission power of each
node was 24 dBm. Jamming signals were generated using the Ping of Death method.

For the data, a string “1” consisting of a total of 256 bits was used, and as the preamble
bits for synchronization, a string “a” consisting of 128 bits was used. Figure 6 shows how
the preamble bits were processed. If “a” with less than 64 bits is received, it corresponds
to a case in which the ILR is less than 0.5. Therefore, the data received through the
corresponding packet are all processed as an unanalyzable state. If “a” with 64 or more
bits is received, the number of error bits is obtained after removing the preamble data. The
number of error bits is calculated by adding the number of lost bits and the number of
unmatched bits. The number of lost bits is calculated by subtracting the number of receiving
bits from the number of sending bits, and the number of unmatched bits is calculated by
counting 1 after the sequential Xor. The BER of the destination node and the eavesdroppers
is obtained using the error bits.

Counting 'a' bit I e FI Error bit = all 256 bits
'a' bit <
Error bit =
'a' bit = 64 > Sending bits - Receiving bits
+Sequential Xor bits

Figure 6. Synchronization with preamble bit.

First, the friendly jamming model of Figure 1a was implemented to verify the effec-
tiveness of the jamming signals. One jamming drone node was deployed based on the
locations of the source and destination nodes.

The transmitted data of the source node, and the BER of both the destination node and
the eavesdroppers, were measured. Table 5 shows the average BER obtained by repeatedly
applying the model of Figure 1a 1000 times. The average BER of the destination node is
zero. In other words, the destination node can communicate normally with the source node
because it is unaffected by the jamming signals. The average BER of the eavesdroppers
located around the drone nodes (eve3, eve4, and eveb) is 0.975, 0.992, and 0.938, respectively,
showing a result close to 1. This experimental result shows that the legitimate destination
node can safely deliver information while reducing the amount of information leaked to
the surrounding eavesdroppers by friendly jamming. Furthermore, the average BER of
the eavesdroppers that are not located around the drones (evel, eve2, and eve6) is 0.389,
0.012, and 0.562, respectively, demonstrating relatively low values. Therefore, if the friendly
jamming technique is used, the eavesdropping probability of the eavesdroppers decreases,
improving the communication security.

Table 5. Results of friendly jamming (field experiment).

Node

Destination Node evel eve2 eve3 eved eveb eveb

BER metric

0

0.389 0.012 0.975 0.992 0.938 0.562

5.2.2. Experimental Settings

The field experiment was executed using Raspberry Pi 3 Model B+. The experiment
was conducted in an empty lot of 50 m x 50 m with a Quad-core 64-bit ARMv8 CPU and
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1 GB of RAM. At this time, the empty lot was used to minimize the influence of other radio
waves. The maximum transmission power of Raspberry Pi is 24 dBm, so the maximum
transmission power of the source node, receiving node, and friendly jamming drone used
in the experiment is 24 dBm each. The field experiments were conducted under the same
environmental configuration as used in the simulations. That is, the devices were placed
according to the experimental settings of Figure 4. Similar to the simulations, to achieve an
effective comparison between the experiments, the locations of the eavesdropper were the
same in every experiment. Furthermore, considering the signal ranges of the source node
and the jamming nodes, we placed the eavesdroppers at the locations where the effects of
the signals received according to the experimental environment were the same as those
received by the eavesdroppers during the simulations.

5.2.3. Experiment Results

The BERs of the destination node and the eavesdroppers, respectively, were measured
when the source node sent the data. The average BER was obtained by measuring the
BER 1000 times repeatedly. In every case, the average BER of the destination node was 0,
which means that the data sent by the source node were all received. Figure 7 shows a
graph applying the average BER results of the eavesdroppers to the ILR metrics defined in
Section 3.

0.8
0.6 - 2
0.4

0.2

Information Leakage Ratio

0 |
a b C d
Case Index

- evel - eve2 . eved - cved eved eveb

Figure 7. Field experiment results; conventional schemes (a—c) and proposed scheme (d).

In Figure 4a, the ILR of the eavesdroppers, except for evel and eve3, is 1. The
ILR of evel and eve3 is 0.639 and 0.819, respectively. Therefore, if the devices have no
mobility and the friendly jamming technique is not used, the eavesdropping probability
of the eavesdroppers is high. Furthermore, it was found that, as the distance between
the eavesdropper and the source node increases, the eavesdropping probability of the
eavesdropper decreases.

In Figure 4b, the ILR of every eavesdropper decreases because the cooperative jamming
signals affect the communication quality of the eavesdroppers. The ILR of both eve2
and eve5, which are within the cooperative jamming signal range of the drones, is zero.
However, the ILR of the eavesdroppers outside the cooperative jamming signal range of the
drones is greater than or equal to 0.5. Therefore, if the friendly jamming technique is used
without the mobility of the devices, the eavesdropping probability of the eavesdroppers
outside the cooperative jamming signal range is high.

In Figure 4c, the transmission signal strength is reduced because the distance between
the source and destination nodes is close. As a result, the ILR of evel and eve3 is 0.180 and
0.121, respectively. However, the ILR of eve2, eve4, eve5, and eve6, which are relatively
close to the source node, is 0.732, 0.380, 0.433, and 0.338, respectively. Although the ILR of
every eavesdropper decreases compared to that of Figure 4a, the ILR of some eavesdroppers
is high. Therefore, if the devices have mobility but the friendly jamming technique is not
used, the eavesdropping probability of the eavesdroppers is high.
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In Figure 4d, which is the case of the CFJ-DMZ model, the ILR of every eavesdropper
is zero. In other words, when the mobility of the devices and the friendly jamming
technique are used together, the communication quality of the eavesdroppers decreases,
reducing the eavesdropping probability. Therefore, secure communication is facilitated in
the secure zone.

5.3. Evaluation

The results obtained from the simulations and the field experiments are as follows.
Based on the ILR of evel and eve3 in Field Experiment Figure 4a, it was found that as
the distance between the source node and the eavesdropper increases, the communication
quality of the eavesdropper deteriorates.

Furthermore, based on the ILR of eve5 and eve6 in Figure 4b, it was found that as the
eavesdropper reaches closer to the friendly jamming drones, the communication quality of
the eavesdropper deteriorates.

A comparison of the average ILR of the eavesdroppers between Figure 4a-d shows the
effect of the device mobility. It can be seen that when the source node moves to the receiving
node to reduce the distance between the two devices and decreases the transmission signal
strength, the communication quality of the eavesdroppers deteriorates.

In Figure 4d, where the mobility of the devices and the friendly jamming technique
are used together, the average ILR of the eavesdroppers is 0.03 in the simulation results
and zero in the field experiment results. This means that the CFJ-DMZ model can reduce
the communication quality of eavesdroppers to reduce the eavesdropping probability in
the zone where the possibility of eavesdropping is high. Therefore, the communication
security in the secure zone improves.

6. Conclusions

In this paper, we proposed the CFJ-DMZ method, which improves the security of wire-
less communication by using the mobility of mobile IoT devices and jamming signals, and
we verified its effectiveness in drone communication environments. The drones conducting
the cooperative friendly jamming move to locations where a secure D2D communication
will be performed and transmit jamming signals to form a secure zone. The formed secure
zone can effectively prevent eavesdropping and is flexible because the location and size
can be easily changed. Furthermore, because jamming signals are transmitted only when
the data transmitter and receiver communicate, the effect of the jamming signals on other
source and destination nodes is minimized, and the batteries are efficiently used. Through
the CFJ-DMZ model-applied simulations and fields tests, the BER of the eavesdropping de-
vices was measured, which confirmed that the receiving performance of the eavesdroppers
deteriorated, reducing the normal packet reception rate. Furthermore, we defined the ILR
as a metric for a security performance evaluation and confirmed experimentally that the
information leakage decreased with the proposed scheme.

By integrating it with IoT networking environments across future social systems, in-
cluding logistics, delivery, and unmanned moving objects, the proposed CFJ-DMZ method
can be used not only for military drone communications but also as a model that can
actually be commercialized. As a limitation of this study, the effects of jamming were
examined in two-dimensional planes. To consider the intrinsic emission characteristics of
REF, the effectiveness of the CFJ-DMZ method should also be verified in three dimensions.
Furthermore, low latency is important for the proposed method to be applied to real-time
systems, not only for delay-tolerant applications. However, in this study, time complexity
could not be analyzed, and the study was conducted from the perspective of an information
leakage ratio to verify whether confidential communication is possible using the proposed
method. Therefore, experiments and verifications are required for various environments,
including a case in which an eavesdropper enters the secure zone formed by the drones. In
follow-up studies, we will make improvements on this limitation by applying actual envi-
ronmental parameters to mathematical models and simulation models for assessment of
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time and resource complexity. Based on these studies, we expect to design a more advanced
security architecture and increase the level of security in confidential and complex zones.
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Glossary/Nomenclature/Abbreviations

The table summarizes the notation used in the paper.

Nation Meaning

CFJ-DMZ  Cooperative Friendly Jamming Techniques for Drone-based Mobile Secure Zone
IoT Internet of Things

D2D Device to Device

UAV Unmanned Aerial Vehicle

Fri-UJ Friendly UAV Jamming

SINR Signal to Interference and Noise Ratio
ILR Information Leakage Rate

BER Bit Error Rate

S Source

D Destination

E Eve

J Jammer

dsg Source-Eve distance

dpg Drone-Eve distance
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Abstract: Unmanned aerial vehicles are prone to several cyber-attacks, including Global Positioning
System spoofing. Several techniques have been proposed for detecting such attacks. However, the
recurrence and frequent Global Positioning System spoofing incidents show a need for effective
security solutions to protect unmanned aerial vehicles. In this paper, we propose two dynamic
selection techniques, Metric Optimized Dynamic selector and Weighted Metric Optimized Dynamic
selector, which identify the most effective classifier for the detection of such attacks. We develop a one-
stage ensemble feature selection method to identify and discard the correlated and low importance
features from the dataset. We implement the proposed techniques using ten machine-learning models
and compare their performance in terms of four evaluation metrics: accuracy, probability of detection,
probability of false alarm, probability of misdetection, and processing time. The proposed techniques
dynamically choose the classifier with the best results for detecting attacks. The results indicate
that the proposed dynamic techniques outperform the existing ensemble models with an accuracy
of 99.6%, a probability of detection of 98.9%, a probability of false alarm of 1.56%, a probability of
misdetection of 1.09%, and a processing time of 1.24 s.
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1. Introduction

The use of unmanned aerial vehicles (UAVs) in military and civilian applications
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and patrol, surveillance, reconnaissance, area mapping, and strike and rescue missions.
Civilian applications include multimedia shooting, agricultural monitoring, meteorologi-
cal monitoring, disaster detection, traffic control, cargo transportation, delivery services,
and emergency rescue. Middle and long-distance applications rely heavily on Global

Positioning Systems (GPSs) for navigation and precise positioning tasks [1].

Huge technical advances in the design, control, and automation have been made over
the last two decades; however, the security aspect of UAVs has been largely overlooked [2].
UAVs can be subject to several cyber-attacks, such as GPS spoofing and jamming, which can
impact the safety of civilians and airspace. Several UAV security incidents were reported
during warfare and conflicts in Iran, Ukraine, and Iraq. During these attacks, malicious
users transmitted fake GPS signals with incorrect positional and timing data that could be
easily detected, resulting in erroneous navigation. These signals are similar to those from
by satellites and are indistinguishable from authentic GPS signals.

A number of techniques have been proposed to detect GPS spoofing attacks. These
methods can be classified into three categories [3]: cryptography-based, signal processing
methods, and external UAV characteristics. Cryptography techniques encrypt the GPS
Attribution (CC BY) license (https://  Signals, which require a key to decrypt [4]. Techniques under the second category extract
creativecommons.org/ licenses/by/ spatial and geometrical characteristics, or physical layer characteristics, such as angle-of-
40/). arrival, signal strength, signal phase, and discontinuities from legitime GPS signals. The
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third category is based on external UAV characteristics, such as speed and acceleration, that
that can be measured by the sensors of the UAV flight control system, such as barometer,
inertial measurement unit (IMU), and compass.

These GPS spoofing detection methods have some drawbacks that limit their ap-
plication. For instance, cryptographic methods are not practical for civil applications as they
require encryption/decryption keys (GPS signals have to be unencrypted for these applica-
tions). Methods based on signal processing or external characteristics of UAVs may require
additional hardware (sensors or antenna) or auxiliary equipment, apply changes to the
interface specifications, or need extensive signal processing capabilities, which adversely
affect real-time system performance or require additional communication overhead.

Inertial navigation systems (INS) techniques require continuous inertial sensor cali-
bration as the error in position estimates and their covariance continuously grow without
bounds. For the detection of GPS spoofing attacks, these techniques can be only used
when the quality of sensors with respect of size and cost is high. Therefore, using such
detection techniques for small drones is not possible [5]. In addition, using sensors, such as
gyroscope and accelerator, also involves some limitations in detecting GPS spoofing attacks.
For example, the accelerator can only measure changes in the velocity [6]. Furthermore,
this sensor cannot measure the rotation around its own axis of movement. Therefore, it
has to be used with a gyroscope to measure angular velocities. The accelerator is also
sensitive to temperature, which makes it difficult for it to perform properly in different
environmental situations of UAVs. Moreover, Gyroscope is a sensor that does not measure
linear motion in any direction or any static angle of orientation [7]. Therefore, as these two
sensors are the two main components of INS and IMU-based techniques, and based on
their drawbacks, they cannot be used in detecting GPS spoofing attacks on UAVs [8].

Several studies based on traditional machine learning (ML) techniques have been
proposed to classify and detect GPS spoofing attacks on UAVs. Examples of such techniques
include artificial neural networks [2] and tree models [9]. Such models provide effective
solutions for detecting these in the detection of GPS spoofing. Such models provide
effective solutions in the detection of GPS spoofing [10].

Ensemble learning techniques are considered as one of the main developments in
machine learning in the past decade as they perform better than traditional machine
learning methods [11]. Examples of ensemble models that have been proposed for detecting
cyber-attacks are bagging, boosting, and stacking [12]. The stacking classifiers apply
meta-learning algorithms to select the best combinations of the base machine learning
algorithms. The bagging methods use a combination of repetitive techniques to generate
several sets from the original data and evaluate the performance simultaneously. In
Boosting algorithms, the weight of observation is adjusted based on the last classification.
Therefore, these three ensemble techniques can provide a better performance than a single
conventional machine learning (ML) model. However, these models deal with some
limitations, such as the difficulty of interpreting outputs and low or high rates of bias,
which may lead to under or over-fitting issues.

Therefore, a holistic solution that can easily interpret and perform better than any
single conventional ML model in detecting GPS spoofing attacks is known as multiple
classifier systems (MCS). In this technique, a pool of classifiers is competing to provide the
best prediction for a data sample, and the final result belongs to the most efficient base
classifier. One example of MCS approach is the dynamic classifier selection (DCS) [13],
which focuses on learning methods that automatically choose a subset of techniques in the
prediction process. DCS focuses on fitting several ML classifiers on a training dataset and
choosing the model that provides the best result in the prediction process based on specific
proposed factors.

In this work, we propose two dynamic-based selection methods that detect GPS
spoofing attacks on UAVs: Metric-Optimized Dynamic (MOD) selection and Weighted-
Metric-Optimized Dynamic (WMOD) selection. We implement ten well-known supervised
machine learning classifiers in both the proposed methods. These models are Support
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Vector Machine, Naive Bayes, Decision Tree, K Nearest Neighbor, Linear Discriminative
Analysis, Random Forest, Artificial Neural Network, Logistic Regression, Elastic Net, and
AdaBoost. The two proposed classifier selection methods are trained and tested using
a dataset with 13 GPS signals features built from real-time experiments and MATLAB
attack simulations. The evaluation is conducted in terms of probability of detection (P;),
probability of false alarm (Pf,), probability of misdetection (P,,), accuracy( ACC), and
processing time.
The contributions of this paper are:

* A one-stage ensemble feature selection technique to identify correlated and low
importance features simultaneously.

. Two dynamic-based selection methods, MOD and WMOD, for efficient detection of
spoofing signals.

e  Performance comparison of the MOD and WMOD dynamic methods with bagging,
boosting, and stacking-based ensemble models for validating the proposed techniques.

The remainder of this paper is organized as follows: Section 2 reviews the related
works, while Section 3 illustrates the proposed architecture. Section 4 describes the materi-
als applied in this work and highlights the methodology of the study. Section 5 discusses
the simulation results. A conclusion is presented in Section 6.

2. Related Work

Several studies have been performed on GPS spoofing detection and mitigation
methods. For instance, the authors of [7] proposed a GPS spoofing detection method
that depends on the acceleration error calculated by estimating the acceleration from the
GPS receiver and the acceleration measured from the IMU. In [9], the authors used IMU
measurements (angle, velocity, and acceleration) and GPS data (longitude and latitude)
in a two-step method that applies the XGBoost model and a Genetic Algorithm, to detect
GPS-spoofing attacks. XGBoost was applied to learn the relationship between the IMU
and GPS data, while the Genetic Algorithm was applied to tune the training parameters.
An approach based on an artificial neural network was proposed in [2] to detect GPS
spoofing signals. Several features, such as pseudo-range, doppler shift, and signal-to-noise
ratio (SNR), were used to perform the GPS signal classification. Different neural network
configurations were analyzed and tested. The proposed method revealed an acceptable
efficiency in terms of probability of detection and probability of false alarm.

In [14], the authors proposed an anti-spoofing model that used linear regression to
predict and model the optimal UAV route to its destination and used Long Short-Term
Memory in the trajectory prediction. The model provides more than one detection scheme
for GPS spoofing signals to improve UAV flight security and sensitivity to deception signal
detection. Simulation experiments have determined that this method could enhance the
ability to resist GPS spoofing without increasing hardware costs. Another GPS spoofing
detection method was proposed in [15], based on the vision sensor combined with a UAV’s
sensors, monocular camera, and IMU. This method used vision sensors combined with
IMU data to detect GPS spoofing. Another vision-based UAV spoofing detection method
that utilized Visual Odometry was presented in [16], which uses the UAV camera since fake
GPS signals would not alter its images. The UAV relative trajectory can be extracted from
images using Visual Odometry. This extracted trajectory is compared with flight trajectory
information obtained from GPS positions, to detect the spoofed signals.

In [17], the authors proposed a GPS spoofing-detection framework that needs minimal
prior configuration and applies information fusion. The real-time detection scheme derives
the current UAV location from IMU and compares it to the location information received
by the GPS receiver to determine if the UAV system was experiencing a GPS spoofing
attack. In [18], the authors proposed a new algorithm to handle GPS spoofing attacks
that caused unknown sudden system state variable changes. The compensation of the
GPS spoofing effect was manipulated using a prediction discrepancy based on a particle
filter algorithm. The proposed algorithm decreases the effects of GPS spoofing errors and
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estimates the true position of the UAV in the presence of GPS spoofing attacks. In [19], the
authors proposed a spoofing detection and classification algorithm based on Least Absolute
Shrinkage and Selection Operator. They used some signal processing techniques to observe
the decomposition of two code-phase values for authentic and spoofed signals using a
certain threshold to mitigate false alarms. The proposed method achieves a promising
detection error rate for a spoofer attack in nominal signal-to-noise ratio conditions.

In [20], the authors proposed a methodology that consists of several ML models with
a set of values for K-folds where voting techniques are integrated to choose the learning
model that achieves the highest accuracy. In [21], a hardware-based solution was proposed
to detect GPS spoofing attacks. The authors demonstrated a simple method to detect
hijacking based on gyroscopes measurements and GPS data. A switching mode resilient
detection and estimation framework for GPS spoofing attacks has been studied in [22]. The
authors tried to address the sensor drift issue by keeping the estimation errors to remain in
a tolerable region with high probability.

Machine learning methods do not require additional hardware, which may be attrac-
tive for small civilian UAVs. For instance, in [23], the authors proposed an approach to
detect UAV GPS spoofing attacks based on the analysis of state estimation using Support
Vector Machine. The proposed method detects GPS spoofing attacks to some extent; how-
ever, the system experienced performance degradation during long attacks due to the
interaction with the GPS sensor, especially with the Micro-Electro-Mechanical Systems
sensors. In [24], a GPS spoofing detection method was proposed that leverages the up-
link received signal strength measurements collected from base stations to identify the
adaptive trustable residence area, which represents the trust region within which the UAV
GPS position should be located to be classified as authentic or non-spoofed. In [3], the
authors proposed a method for GPS spoofing attack detection based on a machine learning
algorithm, Long Short-Term Memory, and compared the results to a method based on
specifically designed UAV flight paths. This method can detect attacks well when the flight
trajectory is not complicated. Table 1 provides a summary of existing studies in literature
with their advantages and limitations.

Table 1. Existing Literature on Detecting GPS Spoofing on UAVs.

Category Approach Advantages Limitations

* Depends on
accelerator error.
¢ Pre-defined

® Uses magnitude

. acceleration error to
Acceleration error [7]

provide better
performance

probability of false
alarm.

External UAV
characteristics

IMU-based [9]

e Provides a detection
rate of 96.3% and 100%
in hijacked and
non-hijacked cases.

® Only detects attacks
with similar
behaviors during
training.

IMU-based [25]

® In best cases,
detection rate of
98.6%,within 8 s when
the system is under
attack.

® Provides a precision
of 97%, a recall of 97%,
and Fl-score of 97%.

¢ In worse cases, the
detection of GPS
spoofing attacks can
table over 28 s after
the UAV started its
mission.
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Table 1. Cont.

Category Approach Advantages Limitations
« Easy to be * Needs motion
Gyroscopes . . sensors (gyro-scopes
implemented in any
measurement- based drone and accelerators for
[21] ’ detection. These are
power hungry.
® Provides an accuracy
of 98.3%, a probability
Artificial Neural of detection 0f 99.2%,a  ® Uses a dataset with
Network-based [2] probability of only 5 features and
misdetection of 2.6%, very limited samples.
and probability of false
alarm of 0.8%.
e Lack of
Linear optimization methods
regression-based and ® Works effectivelyina  from the perspective
long short term case of UAV flying of UAV sensor
memory [14] along the specified rout integrated navigation
and UAV attitude
control.
® Reduces the effects of
Predicti GPS spoofing errors
rediction- ) ¢ Evaluated only
discrepancy and estimates the true based on accuracy
based [18] position of the UAV in and redundancy.
the presence of GPS '
spoofing attacks.
¢ Uses a public old
e Provides a 0.3% dataset, namely, Texas
o detection error rate for ~ spoofing test battery
hteﬂlgerzrt:cfizcll\?lleﬂmd Iéii?;ﬁ; ngeO:;E a quofing attack in . as benchmar.k,
Selection nominal signal-to-noise ~ ® Lack of using

Operator [19]

ratio conditions and an
authentic-over-spoofer
power of 3 dB.

common evaluation
metrics, such as the
probability of
misdetection.

K-learning based [20]

® Provides an accuracy
of 99%, a precision of
98%, a recall of 99%,
and F-score of 98%.

¢ Uses only Shimmer
and Jitter as features
in the dataset.

Resilient State
Estimation [22]

e Addresses the sensor
drift problem.

¢ Evaluated only
based on estimated
error, and statistics of
attacks.

Support Vector
machine [23]

* Improves the
performance in case of
using magnetometer
Sensors.

¢ Performance
degradation during
long attacks.

5G-assisted position
monitoring [24]

e A detection rate of
95%, and F1-score of
88%.

e Lacks of several
evaluation metrics.
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Table 1. Cont.

Category Approach Advantages Limitations

¢ Detection rate of

* A comprehensive 78% and a time cost

comparison with

Long-Short Term encryption-based of 3s. . .

. . . ¢ Detection rate is

Memory [3] detection techniques in . .
. high when the flight
terms of detection rate . .
. trajectory is not
and time cost. .
complicated.

® Detects spoofing

attacks with an average  * Only applied when
of 5s based on several the attacker is visible.
parameters.

Vision-based [15]

e Detects spoofing in
the long-range UAV
flights when the
changes in UAV flight
Vision-based [16] direction is larger than
3°and in the
incremental UAV
spoofing with the
redirection rate of 1°.

Signal Processing

¢ Only applied when
the attacker is visible.

Although many spoofing detection techniques have been proposed in the literature,
spoofers are continually evolving to produce new GPS spoofing attacks that are hard to
detect, which increases the necessity to develop new mechanisms to prevent this kind of
attack. Ensemble learning techniques can be a practical solution to address the limitations
of the existing methods. In literature, there are no studies to investigate the performance of
such approaches in detecting GPS spoofing attacks targeting UAVs; however, ensemble
approaches, namely, bagging, boosting, and stacking, have been frequently utilized in
detecting cyber-attacks in wireless communication systems. For instance, in [26], the
authors proposed a stacked-based ensemble model to classify and detect attacks on wireless
networks. The proposed approach consists of several base learning methods, namely,
Support Vector Machine, Decision Tree, Random Forest, and Artificial Neural Network. The
stacking approach outperforms the base learners. In [27], the authors compared different
ensemble models, namely, bagging, boosting, and stacking, for predicting received signal
power on UAVs. Their results demonstrate that the stacking model, including Support
Vector Machine, Artificial Neural Network, and Gaussian Process, outperformed other
base classifiers.

Dynamic classifier selection methods have been recently proposed as ensemble ap-
proaches that select the best performance ML model among all base models. To the best of
our knowledge, no studies proposed such a technique for classifying and detecting GPS
spoofing attacks on UAVs. Therefore, to fill the existing gap, two dynamic-based selection
methods are proposed that use ten machine learning models. These methods select the
ML method that provides best results to detect the presence or absence of an attack. To
validate our proposed techniques and demonstrate that they provide optimal results, we
compared our proposed methods with the three most known ensemble models, namely,
bagging, boosting, and stacking, with our proposed techniques.

3. Proposed Architecture

The proposed system architecture is shown in Figure 1. This system consists of three
phases: dataset building, data pre-processing and feature selection, and training and
classification. For the dataset building, real-time experiments were conducted to collect real
GPS signals, while attacks were generated through simulations. Features were identified
and extracted from the real GPS signals, and the attack simulated signals [10]. The features
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for all samples are included in a dataset to be pre-processed. The second phase is the
data pre-processing and feature selection, which focuses on missing value imputation,
categorical data encoding, feature scaling, identifying correlated features, and discarding
low importance features. In this study, we use feature scaling and transfer categorical
feature values to numerical values to avoid any bias in the corresponding dataset.

Two feature selection techniques are applied: Spearman Correlation and Information
Gain. The ensemble feature selection can simultaneously identify the correlated and low
importance features and discard them from the corresponding dataset [28]. The primary
aim of using ensemble feature selection is to decrease the dimensionality of the dataset
and identify the most important features [29] that can enhance the performance of the
proposed model.

For the training, testing, and classification phases, we implement ten traditional ML
techniques: Support Vector Machine, Naive Bayes, Decision Tree, K Nearest Neighbor,
Linear Discriminative Analysis, Random Forest, Artificial Neural Network, Logistic Regres-
sion, Elastic Net, and AdaBoost. To get the optimal results of each model, a hyperparameter
tuning technique, Bayesian optimization, is used.

Two dynamic methods are implemented for detecting GPS spoofing attacks targeting
UAVs. The proposed methods dynamically choose the classifier that achieves the best
results for the considered performance metrics. Incoming signals are classified as authentic
or spoofed in the prediction phase, and their probabilities is evaluated.

Dataset Building
. — 4 MATLAB
'U. ] —b‘. ’f_/
Y
Real-time Attacks
Experiments Simulation
Data Pre-processing & Feature Selection
Data Pre-Processing Steps Feature Predictions Final
o Selection Predictions
Missing Value Imputation 5 Techniques
E g Spearman's Removing Correlated
»3 E EURIAERT KA Meta-features Final Features
Encoding Categorical Data JE = Information Removing low score
] ] Gain Features
=
=
Feature Scaling
! |

Training, Testing and Classification

Logistic Regression

2o Naive Bayes =
'E" g Evaluations
] Support Vector Machine
=8 -
K Nearest Neighbor |
Linear Discriminative Annlysis Bayesian Optimization PI"i“‘:;‘:I'I::;\l'jnunm
Decision Tree Tuning Technique

20—
E ﬁ Random Forest
£3 Elastic Net Final Evaluation
=

Artificial Newral Network
AdaBoost Authentic
Spoofed Classification Resulis

Figure 1. Overview of the Proposed Architecture.
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4. Methodology

In the following, we discuss the dataset, data pre-processing, feature selection, de-
scription of the proposed models, and hyperparameter tuning that are used in this study;,
as follows:

4.1. Dataset

In this study, the used dataset was built in the work described was implemented
in [10] . Real-time experiments and simulations were conducted to collect a dataset of
authentic and spoofed signals at different dates in several locations. The hardware used
in the implementation consisted of a universal software radio peripheral (USRP), a front-
end active GPS antenna, and an 15-4300U laptop with 8 G RAM running with Ubuntu
16.04.7 LTS version. GPS attacks were simulated using MATLAB by considering three
types of spoofing attacks with different complexity levels: simplistic, intermediate, and
sophisticated. Each of these attacks impacts specific features of the GPS signals, such as
Doppler Shift Measurement, Receiver Time, and Pseudo Range. In simplistic spoofing
attacks, a fake GPS signals, which was unsynchronized with the authentic signals, was
generated. In this case, higher Doppler Shift measurements were out of the normal range
of £20 Hz, leading to a signal drift. In this type of attacs, GPS spoofing signals are also
transmitted at a higher power level, compared to that of authentic GPS signals, resulting in
a higher Signal-to-Noise Ratio value.

In intermediate spoofing attacks, the attacker has a knowledge of UAV position. The
intermediate attacker is able to control of the generated GPS signals. In this type of attack,
the Doppler Shift Measurements and Pseudo Range values are kept within the normal
ranges. In sophisticated attacks, the spoofer gains control over several channels of multiple
synchronized antennas. This type of attack is the most threatening spoofing attack, due to
the effect of multipath signals and the motion of the satellites and receiver.

Thirteen features were extracted from various receiver stages, starting from the track-
ing loop to the observable block. The extracted features from the received GPS signals with
their short descriptions are listed in Table 2 . The corresponding dataset is balanced and
contains 10,055 samples, of which 5028 are authentic signals and the remaining are equally
divided between the three types of GPS spoofing attack signals. A sample of dataset is
presented in Figure 2.

PRN DO PD RX TOW CP EC LC PC PIP PQP TCD CNO Qutput
6| 1767.341| 25848800.1] 490421| 490421| -104336| 139807.6| 141797.4| 169440.4| -167659| -24503.4| 1833.427| 47.76715 | Authentic
11] 4288.248| 27044270| 490421| 490420.9| -163777| 133518.9| 142117.5| 151754.5| -151718| 3305.043| 3945.384| 44.15442|Authentic
2| 3248.301| 27396904.1| 490421.1| 490421| -136937| 159911.6| 126664.1| 154882.1| -153995| -16556| 3423.554| 45.07013 | Authentic
6| 1767.21| 25848793.3| 490421.1| 490421| -104371| 180763.1| 161273.1| 201418| -201404| 2342.733| 1830.553| 47.64579|Authentic
11] 4286.317| 27044255.5) 490421.1| 490421| -163863| 103654.7| 128726.2| 122319.6| -122231| -4654.91| 3945.384| 44.22315| Authentic
19| -260.117| 26153548.2| 490517.8| 490517.7| 11988.13| 100229.6| 98970.64| 107500.6| 104006.2| -27186.4| -380.939| 40.00464|Spoofed
24| -1248.21| 28744890.7| 490627.6| 490627.5| 173506.1| 123478.4| 118979.6| 88462.14| 201274.5| 155462.2| -1037.09| 41.59442|Spoofed
12| 3732.485| 27248858.7| 490627.6| 490627.5| -610456| 129473.2| 120473.2| -155462| 1485433 -8138] 3932.341| 44.65298|Spoofed
6| 1598.385| 25779592.2| 490627.6| 490627.5| -252809| 145475.3| 134349.6| 158606.3| -157522| -18515.2| 1793.507| 45.97645|Spoofed
11] 3710.505| 26843081.9| 490701.6| 490701.5| -279101| 149870.1| 145513.3| 160052.3| -159972| 5060.913| 3656.549) 44.0468|Spoofed

Figure 2. Sample of Dataset.

4.2. Data Pre-Processing

The dataset was previously pre-processed by identifying and removing any null,
unknown, and noisy values during the missing value identification step [30]. The next step
is to encode any categorical values to numerical values. There are only two categorical data
values in our dataset, which represent the signals as attack or normal. For this purpose,
we encode normal signals as 0 and spoofed signals as 1. Afterward, feature scaling is
performed by applying normalization and standardization methods. Normalization can
re-scale the values into ranges between 0 and 1. In this study, we use the power transformer
technique based on the Yeo-Johnson transformer. Unlike other techniques, this method can
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handle positive, negative, and zero data values. We also applied a simple standardization
technique, which re-scaled the values to a mean of 0 and a standard deviation of 1.

Table 2. List of Features.

Feature Abbreviation Description

Satellite Vehicle Number PRN lI)cilten’afymg uniquely each satellite in or-
Difference in the frequency of a GPS re-

. ceiver moving relatively to its source.

Doppler Shift Measurement bo Difference in the frequency of a GPS re-
ceiver moving relatively to its source.

Pseudo Range PD leference.betvyeen the transmission and
the reception time.

Receiver Time RX Time of transmission of the navigation
messages.

Decoded Time Information TOw Information regarding the reception

time of a subframe.

Beat frequency difference between the
Carrier Phase Shift CP received carrier and a receiver-generated
carrier replica.

Happens when the replica signal gener-
Prompt Correlator PC ated from the receiver is compatible with
the incoming signals.

Occurrs at the 1/2 chip spacing after the

Late Correlator Output LC
prompt correlator.
Early Correlator Output EC Happens at the 1/2 chip spacing before
the prompt correlator.
In-phase component of the Prompt cor-
Prompt In-phase Prompt pPIP relator amplitude.
Prompt Quadrature Prompt PQP Quadrature component of the prompt

correlator amplitude.

Doppler shift that is measured during

Carrier Loop Doppler Measurements TCD the correlation stage.

Doppler shift that is measured during
Signal to Noise Ratio CNO the correlation stage. Ratio of the power
signal to noise.

4.3. Feature Selection

Ensemble feature selection techniques are widely used to enhance the robustness of
feature selection techniques. These techniques are classified into two categories, namely,
homogeneous and heterogeneous. In homogeneous ensemble feature selection, the same
method is used with different sizes of training data, while heterogeneous ensemble fea-
ture selection mostly focuses on different feature selection methods with similar training
datasets. This study employs a heterogeneous ensemble feature selection technique using
two traditional feature selection techniques, namely, Spearman’s Correlation and Infor-
mation Gain. The goal of selecting these two feature-selection techniques is to remove
correlated and unimportant features from the given dataset.
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Spearman Correlation [31] primarily calculates the association and direction between
each two features by calculating the score T given by:

7,':1—71; 1)

where d; is the difference between the two ranks of each observation, i is the index of the
observation, and 7 is the number of observations. A feature is correlated if it attains a coef-
ficient over 0.9. We consequently removed a feature from each pair of correlated features.

We also used the information-gain feature-selection technique, called mutual infor-
mation [32], for feature importance to estimate the gain of each variable in terms of the
target variable. The information gain, also known as entropy, is calculated for every feature;
features with high entropy are selected as important features, and those with low entropy
values are considered of low importance. Any feature that achieves an entropy less than
0.1 is discarded from the dataset in this work.

4.4. Hyperparameter Tuning

Several types of tuning techniques have been proposed in the literature; however,
Bayesian optimization has emerged as an effective approach, outperforming other tech-
niques such as random search and grid search since grid search suffers from the curse
of dimensionality and random search is not suitable for training complex models [33-35].
Bayesian optimization can provide a practical solution to optimize functions using a com-
putationally cheap surrogate model [36]. This approach can offer robust solutions for
optimizing the black-box functions, applying a non-parametric Gaussian process to sim-
ulate unknown functions. A surrogate utility function, also known as the acquisition
function, is another main component of Bayesian optimization, which is defined as a way
to improve the optimality of the underlying function [37]. In this study, considering the
benefits of Bayesian Optimization and shortcomings of other techniques, we employ this
technique for optimization tuning.

4.5. Description of the Proposed Methods

Dynamic classifier selection techniques consist of a pool of homogenous or hetero-
geneous base classifiers. Homogenous classifiers are defined as using a set of classifiers
that are of the same type built upon various data. In contrast, heterogeneous classifiers are
designed using a group of classifiers belonging to various types built upon same data. In
this work, we employed a set of heterogeneous base classifiers: Support Vector Machine
(SVM), Naive Bayes (NB), Decision Tree (DT), K Nearest Neighbor (KNN), Linear Discrimi-
native Analysis (LDA), Random Forest (RF), Artificial Neural Network (ANN), Logistic
Regression (LR), Elastic Net (EN), and AdaBoost. The primary reason behind selecting
heterogeneous classifiers is to increase the final model diversity without changing any
model parameters [38].

We propose two dynamic selection methods for detecting GPS spoofing attacks on
UAVs: MOD and WMOD classifiers, as shown in Figure 3. These methods focus on
evaluating the ML models in terms of the probability of detection P;, probability of false
alarm Py, probability of misdetection P4, and accuracy ACC. Figure 3a depicts the M
base models and K performance metrics, i represents the base model index, and j represents
the performance metric index. We initially calculate the performance metrics (K; ;) for
every base model M; to find the optimal results; then,we determine the count (K; ;) where
M; achieves the best results for every base model M;. As a model achieves higher P;and
ACC values and lower Py, and P, values, the model is considered better at detecting
GPS spoofing attacks; therefore, the model with higher P; and ACC, and lower P,,; and
Py,, will be selected for the final incoming GPS spoofing signal detection. This concept is
implemented in the proposed MOD classifier approach since the algorithm will identify
the model with the highest number of best metrics, using Max(K; ;) for final detection.
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MOD classifier is simpler to implement compared to other approaches, does not need
extensive processing, does not require additional hardware, and has low time complexity.
This classifier heavily depends on the selected base algorithm, which achieves the best
metrics. As a result, no additional cost of processing or computational complexity was
added to the overall algorithm. However, if two base models achieve the same number of
best metrics , the MOD classifier will select one of the two classifiers trivially as the best
model, in some cases when two base models achieve the same number of best metrics.
To address this issue, we propose another approach: WMOD classifier. WMOD classifier,
shown in Figure 3b, assigns a weight, w, for each performance metric to calculate a score
using sum (w; ;) for each base model. In this model, a weight is assigned to each of
the selected metrics based on their importance. We consider the importance of accuracy
higher than the importance of Py, Pf,, and Py,4. Therefore, we assign a weight of 0.4 for
accuracy, while other metrics, such as P, Pfﬂ, and P,,4, have each a weight of 0.2. We have
to determine the count (K; ;) for every model M;, where M; obtains the highest weights
according to the defined weights. The model that achieves the best score is used for the
final detection of any incoming signal.

Start Start

v L
Determine performance metrics K;
for proposed base models M; evaluation

¥

Determine performance metrics K;
for proposed base models M; evaluation
1

¥ For each Metric K;, assign a weight W; based on

metric importance
+

For each model M;, calculate K; ;

v For each model M;, calculate K; ;
For each model M;, find the count of K; ; where M;

achieve best results

Find out the model M; that has highest number of best
metrics using max(K; ;) function
v

Return i
.

End

a) MOD Method.

'
For each model M;, calculate sum(W; ;) where M;
achieve best results on K ;
'
Find out the model M; that has highest sum of
weights using max(sum(W; ;)) functions
'

Return i
v

End

b) WMOD Method.

Figure 3. Flowcharts of the Proposed Dynamic Selection Methods.

5. Results

We ran our simulation on intel core i7-10750H, CPU of 2.60 GHz, and 16.0 GB memory.
We used four evaluation metrics to assess the proposed model’s efficiency: the probability of
detection (P;), probability of false alarm (Pf,), probability of misdetection (P,,), accuracy
(ACC), and processing time. These metrics were calculated using the following equations:

S @
Ppo= i )
Put =7 @
ACC= Tp + %iﬁ Fy ©)
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where Tp is the number of corrected predicted malicious flows, Ty is the number of
predicted normal flows, Fp is the number of incorrectly predicted malicious flows, and
Fy is the number of incorrectly predicted normal flows.The processing time is defined
as a time to train and test the classifiers. This metric highly depends on the ML model
and dataset size. A three-fold cross-validation technique was applied to train 80% of the
data and test 20% of the remaining dataset. The simulation analysis for the proposed
dynamic methods was compared with the ten base selected classifiers in terms of the
selected evaluation metrics.

Figure 4a,b show the results of the ensemble feature selection techniques, Spearman’s
Correlation and Information Gain, respectively. We discarded one feature of each pair of
correlated features with a mutual coefficient > 0.9 as well as features of low importance
with scores < 0.1 from the corresponding dataset. As one can see in Figure 4a, two pairs
of features have a high correlation; the first pair, DO and TCD, has a correlation of 95%,
and the second pair, TOW and RX, has a correlation of 94%. In addition, DO has a higher
importance than TCD, and TOW has a higher importance than RX. Therefore, TCD and RX
were discarded from the dataset. The remaining features are the relevant features selected
to classify GPS signals.
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Figure 4. Importance of Features based on Ensemble Feature Selection: Spearman’s Correlation
Coefficient and Information Gain.

Table 3 provides the parameter setting and best parameter results obtained after ap-
plying the Bayesian Optimization algorithm. As can be seen, we specify several parameter
settings with multiple values to check the optimality of every ML model. The parame-
ter setting for every ML model is selected based on the provided values in Scikit-learn.
Scikit-learn tool is a simple and efficient library that provides the suitable implementation
for training, testing , and validating ML models, along with parameter settings for every
ML model. The lists of setting parameters are provided in the table. These values are
applied to achieve the best performance for each of the individual models. For instance, the
activation function in the NN model is set to identity, logistic, tanh, or relu, and our selected
tuning technique identifies Tanh as the activation function that guarantees the highest
performance for the NN model. The NN model also has other parameters, including solver
and alpha, that are required to be provided by tuning technique to achieve optimal results.
In addition, the NB model consists of a parameter, namely, var_smoothing. This parameter
is set to several values, provided in Scikit-learn tool. The Bayesian optimization technique
identifies 1 x 102 as a hyperparameter, among other values, that ensures the best possible
performance for the NB model. The same observations can be seen for the other selected
models. To this end, these best parameters are used in training the selected models to
ensure the optimality of the results.
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Table 3. Parameter Setting Results.

Model Parameter Setting Best Parameters
SVM C=[0.1,1, 10, 100], C=10,
degree =11, 2, 3,4, 5], degree =5,
gamma = [1, 0.1, 0.01, 0.001, 0.0001]. gamma = 0.1.

var_smoothing = [le-2, 1e-3, 1e-4, 1e-5, 1e-6, 1le-7, 1e-§,

NB 169, 1e-10, Te-11, 1e-12, Te-13, Te-14, Te-15]. var_smoothing = 1e-3.

DT Criterion = [‘gini’, ‘entropy’], criterion = ‘entropy’,
Splitter = [‘best’, ‘random’], splitter = ‘best’,
max_features = [‘auto’, ‘sqrt’, ‘log2’], max_features = ‘auto’,
max_depth = range (1, 32). max_depth = 26.0.

RF n_estimators = [10, 100, 1000, 10,000], n_estimators = 1000,
max_depth = range (10, 200), max depth =110,
min_samples_split = range (2, 10). min_samples_split = 2.

KNN n_neighbors = range (1, 20), n_neighbors = 6,

p = range (1, 10). p=10.

LDA Solver = [‘svd’,'Isqr’]. solver = ‘Isqr’.

NN Activation = [‘identity’, ‘logistic’, ‘tanh’, ‘relu’], activation = ‘tanh’,
Solver = [‘Ibfgs’, ‘sgd’, ‘adam’], solver = ‘lbfgs’

Alpha = linspace(0.0001, 0.5, num = 50). alpha = 0.0409,

LR 11_ratio = linspace(0.0001, 1, num = 50), 11_ratio = 0.0001,
C=1[0.1, 1, 10, 100], C =100.0,

Solver = [‘newton-cg’, ‘sag’, ‘Ibfgs’]. solver = ‘lbfgs’.

EN 11_ratio = linspace(0.0001, 1, num = 50), 11_ratio = 0.190,
alpha = linspace(0.0001, 2, num = 50), alpha = 0.1409,
selection = [“random", “cyclic"]. selection = “cyclic’.

AD n_estimators = [10, 100, 1000, 10,000]. n_estimators = 100.

Ten ML models are used with their best parameters’ values in implementing the
proposed dynamic classifiers. WMOD is proposed to handle a limitation of MOD. Such
limitation occurs when two ML classifiers have the same number of metrics with the best
results; therefore, two classifiers are selected as optimal. To address this issue, WMOD is
proposed to return only the model with the best metric results.

Figure 5a provides the results of the proposed methods and the three ensemble models
in terms of accuracy. As one can observe, the proposed MOD and WMOD dynamic methods
provide the best results in terms of accuracy in comparison with bagging, boosting, and
stacking-based ensemble models. As shown, the MOD and WMOD classifiers both have
an accuracy of 99.8%. The stacking classifier has an accuracy of 99.7%, followed by bagging
and boosting classifiers. Bagging model has an accuracy of 99.6%, while the boosting-based
ensemble has the lowest accuracy of 99.56% compared to the other classifiers.

Figure 5b presents the results of the five models in terms of probability of detection.
As can be seen, the proposed dynamic methods outperform the three ensemble models
in terms of probability of detection with a slight difference. MOD and WMOD have the
highest probability of detection of 99.9%, followed by the stacking, bagging, and boosting
models. The stacking model has a probability of detection of 99.8%, bagging model has
a probability of detection of 99.6%, and the boosting model has the lowest probability of
detection of 99.35%.
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Figure 5. Evaluation results of the selected methods in terms of accuracy, probability of detection,
probability of misdetection, probability of false alarm, and processing time.

Figure 5c illustrates the results of the proposed dynamic selection methods and the
three ensemble models in terms of the probability of misdetection. As one can observe,
MOD and WMOD have an acceptable probability of misdetection; however, the lowest
probability of misdetection belongs to the stacking model. The proposed dynamic selection
methods have a probability of misdetection of 1.56%, while the stacking model has a
probability of misdetection of 1.4%. The other two ensemble models, bagging and boosting,
also provide acceptable probability of misdetection results of 1.67% and 1.76%, respectively.

Figure 5d provides the results of the 5 models in terms of the probability of false alarm.
As can be seen, MOD and WMOD have the lowest and best probability of false alarm
compared to the other ensemble models. These methods have a probability of false alarm
of 1.09%, the bagging classifier has a probability of false alarm of 1.2%, and the stacking
and boosting have a probability of false alarm of 1.6% and 1.64%, respectively.

Figure 5e provides the results of the selected models in terms of their processing time.
As one can see, the MOD and WMOD classifiers require a processing time of 1.24 s, which
is considered much lower in comparison with other techniques, such as bagging, boosting,
and stacking. The bagging classifier has a processing time of 1.321 s, while the boosting
classifier achieves a processing time of 1.987 s. The stacking classifier has a processing time
of 5.432 s, which is significantly higher than MOD and WMOD.

The number of false positives (fy) is another important factor in evaluating models that
compares the number of false positively predicted samples to total number of samples that
are negatively predicted. Figure 6 provides the number of false positive for the highlighted
methods. As one can observe, the MOD and WMOD provides the best number of false
positives, followed by bagging, stacking, and boosting. The proposed dynamic selection
methods have a number of false positives of 10.9 per second. In contrast, the bagging
classifier has a number of false positives of 12 per secondm and the stacking and boosting
classifiers have a number of false positives of 16 and 16.4 per second.
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MOD WMOD Bagging Boosting Stacking

Figure 6. Number of False Positives for the Proposed Dynamic Selection Methods: MOD and WMOD
Against the Classical Ensemble Techniques.

Table 4 provides the results of the proposed dynamic selection methods and the
ensemble techniques, namely, bagging, boosting, and stacking. This table shows that
MOD and WMOD have the best results in terms of accuracy, probability of detection, and
probability of misdetection. In contrast, the stacking model provides the best result in
terms of the probability of misdetection. It can be noticed that the proposed methods,
MOD and WMOD, provide a probability of misdetection of 1.56%, which is higher than the
stacking model by 0.16% considered as an insignificant difference. In contrast, the stacking
model has a probability of false alarm of 1.6%, which is 0.51% higher than the probability
of false alarm of these proposed methods. In addition, this stacking model has an accuracy
of 99.7% and a probability of detection of 99.8%, which are 0.1% lower than the accuracy
and probability of detection of the proposed dynamic selection methods.

As one can observe, the processing time of the proposed classifiers is 1.24 s, which is
significantly lower than that of the other ensemble approaches. The bagging classifier has
a processing time of 2.321 s, which is 1.081 s higher than that of MOD and WMOD. The
boosting classifier has a processing time of 1.511 s, which is 0.271 s higher than that of the
proposed classifiers. The stacking classifier has the worst processing time, which is 4.41 s
higher than the processing time of MOD and WMOD.

To shed more light on the effectiveness of the proposed methods, we calculate the
number of false positives (f,) for MOD and WMOD, followed by bagging, stacking,
and boosting. The proposed methods provide a number of false positives of 10.9 per
second, which is 1.1 lower than the bagging classifier, 5.5 lower than the boosting classifier,
and 5.1 lower than the stacking classifier. To conclude, our proposed classifiers provide
higher accuracy and probability of detection, and lower probability of misdetection, false
alarm processing time, and the number of false alarms compared to the other classical
ensemble techniques.

Table 4. Evaluation Results of the Proposed Dynamic Selection Methods and Ensemble Models.

Metrics
Methods - -
ACC (%) Pi(%)  Pyug(%) Pr, (%) Processing Time (s)  f} (s)
MOD 99.8 99.9 1.56 1.09 1.24 10.9
WMOD 99.8 99.9 1.56 1.09 1.24 10.9
Bagging 99.6 99.6 1.76 1.2 2.321 12
Boosting 99.56 99.35 1.67 1.64 1.511 16.4
Stacking 99.7 99.8 1.4 1.6 5.65 16

In short, the key insights can be summarized as follows:
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e  Ensemble feature selection removes the correlated and low importance features and
decreases computational power and time.

¢ MOD and WMOD methods dynamically select one best classifier between the imple-
mented ML models.

e  The proposed dynamic methods can choose the best metric among the implemented
models based on the considered metrics, which means such methods can be easily ex-
tended to include additional metrics that can significantly enhance the selection criteria.

e Comparison of the ensemble models with the proposed dynamic methods shows that
the two dynamic methods can achieve good results in detecting GPS spoofing attacks
on UAVs.

6. Conclusions

Interest in detecting GPS spoofing attacks on UAVs has increased significantly in the
last decade, leading to considerable progress in different technologies. Several techniques
have been proposed to identify and detect these vulnerabilities; however, this field of study
still needs to address several challenges and limitations, such as high misdetection and false
alarm rates. In this work, we used a one-stage heterogeneous ensemble feature selection
to discard correlated and low importance features from the considered dataset using
Spearman Correlation and Information Gain. As a result, two features, RX and TCD, were
discarded from the given dataset. We implemented two dynamic selection methods, MOD
and WMOD, which dynamically selected the best ML model among the ten implemented.
However, MOD has a limitation when two ML classifiers have the same number of metrics
with the best results. WMOD addresses this limitation and perfectly optimizes the selection
criteria. The results show that MOD and WMOD have an accuracy of 99.6%, a probability
of detection of 98.9%, a probability of false alarm of 1.56%, a probability of misdetection
of 1.09%, and a processing time of 1.24%. These results outperform those of the existing
ensemble learning models.
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Abstract: Modern wireless networks are notorious for being very dense, uncoordinated, and selfish,
especially with greedy user needs. This leads to a critical scarcity problem in spectrum resources.
The Dynamic Spectrum Access system (DSA) is considered a promising solution for this scarcity
problem. With the aid of Unmanned Aerial Vehicles (UAVs), a post-disaster surveillance system
is implemented using Cognitive Radio Network (CRN). UAVs are distributed in the disaster area
to capture live images of the damaged area and send them to the disaster management center.
CRN enables UAVs to utilize a portion of the spectrum of the Electronic Toll Collection (ETC) gates
operating in the same area. In this paper, a joint transmission power selection, data-rate maximization,
and interference mitigation problem is addressed. Considering all these conflicting parameters, this
problem is investigated as a budget-constrained multi-player multi-armed bandit (MAB) problem.
The whole process is done in a decentralized manner, where no information is exchanged between
UAVs. To achieve this, two power-budget-aware PBA-MAB) algorithms, namely upper confidence
bound (PBA-UCB (MAB) algorithm and Thompson sampling (PBA-TS) algorithm, were proposed to
realize the selection of the transmission power value efficiently. The proposed PBA-MAB algorithms
show outstanding performance over random power value selection in terms of achievable data rate.

Keywords: unmanned aerial vehicles; dynamic spectrum access; quality of service; reinforcement
learning; multi-armed bandit

1. Introduction

The fast development of UAVs, which are commonly known as drones, has received
much attention in various domains [1,2]. Recently, UAVs have been leveraged for future
civil applications although their usage was restricted to military applications only during
the last few years. This is considered a promising direction since UAVs have unique
properties that can support this goal. UAVs are capable of various functions as they are
able to fly, are maneuverable, and are easy to deploy. Hence, UAVs can handle different
tasks as delivery services, traffic monitoring, aerial photography, disaster management,
rescue operations, and wireless communications [1,2]. In recent years, major disasters have
occurred around the world such as the great Tohoku earthquake and tsunami, which hit
Japan in 2011; Hurricane Sandy on the northeastern coast of the USA in 2012; the Nepal
earthquake in 2015, the massive explosion in the port of Beirut, Lebanon, in 2020; and the
global wildfires in North America and Europe in 2021. All these natural disasters caused
terrible damage to infrastructure and loss of human lives. The first few hours after the
disaster are considered the golden relief time to provide support and emergency aid to save
these precious lives. Therefore, this paper focuses on wireless communications applications
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for UAVs to support a post-disaster area surveillance system. Specifically, UAVs can fly
over the post-disaster areas to collect live photos of the current situation and send this
collected information to a disaster management center to be analyzed. This will enable
rescue teams to get information promptly about the actual situation in the affected area,
which will enhance their response time [3].

On the other hand, and due to the persistent increase in demand for mobile services,
spectrum resources are becoming more and more scarce [4]. Therefore, it is expected that
future mobile networks will host a modern communications technology that supports
unsurpassed networking architecture and energy-efficient devices. To realize these novel
concepts, new fundamental challenges have appeared on the surface. Unlike wired commu-
nications systems, due to the national spectrum regulations and the hardware limitation,
the wireless world has limited links to distribute. Consequently, it will be mandatory
for the traditional regulation of the spectrum to have a fundamental reform so that it
can allow more efficient use of spectrum resources. Spectrum inefficiency has become a
major concern; hence it is imperative to search for an effective solution to deal with the
resource allocation problems from the spectrum and power-efficiency points of view. This
solution should achieve three main goals. Firstly, it should be amenable to the distributed
implementation. Secondly, it should be capable of dealing with the uncertainty caused by
the lack of information. Thirdly, it should deal with users’ selfishness. One of the most
promising solutions is the DSA system [5], which can be implemented as a CRN [6]. A DSA
system has the ability to enhance the spectrum utilization efficiency [7]. Hence, CRN allows
unlicensed Secondary Users (SUs) to coexist with the licensed Primary Users (PUs) in the
licensed band without causing any harmful impact on PUs in terms of different Quality
of Services (QoS) aspects. In other words, SUs can utilize a portion of the licensed PUs
spectrum under certain QoS constraints [6]. Therefore, to enhance the network efficiency,
SUs’ spectrum utilization should be maximized while keeping an eye on the QoS level of
the high-priority traffic, i.e., the PUs traffic, to avoid any services interruption to the highly
prioritized data transmission.

The concept of this resource allocation issue is considered a challenging problem for
two reasons. First, the resource allocation process can be made with a large number of
orthogonal communication dimensions such as time, frequency, code, space, and antenna
direction [8]. Second, in order to enhance the spectrum utilization, QoS for both PUs and
SUs should be maximized. To achieve this, there are different conflicting parameters that
need to be jointly optimized as transmitted power, channel occupation, total throughput,
and mutual interference level between simultaneous users. Therefore, for a certain number
of PUs and SUs, there are indispensable targets for the optimization algorithm such as the
interference threshold for each PU, the channel state information, and the geographical lo-
cation for both of PUs and SUs. Moreover, this optimization scenario can be decentralized,;
in other words, there is no need to deploy a fusion center to collect enough information
from the environment and complete the optimization process to the end. Since energy
levels are not observed in general, and both PUs and SUs form a distributed network, it
can benefit from that distribution to sense the available energy at each node. From this
point of view, the design of an efficient future wireless network needs to deal with the
uncertainty of information besides different users’ competition and selfishness. Hence, it
becomes mandatory to search for a powerful mathematical tool that can deal with such
unprecedented network problems.

Machine learning (ML) algorithms, more precisely reinforcement learning (RL) algo-
rithms, are leveraged to deal with these kinds of optimization problems [9]. The reason
behind selecting RL algorithms is their capability to achieve tremendous results in general-
ization and efficiency, leading to their capability to tackle real-life problems, and especially
in field of wireless communications [9]. Furthermore, RL algorithms are able to deal with
conflicting optimization parameters of the resource allocation problem for the DSA sys-
tem [10]. Without prior information about the environment, an agent can learn to enhance
its future actions based on its past experience. MAB algorithms are considered one of such
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RL algorithms. MAB algorithms can be described as a set of actions (arms) of a bandit
machine that each arm leads to a certain reward [11]. A player needs to maximize their
accumulated reward over the playing epoch by choosing one arm to pull in each playing
round. Moreover, this player has no idea about the reward behind each arm. So, this
instantaneous reward behind each arm is revealed once the player decides to select this
arm. Therefore, for this hidden setting, the player may lose some reward in each trial due
to not selecting the arm that leads to the highest reward value instead of the chosen arm.
This loss is denoted by regret [12]. Thus, each player should select a sequence of arms to
pull to maximize their total reward over horizon, in other words, to minimize their total
regret over horizon. This is a common dilemma faces MAB algorithms and it is called the
exploration—exploitation trade off [13-15].

Over the last decade, with the rapid increase in the number of natural disasters
occurring throughout the world, there has become an urgent need to develop a smart post-
disaster surveillance system. This smart system should operate in a fully decentralized
manner, i.e., without having a controlling center, to speed up collection and analysis of data
for a post-disaster area to enhance the performance and reduce the response time of the
rescue operations. DSA systems are considered a rich topic that was deeply investigated in
the early 2000s for some quite old applications such as analog TV white spaces, especially
in the Very High Frequency (VHF) and the Ultra High Frequency (UHF) bands [16]. Hence,
we aimed to refurbish the well-known DSA system by exploiting the benefit of using ML
algorithms as a modern optimization tool. Furthermore, UAVs, which are capable of flying
and capturing high-resolution videos using attached cameras, were leveraged recently to
support various applications in the civilian life. All these ideas motivated us to develop a
smart and cheap post-disaster surveillance system by combining the advantages of DSA
system, UAVs, and ML algorithms. In addition, this system is presented as unconventional
method to solve the spectrum scarcity problem. In this way, DSA-system-aided ML
algorithms can open the gate to unprecedented applications in the field of UAVs wireless
communication networks.

In this paper, we aim to design and evaluate a spectrum allocation for a DSA system
using MAB algorithms to support a post-disaster surveillance system. From a MAB
perspective, UAVs, which are considered SU transmitters, will act as the player who aims
to maximize their long-term reward, i.e., data rate. Furthermore, this player is constrained
by a limited power budget. On the other hand, different transmitting power levels will
act as arms of the bandit machine. The MAB algorithm is considered the most suitable
algorithm for our optimization problem as it can deal with online optimization problems
without any prior information about the environment except the player’s observations of
the achieved reward while playing. Our paper adapts two different MAB algorithms, the
Upper Confidence Bound (UCB) [15] and Thompson Sampling (TS) [17], to address such an
optimization problem. In this paper, a modified version of MAB algorithms is proposed to
treat our optimization problem. This is called the Power-Budget-Aware PBA-MAB (MAB)
algorithm. The key idea behind the PBA-MAB algorithm is to include the available power
budget for each UAV in the decision-making process when choosing the most appropriate
transmitting power value.

From the point of view of the DSA system, the SU network, which consists of UAVs
and temporary base stations, shared the spectrum resources as a CRN with the PU network,
which consists of highway Electronic Toll Collection (ETC) gates and cars passing these
ETC gates, under certain QoS constrains. Hence, SU transmitters are allowed to send
their data without causing a harmful interference to the most precious data of the PU
network. It should be mentioned that our design allows both the PU network and the
SU network to coexist at the same time under a certain signal-to-interference-plus-noise
ratio (SINR) threshold. Furthermore, we need to utilize the multi-objective formulation.
Given the location of each PU and the power budget of each SU, we seek to design for a
joint optimization problem considering different conflicting objects such as interference
coordination, sum-rate maximization, and total number of active SUs in the network,
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subject to QoS constraints for both PUs and SUs. Despite the adversarial problem definition
and the selfish behavior of each UAV toward achieving its maximum data rate, modified
MAB algorithms learn how to select the most suitable action over time to enhance the
overall system performance as discussed in [18-20] and illustrated in our paper. The main
contributions of this paper can be summarized in the following points:

e  The selection of the transmitted power value for UAVs aiding a post-disaster area
surveillance system is formulated as an optimization problem aiming to maximize the
achievable data rate while considering the limited available power budget for each
UAV. This is done in a decentralized manner as there is no exchange of information
among UAVs.

¢ Integrating the post-disaster surveillance system as a CRN is considered an uncon-
ventional solution for the spectrum scarcity problem. Furthermore, it can reduce the
overhead cost of renting dedicated frequency channels for post-disaster surveillance
operations, while they are rarely used just when a disaster occurs.

*  Despite the nature of original MAB algorithms to maximize the long-term reward, i.e.,
the achieved data rate, MAB algorithms are modified to take into account the limited
power budget for transmission. Therefore, the selection of the transmitted power not
only aims to maximize the data rate for the current channel but also considers the
remaining power budget to maximize the data rate for the next available channel.

The rest of the paper is organized as follows. Section 2 overviews the related work.
Section 3 introduces the system model and the power value selection optimization problem.
Section 4 introduces proposed PBA-MAB algorithms and how these algorithms can deal
with this kind of optimization problem. Section 5 gives simulation and analysis of the
proposed optimization scenario. Finally, we summarize the result and point out the future
research in Section 6.

2. Related Works

Since the early 21th century, the idea of DSA gained increasing attention, especially
in the US and Europe, due to the spectrum congestion [21]. An overview of the ma-
jor technical and regularity issues of DSA systems was presented in [21]. The authors
of [22] introduced the concept of multi-dimensional spectrum sensing and discussed the
challenges associated with it. They developed prediction algorithms based on the past
multi-dimensional spectrum utilization information to predict the future usage of the
spectrum. With the aid of the DSA system, CRN can be established to support different
applications as public safety, smart grid, broadband cellular, and medical applications.
Ref. [23] discussed some challenges that faced the practical application toward this idea.
An overview of CRN design layers, such as the physical layer (PHY), the medium-access
control layer (MAC), and the network layer, is presented in [24]. Furthermore, the authors
showed how these layers can interact with each other. The authors of [25] investigated the
throughput improvements in a CRN using different channel selection techniques such as
frequency hopping, frequency tracking, and frequency coding. Ref. [26] investigated the
CRN formed by the incorporating radio capabilities of a Wireless Sensor Network (WSN).
It addressed both advantages and limitations of CRN for WSN in conjunction with the
existing applications and techniques. A continuous-time Markov chain model is imple-
mented in [27] for a DSA system in an open spectrum wireless network. The authors of [28]
examined how CRN devices can find an available spectrum channel under different system
capabilities, spectrum policies, and environmental conditions. They defined this problem
as a “rendezvous” problem. With the aid of RL algorithms, the authors of [29] proposed a
framework for Internet of Things (IoT) devices to capture and model the traffic behavior
of short-time spectrum occupancy in order to determine the existing interference in the
shared bands. In [30], a novel information and energy cooperation method were introduced
for cognitive Heterogeneous Networks (HetNets). This method aimed to enhance energy
efficiency by solving an energy efficiency maximization problem with respect to joint time
allocation and power control. The authors of [31] proposed an enhanced fusion center rule
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for soft decision cooperative spectrum sensing using energy detection to mitigate the noise
uncertainty effect and to enhance the sensing performance of CRNs.

In recent years, there have been research efforts for using UAVs to support post-
disaster area applications. In [32], the authors used UAVs with conjunction with cellular
network and WSN to aid disaster management applications. A genetic algorithm was used
in [33] for UAV location optimization to enhance the overall coverage and data rate of
the wireless network. The authors of [34] proposed an effective method to support rescue
operations in locating victims of a natural disaster. This was done with the aid of lidar and
infrared depth cameras attached to UAVs to build a detecting system independent of the
illumination intensity. A video recorder and a geolocation module attached to UAV were
used in [35] to search for survivors in a post-disaster area. In [36], the authors examined
flying communication services using Wi-Fi, video camera, and web servers attached to
UAVs. They aimed to enable affected users after a disaster to use their smartphones for tex-
ting and video communication in real-time. The authors of [37] proposed a mobility model
based on self-deployment of an aerial ad hoc network based on the Jaccard dissimilarity
metric for a post-disaster area. The software simulation integrates the mobility of victims
and generate a corresponding UAVs mobility model to trace those victims. In [38], authors
proposed an energy efficient task scheduling for the collected data by UAVs from ground
IoT network to support a disaster management system.

In [39], UAVs were used as on-demand airborne relays to connect remote users with a
cellular BS when they were separated by vast obstacles. Furthermore, UAVs can be used in
WSNis to distribute and collect information in both of Control Plane (CP) and Data Plane
(DP) from wireless sensors deployed on the ground level [40,41]. UAVs are being used to
assist the management and control of Vehicle Ad hoc NETworks (VANETs) and extend
its coverage [42]. All the above existing research works assume a full awareness of the
network parameters, which is not the case of our paper, where there is no information
change among UAVs while trying to maximize the achievable data rate, as the network is
fully decentralized.

On the other hand, RL algorithms have become a promising optimization technique
for solving chronic UAV problems that have occurred as a result of integrating UAVs in
wireless communication applications. RL algorithms are well known for their capability
to achieve near optimal results in generalization and efficiency. Therefore, they are used
to tackle real-time problems in the field of wireless communications. Detailed discussion
about different MAB algorithms can be found in [43,44]. It has been shown in several works
that MAB algorithms can be adapted to tackle such problems related to DSA systems. The
authors of [45] proposed MAB learning algorithms for CRN, and particularly for spectrum
sensing in a DSA system in licensed bands [7]. Different MAB algorithms, such as UCB and
TS, have been used to improve the spectrum access in unlicensed Wi-Fi networks [45,46].
The authors of [47] considered a set of policies for multiple-user-independent and identical
distributed (iid) and rested MAB problems with the assumption that each SU declares
its action to others, e.g., the selected channel, which is considered a strong constraint. A
disputed learning and spectrum access policy for iid rewards is discussed in [48], and
it was proven that this policy has a logarithmic order regret. In [49], the decentralized
learning for DSA system with multiple SUs spectrum access has been studied. The authors
of [50] proposed a modified MAB algorithm to solve the gateway selection in UAV wireless
network for post-disaster area applications. These algorithms are considering the battery
life while searching for the most suitable gateway UAV to maximize the total system
throughput. A dynamic wireless channel selection based on the MAB algorithm with
laser chaos time sequence is proposed in [51]. The adaptive channel selection achieved
a higher throughput using four channels Wireless Local Area Network (WLAN) based
on IEEE802.11a system. The authors of [52] proposed a simple and powerful tug-of-war
MAB algorithm. Since this algorithm is very simple, it can be applied in wireless network
selection for devices with small processing capabilities as IoT devices and smartphones.
Ref. [53] studied the millimeter-wave (mmWave) two-hop relaying as a single-player MAB

105



Sensors 2021, 21, 7855

problem in order to enable one relay probing while maximizing the achievable spectral
efficiency. This was done by using modified versions of MAB algorithms. The authors
of [54] studied the problem of joint neighbor discovery and selection in mmWave device to
device (D2D) networks using a stochastic budget-constraint MAB algorithm.

3. System Model

This section discusses the network architecture of the post-disaster area surveillance
system using UAVs and the used channel model for transmitting the collected data.

3.1. Post-Disaster Area Surveillance System Architecture

Figure 1 shows a simplified version of the system architecture of the UAV wireless
network in a metropolitan post-disaster area. Since the first few hours after the occurrence
of the natural disaster (such as flood or earthquake) are considered the golden relief
time to save human lives, as discussed in the introduction section, UAVs should collect
pivotal information about victims in the damaged area using an attached high-definition
camera. The collected data can be further analyzed by the disaster management center
to identify victim’s exact location, number, age, gender, and injury status. On the other
hand, temporary base stations are deployed in the disaster area to collect this information
from surveillance UAVs and send them to the disaster management center to aid rescue
teams. These temporary base stations are used as charging stations for UAVs. Furthermore,
they are considered the starting flying points. UAVs fly over the disaster area to capture
live photos of certain points at the damaged area. The way in which these temporary base
stations transmit the collected data to the disaster management center, and the method for
selecting surveillance points, are outside the scope of this paper. Moreover, we assumed
in this paper that the different locations in the affected area have the same weight of
importance, so these points were chosen on random bases.

ETC gate l'—-
SU Tx ‘kf(r
m

SURK |

-

Figure 1. UAV surveillance-system-assisted DSA for a metropolitan post-disaster area.

On the other hand, our system aims to build this surveillance system using CRN.
Therefore, the SU network, which is represented by UAVs and temporary base stations,
will utilize the same frequency band of the PU network. The PU network is represented
by ETC gates and bypassing vehicles in a nearby highway. In this way, we aimed to
reduce the cost of reserving dedicated channels for surveillance system while it is being
used during the time of natural disasters only. Each UAV collects and sends data to its
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corresponding temporary base station. Furthermore, each UAV should not deal harmful
interference to the transmitted data between ETC gates and vehicles on the nearby highway.
It should be mentioned that our optimization problem design is considered a soft-spectrum
allocation. The difference between conventional spectrum allocation that have been studied
in [55,56] and our optimization problem is that the conventional optimization problem
treats the spectrum allocation as a hard allocation problem; i.e., no two users (PU and
SU) can share same channels at the same time. However, our design introduces other
orthogonal dimensions of the threshold to enable more than one user to coexist at the
same frequency band if their QoS constraints are not violated. Furthermore, for the sake
of generalization, we supposed that all PU channels, which connect every ETC gate and
nearby vehicles which are passing this ETC gate, are always active and occupied with the
PU network traffic. In this way, we considered the worst-case design scenario in which the
QoS constraints should be carefully verified during the optimization process.

3.2. Problem Formulation

In the following, our design employs the physical model proposed in [57], which
provides a path-loss model to realize the communication environment. It is assumed UAVs
can communicate to temporary base station via air-to-air wireless communication link.
Basically, this type of link can be called a Line of Sight (LoS) wireless communication
link. Since the design is built using CRN, which shares the spectrum between PU network
and SU network, this shared frequency band is split into Q independent sub-bands, and
each sub-band has a bandwidth W in Hertz. Each primary and secondary transmitter
receiver pair, referred to as primary and secondary users, is numbered by indices ) € ¥ =
{PUy,...,PUy}and w € O = {SUy,...,SUqn}. Hence, at any time 7, the general path-loss
formula between any transmitter & and any receiver 8 can be expressed by:

- GT.X',(X GRx,ﬁ c 2
L/Xﬁr‘i(” - diﬁ (47qu (1’) ) (1)

where Gry, and Ggy,p are the transmit and receive antenna gains, respectively, d“/g is
the distance between a transmitter and § receiver, c is the speed of light, f;(r) is the
carrier frequency of sub-band g, and ¢ is the attenuation constant for the LoS wireless
communication link. For the current design, it is assumed that the pass loss is the dominant
loss factor for the received power. Hence, the effect of multi-path fading and shadowing is
ignored. Furthermore, we assumed the transmitted signal is affected by an Additive White
Gaussian Noise (AWGN) channel with zero mean and Ny variance. Therefore, the SINR of
SU w in carrier q at time 7 can be given by:

_ Pwg (7)wa,q(7’)
No + Xacwud o Prg(r) Law,g (1)

Ywg (r) ()

where p,4(r) and p) 4(r) denote the transmitted power of the w-th SU and the A-th PU or
SU, respectively. For a successful established communication link, the SINR should satisfy
a condition that the achievable SINR must be greater than the threshold SINR, which is
given by 7,4(r) > vurH,4(r). Under these assumptions, the achievable data rate can be
calculated by:

Q
W ):l 10g2(1 + Yuq (1’)), if Ywyq (7') > ')’a;TH,q(r)
q=

Rw,q (1’) = 3)

0, otherwise

where W is the bandwidth of the communication channel.
Since the data rate is measured from the receiver side, we assumed this value is
reported to the SU transmitter through a feedback channel. The concept behind this
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assumption comes from how modern communication systems are supposed to offer high
flexibility in different ways. One of these ways is to split user and control planes to
support software defined networking applications to allow flexible placement of processing
function between different network nodes [58]. For PUs, it is assumed that they operate in
a narrowband network, which means a pre-determined power value is assigned to each
PU. This design criterion is suitable when licensed users have to operate on narrowband
channels. On the other hand, for a wideband PU network, straightforward extension can
be done without affecting this methodology. Since SUs need to utilize these multiband
channels, where each sub-band is previously assigned to a certain PU, each SU has a
power budget denoted by Ppax. Whereas it is assumed that our PUs and SUs networks use
omnidirectional antennas, the communication channel can be established according to (1)
with considering antennas gain Gty = Gry,g = 1, Va, . Furthermore, it is assumed that
each PU transmits using only single sub-band, and PUs operate in disjoint sub-bands. As a
result, we have the number of PUs equal to number of channels and hence ¥ = Q. The
main target of the optimization algorithm is to maximize the sum-rate, the total throughput,
for the SUs network. This can be achieved by optimizing the power levels allocated for
each SU within each shared traffic channel. The power allocation vector can be defined
as P, = [Pwis -, Pw,0)’, where each element represents the power value for SU w for
each sub band 4. In case that a SU has a power vector equal to zero, it means that this
SU in inactive. On the other hand, for PUs, it is allowed for a single PU to transmit
only on a single sub-band so that they are operating in disjoint sub-bands. Moreover,
during data transmission of SUs, they should avoid causing any harmful interference
to the high priority traffic that belongs to PUs network. It is mandatory for each SU to
satisfy this condition and not exceed its allowed power budget during transmission as well.
Considering all these power budget limitations and interference constraints, the sum-rate
maximization problem can be formulated as:

max % Z Z Z Ruwg(r)

st Yypg(r) > YyTH(7)

Yw,q (1’) > YwTH,q (7’)

where R is the total time spent for data transmission, » = 1,..., R, and vy 4(r) > Yy1H4(7),
Yuw,3(r) > YwTH,4 () are the SINR constraint conditions for all PUs and all SUs, respectively.
Thus, for SUs, it is mandatory to satisfy both SINR conditions to utilize a sub-band channel
from PUs channels.

Since our network is designed in a decentralized way with no information exchange
between different network elements, the only information available to UAVs are the
location, the channel frequency and the transmission power of each ETC gate system.
Therefore, we have developed a method to let UAVs estimate the interference caused by
self-transmission and calculate the corresponding SINR value for each PU’s receiver. With
the aid of Equations (1) and (2), each UAV will calculate the expected SINR value at each
ETC gate under the interference effect of its own data transmission. Then, each UAV can
check individually for the satisfaction of SINR conditions for both the PU network and
the SU network. In such a way, there is no need to deploy a fusion center to share the
SINR information between different SU network nodes, and therefore the network can be
implemented in a decentralized way.

4. Proposed Power Budget Aware MAB Algorithm

This section discusses two proposed algorithms to tackle this rate maximization
problem. These algorithms are called Power Budget Aware Upper Confidence Bound
(PBA-UCB) and the Power Budget Aware Thomson Sampling (PBA-TS).
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4.1. Proposed PBA-UCB Algorithm

UCB is considered one of the efficient MAB algorithms that can achieve balancing for
the exploration-exploitation dilemma of the MAB algorithm. UCB enhances the confidence
of the arm selection by decreasing the uncertainty behind the reward that will be revealed.
Algorithm 1 illustrates a modified version of the UCB algorithm, which is called the
PBA-UCB algorithm. This algorithm is applied to each UAV to select the most suitable
transmission power in a selfish way to maximize the system rate. It is assumed that
each UAV has information about the location of surrounding ETC gates operating in the
surveillance area. Furthermore, they know the transmitting frequency for each ETC gate.
The method of how UAVs can detect the location and the operating frequency of each ETC
gate is behind the scope of this paper. Hence, each UAV tries to maximize its own data rate
while competing with other UAVs to increase its transmission power while keeping an
eye on the SINR threshold. At the beginning, i.e., the first A rounds, PBA-UCB algorithm,
which is enabled on each UAV, tests the data rate that can be achieved by transmitting on
all available channels with random transmission power and observes the achievable data
rate. Afterwards, for the remaining rounds, A"+ 1 < r < R, the PBA-UCB algorithm picks
a power value in a way that satisfies:

S|

11’1(1’) _ Puwyg ) )

Pioa(r) = argmax | flw,q(r — 1) +
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where py, 4 € p,, is the average reward obtained for transmission power value p in channel
q up to the last previous round (r — 1), fiw4(r — 1) is the average achievable data rate to
the last previous round (r — 1) using transmission power value p in channel g, and it can

be calculated as:
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where Ry,;(m) is the achievable data rate, which can be obtained from Equation (3).

T}f ,3 (r —1) is a count of the number of selections of this transmitting power value until the

last previous round (7 — 1). pu 4 is the selected power value for transmission and pq, m
is the total available power budget for UAV that can be used. This equation illustrates
how PBA-UCB works. If a transmission power value is selected many times, which makes

T(S)p ,3 (r — 1) become large, the confidence bond term ﬁ(’l) decreases, and that causes
w,q\T—=

the UAV to seek to explore other power values that are less selected in the previous rounds.
On the other hand, when a transmission power value achieved a high reward, i.e., high
data rate, during the past rounds, which means fi,4(* — 1) becomes large, the UAV seeks
to exploit this high-gain arm in order to achieve the maximum achievable reward during
this round. Originally, the PBA-UCB algorithm sets parameter # to a positive value of 2 in
most cases [13], but empirically, when it is set to # = 0.5, the performance is improved [12].
In that way, the PBA-UCB algorithm }cg:an solve the exploration-exploitation trade-off in an
wg

efficient way. Furthermore, the term Dol shows how a UAV can balance between selecting

a power value to achieve a high data rate and consider for the remaining power budget to
be used in transmission on next available channels. It should be mentioned that this last
term defines the contribution behind our proposed PBA-UCB algorithm. Since the original
UCB algorithm could achieve only balancing between exploration and exploitation, our
proposed PBA-UCB algorithm enables a novel way to keep an eye on the remaining power
budget while balancing between exploration and exploitation. Furthermore, when selecting
a transmission power, the PBA-UCB algorithm checks for the satisfaction of both PU and
SU SINR conditions. Once it is satisfied, the algorithm confirms the use of this transmission
power value, starts to transmit data, and calculates the corresponding rate. Otherwise, it
sets the transmission power to zero and also sets the corresponding data rate to zero. In this
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way, the PBA-UCB algorithm can make sure there is no harmful interference that affects
the PU data transmission. On the other hand, it also counts for the interference threshold
on other SUs data transmission. Since the SINR condition is considered a critical design
issue, this operation is done in both of the initialization phase and the rate maximization
phase to ensure the feasibility of the proposed PBA-UCB algorithm. Algorithm 1 illustrates
the proposed PBA-UCB algorithm.

Algorithm 1 PBA-UCB transmission power selection

1: forw <+ 1to Q) do

2 forl1 <r< AN do

3 forg < 1to Qdo

4 Select a random value for p,,4(r)

5; if vp,q(r) > YyTH,(7) then

6 if Yw,q (7’) > 'YwTH,q (7’) then

7 Obtain Re,q(r)

8 T (r) 1

9: else
10: Py (r) <0
11: end if
12: else
13: Pw,q(r) <0
14: end if
15: end for
16: end for
17: forr + N +1toR do
18: Set p,m max SU Tx power
19: forg < 1to Qdo

. * — A _ i In(r)
v Poalr) rerepy (V“”q(r Dy e
21: if Yoq (1’) > 'Yl,bTH,q(r) then
22: if Ywg (r) > YwTHg (r) then
23: Obtain Req(r) using pg, ,(r)
24: TV (1)« T8 (r = 1) +1
(r*)
25 faoa(r)  —— T Rog(m)
w,q (r)

26: PaoM < Pw,M ~ Pioyg
27: else
28: Pioq(r) < 0,Req(r) - 0
29: end if

30: else

31: Piq(r) < 0,Req(r) < 0

32: end if

33: end for

34: end for

35: end for

> initialization phase

> rate maximization phase

_ Pwg

Pw,M

)

4.2. Proposed PBA-TS Algorithm

TS algorithm copes with the exploration—exploitation dilemma using a different

method than the previously discussed UCB algorithm. Basically, the reward gained by
laying with different arms using the TS algorithm is drawn from a pure Bayesian prob-
abilistic model [59]. In the beginning, TS uses a prior distribution for the reward based
on the initialization of parameters of the probabilistic model. Afterward, it tries to keep
tracking of the reward posterior distribution using the observation from the environment
during the learning process. Thus, it can randomly choose a suitable arm that is matched
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to be optimal according to the probability model. Thus, at each round, random samples are
drawn from the constructed reward’s posterior distribution. TS selects an arm to play that
can maximize the selected sampled value. Then, the arm’s posterior distribution is updated
by modifying its model parameters. This updated distribution will be used for the arm
selection of the upcoming rounds. It is known that TS has a superb empirical performance
and even better than the achieved performance of the UCB algorithm.

In our proposed PBA-TS algorithm, it is assumed that the reward, i.e., the achieved
data rate, is affected by AWGN noise and mutual interference from other PUs and SUs
occupying the same channel. Hence, the assumption of the Gaussian distribution is
compatible with our problem formulation. The selection of the most suitable power value
for transmission, which can maximize the achieved data rate, can be expressed as:

Péy,q(r) = arg max ((Pw,q(l’ —1)— qu) -
pquepw pfd,M

where ¢, 4(r — 1) is a sample for the previously constructed posterior distribution from the
achieved data rate by a UAV w at channel g with transmission power p, 4. The posterior
distribution is constructed from the Gaussian distribution A (fle,4(r), 0%(r) ), where fi,q ()
and 0?(r) are the mean and the variance of the distribution according to the model in [20],
and they can be calculated as:

o (1) = —— N (m) ®)
Hwglt) = w,g\Mm
! T(Ef;(i’) m=1 !
(1) =~ ©)
Twpq(r)Jrl

where R, 4(m) is the achievable data rate and can be obtained from Equation (3), Té,p ,; (r)is
the counted number of selections of this transmitting power value until the last previous
Pwq

round (7 — 1), and Ry, 4(m) is the achieved data rate. The term o is deduced form the

distribution to balance between the rate maximization process and the remaining power
budget that should be used to transmit data over the next channels. At each round r, a
sample ¢, 4(r — 1) is taken from the previously constructed Gaussian distribution. Then,
the optimum power value p, , that maximizes Equation (7) will be selected for transmis-
sion. After that, UAV w starts to transmit over a channel g using p;; ,, its corresponding

number of selections Tc(f ;) () is updated, and the achievable data rate Ry, 4(r) is observed
to construct the Gaussian distribution for the next round r 4 1. This process is conducted
till the last round R. Furthermore, along with the PBA-UCB algorithm, the SINR conditions
of both of PU and SU networks are examined at each time when choosing a certain power
value for data transmission. If both SINR conditions are satisfied, the PBA-TS algorithm
starts to use this transmission power value and counts the corresponding data rate. Oth-
erwise, the PBA-TS algorithm sets the transmission power to zero, which leads to zero
achievable data rate. The whole process of the proposed PBA-TS algorithm is summarized
in Algorithm 2.

4.3. Complexity Analysis of the Proposed Algorithms

In this paper, we spotlight the task of UAVs to build a post-disaster surveillance system
as a CRN by finding the optimal policy for each UAV. In Algorithms 1 and 2, learning
processes can find the optimal transmission power value for both PBA-UCB and PBA-TS
by examining various transmission power values over every channel for all UAVs using
different policies. On the other hand, it tries to keep the interference level under certain
thresholds. Let & represent the total number of available arms, i.e., total elements of the
power vector p. It is assumed that the action space is deterministic; i.e., all actions are
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well known to each UAV. Therefore, the number of iterations of PBA-UCB is at most of the
order of O(Q)- Q - E) steps. In particular, the complexity of PBA-UCB can be expressed
as O(Q - Q?), if the total number of the available power levels E in the power vector p
is equal to the total number of channels Q. This means the complexity of the PBA-UCB
algorithm is a polynomial in (2 and Q. Moreover, the PBA-TS has the same computational
complexity O(Q - Q?) as the PBA-UCB algorithm. However, the update strategy in the
PBA-TS algorithm is based on sampling from the Gaussian distribution N (i 4 (r), 02(r));
hence it may impose a slightly higher complexity depending on the sampling process.

Algorithm 2 PBA-TS transmission power selection

1: for w <~ 1to () do

2 Setflyg + 0,0% 1

3 forr <~ 1toR do

4: Set p,m= max SU Tx power

5 forg <+ 1to Q do

6 Draw a sample @,4(7 — 1) from the distribution

N(ﬁqu(r),az(r))
7: Pig(r) = argmax(qow,q(r -1)— ;’:}'L)
Pw,q€Pw ’
8: if vp,q(r) > vyTH,(7) then
9; if Yu,q(r) > YwTH,4(7) then
10: Obtain Ry,q(r) using py, 4 (r)
11: T (r) < T (r=1) +1
. L 1)
12: fleo,q (1) P Yo Reg(m)
) wiq (r)
13: o= (r) + on
14: Pw,M < Pw,M — pZ;,q
15: else
16: Pioq(r) < 0,Req(r) - 0
17: end if
18: else
19: Pirg(r) = 0,Req(r) <0
20: end if
21: end for
22: end for
23: end for

5. Simulation Results

In this section, the simulation results of our proposed algorithms are evaluated in
terms of solution performance. We distributed each PU and SU transmitter randomly in a
5km x 5 km area, while PUs and SUs receivers are deployed in a certain area from PUs
and SUs transmitters to comply with the SINR constraint. The SINR threshold is chosen to
be 30 dB for the PUs network, which is relatively high to ensure that the accumulated data
transmission from SUs will not cause any harmful interference to the most valuable traffic.
On the other hand, the SINR value for SUs network is set to 5 dB to ensure a successful
data transmission. The transmission powers for PUs and SUs networks are set to 24 dBm
and 30 dBm, respectively. We deployed 10 armed bandits to represent 10 different levels of
UAVs’ transmission power. These power levels are uniformly distributed with separation
equal to the maximum transmission power divided by number or armed bandits. Both
PU and SU networks operate at 5.8 GHz band with a bandwidth equal to 10 MHz. Since
both PUs and SUs networks operate in an open area, the attenuation constant parameter
is set to 3 for a free-space communication in a metropolitan area. Table 1 summarizes the
system’s parameters which are used for simulation.
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Table 1. Simulation parameters.

Notation Value
No. of armed bandits 10
Simulation area 5km x 5km
PU Tx power 24 dBm
P, max 30 dBm
2% 10 MHz
fq 5.8 GHz
c 3x108m/s
¢ 3
YyTH,q 30dB
')’wTH,q 5dB
Ny —100 dBm
1 0.5

Figure 2 shows an example of PUs and SUs transmitter /receiver pairs deployment.
The deployment of PU receivers, i.e., cars, in the simulation area was done in a random
way within ¢ distance from their corresponding transmitters, while § is chosen to achieve
30 dB at the boundary of their deployment region. The number of sub-bands is set to be
equal to the number of PUs, and hence ¥ = Q, as described previously in Section 3.
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Figure 2. Distribution of PUs and SUs Tx/Rx pairs.

5.1. Average Total System Rate

This section shows the performance of the total average system rate in bps/Hz against
different values of UAVs and ETC gates.

Figure 3 shows the total average system rate using 10 UAVs while increasing the num-
ber of ETC gates. It is shown in this figure that the PBA-TS algorithm achieved the highest
data rate performance compared to both the PBA-UCB algorithm and transmission using a
random power value. The reason behind this is that PBA-TS algorithm is constructed using
posterior distributions for the obtained data rates through the integrated Bayesian strategy.
On the other hand, transmission using a random power value has the worst performance
due to the randomness in the selection of this power value for transmission in each round.
Thus, each UAV experiences random interference from not only ETC gates but also other
UAVs that share these channels. Furthermore, when the number of ETC gates increases and
each ETC gate has its own separate channel, the number of available spectrum resources
increases as well. This leads to each UAV becoming able to transmit data over a wider
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band of channels and causes the total achievable average system rate to increase for both
the PBA-TS algorithm and the PBA-UCB algorithm. On the other hand, and due to the
randomness illustrated in this section, the increase in the achievable total average system
rate using a random power value data transmission is not as high as the achievable data
rate using either the PBA-TS algorithm or the PBA-UCB algorithm.
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Figure 3. Normalized average sum rate against number of ETC gates using 10 UAVs.

Figure 4 shows the performance of the achievable total average system rate against
an increasing number of UAVs while keeping the number of ETC gates equal to 10. It
is interesting that at the beginning with a few increments of the number of UAVs, the
achievable data rate, using our proposed PBA-MAB algorithms, is increased till a certain
point. Then, the achievable data rate begins to decrease with any increment in the number
of deployed UAVs. The reason behind that is that while increasing the number of UAVs, the
mutual interference between UAVs increases as well. Our proposed PBA-MAB algorithms
succeeded in mitigating the interference effect, which is reflected in the achievable data rate
reduction. Furthermore, the proposed PBA-TS algorithm can still achieve the highest data
rate performance compared to the proposed PBA-UCB algorithm and the transmission
using a random power value.
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Figure 4. Normalized average sum rate against number of UAVs using 10 ETC gates.
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5.2. Convergence Rate

The convergence rate is considered one of the most important parameters to judge the
efficiency of online learning algorithms such as MAB algorithms; the faster the algorithm
can converge, the better the reward that can be gained in just a few attempts. Hence,
this section studies the convergence rate of the achievable total average system rate for
our proposed PBA-MAB algorithms with different settings. Figures 5 and 6 show the
convergence rate of the achievable total average system rate using 10 ETC gates while
changing the number of UAVs to be 10 and 30. This can show the convergence rate for
each algorithm under different network setup and different interference values. As shown
in these figures, the horizontal axis indicates the count for rounds. Each algorithm runs its
iterative process over counts till the algorithm converges toward a higher data rate. The
proposed PBA-TS algorithm can converge faster than the PBA-UCB algorithm due to the
fact that it uses Bayesian strategy over the posterior distributions of the reward. On the
other hand, the PBA-UCB fluctuates during the few beginning rounds, and it takes more
time to converge than the PBA-TS algorithm. Furthermore, it has a less convergence rate
that the PBA-TS algorithm when both of the algorithms saturate by the end of the simulation
rounds. These results can be concluded that both proposed PBA-MAB algorithms can deal
with the adversarial network setup and selfish behavior of the UAVs. Hence, it means that
every UAV learns how to select the most suitable transmission power value to enhance
the overall system performance at every round. Furthermore, without loss of generality, it
keeps an eye on the interference level while choosing this most suitable action.
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Figure 5. Convergence of normalized average sum rate using 10 ETC gates and 10 UAVs.
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Figure 6. Convergence of normalized average sum rate using 10 ETC gates and 30 UAVs.
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6. Conclusions

In this paper, we have investigated the radio resource allocation for a CRN through
DSA system to support a disaster surveillance system using UAVs wireless networks.
To tackle this problem, we proposed two MAB algorithms, i.e., the PBA-UCB algorithm
and the PBA-TS algorithm. The idea behind deploying MAB algorithms, as a class of
RL algorithms, is the ability of MAB algorithms to solve online optimization problems
with conflicting parameters that need to be jointly optimized. Since there is no informa-
tion exchange between all UAVs, multi-player PBA-MAB algorithms were introduced to
deal with this selfish configuration. Proposed PBA-MAB algorithms show outstanding
performance over transmission using a random power value selection. Furthermore, the
proposed algorithms showed a moderate convergence rate. The obtained results showed
the capability of different MAB algorithms to deal with such problems with a high degree
of randomness. Therefore, it can open the way for applying ML algorithms and more
precise MAB algorithms to handle various wireless communication problems.
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Abbreviations

The following abbreviations are used in this manuscript:

DSA Dynamic Spectrum Access

UAV Unmanned Aerial Vehicle

CRN Cognitive Radio Network

ETC Electronic Toll Gate

MAB Multi-armed Bandit

PBA-MAB Power-Budget-Aware Multi-armed Bandit
UCB Upper Confidence Bound

TS Thompson Sampling

PBA-UCB  Power-Budget-Aware Upper Confidence Bound
PBA-TS Power-Budget-Aware Thompson Sampling

PU Primary User

SU Secondary User

QoS Quality of Service

ML Machine Learning

RL Reinforcement Learning

SINR Signal-to-Interference-Plus-Noise Ratio
WSN Wireless Sensor Network

cr Control Plane

DP Data Plane
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VANET Vehicle Ad hoc NETwork

iid independent and identical distribution
WLAN Wireless Local Area Network
LoS Line of Sight

AWGN Additive White Gaussian Noise
HetNets Heterogeneous Networks

PHY Physical layer

MAC Medium Access Control layer
IoT Internet of Things

VHF Very High Frequency

UHF Ultra High Frequency
mmWave millimeter-wave

D2D Device to Device
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Abstract: UAV equipped three-dimensional (3D) wireless networks can provide a solution for the
requirements of 5G communications, such as enhanced Mobile Broadband (eMBB) and massive
Machine Type Communications (mMTC). Especially, the introduction of an unmanned aerial vehicle
(UAV) as a relay node can improve the connectivity, extend the terrestrial base station (BS) coverage
and enhance the throughput by taking advantage of a strong air-to-ground line of sight (LOS) channel.
In this paper, we consider the deployment and resource allocation of UAV relay network (URN)
to maximize the throughput of user equipment (UE) within a cell, while guaranteeing a reliable
transmission to UE outside the coverage of BS. To this end, we formulate joint UAV deployment
and resource allocation problems, whose analytical solutions can be hardly obtained, in general. We
propose a fast and practical algorithm to provide the optimal solution for the number of transmit
time slots and the UAV relay location in a sequential manner. The transmit power at BS and UAV
is determined in advance based on the availability of channel state information (CSI). Simulation
results demonstrate that the proposed algorithms can significantly reduce the computational effort
and complexity to determine the optimal UAV location and transmit time slots over an exhaustive
search.

Keywords: UAV relay networks; UAV positioning; resource management; transmit time allocation

1. Introduction

As one of the diverse emerging applications of unmanned aerial vehicles (UAV), it
can be utilized as an aerial base station (BS) or an aerial relay node in three-dimensional
(38D) wireless networks to satisfy the service requirement of the fifth generation (5G) com-
munication [1-4], such as enhanced Mobile Broadband (eMBB) and massive Machine
Type Communications (mMTC). Due to their mobility, versatile UAVs can adjust their
locations to improve the connectivity among user equipment (UEs). Easy deployment of
UAV enables to construct 3D networks efficiently with terrestrial networks, which can
extend the service coverage or accommodate a large number of devices. By introducing
a strong air-to-ground line of sight (LOS) channel, UAV can improve the capability of
networks through diverse applications such as (1) emergency supports where communi-
cation services are unavailable [5], (2) Internet of Things (IoT) platforms where UAV can
collect data from distributed IoT devices by saving their transmit power [6,7], (3) terrestrial
network supports where UAVs can assist terrestrial BS transmission or device-to-device
(D2D) transmissions [8].

In UAV networks, UAV positioning and radio resource allocation are key factors to
extend cell coverage and to improve network performance. The locations of UAV BSs
determine the coverage area and the number of UEs within its service area, whereas the
resource allocation affects the overall performance of networks. Likewise for UAVs as
relay node, its location and resource management (e.g., power control and transmit time
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allocation) are critical to guarantee seamless connectivity to UEs outside BS service areas
without performance degradation.

Many studies on UAV BS scenario (UBS) [9-13] have focused on finding the optimal
3D UAV location to take advantage of strong air-to-ground LOS channels. The study [9]
uses a circle packing theory to determine optimal locations of UAVs, and maximizes energy
efficiency of UAVs. Another study [10], adopts an optimal transfer theory to minimize total
transmit power at UAVs, and investigates the effect of UAV height on power efficiency.
The authors of [11] propose a spiral algorithm that sequentially determines the locations
of multiple UAVs, and their UAV deployment algorithm is shown to outperform other
heuristic schemes in terms of performance and computational time. Study [12] analyzes
the effect of interference between UAVs and derives the optimal height of UAV that can
maximize the coverage of UAVs. The authors of [13] assume a disaster scenario and propose
UAV deployment considering the coexistence of aerial and terrestrial BS. Also, recent
works [6,14,15] address more complicated problems of optimizing both UAV deployment
and resource allocation to improve network performance. In [6], optimal locations of
UAVs, cell association and power controls are provided to maximize energy efficiency in
IoT communications. The study [14] optimizes both UAV locations and cell association
to minimize network delay. Study [15] achieves capacity enhancement in heterogeneous
networks by optimizing UAV deployment, load balancing and traffic offload.

Compared to studies on UBS, research on UAV relay network (URN) is in its infancy,
and more efforts are required to optimize both UAV deployment and resource allocation
for reliable transmission. Especially, the transmit period of each relay transmission link
is one of the most crucial factors on URN because it affects both optimal UAV location
and the network performance. Studies [16,17] analyze the performance of URN during
two transmit time slots and find the optimal height of UAV [16] and UAV operation range
numerically [17] to guarantee a reliable relay transmission. However, a relay transmission
during two transmit time slots is sometimes insufficient when UE stays far from BS or
requires a high level of quality of service (QoS). To deal with this, Ref. [18] adopts multiple
transmit time slots (>2) and derives the maximum distance between UAVs to achieve a
reliable relay transmission. However, it does not consider the optimal height of UAV and
the performance analysis may not be applicable in all circumstances due to a fixed height
of UAVs.

Research on URN to optimize both UAV deployment and resource allocation during
multiple transmit time slots (>>2) can be rarely found due to the following two main reasons;
a relay transmission under time-varying channels and a difficulty on joint optimization of
UAV deployment and resource allocation. It is impractical to optimize UAV deployment
and resource allocation reflecting channel variations within a single time slot. So, joint
optimization of UAV deployment and resource allocation for multiple transmit time slots
is required even though they depend on each other.

In this paper, we consider with no constraint on the number of overall transmit time
slots in URN to joint optimization for UAV deployment and resource allocation. Espe-
cially, the throughput of UE within a cell is maximized while guaranteeing a reliable relay
transmission to UE in its extended service area. Multiple transmit time slots are utilized
in URN, but the minimum number of overall transmit time slots is considered in a relay
transmission for efficient resource management and without performance degradation
of UEs within its original coverage due to reduced service opportunity by the BS. The
formulated joint UAV deployment and transmit time allocation problem is a mixed-integer
nonlinear problem, which is difficult to solve and requires huge computational effort to
achieve global optimality. To tackle this, a time-varying channel condition is approximated
to the channel expectation in URN. The joint optimization problem is decomposed in a
sequential manner. As a solution, we propose the fast and practical UAV deployment and
transmit time allocation (UDTA) algorithm, which consists of a novel time slot determina-
tion (TSD) algorithm and UAV deployment (UD) algorithm that determines the optimal
number of transmit time slots and optimal UAV location, respectively. Transmit power at
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BS and UAV is determined based on channel state information (CSI). To the best of our
knowledge, no such work on URN to optimize UAV deployment and resource allocation
for generalized multiple transmit time slots is conducted.

The paper is organized as follows. Section 2 describes a URN system model. In
Section 3, the joint UAV deployment and transmit time allocation problem for throughput
maximization of UEs is formulated. Section 4 optimizes the UAV location for given trans-
mit time slots, and the optimal number of transmit time slots is determined in Section 5.
Computational complexity of the proposed algorithm is analyzed in Section 6. Simula-
tion results in Section 7 demonstrate the optimality and low complexity of the proposed
algorithm, followed by the conclusion in Section 8.

2. System Model

We consider a downlink URN, where UAV is used as an aerial relay node to assist BS
transmission in the networks, as shown in Figure 1. Two UEs are considered in URN; a
UE at the cell edge, denoted as CU, and an isolated UE, denoted as IU. CU can receive a
signal from BS through BS-to-CU link, whereas IU can only receive a signal by the relay
transmission through BS-to-UAV-to-1U link due to severe pathloss attenuation or blockage
between BS and IU. We assume that UAV operates in a half-duplex mode, and hence two
transmission phases are considered. UAV receives data from BS in the first transmission
phase, and forwards it to IU in the second transmission phase. Multiple time slots are
allocated to each transmission phase to guarantee a reliable signal reception at both UAV
and IU. Full channel state information (CSI) is assumed at BS, but not at UAV.

7 4 = = <P»: Relay transmission
—): Direct transmission T UAV
¥ =§ 17
= > \4[,\{0
Sy,
~ -2'{'
HU,IU( Sh
V] Q’
Xy X
R B I
Timeslotindex : 1 2 Kno Knot1 Kno + Ko
NOTP oTP

Figure 1. UAV relay network.

We assume that UAV is located at the height of H over the line between BS and IU
to avoid unnecessary signal attenuation in relay transmissions. In addition, to investigate
the effect of interference from UAV to the cell (especially, the worst case of maximum
interference to the cell), CU is assumed to be located on the same line between BS and [U
for analytical simplicity. Thereby, UAV and ground nodes can be projected onto a plane
(i.e., x-z plane), which reduces to the line between BS and IU (i.e., x-axis). The location of
ground node v (v € {BS, IUu,C U}) can be represented by its x-coordinate x,, and the UAV
location, denoted as U, can be expressed as U = {x;, H}, where x; is the x-coordinate of
UAV. xcy < xy < xjy is assumed to set a strong UAV-to-1U link. Note that the projected
two-dimensional (2D) space includes the information on UAV height, so it can clearly
reflect the air-to-ground LOS channel characteristics in URN.
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2.1. Channel Modeling and Assumption

Conventional relay systems where all nodes are located on the ground consider only a
ground-to-ground link to characterize channels between nodes, whereas URN consists of
not only ground nodes (i.e., BS, CU and IU), but also an aerial node (i.e., UAV). Therefore, an
air-to-ground link should be considered along with a ground-to-ground link to characterize
channels in URN.

For a ground-to-ground link, a small-scale fading with a pathloss dependent large-
scale fading can be used to reflect a rich-scattering environment and a signal attenua-
tion [19]. In URN, the channel between BS and CU is modeled as th,Cudgg &» Where
hps,cu~exp(1) denotes the small-scale fading modeled by Rayleigh distribution, and
dgsé ¢y denotes the pathloss dependent large-scale fading. dgs cy; is the distance between
BS and CU, and B¢ denotes a pathloss exponent in a ground-to-ground link.

For an air-to-ground link, strong signals in LOS and Non-LOS (NLOS) links dominate
the channel characteristics and reduce the randomness of channel fluctuations. Hence, a
small-scale fading can be neglected, and only a pathloss dependent large-scale fading in
LOS and NLOS links is considered to model an air-to-ground channel in URN [8]. Ref. [20]
derives LOS probability of an air-to-ground link between UAV U and ground node v as

1
- 1+ Cexp(—B[0u,—C])’

]p-luos = F(QU,U) 1
where 07, is an elevation angle between UAV U and ground node v, as shown in Figure 1.
B and C are coefficients that reflect the characteristics of the environment, such as rural,
suburban and urban areas. Compared to a LOS link, an NLOS link experiences an ad-

ditional signal attenuation of ¢ [dB]. Therefore, an air-to-ground channel between UAV

U and ground node v can be modeled as d; gA (pfs +6Pyys), Where dy, 17 is the distance

between UAV U and ground node v, 84 is a pathloss exponent of air-to-ground link, and
pj,s and p;, . are the LOS and NLOS probabilities of the link between UAV U and ground
node v withp?, - =1—pj .

We assume that the channel condition between BS and CU is better than that between
BS and UAV (i.e., hBS,Cudgségu > dgf,{‘l(pfﬁ + gpfjlsos)). The distance between BS and UAV
is much longer than that between BS and CU (i.e., dps,;1 > dps c1r), because UAV should
be located close to IU for a reliable UAV-to-IU link. Due to a long distance between BS
and UAYV, a pathloss attenuation becomes dominant in the channel condition of LOS link
between BS and UAV. Hence, the channel condition between BS and UAV gets worse than
that between BS and CU [17].

2.2. Transmission Schemes in URN

Based on the result of [17] that a non-orthogonal transmission at BS outperforms an
orthogonal transmission in URN in terms of overall throughput of UEs in the cell, we
adopt the non-orthogonal transmission at BS in the first transmission phase, where BS
transmits a superposition-coded signal to CU and UAV simultaneously [21]. On the other
hands, in the second transmission phase, the orthogonal transmission is used at BS and
UAYV, where BS transmits a signal to CU, and UAV forwards the received data from BS in
the first transmission phase to IU. In the rest of this paper, the non-orthogonal transmission
phase (NOTP) and the orthogonal transmission phase (OTP) are used to represent the first
and second transmission phase, respectively.

2.3. Power Control Strategy and Overall Transmit Time Slots

A pairwise power control [22] is adopted at BS during entire transmit time slots of
URN to guarantee a required QoS in the cell while supporting a relay transmission to IU. In
NOTP, BS allocates Pps cy1 = phgsl,cudggrcu transmit power to BS-to-CU link to guarantee
a received signal power of p at CU, and the remaining transmit power at BS, Pgg s (i-e.,
Pps,u = Pg&™ — Pps,cu), is allocated to BS-to-UAV link, where P5¢™ is a maximum transmit
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power at BS. As a full CSI is available at BS, BS can determine Pgg ¢; depending on the
channel condition in a BS-to-CU link, and then Pgg ; can be determined. Similarly, in OTP,
BS holds a pairwise power control to guarantee the received signal power of p at CU. On
the other hand, since UAV has no CSI, UAV uses its maximum transmit power, P7%, to
provide seamless communication service to IU.

As illustrated in Figure 1, URN consists of overall n = Ky, + K, time slots, where
NOTP is composed of Ky, time slots with a time index ky,, € Kno = {1,..., Ky} and OTP
has K, time slots with a time index k, € Ko = {Kppo + 1,...,Kyo + Ko }. (Kyyo, Ky) denotes a
pair of time slots for each transmission phase.

3. URN: UAV Relay Network

3.1. Throughput of CU and IU

At a time slot kyo (Vkyo € Kno) in NOTP, BS transmits a superposition-coded signal
to CU and UAV simultaneously with transmit power Pgg cij(kno) = Phlgsl,cu(kno)dgg,cu
and Pgs y(kno) = P> — Pgs,cu(kno), as explained in Section 2.2. CU can perform the
successive interference cancellation (SIC) [21] to eliminate an interference from BS-to-UAV
link due to the channel assumption in Section 2.1 (i.e., th,cu(kno)dgg <y = d&%@(pﬁi +
gpflso 5))- On the other hand, UAV cannot eliminate an interference from BS-to-CU link.
Hence, the corresponding signal to interference plus noise ratios (SINRs) at CU, 2, (kno),
and UAV, ¢y (kno ), at a time slot ky, in NOTP can be expressed as

) = @
cu
Yu(kno) = PBSrU(kno)dggﬁ(Pﬁi(l —¢)+g¢)

_ - , ®)
Pys,cu(kno) gty (DPS (1 — ¢)+¢) +07

where dgg 4 (PPS(1—¢) +¢) in (3) represents the channel in BS-to-UAV link with LOS

probability pﬁg . 0'1-2 indicates the variance of additive white Gaussian noise (AWGN) at a
node i.

At a time slot k, (Vk, € Ko) in OTP, BS transmits a signal to CU, and UAV relays
the received data from BS in NOTP to IU. Therefore, the SINRs at CU, ¢, (k,), and IU,
Yru(ko), at a time slot k, in OTP can be given by

O (k)= —FP 4

weu (ko) Ty + 02, 4)
Praxd P (pIU(1 — ¢) +¢)

Yru(ke) = : > , ®)

iu

where I iy £ Pﬁ‘axdl}%‘u(pﬁg(l —¢) +¢) in (4) represents the interference from UAV to

CU. IU does not receive any interference from BS in OTP due to severe pathloss attenuation
in BS-to-IU link. ]p%l and ]plloli are the LOS probabilities of UAV-to-CU link and UAV-to-IU
link, respectively. Note that we assume that the adjacent cell utilizes different frequency
bands from that of the cell of interest to avoid the inter-cell interference, and that other
interference received at CU is negligible except that from the link between UAV and IU in
OTP, which is dominant.

From (2), (4) and (5), we can find that the SINR at CU in both transmission phases
and that at U in OTP are time-invariant (i.e., ¥, (kno) = 9%, 2, (ko) = 92 and
Yru (ko) = Yru, Vkno, ko) due to the pairwise power control and channel characteristics of
air-to-ground LOS link. However, the SINR at UAV in NOTP (i.e., (3)) is time-varying for
each time slot k,,, because Pgg ;(kno) and Pgg ciy(kno) vary with the channel condition of
BS-to-CU link.
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Based on the Shannon capacity theorem [19], the amount of received data at CU,
rgu(|Km, |), and at UAV, r%(|Kno ), in NOTP (Vky, € Kno) can be obtained using (2) and
(3) as

Kio

”cu (|Knol|) = Z fey f(Wet) Kno, (6)

kno=1
Kio

H(Knol) = Y. f(tu(kno)), @)

kno=1

respectively, where f(x) £ log(1 + x). (6) follows that each time slot has a unit length and
P, is a time-invariant.

Similarly, the amount of received data at CU, rgu(|Ko|), and at IU, 1’12u(|K0 ), in OTP
(Vk, € Ko) can be obtained using (4) and (5) as

rcu (|Kol) kZ f(ypey) = f(ey)Ko, )
071

i (1Kol) Z () = f(ru)Ko. ©)
ko=1

For the overall time slots 7, the average data rate of CU, R¢y; [bps/Hz], can be defined
by (6) and (8) as

1
Reu =~ (rgy(Kno|) + rgy (1Kol)), (10)

and the total amount of received data at IU via relay transmission, Dy [bit/Hz], can be
obtained by (7) and (9) as

D[u :mil’l(i’EﬂKnoD,r);u(|K0|))/ (11)

where (11) follows that the amount of transmitted data through a forwarding link (i.e., UAV-
to-IU link) cannot exceed that of received data at UAV via backhaul link (i.e., BS-to-UAV
link) in a relay transmission.

3.2. Problem Formulation: JUDTAP

The throughput maximization of UEs in URN is equivalent to maximizing R¢y; while
delivering the required amount of data to IU, Dy, during the minimum number of
overall time slots n with respect to UAV location U = {xy;, H} and transmit time slots
K = {Kpo, K, }. Hence, the multi-objective optimization problem, denoted as joint UAV
deployment and transmit time allocation problem (JUDTAP), can be formulated as (12)

JUDTAP: rlr}z}(x [Reu, %] (12)
s.t. Diy = Dreg (12a)

n =Ky + K, (12b)

Kpo > 1,Ko > 1 (12¢)

ko € Kno, ko € Kq (12d)

xcu < xy <xpy,H>0 (12¢)

where multi-objective function implies that the overall number of time slots 7 should be
minimized before the average data rate of R¢y; is maximized, as explained in Section 1.
(12a) shows the requirement on the amount of received data at IU. (12b)-(12d) represent the
constraints on the number of time slots in URN, and (12e) indicates the possible operation
range that UAV can be deployed.
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The JUDTAP is a mixed-integer nonlinear programming [23] and its combinatorial na-
ture makes the bulk of computational load to find a global optimal solution (i.e., U°Pt, K°Pt).
In addition, mutual-influence between UAV location and transmit periods in both trans-
mission phases makes it more difficult to be solved. For example, to maximize R¢y;, UAV
should be located close to IU to reduce interference from UAV to CU (i.e., Ij; cy in (4)).
However, it may increase Kj,,, eventually 7, to guarantee a data transmission in BS-to-UAV
link (i.e., to satisfy (12a)). Therefore, the JUDTAP cannot be solved by optimizing U and K
independently due to their close relationships.

One approach to solve the JUDTAP is updating U and K iteratively. However, these
procedures are not practical and cannot guarantee a convergence to global optimal solution.
Therefore, in this paper, we propose a fast and practical algorithm that finds U°P* and K°P*
in a sequential manner;

e Step 1: Find the optimal pair of (Ky,, K,), K°P!, that leads to a minimum 7.
e Step 2: Determine the optimal location of UAV, U°Pt.

The details on each step will be presented in Sections 4 and 5.

3.3. Analysis on Relay Transmission during Multiple Time Slots

As explained in the previous section, the relay transmission during multiple transmit
time slots makes it difficult to analyze the constraint on BS-to-UAV link in (12a) (i.e.,
r%( |Kno|) = Dreg). More specifically, a time-varying small-scale fading in BS-to-CU link
changes 7 (ko) in (3) and r%( |Kno|) in (7) for each time slot ky,, so it is challenging to find
optimal U and K that satisfy r%( |Kno|) > Dyeq. To cope with this issue, we introduce the
expected channel model in a ground-to-ground link (i.e., BS-to-CU link in URN) because the
effect of random fluctuation by small-scale fading during multiple time slots is negligible
and it is impractical to adjust the location of UAV for the short period of each time slot.
Therefore, E[hp S,Cu}dgsé ¢,y is used to model the channel condition of BS-to-CU link, where
Elhps,cu| represents the expectation of small-scale fading hpg (7 (k), Vk € Kno U Ko. The
expected channel model affects the pairwise power control at BS, and the SINR at UAV in
(3) as follows.

The pairwise power control at BS is simplified to a fixed power control. In NOTP, BS
allocates Pgs cyy = pE [hgslcu]’ldggrcu and Pgg; = P&* — P cy to BS-to-CU link and

BS-to-UAV link, respectively. Similarly, in OTP, BS allocates Pgs ciy = pE[hps,cul ’1d’gg cu
to BS-to-CU link. ’
The time-varying SINR at UAV in NOTP (i.e., 7 (kno), Vkno in (3)) can be replaced
into a time-invariant ¢y due to Pgs ¢y and Ppg ;. The amount of received data at UAV in
(7) can be simplified as 7%(|Kno|), where 7%(|Kno|) = f(%11)Kno-
Therefore, the constraint (12a) can be expressed as

Diy = Dreg
P d—ﬁA BS 1— Dre,
_ BS,UijU(lI;pSIDS( ¢) +6) >2 Koo -1, (13)
PBS,CUdBS,u(Iplos(l —-3) "’Q)"HTU
Aty o
and PG =5 (ppos(1 —¢) +¢) 2 2% —1, (14)
u

where (13) and (14) are obtained from time-invariant 1"5( |Kno|) and (9), respectively.
After rearranging above two inequalities, the left terms of (13) and (14) can be ex-
pressed with respect to LOS probability, which are given as

F(0u,Bs) > Xps(du,s, Kno), (15)
F(Ou,u) > Xu(duu, Ko), (16)
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where
(zifff - 1)%
d PA(1—
XBS (du,BS/ Kno) é U,BS( Q) c

Dreq _ 1-—
(Pp&> — 2%w Pyg cyy) ¢

, (17)

(2‘1’2" _ 1)#
A du,lﬁ(lfg) ¢
B Ppax C1-¢

Xiu(du,u, Ko)

(18)

Based on (15)—(18), a sequential algorithm for Steps 1 and 2 is derived in the following
sections.

4. UAV Deployment

In this section, we investigate the effect of UAV location on the network performance,
and derive the optimal UAV location, U°P. For this purpose, we assume that the transmit
time allocation is given (i.e., (Ky, K,)) and guarantees the existence of UAV locations
that can provide a reliable relay transmission to IU. We utilize distance and elevation
angle in x-z plane to reflect the channel characteristics between UAV and ground node in
Section 2.1. © = {6y,,|v € {BS,CU,IU}} and D = {d;;i,j € {BS, U, IU,CU}} represent
sets of elevation angles and distances respectively, and the UAV location U = {x;, i} in
(12) can be expressed as U = {dy;,, 00}

4.1. UAV Deployment Problem

Based on (2) and (4), the maximization of multi-objective function for a given time
allocation in JUDTAP is equivalent to the minimization of interference from UAV to CU
(i.e., minimization of Ij; c(y in (4)). The constraint (12a) can be replaced by (15) and (16), and
the constraints (12b)—(12d) can be omitted because the transmit time allocation is given.

Therefore, for a given time allocation, JUDTAP reduces to UAV deployment problem
(UDP), which can be formulated as (19) with respect to ® and D.

UDP: min Ay (FOu,cu) (1 - ) +¢) (19)
s.t. F(6u,Bs) = Xps(du,ps|Kno), (19a)
F(0u, iy > Xmu(du,ulKo), (19b)

dps,cu < du,scos(8u,s) < dps,iu- (19¢)

The objective function is given by I cy/ P7*. (19a) and (19b) are the constraints of
BS-to-UAV link and UAV-to-IU link, respectively, and derived from (15)—(18) by replacing
XBs(du,ps, Kno) and Xy (du,ru, Ko) with Xps(dy,s|Kno) and Xy (du,iu|Ko) due to the
assumption on time allocation. (19c) represents the UAV operation range that UAV can be
deployed (i.e., (12e) of JUDTAP).

The optimal solution of UDP (i.e., O°Pt, DOPY) determines the optimal UAV location,
U°Pt fora given time allocation. However, all the elements of ® and D should be consid-
ered simultaneously to find U°Pt 50 no closed-form solution to UDP exists. Therefore, we
propose UAV deployment (UD) algorithm, which updates the UAV location iteratively to
reach U°P! based on search areas and directions. In the following section, we define search
areas and directions for a given UAV location, and investigate them to update the UAV
location toward U°Pt.

4.2. Search Areas and Directions

For a given location of UAV U, we define search areas and directions using lines and
circles as shown in Figure 2, where UAV and ground nodes are placed on the x-z plane as
explained in Section 2. UAVs on a line have the same elevation angle of 8y, from ground
node v (i.e., v € {CU, BS, IU}), while those on a circle have equal distance of dy;, from
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ground node v to UAV. The line and circle inside dashed-rectangle (i.e., UAV operation
range) in Figure 2b define the search areas considering the interference from UAV to CU,
while those in Figure 2c,d represent the search directions based on each relay transmission
link. All the search areas and directions for a given UAV location are integrated in Figure 2a.
The search areas and directions change when a given UAV location is updated. Therefore,
we investigate search areas and directions for the given location of UAV U, UY, to find the
updated location of UAV U, UY',

Relations

(gu’ CU) <F (6,, Cu)

B B,
dy oy < dycy

(eu’ CU) > F (911 cu)

B B
dy i <dycy

F(6y ) <F(By,cu)

B, B,
du’ ?U > dU C[I‘J

F(6y,cy) > F(8cv)

5 )
dyi > dycy

(a) (b)
' R .
UU along Relations | UU,a|ong Relations
-
Direction | Oy’ ps = Ouss 3 Dlrectlon - ! Direction | 6y’ ;y = byw
dyr g >d ! | d >d
(O] v'ps > dups N \\ Dlrectmn ‘ o) vy > Guu
Direction | 0u’5s > Oups i ' Direction | 0y 1y > 6y u
@ dy' ps = dy,ps l f\ i @ dyty = duy
Direction | 6u’ss < fuss Dn'ectloy \\ i Direction | 8y 1y <8y
® dyr gs = dyps ])lrectlon ~ ' ® dy' iy = dy
Direction | fv'5s = Ouss g w1 ® i N o Direction | 9y/;y = by
@ dy' ps < dy,ps BS CU U @ dyt gy <dyy
(c) (d)

Figure 2. Search areas and directions for updating UY toward UY'. (a) The integrated search areas and directions for
UY. (b) Four search areas for UY' based on the objective function of (19) (i.e., link between UAV and CU). (c) Four search
directions for UY’ based on the constraint (19a) (i.e., link between BS and UAV). (d) Four search directions for UY' based on
the constraint (19b) (i.e., link between UAV and IU).

4.2.1. Search Area

The search areas ®-®@ in Figure 2b are divided by the line and circle based on CU
location and UY. UAV U should move towards the area where the interference from UAV
U’ to CU (i.e., objective function in (19)) decreases. When UAV U moves into Area @, both
F(0y,cu) and d&fgc/‘u in (19) decreases due to smaller 6;; ¢ and longer di; cyy. Any UAV
locations within Area @ always reduce the UAV-to-CU interference, hence, Area @ is a
potential search area for UY'. On the other hand, all UAV locations in Area ® increases
both F(0y cyy) and d ;I%‘U' Therefore, they cannot decrease the objective function in (19),
thereby excluding Area @ from potential search areas.

The search areas @ and ® possess the uncertainty on the interference from UAV U’ to
CU. UAV locations within Area @ decrease da%‘u, but increase the F(6y; cyy), while those
within Area ® results in the opposite. However, when UAV U’ is within Area @, a pathloss
attenuation dominates the LOS connection in BS-to-CU link. More specifically, F(6; cir)
is close to one due to large 0/ cq; [20], but diy ¢y can be sufficiently large so that d u{g cu
becomes a dominant factor in the objective function of (19). Therefore, UAV locations
within Area @ can reduce the UAV-to-CU interference compared to given UAV location
UY. On the other hand, UAV locations within Area ® makes more severe UAV-to-CU
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interference due to proximity of their locations, hence, Area ® cannot be the potential
search area.

*  Observation 1: The objective function in (19) can be decreased by moving UAV into
Area @ or @ in Figure 2b.

The Observation 1 is directly applicable for a feasible UAV location (which satisfies
the constraints (19a) and (19b)) to reduce the UAV-to-CU interference. On the other hands,
when UAV location cannot satisfy the constraints (i.e., infeasible UAV location), Observation
1 and the channel condition of relay transmission links should be considered simultaneously
to find a feasible UAV location and to reduce the objective function in (19). In the following
subsection, we examine the search directions to satisfy the constraints and decrease the
objective function in (19) simultaneously.

4.2.2. Search Directions

Although the potential search areas that can be used to find UY' from UY are described
on Observation 1, there is no clue on UY" within the potential area. Hence, the points on a
line or a circle within the potential search area are utilized to determine U In particular,
search directions in Figure 2c,d are examined to move UAV U into the feasible UAV location
UY when UY cannot satisfy the constraints (19a) or (19b).

From the constraints, there are four cases (i.e., C1, C;, C, and C,) to be considered
at UY. C; and C; indicate that UY satisfies (19a) and (19b) respectively, while C; and C,
represent that it does not. Each case follows a different search direction in Figure 2c for C;
and C; and in Figure 2d for C; and C;.

Cy and C; indicate that UY' can be found based on Observation 1 to decrease the
objective function in (19). In the case of Cy, Direction @ or @ in Figure 2c should be selected
because they are within the potential search areas ® and @ in Figure 2b (see Figure 2a). For
the same reason, Direction @, @ or @ of Figure 2d should be selected in case of Cs.

C1 and C, represent that UY cannot satisfy the constraints (19a) and (19b) due to
poor channel conditions in BS-to-UAV and UAV-to-IU link, hence resulting in F(6;ps) <
Xps(du,ps|Kno) and F(0u,rur) < Xpu(du,iu|Ko) respectively. Therefore, to find the feasible
UAV location Uu/, 0y » should be increased along a circle or dy; , should be decreased along
a line in Figure 2¢ (when v = BS) and Figure 2d (when v = IU). This is because F(6y; )
v € {BS,IU}, Xps(dyps|Kno) and Xy (dy, ju|Ko) are increasing functions of 6y, dis s
and dy ryj, respectively.

In the case of C;, the movement of UAV U along Direction @ in Figure 2c decreases
dir,s, while that along Direction @ increases 07 ps. Direction @ always provides the
feasible UAV location UY’ that satisfies (19a), while Direction @ could find it only when
Xps(du,s|Kno) < 1because max F(0 gs) = 1. Similarly, in the case of C,, the movement
of UAV U along Direction @ in Figure 2d increases 6y; 7, while that along Direction @
in Figure 2d decreases dy; ji;. Direction @ could find the feasible UAV location UY' that
satisfies (19b) only when X7 (dy 1u|Ko) < 1.

e Observation 2 (C1): When UY satisfies the constraint (19a), Direction @ along a line or
Direction @ along a circle in Figure 2¢ should be selected to determine uv’.

e Observation 3 (C;): When UY cannot satisfy the constraint (19a), Direction @ along a
line in Figure 2c always provides the feasible UAV location UY, while Direction @
along a circle in Figure 2¢ could find uv only when Xps(dy ps|Kno) < 1.

e Observation 4 (C;): When UY satisfies the constraint (19b), Direction ® or @ along a
line, or Direction @ along a circle in Figure 2d should be selected to determine uv’,

e Observation 5 (C;): When UY cannot satisfy the constraint (19b), Direction @ along a
line in Figure 2d always provides the feasible UAV location UY’, while Direction @
along a circle in Figure 2d could find UY" only when Xy (dy; /Ko ) < 1.
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4.2.3. Combined Search Directions

The Observations 2-5 should be integrated to consider the constraints (19a) and (19b)
together. First, Observations 2 and 4 can be used to decrease the objective function in
(19) for the case of C;NC, where C;NC, indicates that UY is a feasible UAV location and
satisfies both (19a) and (19b). As in Figure 2, the movement along Direction @ in Figure 2c

and Direction @ in Figure 2d decreases both F(0y; ;) and d&%‘u in (19). They have the
same properties, but differ on moving along line and circle, respectively. Similarly, the
movement along Direction @ in Figure 2c and Direction @ in Figure 2d decreases d &,%*u and
achieves large 0y ¢, resulting in F(0; cy7) =~ 1. Either direction that has same properties
can be selected for the movement towards U°Pt. However, it is preferable to select search
direction moving along a line (i.e., Direction @ in Figure 2c and Direction @ in Figure 2d) to
reduce computation time, which will be discussed in Section 4.3. Note that, UAV locations
along Direction @ in Figure 2d could break the constraint (19a) due to insufficient height of
UAV and small 8y gs, therefore, it is not an option for C;NCs.

e Observation 6 (C;NCy): When UY satisfies both the constraints (19a) and (19b), uv
will be found along Direction @ in Figure 2¢ or Direction @ in Figure 2d.

When UY is infeasible location, there are three cases (i.e., C;NCy, C1NC, and C;NG,)
to be considered. However, it is clear that C;NC, C C; and C;NC, C Gy, therefore, Obser-
vations 3 and 5 will be solutions for each case.

e Observation 7 (C;NCy): When UY satisfies the constrains (19b), but (19a), Direction @
with the condition on Xpg(dy; gs|Kno) or Direction @ in Figure 2¢ should be selected
to find UY' that satisfies (19a).

e Observation 8 (C;NC,): When UY satisfies the constraints (19a), but (19b), Direction
@ with the condition on X7 (dir, 117/ Ko) or Direction @ in Figure 2d should be selected
to find UY' that satisfies (19b).

Lastly, C;NC; indicates that UY cannot satisfy both constraints on relay transmission
links. Unfortunately, there is no solution based on Observations 3 and 5. For example, if
UAV U moves along Direction @ in Figure 2c to make (19a) satisfied (which is opposite
to Direction @ in Figure 2d suggested in Observation 5 for the satisfaction of (19b)), it
causes dy,ju < dyp,ju and Oy, iy > Oy qu, thereby resulting in F(Oyr ) < F(Ou,u) <
X (dyu,iulKo) < Xpu(duyr julKo) (i-e., (19Db) is still not satisfied). Similarly, other search
directions on Observations 3 and 5 also cannot simultaneously improve both relay trans-
mission links, so we declare that no feasible UAV location exists for the case of C;NC,. To
deal with this issue, more transmit time slots should be allocated to the relay transmission,
which will be discussed in Section 5.

e Observation 9 (C;NC,): When UY cannot satisfy both constraints (19a) and (19b), no

feasible UAV location UY’ exists without allocating more transmit time slots to relay
transmission.

4.3. UAV Deployment (UD) Algorithm

In this section, we propose a novel UAV deployment (UD) algorithm for a given
time allocation based on search directions. The constraints (19a) and (19b) are described
graphically in Figure 3a as parabolic curves C, and Cp,, which are drawn with an equality
in (19a) and (19b) respectively. The UAV locations inside C, and C,, satisfy the constraints
(19a) and (19b) respectively, therefore, areas for C; N Cy, C; N Cy, C; N Cy, and C; NG, (ie.,
Acineys Acyncyr Acyne,s and A n¢,) can be defined as in Figure 3a. In particular, Ac,nc,
(see dashed area in Figure 3a) is of special interest to find the optimal UAV location U°P*
because it indicates the feasible UAV locations and always includes U°P*. The U°P* will be
determined to be on either C, or C, within Ac,nc, (refer to Section 4.6 in [24]), especially
near the upper point of intersection of C; and Cj to minimize the interference between UAV
and CU. Note that Ac ¢, always exists due to the assumption at the beginning of Section 4
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that the given transmit time allocation (Kj,, K,) guarantees the existence of feasible UAV
locations.
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Figure 3. The UAV deployment (UD) algorithm. (a) Three areas for UY with respect to constraints (19a) and (19b). U°F* is
within A, nc, (specifically, either Ac=nc, or Ac,nc;). (b) [Step 1] on UD algorithm to determine UY' = U/ from UY = Ui,
(c) [Step 2] on UD algorithm to update U/ until UY' is determined outside Ac,nc,- (d) [Step 3] on UD algorithm to determine
U%* and terminate the algorithm.

We introduce two more cases Ci~ and C;, which represent that current UAV location
satisfies the constraints (19a) and (19b) with an equality, respectively. Hence, it is clear that
curve C, consists of Aclzmcz and ACfﬂC_z' whereas Cj, is composed of Acincs and AC‘mC;
In addition, Ac,nc, includes ACTQCZ and Ac, nCy (see Figure 3a).

The UD algorithm consists of three steps: [Step 1] for finding a feasible UAV location
U/ from an initial UAV location U™, [Step 2] for updating Uf towards U°Pt, and [Step
3] for determining U°P! and terminating the algorithm. Figure 3b,d represent three steps
respectively, and search directions along a line or a circle have the same properties as those
in Figure 2.

4.3.1. [Step 1] Finding U/ from U™

To utilize Observations for search directions, it is essential to place an initial UAV at
an arbitrary location. We suggest that the initial UAV location U™ = UY be at the point of
intersection of Cj, and line in Figure 2d with 07 r;7 ~ 90° (e.g., “#’ in Figure 3b). This point
belongs to A¢, >, hence Direction ® on Observation 7 can be applied to find uf =uv

by decreasing di; ps along the line between BS and U™ Since this line always passes
through Ac,nc,, the feasible UAV location U/ can be found within Ac,nc,, specifically at
the intersection of ACI: nc, and the line (e.g., “®” in Figure 3b) to minimize interference from
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UAV to CU. Therefore, Uf = UY' = {d u’ Bs,Bu,Bs} can be obtained by directly calculating
dyp s from (19a) as

dur ps = Xpg (F(0u,Bs) |Kno), (20)

where X4 (- |Kyo) is the inverse function of Xps(+|Knuo) and 617 ps = 61 ps is the elevation
angle between BS and U™,

Alternatively, U™ at the intersection of C, and line in Figure 2c with 6y ps = 90° (e.g.,
“#’ in Figure 3b) can be considered, and it is within Acrne, © Acing,: Based on Direction

® on Observation 8, Uf = UU' = {dw 1u,0u,1u} can be determined to be on C;, where
du iy = Xp (FOu,1u) [Ko)- (21)

It is obtained by taking the inverse function of X;i;(+|Ko), X1 (- |Ko), to (19b) with
Ouiu = 0w 1u-

4.3.2. [Step 2] Updating U/

[Step 1] finds the feasible UAV location U/ (= UY in this step) within Aclz nc, on Cy,
or Ac,ncy on Cp. [Step 2] updates UY iteratively towards U°P! and near upper point of
intersection of C, and C;, as shown in Figure 3c. ACfﬁCZ and ACmCz: belong to Ac,nc,,
hence, Observation 6 can be applied. When UY is within ACI:QCZ on C; (e.g., '® in
Figure 3c¢), Y = {dw 1u,0u,1u} will be on Cp, by increasing dyy,ji; along Direction @ in
Figure 2d, according to (21). On the other hand, when UY is within ACIQCZ: on Gy (e.g.,
‘S’ in Figure 3c), vy = {dy s, 0u s} will be obtained on C, by increasing dy; ps along
Direction @ in Figure 2c¢ based on (20). The newly obtained UY’ becomes UY for the next
procedure to draw a line for search directions. These procedures iterate until UY' locates
on either C; or C;, outside Ac,nc,, but near the upper intersection point of C;, and Cy, (e.g.,
‘4’ in Figure 3c).

Note that, search directions along the line (i.e., Direction @ in Figure 2¢,d) are selected
on Observation 6 rather than those along the circle (i.e., Direction @ in Figure 2¢,d). Since
(19a) is not a function of 8y 117, Direction @ in Figure 2d cannot find UY' within AC]= NG,
(e.g., ‘® in Figure 3c) from UY within ACmC; directly, but numerically by searching 0, ;,,
as

Our iy = Ou,u + min Ag (22)

s.t. UY satisfies (19a) with an equality,

where Ag is an increment of 67 ji; and dyp ;i; = dy, 1. Similarly, Direction @ in Figure 2c re-
quires numerical updating 6y; ps to find UY' within Acincs (e.g., "%’ in Figure 3c) from uY
within Ac=nc,. These numerical updates increase computation time on Step 2, therefore, it
is preferable to select Direction @ in Figure 2c and Direction @ in Figure 2d on Observation
6, thereby determining UY' from (20) or (21) directly.

4.3.3. [Step 3] Determining U°P*

[Step 2] places UY at‘# in Figure 3c, which is outside Ac,nc,. [Step 3] puts it back at
a point either on C, or C;, within Ac,c,, and then declares the optimal UAV location yert,

Observations 7 and 8 can be utilized for this step because UY' from [Step 2] (=UY in
this step) is on either C, or C;, outside Ac,c,, specifically Acene, OF Agincs - When UY is
within Ac=ne, (e.g., "# in Figure 3d), Direction @ on Observation 8 can be applied using
(21) to put UY" on C;,, while Direction ® on Observation 7 can be utilized to place uY on
C, using (20) when UY is within Aginc;y (e.g., " in Figure 3d). If newly obtained o'
is within Ac,nc,, more accurately Aclz nc, or AC10C2:f the UD algorithm declares that it is
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U°Pt, and terminates. If not, it repeats [Step 3] until UY' is within ACI: nC, Or ACmC; The
details of UD algorithm are summarized in the Algorithm 1.

Algorithm 1 UD algorithm.

Input: (K, Ko).
Output: Optimal UAV location U°P*.
Step 1. Find U/ from U™: .
1: initial UAV location is determined as U™ = {d; i1, 0,1
= {XfL}(F(eu,lu) [Ko), Ou,iu} with 0y, ru ~ 90°.
2: update U"" following Direction @ in Figure 2c based on (20).
Then, U/ within Acznc, is obtained, and go to Step 2.
Step 2. Update U/ towards U°Pt:
3: if U/ is within Ac=ng, then
find UY' following Direction @ in Figure 2d based on (21).
. else if Uf is within Acync; then

: end if
+ if U4 is within Ac-,¢, then
UY « UY, and go to Step 3.

10: else
11: U « Uu/, and go to line 3.
12: end if
Step 3. Determine U°Pt;
13: if UY is within A, then
14:  find UY following Direction @ in Figure 2d based on (21).
15: else if UY is within AC_WCZZ then

4
5
6:  find UY following Direction @ in Figure 2c based on (20).
7
8
9

16:  find UY following Direction @ in Figure 2¢ based on (20).
17: end if

18: if UY' is within Ac=nc, or Acyncs then

19: Ut Uu’, and terminates the algorithm.

20: else

21:  gotoline 13.

22: end if

5. Optimal Number of Transmit Time Slots

To maximize the multi-objective function of JUDTAP in (12), the overall number of
time slots n that guarantees a reliable relay transmission to IU should be minimized before
UD algorithm is performed. Hence, in this section, we propose the time slot determination
(TSD) algorithm to determine an optimal pair of time slots (K%t, KF t), equivalently the

minimum (optimal) number of overall time slots of n°P! = K,ijt +K? L

5.1. Existence of Feasible UAV Locations

In Section 4, UD algorithm is proposed to find U°P! with the assumption that the given
time allocation (Kj,, K,) guarantees the existence of feasible UAV locations, equivalently
Ac,nc,, that satisfies both constraint (19a) and (19b). However, when K, and K, are
not enough for reliable relay transmissions, Ac,nc, in Figure 3a does not exist for U°Pt,
Therefore, it is critical to select a proper pair of (K;,, K,), but we consider the minimum
Kyo and K, as an optimum in the resource-efficiency aspect. In addition, scanning all UAV
operation range (i.e., inside dashed rectangular in Figure 2) to check the existence of Ac ¢,
for each possible (Ko, K,) is impractical. Therefore, a time-efficient determination for the
existence of Ac nc, should be considered. This can be realized by utilizing [Step 1] of
UD algorithm. If U/ within Aclzﬂcz can be found from U™, Ac,nc, exists for (Kj, Ko)

to guarantee a reliable relay transmission. On the other hand, if [Step 1] cannot find U/
within Aclz NGy, (Kno, Ko) is not enough to satisfy both constraints on relay transmission
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(12a), thereby resulting in absence of Ac,c,. Hence, more time slots should be allocated
for a reliable relay transmission.

5.2. Time Slot Determination (TSD) Algorithm

In this section, we propose a novel time slot determination (TSD) algorithm to de-
rive the minimum number of overall time slots n°F¢ along with (K%t, Kf,’”t) for a reliable
relay transmission. First, it defines [,,;;, and /;;4x with the assumption of K;;, = K,, and
utilizes them to reduce the search range for Kﬁé’t and K.F ! liyin is the minimum number
of time slots where (Ko, Ko) = (Liyin,Imin) could provide Ac,nc,, but not necessarily guar-
antee it, whereas [y is the number of time slots that does guarantee Ac,nc, for (Ko,

Ko) = (Lmaxmax)- Imin is determined by the upper bounds of dy; ps and dy; 111, denoted as
d}i%s (Kno) and diffi; (K,), while Lyay is obtained based on I, and utilized to find (K,
KSP'y and noPt.

5.2.1. Determination of /,,;;,,

The [,,;, aims at restricting search range, thereby reducing a computation time for
(K9P, KOP'). Tt does not require guaranteeing Ac,nc, necessarily, but provides a lower
bound for [;;4x. It can be derived from maximum distances of dy; ps and dy; 1z, d’ﬁ%‘s (Kyo)
and d{%;(K,), for each Ky and K,. From (15) and (16), dyps < ngl(F(Gu,Bs),Kno)
and dyy iy < XI_I} (F(6u,1u),Ko) can be obtained, and the right terms of both inequalities

dmux

are increasing functions of F(0y,gs) and F(0u,ju) respectively. Hence, d{j%s(Kno) and
{17y (Ko) can be defined as

U185 (Kno) £ X3 (F(6u1,85), Kno) F(9y, ) =1 = X (1 Kno), (23)
T (Ko) 2 X1 (F(8u,1u), Ko) (o ) =1 = X (L Ko), (24)

where F(0y,) = 1,i € {BS,IU} because max F(0y,1) = 1. Note that d{j%5(Kno) and
d"&fll"u (KO) are increasing functions of K, and K,, respectively.
Using (23) and (24), I,;,;,, is defined as

Imin = argmin d"l},”gs (z) + {'}afcu (z) > dgps 1u, (25)
Z€Z>0

where z is a positive integer indicating z = Ky, = Ko, and dpg 111 is a distance between
BS and IU. The I ,in given by (25) makes two circles drawn at ground node i with radius
A% (Imin), i € {BS,IU} (ie., blue and dashed green circles in Figure 2a) overlap each
other. As aforementioned, the feasible UAV locations could exist within an overlapped
region by two circles, but not guaranteed because the derivation of /,,;, starts with the
assumption of F(0y;;) = 1,i € {BS,IU} in (23) and (24).

5.2.2. Determination of I,y

If a feasible UAV location exists for (Kyo, Ko) = (Imin, Imin), Imax can be determined
as Lyax = Lyin by the definition. Otherwise, I, should be greater than [,,;,, such that a
feasible UAV location exists for (Ky, Ko) = (Imax, Imax)- In addition, K, and K,, both less
than /,,,;,,, do not need to be considered because it can not provide Ac,nc,. Hence, l;yax can
be obtained as

Imax = arg min (lmin + 2, Imin + Z)/ (26)
Imin+z
s.t z € Z>p and

Ac,nc, exists for (Ko, Ko) = (Imin+2, Imin+2),
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where z is a non-negative integer value. If a feasible UAV location exists for (K, K,) =
(Imin, Imin ), 2 = 0, and otherwise, z > 0. Note that it is obvious that n°P! < 2I;,, because a
feasible UAV location always exists for (Kyo, Ko) = (Imax, Imax)-

5.2.3. Determination of (K,%’t, KF t)

Based on [y, the initial number of overall time slots is defined as #;,,; = 2l,;14x. The
TSD algorithm targets to the minimum number of overall time slots, so K;;, and K, can be
different even though n;,,; is derived from the assumption of K, = K,. In addition, for each
number of overall time slot #, it is preferable to maximize K}, to achieve maximum Ry,
because the SINR at CU in NOTP (i.e., (2)) is larger than that in OTP (i.e., (4)). Therefore,
n°P* will be determined by any pair of (Ky,, K,), which leads to the minimum K, + K,.
However, when n°P! is given, (K%t, Kgpt) is preferred to be (Kj,o, Ko) with K;;, > K, if exists.

Figure 4 represents a way to update Kj,, and K, towards Kff;t and Kgpt. The row and
column of the table indicate values of K, and Kj,,. K, is upper bounded by I, because
(Ko, Ko) = (Imax — 2z, Imax + 2), 2 € Z for nj,; = 2lmax cannot achieve K,;, > K,. Each
element of table denotes the sum of row and column values (i.e., the number of overall
time slots), and pairs of K;;, and K, resulting in Ky, + Ky > 2l4, are out of interest
(i.e., upper triangle in Figure 4). To find (K%’t,Kgp t), an initial time allocation is set to
(Kno, Ko) = (Lmax, Imax ), n°P* = ny,;, and two rules for updating (Ky,, K,) are defined as
follows:

K. Kno K,
K, no Linax Lnax + 1 Lnax + 2 K, ]l ome1 m K| m m+1
2max-] | 2lnax®
1 max max opt
max - (Initial) Kno + Ko > 2lmax 2 1 z mila 1 [QDm+l ) +1 i+
lmax -1 I
21 -1 21 _ _
max max -1 / mal—1 -1
lmax =2 2lmax H I H /
"4 ¥ v
« Initial (Kno, Ko) = (lmax> lmax) : Feasible UAV location always exists. [Rule 1-7] [Rule 1-2] [Rule 2] [Rule 2]

— TSD algorithm updates (L;qx, lmax) based on [Rule 1].

rules for (Kpo, Kp).

(m+1+1<n) (m+1+2>n°h)
@©): Feasible UAV location exists for (Ko, K,).
@ : No feasible UAV location exists for (Kno, Ko).

(a) (b)
Figure 4. Part 2 on the time slot determination (TSD) algorithm. (a) Updating initial (Kyo, Ko) = (Imax, Imax)- (b) Updating

[Rule 1]

If a feasible UAV location exists for (Ky, K,) = (m, 1), update n°P* as m + I and check
the existence of feasible UAV location for (K, K,) = (m,l — 1) and (Kyp, K,) = (m —1,1),
obtained by downward and leftward movements in Figure 4 to decrease K, and Ky,
respectively.

[Rule 1-1] If a feasible UAV location exists only for (K, K,) = (m —1,1), update n°P*
as m + 1 — 1 and repeat [Rule 1] at (Kp, K,) = (m —1,1).
[Rule 1-2] If a feasible UAV location exists for (Ko, K,) = (m,1 — 1), update n°?" as
m + 1 —1 and repeat [Rule 1] at (Ky, Ko) = (m,1 —1).

[Rule 2]

If no feasible UAV location exists for (Ko, K,) = (m,I) and m + [ +1 < n°P*, move
right in Figure 4 to increase K;;, and check the existence of feasible UAV location for
(Kno, Ko) = (m+1,1).

[Rule 1] aims at checking the availability of smaller n°Pf, while [Rule 2] is to inves-
tigate the existence of (Kyo, K,) with K, > K, for the candidate n°Pt. When feasible
UAV locations exist for both (K, Ky) = (m —1,1) and (Ky, Kp) = (m,1 —1) in [Rule 1],
(Ko, Ko) = (m,I — 1) in [Rule 1-2] is selected to maximize Ky, for n°?* = m + 1 — 1. TSD
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algorithm terminates when (Ky,o, Ko) = (m + 1,1) in [Rule 2] results in m + 1 + 1 > n°P%.
The last updated 7°P! is minimum (optimal) number of overall time slots, and (Ky,, K,),
which leads to n°Pf, becomes (K%t,Kgp t).

5.2.4. TSD Algorithm

Details of the TSD algorithm are summarized in Algorithm 2. Part 1 determines /,;;,
and lyyqy from (25) and (26), respectively. Part 2 derives n°P! and (K%t, KF t) from (Ko, Kop)
= (Lmax, lmax) by the updating rules for (K, K,). Note that only a few iterations are required
on Part 2 of the TSD algorithm. From (26), it is clear that (Kyo, Ky) = (Imax — 1, Imax — 1)
with n = 2lnax — 2 does not provide a feasible UAV location. This results from the
assumption of K, = Ky, hence, n = 2l — 2 could give a feasible UAV location when
K, is different from K,. However, there is little chance for such a case to obtain a valid
(Ko, Ko) with n = 2lmax — 2 because Ky, or K, may be too small to set a reliable relay link
between BS and UAV or between UAV and IU. In other words, a leftward or a downward
movement in Figure 4 may be enough once or twice to reach n°?!, and so may a rightward
movement to maximize Ky, for the same reason. Therefore, the TSD algorithm reduces
a search time dramatically compared to exhaustive algorithm or others, hence delivers

Kot = (Ko, K9P quickly.

Algorithm 2 TSD algorithm.

Part 1. Calculate of [,,,;, and Inax.
1: Determine I, using (25).
2: Determine Imax using (26).

Part 2: Find (K%t,Kgpt).

Input: (Imax, Imax)-

Output: (K%t,Kgpt),nopt.

Initialization: (Kyo, Ko) < (Imax, Imax ), 1°P" <= 2Imax.
3: if feasible UAV location exists for (Ky,, K,) then
4:  if feasible UAV location exists for (Kyy, K, — 1) then
5 (KSP' KSPYY (Ko, Ko — 1), 1Pt < Ko + Ko — 1.
6 (Ko, Ko)  (Kpo, Ko — 1), and go to line 3.
7:  else if feasible UAV location exists for (K, — 1, K,) then
8
9

(K KSPYY (Ko — 1,K,), 1Pt < Ko + Ko — 1.
(Kno, Ko) < (Kno — 1,K,), and go to line 3.

10: end if

11: else

12:  if Kyp + Ko + 1 < n°Pf then

13: (Ko, Ko) ¢ (Kno +1,K,), and go to line 3.
14: else

15: Terminate the algorithm.

16: end if

17: end if

6. UAV Deployment and Time Allocation Algorithm

The TSD and UD algorithms are presented to determine K°Pt={Kf£t,Kgpt} and to
decide U°P! for K°Pt, respectively. The JUDTAP can be solved by UAV deployment and
transmit time allocation (UDTA) algorithm, which consists of TSD and UD algorithms
and runs them in a sequential manner. Details of UDTA algorithm are summarized in
Algorithm 3. As mentioned in Sections 4 and 5, TSD and UD algorithms reduce search range
for K°P! and search area for U°P! respectively, thereby requiring much less computation
time over exhaustive search algorithm. In the following subsection, a computational
complexity is analyzed with respect to the total number of computations, considered for
searching and determining K°P* and U°Pt.
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Algorithm 3 UDTA algorithm.

Input: Dyeq, xps, xcy, and xy.
Output: K°Pt, U°Pt,
Part 1: Optimal number of time slots.
1: Find i and tmax from Part 1 on TSD algorithm.
2: Find K°P! :(K%]t, KJP t) from Part 2 on TSD algorithm.
Part 2: Optimal UAV location.

3: Based on (Kf,f)”,Kg’” t), find U°P! using UD algorithm.

Complexity Analysis

To determine the number of UAV locations for an exhaustive search, we consider that
a grid is superimposed over the operation range (i.e., dashed rectangular in Figure 2a)
with lines separated by A; [m]. As a result, the number of UAV locations to be consid-
ered increases as A; decreases. Total computations for an exhaustive search is derived

nOPt (0Pt 1)
as O(A;) = [%—‘ ’ [%—‘ is the number of UAV locations within the opera-
d d
t t_
tion range of S [m?], where [-] is rounding up to the nearest integer. w is the

number of combinations for (K, K,) to find (Kff;t, KF t) from initial (Kuo, K,) = (1,1).

Hence, O(A;) indicates that [%—‘ locations for their feasibility need to be considered
d

for each time allocation (Ko, K,). On the other hand, the UDTA algorithm requires at
max — K|+ bnax— K"

most Ly, + 2|tmax=lmin| e + 10 number of computations to find K°Pt
and U°Pt. On TSD algorithm, /,,;, computations are required in (25) to determine I,,;;,
from (Ky0,K;) = (1,1). To determine 4y, 2lmax=lin] computations are required in (26)
from I,,;,,, where only two UAV locations (i.e., initial and first feasible locations in [Step
1] on UD algorithm) are considered for each time allocation (Kj;,, K, ). Similarly, there are

at most Z‘Zmax - Kﬁ’”’ + ’lmax — K%t combinations for (K;,, K,) to find (K%t,Kgpt) from
. . 2 ll”llll'iKLO)pt + lWlﬂxinlgt : 3
(bnax, tmax ), hence resulting in 2 computations. In the UD algorithm,

the total number of computations in (20) or (21) is less than 10, which is derived from
simulations and reasonable due to dramatically reduced search area within Ac,nc, by the
proposed algorithm. As a result, the UDTA algorithm requires much fewer UAV locations
and (Ko, K,) combinations to be considered for K°P* and U°P! over exhaustive search
algorithm, thereby reducing computational time and effort significantly.

7. Numerical Results

In this section, we compare the optimal UAV location and transmit time allocations by
proposed algorithms with those from an exhaustive search, and demonstrate that the UDTA
algorithm achieves optimality while significantly reducing computational complexity. For
simulations, we assume that Pz¢™* = 30 [dBm], Pj}™* = 25 [dBm], B4 = 3, g = 2, and
c= 23 [dB] [25-28]. An urban environment is assumed with B = 0.136 and C = 11.95 [8].

A
- dﬁss éﬁ

of proposed algorithm, the throughput gap (%) is defined by R¢y; difference from exhaus-
tive search of Ay = 1 because A; = 1 is sufficiently small to find the global optimal UAV
location for exhaustive search.

Figure 5 represents feasible combinations of (K, K,) and formation of Ac,nc,, and
compares U°P! by UD algorithm with that by exhaustive search of A; = 1, where xg5 = 0,
xcu = 300 [m], xj; = 1000 [m] and Dye; = 3 [bit/Hz]. When (Ko, Ko) = (4,4), Ac,nc,

starts to appear, but TSD algorithm concludes (K3, K3'') = (4,3) resulting in n°P' =

7, even though (K;o,K,) = (3,4) also provides Ac,nc,. This is because (K%t, Kgpt) =
(4,3) maximizes Kb for given n°P!. TSD algorithm reduces the feasible UAV locations
Ac,nc, significantly, and UD algorithm successfully determines U°P* close to that from the

exhaustive search of Ay = 1.

is a relative location of IU with respect to CU. In order to evaluate the optimality
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Figure 5. Feasible combinations of (Kj,, K,) and comparison of U°Pt from different algorithms.

Figure 6 represents (Kzgt, KF t), n°Pt, UAV location, and throughput gap with respect
to Dyeq for same x,, v € {BS, CU, IU} in Figure 5. The UDTA algorithm finds (K%t, KF t)
and UAV location close to optimum with negligible throughput gap. n°/! increases as
Dyey increases to set a reliable relay connection. For a given n°, UAV should be placed
lower and close to CU as Dy, increases. Even though this UAV movement increases
the interference to CU, it is necessary for reliable relay transmission in BS-to-UAV link.
For example, Figure 6a represents that noPt = 2 is required for 0.5 < Dy < 0.9. When
Dreq = 0.5, UAV can be placed very high and remote from CU. As Dy, increases, however,
UAV moves towards BS to set a reliable BS-to-UAV link. Lastly, the throughput gap
between the proposed algorithm and exhaustive search is less than 0.1 (%) for entire range
of Dyeq, hence, it demonstrates that UDTA algorithm successfully determines K°Pt and
U°Pt with negligible throughput gap from the exhaustive search of A; = 1.

-O-Exhaustive search (A ;=1)
=% -UDTA algorithm

2
o
c
‘J | | |
0.5 1 1.5 2 2.5 3
4 G
-3 -
22
X &
0 | | | | |
0.5 1 1.5 2 2.5 3
3
5 2 B4
° 1@ @
0 | | | | |
0.5 1 15 2 25 3
req
(a)

Figure 6. Cont.
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Figure 6. Performance comparison of different algorithms and their throughput gap with respect to
Dyeq- (a) The number of transmit time slots. (b) UAV location and throughput gap.

URN with multiple transmit time slots (n°?* >2) on each relay transmission link
can reduce redundant usages of transmit time slots. For example, URN consisting of
two time slots for a single relay transmission (i.e., single transmit time slot allocation to
each relay transmission link) requires at least three repetitions of relay transmissions to
provide Dy, = 1.9 at IU since Dye; = 0.9 is a maximum delivered data to IU by URN
with n°?t = 2, as shown in Figure 6a. Therefore, six time slots are required for URN that
utilizes two transmit time slots for a single relay transmission, while URN that allocates
multiple transmit time slots on each relay transmission link only requires four time slots
for Dyeq = 1.9. Hence, multiple transmit time slots should be adopted in URN to efficiently
utilize the transmit time slots.

Figure 7 represents (K%t, Kg¥ t), n°P*, UAV location, and throughput gap with respect
to A for xcy = 300 [m]. As A increases, IU moves away from BS, hence, larger n°/" is
required in URN for a reliable relay transmission. In addition, UAV height should be
increased for large 6y ,, to set a strong LOS connection between UAV and ground nodes
v. In order to guarantee the minimum number of transmit time slots, K%’t can be smaller
than Kgp "as explained in Section 5.2.3. For example, when 2.43 < A < 2.83, nopt is equal
to 5 with (Kb, KP) = (3,2) or (2,3). Especially, (K3, KSP') = (2,3) is selected when
2.76 < A < 2.83 to achieve the minimum number of overall time slots, however, it requires
UAV to move towards BS for reliable BS-to-UAV link due to smaller K%t Similar to
Figure 6, UDTA algorithm achieves negligible throughput gap, less than 0.2 (%), over the
exhaustive search of Ay = 1.

Figure 8 shows the throughput gap of exhaustive searches with respect to the number
of computations. It is obvious that the throughput gap increases as A; increases, due
to the reduction on the number of UAV locations considered for searching K°P! and
U°Pt, compared with A; = 1. As aforementioned, the UDTA algorithm significantly
reduces computational time to find K°P! and U°P! due to the time-efficient determination
of (K%t, KF t) based on I, and lx, and small Ac, ¢, derived from (Kffo’t, KF t). Therefore,
it provides optimal solution for JUDTAP, and achieves much less computations of I,,,;;, +
b =K || lnax— K3

2|lmax_lmin| + 22
exhaustive search of even Ay < 1.

+ 10 < O(1) with negligible throughput gap over the
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Figure 7. Performance comparison of different algorithms and their throughput gap with respect to
A. (a) The number of transmit time slots. (b) UAV location and throughput gap.
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8. Conclusions

In this paper, we have investigated URN with multiple transmit time slots, and
proposed algorithms to maximize the throughput of UE in a cell while guaranteeing a
reliable transmission to UE in its extended service area. The formulated multi-objective
joint UAV deployment and transmit time allocation optimization problem (JUDTAP) is
solved by TSD and UD algorithms to determine the optimal number of overall transmit
time slots K°P! and optimal UAV location U°P! in a sequential manner. Simulation results
demonstrate that K°P' and U°P! are critical to URN for a reliable relay transmission. K°P*
and U°P! by the proposed algorithm match well those from exhaustive search, but with
significantly reduced computation complexity to determine them over the exhaustive
search. In addition, URN allocating multiple transmit time slots on relay transmission links
is better than that utilizing two transmit time slots for a single relay transmission in terms
of resource efficiency.
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Abstract: Over the last decade, unmanned aerial vehicles (UAVs) with antenna arrays have usually
been employed for the enhancement of wireless communication in millimeter-wave bands. They
are commonly used as aerial base stations and relay platforms in order to serve multiple users.
Many beamforming methods for improving communication quality based on channel estimation
have been proposed. However, these methods can be resource-intensive due to the complexity of
channel estimation in practice. Thus, in this paper, we formulate an MIMO blind beamforming
problem at the receivers for UAV-assisted communications in which channel estimation is omitted in
order to save communication resources. We introduce one analytical method, which is called the
analytical constant modulus algorithm (ACMA), in order to perform blind beamforming at the UAV
base station; this relies only on data received by the antenna. The feature of the constant modulus
(CM) is employed to restrict the target user signals. Algebraic operations, such as singular value

decomposition (SVD), are applied to separate the user signal space from other interferences. The
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number of users in the region served by the UAV can be detected by exploring information in the
measured data. We seek solutions that are expressible as one Kronecker product structure in the

Receiver in Millimeter-Wave Bands. signal space; then, the beamformers that correspond to each user can be successfully estimated. The

Sensors 2021, 21, 6561. https:// simulation results show that, by using this analytically derived blind method, the system can achieve
doi.org/10.3390/521196561 good signal recovery accuracy, a reasonable system sum rate, and acceptable complexity.
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Over the last few decades, wider bandwidths and more robust data transformations
have always been the trends of the development of wireless communication. As one
new and promising technology, millimeter-wave (mmWave) techniques have provided
the possibility of applying upcoming 5G technologies, such as massive multiple-input-
multiple-output (MIMO) technologies, to wireless systems [1-4].

One of the highlighted application scenarios of mmWave communication is in un-
manned aerial vehicle (UAVs); such scenarios are presented with a base station, communica-

= tion relay platform, or other communication enhancement equipment [1-12]. For instance,
Z. Xiao et al. declared the advantages and challenges of mmWave UAV base stations (UAV-
BSs) in cellular networks and explored different ways of counteracting signal blockage [2].
J. Du et al. studied UAV-BSs using multi-user massive MIMO hybrid beamforming and
took an energy-saving strategy into consideration due to practical constraints, such as the
size and weight of UAVs [3]. In addition to energy and power constraints, the mobility and
creativecommons.org/ licenses/by/ positions of ground users are also crucial factors for UAV-assisted communication systems.
10/). In Reference [4], by exploiting the mobility and position information of a UAV system and
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ground users, W. Miao et al. proposed a lightweight beamforming algorithm in order to
enhance the transmission performance of 5G UAV broadcasting system. In Reference [5],
by using a UAV as a relay platform, F. Jiang and A. L. Swindlehurst studied the collection
of messages from co-channel users on the ground and derived an algorithm for adjusting
the UAV heading to maximize the approximate ergodic sum rate of the uplink channel.
In some application scenarios, single-antenna UAVs are regarded as connection points or
moving antennas for the enhancement of data transmission. For example, ]. Ouyang et al.
used a single-antenna UAV as a data transmission relay to connect access points and base
stations [6]. M. Mozaffari et al. designed a novel framework for deploying a single-antenna
UAV as an antenna array in order to minimize the wireless transmission time [8]. Some
other recent research using single-antenna UAV-BSs has considered other scenarios [13-15].

In the research mentioned above and in other related research, usually, linear or planar
antenna arrays are employed on the UAV-BSs. It is clear that adopting MIMO systems
and mmWave communication in UAV-BSs has some convincing advantages. One aspect is
that mmWave systems have rich spectral resources and flexible beamforming, which can
meet the great demand of the data transfer rate. On the other hand, at particular positions,
multi-antenna UAV-BSs can achieve high beamforming gain towards different line-of-sight
(LoS) users by using mmWave communication, thus resulting in a more satisfying system
throughput and communication efficiency [16-22]. However, due to some practical system
constraints, such as multipath effects, blockage, and co-channel interference from different
users, a UAV-BS system will sometimes have the issues of a low signal-to-noise ratio (SNKR)
in data acquisition and a low communication efficiency when serving multiple users.

To overcome these shortcomings and better utilize the advantages of mmWave, vari-
ous beamforming techniques have been intensively investigated in UAV communication
systems [16-21,23-26]. For example, Q. Song et al. studied the joint design of beamform-
ing and power allocation to maximize the instantaneous data rate based on an efficient
sub-optimal solution based on the block-coordinate descent method [23]. Some location-
based beamforming algorithms were designed to improve the secrecy outage probability
performance, maximize the network throughput, and provide flexible coverage [24-26].
In Reference [16], L. Liu et al. proposed a cooperative interference cancellation strategy
motivated by the Xhaul structure to mitigate the uplink multi-beam UAV communication
interference. In general communication systems, LoS transmission can efficiently improve
the throughput of the UAV-BS. However, in urban areas, LoS links are prone to severe
deterioration due to the complex propagation environments. In Reference [17,18], recon-
figurable intelligent reflecting surfaces were used to reflect the received signals in order
to enhance the data transmission quality, and passive beamforming was performed to
better maximize the average achievable rate and received power. Combined with ma-
chine learning and a mean field game (MFG) control scheme, L. Li et al. proposed a joint
beamforming and beam-steering method in order to build a reliable and steady connection
between a UAV-BS and ground users in Reference [19]. Z. Xiao et al. utilized the artificial
bee colony (ABC) algorithm to find the near-optimal beamforming vector for ground users
when deploying a multi-antenna UAV-BS [20]. In Reference [21], W. Zhang et al. designed
a beam-training code book for moving ground users, which can be regarded as a prior
work of UAV-BS beamforming.

In this research and with the most recent beamforming techniques in UAV-BS commu-
nication systems, obtaining channel state information (CSI) is usually regarded as a crucial
part of prior work. The effectiveness of channel estimation/identification may greatly
affect the performance of most existing methods. In practical scenarios, especially in urban
areas, specific CSI is difficult to acquire due to the complex propagation environment
and multi-user interference. Another factor that greatly affects the channel estimation is
the mobility of transmitters and receivers. The transmitting distance can also affect the
performance of channel estimation. Accurate time-varying MIMO channel estimation can
be very difficult to realize [4,7,20,27]. Moreover, the positions and mobility of ground users
and UAV-BSs further increase the difficulty of channel estimation [28]. This puts extra
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pressure on the timeliness of a system, which causes bad beamforming performance. For
this reason, we would like to formulate a blind beamforming problem for a UAV-BS that
does not depend on channel estimation or CSL

Recently, some works explored beamforming methods that needed less specific CSI.
For example, X. Li et al. derived a beamforming method for different users under the
assumption of only statistical CSI, i.e., the LoS component and Rician K-factor [29]. L.
Du et al. proposed a robust pre-coder using imperfect CSI [30]. A beamforming scheme
considering limited CSI was proposed with the aid of full-diversity rotation matrices [31].
However, these beamforming methods still partially rely on channel estimation, which
can be time-consuming in complicated propagation environments. To tackle the thorny
problem mentioned above that is caused by complicated channel estimation, in this paper,
we will employ a method called the analytical constant modulus algorithm (ACMA) in
order to perform blind beamforming in UAV-BS communication systems. Differently from
methods that require detailed CSI, this blind method needs only the antenna output signals
(the received signals) and some of their statistical information. In other words, it saves
the computational costs caused by complex channel estimation. Another advantage of the
blind beamforming method is that no training sequence is needed in the data transmission
process, which saves the bandwidth and UAV’s battery life. The task of blind beamforming
is to calculate proper weight vectors for each ground user without detailed signal and
channel information [32-34].

Compared with a traditional blind beamforming method called the constant modulus
algorithm (CMA), the ACMA scheme can overcome the CMA'’s disadvantages of a lengthy
iteration process and irregular convergence to local minima [32]. The analytical scheme
can successfully derive a proper beamformer for the UAV-BS system without CSI. It is,
in essence, a space separation method, which needs no lengthy iterations and achieves
near-optimal accuracy. Using algebraic operations, such as singular value decomposition
and diagonalization, we can successfully separate the user signal space (signals originally
transmitted by ground users) from interference space. By properly investigating the prop-
erties of antenna outputs, this method can achieve near-optimal calculations of the weight
vectors. These well-calculated weight vectors will finally formulate blind beamformers in
order to assign the power of each antenna towards the corresponding ground users. At
the same time, co-channel interference among different users will be efficiently compen-
sated, and the desired signals can be successfully separated from other signals. We will
evaluate this method’s performance by applying it to a UAV-BS communication system in
later sections. Different propagation settings are taken into consideration. The simulation
results show that, through this analytical blind method, UAV-BS beamforming in an MIMO
situation can provide a reasonable system sum rate while, at the same time, guaranteeing
the signal reconstruction accuracy of each signal. Its complexity is comparable to that of
the CMA and other classic methods under proper settings.

The main contributions of this paper are listed below:

*  Inthis paper, we solve the UAV-BS beamforming problem in a blind way, which means
that channel estimation is not necessary in our work. We only explore information
from antenna outputs at the UAV-BS. This will save computation resources for the
whole communication system.

e The number of UAV-serving users (ground users) can be detected in the scheme for
sufficient snapshots and a reasonable signhal-noise ratio. Algebraic operations can
successfully separate the user signal space from other interference spaces, thus causing
the beamformers to concentrate on user signals instead of other interference signals.

¢ With sufficient snapshots, this analytical blind method is robust for different channel
settings. It can suppress distortions caused by both interference and additive noise. A
near-optimal beamformer can be rapidly derived even when the number of snapshots
isnot very large. The simulation results show that the derived beamformer can achieve
good MSE performance, a reasonable system sum rate, and acceptable complexity.
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One potential UAV-BS application scenario can be a situation in which some specific
users/target signals need higher-quality communications

The rest of this paper is organized as follows: Section 2 introduces the basic models
for the UAV-BS communication system. In Section 3, we formulate a blind beamforming
problem. Section 4 demonstrates the way in which we solve the formulated problem. In
Section 5, we evaluate the performance of our introduced method under different settings.

Notations: We denote scalars, vectors, and matrices by using lowercase a, bold low-
ercase a, and bold uppercase letters A, respectively. We further denote the transpose,
element-wise complex conjugation, and conjugate transpose of a matrix A by A", A%,
and AH, respectively. 0 denotes an all-zero-element vector or matrix of appropriate size.
Moreover, ® denotes a Kronecker product, whereas pinv(A), SVD(A), and rowspan(A)
represent a pseudo-inverse, singular value decomposition, and row span of matrix A.
Finally, (A); denotes the i-th row, A/ the j-th column, and Ajj the element in row i and
column j of matrix A, respectively.

2. Basic Model
2.1. System Model

In this paper, we consider an MIMO uplink scenario in which a multi-antenna UAV-BS
serves ground users in mmWave bands, as shown in Figure 1. In this scenario, the UAV-BS
is usually equipped with a half-wavelength-spaced uniform linear array (ULA) or uniform
rectangular array (URA), while each ground user is equipped with a single antenna. The
ground users are distributed among distinct locations, transmitting signals of the same
frequency. Due to the existence of scattering and a reflective environment, a multi-path
effect is also considered in this scenario. We first introduce the well-known model for
describing this signal transmission process:

X =HS+N, (1)

where X € C"*" is the output of the m-element receiver on the UAV-BS over n symbol
snapshots, H € C"* is the channel matrix between users and the UAV-BS, and S € C#*" is
the source signal matrix transmitted by ground users. Each s] = (S); € C",i € {1,...,d}
corresponds to d ground users. N € C"*" denotes the channel noise matrix.

To fight against the impacts of the channels on the signals, beamforming is usually
applied at the transmitters or receivers (sometimes both).

Equipped with antenna array

Figure 1. Application scenario of a UAV-BS serving multiple users.

In this paper, we focus on beamforming (we can also call it beam-combining) at the
UAV-BS receivers, which can be modeled as

S =WX. )
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’

The beamforming matrix W € C#*™ is applied to compensate for the channels
impacts, especially for interference cancellation, power allocation, further signal recovery
processes, and so on. The rows of W, which are denoted as w] = (W), i € {1,...,d},
correspond to the beamforming vectors for each ground user.

2.2. Channel Model

We then establish a 3D rectangular coordinate system to better illustrate the posi-
tions of the UAV-BS and ground users. The UAV-BS is located at (x, y, husp), where hygyp
represents the UAV’s flying altitude. The position of ground user i is (x;,y;,0).

The channel matrix H consists of channel response vectors between users and the
UAV-BS. In the classic 2D situation, due to the existence of multi-path components (MPCs),
each channel vector h; can be expressed as

L;
hi =) xia(m,6;)), 3)
i=1

where x; | represents the channel gain coefficient corresponding to the I-th MPC of user i,
a(m, ;) is the steering vector, m is the number of antenna elements, L; is the number of
existing MPCs, and 6;; is the elevation angle of arrival (AoA) of the /—th MPC. Due to the
spatial sparsity of the angles of arrival in the mmWave channel, different MPCs will have
distinct AoAs. The steering vector can then be derived as

. o . . T
u(m’ 61‘ l) — [1,e]nsm(iillle]n%m(iill o ,e]n(m—l) s1n9,-,,:| ) (4)

Equation (4) illustrates the 2D situation, though when applying 3D beamforming by
using a uniform rectangular array (URA), the steering vector will be slightly different. For
a half-spaced URA, the steering vector can be derived as

a(my,my,0;1,¢i1) = ax(my,0;1, ¢i1) @ ay(my, 01, i), %)

where m, and m,, are the URA dimensions along the x—axis and y—axis directions, and
the total array elements are m = my x my. ¢;; is the azimuth angle of the [—th MPC. The
geometry denoted with a, and a, can further be described as

. . . T

ax(mx/ 91, I (Pi l) —_ [1, e]nsm()i,[ cos¢i11, ., e]n(mx—l) sin6; cosq&i,l} , (6a)
L . . . . T

ay (my/ 91‘ P (Pi l) — [1, ef7sin 0; 1 sin 4)1-,,’ o, e]n(my—l) sin 0; ; sin 47,-,,} . (6b)

Generally, the MPCs between the UAV-BS and ground users are composed of the LoS
part and non-LoS (NLoS) part under the condition of no blockage. For the LoS component,
the elevation angle 6; 1 and azimuth angle ¢; 1 of user i can be expressed as

V(x—x)2+ (y —y)?

huav , (7)
Y-V

0;1 = arctan

¢i1 = arctan .
which are based on the UAV-BS position and user position. For the NLoS components,
these angles will be some random values for which the elevation angles 6, ; generally vary
from —90° to 90°, while the azimuth angles ¢;; vary from —180° to 180°. In the scenario of
blockage, all MPCs will be NLoS components, and the channel H is usually described as a
classic Rayleigh fading channel.

The next crucial part in determining the channel response vector h; is its channel
gain coefficient «; ;. For the LoS component, x; ; mainly depends on the path loss, which
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is affected by the transmitting distance D; and carrier frequency f. The channel gain
coefficient for LoS can be described as

1 1
Ki1 = - ’ (8)
"7 (4. ps  (4nA)-Df

[

in which A is the carrier wavelength, D; = /(x — x;)2 + (y — y;)? + h2,, is the linear
distance between the UAV-BS and ground user i, and « is the LoS path-loss factor. For the
NLoS components, we have the following channel gain:

g
K= ———, ©)
(47A) - D;

where 0y is a small-scale Rayleigh fading factor, and f is the NLoS path-loss factor. Gener-
ally, with the existence of LoS, the channel gain will be mainly dominated by the LoS part,
and other NLoS parts will sometimes be considered as interferences.

In practice, due to the mobility of the UAV and ground users, some new features,
such as non-stationarity and the Doppler shift effect, should also be considered in UAV
communications [27,28]. Thus, the time-varying channel response vectors for a URA-
equipped UAV-BS should further be expressed as

L or ot g
Hi(t) = Y ki ()i, my, 0;,(8), @y (1)) - € 1 it (10)
=1

where f;; is the Doppler frequency. These time-varying factors in Equation (10) are, in
essence, mainly determined by the status of the UAV-BS and ground users. As mentioned
in Reference [27], only a few mmWave channel sounders have the ability to measure MIMO
channels in time-variant environments. MIMO channels will change due to environmental
variations, even when transmitters and receivers are static, not to mention in situations,
such as a moving UAV-BS serving moving ground users. Due to all these difficulties, which
can greatly impact the quality of the channel estimation and the latency of the system, we
focus on blind methods to compensate for signal distortion caused by the channel.

3. Problem Formulation

In general, in MIMO uplink wireless communications, the basic task of beamforming
is to introduce proper weight vectors w; in order to achieve signal recovery against inter-
ference. Generally, non-blind beamforming methods will rely on the channel information
of H and set the channel response matrix H as prior knowledge that which can be obtained
through channel estimation, but this consumes resources. In this paper, the problem that
we aim to solve is to derive a blind beamforming scheme at the UAV-BS receivers in order
to improve the communication quality of the communication systems. In other words, we
aim to calculate the proper beamforming (beam-combining) matrix W for optimal signal
recovery at the UAV receivers without detailed information about H. It was shown in
Reference [35] that a proper W usually means that the mean squared error (MSE) of the
recovered signals can be minimized. Thus, we formulate the blind UAV-BS beamforming
problem as a signal recovery MSE minimization problem. We denote by WX = § the
recovered signals; then, the problem can be expressed as finding a proper W that gives
S 2)2

. 1 & 2
min —— 3 ¥ (I4]" = [S4]7)", (1)
L

where d is the total user number, and # is the number of snapshots. This problem illustrates
that we want to minimize the signal recovery MSE for the whole system.
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In the noiseless case with perfect CSI, we can directly use W = pinv(H) as a proper
beamformer, resulting in

WX =8=5. (12)

The recovered signals of the UAV-BS are exactly the original signals sent by ground
users. However, in blind situations, we have no clues about what exactly the channel H is.
Thus, we try to solve this problem in another way, which is to explore the properties of the
UAV’s received signal matrix X.

Generally, some signals in communication systems have a constant modulus (CM)
feature, such as signals using BPSK or QPSK modulations. This CM feature can provide
useful information for X. We set the user signals with the CM feature as the target signals.
For the convenience of illustration, we assume that all the target user signals have unit
modulus elements via an appropriate scaler. The classic constant modulus algorithm
(CMA) usually regards this signal recovery problem as a constant modulus factorization
problem, that is, it makes X = HS or S = WX factorizable under ideal conditions. In
essence, the recovered user signals are derived from combinations of vectors in X, and
each recovered user signal can be expressed as §;' = w] X. Consequently, each 8] can be
seen as a projection onto the row span of X. As we now have the signal CM property, for a
more distinct illustration, the problem mentioned in Equation (11) can be transformed into

i=1j=1 (13)

This equation guarantees that the derived beamformer explores the CM feature in
order to achieve optimal beamforming for signal recovery accuracy, and simultaneously
makes sure that the recovered signals belong to specific UAV-BS receivers. We will intro-
duce an analytical blind method called the analytical constant modulus algorithm (ACMA)
in order to solve this problem in the following sections.

4. Solution of the Problem

We first assume that the ground users are transmitting independent signals with
enough phase richness, which means that S is a full rank and the CM factorization can be
unique. In practice, some trivial transformations, such as phase invariance, will sometimes
cause admissible non-uniqueness, but the uniqueness of recovered signals S can be guaran-
teed for n — co. Once the uniqueness is guaranteed, we can make sure that the recovered
user signals at the UAV-BS site are the target signals originally sent by ground users [32].
To achieve a minimal signal recovery MSE for the whole system, we can pay attention to
each user signal. Ideally, each recovered user signal should have unit modulus elements,
as we assumed before, that satisfy
sl =[1,...,1], Vie {1,....,d} (14a)

1

s.t. 8] = (8); € rowspan(X), Vi € {1,...,d}. (14b)

As mentioned in the previous sections, the UAV-BS’s received signal matrix X is the
only data that we can acquire in the system. For an antenna-given X € C"*", the first step
in the ACMA scheme is to separate the signal space from the interference space. To divide
spaces in X, we need to apply singular value decomposition (SVD) to X.

Let SVD(X) = UZV*, where U € C"*™ ¥ € R™ " and V € C"*". By estimating
the rank of X, we can first obtain the number of received signals. One direct way is to
check how many singular values are non-zero in L; the number of non-zero values is equal
to the number of transmitted signals. Remember that ground users are transmitting d
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independent signals, and the received signal matrix X is, in essence, the combination of
transmitted signals s; through channels, so there are actually d independent row vectors
in the row space of X. The SVD operation gives us the singular non-zero values and their
corresponding vectors, which can actually form the basis of rowspan (X). This SVD of X
first gives us the number of transmitted signals; then, we extract the signal space from X,
which is helpful for the following operations. Notice that the antenna array will sometimes
receive all of the signals that appear in the system, including non-CM (non-user) ones, so
the rank of X is not always precisely d in the presence of non-CM signals. We use ¢ as the
total signal number; then, we have § non-zero values in . In fact, the SVD of X can only
extract the signal space, not the target CM signal space. To obtain the CM signal space,
more operations are needed.

Let V € C°*" be the submatrix of V that contains the singular vectors corresponding
to ¢ singular non-zero values; then, we have that the rows of V are actually the orthogonal
basis of rowspan(X), which can be seen as the signal space. Thus, we have

s] erowspan(X) &s! =w!V, Vie{l,..., 5}, (15)

where the weight vectors w; are acting on the signal space. Notice that, here, s, Vi €
{1,...,0} are not yet the recovered target user signals, and some non-CM 51gnals are still
in the subspace. In other words, the SVD operation of X extracts the d user signals together
with § — d interference signals. Clearly, this cannot yet meet the requirements for user
signal recovery. In the following, we will separate user signals from interference signals by
using the CM property.

We know that V = [vy,...,v,], where vj,Vj € {1,...,n} is the j—th column of V;
then, we can rewrite Equation (14a) as

§f =[1,...,1,vie{1,...,d}
)12 (1) 2]=[1,...,1},\7ie{1,...,d} (16)

& wlopllwf =1, Vie{l,...d},Vje{l,. .. n}

We first define P; = vjv]H € C2*%,Yj € {1,...,n}; then, the CM property in Equation (16)
can be expressed as

wiTplwz‘_
: 1
$i= |w/Pw; | = |:|. (17)
: 1
w] Py |

Now, in the extracted signal space, our goal is to find linearly independent beamform-
ers w; for each user that can enforce this signal CM property. Once we have found all of
the w;, we will have separated the user signal space (the target CM signal space) from the
non-user signal space, and the blind beamforming problem for the UAV-BS can be solved.

For a better illustration, we can transform Equation (17) into a matrix computation
form. In the following, we will temporarily drop the index i of w for clarity, i.e., w stands
for all solutions w;, Vi € {1,...,d}. We define two operators, vec(-) and mat(-), where
vec(-) will stack all elements of a matrix into a vector by column, and mat(-) is the inverse
operator of vec(-).

Let p; = vec(P;) € C%; with the structure of y = vec (wwT) = weow* € c?,
we have the original CM elements in which wTP]-w* = 11is equal to p}ry = 1; then,
Equation (17) can be expressed as
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_pir_

Py= |:|,whereP = |p; |,y =w@w" (18)

For greater convenience of computation, we can try to use some linear algebraic
methods to transform Equation (18) into a more manageable form. One reasonable choice
can be Householder transformation (HT) [32,36], though other options that can achieve the
same goal are also acceptable. Let

1 [V
Q=1-297 ,_ || ° (19)
T T Dl

0
Then, by applying this Q to P, we have separated the system into two parts:

A Dy — - 2
pr:[’})l]y@{(l)ply_\/ﬁ p1:1x9¢ 20)

~

2)Py=0 "P:(n—-1)x8"

After this transformation, we can directly focus on the second part of this system,
which is easier to solve than the system Py = 1. The first part corresponds to the scaling
of the vectors, which will be addressed later. Now, we try to find a solution y that satisfies

0
Py=|:|,y=wow" (21)
0

Due to the existence of multiple ground users, there will be more than one solution to
the system. We require the number of snapshots 7 to be larger than ¢%; otherwise, there
will be no solutions to the system. One simple and direct way to calculate these solutions is
to employ SVD for P because the solutions that make Py = 0 can be seen as the orthogonal
basis of the null-space (P). Thus, the singular vectors corresponding to singular zero values
can be seen as the solutions. In the case of noisy channels, we retrieve the singular vectors
corresponding to the smallest singular values of P. This operation can correctly estimate
the number of user signals in the signal space.

However, as we mentioned before, each CM solution y corresponding to each ground
user in the UAV-BS system should have the specific structure w ® w*. In common wireless
UAV-BS communications, the sample size is generally much larger than the number of
users served, which leads to an overdetermined system. We require n > 02; hence, the
set of independent solutions y is not unique. Thus, we need the condition y = w ® w*
to restrict the solution space. Simple SVD operations cannot guarantee this structure;
it is not appropriate to compute the solutions y and hope that they have the specified
structure [32]. Operations are needed to make sure that each solution can be expressed
as w ® w*. We will simply introduce the extended QZ iteration method in the ACMA to
solve this structural problem.

In general, the CM solution space that satisfies Equation (21) can be written as

y:c1,31+cz,32+...+chﬁdA:w®w*, (22)
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where {c1,...,c;} is a set of constants, {B1, ..., B} is the basis of the kernel of P, and dis
the dimension of Ker(P). The linearly independent y corresponds to linearly independent
w, which now leads to a linearly independent set of constants. Let SVD(P) = U,X,V,*, as
mentioned above, be the basis of Ker(P), which can be estimated as the singular vectors
corresponding to singular zero values. The dimension of Ker(P) is equal to the number
of singular zero values, which is also the number of target user signals, so we have d=d
(proved in Reference [32]). Then, the last d rows of V,,* corresponding to singular zero
values can form a basis {81, ..., B4} After finding the basis of this CM solution space, once
we obtain {cy,...,c;}, we will have separated the CM signal space from the non-CM ones.
Notice that, here, we say “singular zero values” because this is under the ideal conditions,
which means that there is no noise in the system. When additive noise is applied to the
system, there will be a threshold for deciding when small singular values can be seen
as “singular zero values”. The discussion about the threshold will be introduced in the
next section.

Let By = mat(B),k € {1,...,d}, and Y = mat(y); then, Equation (22) can be ex-
pressed as

Y=c¢Bi+...+¢Bj=w"-w'. (23)

A proper set of constants can make the result of Equation (23) rank 1 and positive
semidefinite; hence, it can be factorized as w* - w'. Assume that we already have the
weight vectors w; ... wy; then, B; = w; ® w;*,i € {1,...,d} can form the basis of Ker(P),
and each Y; can be factorized as

Yz’ = )Lilwl*wir + )\izwz*’w; +...+ )\l-dwd*w;{ = W*AiWT. (24)

If we could find matrix Q and Z to make QY;Z = A;, then the set of constants
{c1,...,¢c;} corresponding to each user signal (making the solution rank 1) could be derived
from the eigenvalue matrices A;. Consequently, the UAV-BS beamforming problem can
be seen as an eigenvalue problem. To reduce the calculation complexity and save the
calculation cost in the UAV-BS, it is not necessary to fully diagonalize Y;, as eigenvalues
can also be obtained if QY;Z are upper-triangular matrices.

The extended QZ iteration sets the initial Q(O) = Z() = I. For the k—th iteration, this
method aims to make

min QP MZED)T+. .+ 110N (vaz* V)3,

. (25)
min QW) Z®| 1+ ...+ 1[(QWY)ZW |3,

which necessitates making the lower-triangular part the minimal norm. Methods, such as
HT and SVD, can be used to construct upper-triangular R; = QY;Z [32]. With the derived
R;, we extract the diagonal entries of each R; and form a coefficient matrix:

-1

(R - (Ra)aa

C = (26)

(Rc;)ll (Ro;)dd

Finally, each set of constants {cy, ...,c;} is given by rows of C. Hence, each ¥; = w* -
w! can be calculated, and the beamformers w; for target user signal recovery s! = w V
can be estimated as the singular vectors corresponding to the largest singular value in
each Y;. The user signal space can be successfully separated from the interference space.

However, sometimes, we still need to run the Gerchberg—Saxton algorithm (GSA) several
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times to solve the phase invariance problem in order to make the solutions near optimal.
At the k—th iteration, the update rule is

T [ @Iy, (@[ (k) V)n
wi (k+1) = | Tor@mn1 Tl O] | )

5. Performance Evaluation

In this section, we perform numerical simulations to test the efficiency of the analytical
method for blind beamforming in a UAV-BS. We consider an uplink wireless communi-
cation scenario in which a UAV-BS serves d ground users in a specific urban region—for
instance, a 200 m x 200 m square region. In this region, the UAV-BS hovers in the sky, while
the users stay on the ground. The time-varying channel is considered according to the
model in Equation (10). We assume that the UAV moves at a speed of 10 m/s [28], while
the ground users maintain static. The carrier frequency is set to 28 GHz in the mmWave
band. So, fpoppler can be easily derived. The positions of the UAV-BS and ground users
are randomly distributed in the horizontal direction. For each position setting in each
simulation run, we average the simulation results over 100 times.

The UAV-BS is equipped with an m = m, x m, element URA, while each ground user
is equipped with a single antenna. In this uplink process, ground users transmit indepen-
dent and randomly generated signals by using QPSK modulations with n snapshots. Each
signal is assumed to have L; = 4 MPCs with the existence of LoS and the three strongest
NLoS components; thus, the channel in this scenario can be regarded as a mixture of LoS
and NLoS parts. We set the path-loss factors « = 0.95 and = 2.25 in Equations (8) and (9)
according to the mmWave channel measurements in Reference [37]. The small-scale factor
0y can be set to a small value, such as 0.01. By combining the channel model mentioned
in Section 2.2 and the parameters in this section, we can simulate different channels for
the tests of this method. According to detailed parameter and environment settings in
this section, combined with the algorithm and models mentioned above, we can have the
antenna outputs matrix X, signal matrix S and the beamforming matrix H. Then, we can
easily evaluate the algorithm performance in this specific-simulated application scenario.

In the following simulations, additive Gaussian white noise is added to the system.
We first assume that m = 4 x 4, and there are § = 6 signals that appear in the system; four
of them are transmitted by ground users (target CM signals). By exploring the number
of singular near-zero values after SVD(P), we can estimate how many ground users are
located in the region served by the UAV-BS. As shown in Figure 2, we tested the efficiency
of the estimation of the number of ground users under different SNR and snapshot settings.
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(a) Different SNR settings (n = 1000) (b) Snapshot settings (SNR = 15 dB)
Figure 2. Estimation of the number of ground users by examining small singular values when using
different SNR/snapshot settings.

Due to the existence of Gaussian white noise, the singular values corresponding to the
ground users are raised above zero. However, there is still a gap between the near-zero
values and other values. With the increasing SNR and number of snapshots, the gap

155



Sensors 2021, 21, 6561

System Mean Square Error

becomes more distinct. A reasonable threshold was given in Reference [32], which the large
singular values should satisfy (with a probability better than 95%)

. , 1 6-05

min(large singular value) > NG _— (28)
We then tried to evaluate the performance of the analytical method in minimizing the
system’s MSE under different channel settings. For the LoS channel, the LoS component
dominates the channel response. For the NLoS channel, all MPCs are regarded as NLoS
components. The Rayleigh fading channel represents an ideal NLoS situation in which
H ~ Rayleigh(1). We used the classic MMSE method, random beamforming, and the
Artificial Bee Colony (ABC) method to compare with the analytical method. As we do not
know the channel H in a blind situation, the MMSE receiver cannot be directly employed
in practice. However, here, we assume that the MMSE receiver already knows the channel.

The classic MMSE will give us a weight vector

o2

-1
Wiymse = HY (HHY + ?1) , (29)

where ¢ is the system noise power, and P is the system signal power; %2 is actually SNR~!
on the natural scale. The random beamformer is defined as W,,,; = ¢/¥, where each
element of the random phase matrix ¥ will give us a random phase within [0, 27| [20]. The
ABC method here is slightly different from the ABC beamforming process in Reference [20];
we transform it into an uplink process here. In this test, we set the food source number
Ns = 200 with iteration = 500.

From Figure 3, we can observe that, for the LoS and NLoS channel settings, the
analytical blind beamforming achieves better performance in minimizing the system’s
MSE, while the MMSE and ABC receivers do not perform as well. For the Rayleigh fading
channel, the efficiency of the analytical method is close to that of the MMSE because, in
this situation, noise is the dominant force affecting the signal recovery. The actual values
depend on the randomness of the noise and the channel distortion. Nevertheless, the
analytical blind beamforming is useful in most common scenarios.
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Figure 3. The system’s MSE using different beamforming methods with different channels.

We also tested the ACMA beamforming method under some sub-6-GHz bands. As
shown in Figure 4, the results are very close to each other. The carrier frequency in our
simulations mainly decides the values of the path loss and fp,pier, but it does not affect
the performance of the method in achieving a minimal system MSE.

Figure 5 shows the constellations of the originally sent user signals and recovered
user signals. It directly shows the performance of the ACMA in beamforming for signal
recovery. Compared with random beamforming, the analytical method can successfully
derive both the amplitude and phase information. Due to the phase ambiguity of blind
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beamforming methods, sometimes, there are phase differences between the original signals
and the recovered ones. Operations, such as differential encoding, can be applied to cancel
the phase differences. However, we mainly focused on blind beamforming for signal
recovery; thus, we have omitted the details about the encoding part.
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Figure 4. The MSE performance of the analytical method with different frequency bands.
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Figure 5. Constellation diagrams of the received user signals when SNR = 15dB. The upper row shows the recovered
signals of four different users using the ACMA with the original constellation. The bottom row shows the signals when
using random beamforming.

In Figure 6, we show the compensated channel response for d = 4 different users
after applying analytical beamforming. We can see that the compensated channel wH
looks the same as an impulse. This, in essence, shows that the channel effects on each
transmitted user signal are nearly erased at the UAV-BS’s receiver. In other words, the
ACMA receivers only recover user signals (w;HS = s;), which can be seen as directing the
receiving antennas towards different users.
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c channel response

Then, we evaluate the system’s sum rate when applying the analytical method under
different settings. The system’s sum rate can be described as

d P |[hWHw: |2
Sumrate =) _log, (1+ %
i=1

), (30)
which summarizes achievable rates of 4 ground users. Here, the signal power P and noise
power ¢ are still calculated on the natural scale. For better illustration, we transform
them into dB in the figures. We introduced approximate beamforming as an upper bound
in our tests. Approximate beamforming is regarded as an ideal beamforming in which

the beam gains are zeros along the non-user directions and are significant along the user
directions [20].

Cor channel response
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Figure 6. Compensated channel response of four different users with the ACMA in comparison with ideal beamforming

when SNR = 10dB.

In this experiment, we first evaluated the performance of these three beamforming
methods with a settled noise power of ¢> = —100 dBm and varying antenna numbers .
Then, we used a 16-element URA to evaluate the system’s sum rate for varying o2. As
shown in Figure 7, under different m and o settings, the system sum rates achieved with
the analytical method are close to the approximate ones; moreover, they are much better
than with the random values.

As mentioned in Section 4, the Gerchberg—-Saxton algorithm (GSA) is used for the
phase-retrieval problem. We proceeded with some iterations of the GSA for both analyt-
ically and randomly calculated weight vectors w; for more accuracy. The convergence
speed of GSA was tested in our simulations. As shown in Figure 8, the beamformers w;
obtained with the analytical method can achieve a very fast convergence speed, while the
ones derived from random beamforming surely need more iterations to guarantee that
they converge to their optimal solutions.
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Figure 7. The system’s sum rate performance after analytical blind beamforming.
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the ACMA when SNR =20 dB.

After testing the performance of the analytical method in terms of the signal recovery
accuracy and sum rate, we then tested its performance in terms of complexity. In Table 1,
we compare it with classic non-blind methods (LS channel estimation/MMSE estimation +
MMSE receiver) and the ABC method. As different methods depend on different parame-
ters, sometimes, it is hard to directly compare the complexity in one united form. Thus,
we compare these methods when they achieve comparable MSE results and introduce an
equivalent complexity. In our settings, we need at least m > d and n > d? + 1, so we can
transform O(dnm) into O(d*) [32]. When d = 4, we need about Lgs4 = 20, Ns = 100, and
L apc = 300 to make the CMA and ABC converge to their optimal results, so we obtain
O(Lgsa) ~ O(d?), O(Ns) =~ O(d%), and O(Lapc) ~ O(d*). The equivalent complexity
of each method will depend on the actual parameter settings.

Table 1. Comparison of the complexity of the methods when achieving comparable system MSE
values (notations: 7: antenna number, d: user number, n: snapshots, Ns: food source number, Lgg 4: it-
eration number of the GSA, L 4p¢: iteration number of ABC).

Method Complex Operations Equivalent Complexity
LS+MMSE m?d + 2d°m + dmn O(d*)
MMSE+MMSE 5m?d + 2d*m + dmn O(d*)
CMA Lega2dmn + 2m?n O(d)
ACMA 9(d?)?n + 9m*n O(d®)
ABC Nsdm + Lapc(2Ns + 1)dm o(d)

We then tested the simulation runtimes under specific parameter settings, as shown
in Figure 9. We can see that the ACMA can achieve a comparable runtime with that of the
classic methods with respect to different values of m. However, with an increasing user
number, there is a dramatic runtime increase for the ACMA, but it is still more efficient than
ABC. In fact, when the user number increases, ABC needs more food sources and iterations
to obtain good results, so we set Ns = 100 and L 4pc = 300 for only the controlled variables.
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Figure 9. Simulation runtimes for different parameter settings.

In relation to Figure 3, there is a trade-off problem between the complexity and the
system MSE. Indeed, the analytical method is more complex than the traditional MMSE
method, but it achieves more accurate signal recovery beamforming when considering
new features in the UAV communication channels. Accurate channel estimation is crucial
for non-blind methods, but it is still difficult to acquire due to the time variance and
other features [27]. From another perspective, battery endurance and energy cost are two
inevitable factors in UAV-assisted networks that must still be solved, though non-blind
methods usually need pilots or training sequences, which impact the bandwidth efficiency,
power consumption, and battery life [38]. The computational complexity is not as difficult
to deal with because chips are becoming more capable.

Through the evaluations in this section, we can observe that, when applied to a
simulated UAV-BS system, the analytical blind beamforming method can achieve good
MSE performance in terms of signal recovery and a reasonable system sum rate. Complex
and difficult MIMO channel estimation is omitted to save costs. In other words, this method
can successfully solve the MIMO UAV-BS beamforming problem without CSI. At the same
time, it can achieve a reasonable computational complexity when there are not too many
ground users. One possible UAV-BS application scenario can be a situation in which some
specific users/target signals need higher-quality communications.

6. Conclusions

In this paper, we investigated the blind beamforming method with the ACMA at
URA receivers for an MIMO UAV-BS system in mmWave bands. We firstly formulated
the UAV-BS beamforming problem as a system MSE minimization problem. Then, we
introduced the analytical method, ACMA, in order to derive a proper beamformer for
signal recovery. Instead of relying on detailed CSI, the analytical method only explores
information from antenna outputs. This method separates the user signal space from other
interference spaces by using algebraic operations, such as SVD and diagonalization; then,
it uses a specific structure to restrict the signal space to obtain a proper beamformer. We
evaluated this method under different settings, such as different channels, different antenna
settings, and different noise environments. New channel features, such as UAV mobility
and time variance, were taken into consideration. The simulation results show that the
analytical method exhibits good performance in terms of minimizing the system MSE, and,
at the same time, it achieves a reasonable system sum rate. When the UAV-BS is not serving
too many users, it achieves a complexity that is comparable with that of the MMSE method.
Future research might study the overall power consumption increased by computation
and transmission length. Practical experiments might be included in future work.
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Abstract: Drones are frequently used for the delivery of materials or other goods, and to facilitate
the capture and transmission of data. Moreover, drone networks have gained significant interest
in a number of scenarios, such as in quarantined or isolated areas, following technical damage due
to a disaster, or in non-urbanized areas without communication infrastructure. In this context, we
propose a network of drones that are able to fly on a map covered by regular polygons, with a
well-established mobility schedule, to carry and transfer data. Two means exist to equidistantly cover
an area with points, namely, grouping the points into equilateral triangles or squares. In this study,
a network of drones that fly in an aerial area divided into squares was proposed and investigated.
This network was compared with the case in which the area is divided into equilateral triangles.
The cost of the square drone network was lower than that of the triangular network with the same
cell length, but the efficiency factors were better for the latter. Two situations related to increasing
the drone autonomy using drone charging or battery changing stations were analyzed. This study
proposed a Delay Tolerant Network (DTN) to optimize the transmission of data. Multiple simulation
studies based on experimental flight tests were performed using the proposed algorithm versus
five traditional DTN methods. A light Wi-Fi Arduino development board was used for the data
transfer between drones and stations using delivery protocols. The efficiency of data transmission
using single-copy and multiple-copy algorithms was analyzed. Simulation results showed a better
performance of the proposed Time-Dependent Drone (TD-Drone) Dijkstra algorithm compared with
the Epidemic, Spray and Wait, PRoPHET, MaxProp, and MaxDelivery routing protocols.

Keywords: drones; network; DTN; mobility schedule; routing algorithms; data delivery

1. Introduction

Delay tolerant networks (DTNs) allow communication in environments in which fre-
quent transmission discontinuities are present [1-4]. They have applications in numerous
fields, such as space communication networks [1-3], smart cities [5], intelligent transport
networks, rural networks, environmental monitoring networks, and vehicle networks [4,6].
Within DTNs, message transmission is based on the store-carry-forward paradigm [7,8].
Devices update their communication routes based on the topological changes of the net-
work, and the mobility of the devices plays an important role [9-11].

The role of routing [12-14] in DTN is to find the best path to send data through the
network to reach the destination. The routing strategies used by DTN are classified based
on criteria such as connection type between nodes, the time at which the path for messages
is established, the amount of information held by the nodes about the network, and the
number of copies of a message that a node sends.

Algorithms containing different amounts of DTN information are proposed for inves-
tigation in [14]. It has been shown that the performances of these algorithms gradually
increase, depending on the amount of information about the network they use. Based on
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the number of copies of a message, single-copy algorithms (forward based) and multiple-
copy algorithms (flood based) have been investigated [15,16]. The Direct Delivery algo-
rithm only sends the message to the destination node, and is suitable for both small- and
high-mobility networks, in which the probability of meeting between the nodes is high.
Comparisons between classical flood-based protocols, such as Epidemic [17], Spray and
Wait [18], PRoPHET [19], and MaxProp [20], were undertaken in [15]. Maximum flow with
the static approach in buffer-limited delay tolerant networks was investigated in [21,22].

In public transport networks, the connection type between nodes is based on a well-
known schedule and well-defined routes. A DTN composed of pedestrians and cyclists
equipped with smart devices was investigated using routing protocols in an Opportunistic
Network Environment (ONE) [23]. The MaxProp protocol yielded the best results in terms
of delivery probability and average latency. DTN communications in the network storage
depend on the store-carry-forward mechanism. A DTN system applied in a communica-
tion network on a railway line was found to reduce the message delivery time by 20%,
depending on the schedule of trains [8]. In [24], an algorithm to search for the shortest safe
path on the network with a time-dependent and edge-length danger factor was proposed.
This work is suitable for the optimization of heavy trucks carrying inflammable materials,
poison gas, or explosive cargo, and traveling within a city. Based on the simulation in ONE
software, the Scheduling-Probabilistic Routing Protocol using History of Encounters and
Transitivity (PROPHET) improves the delivery rate and optimizes the delivery delay with
low overhead in DTN for IoT applications [25].

Drone networks are now used in numerous applications across domains including
topography [26], aerial observation [27], delivery [28,29], agriculture [30], communica-
tions [25,31,32], atmospheric sciences [33-35], and rescue missions [36].

Drone flight path planning can be categorized as off-line planning, on-line planning,
or cooperative planning [37,38]. The relatively short flight distance of drones due to their
limited battery energy [39] can be extended using drone networks.

Flight simulations using a topological map of hexagons, in which each hexagon
contains one drone, have shown the potential for application in indoor rescue missions [36].
In [40], coverage path planning with UAVs was studied, addressing simple geometric
flight patterns, such as back-and-forth and spiral, and more complex grid-based solutions
considering full and partial information about the area of interest. The area was divided
into squares and a drone was flown from a square to another. Parcel delivery missions
using a drone were simulated based on heuristic flight path planning (HFPP) and other
routing algorithms [28]. The results showed that HFPP delivers up to 33% more data
packets compared with Encounter-Based Routing and Epidemic routing protocols.

Vehicular ad hoc networks (VANETs), which are a type of mobile ad hoc network
(MANET), can be used in an intelligent transport system. VANETs allow the mobile
vehicles to establish three main categories of communication: vehicle to vehicle, vehicle
to infrastructure, and infrastructure to infrastructure. A specific application of VANET
applied to a drone network allows messages to be sent via wireless links [32]. A bio-inspired
coordination protocol for a drone flying ad-hoc network (FANET) used for agriculture
applications [30] has been used in an ad hoc simulator for a preliminary analysis of the
feasibility of drone network design. The performance of the branch and bound search-
based mode selection (BBS-MS) for drone-based air-to-ground wireless networks was
investigated in [31].

In this study, we investigated six routing algorithms in a network of drones with
a mobility schedule to ensure communication between isolated areas or in areas with
technical damage. We then qualitatively compared the algorithms. The major contributions
of this study are as follows:

e  The proposed drone network is independent of the Internet, and is of the DTN type.
e A topological map as a collection of regular polygons (squares) was proposed.
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e A time-dependent variant of Dijkstra’s algorithm, which determines the fastest route
by taking into account the time when the message reaches the node and the time
allocated for data transfer, was developed for the proposed network.

e  Five classical algorithms for DTN networks were adapted and tested for the proposed
network.

e Simulations based on flight tests were performed to analyze the efficiency of the data
transmission. The results obtained by the single-copy and multiple-copy algorithms
were compared, in the case of buffer limited capacity.

e  DPractical application of this work is to facilitate the transmission of information in
regions quarantined due to an infectious outbreak, such as COVID-19 pandemic, in
regions with technical damage due to a disaster, and in non-urbanized areas without
electricity access or communication infrastructure.

The remainder of the paper is organized as follows. In Section 2, a drone network
architecture based on the mission profile, and drone sensing and communication, are
proposed. Then, the algorithms and protocols for the delivery of data using drones are
proposed, described, and analyzed. In Section 3, simulation results are summarized and
discussed. Finally, conclusions and possible future work are presented in Section 4.

2. Materials and Methods
2.1. Drone Network Architecture and Communication

A network map is essential for both drone flight control and simultaneous localization
and mission tasks. As noted in [36], three forms of map generation exist: metric, topological,
and hybrid maps. A metric map is represented as a grid, geometric, or feature map.
Topological maps are represented by graphs comprised of nodes and edges, where nodes
represent places, and the edges represent the paths between the nodes [36]. A hybrid map
consists of small metric map locations in nodes. These nodes are connected by edges, which
are the paths between the metric maps [36]. In this work, a topological map was proposed.

The 2D network surface is intended to be covered with equidistantly distributed
points. These points form regular polygons covering the 2D surface. Below, we prove that
the only possible means of covering the 2D surface in this manner is by using equilateral
triangles or squares. First, we prove the following lemma:

Lemma 1. There are 3 ways to cover a 2D surface using reqular polygons: equilateral triangles,
squares, or regular hexagons.

Proof of Lemma 1. The sum of the degrees of the angles of a polygon with n vertices
(n > 3)is 180° - (n — 2). Each angle of a regular polygon has [360° - (n — 2)]/n degrees. If
a point of the surface is a vertex of a polygon, then it is a vertex for m polygons (m > 3)
around this point (Figure 1). Thus, at such a point we have:

m

.1800-5:1—2) 2-n o 1)

= 360" &

It results that2 - n/(n —2) = 2+4/(n — 2) is an integer value greater or equal to 3.
This implies that n — 2 is a divisor of 4 and, because n > 3, it follows that n — 2 is one
of the values 1, 2, or 4, which is equivalent to the fact that n is 3, 4, or 6, and m is 6, 4
or, respectively, 3. This means that the 2D surface can only be covered with equilateral
triangles, squares, or regular hexagons.

Theorem 1. There are two ways to equidistantly cover a 2D surface with points.

Proof of Theorem 1. Using the result from Lemma 1 and the fact that the points are
considered equidistant on the 2D surface, it follows that there are only two ways to cover
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the 2D surface: with equilateral triangles or with squares, because using regular hexagons
is impossible (the vertices of the hexagons are not equidistantly positioned). [J

Polygon 1 Polygon 2

Polygon 3

Polygon 4

Figure 1. Regular polygons sharing the same vertex.

A network to cover a surface with hexagon cells containing three equilateral triangles
was proposed in [41]. In the current paper, a network is proposed to cover a similar surface
with square cells containing two operational squares (Figure 2). Each operational cell is
covered by a drone. A battery charging/changing dock, which is shared by two drones,
is placed in the center of each cell. The docks are able to automatically change/recharge
drones, without manual intervention, allowing fully autonomous drone management. The
mission profile of each drone consists of several phases or steps: engines start, take off,
climb at the cruise altitude, cruise, hovering and data exchange, descent, landing, and
engines shut-down. The cruise phase of the flight mission profile consists of four segments
(Figure 3). Charging or changing the drone battery is a necessary step at the end of the
flight mission.

® @
: Drone |
G M )
Drone i+1 @
< )

|:| Battery charging /changing and data exchange point

(O Dataexchange point

Figure 2. Square cell with two drones.
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Figure 3. Square shape flight mission profile of the drone.

A drone with a quadcopter configuration [42], i.e., a DJI Mavic 2 Pro (DJI, Shenzhen,
China) with a size of 214 x 91 x 84 mm (length x width x height), and takeoff weight
of 905 g, was considered in this study. The performance characteristics of this drone are
presented in Table 1 [43]. All of the drones of the proposed squares network operate in a
pre-programmed manner. The drone network communicates with data exchange points
via wireless links.

Table 1. Drone performance [43].

Parameter Value
Max ascent/descent speed 4m/s;3m/s
Max flight time (no wind) 31 min (at a consistent 25 km /h)
Max flight distance (no wind) 18 km (at a consistent 50 km/h)
Drone battery 3850 mAh, 1800 mA, 3.83 V

The endurance of drones can be improved using various methods, such as changing
the battery [44,45], charging the battery via wires [46,47], wireless recharging [48], solar
cells [49,50], laser-beam in-flight recharging [49,51], and tethered drones [49]. An average
time of 90 min is needed to fully charge an empty battery. An automated means of charging
a battery via a wire can be performed using a charging platform installed on the ground
and a drone retrofit-kit mounted on the drone [46,47]. Thus, the landing gear of the drone
is connected by touch with the charging platform after the drone lands, and charging starts
automatically. The main disadvantage of this system is that the drone is locked on the
ground during the charging of the battery.

An automatic battery changing and recharging system was investigated in [44]. The
battery is automatically recharged after it is changed at the station. The electricity needed
at each station is able to be provided by a solar panel that charges a battery located at the
station. The changing time depends on the efficiency of the changing mechanism, and
varies between 15 s [44] and 60 s [45]. In the current study, a maximum changing time
before the drone is ready to take off of 60 s was considered.

Four flight tests were performed based on the square-shaped flight mission in the
Brasov area of Romania. The flight tests were performed at a temperature of 2 °C, humidity
of 69%, and wind speed of 3.5 km/h. A Samsung S9 smartphone device, on which DJI Go 4
app software (DJI, Shenzhen, China) was installed, connected to a DJI remote controller, was
used to program the flight mission segments and to remotely control the drone (Figure 4).
A flight altitude of 30 m was chosen [52] and the cruise flight distance of each drone was
12,000 m.
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Figure 4. Square-shaped flight mission profile.

The theoretical flight times calculated based on the drone specifications (max. ascent,
descent speeds, and cruise speed) are not realistic for simulations. The main factors that
influence the experimental flight times are acceleration and deceleration of the drone, and
wind speed. The mean flight time for each flight segment was calculated based on the
flight tests (Table 2). Moreover, the average calculated cruise speed of the drone obtained
from the flight tests was 12.93 m/s.

Table 2. Flight test results.

Mission Phase Mean Flight Time Standard Deviation
Take off + climb (30 m) 8.24s 0.193
Cruise segment (3000 m) 232s 0.187
Descent + landing (30 m) 12.12s 0.085
Transfer data (3 points) 120s -
Total flight on square cell 1308 s 0.651

The percentage of the remaining drone battery obtained at the end of the flight
mission was 16% for the rectangular cell. The charging time for the drone battery was
79 min. A safety multiplier of 1.1 was applied to obtain the considered charging time, and
the resulting time was used in the simulations. Thus, 87 charging minutes were considered
for the rectangular cell flight. The average values of the flight times for each segment were
used as input parameters for the simulation of the drone networks in the DTN algorithms.

Eight high-resolution and two infrared sensors were used on the DJI Mavic 2 Pro.
These sensors enabled omnidirectional obstacle sensing, to determine the relative speed
and distance between the drone and the object, and to ensure good stability in forward and
hovering flight. Left, right, up, down, forward, and backward obstacle sensing were used.

A NodeMCU Lua Wi-Fi, V3, ESP-12E, CP2102 Wi-Fi Arduino development board
(Espressif Systems, Shanghai, China) was used for the data transfer between the drones
and the stations. The main characteristics of the NodeMCU are shown in Table 3. The
data were stored on a micro-SD card. The Wi-Fi board and micro-SD card module are very
lightweight and have very low power consumption. The experimental layout, consisting of
the NodeMCU Lua Wi-Fi board and the micro-SD card module mounted on a breadboard,
is shown in Figure 5a. Arduino code was used to program the Wi-Fi boards.

Table 3. Wi-Fi NodeMCU main characteristics [53].

Parameter Value
ESP8266 chip 26 MHz, 4 MB flash, 160 KB RAM
Dimensions (L x W) 48 mm x 25 mm
Operating temperature —40°Cto +125°C
Weight 8¢g
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The case for the
Wi-Fi boards

(a) (b)
Figure 5. (a)Testing stand of the NodeMCU Lua Wi-Fi board and the micro-SD card module mounted
on a testing breadboard. (b)The drone with the 3D-printed case and the Wi-Fi boards mounted on it.

A protective mounting case (Figure 5b) for the Wi-Fi boards was designed using the
SolidWorks version 2016 software (Dassault Systemes, Waltham, MA, USA), and then 3D
printed using material extrusion technology from PLA (BCN3D Technologies, Barcelona,
Spain) on a BCN3D Sigma R19 printer (BCN3D Technologies, Barcelona, Spain).

The Wi-Fi board, micro-SD module, SD card, connection wires, and power cable
weighed a total of 21.8 g, thus representing an increase of 2.4% in the total weight of
the drone.

2.2. Algorithms and Protocols for Delivery of Data Using Drones

The DTN was modeled with a graph having fixed and mobile nodes. There are no
connections between the fixed nodes, so there is no possibility of direct data transmission
because the considered distance between the nearest two nodes is 3000 m. Network
connections are provided by mobile nodes (drones), but their condition is not always the
same; they have periods when they are active and periods when they are inactive. This
means that there is not always an end-to-end path available between any two nodes in
the graph.

We tested five well-known routing algorithms for DTNs (Epidemic, Spray and Wait,
PRoPHET, MaxProp, and MaxDelivery [54]), and a newly proposed TD-Drone Dijkstra
approach, on the square-shaped network shown in Figure 6. We performed tests on the
network by choosing random sources and random destinations that could be located on
any node (marked as a gray circle or a gray rectangle). We considered the drones worked
each day from 7:00 a.m. to 6:00 p.m. and the messages may leave a source node between
7:00 a.m. and 5:00 p.m. We considered 1000 messages randomly sent within this interval
of time.

Epidemic is the basic form of a flood-based routing protocol: when two nodes meet,
they identify the packages that the other node has and transfer the packages that it does
not have. At the end of the process, the two nodes have the same content in the buffer.
This process is repeated each time two nodes come into contact. When a node has a copy
of a message, it waits to meet the destination. In this case, the resource consumption is
high but, in a high mobility network, the delay of message transmission is small. In the
current network configuration, the algorithm produces poor results due to the low number
of contacts between nodes.

Spray and Wait is an algorithm with two phases, one for sending messages (spray)
and one to wait for the contact with the destination node (wait). This algorithm circulates
in two variants—standard and binary—depending on the number of spread copies of the
message. It acts in the same manner as Epidemic, with an important difference: the number
of spread copies is constant. The spray phase of the standard approach consists of spraying
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L copies of the message by the source node itself. The spray phase of the binary approach
consists of spraying half of the number of copies to a meeting node. In this case, not only
does the source spray messages, but also every node that has more than one copy. The
nodes that have only one copy enter the wait phase. This algorithm has the disadvantage
that nodes must keep track of other nodes” movement, but the advantage is that the level
of flooding is limited.

Figure 6. Squares network considered for experiments.

PRoPHET is similar to Epidemic, with the exception that it uses information from
the buffer of the other node to update its predictability vector. Each node calculates the
predictability of the message delivery and sends the message onward only if the contact
node has higher predictability than its own. The disadvantage of this approach is the
relationship between the overhead ratio and the number of nodes—as the number of nodes
increases, the overhead ratio increases [15]. This protocol is known for the complexity of
its forwarding strategy. Thus, it consumes a significant quantity of resources to process
and store historical values. This approach is feasible for networks with high computation
and infrastructure capabilities.

MaxProp is an algorithm based on prioritizing packet transmission and discarding.
The packets in the queue are divided into two categories: those below the “n” hop threshold
(up to that point), and those above this threshold. Newer packages that have not traveled
too much are considered a priority and the guarantee that they will reach their destination
is considered to be high. This algorithm also requires high computation and infrastructure
capabilities. This protocol has low performance when nodes have small buffer sizes because
of the adaptive threshold calculation, but gives better performance with a larger buffer size.
It has a so-called slow start problem, because, in the case of a big network, it may take a
very long time before each node receives the delivery predictability of other nodes because
of the disconnecting nature of the networks, as shown in [20].

MaxDelivery [54] is an algorithm based on prioritizing message delivery using an
appropriate buffer management strategy that consists of a forwarding, dropping, and
buffer-cleaning mechanism.

Next, we propose our time-dependent Dijkstra algorithm to find a route between
two nodes in our drone network. Dijkstra’s algorithm is used to find the shortest path
connecting two nodes in a network [55]. Our routing problem can be modeled using a
time-dependent oriented network [56] defined as follows.
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Definition 1. A triple G = (V, A, f) is called a time-dependent oriented network, where V is a set of
vertices, A C V x Vis a set of arcs, and f is the time dependency function defined on each arc, f: A
x T — T, T C R+ is called the time set and when moving on the arc a = (u, v) € A from node u to
node v, fla, t) € T is the moment of arrival at node v if node u is left at the moment t € T. Of course,
fla, t) > t, for each arc a € A and for any moment t € T.

In our problem, V is the equidistantly distributed set of 2D points, A is the set of
connections between these points ensured by drones, and T = {0, 1, 2, ... } is the set of
counting seconds in a day. The value of f(a, t) must be computed as quickly as possible.
Thus, for each arc a = (u, v), the arrival moments of drones at node v are maintained in
order to enable a binary search to be undertaken when f(a, t) is calculated at arc a and time
t. The arrival moments of drones for all arcs are pre-calculated (once before starting to
use the algorithm) because an exact schedule of drones is known based on each drone’s
starting second in a day, its travel on each arc, its data transfer at nodes, and its wireless
charge/battery change time.

For a given source node s € V, the function dists: V x T — N is introduced, where
dists(u, ts) is the distance in seconds from s to u starting from the moment ts, i.e., it is
the minimum number of seconds needed to go from node s to node u € V on the arcs
of A if source s is left at moment ts. Of course, dists(s, ts) = 0 for every ts € T. If node u
is not reachable (accessible) from s, then dists(u, ts) = +o0. For a given destination node
d, our problem is to determine dists(d, ts) at a given time ts. The pseudo-code for the
time-dependent Dijkstra algorithm is presented in Figure 7.

Input: G=(V,E), f,5,d, ts

Output: p, dists(d)

: for each node u from V\{s} do
dists(u) = +==;
settled(u) = false;

end for;

: dists(s) = 0; settled(s) = false;

1 pls)=s;

7: Quinsert(s, 0);

8: while not Q is empty do

[ e A

9: found = false;

10:  while not Q is empty do

11: The last node u from Q is popped out;
12: if not settled(u) then

13: found = true;

14: break;

15: end if;

16: end while;

17:  ifnot found then
18: break;

19: end if;

20:  settled(u) = true;
21:  ifu=dthen

22: break;

23: end if;

24: forevery arca=(u,v)of Edo

25: newdist = dists(u) + f(a, ts + dists(u));
26: if newdist < dists(v) then
27: dists(v) = newdist;
28: Q.insert(v, newdist);
29: plv)=uw;

30: end if;

31: end for;

32: end while;

Figure 7. Pseudo-code of TD-Drone Dijkstra algorithm.
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Q is a priority queue. This means that, at any moment, the nodes from Q are sorted in
ascending order according to their distance in seconds from s. At the end of the algorithm,
if destination d was reached, the values kept in the so-called predecessor vector p are used
to determine the route from s to d. If a node v was reached, then this was done using
the arc (p(v), v), where node p(v) is called the predecessor of v. After the time-dependent
Dijkstra algorithm is executed using the staring moment ts, the route from s to d (if it exists,
i.e., dists(d) < +o0) is determined using the algorithm presented in Figure 8. Because the
nodes of the route are found by the above algorithm in inverse order (from d to s), the
route must be reversed at the end.

Input: dists(d), p, s, d

QOutput: a route from s to d (if exists)

1: if dists(d) < +e= then

2: v=d;

while not p(v)=s do
Add v to the route;
v=p(v);

end while;

Add s to the route;

Reverse the route;

else
10:  There is no route from s to d;
11:end if;

Figure 8. Pseudo-code for the construction of the route after the execution of the TD-Drone Dijkstra
algorithm.

For each data file that has to be delivered, a “json” file is attached that stores all of the
information needed to transfer the file from the source to the destination: delivery type
(Dijkstra, Epidemic etc.); file information (name, size, time-to-leave); route information
(node codes: stations and drones); etc. The json files that store message information for the
algorithms Epidemic, Spray and Wait, PRoOPHET, MaxProp, and MaxDelivery implemented
in the ONE environment are similar to those considered in [41]. Each route starts and ends
with a station id. Each station id (except for the destination) is followed by a drone id, and
each drone id is followed by a station id. When a drone arrives at a station, a transfer is
initiated between the drone and the station. The drone transfers to the station all of the files
that have the station’s id in the attached json files. After the drone transfer to the station is
completed, the station transfers to the drone all of the files that have the drone’s id in the
json file.

The range of the Wi-Fi boards was tested. The connections between the boards and
file transfer were performed at a distance of up to 85 m with no obstacles in between.
In Figure 9, the console output of the Wi-Fi board is presented. The following steps are
executed: setup (upload speed is set to 115,200, MAC address is obtained), the connection
between two Wi-Fi boards is established, the file transfer is performed, and, finally, the
Wi-Fi boards are disconnected.

In our model, when transferring files, the drone hovers over the station at a height of
30 m, which is significantly less than the maximum distance obtained in range tests. The
transfer speed, including writing on and reading from the SD card, was also tested at a
distance of 30 m. An average of 5.81 Mbps was obtained, which means that a file of 10 MB
was transferred in 13.77 s.
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File Edit Sketch Tools Help

SD_CS)) |
n("/");
v(root, 0);

ln("initialization failed. Things to check:");

n("l. is a card inserted?"):
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("3. did you change the chipSelect pin to match your shield or module?");

tln("Note: press reset or reopen this serial monitor after fixing your issue!"™);

}

Serial.println("setup done!"):

void loopClient() {

v(500):

}
Serial.println();

WiFiClient wclient;

Serial.println("CONNECTED !");

JsonObject reply:

sendIdentity(wclient);

(WiFi.status() '= WL_CONNECTED)|Connecting to ESPap
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== CLIENT === A
My identity: CC:50:E3:5D:9D:73
System Volume Information/

WPSettings.dat 0kb

IndexerVolumeGuid 0kb
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AC DC - Highway to Hell.json 0kb
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CONNECTED !

#_send: ("cmd":" *"CC:50:E3:5D:9D:73"}
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Connected with: S4:F3:EB:16:F5:A7

found json: AC_DC - Highway to Hell.json
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i [] Show timestamp Newline v | /115200 baud Clear output

Figure 9. The console output of the Wi-Fi board.

3. Simulation Results and Discussion

The proposed network of drones can be applied in various scenarios, such as in re-
mote quarantined or isolated areas, following technical damage due to a disaster (e.g.,
an earthquake), or in non-urbanized areas without electricity access or communication
infrastructure. For instance, a remote quarantined zone (e.g., due to the COVID-19 pan-
demic), in which buildings are separated by a safe distance, is considered. In this scenario,
each building may be a house in which patients are isolated, a warehouse storing food or
drugs, a laboratory in which medical tests are performed for patients, or a location at which
doctors are working (isolated from patients). Data packages (medical images, tests, results,
prescriptions from doctors, etc.) must be sent between these buildings. The communication
between these buildings can be achieved by drones organized in a square-shaped network.

To validate the proposed method, simulations were performed using the drone net-
work maps as a collection of squares. Most of the simulations were performed using the
Java-based simulator ONE and its provided facilities, using an ASUS ROG GL752VW-
T4015D laptop with Intel® Core™ i7-6700HQ 2.60GHz processor (Asus, Taipei City, Tai-
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wan), and 8 GB of RAM. The routing protocols used for the simulation within the ONE
simulator were Epidemic, Spray and Wait, PRoPHET, MaxProp, and MaxDelivery.

The following main steps were used for implementation of the ONE scenarios. The
first step consists of defining the map (Figure 10) in wkt file format, in which the coordinates
of all the points on the map, including points that establish the route of each drone, are
defined. The initializations of the algorithms that define the mobility of drones consist of
establishing the initial positions of drones and the recharging/changing points, associating
each drone with a recharger/changing point, establishing the stationary points for data
transfer, and defining the route of each drone. The final step is the establishment of the
simulation parameters, as shown in Table 4. The time parameters, such as the travel
autonomy time, the hovering time for the transfer points, and the parking time at the
charging or changing points, were established based on the experimental flight tests of the
DJI Mavic 2 Pro drone.

Table 4. Simulation parameters for the square-shaped flight mission.

Parameter Value
Number of drones for cruise 24
Number of fixed transfer points 63
Number of charging/ changing battery points 12
Average cruise speed of a drone 46.55 km/h (12.93 m/s)
Flight height of drones 30m
Operating time of the drone in one day 11h
Data transmission speed 2 Mbps
Drone buffer space 2Gb
Message size 500 kb-1 Mb
Message time to live 10h
Source and destination of messages any station
No. of route simulations 1000
|£:| OME - article_scenario — [m] x
Playfield options Tools Help
q -
269.6 0.241/s ‘ 3 H 113 || 3 H b .. |GU\ update: l:E aQ, 0.015F] ¥| Nodes |
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Figure 10. Design of the squares network in the ONE simulator.
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The proposed time-dependent Dijkstra variant was implemented in Visual C++ 2017
programming language. The application has about 1100 lines of C++ source code.

The application written in C++ was executed for each of the two considered situations:
squares with battery charging, and squares with battery changing. For each case, the same
1000 route simulations considered in the ONE experiments were executed.

The delivery rate and latency metrics were used to measure the performance of all six
routing protocols analyzed in this paper. The delivery rate is determined as a ratio between
the number of delivered messages and the number of created messages. The latency is
the average time needed for a message to reach the destination starting from the source
(departure node).

Detailed results of the comparison between changing the battery and charging the
battery cases are presented in Table 5. The results obtained in this paper by simulation
were compared with those obtained in [41].

Table 5. Efficiency factors in drone network.

Delivery Rate Latency (hours)
Algorithm Battery Battery Battery Battery
Changing Charging Changing Charging
Squares  Triangular ~ Squares  Triangular = Squares  Triangular  Squares  Triangular

Epidemic 0.166 0.209 0.135 0.146 0.81 0.72 2.28 2.13
Spray and Wait 0.211 0.179 0.141 0.156 0.52 0.56 1.75 1.92
PRoPHET 0.594 0.762 0.143 0.319 0.61 0.52 2.28 2.49
MaxProp 0.646 0.743 0.135 0.261 0.52 0.47 1.72 1.90
MaxDelivery 0.203 0.271 0.139 0.160 1.08 0.71 2.11 1.80
TD-Drone Dijkstra 0.954 0.973 0.540 0.664 0.43 0.45 1.69 1.48

In the case of the squares network and battery changing, the values of the delivery
rate were within the range of 0.166 to 0.646 for the routing protocols Epidemic, Spray
and Wait, PRoOPHET, MaxProp, and MaxDelivery. The best delivery rate was 0.954 for the
TD-Drone Dijkstra protocol (Figure 11). The worst result in terms of latency was obtained
for MaxDelivery, and TD-Drone Dijkstra’s average latency was the best, as expected
(Figure 12).

The delivery rate in the case of drone battery charging was between 0.135 and 0.143
for the routing protocols Epidemic, Spray and Wait, PRoOPHET, MaxProp, and MaxDelivery.
The maximum delivery rate was 0.54 and was obtained for the TD-Drone Dijkstra protocol.
These low values were obtained because of the large delay due to the battery charge.
The worst results for latency were obtained for PRoPHET and Epidemic, and TD-Drone
Dijkstra’s latency was also the best.
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Figure 11. Delivery rate in the squares drone network.
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The comparison between average latencies was performed on the routes where the
delivery was successful for all of the algorithms (66 routes for the case of battery change
and 64 routes in the case of battery recharge).

M Battery changing M Battery charging

N

{ = !
o kL, U N Un

o

Average latency [hours]

Figure 12. Average latency in the squares drone network.

The best delivery rate in all cases was given by the TD-Drone Dijkstra algorithm
because its buffer load was the lowest (the data was loaded only in the stations and drones
belonging to the calculated route). The latency in the case of Dijkstra’s algorithm was high
because it can deliver most of the packages. Generally, the other algorithms can deliver
only on the shorter distances due to buffer restrictions. It is known that Dijkstra’s algorithm
results in the shortest path, and, therefore, the best latency.

The delivery rate was better for the triangles drone network (Figures 13 and 14), with
the exception of the Spray and Wait algorithm in the battery changing case. For PRoPHET,
Max Prop, and TD-Drone Dijkstra in the battery charging case, the latency was significantly
better.

Latency in the case of changing the battery in the triangles drone network was gener-
ally better (Figure 15), with the exception of Spray and Wait, and in the case of Max Delivery
a significantly better latency was obtained. In the case of battery charging (Figure 16), la-
tency was better in the triangles drone network for three algorithms (Epidemic, Max
Delivery, and TD-Drone Dijkstra), and, for the other three algorithms, the latency was
better in the squares drone network.
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Figure 13. Delivery rate, battery changing, squares vs. triangles.
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Figure 14. Delivery rate, battery charging, squares vs. triangles.
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Figure 15. Average latency: battery changing, squares vs. triangles.
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Figure 16. Average latency: battery charging, squares vs. triangles.

In essence, the delivery rate was considerably better for the triangles drone networks,
and latency was generally better for the triangles case. The significant disadvantage
of the triangles drone network is that double the number of drones is needed to cover
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approximately the same surface, and double the number of loading/changing stations is
required, although the total number of fixed communication stations is similar (63 vs. 65).

Epidemic, Spray and Wait, PRoOPHET, and MaxProp are classic algorithms used for
DTN. However, in our case, as shown, the time-dependent Dijkstra algorithm adaptation
can be successfully used because since the flight timetables are known. There are numerous
advantages of the TD-Drone Dijkstra algorithm: an exact and optimum route is a priori
calculated, ensuring the fastest time of delivery from departure to destination if the route
exists; a message is not unnecessarily sent in the network if no route exists from departure
to destination; multiple copies of the messages are not unnecessarily spread through drone
and station buffers, resulting in unnecessary overloading of the buffers; and, finally, the
rate of delivery success is maximized. The drawback of the TD-Drone Dijkstra algorithm is
that the route is calculated using the information about the operating drones and stations
at the moment of route calculation and, if a drone or a station from the route is down on
this route, the message does not reach the destination. All the routes passing through the
station or drone that is down are compromised until the fault is detected. Moreover, this
problem reappears when the drone/station is fixed until the moment this information is
updated. However, the chance of this problem occurring is low and, if it appears, it may be
fixed in time following the repair of the drone/station or when the current status of the
network is updated. Using the example of the Spray and Wait or Epidemic algorithms
presented in this paper, any message has the chance to reach the destination even if drones
or stations are down because a copy of the message is spread in the network.

4. Conclusions and Future Work

This paper presents a novel method of communication in quarantined or isolated
areas, or areas with technical damage, using networks of drones that fly based on a well-
established mission plan and schedule, on 2D surfaces covered by squares. Two situations
of drone battery management—charging and battery changing stations—were investigated.

A network of square cells with two drones in each cell was proposed to cover a geo-
graphical area. The drone network was simulated based on input data from experimental
flight tests of a quadcopter using six routing algorithms.

A TD-Drone Dijkstra algorithm (single-copy algorithm) and multiple-copies algo-
rithms were proposed to simulate a Delay Tolerant Network of drones. Results showed a
delivery rate ranging from 0.166 to 0.954 in the drone network with battery changing, and
from 0.135 to 0.540 in the drone network with battery charging. The best latency of 0.43 h
for a drone network with battery changing was obtained using the TD-Drone Dijkstra
algorithm. Thus, the best results were obtained for the TD-Drone Dijkstra algorithm, which
was able to deliver most of the data packages in the shortest time.

The traditional DTN algorithms, such as Epidemic, Spray and Wait, and MaxProp,
produced lower results due to the small number of contacts between nodes, and a low
number of message exchanges. The fastest communication was established for the drone
squares network with battery changing. It was found that the battery change scenario led
to an increase in the delivery rate of 76% compared to the battery charge scenario.

It was found that the battery change scenario led to an increase in the delivery rate of
~200% compared to the battery charge scenario.

The fastest communication was found for the drone triangular network with battery
charging, and for the drone square network with battery changing. However, the drone
square network is considerably cheaper than the drone triangular network. Thus, if
cost is not an issue, the triangle network of drones may be implemented because better
performances can be achieved. However, if there is a budget constraint, then the square
network type is more suitable.

In future work, we will aim to apply this network of drones to parcel delivery during
emergencies in remote quarantined zones.
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Abstract: Unmanned Aerial Vehicle (UAV) networks are an emerging technology, useful not only
for the military, but also for public and civil purposes. Their versatility provides advantages in
situations where an existing network cannot support all requirements of its users, either because of
an exceptionally big number of users, or because of the failure of one or more ground base stations.
Networks of UAVs can reinforce these cellular networks where needed, redirecting the traffic to
available ground stations. Using machine learning algorithms to predict overloaded traffic areas, we
propose a UAV positioning algorithm responsible for determining suitable positions for the UAVs,
with the objective of a more balanced redistribution of traffic, to avoid saturated base stations and
decrease the number of users without a connection. The tests performed with real data of user
connections through base stations show that, in less restrictive network conditions, the algorithm
to dynamically place the UAVs performs significantly better than in more restrictive conditions,
reducing significantly the number of users without a connection. We also conclude that the accuracy
of the prediction is a very important factor, not only in the reduction of users without a connection,
but also on the number of UAVs deployed.

Keywords: unmanned aerial vehicle; UAV positioning; machine learning; wireless communications

1. Introduction

Unmanned Aerial Vehicle (UAV) networks are receiving increasing attention mostly
due to their potential in a number of innovative services and applications, which are useful
not only for military, but also for public and civil purposes. They are useful, mainly due to
their versatility and dynamic nature, as their nodes and links can change, along with their
positions, according to their needs. For this reason, they are a good candidate to reinforce
existing networks when they fail or are overloaded [1].

The beauty of UAV networks lies in the fact that the position of the network nodes,
the UAVSs, can be controlled, which can be dynamically changed to optimize the network
performance, and according to the users’ needs and their mobility. To find the best place-
ment for the UAVs, the UAV network should be able to extend the base network with
the limited capacity, by either moving the UAVs according to the needs, in real-time, or
predicting ahead of time where the users will be and how they will move. The first method
has the advantage of allocating exactly what is needed for the current situation, but has the
disadvantage of the delays associated with UAVs positioning. The second method does
not have any delays, as it can mobilize the UAVs ahead of time and optimize their position
according to predicted movements; however, the accuracy of the prediction will influence
how well the UAV network can help the existing network. Moreover, the volatile nature
of the UAVs network, and the fact that UAVs are energy-restricted nodes, require that
the placement needs to be determined with a low-complexity approach and be adapted
over time.
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Considering the previous requirements, this paper proposes an algorithm to calculate
the best positions for UAVs in the network, in order to provide a connection to as many
users as possible, satisfying their services and requirements. The algorithm predicts,
through machine learning approaches the users’ position, and according to their needs, it
predicts the position of the UAVs through machine learning, according to the predicted
requirements and location.

Several machine learning approaches are tested to determine the users’ positions.
Random Forest and Gradient Boosting have the best results, while Lasso, Ridge and
ElasticNet are tied at the last place. In terms of the time to train and predict, which is a
very important metric, Random Forest has a training time almost five times higher and a
prediction time 36 times higher, than Gradient Boosting.

The proposed algorithm for UAVs positioning is tested with real data of the users’
location and their connection through base stations. The test comprises the influence
of several parameters, such as the base station bandwidth and UAVs network range, to
understand the optimal conditions for the use of a UAV network to extend an already
existing network of ground stations, and in which situations should the algorithm be
used. The results show that the algorithm performs better in less restrictive network
conditions, and that the accuracy of the prediction is indeed an important factor to improve
the users connectivity.

The main contributions of this paper are summarized as in the following:

e  Test a set of machine learning approaches for user mobility prediction with real sets
of users and their location;

¢ Proposal of a UAV positioning algorithm able to identify overloaded areas and areas
that can receive more user’s traffic, considering the users’ positioning, users’ mobility
and each users’ needs;

*  Build of a bridge of UAVs that is able to transport the traffic through underloaded
areas, in a dynamic approach and updated over time;

e  Test the approach with the real set of users and with new metrics to understand the
usefulness of UAVs to help in the transport of the users’ traffic.

The rest of this paper is organized as follows. Section 2 presents the related work.
Section 3 describes the problem and our proposed approach. Section 4 explains the method-
ology for choosing the most suitable machine learning algorithm for the users’ prediction.
Section 5 describes the proposed algorithm, while the results are presented in Section 6.
Finally, Section 7 concludes this paper and presents the future work.

2. Related Work

In UAV networks, the coverage optimization is always a challenge that needs to be
addressed. The network coverage optimization problem has been confronted by a number
of different research works, resulting in multiple possible solutions. Galkin et al. [2]
investigated how different UAV network parameters, such as density and height above
ground, as well as environmental parameters, such as the building density and building
heights, can influence the coverage probability. Kuhlman et al. [3] proposed an automated,
physics-aware planner that made use of an information value map for path planning with a
Markov Decision Process-based approach. Lyu et al. [4], in a scenario with no ground base
stations, proposed a solution where UAV-mounted mobile base stations provide wireless
connectivity to a number of ground terminals. The algorithm places a priority on ground
terminals on the boundary, to maximize coverage efficiency. Reina et al. [5] presented
a solution based on a multi-sub-population genetic algorithm and compares it to single-
population genetic algorithms and other meta-heuristic optimization algorithms, and found
that the multi-sub-population genetic algorithm achieves better performance than the other
options. Sabino et al. [6] also proposed a genetic algorithm, in this case, a Multi-Objective
Evolutionary Algorithm, to optimize the UAV node placement considering minimization
of the number of UAVs, assuring the necessary bandwidth and a limited number of UAVs.
Khan et al. [7] proposed a system where coverage of an area is given to a UAV that can
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handle the specific quality of service requirements. Each UAV’s capability to provide the
required quality of service is evaluated through a reputation-based auction mechanism.
They also address the real-time monitoring framework challenge present in this solution
by using a permission blockchain architecture considering Support Vector Machine.

Other works also take into account the energy management of the UAVs as an im-
portant component to the network coverage optimization. Peng et al. [8] proposed an
algorithm based on an Echo State Network to predict trajectories of user equipments, and a
Kuhn-Munkres-based algorithm to find the most energy-efficient trajectories for the UAVs.
Liu et al. [9] used Deep Reinforcement Learning for both the control of the UAVs and for
controlling energy consumption, communications coverage and connectivity. The work
in [10] proposed a framework to derive the localization error of terrestrial nodes in urban
areas when using UAVs as anchor nodes. Such framework includes height-dependent UAV
to ground channel characteristics and a highly detailed UAV energy consumption model.
Following a different problem in [11] the authors derive a model to minimize the total
UAV energy consumption while satisfying the communication throughput requirement of
each ground user. The model includes both propulsion energy and communication-related
energy. The work in [12] presents a detailed survey on the applicability of ML techniques
for UAV-based communications.

However, all these works consider a static network of UAVs. In a real network, users
are moving, and the needs of UAVs also move with the users. This paper proposes an
approach to predict this movement, and move the UAVs in advance to their best locations.

3. Problem Statement

In a network, traffic is not uniformly distributed across all base stations, with people
naturally migrating more to some areas and less to others. This will cause some base
stations to have more users than they can handle, while other base stations are largely
unused, causing connection problems to some users, even though the network as a whole
has more than enough resources to accommodate all users.

By identifying where the network will be overloaded, we will redistribute the traffic of
overloaded areas to places that have a lesser strain on the network, in an attempt to make
the distribution of users throughout the city as uniform as needed. This is the purpose of
the UAVs in the network: to divert the traffic to underloaded areas, so that all users can be
connected with their services and requirements. The UAVs will then be placed in the best
areas to redistribute the traffic in the network, as illustrated in Figure 1.
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Figure 1. UAV assisted communication network.

To identify the overloaded areas in the network preemptively, we will use a machine
learning-based prediction algorithm. Several machine learning techniques are tested, and
the one with the best performance will be chosen. To be able to train it, we need a suitable
dataset that has records of a variety of users with information about the position, connection
type and quality, with fairly frequent updates, like once every 15 min. Furthermore, the data
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should also have detailed information about the positioning of the ground base stations,
which service they provide, their capacity and the area they can provide connection to.
Finally, this data should contemplate a location like a big city, with 50 to 100 km?.

4. Position Prediction Approach

The real data used in the user position prediction results from a large-scale research
initiative called Mobile Data Challenge (MDC) [13,14]. The dataset was collected with the
Lausanne Data Collection Campaign (LDCC), which was responsible for providing close
to 200 volunteers with data collection software on their smartphones. The data collection
started in October 2009 and finished in March 2011.

Using this dataset, we extracted the information necessary for training, which con-
sisted of the position of the users over time. We focused all the data on a circular area in
the city of Lausanne with a 5 km radius. This area was then divided into rectangles of
approximately 200 m horizontally and 140 m vertically.We also divided the data according
to its date: month, weekday and hour.

The end result is a four-dimensional matrix in which the first dimension comprises
the coordinates that represent the rectangular section, the second dimension is the month,
the third is the weekday and the fourth is the hour, each cell containing a number that
represents the quantity of users. Figure 2 shows an example of the matrix for an area in
May, where each line represents a different weekday, by the numbers 0 to 6, and each
column represents a different hour, from 0 h to 23 h.

lels1]2]3|a]5s5]e6|7]8]9|1e|11]12 |13 |14 |15 |16 |17 |18 |19 |20 |21 |22 |23 |

Figure 2. Example of the number of users in the matrix format.

4.1. Feature Selection

To perform feature selection, we use a method called Boruta [15], which compares
the features to a randomized version of themselves, called shadow feature, only deeming
them as useful if the features can perform better than their shadows. Performing better
than the shadow becomes a very definite threshold for this method, that does not need
any human input. Besides that, the algorithm also runs several times, to understand how
each feature performs favorably and how many times it does not. Since the result for each
run is a “useful” or “not useful” criterion, the results follow a binomial distribution and
the features are positioned on it. Boruta then divides the binomial distribution into three
different areas which are the features to drop, features to keep tentatively and features
to keep. The features to drop and features to keep areas are defined by being the tails of
the distribution (the extreme portions of the distribution), where each tail represents 0.5%
of the distribution. Features in the features to drop area should be dropped as they have
little value as predictors. Features to keep should be kept, as they are very useful for the
prediction. The features to keep tentatively are the features that the Boruta method could
not guarantee that they are useful, and should be used according to the discretion of the
person building the model. In the case of this dissertation, those features will be kept, since
the number of features is not very high.

The Boruta algorithm is executed using a random forest regressor as the estimator,
used to evaluate if a shadow feature is better or not than the feature, for 20 iterations. The
results can be seen in Table 1.
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Table 1. Boruta results.

Feature Decision
Month Drop

Weekday Keep tentatively
Hour of the day Keep

Latitude Keep

Longitude Keep

Last known value Keep

Features in the keep tentatively category are not guaranteed to be useful, and they are
left for human responsibility. In this case, the feature “Weekday” was kept.

4.2. Machine Learning Algorithms and Hyper-Parameters

The machine learning methods used in the users’ mobility prediction are shown in
Table 2. They are separated into three different categories, which are Linear, Ensemble and
Deep Neural Network. Ensemble learners use simpler machine learning algorithms, like
the decision trees in this case, and improve them either by averaging the values of several
algorithms, or by continuously adjusting bias values on the course of several iterations of
the same algorithm.

Table 2. Machine learning in the users” mobility prediction.

Method Type

Lasso Linear

Ridge Linear

Elastic Net Linear

Random Forest Ensemble

Gradient Boosting Ensemble

Neural Network Deep Neural Network

For all the machine learning algorithms except neural networks, the sklearn python
library is used. This library provides implementations of the algorithms with default
values on most algorithms that were not changed, unless it is specifically mentioned in the
remaining manuscript.

4.2.1. Lasso, Ridge and Elastic Net

The sklearn python library offers implementations of these three algorithms with built-
in cross-validation. This means that the algorithm uses the cross-validation capabilities to
select the best hyper-parameters, in order to build the best model according to the available
data. therefore, the choice of the hyper-parameters was left entirely to the responsibility of
the algorithm.

4.2.2. Random Forest Regressor

The random forest uses a number of decision trees with various sub-samples of the dataset;
it then uses the average of them all to improve the predictive accuracy and to control over-fitting.
To decide on the value for the maximum depth and the number of estimators, an empirical
research was done. The algorithm was trained using various values of both max depth and
number of estimators which can be seen in Figures 3 and 4, respectively.

For the max depth, the optimal value seems to be 21, even though the differences in
the performance start to be very small after 15. It is worthwhile to note that a higher depth
also implies a bigger training time; therefore, if a small training time is needed, a smaller
value of depth, like 15, might also be acceptable, as the difference in performance does not
make a significant impact.
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Figure 3. Comparing Root-Mean-Square Error (RMSE) values with different values of max depth for
the Random Forest algorithm.

Considering the number of estimators, the results are more irregular, but the number
which offers the best performance is 650, at the cost of a significantly bigger training time
when compared to, for example, using 150 estimators (4 h versus 52 min).
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Figure 4. Comparing RMSE values with different values of estimators for the Random Forest algorithm.

4.2.3. Gradient Boosting Regressor

Gradient boosting is an ensemble machine learning technique that uses a number of
weaker prediction models to build a stronger prediction model. For each model, it tries
to find a new estimator that would reduce the error of each prediction. This estimator
is adjusted iteratively, going through each prediction model. The final result is a single,
stronger, prediction model, that predicts with higher accuracy than any of the weaker
prediction models that it uses. Like the Random Forest algorithm, some parameters will
also be tested empirically, to research their impact on the performance of the model.

Figure 5 shows how the three available loss algorithms perform, where “1s” stands
for least squares regression, “lad” stands for least absolute deviation and “huber” is a
combination of the two. While the “huber” function performs notably worse, “lad” and
“ls” have more similar performances, but “Is” achieve better performance. Figure 6 shows
that the best value for the max depth is 8, while Figure 7 shows that 150 is the number of
estimators that have the best performance.
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Figure 5. Comparing RMSE values with different loss algorithms for the Gradient Boosting algorithm.
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Figure 6. Comparing RMSE values with different values of max depth for the Gradient Boosting algorithm.
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Figure 7. Comparing RMSE values with different values of estimators for the Gradient Boosting algorithm.

4.2.4. Neural Networks

The neural network uses nodes, which is where the computation happens, divided
into layers. Besides the input layer and the output layer, a neural network may have several
layers, each one with several nodes. To decide both the number of layers and the number
of nodes in each layer, several different models were tried and evaluated.

In Figure 8 we can observe the impact that the number of layers has on the RMSE
values. While it does not have a large variation, using four layers seems to consistently
offer the best results.
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Figure 8. Comparing RMSE values with different number of layers and nodes per layer for the
neural network.

In Figure 9 we use four layers for each model, but varying the number of nodes from

10 to 80. Here in this figure, the variation is also very small, but using 40 nodes gives the
best RMSE score.

395
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Figure 9. Comparing RMSE values with different number of nodes per layer for the neural network.

Another aspect that impacts the performance of a neural network is the batch size.
Figure 10 shows the variation in performance according to the batch size. The variation
is highly irregular, not converging to any value, as shown in Figure 10. Since it is not
practical to test every possible value for the batch size, the best option is to try to find a
local minimum that offers good performance when compared to the other local minima.
Therefore, a batch size of 2500 offers the best performance value.
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Batch Size

Figure 10. Comparing RMSE values with different number of batch size for the neural network.
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With these results, we can come to the conclusion that the best neural network model
for this data is one with four layers, with 40 nodes each, and with a batch size of 2500. This
model is the one used in the performance tests in the following section.

4.3. Performance of the Machine Learning Algorithms

To compare the performance of the machine learning algorithms, we use metrics such
as Mean Absolute Error (MAE), Root-Mean-Square Error (RMSE), R-squared (R?) as well as
training and prediction times. We used 80% of the dataset for training, and the remaining
20% for testing, i.e., 13 months for training and 3 months for validation, with the data being
shuffled previously.

In Figures 11-13 all the algorithms are compared according to their performance with
the RMSE, R? and MAE metrics, respectively. Random forest and Gradient Boosting have
the best results, while Lasso, Ridge and ElasticNet are tied at the last place. All algorithms
have RMSE values significantly higher than the MAE values, indicating a high variation on
the error values with a significant portion of them being higher than the average. Random
forest and Gradient Boosting have the best results, while Lasso, Ridge and ElasticNet are
tied at the last place. All algorithms have RMSE values significantly higher than the MAE
values, indicating a high variation on the error values with a significant portion of them
being higher than the average.

Another important metric is the time required for training and predicting. Table 3
shows these values when training with approximately 5 million samples of data. Random
Forest, that performs slightly above Gradient Boosting, has a training time almost 5 times
higher and a prediction time 36 times higher. If prediction speed is a priority, then Gradient
Boosting might be the best option, rather than Random Forest.
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Figure 11. Performance of the algorithms according to their RMSE value.
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Figure 12. Performance of the algorithms according to their MAE value.
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Figure 13. Performance of the algorithms according to their R? value.

Table 3. Training and prediction times for all tested algorithms.

Algorithm Training Time (s) Prediction Time (s)
Random Forest 14,242 179
Gradient Boosting 2842 5
Neural Network 323 23
Lasso 28 0.02
Ridge 4 0.02
ElasticNet 27 0.02

4.4. Prediction Results

Through the prediction approach, the Random Forest predictor was used to generate
a user distribution map. Figure 14 shows the real values for the 15-16 h interval, while
Figure 15 shows the predicted values for the same interval. While the prediction shows
user activity in the same regions than the real values do, it still misses some of the regions
with low user values. For example, in Figure 14 there is a clear trace of users along a road
in the top left region, which is not present in the predicted values. This is due to the low
amount of users and data.
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Figure 14. Real values of the number of users on an April Monday at 15-16 h.
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Figure 15. Prediction of the number of users on an April Monday at 15-16 h.

5. UAV Positioning for Network Traffic Redistribution
5.1. UAVs as Traffic Redistributors

Aerial UAVs are highly mobile and dynamic, which make them excellent to be used as
traffic redistributors: they can follow the users as they move throughout the day. In order
for them to redistribute traffic, they need to build a bridge of UAVs from the overloaded
area to the target area. UAVs will not serve as base stations, but only as extensions of
the already existing base stations. With this purpose, there will be UAVs with either one
of these two functions: connecting to the users or providing interconnection between
the target base stations and the UAVs responsible for connecting to the users. UAVs
that connect to the users will be in the areas that are overloaded, moving with the users’
movement prediction, and will be the ones responsible for providing connection to those
users. The UAVs that provide interconnection will transport the traffic towards the target
base station in a less populated area. The number of UAVs will depend on the distance
between the overloaded area and the target area, the range of the UAVs, the users’ needs
and the links capacity according to the distance.

Each UAV is limited in its capabilities. The number of users each one can serve is
limited by its bandwidth, transmission speed and services required by the users. While
the bandwidth and transmission speed are fixed for each UAV, even though transmission
speed might vary according to the number of interconnecting UAVs, the services required
by the users will most likely differ from user to user. This variation will be taken into
account when calculating the capacity of each UAV, and also the number of UAVs needed
to satisfy the traffic needs of each area.

5.2. UAV Positioning Algorithm

The UAV positioning algorithm is responsible for identifying overloaded areas and
areas that can receive more user’s traffic: through the mobility prediction of the users
and the location of the base stations, decide to which areas traffic will be redirected and,
therefore, decide the best placement of the UAVs.

The algorithm proposed in this paper has three main steps. After predicting the
number of users in each area:

1.  Itidentifies overloaded areas and iterates through all overloaded areas;
2. It finds the nearest areas to offload traffic; and
3. Itbuilds a bridge of UAVs that transports the traffic to those areas.
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5.2.1. Identifying Overloaded Areas

To identify overloaded areas, the average user bandwidth requirements as well as the
available bandwidth per base station are required to be known. With these two values, we
can determine the maximum number of users per base station and use it to determine, for
each base station, the number of users they can provide a connection to. Consequently, we
can also calculate and predict, for each area, the number of users without access to enough
bandwidth, if any. Algorithm 1 is proposed to run the previous steps.

Algorithm 1: Number of predicted users without a connection.

Output: Number of users in excess in each area (extra_users_area) and the number of users
connected to each base station (bs_users)
1 forarea in All_Areas do

2 users = get_users_in_area(area) ; // Using prediction algorithm to get the
number of users
3 while users > 0 and not_all_base_stations_are_full(area) do
4 for base_station in base_stations_in_this_area do
5 if users == 0 then
6 ‘ exit loop;
7 end
8 if base_station_has_bandwidth(base_station) then
9 users -=1;
10 bs_users[base_station] = 1;
11 end
12 end
13 end
14 extra_users_area[area] = users;
15 end

The algorithm assigns a base station to each user that is predicted to be inside it, until
all base stations are saturated or until all users are distributed. Overloaded areas can now
be predicted and used to distribute the UAVs.

5.2.2. Finding the Nearest Areas to Offload Traffic

After identifying an area with predicted users in excess, we need to offload their
traffic into other areas that can handle the traffic increase. For this purpose, we propose
Algorithm 2 that finds a number of available areas closer to the overloaded area that
requires the traffic offload. This number can be changed to define how many areas the
algorithm will return to forward the traffic to, to reduce the probability of overloading any
areas with this redistribution.

Algorithm 2: Areas available to receive more traffic.

Input :Overloaded areas and amount of extra users per area
Output: Areas available to receive offloaded traffic (list_of_available_areas)
for area in All_Areas do
distance = get_distance_between(overloaded_area, area);
available_user_spots = get_available_spots(area);
if available_user_spots > users_spots_available_required then
‘ list_of_available_areas.add( (distance, area) );
end
end
sort_by_distance(list_of_available_areas);
return get_first_n_elements_of_list(n, list_of_available_areas);

© ® N o vl R W N =

The loop iterates through all areas, from now on denominated as target areas, cal-
culates the distance from the current area to the target area, and checks if it can receive
the necessary traffic. If it can, then we add a new tuple to the list created, containing the
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distance calculated before and the identifier of the target area. When the loop finishes, we
sort the list by the distance in order to select only the n closest target areas, and return
them in a list format. Since each area may have multiple base stations covering them and
two different areas may be covered by the same base station, it is possible that the areas
returned will not be able to support all the traffic required, which will require preventive
measures when using the output of Algorithm 2.

With this list, we can then proceed to redistribute the users through the areas, with
the help of the aerial UAVs.

5.2.3. UAVs Distribution

To redistribute traffic, UAVs are used as a path to other areas. The number of UAVs
used should be minimized when possible, which requires the use of UAVs that were
already placed before to serve as or complement paths to new areas. To avoid overloading
any UAVs, each UAV has a counter on how many users it supports (considering the users’
requirements), so if it is needed, a reinforcement UAV is deployed. For this purpose, for
every UAYV that has been placed, there is a list of all other UAVs with a connection, not only
directly, but also indirectly through other UAVs. Therefore, whenever Algorithm 2 returns
a new area aiming to redirect the traffic, first it always checks if an available UAV path to
the area already exists. If that is not the case, then we search for the shortest available path
to find a UAV that has a connection closest to the target area. When this UAV is found,
the amount of UAVs needed to reach the target area is then calculated according to the
distance to the target area and the range of each UAV. UAVs are then placed in a straight
line in intervals of length equivalent to their range. Finally, a list is created, which registers
the position of every UAV, and the UAVs connected to.

5.2.4. Uniting All Parts

With all key parts defined before, the entire system will now be integrated. In this
integration, it is important to assure that the number of users connected to each base station
will not surpass the ones that it can receive. The procedure to perform the integration
and place the required UAVs to cover all predicted users in the network is described
in Algorithm 3.

The algorithm contains a loop through all areas to verify if there are any users left
without a connection, and if there are attempts to distribute them through other available
areas. The list with the target areas is found using Algorithm 2, and then the algorithm
iterates through all target areas, to check if a UAV route is already available, i.e., a path
made of UAVs previously built. If this is not the case, the algorithm finds the UAV in the
network closest to the target area (line 9) and, from it, it builds a path of UAVs to the target
area. After a UAV path is established, the algorithm begins to distribute the user’s traffic
through the base stations in the target area (line 15 to 26), and ends when all user’s traffic
has been redirected to that target area, or if all base stations are already at their maximum
capacity (considering each user’s traffic).

After the loop through all target areas, the distribution may not be able to provide
connection to all predicted users in the current area, caused by two or more target areas
sharing base stations, therefore providing less bandwidth availability than initially as-
sumed. When this occurs, the algorithm performs the process again for the current area,
finding other target areas and distributing the traffic through them, until there are no users
left without a connection or all base stations are at their maximum capacity. The overall
workflow of the proposed system, which encompasses all the algorithms presented before,
is illustrated in Figure 16.
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Algorithm 3: Location of the UAVs for traffic redistribution.

Input :Number of users in excess in each area (extra_users_area) and predicted number
of users per base station (bs_users)
Output: UAVs distributed across the areas
1 forarea in All_Areas do

2 while extra_users_area > 0 do
3 available_areas = get_available_areas(n) ; // using Algorithm 2
4 add_UAV(area);
5 for available_area in available_areas do
6 users_to_distribute = get_amount_of_users_to_distribute(n, extra_users_area);
7 if UAV_route_not_available(area, available_area) then
8 closest_UAV, number_of UAVs = get_closest_UAV(area, available_area);
9 for i in range(1, number_of UAVs) do
10 UAV _position = calculate_UAV_position(closest_UAYV, available_area,
i);
11 add_UAV(UAV_position);
12 end
13 end
14 while users_to_distribute > 0 and not_all_base_stations_are_full(available_area) do
15 for base_station in base_stations_in_this_area do
16 if users_to_distribute == 0 then
17 | exitloop;
18 end
19 if bs_has_available_bandwidth(bs) then
20 extra_users[area] -= 1;
21 users_to_distribute -= 1;
22 bs_users[base_station] +=1;
23 end
24 end
25 end
26 end
27 end
28 end

Finally, it is important to mention all the signaling required to make such a system
to work. First, and to have an up-to-date ML model, the system needs to be constantly
collecting the number of users per cell. This information can be done using tracking systems
or the user’s information that can be gathered by the cellular stations. Such information
must be gathered in a central entity that will be responsible for the use of the selected
ML model. For every prediction stage, the updated positions must be transmitted to the
UAVs in order to cope with overcrowded cells, which may include the deployment of new
UAVs, the removal of unnecessary UAVs or simply the re-positioning of the UAVs in use.
Resuming, in a real-time environment we have a system where the user’s positioning is
gathered at a central entity (just like the system that gathered the MDC dataset), which is
then used to periodically train the model. In that case, the UAV placement algorithm will
be determining the best positions of the UAVs with historic and current users’ location and
mobility, and will update their positions upon new placement results.
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Figure 16. Overall workflow of UAV positioning system.

6. Performance Assessment

This section evaluates the performance of the algorithms by redistributing traffic
through those UAVs, and checking how many users are left without a connection. We
will now consider the real position of the users to check if the UAVs are placed in the best
positions, that is, if the users” mobility and location prediction were performed with good
performance. The redistribution takes into account the positions of the base stations and
UAUVs, and tries to redistribute the traffic according to the UAVs distribution as a result of
the UAV positioning algorithm.

The first step is to distribute the users through the base stations. After this process,
the number of users in excess and users connected to each base station are known, and
therefore, we should distribute the users in excess to other available base stations using the
UAVs placed before.

To evaluate the performance of the proposed approach, a new metric is created,
henceforth called score. To calculate this score, we will use the number of UAVs as well as
the number of users left without a connection. This process will be explained further in the
following section.

6.1. Score Formula

The proposed score formula takes into consideration the number of UAVs used and
how many users were left without a connection. To calculate the final score, we start with
0 points, which is the best possible score. Then, we will add the number of users in excess
and UAVs. However, one user in excess does not necessarily mean one more point to the
score, because we can give different weights to the extra users or the UAVs depending on
what we want to prioritize. For example, if the priority is to use the least amount of UAVs,
then each UAV may add two or three points to the total score while each extra user only
adds half or one point. On the other hand, if the priority is that no user is left without a
connection, then each extra user may add two or three points while each UAV only adds
half or one.
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The results will be shown with different weights for the extra users (w, ) and number
of UAVs (w,), in order to reach the best conclusion regardless of the priority. The different
score formulas are the following:

¢ Balanced—both inputs have the same weight, serving as a good baseline when there
is not any special focus on either reducing the number of users without a connection
or the number of UAVs to be placed (w,, = wy);

e  User focused—a bigger weight is given to the number of users without a connection,
while a smaller weight is given to the number of UAVs (w, = 4 wy);

e UAV focused—the bigger weight is used for the number of UAVs (w,, = 0.25 wy).

Thus, the score is given by

(wg -ng +wy - ny)

Score =
AZU ’

)

where 1, represents the number of UAVs used, 1, the amount of users with coverage by
the extra users, and A, a normalization factor.

To reflect about the usefulness of the UAV positioning algorithm, the score is also
calculated before applying the algorithm, where the number of UAVs will inevitably be
0, so only the number of extra users will be used for the calculation. We then calculate
the difference between the beginning and the end of the redistribution, and measure the
percentage by which the score changed. When a bigger weight has been given to the
number of UAVs, the score may actually be higher after applying the algorithm, and the
percentage will be negative.

6.2. Results

To better understand the strengths and weaknesses of the proposed approach, tests
were performed changing the base station available bandwidth, the user bandwidth and
the ranges of the UAVs. For each set of parameters, the score was calculated through the
three strategies presented before.

The placement algorithm was executed five different times, corresponding to 5 h,
from 14h to 19h, and the score results were averaged. The data used in the performance
assessment was taken from the dataset used to train the prediction algorithm. The predic-
tion is executed hourly, using the Random Forest method, as well as the UAV positioning
algorithm, calculating the score for every hour, and averaging it in the end. It is assumed
that the users require a fixed amount of bandwidth for the duration of the hour, but this
value may change in the subsequent hour.

The bandwidth required for each user is assumed to be randomly selected with a
given probability. For example, for the standard example of an average user bandwidth of
50, the possible values are 25, 50 and 75, all with a probability of 33.3%. The bandwidth has
no explicit unit, but they all use the same unit and are therefore comparable to one another.

The results will show the score obtained or the percentage decrease when comparing
the network before and after applying the algorithm. Each mark corresponds to the mean
of 5 runs and its 95% confidence interval (the confidence intervals are small, and may not
be visible in some of the points).

6.2.1. Base Station Bandwidth

This sub-section evaluates the impact of the base station bandwidth. For this set of
results, the average user bandwidth is 50 and all UAVs are considered to have a range
of 240 m.

The bandwidth available in each base station is a very strong factor in how high
the score is, with the biggest score values coming from lower values of the base station
bandwidth, as observed in Figure 17. This is due to a higher number of UAVs placed, since
more user’s traffic will have to be redirected; it is also due to a lower tolerance for mistakes
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in the prediction, since there will be a lower number of base stations that can receive traffic
from other areas.
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Figure 17. Score of the algorithm with different values of base station bandwidth.

The algorithm is also more efficient for larger values of base station bandwidth,
with higher values also having a stronger percentage decrease in the score, as observed
in Figure 18. However, for all types of score, the trend is the same: the actual values
are very different depending on the score type. In the “user focused” type, the score
always decreases, never going into negative values, where the same cannot be said for
the “balanced” type, where the percentage goes negative towards the lowest values of the
base station bandwidth. Finally, for the “UAV focused” type, the values tend to be worse,
going into negative values when the base station bandwidth values reach 500 or less. The
efficiency of the algorithm using this score is also lower overall, when compared to the
other two. This suggests a sharp increase in the number of UAVs placed when the base
station bandwidth decreases, caused by more users needing traffic redistribution and also
more routes created, since each base station will also accept less traffic.
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Figure 18. Percentage decrease of the score with different values of base station bandwidth.

6.2.2. Average User Bandwidth

On the user bandwidth evaluation, the bandwidth of the base station was set to 1000,
and the average user bandwidth varied between 33 (each user with a value of 25 with 67 %
probability, and 50 with 33% probability), 50 (with 25, 50 and 75 all with equal probability),
and 75 (each user consuming either 50 with 33% probability or 75 with 67% probability).
All UAVs are considered to have a range of 240 m.

The variation of the average user bandwidth has the opposite impact when compared
to the base station bandwidth, as it just increases or decreases the number of users that
fit into each base station. Naturally, as the average user bandwidth decreases, so does
the score, since more users will be able to fit in the same number of base stations, as
shown in Figure 19. With an increase in the average user bandwidth, less users will fit into
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each base station, increasing the number of users without a connection, and consequently,
the number of UAVs placed. With higher values of average user bandwidth, less base
stations will be available and less users will be hosted, therefore decreasing the tolerance
for prediction errors.
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Figure 19. Score of the algorithm with different values of average user bandwidth.

Again, when comparing the decrease percentage (Figure 20), the results are very
similar to what happens with the base station bandwidth variations. In this case, as the
average user bandwidth consumption increases, the decrease percentage of the score gets
lower. Moreover, it is noticeable that, with the “UAV focused” score, the percentage
decrease is substantially lower than the other two types, which are very similar overall.
This suggests that the main factor for the lower performance is the high number of UAVs
placed, since with more users without a connection, and less availability on base stations
to receive traffic, more UAV paths have to be built to redistribute the traffic.
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Figure 20. Percentage decrease of the score with different values of average user bandwidth.

6.2.3. UAV Coverage Range

This test evaluates the influence of the UAV coverage range, where the range varied
between 100, 240 and 500 m. The base station bandwidth was set to 1000 and the average
user bandwidth is 50 with 25, 50 and 75 as possible values, all with equal probability.

The UAV coverage range will determine two key aspects: the number of UAVs needed
to reach a remote base station, which will influence the number of UAVs needed in total;
and also how tolerant to prediction errors the positioning of the UAVs is, which will
influence the number of users left without a connection. With this in mind, we can expect
that scores will decrease as the ranges increase, as shown in Figure 21.
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Figure 21. Score of the algorithm with different values of UAV coverage range.

In the decreased percentage of the score, illustrated in Figure 22, similar results are
observed. The decreased percentage of the score increases with the range. The UAV
coverage range highly influences the performance, since the larger it is, the more tolerant
the network is to bad UAV positioning originated through inaccurate prediction. While it
does not change the amount of users’ traffic each base station can receive or the amount of
traffic that exists, it changes how well the network can adapt to the current situation and
user distribution, and also the number of UAVs placed.
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Figure 22. Percentage decrease of the score with different values of UAV coverage range with a base
station bandwidth of 1000.

6.2.4. Predicted Users Vs Real Users

To further illustrate the situation and the conditions in which the algorithm operates,
Figures 23 and 24 show the positions and number of users without a connection in vari-
ous situations. Figure 23 shows them as the machine learning algorithm predicted, and
Figure 24 shows the real number of users without a connection after the traffic distribution,
and the positions of the UAVs. The most important aspect to take from the figures is that
the prediction algorithm returns less users without a connection than in the reality, which
will inevitably lead to a significant number of users without a connection after applying
the UAV positioning algorithm.
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Figure 23. Prediction of users left without a connection (color marks).
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Figure 24. Users left without a connection (color marks) and positioning of the UAVs after the traffic
redistribution (black marks).

As illustrated in Figure 24, there is still a significant number of areas that are not
directly covered by a UAV, meaning that the prediction algorithm failed to correctly
determine the number of extra users in those areas. While this can be improved by the use
of a dataset with a large number of users, there are also other options that can lessen the
impact of a less accurate prediction. One option is to reduce the threshold for the number
of users needed until an area can be considered overloaded. Doing this will increase the
number of UAVs placed, but also reduce the impact the prediction algorithm will have
when it underestimates the number of users in an overloaded area. Another option is to
allow UAVs to make some moving decisions after they are placed. This means that UAVs
will be able to move to neighbouring areas if the movement would be beneficial overall.

Furthermore, we also investigated how many users each UAV was connected to, on
average, which is illustrated in Figure 25. Using real values will generally achieve a much
larger number of users per UAYV, since the amount of users that benefit from the UAV
placement will be significantly larger than the extra amount of UAVs placed. However,
the same does not apply for more restrictive network parameters, as the number of extra
UAVs placed starts to be higher than the amount of users it benefits, causing a decline in
the number of users per UAV.
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Figure 25. Average number of users per UAV when using real values versus predicted values.

7. Conclusions

This paper presented an approach to predictively place and move aerial UAVs in
a communication network to extend and balance the users’ traffic. It investigated the
performance of multiple machine learning algorithms to predict the users’ location and
movement. The performance results showed that the random forest and gradient boosting
presented the best performance, with random forest having a bigger prediction and training
time. Moreover, this paper designed and developed a UAV positioning algorithm that
returns the positions of the UAVs in a UAV network, with the objective of extending an
existing network and balancing the traffic load. This algorithm was tested with real and
predicted data. We concluded that the prediction algorithm slightly underestimates the
number of users in most areas, causing the UAV positioning algorithm to position less
UAVs than it should, and in turn increasing the amount of users left without a connection.
The UAV positioning algorithm performs favorably for less restrictive network conditions.

Future work will focus on using the prediction algorithm on areas with larger number
of users, and study the impact that the signal propagation, interference, noise, fading and
other impairments of the wireless medium have on the UAV network created by the UAV
positioning algorithm. We will also consider the UAV energy and power consumption in
the UAV placement algorithm, as well as the cost of its replacement.
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Abstract: Access to broadband communications in different parts of the world has become a priority
for some governments and regulatory authorities around the world in recent years. Building new
digital roads and pursuing a connected society includes looking for easier access to the internet.
In general, not all areas where people congregate are fully covered, especially in rural zones, thus
restricting access to data communications and inducing inequality. In the present review article, we
have comprehensively surveyed the use of three platforms to deliver broadband services to such
remote and low-income areas, and they are proposed as follows: unmanned aerial vehicles (UAV),
altitude platforms (AP), and low-Earth orbit (LEO) satellites. These novel strategies support the
connected and accessible world hypothesis. Hence, UAVs are considered a noteworthy solution since
their efficient maneuverability can solve rural coverage issues or not-spots.

Keywords: aerial communication; FANET; not-spots; stratospheric communication platform; UAV;
UAV-assisted network; 5G

1. Introduction

Coverage indicators are essential for perceiving the reliability of the network in a
determined area. Specifically, each country defines the best practices to determine the
covered zones for their boundaries and, therefore, the appropriated thresholds associated
with frequency bands. Commonly, most mobile operators offer coverage on the main urban
area [1], limiting the countryside to lower bandwidth, thus reducing connection speeds [2].
Nevertheless, the interest in providing more connectivity in rural zones has grown in the
last decade since economic development will be an immediate fact.

Extensive terminology has arisen to address the coverage holes, wherein a few or
even any operator guarantee its services. The Ofcom—Office of Communication of the
United Kingdom—names them as Not-Spots. The prior entity has the intention to reach
the coverage index until 95% by 2022 [3]. Several British operators (O,, Vodafone, EE,
and Three) have implemented a sharing strategy, allowing a mutual infrastructure approach
and, therefore, improving the competition in the countryside. This layout—or National
Roaming—grants customers in rural areas the possibility of connecting to the strongest
available signal, regardless of the chosen operator for these clients [3].

1.1. Motivation

The inequality in accessing Information and Communications Technologies (ICT)
resources and the lack of opportunities for reaching development are the most significant
drawbacks in developing countries, even though mobile devices accounted for 87% of
broadband connections there [4]. Latin America is not so far from that situation. However,
most governments have changed their ways of supporting more connectivity opportunities
in the last decade.
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Within the call for promoting a prosperous society, which can curb inequality and
poverty, the United Nations (UN) has considered the access to fixed-broadband internet
under the Goal 9 outline—Industry, Innovation, and Infrastructure—a valuable resource
for population growth. By 2018, 96.5% of the entire world population can access at least
2G mobile networks where LTE covers 81.8% of the population [5]. In full swing of the
Internet Era, not all villages can leverage granted-by-connectivity opportunities because of
thef high cost of access, which unearths the at-risk population group’s unfairness.

Considering the ongoing demands of communication infrastructure, the UN Sus-
tainable Goal 9 aims to significantly increase ICT resources access by 2020, in addition
to struggling to hook up LDC (Least Developed Countries) with affordable technology [6].
The COVID-19 pandemic has triggered comprehensive research and investment in dig-
italization, namely economy and education boosting, since teleworking, video confer-
encing systems, and remote education have been crucial parts during pandemic and
post-pandemic times.

In order to assess the connectivity situation around the world, the GSM Associa-
tion (GSMA) provides the GSMA Mobile Connectivity Index (MCI), which measures the
performance of 170 countries based on four key enablers of mobile internet adoption—
infrastructure, affordability, consumer readiness, and content and services—where the
current data include 2019 [7]. The prior institution has released The State of Mobile Internet
Connectivity 2020 Report , which analyzes the critical connectivity trends from 2014 to
2019 in terms of mobile internet use [4].

The coverage has not been sufficiently wide to provide the same standards compared
to Europe. For instance, in [4], it is possible to check that Europe and Central Asia and
North America were more 70% connected than compared to 54% in Latin America and the
Caribbean. Despite these observations, it is crucial to note that the offered services have
grown in the last region since its MCI overcomes a 61 score by 2019 in contrast with that
obtained five years earlier: 51 [7].

Although MCI appears to be the most significant, this is not the only affair to highlight
at the moment in terms of analyzing connectivity for particular contexts, such as the
countryside. Therefore, it is necessary to map out the earlier metric with each country’s
rural population density, discovering the most important limitations that prevent people
from adopting mobile internet. Table 1 depicts both MCI and Rural Population Density
(RPD)—in percentage units from the total—in order to analyze the gap among fifteen
Latin countries.

Table 1. Contrast between MCI and RPD of 15 Latin America countries [7].

Country MCI RPD
Argentina 67.2 8
Bahamas 68.7 17
Brazil 63.5 13
Chile 73.2 12
Colombia 63.7 19
Costa Rica 63.3 20
Dominican Republic 59.8 18
Ecuador 65.3 36
El Salvador 55.4 27
Haiti 32.8 44
Mexico 67.6 20
Panama 65.3 32
Peru 66.6 22
Uruguay 76.7 5
Venezuela 57.4 12

Identifying the locations where coverage is under specific boundaries appears to be
suitable for sketching out the Not-Spots” presence in these contexts. Therefore, Figure 1
charts the correlation between the total population and coverage density, segregated by
mobile network generation from 2G to novel 5G, in two specific countries of the target
region: Colombia (Figure 1a) and Mexico (Figure 1b). This is aimed at recognizing the
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coverage gap inside the mentioned countries. Moreover, it likely identifies regions in which
the population cannot access voice and data services.
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(a) Colombia (b) Mexico
Figure 1. Correlation between population and current mobile network coverage in both study cases.

1.2. Paper Outline

We have reviewed several strategies that pursue new connectivity standards by ex-
panding network coverage, especially for developing countries, compared with developed
countries such as European countries. These approaches aim to list the possible technolo-
gies that will improve connectivity in rural zones after studying the researched options in
the alternative deployment of networks for optimizing those regions.

After stating the motivations and the principal purposes roughly, we outlined the
article as follows: Section 2 presents a perspective of the network environment (outdoor
and indoor), highlighting the solutions that engage emergent services such as the Internet of
Things (IoT). Section 3 sketches out the possible researched technologies in order to enhance
coverage in rural zones and achieve high Quality of Service (QoS) and the network’s
throughput. Sections 4 and 5 set forth the discussion and conclusions about the assessed
solutions in prior sections, in addition to bearing in mind new research opportunities in
this field. To this end, Figure 2 shows the overall organization of the cited references in this
review article.

[56,84,88. A2G References
89,91,95] Channel Outline

[96-101] [106,107]

[67-72] [59,62-66]

[1,2,9, Supporting UAV-based [8,45,48,

11-13] Design (7377791 “Network  505358]
[26,31,37— 80— [87,90,93,
(=T 39,41] 83,85,86] 94105]

Figure 2. Some Used references in our survey.
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2. The Rural Paradigm Shift

Under the perspective of granting better connectivity standards in the countryside, it
is adequate to set forth the differences among several best-fitted technologies in order to
find an optimal solution. The first approach is a suitable onset to focus on mobile network
connections optimized for rural populations and self-steady links for IoT terminals, whether
involving new communication tendencies such as Device-to-Device communications (D2D)
or even 5G [8].

Outdoor and indoor environments require the above aims to lift specific responses
within rural population needs. The outdoor schemes consider current traffic estimation
of the mobile network by algorithmic focusing since it may provide a proper breakdown
for determining the cells’ coverage capacity [9]. With respect to indoor environments,
achieving an extended coverage based on ad hoc Networks by lower frequency bands
involving repeaters would be suitable [10]. Nonetheless, other approaches will be analyzed
in Sections 2.1 and 2.2 that cope with issues for both cases.

2.1. Outdoor Perspective

Gatwaza et al. in [9] highlighted that traffic is an outstanding factor to dimension
current mobile networks. In isolated zones, the challenge lies in finding out how to fix
the maximum coverage per single base station with respect to complex topography and
highly dispersed population distribution [11]. Information on geographical distribution is
quite relevant for internet service providers (ISP) since it allows the estimation of areas that
deserve specialized deployment toward determining the under-requirements of system
capacity [12].

The coverage parameter defines the network’s scope, resulting in the expected en-
hancement for lower-connectivity regions. Consequently, the channel’s propagation pa-
rameters, such as Path Loss Exponent and Losses, are essential for coverage and quality
analysis. For instance, CDMA and AMPS cells may overlay the targeted geographical areas
to carry information among remote Base Stations (BS) appropriately [13]. Other alternatives
include the use of the WIMAX—IEEE 802.16—set of standards [14] and TV White Spaces
(TVWS) [15] to enable a ubiquitous network.

At the onset of 21st century, the developed countries evaluated options to achieve
better QoS in rural zones. One of them was implementing high-quality in-car mobile
services without the implementation of new cell sites. Thus, there was a possibility to
raise roadway coverage areas by using antenna arrays set over constant on-way cars. This
advance might have allowed the minimization of cost with respect to the non-installation
of more BSs. Furthermore, it would provide improvements due to its implementation over
dynamic CDMA signals, eradicating AMPS services [13].

With the massification of novel technologies, e.g., 5G and IoT for urban zones, the idea
includes analyzing other low-deployment cost options, such as FTTx. Araujo et al. pointed
out in [16] that services on FITC (Curb) would be 70% cheaper than 5G implementation
and 20% less expensive than FTTH (Home). Although the main idea is boosting country-
sides as potential high opportunity zones, not all operators expect to invest in high-cost
infrastructure for low-density populations because its rollout may cost 80% higher than in
urban zones [17].

So far, several approaches have arisen to reach the desired coverage index. Knowing
that 5G services are not considered for the countryside yet, IoT services are limited to
highly reliable networks. More quantity of unfolded BSs and more coverage index may be
reached, increasing efficiency [16]. The BS coverage area is greater than 0.5 Km, and having
enough overlap with adjacent cells will ensure the quality of roaming at the maximum
allowable distance among them [18].

In mobile networks, the handover parameter is triggered when a user equipment (UE)
detects a better signal strength of the neighboring cells [1], but it can also be regarded
as non-convergent in the case of rural zones. Thus, identifying the BS coverage area at
network planning is a relevant part of the design process. 3G services may be the first
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technology to be implemented in the countryside since it is possible to monitor the network
parameters—such as coverage and cell capacity—by implementing appropriate Signal-to-
Noise rates (SNR) and QoS index. It is important to recall that the rural connectivity gap is
proportionally greater for low-income households [19].

After reviewing some references, we found that Stratospheric Communication Platforms
(SPC) have been trending in the last decade for outdoor solutions [20,21]. The Loon Project
searched for possibilities in building a new layer for the connectivity ecosystem in the
stratosphere based on weather balloons with distributed self-optimization [22]. The Loon
LLC group tackled the challenge of extending internet access worldwide based on this
approach until the project was closed down in 2021 [23,24]. Another intended sample was
Facebook Aquila; however, it collapsed in 2018 [25].

Another kind of alternative to cover rural populations includes the use of LEO satel-
lites. Moreover, LEO and SCPs significantly enable coverage increase and do not require
new terrestrial towers. Therefore, these options can offer highly reliable data rate services
while demanding simple but special maintenance attention with respect to its tracing [26].
Figure 3 states a feasible implementation of the reviewed solutions in the countryside for
outdoor areas, aiming to develop new tendencies considered in Section 2.3.

Figure 3. Some solutions for outdoor networks issues.

Figure 3 entails the use of alternative-to-terrestrial wireless connectivity aimed at rural
coverage. To promote the solutions mentioned previously, the SCPs bring several attributes
in offering a low-cost and widespread array of services in the countryside. Among them,
in [27], the author listed the advantages of deploying these airships—either a constellation
or a singular aerial unit—which may be summarized into three categories: seamless
countrywide coverage, power consumption trade-offs, and a higher speed of transmission.

Since SCPs enable an extension of coverage, the unobstructed free-of-shadowing LOS
roaming service would boost roaming services [27], leveraging the autonomous and dis-
crete features of these devices. For instance, Espinoza et all. led a feasibility study in [28]
for two Peruvian rural areas to promote connectivity, aiming at the underserved /unserved
communities despite the rough landscape of either the Andes range or the Amazon rain-
forest. The authors used stratospheric balloons to serve the growing customer and speed
demand for up to eight years. After that, an LTE-based network complemented the estab-
lished structure.
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Nonetheless, the fully fledged satellite-based networks carried on a cooperative relay
scheme to accomplish the ongoing high demands of reliable, seamless, and high-rate
transmissions. Therefore, the space-air-ground integrated network [29]—named SAGIN—
combines LEO satellites, SCPs, and terrestrial BS to achieve the future requirements of 6G
communications by addressing the provided-by-satellite coverage probabilities enhanced
with terrestrial gateways as the authors in acknowledged in [30] in addition to real-time
dynamic adjustment of HAP-based networks.

2.2. Indoor Case

Indoor-improving techniques outlined the strategies that enhance user experiences
inside closed spaces. Therefore, there is more interference resulting from physical obstacles.
This case requires evaluating the best estimation of indoor coverage provided, looking for
optimal system planning. The feasibility in implementing algorithmic solutions based on
UE location estimation appears to be challenging since their location accuracies depend on
the integrated sensors in devices used by authors in [31].

Satellite-based networks and other high-altitude platforms suffer excess losses because
the slant path intersects several obstructions than compared to terrestrials. Nevertheless,
using repeaters at lower frequency bands—despite the bandwidth limitation—can fulfill
the requirements demanded from users [10]. These devices are low-cost and readily avail-
able, hence boosting signal propagation and simultaneously enhancing indoor coverage.
Figure 4 shows a potential indoor-improvement deployment for a satellite-based backhaul.

Figure 4. Indoor solution for a satellite-based network.

In addition to satellite-based backhaul solutions, other approaches outperform the
repeater’s throughput, particularly for IoT devices and MTC at a glimpse, and Section 2.3
foresees the need reinforce this limitation. On one hand, the authors in [32,33] analyzed
the development of indoor coverage—focused in suburban and rural areas—by deploying
LTE-M, NB-IoT, LoRa, and GPRS solutions to cover a greater zone. On the other, there is a
reduction in indoor time dispersion by dynamical estimation of the channel parameters in
full swing machine learning techniques [34].

Regarding the first approach, Lauridsen et. al contrasted the technologies in a par-
ticular Northern Denmark region area by assessing their supported Maximum Coupling
Loss [32,33]. The results accomplished 99% of indoor devices coverage for both LTE-M
and NB-IoT solutions as long as these devices experienced 10 dB additional loss at its
maximum level.
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In the case of deep indoor devices—namely basement or underground located—NB-
IoT performed the best, with 8% of outage probability, followed by LoRa (13%) and GPRS
(60%) considering 30 dB additional losses. Despite the outstanding outcomes to shed light
on optimal indoor coverage, the authors suggest a throughput evaluation of pico-cells or
Wi-Fi access points to enhance connectivity inside closed spaces [32].

2.3. New Services

A few years ago, trending services such as IoT and 5G were considered challenging
to implement in rural areas, especially for Latin America because there were no consid-
erations to grant a reliable and high-traffic supported backhaul network. Nevertheless,
these paradigms would hook up dispersed nodes located in remote zones nowadays,
with staggering downlink /uplink rates, aiming to accomplish the requirements for MTC
and Narrowband Internet of Things (NB-IoT) [35].

IoT promises to be a suitable technology for upgrading the countryside—a stable
network may be guaranteed—following the massive number of connected things and
the heterogeneous nature of IoT devices. On the other hand, there is the incursion of
MTC application domains, such as agriculture management, transportation, logistics
improvement, and crop automation, being one of the fastest-growing telecommunications
technologies, especially in urban contexts [36]. LTE-based MTC addresses advantages in
increasing capacity, traffic response, and spectral efficiency [37].

Diverse strategies have arisen from assessing the most appropriate technologies to
furnish high-speed broadband and to reach desired standards such as service speed and
setting up at 30 Mbps in European rural areas. Ioannou et al. in [38] stated that FTTdp
(Distributed Point) solution using the G.fast standard is a cost-effective alternative to
VDSL, which is the current widespread technology in Europe granting connectivity in
the countryside. The authors acknowledge that FTTdP G.fast readily enables bandwidth
upgrade, but the model is not cost-efficient in terms of investing in geographically sparse
populations [16,17].

Consequently, LTE Fixed Wireless Access Networks (LTE FWA) could be an available,
attainable solution, bearing in mind extensive LTE infrastructure in a significant rural
part of the world. Regardless of whether newly emerged 5G standards are desirable for
implementation, we can upgrade LTE FWA through the LTE-NR model, which creates
a tight interaction between LTE and the new radio system. The also known model of
E-UTRA-NR Dual connectivity—or EN-DC—allows benefits in aspects of user throughput
in both low and high traffic load conditions [39].

Foreseeing the inclusion of the services mentioned above, the design of internet access
solutions should be engaged with the three main factors as the authors outlined in [40]:

e  Affordability —for avoiding undue hardships by employing reliable networks;

®  Social shareability—to gain access through selfless (shared) connections;

*  Geographical network coverage—where networks allow the user’s mobility by them-
selves.

Simultaneously, the requirements on ubiquitous coverage will not follow the one-size-
fits-all standard to pursue a more connected rural society [41]. Figure 5 summarizes the
information granted by the GSMA’s reports [42,43], which attempt to state the main driven
innovations through an improved roll out in three foremost aspects:

*  BSinfrastructure —far-flung from the traditional macrocells model;

*  Backhaul planning—avoiding the higher cost of urban deployment;

*  Energy—mixing up with renewable sources;

*  Blue Sky solutions—although those remain at the proof-of-concept stage.

These innovations will move beyond the traditional business model—such as CapEx—
and local governments should create new regulation principles to harvest investment in
network infrastructure.
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Figure 5. Innovations for rural connectivity.

3. Potential Solutions

There are several challenges to face in rural areas in terms of reliable and enhanced
mobile networks. This need triggers the state-of-art study of diverse network models
for the countryside in order to introduce ubiquitous solutions in which connectivity is
available at anytime and at any location with respect to the population’s demands in a
fully connected society.

By the first attempts to overcome likely hardships, such as insufficient population
for deploying infrastructure, adaptive solutions struggle with the current unfolding of
Mobile Network Operators (MNO). The new platforms or devices—that enhance coverage
and other rural Key Performance Indicators (KPIs)—leverage practical alternatives for
outdoor environments.

There have been studies that cater to rural coverage by using the TVWS-spectrum
sharing approach that utilizes free UHF band channels from analog switch-offs at a specific
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time and space location [15]. Indeed, the primary user (PU) exclusively uses frequency
resources on bands 470 MHz and 710 MHz.

On the other hand, S. Hasan et al. [44] aimed to recover GSM whitespace—or the
non-actively used and licensed GSM spectrum—to support dynamic spectrum sharing,
hence achieving a suitable QoS would not be attached to low throughput and high latency.
Regardless, other kinds of solutions have arisen so far that aim for a fully connected
countryside.

In the following subsections, several trustworthy approaches will be set forth for
diverse rural outdoor solutions, such as unmanned aerial vehicles (Section 3.1), low alti-
tude platforms, and high altitude platforms, and satellites (Section 3.2). Then, Figure 3
graphically summarizes the solutions as mentioned above to cope with rural not-spots.

3.1. UAV-Assisted Networks

Nowadays, unmanned aircraft have commercial uses and have enabled new research
interest and innovation toward improving connectivity. The smaller the airship, the better
the performance in bestowing coverage, especially for isolated areas. In this case, the drone
industry has addressed several civil instances and applications within an affordable and
straightforward aim: leveraging UAVs’ maneuverability to readily provide connectivity as
an off-the-shelf alternative within the current MNO infrastructures.

Historically, the first purpose for Unmanned Aerial System (UAS) was for military
and surveillance fields. During the second half of the 20th century, Warfighter’s internet
yielded a reliable and readily deployable UAV-based ad hoc network to boost backbone
communications [45]. This exploited UAS approach resulted in higher throughput stan-
dards. Therefore, a network-centric UAS operation concept arose beyond military and
political boundaries and was consequently adopted for civil and economic interests. In a
nutshell, the unmanned airships outpaced soldiery endurance.

Since the use of drones has been expedited, the need for regulating them has arisen as
well in terms of complying with safety standards, even though they reach lower altitudes
than other larger forms of aircraft. Therefore, the Global Unmanned aircraft system Traffic
Management Association—or GUTMA—appears to foster trustworthy, secure, and efficient
integration of UAS into global airspace, addressing drone stakeholders practices—defined
as UTM stakeholders—by close cooperation and continuous flight information manage-
ment [46].

To foster a collaborative and innovative community for UTM stakeholders, GUTMA
encourages governments to adopt operation-centric, safe, fair, and secure deployment of
UTM solutions. Moreover, with respect to allowing the full integration of UTM services
with the current network infrastructure, the first step should predict the digitalization
needs of UAS technology trends [47]. Once these are set forth, Table 2 compiles some of
the key specifications for the UAV-assisted network in line with the deployment scenario,
namely in urban, suburban, and rural contexts.

Table 2. Context-based Specifications for UAV Networks.

Network Parameters Context
Scenario LHT UHT BMP LOS NLOS Use Network Flight
(m) (m) Case Configuration Time (min)
UMa-AV 225 100 X HD/M2H 5G TBD
UMi-AV TBD TBD X M2H 15-45
RMa-AV 10 40 X X L2M/LD LTE/LTE+ 60-180

The gathered information in Table 2 divides the network features into two correlated
fields: target scenarios and use case context. Concerning the first field, Muruganathan et al.
approached the stakeholder populations in [48] and their LTE network’s technical deploy-
ment in environments such as urban-macro with aerial vehicles (UMa-AV), urban-micro
with aerial vehicles (UMi-AV), and rural-macro with aerial vehicles (RMa-AV). The last
scenario exhibits a better mobility performance (BMP) than the others. The second field
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considers zone density, emphasizing the highest (HD), the medium-to-high (M2H), the low-
to-medium (L2M), and the lowest (LD) densities [49].

An analysis of coverage issues should extend the operational scope through defined
network architecture to successfully deploy aerial communications. A likely first option
launches the UAV model by hooking up one or several Ground-BS (GBS) and using the
drone as a relay node in the network. Secondly, a swarm of drones seems suitable for
covering a vast extension of nodes or rural-dispersed nodes, creating a solid construction
of flying ad hoc network (FANET) networking. The last strategy outpaces the challenging
issues that mobile ad hoc Networks (MANET) tackled in terms of communication range
since a ground node can indirectly communicate with other hops through several aerial

relay nodes such as UAVs [50].

The concept of FANETs has arisen in the literature in order to top off a particular
form of Vehicular Ad Hoc Network (VANET) communications and addressing scalable,
reliable, real-time peer-to-peer mobile ad hoc networking between aerial and ground
nodes [51]. Table 3 relates some UAV-based communication surveys where the authors
have thoroughly reviewed UAS modeling strategy in fields such as civil, security, and

traffic management, among others.

Table 3. Some surveys of UAV-based communications.

Publication

Brief Summary

Approaches Fields

Mozaffari etal. [52]

A group of potential benefits and applications of UAV-based
communications in enhancing coverage, capacity, and reliability
of wireless networks.

® The key UAV challenges include 3D deployment, performance
analysis, channel modeling, and energy efficiency.

e A comprehensive overview of potential applications, chief
research directions, and challenging open problems, among
others.

Li etal. [53]

A noteworthy integration of 5G technologies with UAV
communications networks upon an emerging space-air-ground
integrated network architecture.

® Space-air-ground integrated network envisions for beyond-5G
communications.

© 5G techniques for physical and network layer of UAV scheme
and joint communication, computing, and caching.

Fotouhi etal. [54]

A development summary promotes the smooth integration
between UAVs and cellular networks without a one-size-fits-all
but affordable model.

® The authors surveyed interference issues and potential
solutions on UVA-based flying relays and BS approaches.
® The article sets forth the new regulations and protocols to
grant cyber-physical security in both aerial nodes and UEs.

Shakhatreh etal. [55]

An exhibition of the next large revolution in civil applications by
introducing UAV technologies to state feasible research trends
and future insights.

o Addressed civil applications: road traffic’s real-time
monitoring, wireless coverage, remote sensing, search and
rescue, surveillance, and civil infrastructure, among others.
® Discussed key challenges: charging, collision avoidance,
security, and networking.

Khawaja etal. [56]

Modeling Air-to-Ground (A2G) propagation channels in
designing and evaluating stages of UAV communication and
links attempts to improve AG channel measurement campaigns.

o AG wireless propagation channel research includes payload
communications and control and non-payload (CNPC)
networks.

® The AG channel study tackles limitations such as large and
small scale fading.

Hayat etal. [57]

Aerial network missions should vary according to the civil
application aims.

® Search and rescue coverage
o Network coverage

® Delivery and transportation
o Construction

The approaches, as mentioned earlier and among others, are comprehensively ex-
plained in Tables 4 and 5. The first acknowledges the literature of UAV-based networks
between twenty and five years ago, which states the strategies that the cited authors as-
sessed for expanding MANET coverage primarily by algorithmic solutions. The second
leads our survey to the outstanding aim: to gauge the promising models for rural commu-
nications, raising the current cellular infrastructure, or even adopting a new topology for

ubiquitous coverage.
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3.1.1. The A2G Channel Modeling

W. Khawaja et al. comprehensively addressed the available A2G channel models—
also including the timeliness to be extended even for Air-to-Air (A2A)—in the study
given by [56]. Throughout the paper, they stated the most relevant UAV’s A2G schemes
and thereby identified the limitations and future research directions for UAS-based com-
munications scenarios. An outstanding classification of the analyzed literature includes
deterministic methods, stochastic modeling, and their fusion.

Even though the performed analysis provided by Khawaja et al. remarkably spurred
the development of a foremost deep-study on the A2G channel technical model, it is
relevant to include a third slope into the classification: Machine Learning (ML) approach,
which is scarcely investigated in the article [56]. To shed light on this end, Table 6 attempts
to state some leading research studies to sketch out the aerial channel beneath two main
strategies, ML and Geometry-based (GM) scheme, in addition to setting forth whether
these strategies lie in stochastic (St) or non-stochastic (N-St) approaches.

Table 6. Some efforts addressed in A2G modeling.

. Approach Scenario Method . o
Cite ML GM UMa UMi RMa St N-St Aim Contributions
o Low computational complexity.
PL and Delay Spread prediction for e Full feature selection scheme.
[95] X X X X X
mmWave channels. o Frequency/scene-based transfer
learning model.
. . Unsupervised learning clustering
[96] PL and Shadowing effects analysis technique to derive a 3D temporary
in 3D- LOS/NLOS Channel.
channel.
o Location-based method by
[97] PL empirical prediction with using 3D-GPS coordinates.
environmental parameters. e Learning phase includes
atmospheric conditions.
Collaborative algorithm to solve Optimization of Multi-UAV user
[98] communication overload by deployment based in modified K-
achieving 1.5x throughput. means distribution and POO.
® 3D arbitrary trajectories.
[99] 3D non-stationary geometry-based o 3D antenna arrays for 5G.
stochastic channel model for A2G. o Computational Methods for
time-variant channel parameters.
A MIMO wideband truncated Statistical derivation of space-
[100] ellipsoidal-shaped method with time-correlation function and
scatterer consideration. Dopler power spectrum density.
o Geometrical parametrization for
[101] Geometrical model for UAV flight’s  the main MPCs.

Multi-Path Components evolution.

o Simulation under non-intuitive
effects of propagation.

[102]

Spatial-temporal correlation in
function of UAV’s hover radius,
flight altitude, and elevation angle.

o Numerical approach of PL,
Multi-shadow fading, Doppler shift,
and channel correlation.

o Fixed-Wings UAV-BS Model.

3.1.2. Regulation

The 3GPP Association mainly tackles the protocols and regulations for UAS-FANET
communication beneath the addressed need of the quickly maturing sector [103]. Conse-
quently, in the eagerness to state new studies and new features for safe operations, there
has been joint work with GUTMA, even involving the novel 5G framework use cases.
To our best knowledge, Figure 6 introduces the areas that are being addressed in the latest
3GPP Releases, from Release 15 to Release 17.

There are other institutions concerned with developing UAS standards, such as
GUTMA /GSMA, ASTM International, IEEE, ISO, EUROCAE, IETF, and JARUS [47]. For a
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handy insight on network safety, by avoiding a loss of service due to their proximity, we
have briefly recapped the 3GPP-suggested edges [103] in the Listing 1, as long as new
releases emerge in supporting the LTE aim [48].

il B sy
Figure 6. UAS addressing in 3GPP standards.

Listing 1. 3GPP Releases Outline involved in UAS Communications.

e Release 15 addressed the research studies about the ability for UAVs to be served
using LTE networks in addition to a comprehensive analysis of potential interferences
between eNodeB and UAS.

*  Release 16 has an overview of the potential requirements and use cases to enable the
necessary connectivity between UAS and UTM.

e Release 17 approaches the use cases and requirements for UAS identification and
tracking beneath the application layer. It also gathers the 5G connectivity needs of
drones in new KPIs into a 3GPP subscription.

3.2. Other Engaging Solutions

We have thoroughly reviewed the implications in assisting rural networks by em-
ploying UAVs; moreover, other engaging solutions can enable broad coverage in the
countryside and in shedding light on its connectivity. On the onset of the first decade of
2000s, SCPs appeared to be a prominent answer for fixed and mobile applications. These
devices remarkably outpaced the unprofitable gap since they have arisen as a cost-effective
solution for urban, suburban, and rural areas [21].

Aside from dedicated area coverage independence, the authors in [21] pointed out
that Sky Station platforms may provide higher capacity—by higher frequency reuse—than
other wireless systems, the possibility of grant enhanced roaming, and the possibility of
choosing their stationary point. Another seamless option for rural connectivity includes
satellites, namely LEO configuration. The following subsections will deepen the strategies
mentioned earlier, and UAVs also fall into this category.

3.2.1. Altitude Platforms

The altitude platforms are grouped into LAPs (Low-altitude platforms) and HAPs
(High-altitude platforms). Song et al. in [104] granted the main difference about the prior
categories. LAPs gather the aerial platforms at an altitude of 20 km. UAVs, drones,
and blimps fall into this group since they cannot support higher payload capacities,
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and their autonomy relies on SWAP constraints [105]. As Section 3.1 discussed, UAVs can
perform far-flung coverage, increase redundancy, and increase survivability, leveraging the
swarm FANET architecture [104].

LAPs have lent dynamic and scalable networks that can quickly cover broader regions,
although there are by-payloads stuck. In this case, there are two method to limit this
situation: First, developing a suitable propagation model that includes the elevation
angle—deployed at several altitudes—along with the MIMO output antenna diversity gain,
especially for the last mile connectivity [106]. In the UAV case, the strategy may contain a
formulation of statistical assessment of A2G propagation by either using Ray Launching
or Ray Tracing geometrical optics models [107]. Second, Drone-to-Drone communication
arises as a reliable collision avoidance system [105].

On the other hand, HAPs operate in a quasi-stationary position at an altitude of 20
to 50 km, becoming a viable option to furnish capacity and coverage enhancement [104].
The authors in [108] have envisioned these platforms as a super macro BS (HAPs-SMBS) to
unfold high-traffic-volume networks in a metropolitan area in bargaining with smart city
paradigms. Facing the LEO constellation shortcomings, HAPs-SMBS can mask the high
path loss and high mobility effects.

The potential uses of HAPs—to tackle rural not-spots—shed light on dynamically
managed radio resources and mitigate the crossed interference [109]. The rural environment
has admitted more prevalence to network coverage instead of higher capacity density.
The reason for this is that HAPS requires lower investment and provides high quality—
even providing higher terrestrial QoS—and this alternative has been carried out to cover
rural and remote areas [110]. At this point, the likely exploitation of radio environment
maps and artificial intelligence in the ongoing infrastructure may allow a radius coverage
area of more than 30 km, as Chukwuebuka highlighted in [110].

3.2.2. Satellites

Satellite-based architecture has furnished an outstanding architecture to hook up the
highly dispersed and remote rural nodes due to their scalability and flexibility in reaching
vast geographical areas. In function of the developed network scope, the satellites” orbit
relies on defined classification [111]: LEO (altitude between 500 km and 2000 km), MEO
(altitude into the range 5000 and 20,000 km), and GEO (altitude of 35,800 km).

Underneath the condition of service-as-primary-resource, LEO architecture, on the
one hand, solves latency issues [112]; on the other hand, it has added remarkable bit
rate capacities by multi-beam technology [113]. In contrast, e.g., GEO holds limited these
parameters. Heading to the best alternative for rural not-spots, LEO has become the best
complementary structure of terrestrial networks in the countryside, figuring out several
shouldered challenges, such as routing problems and raining attenuation [114].

In order to provide seamless and continuous service by LEO satellite networks, these
approaches have adopted constellation shapes whereas QoS is guaranteed, fueled by
novel routing protocols regarding UE location and exploiting deterministic LEO topology.
Therefore, the route bottlenecks should be foreseen in any pair of end-users, as the authors
said in [115]. By avoiding design planning deficiencies, the system’s user capacity becomes
greater, and the covered geographical zone becomes larger [114].

4. Discussion

At this height, the rural zones have struggled to embrace fully fledged connectivity.
Regarding Latin America’s situation, three considerable constraints are in conflict with
the ubiquitous rural coverage aim: First, MNOs do not furnish a suitable telecom infras-
tructure outside of urban environments. Secondly, rural settlements are concentrated but
geographically sparse, occupying common hot spots. Finally, the studied strategies should
be based on bespoke hardware requirements since uneven relief and ecosystem variation
hamper the static estimation of channel parameters—the latter demands higher investment
cost—which seems unprofitable for ISPs and MNOs.
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The not-spots affect directly rural inhabitants, especially those who attempt to fos-
ter rural businesses, which include mainly agricultural and new industrial activities in
the countryside. Hence, Table 7 states the advantages and shortcomings of the studies
solutions—in Section 3—while we spur ongoing research of UAV-assisted networks de-
ployment driven by mobility, cost-effective, and the other leverages outlined in Table 7
that can bring networks to the uncovered regions. Further works include the analysis of
dynamical propagation model and simulations of LTE—aiming for 5G-NR deployment—at
incoming experimental stages.

Table 7. Comparison among the analyzed solutions for rural coverage.

Solution (Section)

Advantages Disadvantages

UAVs [Section 3.1]

o Easily deployable and portable.

o Reliable infrastructure to enhance coverage.

o New security standards by new routing protocols.
o Compatible with others as terrestrial and aerial
network’s platforms.

o Static-channel-modeling intermittent connectivity.
o Energy constraints and limited effective payload.
e Uncertainty on legislation.

o Inefficient obstacle awareness rollout.

e Commit to cover immensely inaccessible areas.

o Allows adaptable resource allocation. e Few protocol standardization.
. o Low roll-out costs. o Unfit design of traffic aggregation.
HAPs [Section 3.2] o Guarantee connectivity by a single platform. e Poor raters of interference mitigation in shared
o Agile deployment. spectrum.
e Payload upgrading.
e Enable higher QoS than terrestrial. o Insufficient coverage time assessment.
. ® Reach a latency issue standard. e Higher cost of deployment and maintenance.
LEOs [Section 3.2] o Add significant bit rate capacity. ® Most affected by fading effects.
e Provide high capacity backhaul. e Unreliable communication at low elevation angles.

Future Research Opportunities

In the prior section, we have introduced three achievable solutions to strive against the
countryside’s not-spots. There remain shortcomings stuck in the fully fledged method of
granting connectivity to pursue endurance in the deployed system. UAV-based networks
seem to be an attractive option due to their commercial affordability, as we pointed out
in Section 3.1. However, for now, both UAS and Altitude Platforms have factors opposed
to large scale use, such as payload capability—to shoulder the network equipment—and
insufficient MNO interest, behind higher returning investment rates.

Consequently, three categories claim further analysis in the case of deploying aerial
networks. Firstly, A2G channel modeling needs to be supplied by a realistic propagation
model, since most of them are still limited to a single device or particular environments.
Moreover, there is a considerable need to characterize the by-mobility Doppler effect, in
addition to the channel’s captured time variation addressing more precision and accuracy.
Fueled by the efforts to sketch the A2G channel—as it was analyzed in Section —the
need to address research in this field has arisen and becomes more decisive as consumer
demands grow.

Secondly, aerial platforms lacking an optimal 3D placement are of concern. A match-
less location bestows the coexistence with the terrestrial cellular networks and avoids
mutual interference with GBS. In the case of UAS, an optimal arrangement of UAV-BS
can yield a minimum downlink transmission latency, setting up previously the drone-BS
location and transmission bandwidth [52]. This approach can reduce the total flight time
while also enhancing energy consumption.

With respect to concern on energy issues of SCP—which may be the foremost chal-
lenge to assure connectivity’s significant periods—the utilization of peer-to-peer energy
sharing has been investigated since energy is a limited resource in mobile networks because
they are jammed in non-renewable sources such as batteries. According to the application,
an attractive solution to outpace the excessive consumption of energy, mainly focused on re-
newable sources, appears to be a significant research field for guaranteeing communication
availability [116].
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Thirdly, outstanding cellular network planning foresees the minimum number of
required aerial nodes to cover a given geographical area, either partially connected or
entirely disconnected. Hence, to maximize the total covered zones, there should be a
previous identification of users and obstacles. Beneath this regard, prior frequency planning
and signaling overhead analysis can assure greater network throughput, especially for
high-frequency bands.

Finally, an in-depth design of the bespoke-solution construction affords countless
advantages to aim for in a fully connected countryside. In this case, embracing an expected
radius of 30 km [109]—or even a greater value—assures the coexistence of either LAPs or
HAPs with terrestrial systems, and sharing the same spectrum can extend the coverage
in rural and remote areas. Other strategies involve a novel antenna array design and
aerial swarms or constellations, which are expected to be further researched in broader
5G investigations.

5. Conclusions

Nowadays, complete rural internet access may be an incongruous reality due to the
lack of efforts to deploy a suitable mobile networks infrastructure. However, data demand
has grown recently since many rural inhabitants consider using technology to improve
their quality of life by implementing trending technologies, such as IoT. Although Latin
American countries have recently envisaged closing the connectivity gap, there are remote
geographical zones where not-spots are a significant challenge to governments because
they strive to outpace inequality under the insight of fully fledged coverage.

Bearing in mind our study cases, in Mexico and Colombia, which have economically
and technologically developed in the last decade, the connectivity gaps are noticeable.
Therefore, implementing alternative and efficient solutions—as listed in Section 3—will
involve hooking the peripheral population up with reliable deployments. The COVID-
19 pandemic has accelerated the reshaping of a noteworthy need for connectivity since
most of our performed activities leverage digitalization growth to partake in affordability
and access. Although several rural populations remain fully offline, the recent efforts to
stimulate new steady links have triggered new opportunities to access online education,
employment, or critical health and sanitation advice.

We have summarized some strategies to strengthen connectivity in rural environ-
ments, especially for Latin American countries. By establishing statistics that best draw the
mentioned phenomena, we encourage further access to ICT and encourage the target of
providing affordable access to the internet in developed countries, which in turn considers
rural and geographically remote populations. Hence, solutions such as UAVs, HAPs/
LAPs, and LEO satellites have arisen for most cost-effective bargaining. However, we
have comprehensively studied UAS scope in communication because its efficient maneu-
verability can solve the coverage problem through a solid construction of either GBS or
FANET approaches.

Author Contributions: D.F.C.-C. carried out the most literature search, outlined, drafted, and wrote
the manuscript. Also, D.E.C.-C. sketched all the figures and tables by collecting the information from
references. A.A.-Z. and G.C.-A. provided the main insights of the Discussion, reviewed the draft
and furnished substantial comments. All authors have read and agreed to the published version of
the manuscript.

Funding: This research received no external funding,.
Institutional Review Board Statement: Not applicable.
Informed Consent Statement: Not applicable.

Data Availability Statement: This article has retrieved information from GSM Association Intel-
ligence databases and reports. Both global MCI and RDP may be consulted through 2020-GSMA
Mobile Connectivity Index. © GSMA Intelligence 2004-2021.

223



Sensors 2021, 21, 8037

Acknowledgments: D.F.C.-C. would like to acknowledge to the Consejo Nacional de Ciencia y
Tecnologia (CONACyT) since this work has been partially supported by national scholarship with id.
1013611.

Conflicts of Interest: The authors declare no conflict of interest.

Abbreviations

The following abbreviations are used in this manuscript:

A2G Air-to-Ground

AMPS Advanced Mobile Phone System
APs Altitude Platforms

BS Base Station

CAPEX  Capital Expenditure
CDMA Code Division Multiple Access

D2D Device-To-Device

FANET  Flying Ad-Hoc Network
FFTx Fiber-To-The-x

GBS Ground BS

GEO Geostationary Orbit Satellite
GT Ground Terminal

HAPs High-altitude Platform

ISP Internet Service Provider
KPI Key Performance Indicator
LAPs Low-Altitude Platform

LDC Least-Developed Country
LEO Low-altitude Earth Orbit Satellite
LOS Line-of-Sight

LTE-NR LTE-New Radio
MANET Mobile Ad-Hoc Network

MCI Mobile Connectivity Index

MEO Medium-altitude Earth Orbit Satellite
ML Machine Learning

MNO Mobile Network Operator

MTC Machine-Type Communication

NLOS Non-Line-of-Sight
NOMA  Non-Orthogonal Multiple Access

PL Path Loss

QoS Quality Of Service

RDP Rural Population Density

SNR Signal-to-Noise Ratio

SCPs Stratospheric Communication Platforms

SUAV Small UAV
SWAP Size, Weight, and Power constraint

TBD To-Be-Developed

TVWS Television White Space
UAS Unmanned Aerial System
UAV Unmanned Aerial Vehicle
UE User Equipment

UHF Ultra High Frequency
UT™M UAS Traffic Management

VANET  Vehicular Ad-Hoc Network
VDSL Very-high-bit-rate Digital Subscriber Line
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Abstract: The use of unmanned aerial vehicles or drones are a valuable technique in coping with
issues related to life in the general public’s daily routines. Given the growing number of drones
in low-altitude airspace, linking drones to form the Internet of drones (IoD) is a highly desirable
trend to improve the safety as well as the quality of flight. However, there remain security, privacy,
and communication issues related to IoD. In this paper, we discuss the key requirements of security,
privacy, and communication and we present a taxonomy of IoD based on the most relevant consid-
erations. Furthermore, we present the most commonly used commercial case studies and address
the latest advancements and solutions proposed for the IoD environments. Lastly, we discuss the
challenges and future research directions of IoD.

Keywords: Internet of drones; communication; security; privacy

1. Introduction

The Internet of drones (IoD) can be described as an infrastructure designed to provide
control and access over the Internet between drones and users. In reality, drones are rapidly
becoming readily available commodity items, allowing any user to fly different missions in
controlled airspace using multiple drones. Although technology helps mass-produce the
onboard components of unmanned aerial vehicles (UAVs), including processors, sensors,
storage and battery life, the performance limitations of these components impede and
reduce expectations. IoD offers drones coupling vehicle as well as cloud mobility functions
to allow remote drone access and control, as well as seamlessly scalable offloading and
capabilities of remote cloud storage [1,2]. Figure 1 illustrates the IoD environment that
includes base stations, signal link, and cloud environments.

The key advantage of a UAV with fixed wings compared to a UAV with rotary wings is
that a less complex repair and maintenance process is required by simple structure, thereby
giving the consumer more operating time at a reduced cost. The simple structure offers a
high-speed aircraft that can have a longer flight length and can cover more ground. UAVs
may make use of non-power supply techniques to make gliding more efficient. It is also
worth noting that fixed-wing airplanes can carry a greater payload for longer distances
when flying with less power giving them the capability to carry a combination of bigger
more advanced sensors with a pair of complementary sensors [3].

Until recently, UAVs were operated individually, but today a higher number of coordi-
nated drones may work together to accomplish complex missions. In these circumstances,
drone communication is absolutely essential. In other words, it is vital for users to fully
comprehend UAV communication systems. One additional kind of wireless channel and
network protocol is utilized in drone communications, but on the other hand, several dis-
tinct types of wireless routes and network protocols are applied in drone communications.
For this reason, the network design for UAVs is determined by their application. As a basic
example, researchers have discovered that a point-to-point line-of-sight link between a
drone and a gadget may maintain continuous data transmission even when transmission
is extended. Drones that use satellite communications to talk to each other for surveillance,
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when employed for safety defense, or more broad outreach activities, satellite communica-
tion is a better option for drones. Alternatively, cellular communications systems are more
commonly used in civic and personal applications. For example, indoor communication,
in particular for the mesh network and WSN, P2P protocols such as Bluetooth have shown
to be more efficient. When applied to drones, working with a multi-layered network can
be a difficult and challenging procedure [4]. Examples of important problems are outlined
below.

Figure 1. IoD environment.

A remote hijacking of the drones could be achieved by leveraging the vulnerability
in the software of the UAVs that act as a sophisticated tool for military purposes. Global
positioning system (GPS) signals are under the influence of malware programs on drones
that can be controlled by malicious users for malicious objectives (attackers). By doing
this, unreasonable attacks, such as dropping bombs, could be committed by the attacker,
endangering lives. The control signal is a significant feature of IoD environments due to
the different communications among entities and should not be disclosed or exposed in
any circumstance. There is a need for robust security measures to avert harm from security
attacks. Moreover, to facilitate personal and business drones for independent flight, a
certain type of authentication and key exchange protocols are required between the two
entities in the sky. Both the entities then create a symmetric security key for future data
transmission [4-6].

The rise in the popularity of drones has increased the frequency of cyber assaults
against UAV systems during the last decade. An adversary will target the radio connections
of UAV systems in order to hinder the systems’ ability to communicate with user equipment.
This includes data required by the user’s cellular equipment that control signals and GPS
signals. This is an example of an interception of information giving enemies the ability to
steal data that drones transmit and request, as well as foregoing direct control of the drones
through control signals. To guarantee the security of the wireless communication channels,
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guaranteeing that both control and data signals are sent has become a critical element
of the overall UAV system [7]. This review focuses on the recent advancements in IoD
development. The key contributions to this paper, which are presented from Sections 3-8,
are to:

Investigate the main requirements of IoD (Section 3).

Provide the main parameters-based thematic taxonomy (Section 4).

Discuss the most commonly used commercial case studies of IoD (Section 5).
Investigate the progress recently described in the literature (Section 6).
Discuss the IoD open challenges and prospective study directions (Section 7).

2. Related Works

In order to examine the possible solutions involving the use of the Internet of drones,
several survey studies have been published in the literature. The specific surveys are briefly
summarized in this section and given in Table 1, which also covers the substance of this
article.

Boccadoro et al. [8] conducted an overview which focused on the consequences of
widespread drone adoption for the economy and society. They covered many aspects of
the IoD, including a comprehensive analysis of privacy and security issues. Additionally,
they explored on what are considered to be the primary research problems and projects
that are of high interest to the IoD for prospective future developments.

Rejeb et al. [9] investigated drones to discover their skills, achievements, and chal-
lenges in logistics for humanitarian use. They provided an in-depth overview of the
capabilities, challenges, and results associated with humanitarian drones in logistical oper-
ations, management, and governance. Furthermore, they examined possible humanitarian
uses for drones and established a road map for more extensive research on the issue. Yahuza
et al. [10] conducted a review to seek and evaluate the factors that impact the IoD network
security and privacy. They examined the variety of drone danger levels and security and
privacy vulnerabilities. Additionally, they analyzed the recently developed IoD security
controls. In addition, they provided the methods for determining the performance, such as
assessment and measurement procedures, that are used by the approaches.

Ayamga et al. [11] reviewed the advancements in agricultural, military, and medical
drones to showcase the strengths, weaknesses, opportunities, and threats of the current
technologies. In addition, the study suggested a need for further research investigation to
better integrate drones into current transportation and supply chain infrastructure, such
as increasing payload and flight length, and addressing the unique aspects of a country’s
culture in which drones are easily accepted and embraced.

Merkert and Bushell [12] conducted a review of systematic literature related to his-
torical concerns such as privacy, acceptance, and protection that have been gradually
replaced by operational considerations, including contact with and impacts on other users
of airspace, in order to recognize critical issues and research gaps. The study demonstrates
that unrestricted use of drones can cause problems for other users of the airspace, such as
airports and emergency services. In addition, analysis of current regulatory approaches
illustrates the need for more policy and management response to both handle rapid and
efficient growth in drone usage and promote innovation, with systems of the airspace
management for all cases of drone use being one promising strategic response.

Zaidi et al. [13] reviewed the state of the art with an emphasis on the Internet of flying
things (IoFT). They proposed taxonomy literature, including description, classification,
and comparative analysis of various IoFT works. In addition, the study presents an
applications problem for IoFT and future perspectives. Moreover, the survey provides
scientific researchers with basic concepts and a full overview of recent IoFT studies.
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Table 1. Related works.

Comparison of Current

Survey Paper Year .0 f . Highlight Research Works in Domain
Publication
Terms of
ComprabrsiveSUds 0T o ppicaions
This work 2021 d . Y Commercial case studies TIoD
advances, and challenges of future .
Recent advances in IoD
research trends
Boccadoro et al. [8] 2021 Drone a.doptlon for the economy Drone applications IoD
and society
The humanitarian drone’s
Rejeb et al. [9] 2021 Humanitarian drones capabilities and Drones
performance
Yahuza et al. [10] 2021 Evlaluate loD network security and Drones classification IoD
privacy
Review the advancements in
Ayamga et al. [11] 2021 agricultural, military, and medical =~ No comparison table Drones
drones
Merkert and Bushell Need for more policy and Countries and regions Airborne
2020 management response to drone o
etal. [12] contributing drones
usage
IoT, FANET, and IoFT
MANET, VANET, UANET,
Zaidi et al. [13] 2020 State of the art of IoFT and FANET IoFT
UAV system, multi-UAV
system, and FANET
Analysis to assist ethical hackers fcr)f;l];le;f;::tfofndmnes Unmanned
Yaacoub et al. [14] 2020 in recognizing the current Aerial
i Drones cyber-attacks .
vulnerabilities of UAVs . . Vehicles
Analytical drone review
Flight stacks
Review the performance Objective, constraint, area,
Al-Turjman et al. [15] 2020 assessment techniques and and assessment approach IoT networks
cybersecurity applications Mass simulators
Testbeds
Improve smart cities’ real-time Surveys and current work
Alsambhi et al. [16] 2019 ;b - Drone and IoT for smart Smart cities
implementation .
cities
Overview of advancements Characteristics of drones
Fotouhi et al. [7] 2019 supporting compatibility of UAVs ~ Comparison of aerial UAV Cellular
into mobile networks placement
Define the strengths and égﬁ;rjﬁiggxcoﬁﬁfa ds
Wazid et al. [4] 2018 limitations of user authentication . ToD
Security features and
of IoD . .
functionality
Vehicles” connection and Autonomous
Bagloee et al. [17] 2016 infrastructure of future growth of =~ No comparison table :
vehicles
AV
Gharibi et al. [1] 2016 Investigate and extract key No comparison table ToD

concepts of networks

Yaacoub et al. [14] conducted an overview and analysis of the use of drones or un-
manned aerial vehicles (UAV) in multiple domains such as civilian and military, terrorism,
and for other various purposes. They describe how a simulated attack on a given drone
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was carried out by the authors following the hacking period. The study analysis will
significantly assist ethical hackers in recognizing the current vulnerabilities of UAVs in
both military and civilian realms. In addition, their proposed future study will enable
implementation of new techniques and technologies for the identification and defense of
enhanced UAV attacks.

Al-Turjman et al. [15] highlighted an overview of drone applications, emergency
networks, and surveillance monitoring in software-defined networking-enabled drone-
base stations (DBS). Furthermore, they reviewed the performance assessment techniques
and related aspects of cybersecurity applications. In addition, the study presents the
necessity to advance in IoT-enabled spaces by developing an innovative and multi-faceted
drone performance assessment framework with primary concerns, meeting user-defined
requirements, and providing safe and reliable services.

Alsambhi et al. [16] presented a survey of the possible collaborative drone and IoT
techniques and technologies recently proposed to increase the intelligence of smart cities.
Their study focused on data collection, privacy and protection, public safety, disaster
management, energy use and quality of life in smart cities, and enhancing smart cities’
smartness.

Fotoubhi et al. [7] presented an overview of advancements supporting compatibility of
UAUVs into mobile networks. Their study focuses on discovering what types of consumer
UAVs are available to purchase off-the-shelf, and what other people and organizations
have addressed when it comes to standardization for serving aerial users with the existing
terrestrial base stations. In addition, the study investigates the potential issues and solu-
tions that are being addressed by standardization bodies for aerial users with respect to
interference.

Wazid et al. [4] discussed certain security issues and IoD environment specifications.
They also discuss a taxonomy of different security protocols in the IoD setting. The study
emphasizes the analysis of some of the user authentication systems recently proposed for
IoD communication. In addition, the study defines the strengths and limitations of user
authentication through a systematic comparative analysis of existing systems with IoD
contact systems.

Bagloee et al. [17] discussed an overview of literature related to computer ethics and
safety including vehicles” connection and infrastructure of future growth of autonomous
vehicles (AV). The study illustrates that a significant information gap exists in AV technol-
ogy with regards to route activities. In addition, the study shows a tremendous opportunity
to incorporate a routing system that offers an effective and intelligent connected vehicle
technology. Gharibi et al. [1] presented a conceptual model of how such an architecture can
be designed and defined the features that should be implemented by an IoD framework.
They investigated and extracted key concepts of current large-scale networks such as
cellular network, air traffic control network, and the Internet to link with drone traffic
management architecture.

3. Requirements of Internet of Drones (IoD)

The expected increase in the use of drones in a variety of applications could expose
operators to a whole new array of risks, particularly damages to third parties and liability.
Several of the requirements for potential drones are presented and classified in the following
sub-sections. Figure 2 shows the key requirements of IoD.
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Figure 2. The key requirements of IoD.

3.1. Communication Requirements

The impact of IoD communication vulnerabilities is receiving increasing attention
from researchers. Many remote locations would be hard to reach were it not for the usage
of drones. As a result, drones are commonly employed for important tasks such as rescuing
victims, providing surveillance, transportation, and helping with conserving and protection
of the environment [18]. Therefore, critical communication requirements to support the
different drone applications are discussed as follows.

3.1.1. Seamless Coverage

Hot-spot coverage (stages, tourist areas, and industrial areas) is appropriate for aerial
entertainment. Widespread coverage in suburban, urban, and rural areas is required for the
inspection and logistics of power or base stations. In the future, seamless drone coverage
will become more essential for network planning. Unlike conventional network coverage
serving mostly land users, enhanced sky coverage is required to support drone users flying
at different heights.

Coverage of up to 10 m altitude is appropriate for plant protection (e.g., spraying of
agricultural chemicals). Coverage of up to 50 to 100 m altitude is required for power line
inspection. Coverage of up to 200 to 300 m altitude is sufficient for mapping of agricultural
lands, while coverage of the upper air pipeline of up to 300 to 3000 m altitude may be
needed. It is difficult for networks to serve this large spectrum of coverage scenarios at
varying altitudes [19].

3.1.2. Real-Time and Remote Communication

Real-time and remote communication capabilities permit remote controllers to issue a
time-based command and control instructions on the basis of the drone flight status report
in real-time, such as space co-orders and equipment status. Real-time and remote controls
are primarily used in the monitoring of flight conditions, drone task, and equipment and
emergency control. The latency and rate of certain data requirements should be met to
allow remote control for drones. The downlink (from the base station to drone) data rates
in many application scenarios are about 300-600 kbps, and the existing 4G+ networks will
fulfill this requirement. For potential implementations, such as remote real-time operations,
the latency criterion is strict to guarantee the precision and experience of service [19].
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3.1.3. Transmission of HD Image/Video

Networks should be able to provide a high uplink (from the drone to the base station)
data rate for drones to permit the transmission of HD image/video. The data rate required
is calculated mainly by picture/video size and quality.

In the future, the demand for higher resolution images/videos in vertical industries
needing 4K /8K HD video support would need a higher Gbps-level data rate. The 5G
networks are well equipped to support such services with a data rate requirement of multi-
Gbps. Transmission of HD image/video will dramatically extend the drones” application
scenarios including energy and power line inspection, agricultural exploration, control
and rescue, entertainment and monitoring. With high transmission rates, drones linked to
networks are able to transmit HD images/videos to enable the immersive experience of
augmented reality and virtual reality [19].

3.1.4. Drone Identification and Regulation

Mobile networks may help identify and control drones by supporting drone registra-
tion, tracking, provision, and coordination [19,20].

e  Registration: Identifying but standardizing the drone equipment number, serial num-
ber, and flight control serial number helps track the whole process orderly from initial
drone production to in-use. Through standardizing registration of drone users, owners
and mobile networks, drone users and owners can be legally monitored.

e  Monitoring: Drone connections and data communications can be detected and moni-
tored through mobile networks. Drone implementations can be completely tracked in
real-time with additional regulatory protocols.

e  Forecast: Flight situations can be dynamically evaluated and early warning of possible
risks can be achieved by tracking drone positions and monitoring the flight traffic and
path.

e  Coordination: Knowledge exchange between industries and different companies can
be carried out by approved oversight of all vertical industries involved.

3.1.5. Positioning of High-Precision

For numerous drone applications, positioning is critical. In several drone applications,
vertical positioning also is important, in addition to traditional positioning on the horizontal
plane. The requirement for positioning accuracy will increase from tens of meters to sub-
meters with the drone applications” development. Fifty meters positioning precision is
adequate for regular monitoring activities. Applications such as agricultural land mapping
and automated loading involve high precision positioning at the sub-meter [19].

3.2. Security Requirements

Researchers have created several security and privacy approaches to secure the Inter-
net of drones (IoD) network to protect the location of unmanned aerial vehicles (UAVs)
and the privacy and security problems that come with using the IoD network. Due to these
localization errors, drone positioning was previously unreliable, which had disastrous
implications for the whole IoD network. Another critical aim of the IoD network is to
increase the level of security and privacy to a point where it cannot be compromised [21].
Therefore, the main requirements of security and privacy of the IoD network include
authenticity, confidentiality, availability, integrity, and non-repudiation [4,11,22]:

3.2.1. Authenticity

Authentication is required for sensing devices, users, and portal nodes before access
to a limited resource is enabled or essential information is disclosed [23]. In addition, for
communicating entities to have mutual authentication, two of the communicating entities
have to be a monitoring drone and a ground-control station. To guarantee full forward
secrecy, it is essential to employ a secure key exchange using a method that produces
session keys that are impossible to recover [24].
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3.2.2. Confidentiality

Confidentiality or privacy of the wireless communication channel protects from the
unauthorized disclosure of information [24]. Another significant barrier to IoD implemen-
tation is making data available, and controlling access to that data (data confidentiality).
For instance, when a group of drones collects road traffic data from several places, there is
a continuing problem in sharing this data safely and effectively [20].

3.2.3. Availability

Registered users should also be granted access to appropriate network services in
conjunction with system denial-of-service attacks. Both the mechanism and the system are
capable of recognizing if a drone is engaged in combat and keeping track of the battle limit,
which governs whether the flight management system can pick up on a malfunctioning
drone and determine if the availability criteria are compromised [10].

3.2.4. Integrity

Integrity is essential to guarantee the trustworthiness of the information (for example,
that it has not been altered in transit, and the source of the information is genuine) [24].

3.2.5. Non-Repudiation

The goal is to ensure that a criminal organization does not conceal its actions. In fact,
when there are several parties conducting an action, one of the necessary security measures
is to make sure that the action cannot be rejected without the others” knowledge [24].

4. Taxonomy of IoD

This section presents a thematic taxonomy for the Internet of drones that consists of
the elements of IoD, notably architecture, middleware, data fusion and sharing, security
and various applications, as shown in Figure 3.

Internet of Drones

- i o Data fusion & - - -
Architecture DAIGIE A nes - Security Applications
sharing
Architectural Sm art
elements(Comp Service-Based - Distributed || Authentication B i
Agriculture
onent)
Comm unicatio N 5 oo
Cloud-Based | Centralized -] Privacy B Mining
n protocols
Intrusion =
L~ Cloud-based Bl Detection - Construction
Emergency and
>  Availability 1 Delivery
Services
—| Film and TV

Figure 3. Taxonomy of IoD.
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4.1. Architecture

IoD architecture is divided into two major elements: Architecture components and
communication protocols. IoD architecture plays a vital role in controlling and administrat-
ing unmanned aerial vehicles to perform their operation more efficiently [25].

4.1.1. Architecture Elements (Component)

There are numbers of the Internet of things components present in the architecture of
IoD. The role and operations of these components depend on interaction with the IoD ar-
chitecture. Furthermore, stability, data acquisition, and communication methods of IoD are
determined by its architecture components [26]. In addition, IoD architecture components
are intended to perform operations mainly related to deciding and controlling the drones
and ensuring that the data reach the correct destination from the source nodes [1,27]. Lastly,
in the development of IoD architecture, we have to consider resources such as airspace,
intersections, and nodes [1].

4.1.2. Communication Protocols

IoD enables multiple communication protocols to support and transfer data between
the nodes. Authors propose a drone planner which assists in two communication protocols,
namely the MAVLink protocol and ROSLink protocol. The MAVLink is a lightweight
message marshaling protocol and ROSLink is integrated with the robot operating system
which provides robots into the IoT [28]. The efficiency of the communication protocol
is decided by the node movements and behavior in the network [29]. Furthermore, the
communication protocol for IoD has to accelerate in routing competencies where data
communication between the source node to target nodes is crucial [30]. Due to the above
reasons, selection of the communication protocol for IoD should be analyzed thoroughly.

4.2. Middlewares

In a connected IoT devices environment, the middleware layer plays an essential role
functioning as a mediator between various nodes and applications [31]. Moreover, the
middleware layer ensures abstraction between the various interfaces of the IoD, namely
programming language, operating system, networks, and architecture [32]. Two major
middlewares, service-based and cloud-based are discussed in the sub-section.

4.2.1. Service-Based

Service-based middleware facilitates in offering network access, local message deliv-
ery, caching and name resolution to the IoD architecture [33]. Service-based middleware
can achieve robust connectivity for the entire IoD architecture. Furthermore, it can in-
tegrate well with other network layers to provide efficient collaboration, performance,
and is adaptive to the architecture. Authors propose service-based middleware that en-
ables effective data transmission and extended connectivity time between the network
communications [34]. In IoD architecture, simultaneous communication between the
ground network and drone is a fundamental principle. The authors propose concurrent
communication between ground ad hoc networks and multi-UAV network for on-time
communication [1].

4.2.2. Cloud-Based

Cloud-based middleware for IoD service facilitates diverse applications to integrate
their operations into the network architecture. The most commonly used robotics applica-
tion middleware is the robot operating system (ROS) which utilizes the benefits of its elastic
resources by offloading computation and processing to the cloud for efficient resource
usage. This process is named cloud robotics [1]. The cloud-based middleware provides
reliable communication between the ground network and UAV [35]. The cloud-based
middleware delivers a very rapid response to the requested service. It further benefits the
IoD to actively communicate with the other networks.
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4.3. Data Fusion and Sharing

Currently, multiple drones are connected to perform various operations simultane-
ously. Incorporating data fusion and sharing for IoD allows the processing and merging of
several data sources to generate correct information for decision making. Moreover, data
fusion based algorithms for multi-UAV further support more efficient performance in the
smart environment. In this sub-section, we outline the three different types of data fusion
and sharing for the IoD, namely distributed, centralized, and cloud-based.

4.3.1. Distributed

The distributed data fusion and sharing are also called meta-architecture. This de-
centralizes the data into local interaction and no components are important to any other
operation and results in several benefits for the IoD operation, namely scalability, being
fault-tolerant, interoperability, and ease of redesign [36]. These benefits help reconfigure or
remove the particular unavailable or disconnected drone from the network. Moreover, the
distributed environment is more convenient to make a decision independently and in the
case of emergency can work as collaborative sharing.

4.3.2. Centralized

The centralized data fusion and sharing mechanism needs high-power communication
equipment to perform the operation smoothly. Furthermore, it shares all the information
through the fusion center with other devices in the network and leads to provision of
more accurate information about the operation [37]. At the early stage of deployment and
operation for the shorter distance, centralized sharing performs more efficiently. However,
when it comes to longer distances and later part of the operations, it will be much more
complicated to reposition or control the device [38].

4.3.3. Cloud-Based

Cloud-based data fusion and sharing are completely controlled by cloud interfaces
that consolidate various services to support the client to make an effective decision. Fur-
thermore, services such as analytics and intelligent operation can be performed in the
architecture. The developed framework to integrate various sources to operate traffic
management of smart cities applications use cloud-based data fusion. In addition, these
frameworks offer services to safety, collision avoidance, and risk-aware navigation [39].

4.4. Security

IoD transport and convey by more sensitive and confidential information about
the operation. Correspondingly, unauthorized access or control to drones leads to the
destruction of any services or physical attack. In this sub-section, an overview of four
different areas in security is discussed.

4.4.1. Authentication

Authentication is one of the major threats to any drone, whereby information disclo-
sure results in leakage of identity, location, flying routes, and other meta-data information
about the device. To improve the authentication, the authors propose a fast modular
arithmetic operation for the drone that helps control the signature key generation and
computing capability of any UAV resources. In addition, preserving authentication fur-
ther secures the authentication performance for UAV-to-UAYV in real-time [2]. Moreover,
authentication should be given higher priority when it comes to accessing information
in real-time, otherwise the attacker can change the original message while operations are
performing in real-time. Most of the communication channels are protected by encryption
algorithms, which help protect the unauthorized authentication of the IoD [40].
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4.4.2. Privacy

The privacy issues of the IoD arise from three major areas: Sensors, communications,
and multi-UAV [41]. Eaves-dropping and keylogging are the popular methods in data
interception which is aimed to affect the privacy of the flowing information between
the drone and communication center [42]. Furthermore, the IoD utilizes the open-access
communication environment which is vulnerable to many security and privacy issues such
as message integrity, and disclosure of the UAV identity [2]. The recent advancement in
drone usage by civilian and business entities further increases the possible harm to the
right of the individual or organization to privacy [43].

4.4.3. Intrusion Detection

An intrusion detection system is classified into two main categories, namely host and
network-based. The authors propose a hybrid method for the UAV network intrusion
detection system, which comprises spectral traffic analysis and a robust controller to
observe the abnormal behavior in the UAV environment. Moreover, it performs a statistical
signature to explore the threat. Furthermore, the wireless network faces several threats,
namely overload, flash crowds, worms, port scans, jamming attacks, etc. [44].

To handle the above-mentioned modern threats, integrating deep learning and big
data technologies for intrusion detection will provide a more efficient method to identify
the threats [45].

4.4.4. Availability

The specialty of the IoD is to have high availability of the data flows in real-time to the
network. The IoD streams the high rate of data in the emergency response operation [46].
Moreover, in an emergency, the rivals may alter the incoming drone data or stop the
availability of the data to threaten the current situation. This would affect the evacuation
operation in the area [47]. Apart from this, these atomic attacks, namely battery exhaustion
attack, fuzzing attack, and physical component warning suppression would be performed
to disrupt the availability of drone data [48]. Lastly, any modern security system should
protect the collected drone data to be available in the network without interruption for
further analysis.

4.5. Applications

In this section, we discuss the most frequently used IoD applications, namely smart
agriculture, mining, construction, emergency and delivery services, and film and TV.
Table 2 illustrates the summary of drone applications and its modern usage areas.

4.5.1. Smart Agriculture

IoD based smart agriculture is being pursued to satisfy the growing demand emerging
from an environmental change with an ever-increasing population and limitation to natural
resources. In general, due to over-reliance on machinery, many farmers have left behind
farming jobs leading to a shortage of workers for agriculture industries.

Innovations such as IoD, cloud, and IoT will help them monitor their fields in real-time
to make an efficient decision. In particular, adopting the IoD and wireless sensor network
for smart agriculture will add more value and efficiency in monitoring and growing crops
for better yields. Furthermore, IoD eases the process by aerial monitoring and smart
spraying in crop affected areas [49]. In the era of precision agriculture, remote sensing
with IoD and GPS technologies further helps increase the various types of detection in the
farming sector, such as drought stress, nutrient status, and weed detection [50].

4.5.2. Mining

The usage of the IoD in mining applications protects human safety and reduces the
cost of mining operations. Moreover, the disruptive technologies help in indoor and
outdoor visual inspections, pit planning management, stockpile surveying in the mining
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industries. The collected IoD data can be further processed to make efficient decisions
in mining industries. The authors propose that the framework of UAV applications in
mining areas is divided into three major categories. Firstly, basic data from digital cameras,
spectral, lidar, thermal infrared, and gas sensors. Secondly, monitoring objects such as
dump, surface subsidence, coal gangue heap, open mining pit, and industrial site. Thirdly,
different applications in mining areas [51].

4.5.3. Construction

IoD makes it easier to access the visual data of the construction site to the client’s view
simultaneously. Furthermore, connected sensors, GPS, and the high-quality camera provide
various details to different stakeholders in the project. With sophisticated technologies,
the project manager has real-time data access to the site to monitor and avoid waste in the
construction process.

In addition, worker smart helmets in the construction site provide data about the
safety of an individual person to the drone. However, usage of IoD for the construction
industry is quite new compared to other application areas which need clear regulatory

approval and availability of experts [52].

Table 2. Summary of drone applications and their modern usage areas.

Applications Modern Usage Areas Reference
Soil and Field Analysis
Crop Monitoring
Irrigation https:/ /www.microdrones.com/en/content/drones-and-
Smart Agriculture Pathogen detection precision-agriculture-the-future-of-farming/ (accessed on
Drought stress 10 December 2020).

Weed detection
Nutrient status
Yield prediction

[47,49]

Mining

Field measurements

Water sampling

Stockpile management

Site description

Mine or quarry monitoring
Sediment flow

Hazard identification

https:/ /wingtra.com/drone-mapping-applications/
mining-and-aggregates/ (accessed on 10 December 2020).
[51,53]

Construction

Construction Safety
Autonomous operation
Planning and analysis process
Site Inspections

[52]

Emergency and
Delivery Services

Rescue Operations

Blood and medicine Transportation
Patient Monitoring

Disaster relief and Management
Find Missing Persons

Public safety

[53-55]

Film and TV

Scouting and planning
Location managers
Logistics and safety
Multiple sensors shooting
Visual effects

https:/ /variety.com/2019/artisans/production/film-and-
tv-shoots-drones-1203223079/ (accessed on 11 December
2020).

[32,56]

4.5.4. Emergency and Delivery Services

IoD plays a significant role in forest search and emergency medicine delivery to

remote areas. Furthermore, it is used for transporting blood, for disaster relief, missing
individuals finding lost hiker in the hill station, and many more areas of emergency services.
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Tech giants, such as Google and Amazon use the sky to provide medical care and food
delivery. IoD is equipped with a unique signature to track individual missions to verify
the place to which they traveled for disaster assistance. This helps coordinate the search
and rescue more efficiently. IoD is even used in the assistance of underwater search and
rescue operations. However, the greatest challenge relates to the bandwidth of IoD devices
that need to assist with intelligent algorithms [53].

The use of drones for emergency response services, especially in medical situations,
opens up new possibilities for life-saving measures. Using drones to provide “eyes” on
a dangerous situation or to deliver medical supplies to stranded patients may improve
emergency response physicians’ ability to provide treatment in dangerous situations. IoD
offers many emergency response services that impact daily life, discussed as follows.

Disaster management: Sensor data are a major problem in a broad geographical area.
In the case of satellite remote sensing, the identification of different parameters such as
forest vegetation, the tracking of the bottom of rivers, and the desert is very difficult. For
these situations, most devices are specifically designed and have very low time sensitivity.
In addition, environmental instability such as large clouds, cyclones, and volcanic ash can
cause disturbances. A certain situation can occur when acquiring large-scale sensor data.

As is the case in most situations, the sensors are located in fixed positions and the
network architecture is not suitable for rapid monitoring and management. In addition,
the sensor nodes themselves are susceptible to failure and low transmission capacity. Thus,
a dynamic node collection is highly important, which links the ground station and data
processing sites by utilizing the utility of the drone ecosystem Internet. Furthermore, the
drone functions as a highly complex data mule and sensing nodes, and sometimes the
nodes are disconnected from the network. That is, the intrinsic phenomenon of flying
nodes in dissipated networks and ad-hoc flying networks. Therefore, clearly, the nodes
interconnect in an opportunistic way [54].

Public safety: Whether a delivery site or a specific restaurant, and being more popular
with COVID-19, we can see that replacing personal delivery with a drone can boost
protection (no chance of transmission) but there are other possible benefits of drone usage.
Fewer cars will minimize CO, emissions and alleviate congested streets. Drones may
reduce delivery times in non-urban areas or enable delivery to previously unreachable
areas. Cost savings will also potentially occur, the average cost of owning and using a
vehicle appears to be greater than a drone. Despite the labor pool, many restaurants and
supermarkets had trouble filling open vacancies prior to COVID-19. The use of drones can
allow the redeployment of their labor by these establishments [55].

45.5. Films and TV

Films and TV production are going through revolutionary changes from human
intervention to automation. Algorithms, technologies, and expert knowledge systems
provide more efficiency to produce a high quality of creative content into cinematography
industries. In the existing approach, labor workers are heavily used to position, and
target the camera position for adjusting the camera motion. These problems are easily
addressed by a drone-based intelligent shooting system, which further integrates with
machine learning and computer vision to assist in more convenient automation.

IoD contains more than one high clarity camera to track the visual object for the
production of films and TV. Moreover, IoD provides high precision and coordination
to capture the shot for cinematography applications. However, the standardization of
drones for shot types and camera trajectories need to be addressed [56]. Films and TV had
comprehensively addressed the various existing elements in IoD, in particular, architecture,
middleware, data fusion and sharing, security, and various applications.

5. Commercial Case Studies

A broad variety of Internet of drone applications in the fields of mining and industrial
automation services are being opened up by drones acting as sensor devices. Drones are
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now being designed for a variety of business applications that are an increasing using loD.
The following section discusses the most key commercial case studies of IoD, summarized
in Table 3.

Table 3. Commercial case studies.

Case Study Middleware Strategy Data Sharing Supported Applications and Services
Matternet Cloud-based Cloud-based Healthcare and logistics
Aria Insights Service-based Distributed Oil and Gas
Agriculture
DroneSmartX Cloud-based Cloud-based Energy .
Manufacturing
Oil and Gas
Real Estate
H3 Dynamics Cloud-based Cloud-based Mining
Oil and Gas

5.1. Matternet

Matternet is the leading technology company for independent urban drone logistics
systems, offering the technology platform as a service for healthcare and logistics orga-
nizations for the transport of medical supplies through dispersed healthcare networks.
Matternet has successfully deployed drone networks all over the world and has been
licensed by the Swiss Federal Office of Civil Aviation (FOCA) and the United States for
regulatory purposes. The Federal Aviation Administration (FAA) carries out fully au-
tonomous operations beyond the line of sight and flights over people to carry essential,
important medical supplies. To date, over 10,000 commercial revenue drone flights have
been facilitated by Matternet technology [57,58].

In order for Matternet to operate drones in Zurich, local regulators required a flight
permit. Drone reliability and safety were crucial regulatory requirements. Regulators
required that human operators access the status and location of the drone in real-time and
had the ability to manually interact with and monitor the drone, if necessary. Moreover,
Matternet had to incorporate data on air traffic control in real-time since helicopters
frequently landed near hospitals. The built-in Matternet solution includes self-employed
drones and landing stations, as well as a logistics cloud platform. The operations platform
is in charge of flight planning and drone surveillance in real-time. A flight director can
track the flight status and send orders to drones to come home or wait at certain places [59].

5.2. ARIA

Autonomous roadless intelligent array (ARIA) insights use artificial intelligence (AI)
and drones to eliminate people from unpredictable circumstances. Smarter collection of
data and machine learning allow decision-makers to solve a problem or conduct a task
rapidly and efficiently, while ensuring that human lives are not placed at risk. Decision
makers no longer have to spend hours recording and watching a video with sophisticated
analytics. Instead, the robots from Aria insights can recognise information that is relevant,
sound an alarm when new data are detected, and eventually link all the data to a digital
3D map [60].

The new machine learning technologies of Aria insights require consumers in the
public safety, oil and gas, and other commercial sectors to gather information and then
transform it into actionable plans. Aria’s drones can conduct fully autonomous missions
fitted by Al capabilities to make it easier to recognize characteristics of interest in multiple
use cases. For example, drones may help maintain enclosed spaces, such as oil tankers
or pipelines, allowing operators to locate areas that need to be repaired without human
exploration into potentially unsafe working conditions. Aria insights drones can also track
the progress of a natural disaster and inform first responders about increased activity in a
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given area, as well as warn event organizers when sections of the crowd may require more
supervision [60].

5.3. DroneSmartX

DroneSmartX, a UAV service provider, has created the UAV SmartHub, a system that
allows users to connect to smart sensors on the ground and send data directly to the cloud
platform. According to the company, headquartered at the University of Central Florida’s
business center in Kissimmee, Fla., the UAV SmartHub is connected to several types of
commercial-grade drones. DroneSmartX claims that the device integrates UAV as a service
with the Internet of things to make drones smarter [61].

The platform gathers data from sources such as passive and active radio frequency
identification (RFID), Bluetooth, GPS, and other sensors; processes the data; and delivers
it back to the user through the cloud platform in real-time. Ideal applications include
agriculture, energy, manufacturing, oil and gas, and inventory of warehouses. According
to DroneSmartX, the SmartHub will add tags to thousands of items for inventory checks in
minutes [61].

5.4. H3 Dynamics

H3 dynamics is developing the future of business drone services through the combina-
tion of machine learning, remote tele-robot, and off-grid power to ensure the deployment
and management of condition control, surveillance, and security solutions from anywhere.
H3 dynamics provide huge volumes of smart, professional-validated inspection reports
into complex images, videos, and other sensor data, a cloud-based service for owners,
airlines, contractors, and financial companies [62].

H3 dynamics have developed a station named “DBX” that can easily link all its
functions with third-party networks, including particular security and communications
networks, using an open application program interface (API) architecture. The DBX can
respond in any mobile or fixed sensor to geo-located signals, such as an intelligent camera
in a CCTV network, mobile phone, fire sensor or radar coordinate after an earthquake
or movement of some sort. To facilitate the fight against COVID-19, Rooftop DBX drone
facilities are being re-used as rooftop drone distribution and delivery networks for test kits,
blood samples, and provision of supplies. H3 dynamics provide services to many sectors
such as real estate, mining, and oil and gas [62].

6. Recent Advancements

This section explores recent advancements in IoD research activities (models, scheme
frameworks, protocols, mechanisms, methods, architectures, and algorithms). Table 4 lists
the ideas that have been put forward and they are addressed below.

Almulhem [63] proposed a model for a security threat, known as threat trees, to
evaluate and enumerate threats to the architecture of the IoD. The suggested threat tree is
intended to provide a holistic view of threats affecting an IoD scheme. However, the threat
tree that has been proposed does not necessarily include all potential threats.

Zhang et al. [64] suggested a scheme to enable drones and users to authenticate each
other. The suggested scheme protected from security attacks. In addition, the proposed
scheme provides better protection and better functionality characteristics in terms of
connectivity and processing costs but it still does not address certain types of attack.

Nikooghadam et al. [23] presented a scheme for developing a stable authentication
based on an elliptical curve for drones to ensure surveillance of a smart city. The scheme
demonstrates supporting security criteria and resisting established attacks, while incurring
low computational and communication costs.
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Table 4. Recent advancements in IoD.

. . Supported
References ArChlt?Ctu.ral Mlddle.w are Solution Type  Proposed Solution Applications and
Organization Strategies Servi
ervices
Communication Provide a holistic view of
Almulhem [63] Cloud-based Model threats affecting an IoD IoD system
protocol
scheme
. Attain security and .
Zhang et al. [64] Component Service-based Scheme . g IoD architecture
withstand various attacks
Nikooghadam Communication . Develop authentication Smart City
Service-based Scheme for drones to ensure ;
etal. [23] protocol . . Surveillance
surveillance of smart city
Deebak and Communication . Reduce the computation .
. - Service-based Scheme expense of the IoD infrastructure
Al-Turjman [65] protocol L
authentication protocol
Communication Secure data management
Bera et al. [22] Service-based Scheme system between entities IoD environment
protocol S
of IoD communication
Wang et al. [66] Communication Service-based Scheme ImP rove the aceuracy of IoD
protocol object segmentation
Tian [2] Communication Service-based Framework Secure aut.henncatlon to ToD communication
protocol protect privacy of UAV
Ever [3] Communication Service-based Framework Secure au.thenncanon of IoD applications
protocol UAV environment
Choudhary et al. [25] Communication Service-based Framework Enhance foD security Military IoD
protocol aspects
Secure architectures
Nouacer et al. [67] Component Cloud-based Framework based drone for software  IoD architecture
and hardware
L. Minimize packet drops, X
Sharma et al. [68] Communication Service-based Protocol to maintain fairness and Wireless Sensor
protocol b . Network
oost energy quality
Mukherjee et al. [54] gﬁ)ﬁ?;mcatmn Cloud-based Mechanism Enhance protocol EdgeDrone
Bera et al. [69] Communication Cloud-based Mechanism Access control for IoD environment
’ protocol unauthorized UAV
Weng et al. [70] Communication Service-based Method [mprove m.oblhty IoT drone
protocol compensation of drones
Dawaliby et al. [71] Component Cloud-based Architecture Handl.e foT drone IoT drone
operations
Callego-Madrid Provide an intermediate
otal %72] Component Cloud-based Architecture processing layer running ~ Drone Gateways
’ (VNEF)
Communication Control, monitor, and
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Deebak and Al-Turjman [65] suggested a scheme of IoD to gather sensible knowledge
independently. The scheme is implemented to reduce the computation expense of the
authentication protocol. The suggested scheme is constructed to provide a valid authenti-
cation time for robustness between the IoT devices. However, the proposed scheme has not
addressed privacy leakage. Bera et al. [22] discussed a scheme to secure a data management
system between entities of oD communication based on blockchain. The proposed scheme
has the ability to resist multiple possible attacks. In addition, comparative analysis shows
that the proposed scheme offers better conditions for security and reliability and also has
fewer overheads for computational and communication compared to similar schemes.
However, the proposed scheme required more investigation of blockchain technologies to
support deployment in a real oD environment.

Wang et al. [66] presented a scheme of joint learning segmentation combined with a
model of conditional random-field and designed model based-enhanced U-net to improve
the accuracy of object segmentation and to solve the problem of inappropriate edge recogni-
tion. The findings of the presented scheme indicated that the precision of the segmentation
of the ground object increased up to 86.1%, which is a promising development.

Tian et al. [2] introduced a framework for authentication to protect privacy. The frame-
work guarantees the efficiency of authentication when deployed on resource-constrained
small-scale UAVs using the lightweight online/offline signature design. The presented
framework is enabled to predict authentication by exploring mobile edge computing (MEC)
in view of the high mobility of UAVs to further reduce the cost of authentication for future
authentication activities. Moreover, the framework allowed privacy security in terms of the
UAV identity, location, and flying routes by developing a username buffer and updated
strategy of the public key. However, the study is missing the use of formal analysis to
compare current authentication schemes in detail.

Ever [3] designed a framework for UAV environment authentication using elliptic-
curve crypto-systems. The proposed framework was tested to ensure that it is immune
to substantial well-known possible data confidentiality, shared authentication, password
guessing, and key impersonation related attacks. However, the study has not covered
privacy issues.

Choudhary et al. [25] proposed a framework for a security based-neural network,
which implements MAC protocol managed by the length of Macaulay. The proposed
framework enhances the sufficient duration of comprehensive control over ties to enhance
the security aspects of IoD and introduces countermeasures against identified cyberattacks.
However, the proposed framework does not support the combination of a security protocol
with channel authorization and real-time performance.

Nouacer et al. [67] designed a framework to secure the architectures based drone
for software and hardware. The framework holds a holistically built ecosystem ranging
from electronic components to applications. Moreover, the framework enabled a tightly
integrated solution for multi-vendor and scalable drone embedded architecture and an
appropriate tool-chain. The problems of latency and computing capacity, on the other
hand, are not fully discussed.

Sharma et al. [68] suggested a protocol that depends on congestion, which offers both
symmetric reliability and congestion control based on rate adjustment. The protocol aims
to minimize packet drops, maintain fairness, and boost energy quality. In addition, the
protocol offers greater energy effectiveness and efficiency. However, the proposed protocol
does not cover security and privacy issues.

Mukherjee et al. [54] presented a mechanism to enhance protocol solution as an
amalgam with the opportunistic routing mechanism.

The mechanism kept monitoring the history of the encounter and the transitivity
of encounter time. The analysis of the improved mechanism has been further checked
and a substantially improved performance in terms of publisher bandwidth, latency, and
run time has been observed. The findings of the proposed mechanism showed efficiency
improvement for both memory usage and energy dissipation. However, although the
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problems of latency and computing power have been mitigated, there are concerns of
bandwidth that remain unresolved.

Bera et al. [69] suggested a mechanism of access control for unauthorized UAV de-
tection and mitigation. The proposed mechanism is enabled to protect data from a drone
(UAV) to the server of the ground station and the abnormal data for the identification of
unauthorized UAVs. The results of the proposed mechanism illustrated the possibility to
conduct big data analytics on authenticated transactional data recorded on the blockchain.
However, the study is missing the cover privacy and attack issues during the transfer of
data form the UAV to the server.

Weng et al. [70] suggested a method to improve mobility compensation of drone based
IoT. The method involves phases of frequency offset approximation and relative velocity
measurement. The proposed method shows beneficial gains of mobility compensation of
drones via the simulations of Monte Carlo, but the study has not considered security and
privacy issues of drones’ mobility.

Dawaliby et al. [71] designed an architecture-based blockchain to handle IoT drone
operations while retaining and security. The results of the introduced architecture obtained
in the case of practical agricultural usage illustrate the usefulness in reducing signaling
and operating time, improving the percentage of effective maintenance operations, and
providing trust and protection in autonomous drone management. The study needs to
develop a platform to better meet the demands of IoT devices and use different placement
strategies.

Gallego-Madrid et al. [72] introduced an architecture based on the ability of multi-
access edge-computing (MEC) to host a drone-board virtualization platform to provide
an intermediate processing layer running virtualized networking functions (VNF). The
results of the presented architecture have shown significant communication improvements
using LoRa-drone gateways in terms of link availability and covered areas, particularly
in vast controlled extensions or at points with difficult access, such as rough zones. The
study needs to conceptually expand the architecture with software-defined networking and
artificial intelligence to dynamically pre-configure the networks according to the current
context.

Koubaa et al. [28] proposed an architecture-based cloud for drone management to
control, monitor, and communicate over the Internet. The architecture allowed smooth
contact with the drones over the Internet, enabling them to be operated anywhere and
at any time without distance limitations. In addition, the architecture provided drones
with access to cloud computing services to offload heavy computations. Furthermore, the
proposed architecture demonstrated the efficacy performance assessment analysis using
a real drone for a real-time monitoring application. However, the study has not covered
privacy issues of data movement between drones and clouds.

Rehman et al. [73] suggested an algorithm to support information searching that
exploits the ranking of services in a drone network. The results of the proposed algorithm
have shown that, with its average execution time not exceeding 2.5 ms on two separate
machines, the proposed knowledge searching algorithm proved to be successful. The study
has not defined in detail the services, classes, and mathematical models to rating parameter,
in order to offer better optimization design and performance.

Chang et al. [74] presented an algorithm to improve cost estimation for multiple in-
flight rerouting. The experimental flight test of the proposed algorithm was conducted ten
times on different routes. In addition, the findings indicate that the adjusted cost estimation
algorithm has a rerouting cost estimate of more than 92% accuracy under multiple rerouting
path-points. However, the study did not use Al and IoT to develop the autonomous flight
algorithm’s foundation.

Huang et al. [75] introduced an algorithm to support the analysis of the computational
complexity of IoD. They demonstrated the efficacy of the proposed algorithm, detailed
computer simulations are carried out, and a comparison with identified objectives is given
to determine performance gains. This study did not disprove assumption and identify
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potential locations for drone-BSs to provide service to mobile users. Another flaw is that
environmental variables such as rain and wind were not taken into account in this study.

Yao et al. [76] presented an algorithm to minimize the energy consumption of the
drone. The suggested algorithm obtained the optimal solution and transformed the convex
optimization problem, and then updated the Lagrangian parameters with an updated
Newton method. The results of the simulation showed that the proposed algorithm per-
forms better than the current algorithms. However, the issues of latency and computational
power are not completely addressed.

In conclusion, there have been few recent studies that have made advances to con-
tribute to the research fields. For example, only a few studies addressed schemes, frame-
works, architectures, and mechanisms, as well as systems for enhancing and improving the
security and privacy of IoD services. Therefore, further research and investigation of issues
are required for IoD environments.

7. Challenges and Future Research Trends

This section highlights the most crucial challenges and future research trends on the
Internet of drones.

7.1. Privacy and Security-Related Challenges

Since government agencies grant licenses for drone usage in civilian and commercial
applications, the modern IoD is equipped with numerous connected sensor devices. These
devices are vulnerable to various threats including hijack, human error, and loss. These
issues should be given higher priority in the design of drone applications.

Integrating Al-based security detection with blockchain to protect the devices and
a more sophisticated defense system to control and monitor the application will help
reduce the security threat to IoD [77]. In fact, when referring to UAVs one may have
to stress the “temporary” relation since these devices could be “untethered” from land.
Communications networks are vulnerable to jamming attacks that could catch new vehicles
or shut down those vehicles by manipulating their controls. To ensure this goal is met,
high integrity protected data links must be used between the flight and ground controllers,
and the Federal Aviation Authority (FAA). Technological advancement such as augmented
telecommunication and data protection technologies can help avoid the security breaches
of the future. Nevertheless, anti-jamming using high powered signal encoding is possible
with modern high technology. Communications protection depends on the communication
channel frequency, communications media, technology, and the relationships between each
other. Usually, encryption algorithms that operate at low bit rates are a bigger problem
than those that run at high bit rates as there are more costly categories. Therefore, lowering
costs are often followed by a reduction in security or in the number of operations [78].

Additionally, owing to the UAVs autonomous nature, safety is a major concern. The
UAVs are noisy and not easy to monitor, hence more safeguards should be established to
maintain data protection. There will be many possibilities, implications, and events from
the analysis of UAV. To secure UAV systems, using many techniques including redundant
sensory devices and security systems that are linked to the UAV ground station and others,
should be addressed. Other methods of preventing UAVs from being hacked have been
reported. The recommendations from the defense department (DoD) discuss taking steps to
counter hijacking. Thus, there are very few details on anti-terror strategies for coping with
hijacking. The potential danger of hacking in the air can look as malware in the software
created, spoofing attacks on communications-relay, and manipulation hardware or software.
One of the possibilities to counter the attack is for the control station to manipulate the
electromagnetic field of the carrier signal with hardware on the malicious attacker side.
Other forms of attacks include stealing data and gaining control of device functions. To
minimize the implications of these conditions, enabling the use of risk reduction standards
that could be exercised in court is essential. Which risks are compatible to achieve the
highest utility? Based on the available details, these decisions will lead to potential choices
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to be made. A ground radar device that detects vehicle hijacking is potentially useful by
telling the driver that the vehicle has been electronically changed. The only drawback will
be the expense of developing, equipping, evaluating, and implementing the product since
they had a dollar for dollar return on investment [79,80].

7.2. Global Resource Management-Related Challenges

Resource distribution is critical in serving productivity and reducing cost and can be
divided into two groups, the global allocation of resources and local allocation. Global
concerns concentrate on the expenditure spent on the global resources of time, energy, and
equipment. In addition, the maximum global productivity can be deployed by various
equipment in the Internet of everything (IoE), such as edge computers, cloud servers, and
UAVs. Under digital media transmission in IoE, global efficiency can be increased by
networking algorithms and video coding. Energy and power are allocated for every role
based on committed performance. For instance, in a smart building scenario (such as in
a local network), an efficient data collection algorithm is good for increasing the user’s
data rate. In addition, for the flying terminals, the energy management system is essential
for making use of limited energy. This is the concept of allocating resources at various
nodes [81].

In fact, a challenge for UAV applications is to preserve efficiency while facing cost
issues. First, developing protocols for the provisioning of network services based on
information rate and requirements of computation is a challenge. The problems to be
addressed are for systems that are clustered, use of cloud resources, and autonomous
services. In addition, the most popular economic activity is “resource allocation” since it
includes competing interests of individuals and companies or services to receive particular
resources. The next challenge is discovering reliable and cost-effective ways to assign
consumer demands. Another difficulty in resource utilization centers on determining how
best to specify the priorities and paths to the minimization of activity energy expenditure.
Moreover, resource mapping aims to offer an equal amount of services to buyers and
suppliers. Resource mapping may face problems such as mapping the physical components
and the rational distribution of resources to fulfill the requirement, which is often hindered
by physical limitations and obstacles. Designing algorithms that can use generic methods
to quickly obtain a mapping process fast is critical. The application’s compatibility with
the UAV platform needs to be checked by installing corresponding hardware prerequisites.
Yet another difficulty to be resolved would be to build models that can correctly measure
the performance of multi-core CPUs, PC storage medium, communication channels, and
information center data stores. In addition, this consideration may be a problem when
mapping resources [79].

7.3. Sensor Communication-Related Challenges

The IoD sensor’s communication protocols are designed with lightweight and highly
sensible objects which have a substantial chance for data loss or receive the wrong data from
other nodes. Furthermore, sensors face routing issues when communicating with multiple
drones with a network center. Some of the drone manufacturers use cheap hardware
components which increase the chance of other network communication issues namely,
high throughput, latency, and delay between the device and center [82]. To address these
issues, next-generation network technologies such as 5G, intelligent routing, narrowband-
Internet of things, LoRa-based IoT systems, Sigfox, NB-IoT, and LTE-M need to support
connection choices in the future. Lastly, the standardized policy should be developed to
use the authorized component for drones’ communication protocol.

7.4. Coordination and Tasks Scheduling-Related Challenges

Cloud computing and edge computing are going to be combined in the future to
handle computationally intensive IoT applications. These intelligent external intelligent
network applications need an appropriate centralized Al analysis and individual big data
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analysis for coordination. Regarding the situation-target scheduling, the applied intelli-
gence first examines the gathered information on the necessary computing tasks and then
decides whether the tasks are required to be submitted to the remote cloud. The object of
migration is different from the requirement of resources for a real-world data or application.
Computer architecture and networking will be adapted to international performance. This
method can be changed at any time for possible changes and improvements. This will
certainly become a regular theme [83-85].

7.5. Drones Distribution and Deployment-Related Challenges

Apart from data confidentiality, data sharing and access control are challenges that
face IoD deployment. For instance, in the application where a set of drones can collaborate
to collect road traffic data of different regions, how to securely and efficiently share these
collected data (e.g., in the sense that only authorized entities have access to the data) remain
an ongoing challenge [20,22].

8. Conclusions

Unmanned aerial vehicles or drones are helpful in raising efficiency in everyday life.
With the number of drones in low altitude air territory, linking drones into the Internet of
drones (IoDs) will help enhance the safety and performance of the drone aircraft. However,
privacy, security, and communications are still a big concern of the governments. We have
addressed key prospects for the association of IoD. This article provides a taxonomy of the
IoD based on the most important perspectives. We have included commercial cases that
are the most common and illustrate the most recent techniques used for IoD. Finally, we
have addressed the obstacles IoD faces and provide some direction for future studies.
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