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Abstract: Unmanned aerial system/unmanned aircraft system (UAS) operations have increased
exponentially in recent years. With the creation of new air mobility concepts, industries use cutting-
edge technology to create unmanned aerial vehicles (UAVs) for various applications. Due to the
popularity and use of advanced technology in this relatively new and rapidly evolving context, a
regulatory framework to ensure safe operations is essential. To reflect the several ongoing initiatives
and new developments in the domain of European Union (EU) regulatory frameworks at various
levels, the increasing needs, developments in, and potential uses of UAVs, particularly in the context
of research and innovation, a systematic overview is carried out in this paper. We review the
development of UAV regulation in the European Union. The issue of how to implement this new
and evolving regulation in UAS operations is also tackled. The digital twin (DT)’s ability to design,
build, and analyze procedures makes it one potential way to assist the certification process. DTs are
time- and cost-efficient tools to assist the certification process, since they enable engineers to inspect,
analyze, and integrate designs as well as express concerns immediately; however, it is fair to state
that DT implementation in UASs for certification and regulation is not discussed in-depth in the
literature. This paper underlines the significance of UAS DTs in the certification process to provide a
solid foundation for future studies.

Keywords: digital twin (DT); unmanned aerial system /unmanned aircraft system (UAS); unmanned
aerial vehicle (UAV); drone; urban air mobility (UAM); advanced air mobility (AAM); European
Union (EU) regulation; regulatory framework

1. Introduction

In recent years, new innovative technologies, such as unmanned aerial vehicle (UAVs)
and vertical take-off and landing (VTOL) aircraft, have led to the creation of new air mo-
bility concepts [1]. UAVs operate in various sectors: agriculture, inspection, media, and
entertainment. UAVs’ operational and technological capabilities have evolved. They are
expected to gain greater freedom of use and enter the area of commercial flights in the near
future. Currently, most UAV civil operations are conducted in low-level uncontrolled or
segregated controlled airspace due to safety concerns [2]. Operations in high-risk envi-
ronments set higher requirements to overcome related risks: collisions with civil aircraft,
injuries, and accidents due to UAV operation errors. The prevailing measures in UAS
management necessitate the thorough consideration and addressing of concerns pertaining
to scalability, compliance, cybersecurity, privacy, limitations in real-time monitoring, and
the intricate regulatory landscape, which often entail significant investments of time and
resources. One of the possible solutions is to leverage digital twin (DT) technology to
map the physical space during UAV operation into the virtual space to assess the risk
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related to the operation beforehand. The utilization of DT has become an engaging subject
today [3]. A DT is a virtual replica of real-world entities or processes. DTs develop models
to simulate future scenarios and employ historical as well as real-time data to illustrate
the past and present [4]. DTs can gain new and unexpectedly detailed insights into how
machines and operations work in addition to how to improve them using sensors, cost-
efficient and more secure data storage, powerful computers to analyze data, and artificial
intelligence [5]. DT allows engineers to check, analyze, and integrate designs as well as
express concerns immediately [6]. For example, DT helps anticipate when a machine may
fail based on data analysis, which allows the boosting of productivity through preventive
maintenance [7]. DTs” application is mainly grouped into the manufacturing [8], avia-
tion, automotive, education and research [9], and healthcare and medicine fields [10]. DT
technology is expected to change the “rules of the game” in aviation manufacturing in
the future [11]. The aviation community is fostering an aspiration to offer air mobility as
an alternative for everyday transportation needs, commonly known as urban air mobil-
ity (UAM) and advanced air mobility (AAM) [12]. AAM encompasses a broad concept
that enables individuals to access on-demand air mobility, cargo and package delivery,
healthcare applications, and emergency services through an interconnected multimodal
transportation network [13]. Achieving this system necessitates the seamless integration of
air traffic management systems, ground control systems, and communication networks to
facilitate effective communication between AAM vehicles and ground systems to ensure
safe and efficient operations. As a result, the aviation industry is actively working towards
developing an innovative aerospace framework that promotes shared aerospace practices,
ensuring the safety, sustainability, and efficiency of air traffic operations [14]. A wide range
of literature has been published to explore operational strategies and expectations in the
context of AAM [15-28]. Currently, NASA, in collaboration with the FAA, other federal
partner agencies, industry, and academia, is actively engaged in research and develop-
ment efforts to establish the infrastructure, information architecture, concepts of operation,
operations management tools, software functions, and other functional components of
AAM [29]. Nevertheless, several challenges have the potential to affect the growth of
AAM. These challenges include autonomous flight capabilities, the availability of necessary
infrastructure for take-off and landing, integration into existing airspace as well as other
transportation modes, and competition with shared automated vehicles [30].

UAM, a subset of AAM, is anticipated to yield substantial economic benefits while pos-
ing notable developmental challenges. UAM necessitates the development of sophisticated
urban-capable vehicles and the establishment of an airspace system capable of efficiently
managing high-density operations [12]. According to the European Union Aviation Safety
Agency (EASA), UAM is defined as “a new safe, secure and more sustainable air transporta-
tion system for passengers and cargo in urban environments, enabled by new technologies
and integrated into multimodal transportation systems. The transportation is performed
by electric aircraft taking off and landing vertically, remotely piloted or with a pilot on
board” [31]. The EASA further predicts that, by 2030, approximately 340 million people
residing in EU cities will experience UAM [31]. The concept of urban aerial transportation
is not novel, as historical examples of UAM services date back to the 1940s [32]. A notable
instance of these historical examples is New York Airways, which operated commercial
helicopter-based passenger transport services from 1953 to 1979. However, due to a series
of fatal accidents and crashes, New York Airways ultimately ceased operations and filed for
bankruptcy. Although this particular chapter of urban aerial mobility concluded abruptly,
modern-day congested metropolises have witnessed the resurgence of diverse helicopter
transport services [33]. Similar to other transportation systems, UAM necessitates the
establishment of infrastructure encompassing the physical ground infrastructure for ve-
hicles as well as the implementation of digital technology and telecommunications for
effective traffic management. An essential element for the successful introduction of UAM
is the development of appropriate regulations, including the definition of certification
standards and policies that govern UAM operations. Addressing these regulatory aspects
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is crucial to ensure the safe and efficient integration of UAM into existing transportation
frameworks [34].

A wide range of literature has been published to answer the research question of how
to safely integrate unmanned aircraft systems (UASs) into UAM and AAM within the
context of regulation. Studies have addressed key concerns about privacy, the operation of
civilian drone regulations, and the social as well as ethical implications of this integration.
Winkler et al. [35] highlighted the concerns and needs for privacy and the operation of
civilian drone regulations. Clarke investigated the impacts of civilian drone regulation
on behavioral privacy [36] and public safety [37]. Thomasen [38] evaluated the impact of
robots (including drones) and their regulation on public spaces. In this paper, the authors
also examined the technology’s impacts on women'’s privacy and related regulations [39].
Merkert et al. [40] used a theoretical road pricing framework to analyze drone operators’
willingness to pay for low-altitude airspace management (LAAM). West et al. [41] reviewed
the public’s opinions on drone policy. Li and Kim [42] studied the dynamics of local drone
policy adoption in California. Nelson and Gorichanaz [43] investigated the emergence of
drones and evolving regulation in 20 cities in Southern California. However, in the available
literature and official documentation, there was no agreed and consolidated definition
of UAM in Europe until recent years, when the EASA introduced the UAM concept as
“The safe, secure and sustainable air mobility of passengers and cargo enabled by new
generation technologies integrated into a multimodal transportation system conducted in
to, within or out of urban environments” [1]. The EASA is also establishing a regulatory
framework addressing the safety, security, and environmental aspects of UASs to ensure
their acceptance and adoption by European citizens. Some elements of this regulatory
framework have already been established; for example, Regulation (EU) 2019/947, Regula-
tion (EU) 2019/945, Regulation (EU) 2021 /664, Regulation (EU) 2021/665, and Regulation
(EU) 2021/666 [1].

In parallel with the establishment of regulatory frameworks, the potential of [5,8-11]
DT utilization in the aviation industry has been explored and documented in numerous
pieces of the scientific literature [44—49]. DTs can be used in any stage of the aircraft life
cycle [50-60], such as design, manufacturing, operations, and maintenance. DTs can also be
implemented on components as well as systems [61-70] that provide a comprehensive view
of an aircraft and its individual parts. It allows for monitoring and analysis at different
levels, enabling engineers to assess the performance and health of specific components
as well as understand the overall behavior and interactions within the system. Various
research efforts have been conducted to use DT in UASs [3,71-90], addressing challenges
and opportunities of UASs within this dynamic and evolving field. However, despite
the significant discussion of DTs in the general aviation literature, especially in relation
to manufacturing and maintenance, more effort and attention need to be devoted to the
application of DTs in UASs [71].

Opverall, the aviation industry is subjected to an international framework, yet it requires
additional efforts to establish a similar framework for UAS operations [91]. Considering
the strong ongoing developments in this domain, the approach to UAS certification does
not evolve with the same dynamic [6], and the UAS European Union (EU) regulatory
framework was fragmented before 2020, mainly considered in quite local and regional
contexts. However, some significant steps have recently been made in this aspect, particu-
larly since 2020, and the EU legal framework of UASs is undergoing changes to provide
uniform regulation. One of the aims of this paper is to also bring these developments to the
closer attention of the research community in order to support strongly evolving research
efforts, as this aspect has so far been generally understated across the scientific literature.
Understanding the appropriate operational category presented by the EASA for UASs helps
to gain more insights into the requirements of authorizations and certification. However,
when developing a product that requires regulatory certification, this is only one half of the
matter. The separation between design and analysis activity is one of the critical gaps in
the certification process. DTs facilitate engineering and manufacturing teams to design and
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build products better and faster. It also helps them to check, analyze, and integrate designs
as well as express concerns instantly [6]. This paper provides a comprehensive overview
of the developed UAS regulation in the European Union provided by the EASA and ex-
amines the potential of DTs to assist the certification process. This paper aims to make a
bridge between DTs, UASs, and the EU regulatory framework to present a reliable basis for
future studies. The structure of the paper is as follows: Section 2 is structured into three
subsections. The first subsection provides an overview of the research methodology. The
second subsection introduces the current and upcoming European regulatory framework
for UASs. The third subsection illustrates the concept and applications of DTs. Section 3
provides a valuable resource by analyzing the existing relevant literature and highlighting
important trends as well as developments. Section 4 presents the links and potential to use
DTs to assist the certification by drones” EU regulatory framework. forming an outlook for
future studies and applications. Section 5 presents the conclusion, where some key lessons
learned based on the existing body of literature are presented.

2. Materials and Methods

One of the essential steps toward determining the potential of DTs in the certification
process is specifying the related regulation in the context of operational robustness and
airworthiness. Airworthiness concerns the safety standards in all construction aspects:
structural strength, safeguard provisions, design requirements relating to aerodynamics,
performance, and electrical as well as hydraulic systems [92]. Robustness refers to the
characteristic of mitigation measures resulting from combining the improvements in safety
provided by mitigation measures and the levels of assurance as well as integrity in attaining
the desired safety enhancement [93]. In general, international and national regulations
are focused on safety. However, small drones avoid many of these requirements, as they
pose fewer risks [91]. UAV operations are a relatively new concept and have significant
potential in combination with new technologies, resulting in new applications (with their
required regulations). DTs are also a relatively new concept accepted in various industries
and have great potential for UAV operations. A DT is a description of a component,
product, or system providing a series of interconnected relevant digital models containing
engineering data, operation data, and behavior descriptions obtained from simulations. It
can be modified as a real-world system can be developed through its life cycle. A DT is
used to develop solutions that are applicable to actual systems in addition to describing the
behavior. It can be applied to testing and simulation, enabling users to observe how new
behaviors are exhibited and find answers to their problems [94].

In the legal context, it is essential to acknowledge and understand the distinct termi-
nology used when referring to drones, as they may carry different legal implications. The
term “drone” was first used in 1935 and is nowadays quite accepted by both the media and
the general public [95]. Alongside “drone”, the most frequently used terms are “unmanned
aerial vehicle” (UAV) and “unmanned aircraft system/unmanned aerial system” (UAS).
The terms “drone” and “unmanned aerial vehicle” (UAV) stand out as referring only to a
flying platform (the airplane and its payload). The phrase “unmanned aerial system” (UAS)
is the most well known term for an entire system (a flying platform and ground station).
“Unmanned aircraft system” (UAS) is widely used by the Federal Aviation Administration
(FAA), European Aviation Safety Agency (EASA), and International Civil Aviation Organi-
zation (ICAO). Hence, it is better to utilize the term “unmanned aircraft systems” when
referring to UASs in this study. It is essential to utilize the correct terminology in order to
deliver the concepts in the debate properly [95].

Official documents and legislations mainly use the terms “UAV” and “UAS”. While
professional drone users are familiar with these terms and use them, the terms “UAV”
and “UAS” are less familiar to the public, especially when abbreviated [95]. People might
therefore have few or no associations with these terms, so the term “drone” is occasionally
used in conjunction with these terms for simpler demonstration in documents. In this
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work, we make an effort to use the terminology accurately, considering the references to
prevent misconception.

This section is divided into two subsections: The first subsection introduces the existing
and upcoming European regulatory framework for UASs. The second subsection illustrates
different DTs” methodologies.

2.1. Research Methodology

To answer the research question of how DT can assist the certification process, we
provide a detailed and comprehensive analysis of the state of the art through the following
source databases: Google Scholar, Scopus, Springer, Science Direct, and the European
Union Aviation Safety Agency. We instigated a data search by combining the keywords
“Unmanned Aerial Vehicle”, “Unmanned Aircraft System”, “Unmanned Aerial System”,
“UAV”, “UAS”, and “drone” in combination with “digital twins”, “DT”, “certification”,
“regulation”, “European Union (EU) regulation”, “regulatory framework”, “Urban Air
Mobility”, “UAM”, “Advanced Air Mobility”, and “AAM”. In the literature search, we
identified relevant articles according to the title and context of the study. A total of
121 references, which were best-aligned with the scope and objectives of our research, were
selected, of which 20 articles were directly relevant to the scope of DT applications for UASs.
The results sections of the selected references were analyzed to gain valuable insights in
this domain.

The first step to answering the identified research questions is to investigate the
existing and upcoming European regulatory framework for UASs and to understand the
concept, methodologies, and applications of DTs.

2.2. European Union Regulatory Framework

Until 2020, the Member States regulated civil drones with an operating mass of less
than 150 Kg, and the EASA handled civil drones with an operating mass of over 150 Kg. The
fragmentation in the extent, content, and level of national detail led to unreached conditions
for the joint recognition of operational authorization between the EU Member States [91].
Fortunately, the EASA is providing uniform regulation for the EU legal framework of UASs
since 2020 [96]. Figure 1 presents an overview of European Union regulatory framework
progress over time.

EU Member States:
drones less than 150kg

sizes and weights

EASA: drones more
than 150kg

i
i
i
i
i
i
;
i
i | EASA: dronesin all
1
i
i
i
i
i
i
i

Figure 1. Chronological evolution of the European Union regulatory framework.

2.2.1. Access Rules for Unmanned Aircraft Systems (Regulations (EU) 2019/947 and 2019/945)

The operational framework for civil drones in the Europian Union (EU) is Regulations
2019/947 and 2019/945. These regulations conduct a risk-based approach, considering the
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weight, specifications, and intended operation of civil drones [97]. Regulation 2019/947
was expected to be implemented on 1 July 2020; however, due to the COVID-19 crisis, it
was delayed to 31 December 2020 [96].

Civil Drone Operation Categories in the European Union Regulatory Framework

Regulation 2019/947 presents three risk-based categories for civil drone operations,

shown in Figure 2: the open, specific, and certified categories [97]. The definition of each
category is as follows:

Drones Operational Categories

Open Specific Certified

Figure 2. Categorization of UAS operations under EU regulation.

1.

The open category (low-risk): Drones in low-risk operations (e.g., leisure drone ac-
tivities and low-risk commercial activities) are in the open category. This category
is specified by three subcategories: Al, flying over people but not over assemblies
of people; A2, flying close to people; and A3, flying far from people. Each subcate-
gory has requirements based on UAS’s weight (the operational weight is less than
25 Kg) [98].

The specific category (medium-risk): Operations that carry more risks and are not
in the scope of the open category’s operations are in the specific category. In this
category, operational authorization (issued by the competent authority of registration)
is required based on the risk assessment outcome conducted under Article 11 of Regu-
lation (EU) 2019/947, unless the operation is a standard scenario (STS): a predefined
operation described in the appendix of EU Regulation 2019/947 [99].

The certified category (high-risk): UAS high-risk operations and future drones on-
board passenger flights (e.g., air taxis) are in the certified category. These UASs must
always be certified, the UAS operator will need air operator approval issued by the
competent authority, and the remote pilot must hold a pilot license. In the future,
drone automation will reach fully autonomous UAS operations. The safety approach
of these flights will be very similar to manned aviation. Almost all aviation regulations
will need to be amended, and the EASA decided to conduct this major task in multiple
phases [100].

Overall, drone operations with any of the below conductions are certainly in the

certified category:

A UAS with a dimension of 3 m or more flying over assemblies of people (operation of
a less than 3 m UAS flying over assemblies of people may be in the specific category
unless the risk assessment outcome indicates that is in the certified category).
Transport of people.

Transport of dangerous goods (the payload is not in a crash-protected container) [93].

Operational Risk Assessment for Drones in Specific Category

UAS operational risk assessment is divided into three categories: standard scenar-

ios (STSs), predefined risk assessment (PDRA), and specific operation risk assessment
(SORA) [93]. The definition of each category is as follows:
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1.  Standard scenario (STS): Due to the lower risks in UAS operations in STSs listed in
Table 1, a declaration may be submitted.

Table 1. List of standard scenarios (STSs) [93.].

o Maximum .
STS# Edition/ UAS . BVLOS/VLOS 2 Overflown Range from Ma.x1mum Airspace
Date Characteristics Area . Height
Remote Pilot

Bearing a C5

class marking Controlled Er??(:;c;iflclle(c)lr
(maximum ground area with a low ’
characteristic that might be .

STS-01  June 2020 . . VLOS ) VLOS 120 m risk of
dimensions of up located in a encounter
to3 mand populated with manned
MTOM ! of up to area .
25kg) aircraft
Bearing a C6 Controlled
class marking ground area Eﬁ?é;‘iﬁfﬁegr
(maximum that is . . !
characteristic entirel 2 km with an with alow

STS-02  June 2020 . ) BVLOS Y AO31km,if 120m risk of
dimensions of up located in a

no AO encounter
to3 mand sparsely with manned
MTOM of up to populated aircraft
25 kg) area
I Maximum take-off mass. > Beyond visual line of sight/visual line of sight. > Airspace observer.
2. Predefined risk assessment (PDRA): PDRA is considered the most common operation
in Europe, and instead of conducting a full risk assessment, an authorization request
may be submitted based on the PDRAs listed in Table 2. PDRAs are described in a
eneric way to provide rlexibility, whnile S are detalled. e (6] es o S
g i y to provide flexibility, while STS detailed. The two types of PDRA
are PDRAs derived from STSs (a UAS operator conducts similar operations without
the UAS class label mandated in STSs) and generic PDRAs. A PDRA with the letter
“G” is a generic PDRA, and those with an “S” are PDRAs derived from STSs [93].
Table 2. List of predefined risk assessments (PDRAs) [93].
Maximum .
Edition/ UAS Overflown Range from Maximum . AMC#
PDRA# Date Characteristics B ¥ LOS/VLOS Area Remote Height Airspace Article 11
Pilot
c led Controlled
. ontrolle or uncon-
characteristi ground srea trolled, with
1.0/Jul dimension of at mig a low risk o

PDRA-SOT Sy and VLOS belocated ~ VLOS 120m an AMC4
MTOM of up to ma encounter
25 k populated with

& area manned
aircraft
Controlled Controlled
Maximum ground area or uncon-
characteristic that is 2 km with Ear%{fr%igfg}
. 1.0/July ~ dimension of entirely an AO,

PDRA-S02 50/ upto3mand  BVLOS ey Thiifno  120m an AMCS5
MTOM of up to sparsely AO enepunter
25kg populated manned

) area aircraft
Maximum Uncontrolled,
characterlsn? with a low
dimension o Sparsely 150 m risk of an

PDRA-GO1 %012/0 July up to 3 m and BVLOS populated Lf n:) pl‘(l){m (operational  encounter AMC2
typical kinetic area pto volume) with
energy of up to manned
34 K] aircraft
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Table 2. Cont.

Maximum
Edition/ UAS Overflown Range from Maximum . AMC#1!
PDRA# Date Characteristics BVLOS/VLOS Area Remote Height Airspace Article 11
Pilot
Maximum
characteristic As
1.0/Jul dimension of Sparsely established As reserved
PDRA-G02 557" upto3mand  BVLOS populated ~ N/a for the for the AMC3
typical kinetic area reserved operation
energy of up to airspace
34 kJ
! Acceptable means of compliance.
3. Specific operation risk assessment (SORA): SORA evaluates the UAS operation risks,
considering any class, size, and type of operation [93]. Figure 3 demonstrates the
SORA methodology.
Ground Risk Model Air Risk Model
W //
& Flight G{:aography @ E /
o 3 ; o -
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Figure 3. Graphical representation of SORA [93].
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SORA defines risk as “the combination of the frequency (probability) of an occur-
rence and its associated level of severity”. Risk mitigations and operational safety objec-
tives (OSOs) can be demonstrated at different robustness levels presented by SORA: low,
medium, and high. SORA focuses on the assessment of air and ground risks. Figure 4
presents the required workflow to conduct SORA. Ten steps are required to conduct SORA,
and some of these steps may be repeated in different environments [22]. It is important to
verify the operational feasibility before starting SORA. The operation must not be catego-
rized as the open category or certified category, must not be covered by an STS or a PDRA,
and not be subjected to a specific NO-GO from the competent authority [93].
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Step 0: Pre-application evaluation

Step 1: Concept of Operations (ConOps) description

Step 2: Determination of the UAS intrinsic ground risk class (GRC)

Step 3: Final GRC determination

Is the GRC less than or equal to 7?

YES

Step 4: Determination of the initial air risk class (ARC)

Step 5 (optional): Strategic mitigations to determine the final ARC

Step 7: Specific Assurance and Integrity Level (SAIL) determination

Step 8: Identification of operational safety objectives (OSOs)

Step 9: Adjacent area / airspace considerations

Step10: Comprehensive safety portfolio: Are the mitigations

and objectives required by the SORA met with a sufficient

level of confidence?

Other process (e.g., category
certified ) or new modified The OSOs take into account the risks of the operation; the
ConOps combination of the mitigation measures, competency of

the personnel, and technical features is adequate

Figure 4. Workflow for conducting SORA: ten steps and iterations [93].

To ensure safety in UAS operations, especially in populated areas, the design verifica-
tion of drones by the EASA is needed depending on the risk level of operations [101]:

e In high-risk operations (i.e., SAIL V and VI according to SORA), the EASA will issue a
type certificate according to Part 21 (Regulation (EU) 748/2012). Easy Access Rules
for Airworthiness and Environmental Certification (Regulation (EU) No. 748/2012)
contains the applicable rules for the airworthiness and environmental certification of
aircraft and related products, parts, and appliances, as well as for the certification of
design and production organizations [102].
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e In medium-risk operations (i.e., SAIL Il and IV according to SORA), a design verifica-
tion report will be applied [101].

2.2.2. Commission Implementing Regulation (EU) in U-Space (Regulations (EU) 2021/664,
2021/665, and 2021/666)

U-space is a set of services and procedures to ensure safe and efficient airspace acces-
sibility for a large number of UAS operations, with the purpose of achieving automated
UAS management and integration. The European Commission adopted and published
a regulatory framework for U-space in April 2021. This regulatory package is going to
implement three regulations as of January 2023 [103]:

1. Regulation (EU) 2021 /664 regulates the technical and operational requirements for
the U-space system [104].

2. Regulation (EU) 2021/665 amends Regulation (EU) 2017/373 to establish require-
ments for air traffic management and air navigation service providers in the U-space
designated in controlled airspace [105].

3. Regulation (EU) 2021 /666 modifies Regulation (EU) 923/2012 to establish the rules for
the presence and requirements for manned aviation operating in U-space airspace [106].

2.2.3. EASA Artificial Intelligence Roadmap (Autonomous and Automatic UASs)

Autonomous and automatic UASs are reaching a level of complexity and develop-
ment such that they are expected to conduct safe operations in urban air mobility (UAM).
Automatic UAVs operate on predetermined routes, and remote pilots intervene in the case
of unforeseen events. In autonomous UAVs, artificial intelligence (AI) must conduct a
safe flight (without a pilot’s intervention) and cope with unforeseen conditions as well
as unpredictable emergencies. Automatic UAV operations are allowed in all categories.
Autonomous UAVs only operate in the specific category and certified category (where the
Regulation includes more flexible tools to verify requirements and the level of robustness);
they are not allowed in the open category [107].

One of the key research questions is how these operations can safely be used in
UAM [108]. In 2020, the EASA published a human-centric approach for the safe use of Al
in aviation, entitled “EASA Al roadmap”. Figure 5 presents the trustworthy Al building
blocks: Al trustworthiness analysis, learning assurance, Al explainability, and Al safety risk
mitigation [109]. The EASA Al roadmap’s deliverables timeline foresees the first approvals
of Al'in 2025 [110].

Societal and environmental well being

B . .
= EC Ethical Guidelines EASA Trustworthy AI Building-blocks
—
Learning Assurance
Al
T I Al Explainability
Non discrimination and fairness
—

Figure 5. EASA trustworthy Al building blocks [109].
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2.3. Digital Twins

The digital twin concept was first used in the manufacturing literature in 2010 as
“a digital representation of an asset (e.g., physical objects, processes, devices) containing
the model of its data, its functionalities and communication interfaces” [111], providing
the elements and dynamics of asset operation throughout its life cycle [112]. Various DT
definitions exist in the current literature depending on the domains and industries [113]. A
list of DT definitions based on domains is as follows:

1. Aerospace industry: “A Digital Twin is an integrated multiphysics, multiscale, proba-
bilistic simulation of an as-built vehicle or system that uses the best available physical
models, sensor updates, fleet history, etc., to mirror the life of its corresponding flying
twin. The Digital Twin is ultra-realistic and may consider one or more important and
interdependent vehicle systems, including airframe, propulsion and energy storage,
life support, avionics, thermal protection, etc.” [114].

2. Manufacturing industry: “The Digital Twin is a set of virtual information constructs
that fully describes a potential or actual physical manufactured product from the
micro atomic level to the macro geometrical level. At its optimum, any information
that could be obtained from inspecting a physical manufactured product can be
obtained from its Digital Twin” [112].

3. Construction industry: “Digital twin construction (DTC) is a new mode for managing
production in construction that leverages the data streaming from a variety of site
monitoring technologies and artificially intelligent functions to provide accurate status
information and to proactively analyze and optimize ongoing design, planning, and
production” [115].

4. Service infrastructure: “a dynamic virtual representation of a physical object or
system across its lifecycle, using real-time data to enable understanding, learning and
reasoning” [116].

5. Healthcare: “A digital twin is a digital representation of a physical asset reproducing
its data model, its behavior and its communication with other physical assets. Digital
twins act as a digital replica for the physical object or process they represent, providing
nearly real-time monitoring and evaluation without being in close proximity” [111].

DTs in various industries have approximately the same features and application
purposes. The main components for generating DT models are physical elements/assets,
linked data, and virtual models [113]. DTs can be categorized as follows:

1. Static DT: A static DT is developed (with the design information in a digital format)
before the manufacturing process [117].

2. Dynamic DT: With the help of real-time sensors mounted on a product, a dynamic
digital is obtained. These sensors allow us to access real-time information. The data
obtained from the physical machine by the sensors are transferred to a virtual machine.
The virtual machine uses trained simulation- and data-driven models on the received
data to present the needed information about the physical machine [118]. With the
help of artificial intelligence and data analytics, the DT gains the potential to reach
autonomous decision making [113].

Static DT is the simplest way of implementing DT, and dynamic DT is the most
complex one. As the level of details and information increases, the complexity and cost of
DTs increase. Figure 6 presents the relationship between DTs and business value. Code
green is simple design data, code yellow is the design and manufacturing data, and red is
the dynamic DT that also includes operational field data [117].

Figure 7 illustrates the DT complexities (three main complexity levels) and time
horizon approximations (three main life cycle stages of a physical system with the related
DT applications) [119].

11
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Business Value

(Dynamic)

Design data + Manufacturing
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Figure 6. Types of digital twins and business value [117].
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Figure 7. Digital twin complexities and time horizon approximations [119].

Before developing and implementing the DT, various research questions must be
answered. Semeraro et al. [120] presented Table 3 to summarize the key research questions
of DTs answered by the literature so far.

12
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Table 3. List of digital twin research questions [120].

Research Question Answers

“A set of adaptive models that emulate the behaviour of a physical system in a
virtual system getting real time data to update itself along its life cycle. The digital
“What is a Digital Twin?” Definition twin replicates the physical system to predict failures and opportunities for
changing, to prescribe real time actions for optimizing and/or mitigating
unexpected events observing and evaluating the operating profile system”
1. Healthcare
Improving operational efficiency of healthcare operations
2. Maritime and Shipping
Design customization
“Where is appropriate to use a Digital 3.Manufacturing
Twin?” Contexts and use cases Product development and predictive manufacturing
4. City Management
Modeling and simulation of smart cities
5. Aerospace
Predictive analytics to foresee future aircraft problems
GE Predix; SIEMENS PLM; Microsoft Azure; IBM Watson; PTC Thing Worx; Aveva;
Twin Thread; DNV-GL; Dassault 3D Experience; Sight Machine; and Oracle Cloud
1. In the design phase
The digital twin is used to help designers to configure and validate product
development quicker, accurately interpreting market demands and the
customer preferences
“When and Why has a Digital Twin to be 2. In the production phase
developed?” Life cycle and functions The digital twin shows great potential in real-time process control and optimization,
as well as accurate prediction
3. In the service phase
The digital twin can monitor the health of a product and perform diagnoses as well
as prognoses
The physical layer involves various subsystems and sensory devices that collect data
and working parameters
The network layer connects the physical to the virtual, sharing data and information
The computing layer consists of virtual models emulating the corresponding
physical entities

“Who is doing Digital Twins?” Platforms

“How to design and implement a Digital
Twin?” Architecture and components

7

It is important to distinguish between the concepts “digital twin”, “digital shadow”,
and “digital model”. Figure 8 highlights the differences in these concepts by focusing on
the data transfer among physical and virtual twins [119].

'I, N, \‘\I Il’ P N \\\‘
E T Physical system [®~3 Physical system 3 i ! Physical twin E
P o N Jo |
1 H 1
1 ! ot 1
1 ' [ : :
Lo Pl ( 1]
[ Virtual model Virtual model Rl Virtual twin !
1 [ 1

[ \ / |
'\\ AN .

Digital model Digital shadow Digital twin
i .> ’
Manual data transfer Automated data transfer

Figure 8. Data transfer comparison between physical systems and virtual models in a digital twin,
digital shadow, and digital model [119].

Figure 9 demonstrates the important risks and challenges when developing DTs [117].
Modeling a digital copy of a physical system to perform real-time validation and optimiza-
tion is a complex task as it involves sensors, multifunctional models, multisource data,
services, etc. A DT requires an accurate model of reality and a large amount of data. It
can potentially be used in life cycle assessments; however, the development of standards-
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(a)

(b)

based interoperability is important and challenging for evaluating DT applications along
the entire life cycle. A few contributions also focused on DT applications for improving
sustainability performance [120].
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Figure 9. Digital twins’ risks and challenges [117].

To comprehensively understand the state of knowledge on the application of DTs in
UASs, as well as their benefits and challenges, a synthesis of the literature that integrates
various subtopics is crucial. The implementation of DTs has been widely explored in
aviation-related scientific literature. For example, the EU-funded project Secure Urban Air
Mobility for European Citizens (AURORA) is planning to develop and integrate safety-
critical technologies to support autonomous UAS flights in urban environments. Figure 10
presents examples of DT applications in this project [121].

- Touise
o ot N 101007134

Figure 10. The EU-funded AURORA project: (a) digital representation of the rotor (digital twin for
manufacturing and digital certification) and (b) digital representation of the flight path (digital twin
for solutions testing) [121].
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The German Aerospace Center (DLR) has also established an internal project to iden-
tify techniques, technologies, and processes for DTs [44]. Liu et al. [45] reviewed the overall
framework for creating a DT in combination with the industrial Internet of things (IloT) to
enhance the autonomy of aerospace platforms. Liao et al. [46] presented the findings of
research conducted at the National Research Council of Canada (NRC), which included a
review and evaluation of DT concepts and digital threads, particularly the airframe digital
twin (ADT) framework used by the United States Air Force (USAF), as well as a feasibility
and adaptability study of the ADT for use with Royal Canadian Air Force (RCAF) aircraft.
Aydemir et al. [47] reviewed the available approaches, technologies, and challenges of DTs
for aircraft applications. Mendi et al. [48] evaluated DT applications and their advantages
in military aviation. Ibrion et al. [49] presented DTs’ risks and challenges in the marine in-
dustry by learning from the aviation industry. DTs can be effectively utilized in any stage of
the aircraft life cycle, encompassing the design, manufacturing, operation, and maintenance
phases. DTs enable engineers to create virtual prototypes and simulate various scenarios, al-
lowing for the efficient optimization of aerodynamic performance, structural integrity, and
overall aircraft functionality in the design stage. DTs can facilitate real-time monitoring and
quality control, ensuring that components are produced to precise specifications and toler-
ances during manufacturing. DTs, based on their level of complexity, have the potential for
real-time data collection and analysis, offering insights into the operation phase, including
aircraft performance, fuel efficiency, and operational safety. DTs can also support predictive
maintenance by continuously monitoring the health of aircraft systems and components, as
well as detecting potential issues before they lead to failures or disruptions. Leveraging DTs
throughout the aircraft life cycle can enhance decision making, improve safety, reduce costs,
and ultimately maximize the overall performance and lifespan of the aircraft. For instance,
Tuegel et al. [50] proposed the airframe DT structural modeling concept to design and
maintain airframes (which has the potential to improve US Air Force aircraft management
over the life cycle) by creating a tail number computational model and structural manage-
ment plans for each aircraft. Seshadri et al. [51] suggested employing DTs to manage the
structural health of damaged aircraft using guided wave responses. A genetic algorithm
(GA) optimization evaluates the cumulative signal responses at preselected sensor locations
to estimate the size, position, and orientation of the damage. Mandolla et al. [52] imple-
mented a DT for additive manufacturing in the aerospace industry by utilizing blockchain
solutions. This work highlights how businesses utilizing the blockchain can create secure
and connected manufacturing infrastructure and provides a conceptual solution to securing
and organizing the data generated by an end-to-end additive manufacturing process in the
aerospace industry. Zhang et al. [53] established a digital-thread-based modeling digital
twin (DTDT) framework for an aircraft assembly system, enhancing the controllability
and traceability of the manufacturing process and product quality through improved data
management. Tyncherov et al. [54] proposed DT modeling of aircraft operational life cycle
by presenting aircraft systems’ DTs with operational and maintenance environments as
a cloud of data considering machine learning (ML) methods to improve prediction and
planning accuracy. Tuegel et al. [55] reengineered the aircraft structural life prediction
process to high-performance digital computing, presenting a conceptual model of DTs
for predicting aircraft structure life and assuring its structural integrity. Rios et al. [56]
discussed an aircraft avatar implication through an industrialization-focused perspective
while reviewing the various topics involved in an aircraft’s digital counterpart development
(i.e., product identification, product life cycle, and product information). Strelets et al. [57]
created a DT in a uniform information environment of the product life cycle, which, as the
virtual copy of a product, is convenient to use at all stages of the life cycle. Liang et al. [58]
presented a real-time displacement detection DT in aircraft assembly. Zhang et al. [59]
proposed an effective simulation and optimization containing heuristic algorithms and
applied them to a DT-based aircraft part production workshop. Singh et al. [60] presented
an information management (IM) framework for DTs in aircraft manufacturing, with a case
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study for aircraft structure damage tolerance, demonstrating the different phases of IM
(from identification to retrieval and retention).

The existing body of aviation-related scientific literature extensively explores the po-
tential of DTs and highlights their versatile applications, including their effectiveness not
only in system-level implementation but also at the individual-component level. Employ-
ing DTs at these different levels can unlock new insights and ultimately advance the state of
knowledge in the field. For example, Lei et al. [61] modeled a DT for tooth surface grinding,
considering the low-risk transmission performance of non-orthogonal aviation spiral bevel
gears. Zakrajsek et al. [62] developed a DT for a specific aircraft tire at touchdown to
improve tire touchdown wear prediction. Xu et al. [63] suggested DT optimization with
several DT modules for a system to virtually simulate as well as optimize the parameters,
performance, and manufacturing. The DT modules make corrections during the optimiza-
tion using real-time feedback data from manufacturing measurements and performance
testing. Borgo et al. [64] presented a DT of a ground steering system and systematically
analyzed the effect of uncertainties and sensor faults with estimation algorithms (least
squares estimation and soft computing approach) under several scenarios. Hu et al. [65]
developed a DT decision-making approach to generate reconfigurable fixturing schemes
optimization for the trimming operation of aircraft skins. Peng et al. [66] provided an
online fault diagnosis system for the TFE-731 turbofan engine and used model-based and
data-driven approaches to create DTs of the engine parameters. Li et al. [67] used the
concept of dynamic Bayesian networks (DBNs) to develop a health monitoring model for
aircraft. An example of the proposed method is also illustrated on an aircraft wing’s fatigue
crack growth [68]. Kosova et al. [69] developed a DT and used ML for a health-monitoring
system (limited to aircraft hydraulic systems) to diagnose system failures in the early
stages using 20 failure scenarios. Laukotka et al. [70] implemented DTs for civil aviation,
aircraft, and aircraft cabins, based on modular product family design and model-based
systems engineering.

Various research efforts have been diligently conducted to explore and harness the
potential of DTs in UASs. The application of DTs in UASs has emerged and prompted
researchers to utilize the benefits of this technology, aiming to enhance design, operation
and mission planning, and maintenance practices, leading to more reliable, efficient, and
capable UASs. However, after reviewing DTs throughout the entire life cycle of the aviation
system, Xiong et al. [71] concluded that while aviation DTs are frequently utilized in manu-
facture and maintenance, more effort and attention are required for UAV DT applications.
Lv et al. [72] also reviewed Al applications in DTs in aerospace, intelligent manufacturing,
unmanned vehicles, and smart city transportation. Salinger et al. [73] presented a hardware
testbed for a self-aware UAV to advance dynamic data-driven application system (DDDAS)
development. Self-awareness refers to a vehicle’s ability to collect information about itself
and utilize that knowledge to complete missions through dynamic decision making on
board. Kapteyn et al. [74] combined reduced-order models with Bayesian estimation to
create a data-driven DT for a 12 ft wingspan UAV to enable the aircraft to adjust its mission
plan in the event of structural damage or deterioration. The authors further advanced the
methodology using interpretable ML [75]. Alaez et al. [76] modeled a DT of a VTOL UAV
using the Gazebo robotics simulator, compared the UAV’s take-off, hovering, and landing
operation with and without a wind physics model, and tested it in different wind speeds
and directions. Yang et al. [77] proposed a DT for a multirotor UAV with a simulation
system, a physical UAV, and a service center for advanced capability training as well
as algorithm verification. The authors also demonstrated a DT simulation platform for
verification that further simulates and tracks the life cycle of a multirotor UAV [78]. Lv
et al. [3] analyzed the effects and limitations of UAVs in 5G/B5G wireless communication
and developed a UAV DT 5G communication channel model using deep learning (DL) to
further reduce UAV limitations. Moorthy et al. [79] designed a UAV network simulator
focusing on high-fidelity UAV flight control by using two simulators they developed in
prior years: UBSim (a Python-based event-driven simulator) and UB-ANC (a simulation
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framework used to design, implement, and test various UAV networking applications). Wu
et al. [80] addressed the security concerns that arise when a drone system is attacked and
investigated the computational intelligence of drone information systems and DTs of drone
networks based on DL. Shen et al. [81] proposed a DT with deep reinforcement learning
(DRL) (in which a DT of a multi-UAV system is built into a central server to train a DRL
model) to solve the flocking motion problem of multi-UAV systems. Lv et al. [82] developed
a UAV DT to provide medical resources quickly and accurately to analyze the feasibility
of UAV DTs during COVID-19 prevention and used DL algorithms to construct a UAV
DT information forecasting model. Fraser et al. [83] used DT and data-driven approaches
to investigate the general susceptibilities of UAVs against contemporary cyber threats.
Kapteyn et al. [84] suggested a probabilistic graphical model representing the DT and its
physical asset for a UAV using experimental data to calibrate the DT. The UAV encounters
an in-flight damage event and the DT is updated using sensor data. Riordan et al. [85]
presented a DT to evaluate UAS-mounted LiDAR ability to detect small-object air collision
risks, considering the Hamburg port with its aerial hazards (e.g., birds, drones, helicopters,
and low-flying aircraft). Igbal et al. [86] presented a DT with a runtime trust assessment for
an autonomous food delivery drone system to evaluate the trusted execution of intelligent
agents (autonomous drones or other vehicles). Grigoropoulos et al. [87] employed DTs and
simulations to support offline validation and runtime checking in a platform as a service
(PaaS) system for drone applications. Lee et al. [88] proposed a DT with a model-based
system engineering methodology for a UAS capable of route selection in a military case
study, where the route optimization module suggests an optimal path based on inputs
such as potential damage. Lei et al. [89] created a DT to define the physical entity of a
UAV swarm and track its life cycle. The UAV swarm’s behaviors are investigated using
an ML-based decision model. Wang et al. [90] combined DTs and convolutional neural
networks (CNNs) for a UAV autonomous network to explore the airspace structure and
safety performance of the UAV system. The presented literature emphasizes the signifi-
cance of exploring and utilizing DTs in UASs. These case studies highlight the significance
of DTs in addressing various challenges and opportunities of UASs associated with topics
such as driving technological advancements, decision-making processes, and operational
efficiency within this dynamic and evolving field. Digital twin technology has the po-
tential to address some of these challenges and complement existing measures in UAV
management. By modeling a digital copy of UASs and their operational environment, DTs
can provide real-time monitoring, analyses, and optimization of UAS operations. This
can enhance situational awareness, enable predictive maintenance, improve traffic man-
agement, and support decision-making processes. DTs can also facilitate data integration
and interoperability across different systems, enabling a more comprehensive and coordi-
nated approach to UAV management. However, it is important to note that DTs are not
a standalone solution but should be integrated into a holistic framework that considers
regulatory, technical, and operational aspects. Overall, the unique role of using a DT to
facilitate UAV certification and regulation lies in the ability to model a digital copy of a
physical system for real-time validation and optimization. However, this task is inherently
complex and presents several challenges, as depicted in Figure 9, which offers an overview
of the risks and challenges associated with the overall DT process. One challenge is the
requirement for an accurate model of reality, which necessitates a deep understanding of
the physical system and its operational characteristics. Additionally, as demonstrated in
Figure 8, the creation of DTs necessitates the transfer of data between a physical system
and a virtual model. Depending on the complexity level of a DT, this process involves
handling a large amount of data from various sources, including sensors and sometimes
even multifunctional models. Ensuring the accuracy and reliability of these data is cru-
cial for the effectiveness of a DT. Furthermore, integrating a DT into UASs to assist the
certification process requires careful consideration of legal and regulatory requirements.
These challenges highlight the need for careful planning, robust data management, and
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close collaboration between experts in UAV certification and DT technology to successfully
utilize DT in the context of UAV certification.

3. Results

UAVs are becoming popular. Autonomous (artificial intelligence applications) and
automatic UAVs are expected to conduct safe operations, and they will enter UAM to
transport goods and individuals in the near future. A wide range of literature is published
to answer the research questions of “how to adapt UAV applications to regulations” and
“how to adapt DT applications to UAV”. However, it is fair to state that there is not much
literature considering the use of DT applications in UAVs for certification and regulation.
This lack of literature is inevitable in the early stages of new, emerging concepts. In order
to fill this gap, we conducted a literature review considering a total of 121 references.
Table 4 provides a comprehensive collection of references along with the keywords that
are closely aligned with our research concepts. They serve as concise descriptors that
capture the essence of the paper’s content and help identify its key focus areas. The
inclusion of these relevant keywords allows for a focused exploration and clear navigation
of the existing literature, facilitating the identification of common themes, connections, and
relationships across the literature. By including associated keywords in the table, we aimed
to provide additional information and context about the content of each reference. We have
systematically identified and classified the references into key focus areas: DTs, general
aviation, UAVs/UASs, UAM/AAM, and regulation. By organizing the references under
these categories, the table allows for a clear understanding of the primary themes and topics
covered in each reference, enhancing the clarity and structure of our research with a more
organized exploration. While the references consider multiple topics and overlap across the
key focus areas, we have made an effort to present the primary purpose of each paper and
provide associated keywords to highlight key themes and connections that contribute to a
more comprehensive understanding of our research concepts and emphasize the various
aspects explored in the literature.

Table 4. Compilation of references and their associated keywords relevant to our research concepts.

Reference Number Year Type Key Focus Related Keywords
[1] 2022  Regulatory document Regulation EASA regulations, operation of air taxis in cities
Airspace organization and management, air traffic
2] 2021 Journal article UASs/UAVs control, air traffic management, air traffic service
provision, unmanned aircraft system, UAS
traffic management
3] 2021 Journal article DT, UASs/UAVSs Unmanned aerial vehicles, deep learning,
! digital twins
ther S igital twins
[4] 2022  Oth DT Digital twi
[5] 2023  Other DTs Digital twins
[6] 2022  Other General aviation Aerospace certification, digital twins
[7] 2020  Other DTs Digital twins
. Artificial intelligence, digital twins,
[8] 2019 Journal article DTs human—computer interaction, machine learning
[9] 2018  Conference proceedin DTs Digital twins, learning theories, situational awareness
P g g g
. Digital twins, manufacturing system design,
[10] 2021  Journal article DTs smart manufacturing
[11] 2020  Conference proceeding DTs Digital twin concept, digital twin application
[12] 2021 Journal article UASs/UAVs eVTOL, rotorcraft, design, advanced air mobility,

urban air mobility
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Table 4. Cont.

Reference Number

Year

Type

Key Focus

Related Keywords

[13]

2022

Journal article

UAM/AAM

Advanced air mobility, urban air mobility,
emergency response, air ambulance, electric
vertical take-off and landing, VTOL, eVTOL

[14]

2023

Journal article

UAM/AAM

Advanced air mobility, connected eVTOL,
operations, infrastructure,
communications, sustainability

[15]

2021

Conference proceeding

UAM/AAM

Surveillance, traffic control, aircraft navigation,
safety, air traffic control, active appearance model

[16]

2020

Conference proceeding

UAM/AAM

Urban air mobility, aircraft performance, flight
trajectory, autonomous systems, flight control,
flight operation, detect and avoid

[17]

2022

Conference proceeding

UAM/AAM

Urban air mobility, aerial photography,
conventional takeoff and landing, airspace
management, short take-off and landing, federal
aviation regulation, commercial aircraft

[18]

2021

Conference proceeding

UAM/AAM

Urban air mobility, autonomous systems, human
automation interaction, ground control station, air
transportation, national aeronautics and space
administration, small unmanned aircraft systems

[19]

2021

Conference proceeding

UAM/AAM

Safety management, urban air mobility, airspace
management, unmanned aircraft systems,
supersonic aircraft, national airspace system, flight
operations quality assurance, aeronautical
information service

[20]

2022

Conference proceeding

UAM/AAM

Urban air mobility, aeronautics, special-use
airspace, federal aviation administration, heliports,
aviation, take-off and landing

[21]

2022

Conference proceeding

UAM/AAM

Flight testing, aviation, urban air mobility,
propeller blades, true airspeed, flight path angle,
vertical take-off and landing

[22]

2021

Conference proceeding

UAM/AAM

Urban air mobility, airspace class, air
transportation, vertical take-off and landing,
rotorcrafts, airspace system, helicopters,
fixed-wing aircraft

[23]

2023

Conference proceeding

UAM/AAM

Urban air mobility, landing lights, flight testing,
flight management system, flight control system,
flight vehicle

[24]

2023

Conference proceeding

UAM/AAM

Urban air mobility, image registration, Federal
Aviation Administration, vision-based navigation,
heliports, instrument landing system

[25]

2021

Conference proceeding

UAM/AAM

Urban air mobility, airspace, software architecture,
aeronautics, Federal Aviation Administration,
aviation, unmanned aerial vehicle, aerospace industry

[26]

2022

Conference proceeding

UAM/AAM

Air mobility, Federal Aviation Administration,
guidance system, sensor fusion, landing lights

[27]

2023

Conference proceeding

UAM/AAM

Air mobility, optical sensor, aviation, radar
measurement, detect and avoid, take-off and landing

[28]

2022

Conference proceeding

UAM/AAM

Airspace, urban air mobility, near-mid-air collision,
target level of safety, air traffic controller,
helicopters, air traffic management, flight planning
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Table 4. Cont.

Reference Number Year Type Key Focus Related Keywords
Advanced air mobility, cost-benefit analysis,
. ARIMA forecasting, electric vertical take-off and
[29] 2021 Journal article UAM/AAM landing aircraft, small unmanned aircraft system,
green transportation
Advanced air mobility, urban air mobility,
[30] 2021  Journal article UAM/AAM on-demand air mobility, air taxi, vertical take-off
and landing
[31] 2023  Other UAM/AAM Urban air mobility
. Urban air mobility, air taxi, electric vehicle,
[32] 2021 Journal article UAM/AAM autonomous vehicle, ride hailing, carsharing
On-demand mobility, transport modeling, urban
[33] 2020 Book air mobility, vertical take-off, landing
[34] 2020 Journal article UAM/AAM Urban air mobility, vehicle concepts, policy,
transport simulation, infrastructure
[35] 2018 Journal article Reoulation Drones, aircraft, atmospheric modeling, guidelines,
& FAA, government policies
[36] 2014  Journal article Regulation Remotely piloted aircraft (RPA), UAV
. . Co-regulation, self-regulation, aviation safety,
[37] 2014  Journal article Regulation drone, RPA, UAV
[38] 2020  Journal article Regulation Drone, regulation
[39] 2016  Journal article Regulation Privacy regulation, drone privacy
[40] 2021  Journal article UASs/UAVs WTP for drone flying, road pricing for drone airspace
[41] 2019  Journal article Regulation Drone, regulation
[42] 2022  Journal article Regulation Drone regulation, local policy adoption
[43] 2019  Journal article Regulation Drones, regulation, policy
[44] 2020  Other General aviation Digital twin, data management
[45] 2018  Conference proceeding DTs Digital twin
. . Airframe digital twin, digital thread, individual
[46] 2020  Journal article General aviation aircraft tracking
Commercial aircraft, machine learning, airspace,
[47] 2020  Conference proceeding  General aviation artificial intelligence, neural networks, aircraft
production, aviation
[48] 2022  Journal article DTs Digital twins, military aircraft, aircraft propulsion
[49] 2019  Conference proceeding DTs Digital twins, aviation industry
. Aircraft structures, high-performance computing
[501 2012 Conference proceeding  DTs structural modeling, air forces, flight dynamics
[51] 2017  Conference proceeding  General aviation Alrcraft structures, genetic algorithm,
structural damage
[52] 2019  Journal article DTs Digital technology, digital twin, aircraft industry
[53] 2022 Journal article General aviation Digital twin, digital thread, aircraft assembly
[54] 2020  Conference proceeding  General aviation  Aircraft maintenance, aircraft life cycle, digital twin
[55] 2011  Journal article General aviation Aircraft structural life prediction, digital twin
[56] 2015 Conference proceedin DTs Product avatar, digital twin, digital counterpart,
p & aircraft avatar
onference proceedin S roduct life cycle, digital twin, aircraft
[57] 2020  Conf P ding DT Product life cycle, digital twin, aircraf
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Table 4. Cont.

Reference Number Year Type Key Focus Related Keywords
[58] 2020  Journal article General aviation Aircraft manufacture, digital twin
[59] 2022  Journal article DTs Dlg.lta.l tw'm Shf)p ﬂoqr, large-scale problem
optimization, simulation
[60] 2021  Conference proceeding  General aviation  Digital twin, aircraft manufacturing
. i Non-orthogonal aviation spiral bevel gears, free-form
[61] 2022  Journal article General aviation tooth surface grinding, digital twin modeling
[62] 2017  Conference proceeding  General aviation Flight data,.ﬂlg.ht operation, flywheels, structural
health monitoring
[63] 2021  Journal article General aviation Optimization, digital twin, virtual modules
[64] 2020  Conference proceeding  General aviation Digital twin, Y irtual sensing, aircraft
ground-steering system
[65] 2022  Journal article General aviation ~ Aircraft skin, digital twin, layout optimization
[66] 2002 Journal article DTs Autoregresmye moving average (ARMA) model,
turbofan engine modeling
. Aircraft wings, stochastic crack growth models,
(671 2017 Conference proceeding  DTs surrogate model, mathematical models
[68] 2017  Journal article General aviation A11.‘craft wmgs, stoF hastic crack growth models,
fatigue cracking, airframes
[69] 2022  Journal article General aviation ~ Digital twin, aircraft hydraulics, ensemble learning
[70] 2021  Conference proceeding  General aviation Digital twin, aviation, aircraft cabins
[71] 2022  Journal article General aviation Digital twin, aviation industry
[72] 2021  Journal article DTs Digital twin, artificial intelligence, autonomous driving
[73] 2020  Conference proceeding DTs Digital twin, self-aware unmanned vehicle
[74] 2022  Journal article DTs, UASs/UAV Digital twin, model updating, unmanned aerial vehicle
[75] 2020  Conference proceeding DTs, UASs/UAVs Machine learning, unmanned aerial vehicle,
recurrent neural network
[76] 2002 Journal article DTs, UASs/UAVs VTOL, UAy, digital twin, aerodynamic coefficients,
gazebo, wind model
[77] 2021  Conference proceeding DTs, UASs/UAVs  Digital twin, UAV, virtual and real interaction
[78] 2020  Conference proceeding DTs, UASs/UAVs  UAV, digital twin, simulation
[79] 2022  Conference proceeding  DTs, UASs/UAVs Unm@pne@ ae.“al Vehlde UAv),
multifidelity simulation
[80] 2022  Conference proceeding DTs, UASs/UAVs  Unmanned aerial vehicle, deep learning, digital twins
. Deep reinforcement learning (DRL), digital twin
[81] 2022 Journal article DTs, UASs/UAVs (DT), multi-UAV systems
[82] 2021  Journal article DTs, UASs/UAVs  Unmanned aerial vehicles, digital twins, deep learning
. Digital twin, machine learning, UAYV,
[83] 2021  Conference proceeding  DTs, UASs/UAVs UAS, cybersecurity
[84] 2021  Journal article DTs, UASs/UAVs  Digital twin
[85] 2021  Conference proceeding  DTs, UASs/UAVs ~rmanned aerial systems, detect and avoid,
data-driven simulation
[86] 2022  Conference proceeding DTs, UASs/UAVs Modeling, autonomous drones, digital twin
[87] 2020  Conference proceeding DTs, UASs/UAVs Drones, simulation environment, digital twin
[88] 2021  Journal article DTs, UASs/UAVs  Digital twin, model-based systems engineering
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Table 4. Cont.

Reference Number Year Type Key Focus Related Keywords
data models, unmanned aerial vehicles, integrated
[89] 2021  Journal article DTs, UASs/UAVs crreuit 'modelmg', digital fwin, computatlonal
modeling, machine learning algorithms,
real-time systems
[90] 2002 Journal article DTs, UASs/UAVs unnr}anr}ed aerlal.vehlcles‘, safety, aircraft, aircraft
navigation, security, monitoring
[91] 2018  Book EeAg;sl j%(jil\,/s European policies, civil drones, safety, security
92] 2012 Book General aviation Aircraft structures
[
[94] 2018  Conference proceedin DTs Digital twin, simulation, cyber-physical system
p g g yber-phy: Yy
Regulation, Drone laws, RPAS, UAS, UAV, commercial drones,
[95] 2016 Book UASs/UAVs autonomous aviation
. EASA Provisions, EU Regulations 2019/947 and
[96] 2023  Other Regulation 2019/945
[97] 2023  Regulatory document Regulation Civil drones, unmanned aircraft
[98] 2023  Regulatory document Regulation Open category of civil drones
[99] 2023  Regulatory document Regulation Specific category of civil drones
[100] 2023  Regulatory document Regulation Certified category of civil drones
. Rules For Unmanned Aircraft Systems, Regulation
[93] 2022  Regulatory document Regulation (EU) 2019/947, Regulation (EU) 2019/945
. EASA guidelines, The Design Verification of
[101] 2021  Regulatory document Regulation Specific Category Drones
. Rules for Airworthiness and Environmental
[102] 2023 Regulatory document  Regulation Certification, Regulation (EU) No 748,/2012
[103] 2021  Other Regulation EU regulatory for U-space
[104] 2021  Regulatory document Regulation Regulation (EU) 2021/664
[105] 2021  Regulatory document Regulation Regulation (EU) 2021/665
[106] 2021  Regulatory document Regulation Regulation (EU) 2021/666
[107] 2023  Other Regulation Autonomous drones, automatic drones
Adversarial machine learning, aviation, urban air
[108] 2022  Conference proceeding UAS/UAV mobility, pilot, convolutional neural network,
unmanned aircraft system, cyber-physical system
[109] 2020  Regulatory document Regulation EASA Al roadmap, Al in aviation
Reinforcement learning, aviation, European
Aviation Safety Agency, artificial intelligence,
[110] 2022  Conference proceeding  Regulation neural networks, urban air mobility, unmanned
aircraft system, air traffic management,
continuing airworthiness
[111] 2020  Journal article DTs Digital twin
[112] 2017  Other DTs Digital twin
[113] 2021  Conference proceeding DTs Digital twin technologies
[114] 2012 Conference proceeding  General aviation Dl.gltal twin, air forces, NASA Goddard Space
Flight Center
[115] 2020  Journal article DTs Digital twin
[116] 2018  Journal article DTs Digital twin
[117] 2022 Other DTs Digital twin
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Table 4. Cont.

Reference Number Year Type Key Focus Related Keywords
Digital twin, digital manufacturing, digital
[118] 2022 Book DTs technologies in manufacturing, digital
image processing
[119] 2023  Book DTs, UASs/UAVs  Digital twin, smart urban mobility, UAV
[120] 2021  Journal article DTs Digital twin, cyber-physical systems
[121] 2023 Other DTs, UASs/UAVs Intelligent urban air mobility, digital twin,

autonomous flight

A time frame of two decades was chosen for conducting the literature review, since
the term “digital twin” was first introduced in 2010 [111]. However, in this section, as we
discussed in the research methodology in Section 2.1, we only analyzed articles within
the scope of DT applications for UASs. DT applications in UASs are relatively new, result-
ing in the majority of the relevant literature having been published within recent years.
Although research on DTs in UAS applications has recently gained momentum, there
remains a substantial amount of work to be undertaken toward the further exploration
and understanding of the potential value and significance that DTs can bring to the field
of UAS applications. Figure 11 provides a word cloud visualization that depicts the fre-
quency of selected keywords (DT, UAV, Al, drone, UAS, certification, regulation, and VIOL)
within publications related to the applications of DTs in UASs. These specific keywords
were carefully selected during the research process, and the word cloud offers a concise
representation of the pathway to the literature review scope.

Regulation

Artificial Inteligence

Digital twin

Drone

Figure 11. Keyword analysis word cloud for DT applications in publication on UASs.

While the complexity of UASs is fast evolving, only 40% of the publications briefly
mentioned certification and regulation when using DTs in UASs, and not many scientific
literature efforts focus on the use of DT applications in UASs for certification and regulation,
as shown in Figure 12. DTs facilitate designing, building, and analyzing procedures. DTs
are very good and relatively time- as well as cost-efficient tools to assist the certification
process, since they help engineers check, analyze, and integrate designs as well as express
concerns instantly.

Autonomous (with the help of Al and without a pilot’s intervention) UAVs are ex-
pected to conduct safe operations and cope with unforeseen conditions. As presented in
Figure 13, half of the publications considering the use of DT applications in UASs men-
tioned autonomous flight operations, and 38% of these publications also discussed the
use of Al, which leads to the key research question of how these operations can be safely
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50%

conducted. In UASs” EU operational scope, the EASA published the “EASA Al roadmap”
as a human-centric approach to the safe use of Al in aviation.

20% ONA
: ) M Certification
o S B Regulation
o OEASA
5%

Figure 12. Keyword analysis focused on certification and regulatory frameworks for DT applications

in publication on UASs.
@O Al/ML/deep
O Autonomous 38% learning
o0% ONA ONA
(a) (b)

Figure 13. Keyword analysis focused on (a) autonomous flights and (b) the use of AI/ML/deep
learning approaches for DT applications in publications on UASs. (a) Autonomous flights mentioned
in publications. (b) AI/ML/deep learning approaches mentioned in publications.

4. Discussion

Flying cars and aerial transportation systems are some of the distinctive features of the
future cities described in science fiction films and books. This is one of the basic concepts
accepted by society when imagining the future, and with today’s technological advance-
ments we wonder if conducting safe automatic and autonomous flights for metropolitan
areas is a few steps away in the near future. The establishment of a socially acceptable
regulatory framework is necessary to transform this vision into a reality.

The regulatory framework for UASs in the European Union was fragmented before
2020, as shown in Figure 1, with each EU Member State being responsible for drones with
a maximum take-off mass (MTOM) of less than 150 kg while the EASA was in charge of
drones with an MTOM exceeding this weight. The transition to new regulations began in
2020, and the EASA is now responsible for drones of all weights and size. Nonetheless, this
regulatory framework is still in its early stages, and further developments are expected.
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Implementing this evolving regulatory framework presents a significant challenge in
UAS operations. DTs can potentially offer a solution by facilitating the design, construction,
and analysis processes. They are time- and cost-efficient tools to assist the certification
process, since they help engineers check, analyze, and integrate designs as well as express
concerns instantly. However, only a limited number of publications (40%) briefly mentioned
certification and regulation when discussing the application of DTs in UASs, as shown in
Figure 12. Therefore, efforts need to be carried out to emphasize the importance of DTs in
assisting the certification process within UAS operations.

In Figure 13, it is notable that autonomous flight operations were mentioned in 50%
of the papers examining the use of DTs in UASs, and Al applications were discussed in
38% of the publications. Autonomous and automatic UASs are expected to conduct safe
operations in UAM. A quick comparison of autonomous and automatic flights can show
that there is no human safety net present during an autonomous flight in the event of
unforeseen circumstances. Therefore, precise regulations must be created in the context of
Al to ensure autonomous flights are safely conducted. In 2020, the EASA also published the
first guidance, the EASA Al roadmap, for the safe use of artificial intelligence in aviation.
However, we are still a long way from the dream of having science fiction flying transport
systems coming true, as the timeline outlined in the EASA Al roadmap document predicts
the first approvals of Al in 2025.

The research subject of how to adapt UASs with UAM and regulation is studied in a
wide range of the literature from across the world. However, the implementation of DTs in
UASs for assisting the certification process and considering regulation, especially within
the context of the EU regulatory framework, remains relatively unexplored. The concept of
drone regulation, particularly in relation to EU legislation and the integration of UAM for
cargo and passenger transport, is still relatively new. The development of regulations, as
well as applying these regulations to UAS operational categories, requires the consideration
of numerous criteria and parameters to ensure a robust level of safety and seamless flight
operations. Moreover, due to safety concerns and ongoing regulation development, UAV
autonomous flights are not currently being carried out in most European countries. The lack
of literature and documents is inevitable in the early stages of a new concept’s development.
Consequently, one of the challenges lies in staying informed about evolving regulations
and keeping track of the developments and changes that emerge in this field.

Overall, this paper highlights the necessity of further research on and the exploration
of DT applications in UASs, particularly concerning certification and regulation. It is
essential to recognize that DTs cannot function as standalone solutions but should be
seamlessly integrated into a comprehensive framework that takes into account regulatory,
technical, and operational aspects. The distinct advantage of employing DTs to facilitate
UAS certification and regulation lies in their ability to create a digital replica of a physical
system, enabling real-time validation and optimization. Nonetheless, this task is inherently
complex and presents several challenges, such as the necessity of an accurate model of
reality and handling a large amount of data from various sources. Furthermore, utilizing
DTs to assist the certification process requires careful consideration of legal and regulatory
requirements. It is crucial to address these challenges and associated complexities to pave
the way for the successful implementation of UASs in UAM.

5. Conclusions

The popularity of UAV operations has increased, and new air mobility concepts have
emerged over the past years. It is essential to develop regulations in this new technological
context that effectively address the challenges and opportunities presented by UASs. There
are various levels of ongoing activities and recent advances in UAS regulatory frameworks,
especially in the domain of European Union (EU) regulations. Due to the growing demands,
advancements, and possible applications of UASs, particularly in research and innovation,
there is a need for a systematic overview. To bridge this gap, we present a comprehensive
overview of the developed UAS regulations in the European Union and explore the concept

25



Drones 2023, 7,478

of DTs as well as their potential applications in the UAS domain. We aimed to conduct a
systematic review to provide a structured methodology that synthesizes multiple studies
to offer a comprehensive and unbiased assessment of DTs” applications in UASs with EU
regulatory compliance. Despite limited scholarly focus on the implementation of DTs
in UASs considering certification and regulation, we analyzed the existing literature to
identify and emphasize the important trends and developments. The overall challenges
and the importance of UAS DTs are highlighted to provide a robust foundation for future
studies on UAS DTs and their compliance with the EU regulatory framework.
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Abstract: Light helicopters are used for a variety of applications, attracting users from private and
public market segments because of their agility and convenient storage capabilities. However, most
light helicopters on the market today are designed and manufactured with technologies dating
back to the 1980s, with safety issues to be addressed by advanced design methods, more powerful
engines, and innovative solutions. In this regard, the DISRUPT (Development of an innovative and
safe ultralight, two-seater turbine helicopter) project, led by Curti Aerospace Division (Italy) and
co-funded by the EU H2020 program, is a state-of-the-art concept for a novel ultralight helicopter
equipped with a ballistic parachute. In order to validate the first parachute ejection in a safe scenario,
a dronization process was selected as a viable solution to be performed in collaboration with the
University of Bologna. In the present paper, the steps followed to transform the helicopter into an
unmanned vehicle are detailed according to the model-based design approach, with particular focus
on mathematical modeling, control system design, and experimental validation. Obtained results
demonstrate the feasibility of using a civil helicopter first as a remotely-piloted vehicle and then
as a highly-automated personal transportation system in the framework of smart and sustainable
air mobility.

Keywords: urban air mobility; helicopter; parachute; model-based design; control system; flight
testing

1. Introduction

The interest in Urban Air Mobility (UAM) had a step increase over the last few
years [1]. On the one hand, the slow growth rate of ground infrastructure led to critical
traffic congestion in urban areas. On the other hand, the increasing demand for moving
people and payloads further and faster drove the attention of the research community
and stakeholders toward the exploitation of the vertical dimension [2]. For example,
Amazon and Google pioneered the testing of urban parcel delivery by means of multirotor
aircraft [3,4]. In such a way, they paved the way for a wide range of studies on highly-
automated low-altitude vehicles as an alternative means of transportation, where “the
regular Joe” is capable of performing a mission without having the skills of a licensed
pilot [5-7]. In this respect, two early attempts that investigated concepts of operation and
technologies for a new personal transportation system based on both an aerial platform
and a ground infrastructure were, respectively, PPlane (2009-2013) and myCopter (2011-
2014), projects funded by the European Commission under the 7th Framework Program
(EP7) [8,9].

By taking advantage of consolidated experience in conventional aviation, high relia-
bility of onboard systems, and rapid improvement of electrical propulsion performance,
manufacturers and transport stakeholders (such as Airbus, Volocopter, and Uber) inves-
tigated concepts for personal air transportation systems. With the aim of playing a lead

Drones 2023, 7, 288. https:/ /doi.org/10.3390/drones7050288

32
https:/ /www.mdpi.com/journal/drones



Drones 2023, 7, 288

role in this new raising market, they considered electric platforms with Vertical Take-Off
and Landing (VTOL) capabilities as key elements for the next generation of controlled
airspace [10,11].

Among all the above-mentioned projects and applications, it is acknowledged that a
cost-effective solution to sustainable Urban Air Mobility and Delivery (UAMD) is repre-
sented by the use of small/light aircraft, where onboard flight control systems, supported
by Air Traffic Management (ATM) technology, will provide safe navigation in dynamic
scenarios and weather conditions in the presence of other sky users [12]. Transforming a
conventional aircraft (both fixed and rotary-wing) into a Remotely—Piloted Aerial System
(RPAS) may represent a successful strategy for different reasons. First of all, available
light/ultralight conventional aircraft have already passed through several design, test,
and certification steps with the aim of fulfilling reliability, performance, and flying quality
requirements [13]. Moreover, reversible control chains can be easily replaced by Electro-
Mechanical Actuators (EMA), controlled by dedicated onboard avionics. Starting from
this design bias, researchers can thus focus on the design and experimental validation of
all other technologies allowing for UAMD (including Guidance, Navigation, and Con-
trol (GNC) systems, telemetry, communication, and ATM devices) in addition to ground
handling facilities. In this respect, thanks to their compact size and peculiar VTOL configu-
ration, civil ultralight helicopters represent suitable test-beds for performing the transition
toward a highly-automated personal transportation system.

By focusing on the very recent past, examples of the transition of conventional heli-
copters into RPASs can be dated back to 2004, when the Unmanned Little Bird demonstrator,
derived by Boeing from a civil MD 530F, made its first autonomous flight (with a safety
pilot). In particular, a pre-programmed 20-min armed intelligence, surveillance, and recon-
naissance mission was performed around the United States Army’s Yuma Proving Ground
facility [14]. In 2006, Northrop Grumman introduced the MQ-8 Fire Scout unmanned
helicopter family, obtained from Schweizer 333 and Bell 407, designed to provide recon-
naissance, situational awareness, aerial fire, and precision targeting support for ground, air,
and sea forces [15]. In 2008, an unmanned, highly-automated version of the Kaman K-MAX
helicopter took its maiden flight, with the aim of operating in combat scenarios as well as in
civilian situations involving chemical, biological, or radiological hazards [16]. Later on, Eu-
rocopter launched a series of flights for a new rotary-wing solution designed to expand the
mission capabilities of Eurocopter helicopters [17]. The Optionally—-Piloted Vehicle (OPV)
program, based on the EC145 helicopter platform (now Airbus Helicopters H145), was
revealed during a demonstration flight: after an automatic takeoff, an EC145 flew a circuit
via pre-programmed waypoints and performed a mid-route hover to deploy a load from
the external sling. The EC145 continued on a return route segment representing a typical
observation mission, followed by an automatic landing. Finally, Sikorsky demonstrated
its OPV Matrix Technology on a modified S-76B helicopter called the Sikorsky Autonomy
Research Aircraft (SARA). Since 2013, the program has made progress with more than 300 h
of autonomous flight with the aim of improving decision-aiding for manned operations,
while enabling both unmanned and reduced-crew operations [18].

This paper presents the results of a research work performed within DISRUPT (2016-
2018), a collaborative project co-funded by the EU within the H2020 program and led by
Curti Aerospace Division. Specifically, DISRUPT proposed a new light rotorcraft configura-
tion, the two-seater Curti Zefhir helicopter, that features a turbine engine and an emergency
ballistic parachute to respectively enhance flight performance and increase passenger safety
(see Figure 1). PBS Velkd Bite§ manufactures the turboshaft engine, derated from 160 to
105 kW of maximum continuous power. While ballistic parachutes have been certified on
some fixed-wing aircraft, such as Cirrus light airplanes, their installation on helicopters
is a challenging proposition due to the overhead presence of rotating blades. Contained
in a non-rotating pod above the main rotor, the parachute solution proposed by Curti
and Junkers ProFly thus becomes a backup for conditions where autorotation cannot be
performed, such as (a) flight control failure or loss of maneuverability, (b) flying over an
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area where emergency landing cannot be safely performed, or (c) flight conditions that
prevent restoring rotor rotation speed [19].

PARACHUTE POD

Figure 1. Zefhir helicopter (courtesy of Curti Aerospace Division).

Although the main objectives of DISRUPT were not strictly related to the main top-
ics of UAM, the need for a remotely-piloted configuration arose immediately; since the
experimental validation of the parachute system with the full-scale helicopter was one of
the main expected results, the transition toward an unmanned configuration became a
mandatory activity to perform the ejection test without a human pilot on board. A crucial
but challenging step of the process was the design of a stabilization system, intended as a
flexible and reliable software /hardware solution allowing the pilot to manage the ejection
task while reducing the workload required by control action. Helicopters generally show
nonlinear, complex dynamics that might manifest some unstable flight characteristics in
limited zones of the flight envelope. In the particular case of a radio-controlled rotorcraft,
without the direct perception of linear accelerations and attitude motion, the remote pilot-
ing of a helicopter is indeed an extremely hazardous task [20,21]. Hence, an Automatic
Flight Control System (AFCS) was designed, tested, and implemented, allowing the pilot
to safely control the aircraft in terms of desired attitude.

The main goal of the paper is to present for the first time a detailed description of
all the phases allowing the successful transition of a conventional light helicopter into
a RPAS while investigating the validity of a rescue system in the framework of future
UAM applications. According to the Model-Based Design (MBD) philosophy, (1) mission
requirements are listed and (2) system architecture is defined. Furthermore, (3) an accu-
rate 6DOF nonlinear model is implemented in the Matlab /Simulink environment, which
includes helicopter subsystems, environmental effects, and sensor and actuator behavior.
(4) The mathematical model is validated and refined by using flight data collected during
an identification campaign. (5) After the analysis of open loop dynamic modes, (6) an
attitude control system allowing the remote pilot to easily control the aircraft is designed,
implemented, and validated by means of both (7) Hardware-In-the-Loop (HIL) techniques
and (8) flight tests.

The paper is structured as follows. Section 2 addresses the outline of mission require-
ments and the selection of system components. The entire simulation model, the trim and
stability analysis, and the model validation procedure are presented in Sections 3 and 4,
respectively. Control system design, implementation, and HIL validation are described
in Section 5. Experimental results validating the AFCS performance and reporting the
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parachute recovery mission are finally summarized in Section 6. A section of concluding
remarks ends this paper.

The successful outcome of the ejection test and the interest that has arisen in several
journals and broadcast media prove the relevance of the research activity presented in
this paper [22,23]. Zefthir is currently the only civil helicopter equipped with a ballistic
parachute. Indeed, such a test has never been filmed or documented in the entire history of
aerospace technology. However, due to the highly-classified nature of the data involved in
the early stages of aircraft development, a detailed description of helicopter features and
both numerical and experimental results is omitted in the present framework. The focus of
the analysis is thus placed on the description of methodological aspects, with particular
attention to both numerical and experimental validations, supported by results available in
the literature. Furthermore, the comparison between experimental data and the results of
simulations is possibly characterized in terms of relative errors, while the description of
the technological setup is circumscribed to functional aspects. The uniqueness of the exper-
iment and the absence of strict performance requirements finally vindicate the limits posed
by the novelty of the proposed control approach. In this respect, the necessity to rapidly
design a safe single-case ejection test necessarily restricts the degree of experimentation,
driving the MBD workflow to focus on long-standing results in the field of PID control.
Although the latter does not guarantee optimality, it takes advantage of (1) a reduced
number of involved parameters; (2) simple implementation and low computational cost;
(3) the possibility to perform dedicated flight tests aiming at characterizing the closed-loop
dynamic behavior one axis at a time while evaluating the effects of single gain contribution;
and (4) an intuitive sizing procedure, suitable for collaboration with the candidate pilot to
pursue a set of prescribed handling qualities. Alternative control techniques, such as robust
nonlinear and adaptive control that involve the stabilization of vehicle speed components,
are currently under experimental validation by the authors, provided small-scale rotorcraft
are adopted as test beds in the direction of safe, scalable, and high-performance air mobility
and delivery scenarios [24].

2. Mission Requirements and System Architecture
2.1. Mission Requirements

Mission systems and subsystems are grouped into the ground segment and the
flight segment:

*  Ground segment or Ground Control Station (GCS): the complete set of ground-based
systems used to control and monitor the flight segment. The main components include
the human-machine interface, computer, telemetry, and aerials for the control, video,
and data link to and from the unmanned vehicle.

e Flight segment: the helicopter is equipped with the necessary avionics to perform a
remotely—piloted flight. The main components include sensors, actuators for rotor
blade pitch angle control, an onboard computer, and aerials for the control, video, and
data links to and from the ground segment.

The final mission is defined by the following phases (Figure 2):

1.  Pre-flight checks: the systems involved in the mission are prepared and visually
checked. The helicopter is placed on flat terrain at a safety distance from the GCS. The
airfield is required to be clear of obstacles while the mission airspace is circumscribed
by a radius of 5 km and a height of 500 m with respect to the GCS.

2. Avionics power-on: both the ground and the flight segment subsystems are activated.
Telemetry data are received by the GCS, and software/hardware verification checks
are performed. The pilot validates the correct actuation of control commands.

3. Engine start: the ignition procedure is started by the pilot’s action and the turbine
reaches the idle condition.

4. Take-off and climb: the helicopter takes-off and climbs out of ground effect at a
controlled rate until reaching 300 m above the airfield.

5. Cruise: the helicopter is stabilized in steady level flight at about 30 kts.
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6.  Engine shutdown and parachute ejection: the pilot performs the termination proce-
dure, which includes engine shutdown and parachute ejection.

7. Descent: the helicopter descends with a stabilized speed and lands within the pre-
scribed area.

6. engine shutdown and parachute
deployment
P\

’I 7. parachute descent ‘

X

=
=

|
|
|
|
‘ 4. take-off and climb

1. pre-flight checks
2. avionics activation
3. engine start

Figure 2. Mission phases definition.

The mission is performed in the visual line of sight. However, telemetry information
needs to be available to both the GCS crew and the pilot. Given the intrinsic dynamic
instability of the helicopter, fuselage attitude stabilization algorithms are required to assist
the pilot throughout the mission profile. Conversely, no closed-loop control is applied to
the MR collective pitch. The use of an independent Flight Termination System (FTS) is
mandatory to stop the engine in case of emergency.

2.2. System Architecture

The selection of components for both the ground and flight segments is performed
on the basis of mission requirements. At the same time, the MBD approach is adopted to
define systems and subsystems as the result of an iterative process, where the making of a
simulation model represents the core of control system development (see Sections 3 and 5).
In what follows, the equipment list is presented, while the unmanned system layout is
sketched in Figure 3.

The GCS is made of:

e the control module, where a modified commercial-off-the-shelf Radio Controller (RC)
is used as a human-machine interface. Commands from the pilot, represented by stick
deflections and switch activation inputs, are generated as Pulse-Width Modulated
(PWM) signals and collected via the Pulse-Position Modulation (PPM) protocol. The
PPM signal is finally provided to an integrated micro-controller board and output to
the communication module according to serial protocol;

e the monitoring module, represented by a rugged laptop, where a graphical user
interface is designed to display telemetry data, plan the mission, and send high-level
commands via an Ethernet TCP/IP connection to a Real-Time Computer (RTC1) for
data acquisition and processing;

e the communication module, which provides an RX/TX radio link to the flight segment.
An ethernet switch is used to collect data from the monitoring module, while a ground-
based radio modem is connected to a pair of 8 dBi 2.4 GHz directional patch antennas
(respectively characterized by right-hand circular and vertical polarization).
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Figure 3. The unmanned system setup.

The helicopter is equipped with:

a corresponding radio modem. Data are output via serial protocol and converted to a
widespread standard industrial bus for communication with the Flight Management
System (FMS);

a Real-Time Computer (RTC2) performing FMS data acquisition and control tasks;

a combined navigation and Attitude and Heading Reference System (AHRS) to esti-
mate attitude information in a dynamic environment, along with position and velocity.
Data are output via serial protocol and converted to a standard industrial bus for
communication with the FMS;

a set of 4 EMAs controls the collective, lateral, and longitudinal blade pitches of the
MR and the collective pitch of the TR. An additional EMA is used for parachute
deployment actuation. An FTS, based on a separate 868 MHz radio system, allows the
Fuel Shut-Off Valve (FSOV) to close for emergency engine shutdown. The EMA and
FTS selected for the experiment are devices available in the civil market.

3. System Modeling

Starting from the definition of reference frames, a 6 degrees-of-freedom model is
adopted to represent the helicopter, with general expressions for the kinematics and dy-

namics of a rigid body with a center of gravity CG.

3.1. Reference Frames

Three right-handed orthogonal reference frames are introduced, according to the

definitions in [25]:

1. an Earth-fixed North-East-Down frame, Fr = {Og;xg, y, zg}: the origin, O, is

arbitrarily fixed to a point on the Earth’s surface, xg aims in the direction of the
geodetic North, zg points downwards along the Earth’s ellipsoid normal, and y
completes a right-handed triad. This frame is assumed to be inertial under the
assumption of a flat and non-rotating Earth;

a Local Vertical-Local Horizontal frame, F; = {CG; xp,y o Z p }: the origin is located
at the vehicle’s center of gravity, CG. Under the hypothesis of a flat Earth, 7} has
axes parallel to F;

a body-fixed frame, Fp = {CG; xp,yp, zp}: the xp—axis is positive out the nose of the
rotorcraft in its plane of symmetry, zp is perpendicular to xp in the same plane of
symmetry, pointing downwards, and y; completes a right-handed triad;
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4.  an aircraft reference frame, 74 = {Oa;x4,Y 4,24}, used to locate CG and all heli-
copter components: axes are parallel to the body-fixed frame axes, such thatx4 = —xp,
Y4 = yp,and z4 = —zp. The origin is located ahead and below the rotorcraft at some
arbitrary point within the plane of symmetry. Stations (ST) are measured positive aft
along the longitudinal axis. Buttlines (BL) are lateral distances, positive to the pilot’s
right, and waterlines (WL) are measured vertically, positive upwards. A sketch of
the rotorcraft, including the selected 4 frame, is reported in Figure 4. The positions
of the main components, expressed in F 4, are listed in Tables 1 and 2, together with
relevant helicopter data.

==
==
< . | o = \ /"/
= \
Ya Oa
BLCG
STAH=STAMRH=STAPC
STAVF2
STAVF1
STATR
Figure 4. Sketch of Zefhir helicopter (courtesy of Curti Aerospace Division).
Table 1. MR and TR relevant parameters.
Parameter Symbol Computer Mnemonic Value Units
Main Rotor
MR radius Rmr ROTOR 3.8 m
MR chord CMR CHORD 0.195 m
MR rotational speed QMR OMEGA 528.5 rpm
MR Lock number YMR GAMMA 4.25 -
MR hinge offset € EPSLN 0 percent/100
MR flapping spring constant Kg AKBETA 0 Nm/rad
MR tangent of 3 Ky AKONE 0 -
MR solidity OMR SIGMA 0.0327 -
MR hub stationline STAy STAH 2 m
MR hub buttline BLy BLH 0 m
MR hub waterline WLy WLH 24 m
Tail Rotor
TR radius Rtr RTR 0.57 m
TR chord CTR cTR 0.12 m
TR rotational speed Qrr OMTR 3061.8 rpm
TR tangent of J3 KiTr FKITR 1 -
TR solidity OTR STR 0.0382 -
MR hub stationline STArr STATR 6.4 m
MR hub buttline BLTR BLTR —0.25 m
MR hub waterline WLrR WLTR 1.34 m
Table 2. Fuselage, empennages, and miscellaneous components location.
Parameter Symbol Computer Mnemonic Value Units
Fuselage (Fus.)
Fus. aerodynamic ref. point stationline STARpF STARPF 0 m
Fus. aerodynamic ref. point buttline BLRrpr BLRPF 0 m
Fus. aerodynamic ref. point waterline WLRpr STARPF 0 m
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Table 2. Cont.

Parameter Symbol Computer Mnemonic Value Units

Horizontal stabilizer (HS)

HS stationline STAgs STAHS 6.199 m

HS buttline BLys BLHS 0.435 m

HS waterline WLys WLHS 1.394 m
Upper vertical fin (VF1)

VF1 stationline STAvk STAVF1 6.1 m

VF1 buttline BLyF1 BLVF1 0.052 m

VF1 waterline WLyF1 WLVF1 1.683 m
Lower vertical fin (VF2)

VE2 stationline STAyr STAVF2 6.069 m

VE2 buttline BLyr BLVEF2 0.048 m

VF2 waterline WLy WLVF2 0.996 m
Main rotor hub (MRH)

MRH stationline STAMRH STAMRH 2 m

MRH buttline BLMRrH BLMRH 0 m

MRH waterline WLMrH WLMRH 2.4 m
Parachute canopy (PC)

PC stationline STApc STAPC 2 m

PC buttline BLpc BLPC 0 m

PC waterline WLpe WLPC 2.468 m

Lets(-) = sin(-), c(-) = cos(+). Vector transformation between Fy and Fp is pro-
vided by the rotation matrix [12]

clcy cO sy —s6
R(a) = |[spsOcp —cpsp spsOsp+cpcyp s cb 1)
cpsOcyp +spsyp cpsdsp—spcyp cpch

obtained by a 3-2-1 Euler rotation sequence where & = [¢, 6, ¥]” describes the attitude
of the rotorcraft in terms of the classical ‘roll’, “pitch’, and ‘yaw” angles, respectively. The
following notation is adopted: if w is an arbitrary vector, its components are transformed
from Fp to Fp through wp = Rwpy. In what follows, the subscript B will be dropped
for simplicity.

3.2. Rigid Body Dynamics

Vehicle dynamics is described by Newton-Euler equations of motion projected in
Fp, namely:
v=—-wxv+F/m 2)

=] "~wx (Jw)+M] @3)

where v = [u, v, w]" is linear velocity, w = [p, g, r]" is angular velocity,

]xx _]xy _]xz
J= _]xy ]yy _]yz (4)
*]xz *Iyz ]zz

is the inertia tensor about CG with respect to Fp, and m is the total mass of the rotor-
craft. F = [Fy, Fy, FZ]T and M = [M,, My, MZ]T are the external force and moment
vectors, respectively.
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The external force acting on the rotorcraft is made of gravity, F(&), and aerodynamic,
F(9), contributions. Taking into account Equation (1), gravity force vector expressed in the

body frame is
0 —sin@
0 | =mg|sing cosf (5)

mg cos ¢ cos 6

where g is gravitational acceleration, described by means of WGS84 Taylor series model [26].
Rotorcraft attitude kinematics, that relates the generalized velocity & and the angular
velocity w is given by [12]:

F®) = R(a)

0 cos ¢ —sing
0 sin¢g/cosf cos¢p/ cosb

1 sin¢g tanf cos¢ tand
i = w (6)

while the position of the helicopter pr = [xE, yE, z¢]T, with components expressed in the
inertial frame F, is obtained from the equation:

pr=R(@)'o %
3.3. Aerodynamic Forces and Moments

The characterization of aerodynamic force, F (@) = X, Y, Z]T, and moment, M(?) =
[L, M, N] T is performed on the basis of the model detailed in [25], whose nomenclature
is adopted in the present work. A conventional single MR helicopter with teetering
configuration and counterclockwise rotation are considered. Contributions are provided
by the main rotor (MR), tail rotor (TR), fuselage (F), horizontal stabilizer (HS), upper and
lower vertical fins (VF1 and VF2), main rotor hub (MRH), and parachute canopy (PC). Air
parameters are calculated from the International Standard Atmosphere (ISA) model as
a function of rotorcraft altitude [27].

3.3.1. MR and TR Modeling

The following assumptions and simplifications are made about the MR model: (a) rotor
blades are rigid in bending and torsion; (b) flapping angles are small, and the analysis
follows the simple strip theory [28]; (c) the effects of aircraft motion on blade flapping are
limited to those related to the angular accelerations p and 4, the angular rates p and ¢, and
the normal acceleration component @; (d) blade flow stall is disregarded; (e) rotor inflow is
uniform, and no inflow dynamics is modeled; (f) main rotor blade flapping is approximated
by the first harmonic terms with time-varying coefficients, that is

B(t) =ag—ay cosé — by sing (8)

where gy is treated as a preset constant (coning angle) and ¢ is blade azimuth. Coefficients
a1(t) and by (t) respectively represent the longitudinal and lateral tilt of the rotor tip—path
plane, obtained as solutions to the equations in Appendix C of [25] with null hinge offset
ratio, € = 0, flapping spring constant, Kz = 0, and pitch-flap coupling ratio, tand; = 0.
Finally, the MR shaft is aligned with zp.

The tail rotor is modeled according to a teetering configuration without cyclic pitch.
Provided that the flapping frequency is typically much higher than that of the MR system,
TR tip-path plane dynamics are neglected, no flapping spring constant is considered, and the
pitch-flap coupling ratio, 37, is characterized by a non-null value (see Appendix D in [25]).

Contrary to some of the assumptions provided in [25], the blades of both MR and TR
are characterized by cambered airfoils with a lift-curve slope a < 271 1/rad and a zero-lift
angle of attack ay # 0. The rotor blade profile drag coefficient, Cy, is calculated as

6Cr\>2
Cs=0008+03( =" ) +AC )
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where Cr is the rotor thrust coefficient, o is rotor solidity, and ACy; is the extra drag
coefficient determined by flow compressibility effects. Let Mgy be the Mach number
evaluated at the tip of the advancing blade, where ¢ = 90 deg. In order to estimate the extra
drag, the approximate model proposed by Prouty and described in [28] is adopted, where

ACy(Mgp) = (10)

12.5(Mog — Mg,)®  for Mgy > My,
otherwise

and My, = 0.74 is the drag-rise Mach number. With respect to the characterization of rotor
inflow, a number of non-ideal effects are considered, based on the approach in [28], for
the characterization of forces and moments. A constant tip-loss factor B < 1 is adopted to
account for blade tip losses. Other non-ideal effects, including nonuniform inflow, wake
swirl and contraction, and blade interference, are accounted for by an induced power factor
k;, assumed to be a constant. The MR in-ground effect is provided by the model in ref. [29],
and the inflow iterative scheme is solved according to Halley’s method with a damping
coefficient equal to 0.01 [30].

Cockpit/RC control of MR is provided by pilot commands in terms of lateral cyclic
dq, longitudinal cyclic J,, and collective é.. All commands are expressed in terms of non-
dimensional variables, such that §, € [—1, +1] (positive direction: right to generate L > 0),
Je € [—1, +1] (positive direction: aft to generate M > 0), and J. € [—1, +1] (positive
direction: up to generate Z < 0). Onboard control of the tail rotor is performed by pedal
commands, expressed as ¢, € [—1, +1] (positive direction: right pedal forward to generate
N > 0). The transformation of pilot commands into blade pitch angles is provided by
a set of low-order polynomial functions, Aj; = C;1(ds), Bis = C2(de), 6 = C3(d.), and
Borr = Ca(dp), provided by the manufacturer. Aj; and By, respectively, represent the
lateral and longitudinal cyclic pitch angles measured from the MR hub plane in F5. Rotor
blades are modeled with a linear twist, such that 6 is the blade collective pitch ideally
extrapolated to the rotor center and 6y, is the total blade twist angle (tip minus root pitch
angle). No twist characterizes TR blades, where collective pitch is identified by 6yrg.

An additional degree of freedom is related to the power plant made of free turbines,
MR, and TR transmissions. In particular, MR and TR rotational speeds vary according to
the current torque requirements and the engine power available. Changes in speed cause
the free turbine governor to vary fuel flow to change the available power and maintain the
desired angular rate. The engine dynamic model is found in [25]. For the sake of brevity,
details are not provided in the present paper. Modeling parameters in terms of maximum
available power, engine dynamics, specific fuel consumption, and mechanical transmission
efficiency are provided by the manufacturer.

3.3.2. Fuselage, Empennages, and Miscellaneous Components

With respect to fuselage aerodynamics, it is assumed that longitudinal forces and
moments are dependent on fuselage angle of attack and lateral forces and moments are
dependent on angle of sideslip. The exception is the drag force, which is assumed to have a
contribution from both angles of attack and sideslip. The modeling is based on a low- and
a high-angle representation of forces and moments, according to Appendix F in [25], with
data obtained through a detailed computational fluid dynamics characterization. Phasing
between the two approximations is performed by means of cubic spline interpolation, with
improved performance with respect to the proposed linear transition.

The modeling of the two vertical empennages and of the horizontal stabilizer also
follows the approach in [25]. The aerodynamics of the MR hub and parachute pod are
assessed by the equivalent flat plate area model. As an example, the force vector generated
by MRH is expressed as:

1
Fyry = *EP( [Axmre, Aypyrp AzmrE] VMRE) VMRH (1)
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where Vyry = [Umre, OMRH, WMRrH]” is the velocity, relative to the air mass, of the main
rotor hub and includes the contribution of MR downwash, according to [31]. Axprr,
Ay yrpr and Azyrp are the equivalent flat plate drag areas, respectively orthogonal to
xB, Y, and zp. The moment generated by Fyry about CG is given by Myrg = dpry X

FMRH/ where
STAcc — STAmRH

dvra = | BLyrua — BLcc (12)
WLcGg — WLMRH

is the vector directed from CG to MRH position, assumed to be coincident with its center
of pressure, with constant components expressed in Fp.

4. Trim and Stability Analysis

The nonlinear model described in Section 3 is implemented in the Matlab/Simulink
environment, where differential equations are solved by the Dormand-Prince ode8 method
with a frequency of 1000 Hz [32]. In what follows, (1) the trim conditions are determined
for different cruise speeds, (2) a linearization procedure is applied to the complete model
about such equilibria, and (3) an open-loop dynamic analysis is performed to investigate
the helicopter control and stability properties.

4.1. Trim Analysis

The helicopter model is numerically trimmed for straight-and-level flight at 1 = 50 m
in standard atmospheric conditions. Different values of forward speed are considered,
ranging from 0 km/h (hover) to 180 km/h (approximately the never-exceed speed), with
steps of 5 km/h. For the sake of brevity, the results of both the static and the following
dynamic analysis are summarized only for the hovering condition, for which dedicated
flight tests were performed for validation purposes.

The main results of trim analysis for the hovering condition are given in Table 3
and compared with the data available from flight tests performed with the same vehicle
configuration (deviations with respect to measured data are reported in terms of absolute
values of percentage errors). To this end, the helicopter was equipped with a set of
sensors, including: (a) potentiometers for cockpit command acquisition and blade pitch
measurement, (b) torque-meters for MR and TR torque analysis, and (c) a AHRS providing
rigid body attitude, angular rate, acceleration, speed, and position information.

According to Table 3, good agreement is found between predicted and measured
values, showing the validity of the modeling approach. A major difference characterizes
the longitudinal cyclic pitch, with a 42% error. It must be noted that a degree of uncertainty
characterizes the knowledge of CG position (especially the STAc; parameter) in the actual
flight configuration, which is estimated by means of CAD analysis and suspension tech-
niques. Uncertainty also characterizes the aerodynamics of the fuselage, especially in the
case of hovering and low-speed forward flight, where MR wake envelops a large portion of
the fuselage. For the aim of the present analysis, the model adopted for both MR inflow
and fuselage aerodynamics necessarily represents a compromise solution, which allows for
satisfactory accuracy in terms of the dynamic characterization of rotorcraft without the cost
of excessively-complex aerodynamic models.

The match expected at hover between MR cyclic pitch angles and flapping coefficients,
namely Aj; = by and By = —ay, holds almost exactly in Table 3. Slight differences occur
for the simulated hover condition, which is actually obtained by flying the helicopter at a
residual forward speed of 0.1 m/s. With respect to the experimental campaign, effective
environmental conditions were also monitored, provided the helicopter was maintained in
upwind hover while estimating a maximum wind speed of 20 km/h.
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Table 3. Trim analysis for the hovering flight.

Parameter Symbol Value Units Est. Error ||
Main Rotor
Long. first-harmonic flapping coeff. ap 292 deg N/A
Lat. first-harmonic flapping coeff. by -1.10 deg N/A
Induced speed v; 7.79 m/s N/A
Aerodynamic torque Q 1579.5 Nm 3.1%
Tail Rotor
Long. first-harmonic flapping coeff. aiTr 0.24 deg N/A
Lat. first-harmonic flapping coeff. bi1r —0.24 deg N/A
Induced speed ViTR 11.64 m/s N/A
Aerodynamic torque QTr 26.1 Nm 4.4%
Fuselage
Roll angle ¢ -2 deg 17.6%
Pitch angle 0 —1.96 deg 6.7%
Control Pitch Angles
MR Iat. cyclic pitch A1 —1.10 deg 4.8%
MR lon. cyclic pitch By, —-2.91 deg 42.0%
MR collective pitch 6o 12.62 deg 2.1%
TR collective pitch BoTr 8.28 deg 2.1%

4.2. Dynamic Analysis

Consider the equations of motion introduced in Section 3 and detailed in [25]. In
nonlinear form, it is

¥ = f(x,ut) (13)

provided x is rigid—body state vector, namely
x=[u,w,q00p¢r" (14)

while time evolution of xg, yr, zg, and ¢ is not accounted in the framework of system lin-
earization. Control vector u has four components, expressed in terms of pilot commands as:

u= [50 Ses Oa, 5p]T (15)

Using small perturbation theory [29], helicopter motion is described in terms of
perturbation from the equilibrium condition, x, = [U,, W, Qe, ©c, V¢, Pe, P, R.]T and
u, = [Uy,, Up,, Us,, Uy,,]T, written in the form x = x, + dx and u = u, + ou. By following
the approach and the nomenclature of [29], given the trim conditions in Section 4.1, the
model in Equation (13) is linearized at all considered speeds to respectively obtain system

and input matrices
(@), ()
ox Xo U, ou Xo U,

as a function of aerodynamic derivatives. The latter are estimated by numerical differencing
in the Matlab/Simulink environment [29]. To this end, aerodynamic forces and moments
are positively perturbed by each of the state and input vector components in turn, with
amplitude equal to 0.02 (respectively intended in terms of m/s for u, v, w, rad /s for p, g, r,
rad for ¢, 6, and non-dimensional units for control inputs). State and control derivatives
are written in the form:

19X
W= 17)
and J aL ] aN
L = = — 4+ = — 18
b ]xx]zz_jgz(z ap ]xx]zz_])%z ap ( )
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_ Jxz oL Jx oN
= — + —
]xx ]zz _]%z or ]xx ]ZZ_IJZCZ or

A total of 36 stability derivatives and 24 control derivatives are determined in the
standard 6DOF representation for each flight condition. Due to the highly-classified
nature of the data involved in the project, only one sample derivative is analyzed in the
present paper at hover. A qualitative discussion about the behavior of the most significant
derivatives is provided in what follows.

The effect of linear velocity on aerodynamic forces is principally taken into account
by Xu, Yy, and Zy,. The force damping derivatives X,, < 0 and Y, < 0, which respectively
reflect the drag and side force on rotor—fuselage combination, steadily increase in absolute
value and are practically linear with speed beyond 50 km/h. At low speed, the effect of
disc tilt following perturbations in u and v becomes predominant. Similar considerations
hold for the heave damping derivative Z;,, which is mostly influenced by the fuselage and
horizontal empennage in high-speed flight. At low speed, the MR tends to dominate Z;,
through a reduction in Cr determined by a vertical speed perturbation. In order to validate
the numerical linearization routine, a comparison is performed with the analytical results
obtained for the stability and control derivatives according to formulas available in the
literature. As an example, the MR contribution only to Z;, can be analytically estimated
as [29]

N;

(19)

QR)7R*9C
7 = ~ORTRE I 20)
m oMz
where y, = w/(QR) is MR climb ratio and
dCr _ 2ac|Al 1)

ou;  16|A| +ac

Based on the data in Tables 1 and 3, itis A = —0.0371 at hover, such that 9C7 /9y, =~ 0.018.
It follows Z,, ~ —0.317 1/s, which is close to the value numerically obtained in the same
condition for the full helicopter, namely —0.345 1/s. In such a case, the estimation error
obtained according to literature results is —8.1%, provided that fuselage and appendages
contributions are disregarded.

The speed stability effect is observed in M,, > 0 and L] < 0, the latter showing a
practically linear behavior with speed. My, > 0 is representative of the incidence static
stability effect, which increases non-monotonically with speed and approximately tracks
M,,, being influenced by MR inflow on helicopter components. Finally, N}, > 0 accounts for
the weathercock effect by means of TR and vertical fins (stabilizing with speed) and the
fuselage (destabilizing).

The damping derivatives L;g <0, My <0, and N; < 0 reflect short-term, small, and
moderate-amplitude handling characteristics. If, on the one hand, L), and M, principally
account for MR flapping motion in the presence of roll and pitch rate perturbations, N; is
dominated by loads on TR and vertical fins, with a stronger yaw-damping effect at high
forward speeds.

Given the stability and control derivatives obtained above, the complete system and
input matrices A and B are generated according to the structure provided on page 277
in [29]. Note that, with the idea of designing closed-loop control systems, the input matrix
B is configured for application to the non-dimensional pilot commands. The formulation in
terms of blade pitch control angles is however possible by means of the mapping functions
Cq, Cy, C3, and C4 introduced in Section 3.3.1.

For the aim of the present work, however, the results of a decoupled analysis are
first discussed. Based on the approximate separation between the longitudinal and the
lateral-directional dynamics, the decoupled representation is available in ref. [29], where
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input matrices are applied to blade pitch control angles. The longitudinal dynamics are
described by the forced system:

u Xy Xo Xq—We —gcosOe] [u
d|\w| |Zy Zyp Zs+ U, —gsin®| |w
E q N M, My Mq 0 q

0 0 0 1 0 0

Alan (22)
Xo, XBls
n Zg, Zp, {90}
Mg, Msp, | |Bis
0 0
—_———
Blon

A pair of complex-conjugate poles is determined from Aj,,, which is related to an
unstable phugoid mode with natural frequency w,;, and time constant 7, (calculated as
the reciprocal of the real part of the poles in its absolute value). Two real stable modes are
also evaluated, namely heave and pitch subsidence effects. The first pole, identified by
Py < 0, is practically determined by the vertical damping derivative Z;. The second pole,
Pps < 0, accounts for the fundamental contribution of both Z;, and M, and is characterized
by a time constant approximately estimated as Ts =~ —1/(Zy + M) [29]. The decoupled
lateral-directional dynamics are defined by the system:

v Yo Yp+ W, Y, — U, g cos P, cos O, [v
dip| _|L L L, 0 p
dt | r N, N, N/ 0 r

¢ 0 1 cos d, tan O, 0 ¢

A,
lat (23)
Y;‘\ls YfOTR
+ LAls L90TR At
N’ : Borr
At Borr
0 0
—_—
Blat

A pair of complex-conjugate poles is derived from A;,; with the natural frequency
wgy. Such poles characterize the dutch-roll mode, which is unstable but slowly develops
with a time constant 7;,. The roll subsidence mode, mostly determined by the damping
derivative L;,, is related to the real pole p,,;; < 0. The spiral subsidence mode at hover is
stable, pspira < 0, and dampens with a time constant Ty,

The analysis of coupled representation behind state matrix A is also considered, and
the obtained poles are marked by a superscript ‘c’. A comparison with the corresponding
values derived through the decoupled analysis is provided where possible. Two real poles
are first extracted. The roll subsidence effect is recognized in the first pole, p; = 0.85 - p,o11,
provided p; = L;g. The same consideration holds for vertical damping mode, identified

by py’
first pair, pg, is stable with a real part proportional to M; + Zy,. It is representative of a
(¢) (c)

damped oscillation with a natural frequency w),; and time constant 7/, determined by

the coupling of pitch and yaw subsidence modes. The second pair, pfﬁ%, characterizes the

(©)

unstable phugoid mode, which develops with a time constant Tp;

() _
ph

R Py & Zy. Three pairs of complex-conjugate poles complete the analysis. The

= 0.75 - 7, and shows

natural frequency w 1.38 - wpy. The last pair of complex poles, pg 7 characterizes the
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dutch roll motion, which is unstable and develops with natural frequency w(gi) =092 wy,

and time constant Td(:) =1.07 - 1y

4.3. Model Validation

In Section 4, a comparison is provided between simulated and measured variables re-
garding the static characterization of hovering conditions. In what follows, predicted
dynamic properties about the same equilibrium are validated through identification
methods [33]. To this end, flight data are collected and eventually filtered after performing
frequency sweep maneuvers about the hover, according to the approach described in [34].
The frequency response for each selected input-output pair is then identified during an
optimization process driven by the difference between the computed and the predicted
frequency responses. The fidelity of the model is finally established using time domain ver-
ification, according to which time response predicted by the identified model is compared
with the response recorded during flight tests.

Different maneuvers and data pairs are considered for the identification of transfer
functions, such as p(s)/A14(s) and g(s)/Bys(s), with the aim of validating the predicted
dynamic information. For the sake of brevity, the adopted procedure is detailed for the
characterization of the heave subsidence mode, whose dominant derivative Z,, is discussed
above. In particular, the first input-output data pair describes the effect of MR collec-
tive pitch angle 6y on vertical acceleration, 4, = w, expressed in a body-fixed frame. A
detail of the data taken into account for such an identification procedure is reported in
Figure 5. The predicted transfer function as obtained from the state-space representation in
Equation (22) is:

az(s)|  _ Zgys(s —z1)(s — z2)(s — z3)

00() lmar (s = Pho) (5 — Pps) (52 —2/Tyys+ w%h)

(24)

where a set of 4 zeros is determined. The first one is located at the origin, z; = 0.9983 Pps
is real negative, and z, z3 are a complex—conjugate pair such that z; z3 = 1.008 “’;th and
z3 +23 = 1.059 - 2/ 7). Heave subsidence mode evidently dominates the motion along zg,
provided that almost perfect pole-zero cancellation characterizes the terms depicted in gray
color. It follows:

(s) Zgy S

00(5) a5 = Pho

Numerical identification is performed by using a Prediction Error Minimization (PEM)

method focused on simulation [35], provided the transfer function in Equation (24) is
assumed as the initial guess model. The identified transfer function is:

az(s)
Bo(s)

(25)

0.9964 Zg, (s — m) (s — 700)
a4 (s—1.0421 py,) (s — 0.9912 715)

) (52 + 7138 + 7'[4) (26)
(s2 4 1.0090 773 5 + 0.9964 74
0.9964 Zg, s

~ 5 - 1.0421 py)

where pole-zero cancellation can evidently be performed for the gray terms. It must
be noted that 71y ~ 0, such that the zero at the origin is also recovered. The estimation
error between model-predicted and identified parameters is provided in the second line
of Equation (26), where the updated values of ’ZQO ‘ and | py, |, respectively, result in being
0.36% smaller and 4.21% bigger than the model-predicted ones in Equation (25). A sample
comparison between measured and refined-simulation data after heave subsidence mode
characterization is finally provided in Figure 6 for the acceleration.
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Figure 5. The input-output measured data used for heave subsidence mode characterization near
hover (detail).

25 T T I
refined simulation data
2r measured data

510 515 520 525 530 535 540 545 550 555
time [s]

Figure 6. Measured and simulated data after heave subsidence mode characterization at hover (detail).

Encouraging results are indeed obtained for other input-output pairs, thus validating
the modeling approach. In all cases, in fact, very good agreement is found between the
dynamic properties obtained through numerical simulation and identification techniques.

5. Control System Design and Test

In what follows, the control system design phase is described based on the mathemati-
cal model in Section 3 and the analysis performed in Section 4. The closed-loop system is
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first analyzed by Model-In-the-Loop (MIL) simulations, where linear controllers are directly
designed and validated in the nonlinear framework by means of an extensive campaign
of simulations performed in collaboration with the candidate pilot. HIL tests are then
performed to refine the control gains and validate the software/hardware setup [36].

5.1. Model—in—the—Loop Validation

Pilot commands, here named 55” ilOt), (5,§p im), 5C(pi10t), and 5£7pi10t) are an input to the

control system and follow the same convention described in Section 3.3.1. According to the
given requirements, no closed-loop control is designed for MR collective pitch, such that
5. = 5(pilot)

c c .

In the framework of control system design, simulation models for selected AHRS
and actuators are also developed. Modeling parameters in terms of accuracy and per-
formance are obtained from both datasheets and dedicate experiments performed in
laboratory facilities.

The first controller is designed to stabilize yaw motion by the actuation of TR collective

pitch angle 6y through the closed-loop feedback of yaw rate r. Let e, = ¢ (5}(77‘7 o0 _ 1 be
the error between the desired and the measured angular rate, provided that §, > Oisa
prescribed constant that transforms the non-dimensional command provided by the remote
pilot into the desired yaw rate. The control scheme is described by the equation:

t
op = kg) er + klm /0 er(s)ds (27)

where k;,r) > 0 and kl@ > 0 are control gains, respectively, providing proportional and
integral contributions related to the error signal e, (t).

The second controller is used to stabilize the fuselage’s attitude in terms of roll and
pitch angles by the actuation of MR lateral and longitudinal cyclic control angles, respec-
tively. With respect to roll angle stabilization, it is:

t
0 =k e+ kP [ ep(s)ds+k p 8)

where k;fp) > 0 and kl@) > 0. A derivative-like contribution is also provided by the direct

feedback of roll rate p through the gain kg’)) < 0. The error between desired and measured

roll angle is calculated as ey = (p 5£p ilot) _ ¢, where {y > 0 is a prescribed constant.
Controller structure for the stabilization of pitch angle follows the same approach, namely:

t
5, = kg’) eg + kl(.e) /0 eg(s) ds + kff) q (29)
where k;e) >0, kl@ > 0, and k‘gle) < 0. The error between desired and measured pitch angle

is eg = & 671D _ g where & > 0.

In Figures 7 and 8 the results of a sample maneuver are reported. Simulation is
started at 1 = 50 m with null attitude of the helicopter (¢g = 6y = o = 0 deg) and an
initial angular rate about the yaw axis, such that pg = g9 = 0 deg/s and rp = —5 deg/s.
MR collective pitch angle is kept constant and equal to the value obtained in Table 3 for
the hovering condition, namely 6y = 12.62 deg, corresponding to (SE’”M) = 0.495. Let
¢ =40 - t/180 rad/s, §¢ =25 - m/180rad, and §p = 12 - 71/180 rad. Input values to
the controllers are (5,(,p ilot) _ 0, (ng ilot) _ —0.08, and 5£pllot) = —0.163, which respectively
provide the desired values ¢ = —2 deg, § = —1.96, and r = 0 deg/s necessary to hover.
In Figure 7, state variables describing fuselage attitude are plotted as a function of time,
showing the stabilizing effect of implemented controllers. The corresponding control pitch
angles are depicted in Figure 8, where the hover trim variables reported in Table 3 are
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retrieved. Given the highly-classified nature of the data involved during the dronization
process, the adopted first-guess controller gains are omitted.
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Figure 7. MIL stabilization of attitude variables.
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Figure 8. MIL stabilization of control pitch angles to the hovering condition.

5.2. Hardware—in—the—Loop Validation

The simulation setup described above is deployed to a HIL laboratory facility accord-
ing to the scheme outlined in Figure 9. System components are set up as follows:
®  The software developed in Matlab/Simulink for the mathematical modeling of heli-
copter dynamics and AHRS devices is automatically coded and deployed to a high-
performance Real-Time Target Machine (RTTM) by Simulink Real-Time™ tools. Solver
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frequency is set at 20 kHz, while AHRS model data are generated at 100 Hz. Soft-
ware coding and deployment are performed through a host desktop PC, where the
FlightGear open-source application is used to represent simulation data through a 3D
graphical interface.

The output of RTTM is provided via a dedicated standard industrial bus I/O module
with two isolated ports. The first port is used to output the emulated AHRS data. The
second port is used to generate repeatable control commands for HIL validation only,
as if they were provided by the pilot on the ground.

HOST MACHINE +
MONITOR
- ETHERNET i
[ —— e 1
|
| :
| | 16BIT ANALOG 1/0 RTTM | 'g:gfgzaL |
| MODULE (PLANT + SENSORS) 1/O MODULE :
L — J
S - —
1 4 AHRS DATA
LINEAR ACTUATOR RTC1
” +
TEST STAND (CONTROLLER) SCS COMMAANDS H
- I EMULATION
ETHERNET
RUGGED LAPTOP RC
(MONITORING (CONTROL
MODULE) MODULE)

Figure 9. Sketch of HIL simulation setup.

AHRS data and pilot commands from the RC device are the inputs to the onboard
computer. At the time of the HIL experiments the RTC2, was already mounted on
the helicopter as a pure acquisition device for an extensive campaign of manned
flight tests. Hence, laboratory HIL tests were performed by arranging the RTC1 as
an onboard computer. To emulate the presence of the radio modem, signals from the
RC are converted from serial to standard industrial protocol by a micro-controller
board equipped with a dedicated conversion shield. The control laws designed in
Matlab/Simulink are coded and deployed to the RTC1 through the rugged laptop.
The code developed for the onboard computer makes use of proprietary libraries for
PID control implementation, acquisition and processing of input signals (including
the application of Butterworth filters with order 1 and a cut-off frequency of 5 Hz to
measured data), and real-time monitoring of selected variables.

Control signals are acquired through a terminal board by a dedicated I/O module, a
16 bit analog input device selected to close the control loop. An ad hoc test bench is also
provided where 1 EMA is controlled, in turn, by a voltage signal. Information about the
linear motion are acquired and made available to evaluate the actuation performance.

Different maneuvers are performed during HIL simulations to validate the control

strategy in Section 5.1 and the hardware implementation. A sample case is reported in

what follows. Starting from a hovering condition, a step input é,

(pilot) — 0,08 is generated

via the RTTM in order to reach a desired roll angle of 2 deg while keeping the other inputs
unaltered. In Figures 10 and 11, the results of the maneuver are reported in terms of
variation with respect to the hover trim variables.
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Figure 10. Roll angle stabilization maneuver: comparison between MIL and HIL simulations (roll
angle, variation with respect to the hover condition).
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Figure 11. Roll angle stabilization maneuver: comparison between MIL and HIL simulations

(roll rate).

It can be noted that, for the same maneuver, the error between HIL and MIL simu-
lations always remains bounded and smaller than 0.001 deg (roll angle) and 0.005 deg/s
(roll rate). Furthermore, discretization and quantization effects of signals are investigated,
which, however, do not affect controller efficacy. This and many other simulation tests
validate the quality of the simulation software and the correct implementation of acquisi-
tion, actuation, and control system protocols in the presence of real flight hardware in a
controlled environment prior to flight.
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6. Flight Tests with the Unmanned Helicopter

After an extensive campaign of HIL simulations aiming at the fine-tuning of controller
gains and the correct setup of hardware implementation, the helicopter is finally configured
for unmanned flight tests and equipped with the ballistic parachute canopy. In order to
simulate the presence of on board passengers, sandbags are put on the two seats, thus
replicating the inertial configuration analyzed in Section 4, with the exception of the canopy.
The campaign, performed in June 2018 at the airport of Oristano—Fenosu (Sardinia, Italy) in
4 days, is organized according to the following steps:

1. Step 1. Direct control of onboard actuators by remote pilot commands, such that

Oy = 5,Spil°t), O = Je(pilw), O = (5§pi10t), and 4, = (5;’]”“). This piloting configuration
allows for validation of the overall actuation setup and represents a reversion mode
in case of AHRS failure (manual mode).

2. Step 2. The controller in Equation (27) is activated in order to stabilize the yaw rate.
Different flight tests are performed and control gains are refined according to remote

pilot recommendations, such that k;r) and kl(r) are respectively increased by about 15%
and 14% with respect to the first-guess values in Section 5.1.

3. Step 3. Before activating the controllers in Equations (28) and (29), an intermediate
test is performed in order to evaluate the damping contribution only provided by

gains kgp) and kile) to the flying qualities about the roll and the pitch axis, respectively.
To this end, the yaw rate is stabilized as in Step 2, while the direct control action of
the pilot on lateral and longitudinal cyclic commands is supported by roll and pitch
damper controllers, configured as follows:

D (30)

5e = 671N 1 k9 g (31)

At the end of Step 3, control gains are fine-tuned such that kgp) and kg)) are respectively
increased by about 2% and 13% with respect to the first-guess values.

4.  Step 4. The attitude controllers in Equations (28) and (29) are investigated, leaving

the pilot with direct control of MR collective pitch only. Control gains are corrected

such that k,(f) and kEG) are respectively increased by 25% and 60% with respect to
the precautionary small values proposed in Section 5.1. Finally, k;‘l’) and kl@) are
left unaltered.

Some flight data is reported, which describes the tests performed after Step 4 with the
unmanned system in its definitive mission configuration.

In Figure 12, the commanded value of yaw rate, calculated as ¢ 5;,p110t) (black line), is
compared with the corresponding value measured by the AHRS (gray line). The data are
expressed in deg/s and show the correlation between the desired and achieved attitude
motion while the pilot performs oscillatory yawing maneuvers.

In Figure 13a,b the stabilization of roll and pitch angles is also analyzed over the
same time period (80 s). In particular, roll angle oscillates with a standard deviation of
0.78 deg about the mean value of —1.91 deg. Similar considerations hold for the pitch angle,
characterized by a standard deviation of 0.74 deg and a mean value of 0.35 deg. If, on
the one hand, the roll angle is consistent with the simulation results obtained in Table 3,
the pitch angle shows major difference. This is caused by the presence of light tail wind
and the fact that the inertial and aerodynamic configuration of the unmanned helicopter
differs because of the presence of the parachute canopy over MRH. Collective command,
characterized by a standard deviation of 0.01, remains almost constant and equal to 0.66
(corresponding to 13.67 deg pitch angle).
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Figure 12. Yaw rate stabilization in a near—hover condition (flight tests, 10 Hz sampling).

¢ [deg]

0 [deq]

-2

b)
-4
_. 08
~ 0.7 A R, A N
2 06 .
=° c)

05 | | | | | | |
7800 7900 8000 8100 8200 8300 8400 8500 8600
samples

Figure 13. (a,b) Attitude stabilization and (c) collective pitch command in a near-hover condition
(flight tests, 10 Hz sampling).

The final experiment, performed on 22 June, is described in Figure 14, where heli-
copter trajectory is plotted in a 3D environment. Position data are obtained from GPS
measurements provided by the AHRS and recorded by the RTC2. After the initial phase
required for pre—flight checks and turbine engine warm up, the take—off occurs at time t.
The climb phase to the height i1 = 330 m is performed in t; — ty = 97 s in the presence of
South-West (SW) wind, with an average climb rate of about 3.4 m/s. In particular, during
the first 40 s the climb rate is stabilized at 2 m/s by pilot’s action, and then pushed to
4.5 m/s until reaching the maximum height. At time ¢;, the prescribed flight termination
procedure is activated by switching-off the engine and commanding parachute ejection
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at time f = t; + 4 s. Complete parachute deployment is performed in about 5 s, at time
t3 = tr + 5 s (see Figure 15). During the helicopter accelerated free fall the total height
loss is h3 — hy = —146 m, with an average vertical speed of —16.2 m/s. After t = t3 the
rate of descent stabilizes to a practically constant value of 7.5 m/s until the helicopter
safely lands at t; = t3 + 27 s. The effect of wind is visible in Figure 14, where helicopter
trajectory deviates in the North—East direction and stops near the runway at about 285 m
from the take—off point. Upon impact with the ground, acceleration peaks are recorded that
fall within the parameters of crash tests in both the aeronautical and automotive sectors.
Test data show that the system is likely to achieve its goal of saving lives, even at a lower
altitude of just 150 m.

PARACHUTE ENGINE OFF
EJECTION —— = = = ti=t+97s
t=ti+ds | = e h1=330m
h.=302m ; i 1 .

COMPLETE
PARACHUTE
DEPLOYMENT
ts=t2+5s
h:=185m

B e

y

L
A\

] SAFE LANDING TAKE-OFF
@ Y ta=t:+27s t=to

Figure 14. Trajectory followed during the final mission with parachute ejection (Maps Data: Google
Earth ©2020 TerraMetrics).

Figure 15. Parachute ejection phases (courtesy of Curti Aerospace Division).

7. Conclusions

In the present paper, the complete procedure adopted to transform a light helicopter
into an unmanned rotorcraft is described. By adopting the MBD approach, mission require-
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ments were first outlined, and the design of the control system was addressed in terms
of system architecture definition. Particular attention was devoted to the mathematical
model of the helicopter and its subsystems, made on the basis of geometric, inertial, and
aerodynamic data provided by the manufacturer and refined by identification techniques.

With the purpose of validating an innovative ballistic parachute rescue system, a
closed-loop controller was developed to allow stable maneuvering in the field of view of a
remote pilot. To this end, attitude stabilization algorithms were first tested in a Model-In-
the-Loop environment. Furthermore, laboratory experiments allowed for (1) Hardware-
In-the-Loop validation of involved equipment and (2) control software deployment on
real-time target machines. Dedicated flight tests were performed to prove the effectiveness
of the approach and the achievement of the desired closed-loop flying qualities. The final
mission successfully showed the feasibility of the proposed termination procedure by
securing a safe helicopter landing in the event of engine failure. The experiment allowed
researchers to focus on the design and experimental validation of technologies at the core
of future UAM, envisaging a more efficient, safe, and possibly sustainable exploitation of
the vertical dimension.
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Abstract: It is necessary to develop a vehicle digital twin (DT) for urban air mobility (UAM) that
uses an accurate, physics-based emulator to model the statics and dynamics of a vehicle. This is
because the use of digital twins in the operation and control of UAM vehicles is essential for the
UAM operational digital twin infrastructure (UAM-ODT). There are several issues that need to be
addressed in this process: (i) the lack of digital twin engines for the digitalization (twinization) of the
dynamics and control of UAM vehicles at the core of UAM-ODT systems; (ii) the lack of back-end
system engineering in the development of UAM vehicle DTs; and (iii) the lack of fault-tolerant
mechanisms for the DT cloud back-end system to run uninterrupted operations 24/7. On the other
hand, software aging and rejuvenation are becoming increasingly important in a variety of computing
scenarios as the demand for reliable and available services increases. With the increasing use of
containerized systems, there is also a need for an orchestrator to support easy management and reduce
operational costs. In this paper, an operational digital twin (ODT) of a typical urban air mobility
(UAM) infrastructure is developed on a private cloud system based on Kubernetes using a proposed
cloud-in-the-loop simulation approach. To ensure the ODT can provide uninterrupted operational
control and services in UAM around the clock, we propose a methodology for investigating software
aging in Kubernetes-based containerized clouds. We evaluate the behavior of Kubernetes software
using the Nginx and K3S tools while they manage pods in an accelerated lifetime experiment. We
continuously execute operations for creating and terminating pods, allowing us to observe the
utilization of computing resources (e.g., CPU, memory, and I/0), the performance of the Nginx
and K38 environments, and the response time of an application hosted in those environments. In
some conditions and for specific metrics, such as virtual memory usage, we observed the effects of
software aging, including a memory leak that is not fully cleared when the cluster is stopped. These
issues could lead to system performance degradation and eventually compromise the reliability
and availability of the system when it crashes due to memory space exhaustion or full utilization of
swap space on the hard disk. This study helps with the deployment and maintenance of virtualized
environments from the standpoint of system dependability in digital twin computing infrastructures
where a large number of services are running under strict continuity requirements.

Keywords: operational digital twin; urban air mobility; cloud-in-the-loop simulation; software aging;
software rejuvenation; Kubernetes; Nginx; K33
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1. Introduction

Digital twin (DT) technology is a cutting-edge innovation that has the potential to
revolutionize various industries. DT involves creating a virtual replica of a physical object
or system, and using data-driven analysis and decision-making to continuously update
and improve it. The virtual replica, or digital twin, is made up of computational models
that evolve and change over time, reflecting the structure, behavior, and environment
of the physical object or system they represent [1,2]. Digital twin systems are digital
representations of physical systems, such as vehicles, buildings, or manufacturing processes.
They are used to simulate the behavior and performance of the physical system, and to
predict its behavior or performance under different conditions. This can be useful for a
variety of applications, such as planning for maintenance, optimizing the operation of the
physical system, or analyzing the impact of changes to the system’s design or operation.

The development of an operational vehicle digital twin system for urban air mobility
(UAM-ODT) includes the following fundamental modules: (i) neural digital twin dynamic
engines (DTDE), (ii) neural digital twin control engines (DTCE), (iii) digital twin control
frame (DTCF), and (iv) digital twin cloud infrastructure (DTCI) as shown in Figure 1. The
DTDE module is responsible for creating a virtual replica of the aerodynamics of UAM
vehicles using learning-based techniques. The DTCE module performs control tasks, such
as robust control, optimal control, and adaptive control, to ensure the safety of the vehicle.
These two modules digitalize the dynamics and control of the vehicle to ensure that the
operations of the vehicle in the digital space are identical to those in the physical space.
The DTCF module serves as a bridge between the digital twin and the physical twin of the
vehicle. It can provide teleoperation services, fault-tolerant control, or traffic prediction
and management, with the belief that if the dynamics and control of the physical vehicle
are accurately captured in the digital space along with the digital environment (e.g., city,
region, country), the operations in the digital space can be effectively transferred to the
physical space. The DTCI module is the common computing platform that hosts the entire
UAM-ODT system, running constantly to create a virtual space of the real-world UAM
physical infrastructure. Due to the stringent requirements for the high availability of the
digital twin system, the DTCI must handle any failures and maintain constant digital
operations and services in the long run. Particularly, if a digital twin runs all day and
night, it can be subject to a phenomenon known as “software aging”. Software aging is
the gradual deterioration of the performance and reliability of software over time, due to
factors such as changes in the operating environment, errors and defects in the software,
or the accumulation of wear and tear on the software. If a digital twin runs continuously, it
can experience software aging more quickly than if it were run only intermittently. This
can cause the digital twin to become less accurate and less reliable over time, which can
affect the quality of the predictions and decisions it makes. In this work, we investigate the
software aging problems in the digital twin cloud infrastructure which is developed upon
Kubernetes-based cloud environment using a cloud-in-the-loop simulation approach.

Software aging is a phenomenon that occurs when software systems become less
reliable and less efficient over time. This can happen for a variety of reasons, such as
changes in the environment, changes in the software itself, or the accumulation of errors
and defects. When software ages, it can become less accurate and less reliable, which can
affect the performance and behavior of the systems that it is used to control or manage. The
software aging phenomenon occurs in operating software systems, causing sudden failures
such as crashes and continuous performance degradation, which can be circumvented by a
proactive strategy such as software rejuvenation to avoid abrupt system interruptions [3,4].
The relevance of such a phenomenon is remarkable, considering that the demand for
availability and reliability in the provision of services in practically all areas has increased
in order to have quality and competitiveness in each field of activity. Considering high
availability requirements, the services of computing, health, security, financial system,
geolocation, and routing are examples that can be cited. In order to meet such service
demands without the unwanted effects of software aging, it is necessary to use an architec-
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ture capable of maintaining its offer without huge operational costs of employing several
redundant servers with high computational power, requiring human resources for their
handling and management, and also incurring higher energy costs. Using virtual machines
in contexts such as these has been an alternative because they provide functionalities of
a physical server based on the same traditional computational architecture. Thus, it is
possible to create several virtual machines on a single server, and each virtual machine can
run different environments allowing the execution of heterogeneous systems [5]. The scala-
bility and flexibility of IT (Information Technology) can be increased through virtualization,
in addition to generating significant savings in operational costs. Thus, IT administra-
tion becomes easier to manage by obtaining better availability, operability, performance,
and greater workload mobility through virtualization [6].

Neural Digital Twin\
Control Engine

DTCE

(Neural Digital Twin
Dynamics Engine

_DTDE

AM Vehicle Digital Twi

Digital Twin Cloud
Infrastructure

DTCI

Digital Twin Control
Frame

DTCF
.

Figure 1. Operational Digital Twin for Urban Air Mobility (UAM-ODT).

If the flight control software of an unmanned aerial vehicle (UAV) experiences software
aging, it can affect the performance and behavior of the UAV. As the software ages, it can
become less accurate and less reliable, which can cause the UAV to behave in unexpected
or unsafe ways. To address software aging in the flight control software of a UAYV, it is
important to periodically update and maintain the software. This can involve installing
patches and updates, fixing errors and defects, and re-tuning or re-calibrating the software
to account for changes in the environment or the UAV itself. Regular maintenance and
updates can help to ensure that the flight control software remains accurate and reliable
over time, and can help to prevent or mitigate the effects of software aging. In some cases,
software aging can cause the flight control software to become unstable or unreliable. If this
happens, it may be necessary to take the UAV out of service temporarily in order to perform
maintenance or repairs. This can involve replacing or upgrading the flight control software,
or making other changes to the UAV in order to improve its performance and reliability.
So, software aging in the flight control software of a UAV can affect the performance and
behavior of the UAV. To address this problem, it is important to periodically update and
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maintain the flight control software, and to take the UAV out of service if necessary in order
to perform maintenance or repairs. This can help to ensure that the UAV remains safe and
reliable over time.

To create a digital twin, a mathematical model of the physical system is created using
data about the system’s behavior and performance. This model is then used to simulate the
behavior of the physical system under different conditions, and to make predictions about
its performance. In order to create a reliable and accurate digital twin, it is important to
use accurate and reliable software to create the model and simulate the system’s behavior.
However, software aging can be a problem for digital twin systems. As the software used
to create and simulate the digital twin ages, it can become less accurate and less reliable.
This can affect the accuracy and reliability of the digital twin, and can cause it to produce
incorrect or inconsistent predictions. In some cases, this can lead to incorrect or sub-optimal
decisions or actions based on the digital twin’s predictions. To address software aging
problems in digital twin systems, it is important to periodically update and maintain the
software used to create and simulate the digital twin. This can involve installing patches
and updates, fixing errors and defects, and re-tuning or re-calibrating the software to
account for changes in the environment or the system being modeled. Regular maintenance
and updates can help to ensure that the digital twin remains accurate and reliable over
time, and can help to prevent or mitigate the effects of software aging.

Digital twin systems can experience a variety of errors, depending on the specific
characteristics of the system and the software being used. Some common types of errors
that can occur in digital twin systems include:

e Data errors: Digital twin systems are typically based on data about the behavior
and performance of the physical system being modeled. If the data are incorrect or
inconsistent, it can cause errors in the digital twin. For example, if the data contain
missing or invalid values, or if the data are not properly pre-processed or cleaned, it
can affect the accuracy and reliability of the digital twin.

®  Modeling errors: Digital twin systems are based on mathematical models of the physical
system being modeled. If the model is incorrect or incomplete, it can cause errors in the
digital twin. For example, if the model does not accurately represent the underlying
physical principles or behaviors of the system, or if the model is not properly calibrated
or validated, it can affect the accuracy and reliability of the digital twin.

e Software errors: Digital twin systems are implemented using software, and software
can contain errors or defects. If the software used to create or simulate the digital
twin contains errors, it can cause the digital twin to behave in unexpected or incorrect
ways. For example, if the software contains bugs or syntax errors, or if the software is
not properly designed or implemented, it can affect the accuracy and reliability of the
digital twin.

Overall, digital twin systems can experience a variety of errors, including data errors,
modeling errors, and software errors. To address these errors and improve the accuracy
and reliability of the digital twin, it is important to carefully collect and pre-process the
data, to create accurate and well-calibrated models, and to use high-quality software that is
free of errors and defects.

When using virtualization, it is possible to implement many servers in a smaller
number of hosts (physical servers), which consequently implies the gain of physical spaces
and energy cost reduction. However, once the virtual machine is initialized, all the hard-
ware on which the Operating System (OS) is running is loaded and not just a copy of the
OS, resulting in the consumption of many system resources, making virtualization very
expensive from a computational point of view [7]. The use of containerization mitigates
the operational cost of traditional virtualization, as stated by [5], in which the author ad-
dresses host-level virtualization known as container, which is another type of virtualization.
This type of virtualization acts on top of the physical server offering support to several
independent systems since the physical server already has an OS installed, not needing to
load all the host hardware or its copy. Container-based virtualization has recently gained
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much attention [8,9]. This virtualization makes an application run efficiently in the most
varied computing environments through its encapsulation and its dependencies [10]. This
virtualization technique is said by the author of [11] to be lightweight, as the system sig-
nificantly decreases workloads by sharing OS resources from host. Containers provide an
isolated environment for system resources such as processes, file systems and networks
to run at the host OS level, without having to run a Virtual Machine (VM) with its own
OS on top of virtualized hardware. By sharing the same OS kernel, containers start much
faster using a small amount of system memory compared to booting an entire virtualized
OS like in [10] VMs. Kubernetes is a widely used tool for managing containers, configure,
maintain and manage solutions that have containers as an approach to the detriment of
VMs. Thus, this work aims to evaluate the effects of software aging and the performance
of Kubernetes when undergoing a high-stress load, characterized by creating replicas of
pods to maintain service availability in the Nginx and K3S environments. Furthermore,
the aging problem on an unmanned vehicle refers to the degradation of the vehicle’s per-
formance over time, due to factors such as wear and tear, corrosion, and obsolescence.
As an unmanned vehicle ages, its components may become less reliable and less capable of
performing their intended functions, which can affect the vehicle’s ability to operate safely
and effectively. The aging problem can be particularly challenging for unmanned vehicles,
as they often operate in harsh or hostile environments, and they may be subjected to high
levels of stress and strain. For example, an unmanned aerial vehicle (UAV) may experience
high levels of vibration and air turbulence during flight, which can cause its components
to wear out faster. Similarly, an unmanned underwater vehicle (UUV) may be exposed
to corrosive saltwater, which can cause its components to corrode and deteriorate over
time. In this work, our focus is on the investigation of a digital twin cloud infrastructure
in which a Kubernetes-based cloud environment is investigated regarding software aging
phenomenon of the cloud if hosting the UAM-ODT with no downtime.

The study in this work extends the related research area on software aging in virtual-
ized environment through the following key contributions:

e  proposed a cloud based simulation platform with provisioning for the development
of UAM-ODT infrastructures

*  proposed a methodology for measurement and assessment of software aging in a
container-based environment with a Kubernetes cluster in the digital twin cloud.

e  performed comprehensive test-bed experiments and observations of software ag-
ing phenomena along with software rejuvenation in Kubernetes clusters based on
Minikube and K3S environments.

e  Findings and impacts:

- Itisimportant to stress that aging events found in test-bed experiments indicate
the threats of system failures and performance degradation due to software
aging symptoms. However, the time that those events will occur depends on the
characteristics and intensity of the workload that the system needs to process,
as well as the hardware and software specification of that Kubernetes system.

—  If the system has more resources available or less workload than those employed
in this experiment, the aging phenomenon would be slower, and subsequently,
the failures due to resource exhaustion would take longer to occur. This fact does
not reduce the importance of evaluating software aging in those systems as well
as planning actions for their mitigation.

To the best of our knowledge, this work contributes to the practical implementation
and maintenance of virtualized environment on the perspectives of system dependability
in digital twin computing infrastructures in which a huge amount of services are running
with a stringent requirement of continuity. The findings of this study bring about the
comprehension of software aging phenomena in digital twin computing infrastructures
developed on top of Kubernetes, which is at very early stage of current research on
software aging problems for a high level of dependability and fault-tolerance in digital
twin computing infrastructures.
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In order to facilitate the understanding of this work, the paper is organized as follows.
Section 2 addresses the related works that inspired this study on software aging assessment;
Section 3 presents the fundamental concepts and system design used in this work; Section 4
deals with the methodology used in the research; the objective and planning, covering
the context in which it was produced, the tools selected, variables involved, scripts for
reproduction and the hardware used are discussed in Section 5. The results are presented
and discussed in Section 6. In Section 7 are the remarks arising from our research results.

2. Related Work

The work described in [10] analyzes the performance of running containers with
services hosted on them, carrying out experiments with containers monitoring system
resources, including network, memory, disk, and CPU. The testbed environment consists
of a Kubernetes cluster manually deployed to carry out the evaluation, considering the
Microsoft Azure Kubernetes Service (AKS), Google Kubernetes Engine (GKE), or Amazon
Elastic Container Service for Kubernetes (EKS).

The authors in [12] evaluated the memory utilization, network overhead of containers,
storage, and CPU using Docker, comparing them with KVM hypervisors. They exposed
in their experiments that the containers obtained, in the worst case, similar or superior
performance when compared to the VMs.

The work presented in [13] conducted a similar study, however, comparing the perfor-
mance obtained from containers when monitoring the number of requests an application
server could handle in relation to the same application deployed in a VM and the results
showed that the VMs had significantly outperformed the containers.

The research reported in [14] performed application experiments for HPC (high-
performance computing), using benchmarking tools to evaluate memory, network, disk,
and CPU performance in Linux Container (LXC) related virtualization implementations,
along with OpenVZ and Linux VServer, showing that all containerized apps performed
similarly to a native system.

The authors of [15,16] showed improvements obtained related to performance isolation
for MapReduce workloads. However, when evaluating disk workloads, LXC failed to fully
isolate resources, opposite behavior to that of hypervisor-based systems.

Through memory, network, and disk metrics, the authors of [17] evaluated the per-
formance of LXC, Docker, and KVM running many benchmarking tools to measure the
performance of these components and concluded that the overhead caused by container-
based virtualization technologies could have its weight considered irrelevant, despite the
performance being compensated by safety.

Our main focus is on software aging investigation on a private cloud system hosting
an operational digital twin of an eVTOL vehicle flying in a virtualized urban air mobility.
Operational digital twins of vehicles in urban air mobility are digital representations of
real-world vehicles that can be used for a variety of purposes. Some potential uses of
operational digital twins in urban air mobility include:

e Performance modeling and simulation: Operational digital twins can be used to model
and simulate the performance of vehicles in urban air mobility systems, including their
flight dynamics, propulsion systems, and control systems. This can help to optimize
the design and operation of vehicles, to improve their performance and efficiency;,
and to identify potential issues or risks.

e Fleet management and maintenance: Operational digital twins can be used to monitor
the condition and performance of vehicles in real time, and to provide information
about their current state and status. This can be used to support fleet management
and maintenance operations, by providing timely and accurate data about the health
and safety of vehicles, and by enabling proactive maintenance and repair.

e Traffic management and control: Operational digital twins can be used to support traffic
management and control in urban air mobility systems, by providing information
about the location, orientation, and velocity of vehicles. This can help to coordinate
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the movement of vehicles, to avoid collisions and other hazards, and to optimize the
flow of traffic in urban airspace.

*  Emergency response and rescue: Operational digital twins can be used to support emer-
gency response and rescue operations in urban air mobility systems, by providing
real-time information about the location and status of vehicles. This can help to
quickly and accurately identify the location and condition of vehicles in distress,
and to coordinate rescue and recovery efforts.

Operational digital twins of vehicles in urban air mobility can be used for a variety
of purposes, including performance modeling and simulation, fleet management and
maintenance, traffic management and control, and emergency response and rescue. Due
to such constant operational services, the UAM-ODT cloud system is inevitable to suffer
software aging problems. In this study, we specifically investigate the software aging
problems of a UAM-ODT cloud system based on Kubernetes virtualization environment.

3. System Design
3.1. Cloud in the Loop Simulation (CILS):

The ability to simulate a wide range of heterogeneous personal aerial vehicles (PAV)
in the same virtual environment is critical and required to verify a variety of Al control
algorithms even before their practical implementation on physical twin vehicles in digital
twin infrastructures of future urban air mobility (UAM). One may deploy the Al control
algorithms on actual vehicles and train them through practical flight testing in actual sur-
roundings in order to improve the precision and calibre of neural network-based Al control
algorithms (for example, neural Lyapunov control [18], deep reinforcement learning [19]).
However, it frequently takes a lot of work and a considerable amount of time to collect
enough flight test data for developing a competent Al control model for autonomous PAVs.
As a result, one of the popular approaches is to develop an operational digital twin system
for UAM (abbreviated as UAM-ODT) to replicate the actions of UAM vehicles in real-world
settings within a shared virtual environment [20].

Inspired by the idea, we propose to adopt cloud-based solutions to develop a UAM-
ODT system for a specific eVTOL PAYV, called eVTOL KADA-UAM vehicle, under develop-
ment by Konkuk Aerospace Design-Airworthiness Research Institute (KADA), Konkuk
University, Seoul, Republic of Korea as shown in Figure 2 and its virtual environment of
UAM-ODT as shown in Figure 3.

Information

Figure 2. A digital replica of UAM vehicle in UAM-ODT infrastructure.
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(b) Landing
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Figure 3. A visualization of UAM-ODT infrastructure. (The figures are excerpts from a video at https:
/ /blog.naver.com/yy8661 provided by Hyeon Jun Lee, Konkuk Aerospace Design-Trustworthiness
Institute, Konkuk University, Seoul, Republic of Korea (rain9138@gmail.com)).

The proposal is the overall cloud-in-the-loop simulation (CILS) framework that can
simulate the operations of a multitude of heterogeneous UAM vehicles with completely
different aerodynamics in a UAM-ODT system, and thus can be used for verification
and training of Al control algorithms in virtual world before practical implementation.
The overall conceptual CILS architecture is designed as in Figure 4. To simulate multi-mode
operations of heterogeneous environment which consists of multi-vehicles with different
dynamics and configuration, we adopted the virtualization concept in cloud computing
paradigm to separate a multitude of SILS processes onto different VMs. A single SILS
process encompasses a PX4-based autopilot multi-mode Al control module (abbreviated as
PX4) and a JSBsim based aerodynamic module called Konkuk Flight Simulation-Digital
Twin Dynamics module (KFS-DT). The encapsulation of these two modules is called a
dynamics-control SILS package, which is deployed on a multitude of VMs. The KFS-DT
module guarantees the concept of digital twin framework for K-UAM vehicles in which
it captures a high-fidelity CFD dynamics model of each physical vehicle. The autopilot
control PX4 module transfer controls of each vehicle u to the dynamic module KFS-DT.
The KFS-DT module computes new vehicle states s and returns them to the PX4 module.
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Server Room

TCP/IP

The PX4 updates the current states s to a VM controller module. On the other hand, the PX4
receives updated sensor data from the VM controller module to generate new controls u.
On each VM, there is a VM controller module to handle the data transactions between the
VMs with a physical server for operational control management and for the visualization
of the virtual environment (called environment control center). The VM controller module
in each VM transmits vehicle states s receiving from a control PX4 module in the same VM
and receives sensor data or mission data to/from the visualization center using Airsim [21]
for Al application and Unity™for visualization. While an environment controller module
in the control center is designed to handle the operations of all vehicles in the simulated
environment upon the ground control module, Al module, Airsim server and Unity client
module. The scalability of this cloud-based simulation framework is guaranteed by an
auto-provisioning cloud system.

Airsim Unity

Server Client

Ground

Control
States | Sensor Data | Mission
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VM11-Vehicle 1

pno|) Suluoisinoid-ony
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VM21-Vehicle 4

VM Controller

Figure 4. Cloud in the loop simulation framework.

In this work, our focus is on the digital twin version of an eVTOL vehicle to capture
flight operations in an urban air mobility for further studies on performance modeling
and simulation of vehicle, fleet management and maintenance, traffic management and
control, and emergency response and rescue. Thus, the detailed design of the overall cloud
in the loop simulation framework running on a private cloud platform is presented in a
comprehensive manner while the detailed design of the eVTOL vehicle in consideration
regarding circuit and IT problem in the individual engine control systems is out of scope of
the study. We consider how the dynamics of the vehicle and its corresponding control are
simulated in a virtualized environment of urban air mobility to mimic the real-world flight
operations for air traffic managements in urban areas.

3.2. Cloud Provisioning Hardware System:

The hardware infrastructure of CILS is designed as shown in Figure 5, consists of
main two components: one is virtual cluster (VC) disk image provisioning, and the other
is auto provisioning virtual instance creator. Virtual machines existing in the same VC
subgroup can be used by sharing the virtual disk image with homogeneous S/W as read-
only. The numerous existing cloud systems provides GUI where users can build instances.
It seems that this function simplifies the manipulation of creating instances on the cloud
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system whereas it just repeats useless operation to prepare requisites and build VMs.
The auto provisioning virtual instance creator based on infrastructure as a code (IaC)
provides a consistent CLI workflow to manage hundreds of cloud services and customize
simulation environments.
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Figure 5. Cloud provisioning hardware system architecture.

Figure 6 shows the provisioning technology for virtual cluster images. The VC disk
image provisioning based on union mounting technique can integrates one instance with
diversified simulation virtual disk images depending on the simulation requirement such
as PX4-Autopilot, JSBSim, Airsim, FlightGear and so on. Due to the orchestration of the
cloud management, it can implement the communication via layer 2 or layer 3 between
instances. Thanks to the capabilities of cloud provisioning and orchestration as designed
in Figures 5 and 6, the UAM management can be maintained and stored on CILS Cloud
Compute System complying the CILS framework in Figure 3.
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Figure 6. Virtual cluster image provisioning technology.

3.3. Software Aging and Rejuvenation

For urban air mobility (UAM), it is necessary to create a vehicle digital twin (DT) that
uses a precise, physics-based emulator to characterise a vehicle’s statics and dynamics. As a
result, the UAM operational digital twin infrastructures need the deployment of the digital
twin in vehicle operations and control (UAM-ODT). The problems are, (i) the absence of
digital twin engines for the digitalization (twinization) of dynamics and control of UAM
vehicles running at the core of UAM-ODT systems; (ii) the absence of back-end system
engineering in the development of UAM vehicles; and (iii) the absence of fault-tolerant
mechanisms for the DT cloud back-end systems running 24 /7 uninterrupted operations.
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Unmanned vehicles, also known as drones, are a relatively new technology and there are
still many challenges and limitations associated with their use. One of the main causes
of errors in the management of unmanned vehicles is the lack of a reliable and robust
communication system. This can make it difficult for the operator to control the drone
and receive accurate information about its location and status. Additionally, the complex
algorithms used to control the drone’s movements can sometimes produce unexpected
or unpredictable behavior, leading to errors in the management of the vehicle. Other
potential causes of errors in the management of unmanned vehicles include software bugs,
hardware malfunctions, and interference from external sources such as radio waves or other
electromagnetic signals. Software aging refers to the gradual degradation of a software
system’s performance over time. In the context of unmanned vehicles, software aging
can be caused by a number of factors, including the accumulation of data, changes in the
operating environment, and the introduction of new features or updates. As the software
continues to be used, it may become slower, less reliable, and more prone to errors. This
can affect the performance of the unmanned vehicle and make it more difficult to manage.
Other potential causes of software aging in the management of unmanned vehicles include
the use of outdated or inefficient algorithms, inadequate testing and debugging, and the
lack of proper maintenance and support.

Software aging and rejuvenation has been an active line of research since 1995 when
it was proposed by Huang et al., then at AT&T Bell Labs [22]. The reasons that lead to
software aging include data loss, accumulated operating system error, resource consump-
tion, and sudden crashes, for example. These phenomena, which accumulate gradually
over time, can lead to software performance degradation, which can lead to a sudden
crash or shutdown of software systems [23]. A fault tolerance prevention strategy, called
software rejuvenation, aims at circumventing the negative effects of software aging, thus
making it an important issue for systems reliability by avoiding sudden system failures
caused by software aging, providing security and availability [24,25]. Companies such as
Amazon and Google have increased interest in adopting technology architecture based
on microservices (which usually rely on containerization) [26]. The reason for such an
adoption is that application systems based on microservices architecture have the advan-
tage of being easier to develop, deploy, and scale compared to monolithic architecture
systems [27]. Containerization systems allow the configuration of the environment for
software deployment in the shortest possible time, solving problems of integration of the
most diverse applications [28].

When using containers, the application code in any offered service is involved in
containerization along with its libraries, all dependencies, and configuration files necessary
for its execution in the most diverse types of environments. This containerization becomes
autonomous and portable, as it is abstracted from the host OS and can be executed on any
computing platform [29]. This approach has been widely applied in the computing industry
and demonstrated in several studies. Refs. [12,17] report overall cost reduction and overall
application performance optimization in containers. The applications” microservices are
generated by dividing them into small units and independently, increasing the scalability
and portability of the services and the containers [10]. Nonetheless, the increase in the use
of containers implies the need for tools capable of managing, through the control of tasks
such as the operation of applications in containers throughout the infrastructure, scaling,
and automation of application deployment [30]. An example of a container orchestration
tool that is increasingly needed and widespread is Kubernetes, open-source and made
available by Google. Container management tools are at the peak of expectations in the
Hype Cycle for Cloud Computing from Gartner [31].

Such expectations give signs that the field in container orchestration technologies is
on the rise, attractive, and very competitive, and should continue at an increasing pace
as several organizations consider adopting the container-based approach [9,32,33]. A fair
amount of tools as solutions for the execution and orchestration of containers emerged and
quickly became solution standards in this context, among them Docker and Kubernetes.
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They enable the creation of new containers and pods (a computational unit in Kubernetes
comprising one or more containers) with their deployments in an agile way when an
increase in application workload is detected, or even a pod drops due to excessive con-
sumption of its resources, such as memory or CPU (Central Processing Unit), through
monitoring [34]. However, its various components and related complexity have a very
costly learning curve, which may not be easy to manage even with its proven efficiency in
scaling, configuring, and maintaining services. Therefore, managing a Kubernetes infras-
tructure is a complex task. This has given rise to a new market for managing Containers,
such as hosted Kubernetes solutions.

4. Methodology

The methodology adopted in this work followed the flow shown in Figure 7, which in
summary is based on an experimental evaluation applied by measuring the use of system
resources and performance in a container-based environment with a Kubernetes cluster.
The evaluation was carried out in different scenarios using the Nginx or K3S tool to manage
the cluster.

T
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Definition of
objectives
A
Requirements | Selection of _| Installation of
gathering technologies environments
Experiment Preparation and
execution | Testing of Scripts

Collection and
Analysis of
Results

Presentation of

Validated validated results

Figure 7. Methodology of the software aging measurement and assessment in Kubernetes environment.

Kubernetes is an open-source platform for managing and orchestrating containerized
applications. It allows you to deploy and manage multiple containers, such as those
created with Docker, across a cluster of machines, and it provides many features and
tools to help you automate, scale, and manage applications and their dependencies. One
of the main benefits of Kubernetes is that it helps to simplify and automate the process
of deploying and managing applications in a distributed environment. This can save
time and effort, and it can help to improve the reliability and scalability of applications.
Additionally, Kubernetes provides many features and tools that can help you manage and
monitor applications, such as: (i) Service discovery and load balancing: Kubernetes can
automatically assign unique IP addresses to each of containers, and it can automatically
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distribute incoming traffic across the containers in cluster. (ii) Configuration management:
Kubernetes allows you to define application’s configuration in a declarative manner, using
YAML files or other configuration formats. This can make it easier to manage and update
the configuration of applications. (iii) Health checking: Kubernetes can monitor the health
of containers and applications, and it can automatically restart or replace containers that
are not functioning properly. (iv) Self-healing: Kubernetes can automatically detect and
recover from failures in application, such as when a container crashes or when a node in
cluster goes down. Therefore, he benefits of Kubernetes include improved automation,
scalability, and reliability for applications, as well as a rich set of features and tools for
managing and monitoring applications in a distributed environment [35].

In this research, the experiments were carried out using scripts developed for these
scenarios to simulate a service’s distribution using a Kubernetes cluster, which can be
accessed externally through the Internet, receiving a high-stress load by performing re-
quests. We have also developed scripts to monitor software aging metrics, such as CPU
utilization, memory consumption, and disk utilization, among others, in order to mea-
sure the performance of a service hosted in Kubernetes by checking the time of requests
correctly fulfilled.

The environments of Nginx and K3S adopted in this experimental evaluation are com-
posed of a cluster containing 5 Pods and 1 Service—that allows communication between
the Pods. One of the Pods was configured as a Deployment of an Nginx web server, which
enabled testing the performance of an application hosted in Kubernetes, responding to
user requests from anywhere connected to the Internet.

CPU utilization, memory consumption, disk utilization, and total response time were
some of the metrics used for this study, based on the metrics used in [10,14]. The results of
these measures were captured by scripts developed for this purpose and, finally, evaluated
through analysis of their behavior.

The proposed methodology actually can be applied for typical operational digital
twin version of heterogeneous UAM vehicles including rotary aircrafts such as drones
or helicopters, fixed-wing aircrafts or hybrid aircrafts such as eVTOL vehicles. Since
the UAM-ODT platform is designed to run on a private cloud computing system based
on cloud-in-the-loop simulation paradigm with heterogeneous digital twin modules of
dynamics and controls as shown in Figure 4.

5. Experimental Planning
5.1. Goal Definition

To guarantee the mitigation of software aging emergence in the UAM-ODT platform
with proper operational management and maintenance, this work presents a developed
methodology for the investigation of software aging phenomenon by measuring the use
of system resources and performance. We use different tools for the measurement in
different experiments. The objective of this work was formally defined when using the
Goal Question Metric (GQM) method [36] to verify the emergence of the effects of Software
Aging as well as the performance of the Kubernetes Cluster in Minikube and K3S through
the response time of the service when responding to requests.

5.2. Planning

The independent variables in the experiment are the number of simultaneous pod
replication requests made to the service, overloading the Nginx application server, and em-
ulating Kubernetes’ autoscaling so that the service continues to be available under high
workloads. The dependent variables were: CPU utilization, memory consumption, disk
utilization, and average response time to requests.

Following the GQM method, the following research questions were designed to broadly
cover the scope of this work:

e Q17: Have indicators of software aging been found?

69



Drones 2023, 7, 35

Q27: Which environment had the best performance in controlling the consumption of
resources related to software aging?

Q37: Was there a similarity in behavior between the results obtained with Minikube
and K38?

In order to answer Q1 and Q2, the following metrics were evaluated: CPU utilization,

memory consumption, and disk utilization. In order to answer Q3, we conducted a com-
parative analysis of the results obtained from metrics that have been used to answer Q1
and Q2.

5.3. Object Selection

Samples of 125 h of monitoring in the Minikube environment and 95 h in the K38 envi-

ronment were considered to evaluate the system’s performance and verify the aging effects.

5.4. Experimental Design

The following steps were developed for the execution of the experiment:

Step 1: Survey of the requirements for its realization in the Minikube and K3S envi-
ronment.

Step 2: Development and analysis of monitoring scripts, execution of the environ-
ment and its stress.

Step 3: The experiment execution script, both in Minikube and in K38, followed the
following general script:

-  Step 3.a: Execute the monitoring script for 2 h without any workload before
the cluster is started.

-  Step 3.b: Run script that starts the cluster with the container orchestrator and
keeps monitoring for initial 2 h without stress.

-  Step 3.c: Runthe high workload emulating the auto-scaling 420 times in a loop.

- Step 3.d: After the end of stress, wait 2 h and execute a script that ends the
container orchestrator as a possible software rejuvenation action.

-  Repeat steps 3.3, 3.b, 3.¢, and 3.d until completing five cycles.

Step 4: Generate graphs of the results obtained and analyze them.

To reinforce the understanding of our experiment, Figure 8 depicts a diagram that

represents the sequence of operations performed by the general script we just described.
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Figure 8. Diagram for cycles of operations performed by the experiment script.
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Throughout all routines in step 3, another script sends client requests to the service
that is hosted in the cluster. Those requests are effectively serviced by any pods that might
have been created throughout the stress workload. Figure 9 illustrates the interaction be-
tween a client and the service in the Kubernetes cluster both in the Minikube environment
and in the X3S environment, in both, the infrastructure architecture is configured as in
Figure 2, which defines a logical set of Pods and enables exposure external traffic, load
balancing and service discovery for these Pods, which have Nginx as a lightweight HTTP
server, which is represented with Other App.

Cluster

- /
— & e
Service \

Other App

User/Client

Figure 9. Cluster and Client Interaction Overview.

5.5. Instrumentation

The hardware used in this experiment was: a host with 8 GB of RAM, a Core i3
processor with a 3.1 GHz clock, a WiFi module, and Ubuntu Linux OS version 20.04 64
bits. The software used were: Shell script, for experiment implementation, monitoring and
collection of data generated as results through the bash command interpreter; K3S version
v1.22.5+k3s1; Minikube version 1.15. 1 commit: 23£f40a012abb52ef£365££99a709501a61
acb876; Kubernetes v1.19.4 on Docker 19.03.13 for running the Kubernetes Cluster
and Pods.

Metrics were collected with an interval of 60 s for monitoring CPU utilization and
memory consumption, while for the disk usage metric the interval was 5 s, which we
considered necessary to have enough samples, avoiding interference from monitoring
activity. on actual system performance.

6. Experimental Results

In this section, the results collected from the experiment will be presented for both
Minikube and K3S environments, considering the metrics of CPU utilization, memory con-
sumption, disk utilization, and, finally, the requests made to the service. Each metric result
is described in the following subsections. These are metrics for continuity and performance
of the UAM-ODT cloud infrastructure. The data were collected from the cloud infrastruc-
ture rather than from the vehicle. The reason is we are investigating the software aging
problems in a private cloud to host 24/7/365 operational digital twin services for UAM
management.

It is worth highlighting that the experiments’ total time differs in Minikube and K3S
due to a difference in the average time to restart the pods within the auto-scaling process.
This information was also measured and is presented in Table 1, showing the fastest
execution of this action in the K3S environment, 25.4% faster than Minikube, evidencing
an improved efficiency in auto-scaling of K3S when compared to Minikube.

Table 1. Average Pod Reset Time.

Environment Time (s)
Minikube 97.56
K38 72.80
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6.1. cpU Utilization

In the CPU utilization evaluation, data were collected from the following specific
metrics: USR, which is the percentage of CPU used by the task during execution at the
user level; SYS, which is the percentage of CPU used by the task during execution at the
kernel level of the OS; WAIT is the percentage of CPU spent by the task while waiting to
be executed; and finally, the CPU_TOTAL, which is the total percentage of CPU time used
by the task monitored by Pidstat tool, which provides statistics report for the tasks on
GNU/Linux systems.

Figure 10 shows a peak of 180% of CPU_TOTAL during the initialization of the Cluster,
but with an average slightly above 100% during the entire experiment in the Minikube
environment. It is also possible to notice in the graph a controlled behavior within Minikube
about the metrics limits since the limit is only exceeded when starting the environment.
Notice also that values of utilization higher than 100% in this context are related to the
usage of more than one core of the processor by this process.
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Figure 10. CPU utilization in Minikube.

Figure 11 shows a different behavior of K3S about Minikube regarding CPU utilization
when we look at the CPU_TOTAL metric, which, unlike Minikube, it shows an increase in
CPU_TOTAL utilization together with the USR metric over time, being interrupted when ap-
plying the cluster termination, which seems to act as a software rejuvenation technique for
this situation. Although, during the entire experiment, the CPU_TOTAL did not exceed 60%.
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Figure 11. CPU utilization on K3S.
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6.2. Disk-Related Metrics

In the evaluation of disk-related metrics, data were collected for the following metrics:
READ, which represents the amount of kilobytes per second that the task took to be read;
WRITE, which is the amount of kilobytes per second that the task sent to be written to
the disk; and finally CANCELLED, which is the amount of kilobytes per second whose disk
writing was canceled by the task, that can also occur when the task truncates some dirty
page cache. All these metrics were monitored by the Pidstat tool in both Minikube and K3S.

In Figure 12, the WRITE and CANCELLED metrics have their behavior unchanged through-
out the experiment, always walking close to 0 KB/s. Although, the READ metric had a
distinct behavior, holding the same value throughout a single cycle of the cluster stress,
and presenting a linear growth among cycles until the fourth execution cycle, being in-
terrupted abruptly when reaching about 4,000,000 KB/s due to the limiting factor of
the Minikube environment. Such behavior may be indicative of the software aging phe-
nomenon in this environment.
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Figure 12. Disk-related metrics in Minikube.

In Figure 13, the WRITE and CANCELLED metrics also remain close to 0 KB/s throughout
the experiment, similar to the execution in the Minikube environment. However, the be-
havior is different in the READ metric, which was not interrupted abruptly and had a linear
growth from one cycle to another until the end of the experiment execution in K3S. It is
important to mention that K3S presented smaller values of bytes read per second than
Minikube, which might have prevented it from the abrupt fall observed there.
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Figure 13. Disk usage in K3S.
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6.3. Memory Usage

In the evaluation of memory consumption, data were collected for the metrics:
MEM_USED, which represents the calculation of the total memory used; MEM_FREE, which is
the memory that is not being used; MEM_AVAILABLE, which estimates how much memory is
available to start new applications without swapping (it may include memory space that is
being used for buffers or cache); MEM_SHARED, which is the memory mainly used by TMPFS
which is the file system that keeps all files in virtual memory; MEM_BUFFERS_CACHED, which
is the sum of the memory buffers and cache; SWAP_USED and SWAP_FREE metric, which
represent respectively the used and free amount of virtual memory’s swap space, that
allows the system to use a part of the hard disk as physical memory. All these metrics were
monitored using the “free” tool in both the Minikube and K3S environments.

In the evaluation of memory utilization in Minikube, the MEM_USED metric in Figure 14
has its behavior mirrored with that of the MEM_AVAILABLE metric, while the MEM_USED
increases throughout the experiment, the MEM_AVAILABLE decreases in an inversely pro-
portional trend. MEM_USED has a consumption increase of around 70% at the end of the
experiment, even applying rejuvenation (i.e., cluster termination and restart between cy-
cles). Such an action drops the memory usage temporarily, but when the cluster is started
again, the system restores the same memory usage level observed at the end of the previous
cycle. The MEM_FREE metric has a drop close to 48%. The MEM_BUFFERS_CACHED metric has a
drop of around 41%. The SWAP_USED metric also behaves inversely to the SWAP_FREE metric,
while the SWAP_USED has a 20% increase at the end of the experiment and SWAP_FREE a drop
of 11%. The MEM_SHARED metric in both Minikube and K3S behave similarly, maintaining a
regularity between 48 to 179 MB of consumption.
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Figure 14. Memory consumption in Minikube.

In the evaluation of memory utilization in K38, the MEM_USED metric in Figure 15
showed behavior similar to that observed in Minikube. MEM_USED has a consumption
increase of around 61% at the end of the experiment, even applying rejuvenation. The
MEM_FREE metric has a decrease of close to 79%. MEM_BUFFERS_CACHED has an increase of
around 12%, which differs from the behavior in Minikube. The SWAP_USED has an increase
of 8% when it reaches the end of the experiment and the SWAP_FREE a decrease of 8.5%.

For these memory consumption metrics, both in Minikube and in K38, linear regression
calculations on MEM_USED were performed to estimate the moment when the system would
reach its upper limit for RAM usage, which in these cases is 8 GB. To confirm that estimate,
we also computed the linear regression for MEM_FREE, which is another way to indicate the
exhaustion of the resource, leading to system downtime and, consequently, the interruption
of service provision. Similar regression estimates were carried out for the swap space usage.
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Figure 15. Memory consumption on K3S.

Equation (1) of the linear regression was obtained for the MEM_USED metric in the
Minikube environment (MU_Minikube), shown in Figure 14. From this equation, it is possi-
ble to observe, as a function of MU_Minikube, that the 8 GB limit is reached after 170 h (i.e.,
7 days and 2 h) of continuous execution of the workload used in the experiment. For the
SWAP_USED metric, also exposed in Figure 14 for the Minikube environment, the linear
regression Equation (2) was obtained.

MUMinikube = 3900.84 + 23.98072 X Tstress (1)

In Equation (2), it is possible to observe that the upper limit of the SWAP_USED metric
of the Nginx environment (SU_Minikube), which in this case is 5.8 GB, is reached after
approximately 551 h of experiment, or 22 days of the same, so that the resource was
completely exhausted.

SUginikube = —221.43413 + 10.37255 X Tatress @)

For the MEM_USED metric of the K3S environment (MU_K3S), the linear regression
Equation (3) was obtained which, through it, it is possible to observe that the upper limit
of 8GB of resource for the MEM_USED metric is reached after 187 h (i.e., 7 days and 8 h) of
workload execution.

MUg3zs = 2482.70 + 29.67105 X Tstress 3)

Finally, the SWAP_USED metric of the K3S environment (SU_K3S) had the linear regres-
sion Equation (4) obtained, which allows the visualization of resource exhaustion, which has
a total of 5.8GB, after 603 h (i.e., 25 days and 1 h) of workload performed in the experiment.

SUkzs = —120.24857 + 9.30782 X Tstress 4)

6.4. Evaluation and Discussions

When evaluating the results presented in Figures 10 and 11, it can be seen that most of
the CPU consumption happens through the USR metric in the K3S environment, while the
SYS metric does the highest consumption in the Nginx environment. This growth behavior
of the USR metric in K3S was recurrent even after applying Software Rejuvenation every
cycle, unlike the Nginx environment that maintains stability in the consumption of its CPU
utilization metrics.

The results presented in Figures 12 and 13 show similar behavior in the use of disk
usage metrics in the K3S and Nginx environment, differing only that in Nginx, the READ
metric presents an interruption when it reaches 4,000,000 KB/s, returning in the fifth
cycle with a total utilization close to 10%. In the K3S environment, this READ metric does
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not suffer an interruption but presents a linear growth from one workload cycle to another.
In both scenarios, the READ metric generally presents a linear growth representing a greater
need for reading from disk at each cycle.

Figures 14 and 15 show similar behavior related to memory consumption metrics in the
Nginx and K38 environments, respectively. In both, there is a linear growth of the MEM_USED
metric and in the SWAP_USED metric, and the opposite behavior of the MEM_AVAILABLE and
SWAP_FREE metrics. Thus, with Equations (1) and (2) obtained from linear regression,
it is possible to glimpse the effects arising from software aging related to memory con-
sumption even after the application of a potential software rejuvenation action, that is,
the cluster termination.

The results presented in this section are the observation of software aging phenomenon
for a private cloud system hosting a UAM-ODT platform for UAM management. It is
crucial to emphasise that those findings point to the dangers of system breakdowns and
performance declines brought on by signs of software ageing. However, the timing of
those events relies on the nature and volume of the workload that the system must handle,
in addition to the hardware and software requirements of particular Kubernetes system.
The ageing phenomena would be delayed and the failures caused by resource exhaustion
would follow if the system had more resources available or a lighter burden than that used
in this experiment. This reality does not lessen the significance of assessing the software
ageing in those systems and organising countermeasures. Evaluating these scenarios using
other software rejuvenation approaches and complementary metrics related to software
aging are the most promising steps that could be taken in future work.

Regarding how to avoid the observed software aging phenomenon in the UAM-ODT
infrastructure, in general, there are several strategies that can be used to avoid or miti-
gate software aging. These can include: (i) regularly updating and patching the software
to fix bugs and security vulnerabilities; (ii) monitoring the performance of the software
and identifying potential problems before they occur; (iii) implementing automation and
management tools to help manage the software and its dependencies; (iv) using modular,
microservice-based architectures to make it easier to update and maintain individual com-
ponents of the system; (v) using containerization technologies, such as Docker, to package
the software and its dependencies into a self-contained environment that can be easily
deployed and managed. These are just some examples of strategies that can be used to
avoid software aging in a cloud system. Currently, the technique to avoid software aging
is monitoring the performance of the software and identifying potential problems before
they occur. Further investigation on how to adopt the software rejuvenation techniques
in optimal and automatic manner will be an interesting extension for research into the
UAM-ODT system in which the services for UAM management using ODT are constant
and at zero downtime.

7. Conclusions

This paper presented a comprehensive study on the effects of software aging problems
on Kubernetes in container orchestration system in a digital twin cloud infrastructure
for UAM-ODT systems. The behaviours of Kubernetes software were analysed in an
accelerated lifespan experiment utilising both Nginx and K3S tools. The operations for
establishing and terminating pods were carried out in real time, allowing us to monitor
the usage of computational resources (such as CPU, memory, and 1/0O), the performance
of the Nginx and K3S environments, and the response time of an application hosted in
those environments. In particular settings and for specific metrics, such as virtual memory
utilisation, software ageing effects were detected, indicating a memory leak that is not
entirely cleansed when the cluster is halted. The study’s findings help to understand
the phenomenon of software ageing in digital twin computing infrastructures built on
Kubernetes, which is at the very beginning of current research on software ageing issues
for highly reliable and fault-tolerant digital twin computing infrastructures.

76



Drones 2023, 7, 35

Author Contributions: Conceptualization, methodology, and supervision, R.M.; project adminis-
tration, formal analysis and investigation, R.M., J.A., ].-W.L., D.M. and T.A.N.; resources, funding
acquisition and investigation, E.C., ].-W.L. and D.M,; validation, J.C., ].L.; writing—original draft,
J.C., RM. and J.A ; writing—review and editing, ] A., RM.,, J.L.,, E.C,, J-W.L.,, DM. and T A.N.; All
authors have read and agreed to the published version of the manuscript.

Funding: This research was supported by the Basic Science Research Program through the National
Research Foundation of Korea (NRF) funded by the Ministry of Education (2021R1A2C2094943).
This research was supported by the Basic Science Research Program through the National Research
Foundation of Korea (NRF), funded by the Ministry of Education (2020R1A6A1A03046811). This
work is supported by the Korea Agency for Infrastructure Technology Advancement(KAIA) grant
funded by the Ministry of Land, Infrastructure and Transport (Grant RS-2022-00143965).

Institutional Review Board Statement: Not applicable.
Informed Consent Statement: Not applicable.
Data Availability Statement: Not applicable.

Conflicts of Interest: The authors declare no conflict of interest.

References

1.

10.

11.

12.

13.

14.

Nguyen, T.A ; Jeon, S.; Maw, A.A.; Min, D.; Lee, ]. W. Toward dependable blockchain and Al engines of digital twin systems for
urban air mobility. In Proceedings of the KSAS 2021 Spring Conference, The Korean Society for Aeronautical & Space Sciences,
Samcheok-si, Gangwon-do, Republic of Korea, 7-9 July 2021; pp. 408—409.

Nguyen, T.A,; Li, J.; Jang, M.; Maw, A.A.; Pham, V,; Lee, ] W. Cloud-in-the-loop simulation: A cloud-based digital twin HW/SW
framework for multi-mode Al control simulation of eVTOL KADA-UAM Personal Aerial Vehicles. In Proceedings of the KSAS
2022 Spring Conference, The Korean Society for Aeronautical & Space Sciences, Goseong-gun, Gangwon Province, Republic of
Korea, 20-24 April 2022; pp. 138-139.

Jiang, L.; Peng, X.; Xu, G. Time and Prediction based Software Rejuvenation Policy. In Proceedings of the 2010 Second International
Conference on Information Technology and Computer Science, Kiev, Ukraine, 24-25 July 2010; pp. 114-117. [CrossRef]
Nguyen, T.A.; Min, D.; Park, ].5. A Comprehensive Sensitivity Analysis of a Data Center Network with Server Virtualization for
Business Continuity. Contin. Math. Probl. Eng. 2015, 2015, 521289. [CrossRef]

Dewi, L.P.; Noertjahyana, A.; Palit, H.N.; Yedutun, K. Server Scalability Using Kubernetes. In Proceedings of the 2019 4th
Technology Innovation Management and Engineering Science International Conference (TIMES-iCON), Bangkok, Thailand,
11-13 December 2019; pp. 1-4. [CrossRef]

Chuang, C.E; Chen, S.S. To Implement Server Virtualization and Consolidation Using 2P-Cloud Architecture. J. Appl. Sci. Eng.
2017, 20, 121-130.

Vaughan-Nichols, S.J. Containers vs. Virtual Machines: How to Tell Which Is the Right Choice for Your Enterprise. 2016.
Available online: https://www.networkworld.com/article /3068392 / containers-vs-virtual-machines-how-to-tell-which-is-the-
right-choice-for-your-enterprise.html (accessed on 10 September 2022).

Hat, R. Automation, Cloud, Security Lead Funding Priorities. 2018. Available online: https://www.redhat.com/en/blog/
redhat-global-customer-tech-outlook-2019-automation-cloud-securitylead-funding-priorities?source=bloglisting (accessed on 11
June 2019).

Portworx. 2018 Container Adoption Survey. 2018. Available online: https://portworx.com/wpcontent/uploads/2018/12/
Portworx-Container- Adoption-Survey-Report-2018.pdf (accessed on 11 June 2019).

Pereira Ferreira, A.; Sinnott, R. A Performance Evaluation of Containers Running on Managed Kubernetes Services. In
Proceedings of the 2019 IEEE International Conference on Cloud Computing Technology and Science (CloudCom), Sydney, NSW,
Australia, 11-13 December 2019; pp. 199-208. [CrossRef]

Education, I.C. Containerization. 2019. Available online: https://www.ibm.com/cloud/learn/containerization (accessed on 20
September 2022).

Felter, W.; Ferreira, A.; Rajamony, R.; Rubio, ]. An updated performance comparison of virtual machines and Linux containers. In
Proceedings of the 2015 IEEE International Symposium on Performance Analysis of Systems and Software (ISPASS), Philadelphia,
PA, USA, 29-31 March 2015; pp. 171-172. [CrossRef]

Joy, AM. Performance comparison between Linux containers and virtual machines. In Proceedings of the 2015 International
Conference on Advances in Computer Engineering and Applications, Ghaziabad, India, 19-20 March 2015; pp. 342-346.
[CrossRef]

Xavier, M.G.; Neves, M.V.; Rossi, ED.; Ferreto, T.C.; Lange, T.; De Rose, C.A.F. Performance Evaluation of Container-Based
Virtualization for High Performance Computing Environments. In Proceedings of the 2013 21st Euromicro International
Conference on Parallel, Distributed, and Network-Based Processing, Belfast, UK, 27 February-1 March 2013; pp. 233-240.
[CrossRef]

77



Drones 2023, 7, 35

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.
27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

Xavier, M.G.; Neves, M.V.; Rose, C.A.ED. A Performance Comparison of Container-Based Virtualization Systems for MapReduce
Clusters. In Proceedings of the 2014 22nd Euromicro International Conference on Parallel, Distributed, and Network-Based
Processing, Turin, Italy, 12-14 February 2014; pp. 299-306. [CrossRef]

Xavier, M.G.; De Oliveira, I.C.; Rossi, ED.; Dos Passos, R.D.; Matteussi, K.J.; Rose, C.A.D. A Performance Isolation Analysis of
Disk-Intensive Workloads on Container-Based Clouds. In Proceedings of the 2015 23rd Euromicro International Conference on
Parallel, Distributed, and Network-Based Processing, Turku, Finland, 4-6 March 2015; pp. 253-260. [CrossRef]

Morabito, R.; Kjdllman, J.; Komu, M. Hypervisors vs. Lightweight Virtualization: A Performance Comparison. In Proceedings of
the 2015 IEEE International Conference on Cloud Engineering, Tempe, AZ, USA, 9-13 March 2015; pp. 386-393. [CrossRef]
Chang, Y.C.; Roohi, N.; Gao, S. Neural Lyapunov Control. In Proceedings of the Advances in Neural Information Processing Systems;
Wallach, H., Larochelle, H., Beygelzimer, A., d’Alché-Buc, E, Fox, E., Garnett, R., Eds.; Curran Associates, Inc.: Nice, France, 2019;
Volume 32, pp. 3245-3254. [CrossRef]

Jiang, Z.; Lynch, A.F. Quadrotor Motion Control Using Deep Reinforcement Learning. |. Unmanned Veh. Syst. 2021, 9, 234-251.
[CrossRef]

Glaessgen, E.; Stargel, D. The Digital Twin Paradigm for Future NASA and U.S. Air Force Vehicles. In Proceedings of the 53rd
ATAA/ASME/ASCE/AHS/ASC Structures, Structural Dynamics and Materials Conference 20th AIAA/ASME/AHS Adaptive
Structures Conference 14th AIAA, Honolulu, HI, USA, 23-26 April 2012; American Institute of Aeronautics and Astronautics:
Reston, VA, USA, 2012. [CrossRef]

Shah, S.; Dey, D.; Lovett, C.; Kapoor, A. AirSim: High-Fidelity Visual and Physical Simulation for Autonomous Vehicles. In Field
and Service Robotics; Springer: Cham, Switzerland, 2018.

Huang, Y,; Kintala, C.; Kolettis, N.; Fulton, N. Software rejuvenation: Analysis, module and applications. In Proceedings of the
Twenty-Fifth International Symposium on Fault-Tolerant Computing. Digest of Papers, Pasadena, CA, USA, 27-30 June 1995;
pp- 381-390. [CrossRef]

Xu, J.; You, J.; Zhang, K. A neural-wavelet based methodology for software aging forecasting. In Proceedings of the 2005 IEEE
International Conference on Systems, Man and Cybernetics, Waikoloa, HI, USA, 12 October 2005; Volume 1, pp. 59-63. [CrossRef]
Avritzer, A.; Weyuker, E.J. Monitoring Smoothly Degrading Systems for Increased Dependability. Empir. Softw. Eng. 1997, 2,
59-77. [CrossRef]

Nguyen, T.A,; Kim, D.S,; Park, ].5. A Comprehensive Availability Modeling and Analysis of a Virtualized Servers System Using
Stochastic Reward Nets. Sci. World |. 2014, 1-18. [CrossRef] [PubMed]

Singleton, A. The Economics of Microservices. IEEE Cloud Comput. 2016, 3, 16-20. [CrossRef]

Dragoni, N.; Lanese, I.; Larsen, S.; Mazzara, M.; Mustafin, R.; Safina, L. Microservices: How To Make Your Application Scale. In
International Andrei Ershov Memorial Conference on Perspectives of System Informatics, 11th ed.; Springer: Cham, Switzerland, 2017.
Trunov, A.S.; Voronova, L.I.; Voronov, V.I.; Ayrapetov, D.P. Container Cluster Model Development for Legacy Applications
Integration in Scientific Software System. In Proceedings of the 2018 IEEE International Conference “Quality Management,
Transport and Information Security, Information Technologies” (IT&QM&IS), St. Petersburg, Russia, 24-28 September 2018;
pp- 815-819. [CrossRef]

Ageyev, D.; Bondarenko, O.; Radivilova, T.; Alfroukh, W. Classification of Existing Virtualization Methods Used in Telecom-
munication Networks. In Proceedings of the 2018 IEEE 9th International Conference on Dependable Systems, Services and
Technologies (DESSERT), Kyiv, UKraine, 24-27 May 2018; pp. 83-86. [CrossRef]

Blog, G.C.P. An Update on Container Support on Google Cloud Platform. 2014. Available online: https://cloudplatform.
googleblog.com/2014/06/an-update-on-container-support-on-google-cloud-platform.html (accessed on 8 October 2021).
Research, G. Hype Cycle for Cloud Computing. 2018. Available online: https://www.https://www.gartner.com/en/documents/
3884671 (accessed on 14 October 2021).

Diamanti. 2018 Container Adoption Benchmark Survey. 2018. Available online: https://diamanti.com/wp-content/uploads /20
18/07/WP_Diamanti_End-User_Survey_072818.pdf (accessed on 12 October 2021).

Forrester. The Forrester New waveTM: Enterprise Container Platform Software Suites. 2018. Available online: https:/ /cloud.
google.com/containers/ (accessed on 18 October 2021).

Kubernetes. Production-Grade Container Orchestration. 2019. Available online: https://kubernetes.io/ (accessed on 18
October 2021).

Nguyen, T.A,; Min, D.; Choi, E.; Lee, ]J.-W. Dependability and Security Quantification of an Internet of Medical Things
Infrastructure Based on Cloud-Fog-Edge Continuum for Healthcare Monitoring Using Hierarchical Models IEEE Internet Things ].
2021, 8, 15704-15748. [CrossRef]

Basili, G.; Caldiera, V.R.; Rombach, H.D. The goal question metric approach. In Encyclopedia of Software Engineering; John Wiley &
Sons, Inc.: Hoboken, NJ, USA, 1994; pp. 528-532.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.

78



. drones

Article

Gusts Encountered by Flying Vehicles in Proximity to Buildings

Abdulghani Mohamed *{©, Matthew Marino 1, Simon Watkins !, Justin Jaworski 2

check for
updates

Citation: Mohamed, A.; Marino, M.;
Watkins, S.; Jaworski, J.; Jones, A.
Gusts Encountered by Flying
Vehicles in Proximity to Buildings.
Drones 2023, 7,22. https://doi.org/
10.3390/ drones7010022

Academic Editors: Ivana Semanjski,
Antonio Pratelli, Massimiliano
Pieraccini, Silvio Semanjski,
Massimiliano Petri and

Sidharta Gautama

Received: 27 October 2022
Revised: 19 December 2022
Accepted: 23 December 2022
Published: 28 December 2022
Corrected: 31 May 2023

Copyright: © 2022 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license (https://
creativecommons.org/licenses /by /
4.0/).

and Anya Jones 3

School of Engineering, RMIT University, Melbourne, VIC 3001, Australia

Mechanical Engineering and Mechanics, Lehigh University, Bethlehem, PA 18015, USA
Department of Aerospace Engineering, University of Maryland, College Park, MD 20742, USA
*  Correspondence: abdulghani.mohamed@rmit.edu.au

woON =

Abstract: There is a growing desire to operate Uncrewed Air Vehicles (UAVs) in urban environments
for parcel delivery, and passenger-carrying air taxis for Advanced Air Mobility (AAM). The turbulent
flows and gusts around buildings and other urban infrastructure can affect the steadiness and stability
of such air vehicles by generating a highly transient relative flow field. Our aim is to review existing
gust models, then consider gust encounters in the vicinity of buildings as experienced by flight
trajectories over the roof of a nominally cuboid building in a suburban atmospheric boundary layer.
Simplified models of fixed- and rotary-wing aircraft are used to illustrate the changes in lift and thrust
experienced by flight around the building. The analysis showed that fixed-wing aircraft experienced
a substantial increase in angle of attack over a relatively short period of time (<1 s) as they fly through
the shear layer at a representative forward velocity, which can be well above typical stall angles.
Due to the slow flight speeds required for landing and take-off, significant control authority of rotor
systems is required to ensure safe operation due to the high disturbance effects caused by localized
gusts from buildings and protruding structures. Currently there appears to be negligible certification
or regulation for AAM systems to ensure safe operations when traversing building flow fields under
windy conditions and it is hoped that the insights provided in this paper will assist with future
certification and regulation.

Keywords: turbulence; gust; UAV; urban; severe; limitation; survey; CFD; city; urban air mobility;
buildings; infrastructure; air taxi; advanced air mobility; certification; regulation; vertiports

1. Background and Objectives

It is well documented that aircraft of all sizes are adversely affected by turbulence and
gusts; as identified by the Federal Aviation Administration (FAA) and the US Transporta-
tion Safety Board as a leading cause of accidents—costing over USD 100M p.a. [1]. Severe
injuries are reported, such as those in the 2015 Air Canada flight AC088, which injured
21 passengers, including three children [2]; and 2019 Qantas Flight QF108 whereby 3 cabin
staff had head and neck injuries [3]. Accidents still continue to occur with more recent
ac-cidents that resulted in injured passengers [4] and even a passenger death [5]. As
the size, mass and speed of aircraft decrease, the susceptibility to turbulence and gusts
increases [6,7]; or in sum, due to lower wing loading [8]. Smaller general aviation aircraft
and helicop-ters also tend to fly more at lower altitudes within the Atmospheric Boundary
Layer (ABL) which is dominated by high turbulence intensities from ground protruding
structures [7,9]. This has led to reported accidents directly relating to turbulence [10-13].
Even the tran-sition through the ABL can be detrimental to aircraft that are designed to fly
at very high altitudes such as Facebook’s Aquila Uncrewed Air Vehicle (UAV) and Airbus’
Zephyr UAV, whereby both had fatal crashes due to turbulence and/or gusts [14,15].

The advent of Advanced Air Mobility (AAM) vehicles involves operating fleets of
UAVs in urban environments far more frequently than we have ever anticipated, for
the purpose of transporting parcels and passengers. This exposes the fleet of aircraft to
a wide range of challenging flow conditions; specifically large-scale gusts induced by
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urban infrastructure which can persist up to several kilometers away from the source
and interact in complex ways. AAM will more than often involve operation in close-
proximity to physical structures (e.g., inspection of infrastructure, or take-off and landing
operations from building rooftops). In the presence of large-scale gusts, significant flight
path deviations can occur, increasing risk of collision with objects. Aircraft collisions with
high-rise buildings is not unheard of [16], and the routine operation of UAVs in cities further
increases the risk of collisions. There is a need for both research and regulation efforts to
enhance safety and minimize the risk through considering vertiport and vehicular design.

The most relevant aspect of aviation to AAM is the operation of helicopters which also
fly in urban environments, albeit less frequently and with a human pilot onboard. Landing
on buildings poses a specific challenge in some cases, warranting further aerodynamic
studies and field wind measurements being prudent [17]. From a vehicular design stand-
point, the AAM vehicles” design and flight dynamics are different from the conventional
helicopter and airplane design which warrants an exploration into novel design features
and technologies that enable lower sensitivity to turbulence and precise maneuvering [1].
From a vertiport standpoint, the existing heliport infrastructure can potentially support
AAM; however there is a need for purpose-built buildings (for ease of public access and to
account for the autonomy of UAVs). The characterization of the flow fields for different
wind conditions around vertiports is warranted, similar to those conducted for heliports
[18-21]. New research is, thus, required to characterize the temporal and spatial variation
in the flow fields around buildings and vertiports. This will inform vertiport design and
site selection to minimize the risk imposed by the local wake of the building from affecting
flight safety as well as passenger ride quality.

In recent years, considerable attention has focused on measurements in ground-test
facilities or computations that replicate some idealized flow unsteadiness such as a pitching
and/or plunging maneuver or an imposed well-characterized gust [22-29]. However,
perhaps the most obvious gust problem for UAV flight is steady level operation, or at least,
intended steady level operation through the atmospheric boundary layer (ABL), where no
discrete obstacle (or associated wake) is present. Previous studies on UAV flight through
the ABL [30,31] have shown that three-dimensional (3-D) turbulent structures induce
particularly strong disturbances in UAV roll response owing to variation in effective angle
of attack along the wingspan. This disturbance in roll was also noted in comments from
pilots attempting to hold steady level flight in well-mixed turbulence [32]. Roll disturbances
not only degrade payload performance (particularly the blurring of images from optical
sensors) but may also lead to undesired flight path deviations. The most critical parts of
UAV urban operations entail flight in very close proximity to buildings and may include
entering buildings through windows or air vents or landing on their rooftops (see Figure 1).
Whilst the flow field around buildings has been extensively studied from a fixed reference
frame (e.g., by wind engineers for the purposes of structural loadings [33,34], dispersion
of pollutants [35,36], pedestrian wind comfort [37,38], etc.), there appear to be very few
studies from the reference frame of the moving aircraft and at the relevant frequencies [39].
We therefore examine this relative flow field with an overall aim to reveal the characteristics
of a “severe” gust for UAVs in close proximity to buildings.

In this paper we first review turbulence in the ABL to frame a taxonomy of gusts and
consider their relevance to UAVs. The more challenging flight environment for vehicles
passing through the local wakes of buildings is then considered and compared to flight
in the ABL. Flight in the urban environment is expected to yield gusts of high severity
(frequency and/or amplitude), most likely leading to unwanted, severe force spikes and
flow separation about the aircraft wing. While the problem is inherently 3D, we first
investigate a 2D longitudinal-only case by examining the relative flow near the centerplane
of the building. The outcome of this work is an assessment of the most basic research
question to characterize the urban environment: What are the disturbances in effective angle
of attack and relative flight speed magnitude in a flight-relevant urban gust encounter?
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Figure 1. Notional flow field about a building generated by atmospheric winds.

2. Turbulence

Turbulence is defined as a chaotic, random, highly nonlinear and unpredictable
flow [40]. In the atmosphere, the characteristics of turbulence are influenced by the thermal
stability of the ABL (adiabatic, or various degrees of stability). However, under strong
winds mechanical mixing tends to dominate the turbulence generation mechanisms and
thermal stability plays a smaller role. Thus, in the current work we ignore thermally driven
turbulent flows, as they only tend to dominate under light winds, which are unlikely to
generate severe gusts. The ABL extends from the Earth’s surface up to an altitude where
the wind is no longer influenced by the roughness of the ground, which may include
geological or civil structures. The mean wind speeds increase from zero at the Earth’s
surface up to the “gradient” wind speed, i.e., that which occurs at the gradient height,
typically 1-2 km depending upon terrain roughness. Above this height the air is generally
smooth, except for bursts of “clear air turbulence,” which are not considered here. The
ABL is well documented from stationary measurements for various purposes, including
meteorological and wind engineering studies (e.g., [41-43]). The interaction of the ABL
with obstacles such as buildings, bridges and other infrastructure will generate coherent
turbulence structures with length scales of a similar size to the obstacle, as depicted in a
3-D computational fluid dynamics (CFD) simulation shown in Figure 2, from [44]. The
building shown is nominally a cuboid of dimension 43 m, and the simulation includes
a representation of the velocity and intensity profiles in the approaching ABL. Figure 3
further illustrates the decaying nature of turbulence in an urban scenario, whereby the
coherent structures dissipate downstream of obstacles, and a well-mixed turbulent wake
then develops (as can be seen downstream of the building in the figure). These flow features
yield a velocity field with a broad spectral content that contains a wide range of length and
time scales.
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Inst. Velocity [m s?-1]

Figure 2. Instantaneous velocities in the atmosphere in an urban environment. Flow travels from
left to right. With the reference height and velocity as Us =3 m/s and ye = 10 m, this results in a
domain (average) Re of approximately 2.05 x 10° [44].
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Figure 3. The atmospheric environment in an urban location.

3. Prior Gust Models

Aircraft encounter different types of turbulence while flying through the ABL, and
there exists a significant body of knowledge relevant to manned flight focused on the
temporal and spatial characteristics of the flow environment that is well-removed from
local effects and (usually) from the influence of the ground. These prior works include
continuous gust models that represent the structure of the statistically random flow fluctu-
ations in the atmosphere as power spectral functions. These spectra allow for predictions
of the mean-square values of the flight vehicle and aeroelastic responses, provided that a
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transfer function between the gust and response can be established from deterministic or
other means [45,46].

The most common continuous gust spectra of Von Karman [47], as well as those
of Diederich and Drischler [48], Dryden [49]) are one-dimensional, i.e., they yield three
orthogonal velocity components at a single point, a restriction that neglects gradients in
the gust across the aircraft as well as any altitude-dependent wind shear effects. These
gust models are built up from the statistical theory and measurements of isotropic turbu-
lence. The von Karman model form interpolates between the isotropic scaling results of
Heisenberg [50] at low frequency and the higher-frequency scaling of Kolmogorov [51]
in the inertial subrange. The Dryden model instead assumes a functional form that fits
experimental measurements of the isotropic turbulent energy spectrum in the early stages
of decay; see Liepmann, Laufer [52] for further discussion and comparison of these gust
models. The choice of the simpler Dryden form over the more theoretically-grounded von
Karman model is largely a matter of engineering convenience; the correctness advantage
of the von Karmdan model is important only if significant spectral content relevant also to
the flight and aeroelastic dynamics is centered in the microscale range, a decade or more
above the integral scale break frequency where the isotropic inertial subrange begins [53].
The isotropic turbulence assumption, central to both models, is valid for turbulence at high
altitude. However, at lower altitudes relevant to UAVs/AAM (less than about 2000 ft),
anisotropic effects of the ABL without the influence of urban structures may be modeled
by adjusting the turbulence intensity and turbulence length scales in the isotropic models
according to empirical design specifications. Such specifications at low altitude for the von
Karmdn and Dryden models, as well as a discussion of more sophisticated gust models, are
organized by Standard [53]. Continuous gust models may be compared with traditional
discrete gust models including the sharp-edged gust and “1-cosine” gust used to establish
severe aeroelastic scenarios. However, if desired, one may readily construct a continuous
gust from a known series of discrete gusts [54], and the continuous and discrete models
may be superposed provided that the flow disturbances and resulting structural motions
are sufficiently small to retain linearity.

Flows within an urban environment are generally inhomogeneous, anisotropic, and
time-varying and, therefore, violate many of the core assumptions of traditional gust
models. Near the ground, turbulence length scales and intensities vary rapidly with altitude
and depend strongly on the terrain [55]; there is a lack of viable models to describe the broad
range of general turbulent flows possible in this environment. The introduction of AAM
and UAVs further complicates the modelling challenge of the urban environment. Wind
shears from the terrain and from multi-scale arrays of buildings produce longitudinal and
vertical gusts that generate significant roll and yaw moments, which must be characterized
and accounted for in the gust and vehicle dynamics models [56]. In the absence of buildings
and terrain, the length scales of the most energetic eddies in the ABL are much larger than
the UAV feature lengths, and the high-frequency content of the turbulence spectrum is
therefore expected to play a more significant role in the vehicle gust response. However, the
urban landscape affects this turbulent flow and can introduce gust length scales pertinent
to the air vehicle response. Furthermore, the gusts encountered by UAVs near buildings
may be large relative to the local background flow and can lead to catastrophic nonlinear
effects, such as stall-induced pitch-up. In light of these challenges, the next sections
survey experimental measurements and computational simulations to characterize the
three-dimensional gust fields of canonical urban landscapes and investigate scenarios of
vehicle trajectories in this environment.
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4. Turbulence Experienced by Moving Vehicles (Relative Turbulence)

Turbulence Intensity (Ti) is defined as the standard deviation of the fluctuating com-
ponent of wind velocity (1") divided by the mean wind velocity (U),

Ti=Y—1 = = 1)

The variation in the intensities and scales with height from the ground from a station-
ary perspective (i.e., with reference to the ground) is described in Watkins, Thompson [30],
and a database compiled from a wide range of measurements can be found in ESDU
85020 [57]. Movement through the turbulence field at different speeds and directions
changes how the turbulence is perceived by moving vehicles. The effect of a moving mea-
surement reference frame has been explored by Watkins and Cooper [58] for ground-based
vehicles, where two-component data (in the horizontal plane) obtained from hot-wire
anemometers mounted above a vehicle were compared for fixed and moving vehicle frame-
works. Turbulence intensities measured from the moving vehicle were found to be in good
agreement with those predicted from the measured vehicle-fixed data in relatively smooth
domains, well-removed from local wakes such as buildings. However, when data were
obtained in rougher terrains, which included traversing local wakes, a significant increase
in turbulence intensity was found in the data from the moving vehicle. The lateral intensi-
ties were considerably higher than values predicted from ground-fixed data, whereas only
slight increases in longitudinal intensities were noted. This result was attributed to the fact
that turbulence from a stationary perspective (referenced to the ground) was measured at
locations specifically chosen to be removed from local wakes.

Watkins, Milbank [6] extended this work to include three-component data obtained
from four laterally spaced, dynamically calibrated, multi-hole Cobra probes. This extension
was carried out to understand the turbulent flow environment of UAVs, whereby the lateral
separation between the probes could be altered to document the flow impinging at different
spanwise locations on a UAV wing. Data were collected over various types of terrain,
and under a range of wind speeds and vehicle speeds that included some data closer to
buildings than in earlier hot-wire measurements. The closest that the measurement tracks
came to buildings was about 5 m due to the vehicle being driven on public roads. The
study provided data relating the measured turbulence intensities to relative flight velocity
(Figure 4), demonstrating a reduction with increasing freestream speed. In the moving
case, the denominator in the turbulence intensity (Equation (1)), U, becomes V;, which is
the vehicle speed relative to the air (i.e., the wind speed). Figure 5 illustrates the vector
addition used to compute V,

Ve = V3 + V3 —2 Vi Vi cos® )

It is therefore important to differentiate between Ti and the Relative Turbulence
Intensity (J), which takes into account the relative velocity, V-

V/Z oo
J= (VW>=;W 6)
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Figure 4. The relationship between relative turbulence intensity | and flight velocity Vy [6].

Figure 5. Aircraft and wind velocity vectors.

5. Relevant Gust Characteristics

Excessively large gusts (i.e., those with length scales significantly larger than the
vehicle’s characteristic dimension) can often be considered quasi-steady, and their effects
are relatively easily compensated for [6]. Gust scales equivalent to or smaller than the
characteristic length are more deleterious and introduce significant asymmetrical forces
and moments. As a gust impacts the leading edge of an aerodynamic surface such as a
wing, the flow angle and velocity are altered, inducing variations in the load distribution
as illustrated in Figure 6. Gusts of a 3-D nature that are smaller than the wing span will
lead to uneven lift distribution over the wings, inducing a rolling motion. Lissaman [59]
demonstrated that a sinusoidal load distribution with a period relating to a dimension that
is slightly larger than the span of the aircraft results in the maximum roll moment.

Wing Load

Gusts smaller than wingspan
induce rolling perturbations

)
)
|
Large gusts
induce heaving
perturbation

L = Gust Length

Figure 6. Effect of gust length scale on wing loading. Adapted from Lissaman [59].
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Pitch Angle. degrees

Gusts in well-mixed turbulence are highly three-dimensional in nature and it has
been shown that out of the possible six degrees of freedom, rolling motion is the most
significant disturbing factor for UAVs [6]. Atmospheric measurements in well-mixed
turbulence removed from building wakes illustrate the three-dimensionality of gusts,
whereby significant flow pitch variations are evident across typical UAV wingspans or
rotor diameters. Figure 7a shows a typical time record of the angle of attack, a, recorded
by four laterally separated probes during a two-second sampling time, showing large
fluctuations of the order of £10°. At first, it might seem that there is a strong correlation
between the pitch angles measured from the four probes. However, closer examination of
the data presented in Figure 7b reveals that there are considerable differences, and at some
instances the variation is ~15° across probes with a lateral separation of 150 mm.
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Figure 7. Pitch angle variation: (a) 2-s sample (b) 0.2-s sample [6].

For fixed wings, Thompson, Watkins [60] showed that typical lateral variations in
« are more significant than the associated velocity magnitude variations in generating
potential rolling moments (using data from measurements of well-mixed atmospheric
turbulence close to the ground applied to simple wing strip theory). The experimental
work by Mohamed, Watkins [31] confirmed the high sensitivity of the roll axis to a variation.
For rotary wings, among the most relevant work was that conducted by Wang, Dai [61] in
which it was found that a variable pitch helicopter blade encountering a downward gust
experiences a significant reduction in thrust force. It was also found that the sharper the
gust, the more adverse the response is with respect to aerodynamic forces and structural
deflection. This behavior is particularly relevant when travelling through shear layers
at higher speeds, causing the relative encountered gust front to be perceived as a sharp
gust front.

6. Gust Taxonomy

It is desirable to approximate gusts as quasi 1-D or 2-D (see Figure 8) for fundamental
studies on the transient flow field around airfoils through, for example, pitch and/or plunge
motions in fundamental experiments. However, the reality of well-mixed atmospheric
turbulence is intrinsically three-dimensional in nature. Discrete gusts can be categorized as
either 1-D or 2-D in the streamwise or transverse directions. Streamwise 1D gusts involve a
momentary change in streamwise velocity. For example, as streamwise velocity increases,
the corresponding lift over an airfoil also increases, which if not corrected, will result
in a translation of the airfoil upwards (due to lift) and backwards (due to the increased
drag). Non-symmetric velocity changes along the span of a wing will result in a rolling
and yawing motion if not taken into consideration. It is worth noting that Thompson,
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Watkins [60], using a simple strip theory model, found that angular flow changes typically
have a tenfold greater effect on lift compared to the magnitude changes in atmospheric
turbulence. This behavior implies that travelling through a transverse gust will result in a
stronger generation of lift than from a streamwise gust.

\/\/\/\/\/v\/\y
1D Gusts I

2D Gusts
\/\/\/\/\/\/\/\ z -
y Flow
2D Gusts Direction
(Vortex) )

Figure 8. Dimensionality of gusts (modified from Diederich [62]).

7. Severe Gusts around Buildings: Case Studies

Let us now consider the flow field around a nominally cuboid building in a suburban
environment. At the juncture between the building and the ground plane, there is the
usual horseshoe vortex, perhaps with associated finer structures [63]. Near the building
rooftop, there is expected to be a separated flow with meandering shear layers of time-
varying position, width, and intensity. Depending on the building’s geometry and wind
direction, vortices may also be present near the rooftop. Using the taxonomy discussed in
the previous section, possible gust encounters by UAV flight in urban environments are
illustrated in Figure 9. Given that the angular flow changes typically have a greater effect
on sectional lift coefficient in contrast to magnitude changes [31], the most detrimental case
in this set is likely to be a transverse gust given the rapidity of the encounter with respect to
the flight trajectory. The latter scenario will therefore be the focus of a case study presented
in the remainder of this paper, whereby we use the flow field around a representative
cuboid building computed by Mohamed, Carrese [44] (see Figure 2) to estimate variations
in the lift and rolling moment coefficients of representative UAVs. The CFD simulation
representing an urban environment uses an Improved Delayed Detached Eddy Simulation
(IDDES) turbulence model. Mohamed, Carrese [44] validated the simulation by demon-
strating excellent agreement of the solution strategy with the experimental and large eddy
simulation (LES) data of similar but simpler cases. The validation cases examined were:
(1) developed channel flow, (2) flow over a backward-facing step, (3) flow over periodic
2D hills, (4) wall-mounted hump flow, and (5) trailing-edge separation over a hydrofoil.
Full details of the basis of these simulations can be found in [44] and comparison with
point-probe atmospheric measurements is carried out in [39,64].
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Figure 9. Schematics of possible gust encounters by a fixed wing UAV flying in the vicinity of
buildings. Note drawn to scale for illustration purposes.

In the simulation, inflow boundary conditions replicate the relevant velocity and
intensity profiles of a suburban ABL. Due to the mesh resolution near the building (~0.05 m),
the scales of the resolved turbulence are suitable for the UAV spans discussed in this paper.
Initialization of the IDDES simulation was provided using a steady-state k—cw SST model.
The RANS momentum field is converted to an instantaneous momentum field before
commencing the transient run. The pressure-based Non-Iterative Time-Advancement
(NITA) fractional-step solver is utilized, with bounded second-order temporal discretization.
The time step is normalized by the ratio of (l.o/Us) with a non-dimensional time-step of At*
=0.003 for the total time of the simulation t* = 600 with sampling statistics collected from
t* >200. An average wind speed of 3 m/s at a height of 10 m was used in the upstream
boundary condition representing the ABL, and the mean wind direction was normal to the
southerly face (i.e., along the x-axis in the figures below). The modelling requirements and
profiles for the ABL were obtained from the work of Blocken, Stathopoulos [65], and the
ABL velocity profile U(y) was estimated using

u) = (L) @

where u* is the friction velocity, Us and y« are the reference velocity and height, « is the
von Karman constant, and v is the equivalent aerodynamic roughness height. The profiles
for the turbulence kinetic energy k and specific dissipation w were estimated using;:

k(y) _ u*Z . CMfO.S (5)

w(y)=u"- C}fl'g’ K (6)
Yy
7.1. Flight Trajectory Modelling

Consider a UAV flying at speed Vy in close proximity to a building. Depending on the
flight path and the direction of the wind, a wide range of perturbations may be perceived
(i.e., the gusts experienced relative to the moving UAV will vary with flight path and
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wind). Severe gusts are taken to be those that result in a large step change in aerodynamic
forces or moments. Realizing that the atmospheric wind can vary from calm to extreme
(i.e., storm) levels, it is necessary to select a single atmospheric wind speed and direction,
then investigate flight paths relative to the building flow field that would generate the
severe cases.

We consider the flight trajectories outlined in Figure 10, representing two flight paths
towards the leading edge of the building (0° and 45° flight path angle), performed at
some height above the rooftop, thus encountering the shear layers shed from the building
structure. The 0° flight path represents the simpler case where the vehicle encounters the
gust head-on, and there are no gust-induced rolling moments. The 45° flight path provides
insight into the rolling moment that arises due to lift imbalance as one wing is immersed
into the shear flow before the other wing. In reality, the UAV’s trajectory will be influenced
by the flow field. We ignore these vehicle dynamics and any coupling of the vehicle’s flow
field with that of the building and assume that the vehicle acts as a massless point-particle
UAV. Thus, we assume “frozen” turbulence; that is, the computed wind field is sampled
at one instant in time, and the “turbulence” encountered by the UAV is the variations in
the relative flow field velocity as the vehicle proceeds in its idealized, steady level flight.
While such simplification is unrealistic from the viewpoint of airplane flight mechanics, it
is arguably sufficient to define a realistic “severe case” to be studied.

Figure 10. Planform view of flight paths considered in this paper.

The flow fields around a building were extracted from the CFD model (see Figure 11)
to identify the gusts encountered as perceived by a moving aircraft. These flow fields were
imposed on a simplified model of a fixed wing UAV in a way similar to that by Thompson,
Watkins [60] as well as an actuation disk model of a single rotor, in order to extract severe
cases during a straight flight path. The chosen aircraft speeds were 5 m/s and 15 m/s with
respect to the ground (i.e., typical velocities for UAVs).

The flow extracted from the CFD simulation is presented in this section. The wind
along a representative flight path (at fixed points along the flight trajectory) is shown in
Figure 12. The flow field for various heights is depicted in Figure 13, and the flow extracted
from the CFD simulation is given in Figure 14. The wind velocity is plotted as if it were
in polar coordinates following the convention shown in Figure 12. The “flow pitch angle”
is the direction of local flow at a i/H value of 0.0023 where / is the height of flight path
above the rooftop and H is the building height. The trajectory closest to the roofline is at
height ratio of i/H = 0.0023, or 10 cm above the roof, which is immersed in a boundary layer
of the building itself. This boundary layer is present even at the intermediate trajectory
height of i/H = 0.14, which is physically 6 m above the building. In this region, from 0 to
—1 on the abscissa of Figure 13, the wind speed is low, but highly variable. At h/H = 0.25
and 0.33, the flight trajectory is above this building boundary layer and the flow pitch
angle variation has settled down to a range within approximately 0-20°. The normalized
velocity is the wind speed magnitude normalized by the aforementioned 3 m/s reference
velocity. If the wind field were uniform and parallel to the building roof, the flow pitch
angle would be zero, and the “normalized velocity” would be a constant. Instead, there are
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considerable variations in both angle and magnitude. The angle variations are not to be
regarded as an angle of attack; at this point in the discussion, the airplane flight has not yet
been introduced in the analysis. (Figures 13 and 14 represent the shape of the gust flow
independent of the aircraft).

Velocity
6

N

-

0 50.00 100.00 (m) 0
[ E— —
25.000 75.00 [m sh-1 ]

Figure 11. CFD domain, whereby air flows in the positive x-direction. The transient velocity
magnitudes are shown in contour plots of the flow around the building located at the same plane of
the flight paths (travelling in the x-direction) in the vicinity of the rooftop.
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Figure 12. Encountered velocity vectors during proximity flight in the rooftop region of the building.
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Figure 13. Flow velocity angles and magnitudes at different heights in the vicinity of the building’s
rooftop. Note that normalized positions —1 and 0 denote the edges of the building.
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Figure 14. Velocity vectors along a representative flight path (#/H = 0.0023) in the rooftop region of
the building as extracted from CFD simulation.

The changes in velocity magnitude are greatest very close to the building’s top leading
edge, whereas the changes in flow pitch angles are smaller. From the results presented in
Figures 13 and 14, it is evident that a sharp increase in flow pitch angle at nondimensional
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position —1 on the abscissa exists at the trailing edge of the building. At the leading edge of
the building, 0 on the abscissa, the flow pitch angle drops sharply. The normalized velocity,
meanwhile, undergoes no change at the building trailing edge, but rises very sharply at
the building leading edge. This rise is closer to the building leading edge for lower h/H,
but it is essentially the same in magnitude for all trajectories up to #/H = 0.14 (6 m above
the roof). This implies that a large change in wind amplitude is experienced by the UAV
as it approaches the building edge, even if the desired trajectory is not particularly close
to the building itself. In the presentation of Figure 13, wind speeds and angles are the
result of the wind field computation, i.e., from a fixed reference frame. We next turn to how
the very same results affect candidate UAVs of various kinds, i.e., from the UAVs’ frame
of reference.

7.2. Estimations of Perceived Gust for Fixed-Wing

Now we consider the flight path of a fixed-wing UAV above the building roof as
indicated in Figure 12 at representative speeds of 5 m/s and 15 m/s. Consider how the
combined effects of flow angle and magnitude are perceived along one flight path by
superimposing the vehicle flight speed Vy onto the vertical speed Vet and horizontal
speed Vj,,i, of the wind, Vi and Vi, being the Cartesian analog of the “polar” results
given in Figure 13. The superposition of the flight velocity and wind speed enables the
relative velocity and angle of attack to be computed. The effective angle of attack, «(t), is
calculated using

Vvert )
a(t) =a +atan< 7
( ) 0 VV + Vhoriz ( )

The results for two nominal cruise speeds (5 m/s and 15 m/s), converted back into
velocity magnitude and angle of attack, are given in Figure 15. The immediately obvious
feature of Figure 15 occurs near the building leading edge, “0” of the abscissa. As expected
from Figure 13, the shear layer atop the building results in the worst-case perceived gust
encounter: at the lower flight velocity (5 ms~!) a ~#20° change in aircraft relative angle of
attack is accompanied by an approximately 50% increase in velocity magnitude, all over
a time increment of 0.25 s. At a higher flight velocity of 15 ms~!, the perceived angle of
attack is lower (~10°), accompanied by a 25% increase in velocity over a time increment of
0.11 s. Using a simple linear relationship between the incident flow changes (angle of attack
and relative velocity magnitude) and lift coefficient, and assuming a 2 lift curve slope and
an unperturbed flight path (i.e., steady level flight), this gust represents changes in Cy, of
8.5 and 2 for a flight velocity of 5 ms~! and 15 ms~!, respectively. For flight paths at 45°
(where one wing is immersed into the gust before the other) the roll moment coefficient C,,
presented in Figure 15 is calculated from the lift imbalance between the aircraft’s wings:

b
Cr, =5 *AC ®)

Cr, = M/qSb 9

Taking time lags into consideration, conventional attitude sensing and control systems
of a fixed wing UAV travelling at 10 ms~! will typically take 0.52 s to react (from sensing
to actuation) [7,66] which can be insufficient to mitigate this gust. The combination of
phase-advanced sensors, where flow, forward of the UAYV, is measured and used as a control
input [67], and novel control techniques may be needed [68] to achieve flight control in this
type of environment. Examples of the latter include rotations of the entire wing, leading-
edge control surfaces [68], or “fast flaps” at the trailing edge [69], which are intended to
deflect faster than one convective time, producing lift transients well beyond what would
be considered quasi-steady.
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Figure 15. Gust shape as perceived by a moving aircraft. And the resultant Cy in the vicinity of the
rooftop (from a simple strip theory model, utilizing transient flow data). Note that position 0 denotes
the physical edge of the building.

7.3. Estimations of Perceived Gust for a Rotor

For multirotor aircraft, gust disturbances do not affect the aircraft in the same manner
as fixed wing aircraft, especially in forward flight versus hover. This difference is due to the
nature in which lift is created via its rotors and the forward motion flight state that requires
a multirotor to tilt forward the rotors to generate forward speed. The purpose of this
section is to explore the effect of the encountered gust on the total thrust generated while
being agnostic about geometrical features of the rotor. This approach is key to making
the analysis non-specific to a particular rotor and configuration but more generic and
applicable to different multirotor configurations and even hybrid vehicles (i.e., fixed wing
with rotors for Vertical Take-Off and Landing, VTOL). We will therefore use momentum
disk theory and consider thrust of a single rotor. Aircraft designers can replicate this
study and approximate the moments around the center of gravity for any number of
rotors they intend to use. There are, however, limitations to this method, as it cannot
account for geometric interferences between rotors and/or lifting surfaces, stall conditions,
induced downwash effects from forward rotors, and other interactional aerodynamics of
the configuration it may be modelling. However, it is sufficient for purposes of analyzing
gust response within the context presented.

We consider two types of vehicles as outlined in Table 1 which represent two different
scales of rotorcraft. The first vehicle represents a relatively small quadrotor delivery
drone while the second is a larger octorotor AAM used for carrying human passengers.
The tabulated specifications are generic for purposes of the presented analysis for two
configurations which are likely to fly around buildings. The disk loading is determined by
the hover weight divided by the total rotor area.
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Table 1. Specifications of aircraft used for this analysis.

Parameter Specification
. Advanced Air Mobility

Delivery Drone Vehicle
MTOW 4kg 1683 kg

Disk Loading 14.14 kg /m? 35.68 kg /m?

Configuration Quadrotor Octorotor
Rotor Size (diameter) 0.3m 274 m
Flight Velocities 5ms~!, 15 ms™! 5ms~!, 15 ms ™!

A single rotor disturbance model is used and is shown in Figure 16. Similar models
have previously been used for turbulence and disturbance analysis for small multirotor
aircraft with success [70,71].

Wind Speed (V)
- w

Figure 16. Wind disturbance model for a single disk.
The total induced thrust of the rotor can be represented b
Ti = szVUi (10)

where the velocity components can be written as the induced velocity of the thrusting disk
(v;), the wind velocity (V), and the summation of the two vectors resulting in total induced
speed (V).

V="Vy+u; (11)

The wind disturbance model allows the oncoming wind vector to be separated into its
horizontal and vertical components to resolve the total induced speed vector using

V= \/(Vwcosai +0;)% 4 (Visina;)? (12)

where g; is the induced angle between the rotor disk and the relative oncoming wind
vector. As induced angle is influenced by the rotor tilt angle (¢) required for forward flight,
induced angle can be calculated using

a=7/2—¢ (13)

With no gust disturbance, the relative induced angle between the disk and the on-
coming wind vector is completely perpendicular (¢; = 77/2). A purely vertical gust would
result in a wind vector at zero or 7t radians with the thrusting vector parallel to the disk in
hover. Vertical disturbances affect the angle of the disk relative to the oncoming wind vector,
which allows oncoming gusts to approach the model between the angles of 0 < a; < 7.
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Tilt angles relative to the ongoing wind vector are calculated to be 34° and 63° using
forward flight speeds of 5 ms~! and 15 ms~! by resolving the induced angle from Equation
(12) assuming no wind gust disturbance. The upper flight velocity of 15 ms~! is regarded
as high in terms of the normal flight speeds of multirotor aircraft at this scale; however, we
offer this analysis to directly compare to the fixed wing case shown earlier. Referring to
Figure 17, large variations are seen in the relative induced angle of the flow relative to the
rotor. The most obvious effect can be seen at the buildings edge where larger variations of
relative induced flow angle cause significant changes to thrust. The variation in thrust is
more significant at the lower flight speed of 5 ms~!. The higher flight speed of 15 ms~!
yields lower thrust variance due to a higher relative thrust required to maintaining flight
and relatively lower gust vector. In other words, the faster the drone speed, the lower
overall effect of the gust on the rotor as the thrusting vector to maintain flight becomes more
dominant. Rotor thrust reactions to turbulence are more erratic and greater in magnitude
than lift variations seen for the fixed wing aircraft found in the previous fixed wing study
featured in this paper. On a rotor disk, turbulent flow vectors from all directions directly
influence the aircraft incidence angle, the thrust required for steady level flight, and any
perturbations which result in altitude loss or gain. All these directly influence the amount
of thrust produced and incidence angle of the rotor significantly.
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Figure 17. Gust shape as perceived by a moving thrusting disk of a delivery drone and the resultant
effects on induced velocity, thrust, and normalized thrust in the vicinity of the rooftop. Note that
position 0 denotes the physical leading edge of the building. T/T}, is the thrust required over thrust to
hover fraction.

The fixed wing aircraft seems to be more passively tolerant to turbulence (although
further experimental studies are required to explore this). Lower tolerance of rotary wing is
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assumed to be due to the loss in forward flight of the disk when traversing though the gust
resulting in increased power and induced velocity while inducing larger rotor tilt angles
to maintain attitude and flight speed. As both lift and forward flight is maintained by
propulsive means, large variations in power/thrust are required when each are influenced
and have a compounding effect when traversing through a gust.

Flight altitudes closest to the building produce the most unsteadiness in rotary wing
thrust variation, which is a direct result of the relatively thin shear layer producing a
relatively sharp flow vector change. These effects near the building are consistent with
the fixed wing aircraft in the previous analysis. We observe that upward gusts result in
additional thrusting force required to maintain flight speed and altitude, which is clearly
seen when the UAV experiences the large upward gust in Figure 17 at a normalized position
between —0.4 and 0. The induced flow vector is altered in this region and results in a
higher thrust production in the direction of flight. Flight altitudes of #/H = [0.0023, 0.047
and 0.14] demonstrate similar trends in thrust. All stabilizes when the disk traverses
past the edge of the building to free stream flow which is upwind of the building. Flight
altitudes of h/H = [0.25,0.33] involve flight through a less sharp gust as perceived by the
UAYV whereby less variations in thrust are observed. This is due to the UAV flying above
the shear layer and recirculating flow area caused by the leading edge of the building,
where only gradual changes in relative flow angle impinge on the disk. Unlike most fixed
wing aircraft, multirotor aircraft are inherently unstable and rely heavily on stabilization
through the variation of the thrust of each rotor. The response of the thrusting system
(i.e., propellor, motor, and controller) is the limiting factor in correcting for disturbances.
Slow-flying multirotor systems traversing through a building-induced gust will experience
a relatively high magnitude of thrust variation and will thus require an active stabilization
response to maintain steady level flight.

Figure 18 displays the same analysis presented in Figure 17 but for a larger AAM
vehicle capable of carrying a human passenger, thus resulting in higher disk loading and
thrust. Consequently, the vehicle is relatively less sensitive to the gust, whereby the induced
velocity through the rotor, the overall thrust, and the non-dimensional thrust (T/T}) all
show a lower thrust magnitude relative to the delivery drone. These changes are further
highlighted in the non-dimensional thrust subplot where the maximum variance near the
leading edge of building is AT/T}, > 0.4, while the maximum variance for the delivery drone
is greater at values of AT/T}, > 0.8 at the same flight altitude and speed of 5 m/s. Variance
in thrust magnitude is greater in all instances for the delivery drone relative to the urban
mobility vehicle. In both flight examples, the variance occurs more so in the locations of
highly separated and mixed flow featured at heights between 0.0023 < h/H < 0.14. Greater
heights show smaller flow vector variation, suggesting regions of flow that are out of
the turbulence shear layer. For both vehicles, the turbulence effects cannot be neglected
and require active turbulence mitigation through autopilot stabilization. The suitability
of stabilization systems depends on the actuation speed achievable for the given scale of
the aircraft. Higher actuation speeds will reduce the sensing-to-actuation time-lag which
thus enables the vehicle to mitigate sharper and higher-amplitude gusts. Light-weight
rotors, high-torque motors, greater excess thrust, and power will all contribute to required
turbulence reaction speeds.
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Figure 18. Gust shape as perceived by a moving thrusting disk of an advanced air mobility vehicle,
and the resultant effects on induced velocity, thrust, and normalized thrust in the vicinity of the
rooftop. Note that position 0 denotes the physical edge of the building. T/T}, is the thrust required
over thrust to hover fraction.

7.4. Airframe Design and Certification Considerations

Considerable recent published work has considered the alleviation of gust loads on
aircraft [72-76] and in some cases even harvesting it [77-79]. Severe gusts around buildings
can pose a major challenge for flight of different vehicular scales and configurations. Smaller
UAUVs are more sensitive to the disturbances, however larger UAVs are still affected albeit
to a lesser extent. The latter will depend on the relative magnitude and scale of a gust
with respect to the aircraft’s scale. Also, the UAV configuration (rotary vs fixed wing) will
respond differently to the disturbances. Hybrid configurations which have a combination
of lifting surfaces (i.e., fixed wing) and an array of thrusting disks (i.e., rotary wing) are
well suited for close proximity flight to buildings. However, there is a spectrum of design
possibilities which require careful design choices to truly alleviate the disadvantages of both
fixed and rotary wing. Further research is required to identify the intrinsic aerodynamic
deficiencies of these hybrid configurations and what are they particularly susceptible to. For
example, fixed-wing craft will stall if flown too slow, while rotary wing craft are susceptible
to the vortex ring state and weather cock stability. Some deficiencies may be resolved
with hybrid configurations while others may persist or even give rise to new deficiencies
especially during hover. Vehicles with large surface areas facing the wind direction (e.g., tilt
wings) will experience significant attitude control and flight-path tracking challenges due
to the relatively large forces generated by these surfaces. Such designs should be avoided
where possible if a UAV is expected to fly at low speeds near buildings and gust-generating
infrastructure. The frontal projection area of the UAV regardless of the configuration
needs to be minimized most critically during proximity flight. This may be even achieved
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through active wing area reduction, but the structural and mechanical challenges of an
airframe capable of reducing area or changing its wing planform. This design challenge
is complex but not impossible. There are also other means of mitigating turbulence and
gusts through the control systems [80-82], aerodynamic configuration [68,83-86], and novel
sensors [66,67,87]. Counteracting such flow disturbances comes at the cost of increased
weight and power demands which will affect range and battery consumption. The question
then becomes, how smooth of a flight will the passenger demand? How much control will
we need to give to the pilot and/or the system?

As a hybrid UAV flies slow and in proximity to a building, any fixed wing control
surface on the airframe become ineffective in controlling attitude due to low speed. The
effectiveness or relative force of control surfaces reduces by the square of the flow velocity
it is exposed to. In this case the UAV relies mainly on the rotary wings for lift and attitude
control. There are opportunities for unconventional fixed wings designs to increase the
control authority and rapidity [84,85], however the rotary wings will be required to achieve
the majority of the control and lifting work in such scenarios, and therefore require the
ability to rapidly adjust thrust to mitigate any gusts encountered. Variable-pitch propellers
are effective in generating rapid actuation and more efficient thrust vectoring to enable
the vehicle to approach a vertiport at low approach speeds with more control authority
and stability.

From a certification standpoint, AAM airframes need to demonstrate the ability to
counter attitude disturbances and flight path deviations for a reasonable range of wind
speeds and gust conditions to make AAM operational for the majority of the year despite
weather. Coping with high wind speeds, certification should include a demonstration
of limits on the angular perturbations allowed in the vehicles’ three axes during the
highest operational wind and gust magnitudes. These angular limits should be selected to
ensure that the physical extremities of the vehicle do not collide with the vertiport during
touchdown or take-off. Limits should also be imposed on how much flight-path drift
occurs for a range of wind and gust speeds to reduce risk of collision with infrastructure.
Airframe manufacturers can either conduct physical experimentations to demonstrate
compliance with the limitations imposed or utilize numerical-based modelling (with a form
of validation) [61].

Helicopter certifications requirements rely on the presence of human pilots on board
that can assess hazardous situations. Regulations for autonomous UAV operations in cities
(especially large air taxis) will be different and rely on measurable numerical thresholds,
which are used by the flight control system for automated decision making and planning,
given there is no human-in-the-loop to make such rapid judgments:

e  “Operating in close proximity to obstructions can lead to recirculation and loss of
performance. Aerodromes, geographically situated in hilly, mountainous areas, in-
cluding certain coastal regions, can be subject to hazardous turbulent conditions in
moderate to strong wind conditions. Pilots should be aware that, in certain cases,
aircraft performance can be severely affected. History has shown, in extreme cases,
that turbulence has prevented the aircraft from climbing or being controlled near the
ground and has also caused structural damage”.

e  “In winds below 15 kts, the turbulence may be experienced in the lee of an obstruction,
vertically to about one third higher than the height of the obstruction. Above 20 kts,
turbulence may be experience on the leeward side of an obstruction to a distance of
10-15 times the obstruction height and up to twice the obstruction height above the
ground”.

e  “During take-off or landing in gusty wind situations where wind shear is likely to be
present, may require a greater power margin to deal with varying power demands
or an unexpected loss of airspeed and accompanying sink. Large anti-torque pedal
inputs to maintain directional control also act to reduce the excess power available”.

Regulations for autonomous UAV operations in cities (especially large air taxis) will
have to be more detailed and require the reliance on measurable numerical thresholds,
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which are used by the flight control system for automated decision making and planning,
given there is no human-in-the-loop to make such rapid judgments.

7.5. Vertiport Design and Certification Considerations

Currently, a small body of knowledge exists around specific heliport requirements
that deal with the surrounding turbulence levels from nearby buildings [13,88,89]. There
also exists some regulations that can be used as a basis to guide the design and location
of vertiport landing infrastructure [20,89]. A turbulence criterion was introduced for
helicopters to ensure safe flight is maintained [89]. The criterion sets a threshold on the
standard deviation of the vertical flow velocity, which results in a high helicopter pilot
workload. Mentzoni and Ertesvag [88] later suggested the use of turbulence energy instead
as a criterion, arguing its benefits over the standard deviation of vertical velocity. Similarly,
a new criterion or threshold is needed for the autonomous operation of AAM vehicles,
which relies on the limitations of the flight control system instead of the workload of
human pilots. The results presented here have implications for vertiport design and a
similar analysis can be used to identify thresholds for such a criterion.

Most of the research on building aerodynamics presented in the literature focuses on
surface pressure measurements for predicting facade loadings. However, the advent of
AAM requires a unique understanding of the velocity field induced by the interaction of
the wind with the building on which UAVs will be operating form. Specifically, the shear
layers that form and their impact on flight. A thorough characterization of the flow field
for different wind directions is essential for each vertiport to be designed since each one
will have a unique flow environment. Similar methods and tools, such as those used in the
field of wind engineering, can be used.

Vertiport designers will need to avoid design features that generate turbulence or sharp
gusts of high amplitude and of length scales that are detrimental to UAVs. A few studies
explore this area [13,19,21,90]; however, more research is needed, with full-scale validation.
There exists a body of knowledge on designing wind sheltering systems (such as porous
fences) for road and rail vehicles which will be relevant. Similarly, building design features,
such as round corners and porous deflectors near rooftops, can help reduce the sharpness
of the perceived gust, which translates to a lower actuation requirement, thus providing
a UAV’s flight control system with more time to react and counter the flow disturbance.
Another key parameter is the unobstructed air gap below the landing platform, which will
also influence the severity of the shear layer by allowing more air to flow underneath the
platform. The ideal height of the air gap will be different for each building since it is a
function of the building’s geometry. A 1.8 m minimum air gap is cited by the FAA in the
Heliport Design Advisory Circular AC 150/5390-2D [91]. The document points to research
published in FAA /RD-84/25 [19], but it is unclear how the 1.8 m criteria were derived.
Regardless, there is enough justification for exploring a new threshold for AAM vehicles.
The new US Federal Aviation Administration (FAA) guidelines for vertiport design has
a small section on turbulence with high-level recommendations on using turbulence-
mitigating design measures [92]. As technology matures and more research is conducted in
this area, specific metrics and criterion can be included in future revisions of the guidelines
providing design standards, which will need to be met. It is also strongly believed that
aviation authorities should provide their own guidelines and regulations on turbulence and
gust thresholds around vertiports instead of relying on existing building guidelines and
regulations (e.g., [93]), which focus on reducing adverse wind effects that affect the quality
and usability of outdoor spaces and pedestrian comfort. The modeling and measurements
for the latter are very different from that required for AAM flight paths around the buildings
from a probe placement and mesh refinement perspective.

Modelling building aerodynamics and the local flow fields can be performed using
classical wind tunnel methods on scale buildings, or utilizing CFD similar to that presented
here. There is a need to provision for the surrounding wind environment and its interaction
with not only the vertiport structure but also neighboring structures which will have an
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impact on the local flow field [19] and can result in overspeed regions which are difficult to
predict. An additional analysis, which can complement wind tunnel testing and CFD, is
full scale measurements using airborne wind anemometers such as the one developed by
Prudden, Fisher [94]. A swarm of such sensors are ideal for rapid simultaneous measure-
ments that can map out the flow field accurately at full scale and later used for validation
of CFD or comparison with scale experiments to account for any Reynolds number effects.
Given the mobility of such systems, it can also be used to measure the perceived gust along
the flight paths of UAVs.

8. Concluding Remarks

UAVs used for both delivery and human carrying systems are being introduced
internationally and are intended to integrate into various civil domains. Urban and city
environments provide the greatest operational challenge due to the safety considerations
of operating in highly populated environments. Under even moderate winds, landing and
take-off maneuvers are subjected to high levels of turbulence intensities and gusts that
will impact the stability and control of these vehicles. Furthermore, the integral length
scale of turbulence may be such that they are similar to the scales of UAVs; these will
provide considerable control challenges in holding relatively steady flight. We are guided
by existing literature on helicopter landing and take-off procedures, which is not extensive
and is lacking in terms of autonomous operation. Minimization of turbulence and gusts
via building or vertiport design are limited and warrant further research.

In this paper we used a CFD simulation of the ambient wind field around a nominally
cuboid building in a suburban atmospheric boundary layer. Unperturbed flight paths
near the building’s roof were superimposed onto the simulated wind field. A possible
worst-case gust for the specified wind speed and building geometry was identified when
the flight path traverses the shear layer from the building’s top leading edge, resulting
in significant lift force variations. The analysis showed that UAVs would experience a
substantial increase in angle of attack over a relatively short period of time (<1 s) as they fly
through shear layer at a representative forward velocity, which can be well above typical
stall angles. Due to the slow flight speeds required for landing and take-off, significant
control authority of rotor systems is required to ensure safe operation due to the high
disturbance effects caused by localized gusts from buildings and protruding structures.
The analysis is then flowed by regulation and certification recommendations for AAM
vehicles and vertiports.

CFD simulation of atmospheric flows is challenging and warrants experimental vali-
dation via collection of careful gust measurements either in a wind tunnel environment or
by flying aircraft, which should be fitted with responsive anemometers capable of resolving
turbulence length scales smaller than a UAV’s characteristic length [94]. The resulting
datasets, both computational and experimental, should be interrogated to identify two-
and three-dimensional severe gusts. Subsequent work should include furthering the un-
derstanding of the transfer functions between a gust flow and the resulting aerodynamic
response of the UAV, which could then be used to understand disturbances and control
methods to minimize them. This paper used computational gust data to develop basic
disturbance models to understand the response of a fixed wing and thrusting disk. In
both instances, the effect of a gust around a cuboid building is significant and may cause
significant flight perturbations that cannot be ignored. Furthermore, for larger UAYV, the
magnitude of corrective control required must be acknowledged and considered in the
design phase when such vehicles are developed.
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Abstract: Urban air mobility requires safe and efficient airspace management, as well as effective path
planning and decision-making capabilities to enable access to the urban airspace, which is predicted
to be very densely populated. This paper tackles the problem of strategic and tactical path planning
by presenting a framework specifically designed for accounting for several constraints and issues of
the urban environment. Multi-objective and multi-constraint planner algorithms are developed to this
aim, along with an innovative method for information simplification and manipulation. Navigation-
aware and optimized trajectories were retrieved from the strategic approach. Tactical path planning
was developed using three approaches that react differently to unpredicted conditions. The entire
strategic—tactical pipeline was tested in two real-world use cases, representing common missions in
urban environments, such as medical delivery and short-range air taxi. The results demonstrate the
effectiveness of the proposed methodology in generating the strategic path and show the different
outcomes of the proposed tactical approaches, thus highlighting their advantages and drawbacks.

Keywords: path planning; urban air mobility; tactical path planning; strategic path planning; urban

airspace; urban maps; urban airspace constraints; test cases

1. Introduction

The market of unmanned aerial systems (UAS) has witnessed a rapid growth in the
last decade, fostering research towards innovative algorithms and instruments to enhance
their reliability, autonomy and safety. Urban air mobility (UAM) represents the next frontier
of the UAS market, and a huge effort is being carried out in that direction in view of a wide
variety of applications. As an example, missions such as urban taxi [1], inspection and
surveillance [2] could experience a significant performance improvement (e.g., reduction of
mission time) if performed by highly autonomous unmanned aerial vehicle (UAV). The
development of urban air mobility will completely change our cities with a huge quantity
of UAVs that require to be accommodated in the airspace. The increased UAV density also
calls for new regulations [3] that are being developed to bridge the gaps between novel
technologies and urban safety requirements [4]. In this framework, path planning and
traffic management tasks are of paramount relevance to meet these safety requirements
and enable UAV access to a traffic dense airspace.

UAV path planning, aiming to define the best route from a start to a goal point, is
a widely discussed problem in the open literature, and several algorithms have been de-
veloped to specifically accommodate mission needs. In general, path planning requires
accounting for UAV dynamic constraints, energy consumption (and thus wind and weather
conditions [5-8]) and fixed and mobile obstacles to meet safety and effectiveness require-
ments [9]. When it comes to urban scenarios, navigation issues can arise for vehicles using
the classical GNSS/inertial fusion scheme due to the non-nominal GNSS coverage condi-
tions, which is experienced next to buildings and infrastructures. Indeed, these structures
cause GNSS signal shadowing or deviation, leading to either signal obstruction or multi-
path phenomena, respectively. In these scenarios, path effectiveness, should also account

Drones 2023, 7, 11. https:/ /doi.org/10.3390/drones7010011 105

https:/ /www.mdpi.com/journal /drones



Drones 2023, 7,11

for the capability to follow the planned trajectory while keeping a bounded navigation
error and fulfilling the required navigation performance (RNP) [10]. Conversely, safety
requirements are also linked to the need for minimizing the ground risk [11]. Several
works in the open literature have addressed planning problems by accounting for ground
risk mitigation [12,13], GNSS coverage fault [14], wind condition and its effect to energy
consumption [6]. Nevertheless, an integrated framework which tackles all these aspects
altogether is required to effectively enable safe access to the urban airspace.

The “SMARTGO” (gnsS-enabled urban air Mobility through Ai-powered environment-
awaRe Techniques for strateGic and tactical path planning Operations) project [15], funded
by the Italian Space Agency (ASI) and carried out by a consortium composed by the
University of Naples “Federico II” (as coordinator), TopView S.r.l. and Euro.Soft S.r.L
aims to develop strategic and tactical path planning algorithms that can handle several
information levels to meet urban environment requirements and constraints. Besides path
planning approaches, the project also aims to gather and synthesize relevant information
about the urban environment useful for path planning and at defining innovative U-
space services based on the project outcomes. Data gathering includes processing satellite
images with innovative algorithms, which are also based on artificial intelligence for terrain
classification and ground risk estimation. Tackling both planner design and information
gathering bridges the gap between data retrieval and usage and ensures information
collection and representation is specifically tailored to planner’s needs.

This paper briefly describes the main algorithmic outcomes of the project in terms of
path planning and focuses on the application of the entire algorithmic chain to real-world
test cases that have been specifically identified for the project’s needs. A brief overview
of the project and a preliminary version of both the strategic and tactical algorithms have
already been presented in [15]. Then, a more detailed version of the tactical framework
and the developed approaches to tackle with unpredicted events during flight has been
described in [16]. In addition, a detailed description of the strategic path planning algorithm
isreported in [17]. This work extends the previous contributions of the authors by providing
the following innovative points:

1. It describes the final version of both tactical and strategical path planning algorithms.

2. It provides a systematic approach to deal with tactical planning and its multiple
alternatives to overcome any type of unpredicted event.

3. Itanalyzes the tactical and strategic results on relevant environments by applying the
entire strategic—tactical path planning flowchart and also highlighting the strategic
path selection approach.

The remainder of this paper is structured as follows. Section 2 analyzes the constraints
to be taken into account at both tactical and strategic level while also detailing the pro-
cedure for information retrieval. Both strategic and tactical path planning algorithms
are summarized in Section 3. Test cases and their related information to be used at path
planning level are reported in Section 4, and Section 5 shows the tactical and strategic path
planning results. Finally, Section 6 draws conclusive remarks.

2. Environment and Vehicle Based Constraints

Risk, weather and no fly zone information, as well as 3D geometries, mobile obstacles
and vehicle specifications and constraints must be taken into account to plan for a safe
and effective path. Vehicle-based constraints include maximum airspeed and flight path
angle, as well as battery capacity, maximum allowed wind velocity and navigation system
performance. Environment-based constraints can, in general, be divided into two categories
depending on whether they are connected to the airspace or not. Airspace-based constraints
include (but are not limited to) no-fly-zones, maximum and minimum flight altitudes, traffic
information, contingency landing site location and possible airspace structure and/or speed
rules, as foreseen, for instance, in the geovectoring approach [18]. On the other hand, the
other environmental constraints include general information about the scenario such as 3D
geometry, weather information and estimate of ground risk.
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Because the majority of the developed planning approaches are designed to deal with

spatial based information, SMARTGO information gathering and organization aims at
simplifying most of the aforementioned sources in multi-dimensional maps. This is done to
reduce the information processing to be carried out at the path planning level. Specifically,
the following maps are defined and used as planning inputs:

1.

3D map with fixed obstacles and no fly zones. Fixed obstacle maps are obtained
from publicly available representation of the environment available on open source
platforms, such as CityGML [19] or OpenStreetMap.

Risk map. A 2D map that contains information about level of risk associated to each
latitude and longitude coordinates. It is computed from satellite images and GIS
databases. As detailed in [15], risk map retrieval first uses satellite imagery to classify
terrain with a VGG16 convolutional neural network (CNN) [20] trained with the
EuroSAT database. Then, information from the GIS database and building footprints
is integrated to further segment terrain classification and localize critical structures,
such as power plants, railway stations, subways, airports and hospitals. Level of risk
going from 1 to 4, with increasing damage entity forecasted in case of vehicle fault, is
extracted from segmented information of the terrain so that:

a. Class 1 includes low-risk areas such as natural and rural ones;
b.  Class 2 includes industrial areas characterized by low people density;
C. Class 3 includes urban environments. In this scenario a subclassification is per-

formed to distinguish between buildings and populated areas such as squares
and streets;

d.  Class 4 includes critical infrastructures (e.g., train stations and hospitals) and it
is again divided in various subcategories.

An example of risk level over a portion of Naples city (Italy) is reported in Figure 1.

Landing site maps are 2D maps containing cost information, which increases as the
distance from the contingency landing area increases.

Weather or wind maps are multidimensional maps corresponding to each ground
point information about wind intensity and direction in terms of azimuth and ele-
vation. In this work, the wind dependency on altitude is not considered, which is
consistent with currently available weather maps.

GNSS coverage maps. GNSS coverage maps are defined with the aim of spatially
representing the information about navigation performance, thus avoiding the need
to propagate navigation error covariance during the path planning process. Indeed,
the navigation performance of the majority of UAVs (which are usually implementing
INS/GNSS data fusion) is strictly connected to both the inertial instrument specifics
and GNSS coverage. A GNSS coverage map is a 2.5D map connected to the dilution
of precision (DOP) level, defining the elevation at which the DOP becomes smaller
than a certain threshold. As the GNSS constellation varies as a function of time, a
time-varying GNSS coverage map is expected over a selected time interval. The
approach followed in the SMARTGO project samples the time interval and defines
an elevation map for each sample. The so-defined elevation maps are merged in a
worst-case logic to have a constant GNSS coverage map to be used during the whole
mission time. Several GNSS coverage maps can be defined as a function of the selected
DOP threshold. As an example, Figure 2 shows three GNSS coverage maps obtained
over a portion of Naples city center with different colors. It can be noticed that the
map’s offset with respect to the buildings reduces as the selected DOP threshold (i.e.,
D) increases. Computing each GNSS challenging map can be very time demanding if
a very large scenario is considered. However, in many cases, the need for detailed
GNSS coverage maps may arise only in proximity of take-off and landing areas. The
approach followed in the SMARTGO project uses this idea, thus estimating the GNSS
coverage maps only in the surroundings of the start and the end point and assuming
the map altitude is equal to the terrain plus an offset in the other areas.
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Traffic information is provided via vehicle-to-vehicle (V2V) or infrastructure-to-
vehicle (I2V) communications. This work assumes the entire flight plan of the other
vehicles is fed to the ownship both in the strategic phase and during the flight. Flight
plan information of the intruder is stored in 3D time-varying occupancy maps, de-
tailed in [16]. N occupancy maps varying with time are used to prevent continuously
checking for intruder possible collision, each one covering a time interval equal to At.
The n-th occupancy map is used for checking collision in the time segment going from
th_1 to t, (ty = to + nAt, being t, the starting time of the mission). The representation
of the intruder in each occupancy map is given by its path during the associated
time interval enlarged with time and spatial margins. The nature of traffic maps
allows them to be merged with the fixed obstacle maps so as to speed up the collision
check operation.

Figure 1. Risk map over a portion of the Naples city center, Italy.
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Figure 2. GNSS coverage maps as a function of the DOP threshold. D; < D, < D3.

3. Path Planning Framework

Planning framework, whose flowchart is shown in Figure 3, foresees two phases, i.e.,

the strategic phase (detailed in Section 3.1), which is aimed at evaluating an optimized
trajectory for the UAV before the flight, and a tactical phase (described in Section 3.2),
which continuously checks the trajectory during the flight and takes action in the case an
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unpredicted event occurs that compromises the trajectory safety and effectiveness. The
need for decomposing the planning approach in two phases [21] comes from guaranteeing
path optimality while reducing the computational cost during flight, as tactical replanning
is only demanded at finding deviations from the nominal (strategic) trajectory. To ensure
the latter condition, a strategic path planner must be carried out with the largest amount of

available information, following the better-informed, better-planned logic.
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Figure 3. Strategic and tactical planning flowchart.

Both strategic and tactical solutions are conceived to deal with all the set information
reported in Section 2, or a subset of them in a scalable and adaptive way. Due to the large
amount of information to be dealt with and the huge dimension of the scenario where
the planner is considered to operate (with mission ranges in the order of few kilometers),
sampling based approaches, such as rapidly exploring random trees (RRT) [22] and its
modifications, are preferred in this work to graph search method, such as A* [23] because
of the high cost linked to sampling all the nodes belonging to the environment. Feasible
segments to add to the solution tree are those which:

are not intersecting with any fixed (including NFZ) or mobile obstacle;
are compliant with the battery capacity and with the maximum velocity and flight
path angle limits;

e have an altitude between the maximum and minimum flight altitude computed above
the ground level;
never lie below the GNSS coverage map used as reference;
do not enter in areas whose wind intensity is higher than the one the UAV can tolerate.
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3.1. Strategic Path planning

The strategic path planning approach developed within the SMARTGO project is
characterized by two steps, which are depicted in Figure 3. The first step is based on a
custom version of the batch informed three (BIT*) algorithm [24] embedded in the open
motion planning library (OMPL) framework [25]. More details about STEP I algorithmic
implementation are provided in [17]. Both constant (e.g., fixed obstacles and NFZ, landing
site, risk and wind maps, as well as GNSS coverage volumes) and time varying information
(i.e., traffic) are used as input in this step. The final path is a 4D trajectory which is
constrained to the feasible trajectory conditions reported in Section 2. An optimized
trajectory is obtained by minimizing:

f(s) = asCs(s) + a;Ci(s) + a,Cr(s) + awCu(s) 1)

Costs Cy and weighting factor ay can be referred to path length (s), landing site (I),
risk (r) and energy (w) information. Landing site and risk costs are obtained by integrating
the normalized version of the landing and risk maps along the trajectory. Energy cost is
obtained by using a simplified model based on rotor theory and described by [17]. Cs
represents the path length.

STEP 1 is repeated several (J) times, while the GNSS coverage map input changes as
a function of the DOP. The second step selects the minimum cost solution among the |
available ones. The trajectories are first smoothed with polynomial trajectory planning [26]
and then navigation state covariance propagation is performed to verify path navigation
feasibility, i.e., the fact that positioning error is always lower than a positioning error thresh-
old (Apmax). Any solutions not fulfilling this requirement is discarded and the 4D strategic
(nominal) path is obtained as the one with minimum cost among the remaining alternatives.

3.2. Tactical Path Planning

Tactical planner is aimed at fast finding a path that can be followed by the UAV if
safety and effectiveness of the strategic path are jeopardized during the flight. Optimality
is non-accounted for at this level, and the first feasible alternative is considered as tactical
solution. Therefore, all the information sources, which are only used for the aim of cost
definition (i.e., landing site location and ground risk) are discarded at tactical level, and
their modification cannot trigger any level of tactical replanning. Conversely, updates of
GNSS maps, fixed and mobile obstacles and wind conditions may call for trajectory update.
As far as wind modification is concerned, it not only alters the UAV energy consumption,
but it also modifies the zones in which the UAV is allowed to fly due to the maximum
admissible wind velocity. Tactical path planner assumes the ownship has a lower priority
than the other UAVs, so it has to maneuver in case of conflict. It implements three different
solutions, referred to as levels in Figure 3, that are specifically designed to counteract
several events that could occur during the tactical phase. The three levels are characterized
by an increasing level of computational complexity and their performance is summarized
below. For further algorithmic details, the reader is referred to [16].

1. Level 1is aimed at modifying the time history of the trajectory without altering its
geometry so as to keep the path optimality. Time history is modified by scaling down
the UAV velocity using an ad hoc scaling function, which decelerates the vehicle
before the encounter through a deterministic approach. Because spatial modification
of the trajectory is not foreseen in this approach, Level 1 can be only used for avoiding
mobile obstacle collision in the case of non-frontal confliction geometries. In addition,
despite the low computational time, this approach extends the mission time and can
be not suitable for vehicles whose nominal path requires an energy consumption close
to the battery capacity.

2. Level 2 provides spatial modification of the trajectory in the surroundings of the
location of the unfavorable event(s). The planner uses a customized version of the
RRT algorithm conceived as a global replanner that only provides a local modification
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of the trajectory because it is informed to return to the strategic path. The global
nature of this approach avoids sequential replanning if multiple unfavorable events
are experienced by the UAV, thus saving time. Due to the spatial modification of the
trajectory, this solution is not only able to deal with both fixed and mobile obstacle
geometries, but it can also be used to counteract wind velocity and GNSS coverage
maps alteration. The heuristic nature of the RRT makes this solution non-deterministic.
In addition, a higher computational time is experienced with respect to the previous
approach. However, since only a local modification is provided to the strategic path,
its optimality remains almost unaltered while also providing a small increase in flight
time, as demonstrated in [16].

Level 3 of the tactical planning provides a global modification of the trajectory starting
from its last non-corrupted point. From that point, a completely new trajectory is
recomputed with an algorithm still based on RRT, but not informed to return to
the strategic trajectory. This solution, which completely alters the path after the
unfavorable event, should be chosen when a significant modification of the flight
conditions has been experienced with respect to the scenario available at the strategic
level. Due to the similar algorithmic scheme, this level shares the same heuristic
nature of Level 2, as well as the higher computational time with respect to Level 1.

Among the proposed solutions, the one to be chosen during tactical phase is not trivial

to be identified. Although a simple geometry consideration can be made to deem whether
to use Level 1 solution or not, this is not true for the other two levels and their output must
be compared to this aim. Therefore, the tactical planner is conceived to run all the levels
sequentially and compare their solutions, if available, to choose the one with the minimum
cost. A flowchart of the tactical planning is reported in Figure 4.

NO G

7

. 1
Level 1 I

process : I NO
Isa

solution
available?

Selection
of the best
cost path

Level 2
process

YES
Level 3

process

Update the flight plan

Figure 4. Tactical path planner flowchart.

Level 1, which has the lowest computational cost, is the first to be run (it runs only if

compliant to the conflict geometries), then Level 2 is queried. The level sequence runs until
a timeout, and the tactical output is picked among all the available solutions at that time.
During the flight, the current path is checked for any unfavorable event (i.e., contingency).
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If the time to the contingency (t,y) is greater than the replanning timeout (t), the tactical
replanning levels are run sequentially and the best cost path is selected to update the
flight plan. In the case no available solution is found by tactical planning or ¢, < tr,
contingency landing actions are activated.

4. Use Cases

Strategic and tactical pipeline have been applied to two test case scenarios. The first
represents an urban air taxi problem, specifically designed to transport passengers from
airport to business center and port. The second scenario includes the delivery of medical
supplies from the mainland to an island, thereby saving time with respect to ship-based
transportation. Two scenarios have been identified in the Naples area and its surroundings
and are reported in Figure 5. Risk, landing site, wind and GNSS coverage maps estimated
with three different thresholds, i.e., D1 =2, D, = 3, D3 = 4 are reported both for air taxi and
medical delivery cases in Figures 6 and 7, respectively.

Airport

Business District Port | | Start Goal |

|_ 3D scenario

Area of GNSS challenging maps ‘ | I 3D scenario Area of GNSS challenging maps

Longitude

Top view Top view

3000

2000

1000

Lateral view Lateral View

3000 2000

40°53'N

14°16'E

1000 0  -1000 -2000 -3000 3000 2000 1000 O -1000 -2000 -3000
North {m) North (m)

Satellite Map Satellite Map

i Maxar, Microsoft

Longitude

0°52'N 40°51'N 40°48'N 40°46'N

Latitude Latitude
(a) (b)

Figure 5. Test case scenarios. (a) Air taxi scenario. Top, lateral view and satellite map. (b) Medical
delivery scenario. Top, lateral view and satellite map.
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Figure 6. Air taxi scenario. (a) Risk and (b) landing site intensity maps. (c) Top view of wind direction,
identified by blue vectors. GNSS coverage maps associated to (d) D1 =2, (e) D, =3 and (f) D3 = 4.

Because the two identified scenarios have a huge extension, the GNSS coverage map
has been computed only in a portion of the environment which is closer to the start or
the end point of the trajectory. They were obtained using a starting time of 11:30 UTC of
19th April 2022. A time interval of 20 min has been considered, with a time span of 5 min.
The ground grid has 5 m spacing. A uniform wind intensity of 5 m/s has been used for
both missions.
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Figure 7. Medical delivery scenario. (a) Risk and (b) landing site intensity maps. (c) Top view of
wind direction, identified by blue vectors. GNSS coverage maps associated to (d) D1 =2, (e) D, =3
and (f) D3 = 4.

The air taxi scenario is reported in Figure 5a. It envisages transfers from Capodichino
airport to Naples business center or port. The three locations have been represented on the
map with an asterisk, a cross and a circle, respectively. Both the top and lateral views have
been reported in the Earth north up (ENU) coordinate frame originated at 40°51'56” N,
14°17'20" E, as well as the rectangles where GNSS coverage maps have been computed.
For the sake of concreteness, the satellite map of the identified area is also reported. The
lateral view highlights the high slope of the scenario. A maximum flight altitude estimated
above the ground level and equal to 150 m has been assumed. Two missions have been
considered, i.e.:
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e  Mission 1. From Airport ([—511, 1290, 105] ENU coordinates) to Port ([—-591, —2541,
20] ENU coordinates).

e  Mission 2. From Airport ([—511, 1290, 105] ENU coordinates) to Business district
([—485, —950, 50] ENU coordinates).

The medical delivery scenario involves the Procida island and its closest city on the
mainland, i.e., Monte di Procida, which is about 4 km far. Even if several ship connections,
taking about 16 min, are organized in the summer season (from June to September), very
few transportations (twice a day and only on weekdays) are foreseen in the winter season,
making impossible to directly deliver urgent medicines. A dedicated drone service could
not only spare time but also be operated on-demand. The scenario extension (both in the
lateral and top view) and its satellite view have been reported in Figure 5b. The start and
arrival location includes a pharmacy in Monte di Procida (40°4720” N 14°3/0” E and 100 m
altitude) and the Procida local medical unit (40°45'25” N 14°1’11” E and 60 m altitude),
which are reported with a cross and a circle in the figure, respectively. A maximum flying
altitude of 150 m above the terrain level (or the sea level when the aircraft flies in the
Procida channel) has been assumed.

5. Results

Strategic and tactical planning have been carried out assuming as aircraft a DJI M300
RTK [27], whose main parameters are reported in Table 1. Navigation performance of the
IMU sensor has also been included, which is assumed to be the one of the medium grade
IMU HG1120CA50 from Honeywell [28]. The positioning error threshold is assumed to
be equal to 2 m so that any trajectory which overcomes this value at least once during the
flight must be discarded. In order to trigger every tactical level to output a solution, in this
work, tactical information is only limited to intruder trajectory updates. The entire path
planning pipeline results will be detailed in the medical delivery scenario, which involves
a single mission, in Section 5.1. On the other hand, results related to the air taxi scenario
are shown in Section 5.2.

Table 1. Vehicle specifics.

Constraints Value
Battery capacity & (mAh) 11,870
Maximum airspeed (m/s) 23
Max wind speed (m/s) 15
Cruise speed v (m/s) 10
Maximum Flight Path Angle a (°) 15
Max Positioning error APmax (m) 2
1 Acc. In-run stability (mg) 0.11
IMU Parameters Velocity random walk (m/s/+/h) 0.06

1 Only accelerometer parameters are included since navigation error covariance propagation is run with a
simplified approach.

5.1. Medical Delivery Scenario

Strategic path planning results are obtained using in STEP I ag = ay, =1, =4, a7 = 2
as weighting factors, thus privileging trajectories which reduce the ground risk and are
closer to the landing sites. STEP I paths are reported in Figure 8, along with the strategic
obstacles’ paths. A trajectory for each GNSS challenging map is obtained, with the cost
breakdown reported in Table 2. The costs are estimated over the smoothed trajectory
computed in STEP II. Results of trajectory flyability test (maximum trajectory positioning
error lower than Apmax) are also reported in the Table. All the trajectories are compliant
with navigation requirements, and D, (highlighted in green in Table 2), which minimizes
the cost function (f) is picked as the strategic (nominal) solution. Computational time of
each solution estimated on an Intel i7 pc with a 2.59 GHz processing unit has been also
reported in the Table, demonstrating the planner requires less than one minute for output
each trajectory.
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Table 2. Medical delivery scenario. Strategic solution costs breakdown.

Cost Functions (m)

GNSS Coverage Map Flvabl Comput.
Threshold Cs C, of Cuw f yable Time (s)

Dy 6650.7 1836.8 6472.8 7018.6 33,961.9 yes 53.0

D, 5440.8 1301.9 5098.4 5830.2 26,675.4 yes 55.3

D3 6384.0 1481.0 5807.1 6859.1 30,781.3 yes 60.3

Tactical deconfliction accounts for unknown (tactical) obstacles that the UAV has to
avoid during the flight. With the aim of testing tactical planner performance, these trajecto-
ries have been specifically designed in order to intersect the strategic path. Information
about these trajectories is transferred to the UAV by the U-Space Service Provider (USSP)
or via a vehicle-to-vehicle data link. This information, together with the UAVs flight plans
known in the strategic phase, must be taken into account to generate a safe and collision
free path. The trajectory costs obtained after tactical deconfliction are reported in Table 3,
along with the maximum navigation error, the computation time and the overall flight
time that (except for Level 1 approach, which experiences a huge time delay) does not
increase significantly. Using the same GNSS coverage map accounted for in the strategic
path definition as a boundary allows keeping the navigation error smaller than Apmax. As
expected, the lowest cost solution is the one associated with Level 2, which is specifically
designed to produce local variation from the strategic path by keeping its cost function
almost unaltered. Because the Level 1 3D trajectory coincides with the strategic one, all
the spatial based costs (risk, landing site and path length) are equal. However, this is not
true for the energy cost, which is increased due to the high waiting time to avoid tactical
obstacles. As far as the computation times are concerned, Level 1 solution, based on a
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deterministic approach, gives the smallest contribution. On the other hand, about 5 s are
required to solve the deconflictions for spatial based solutions. These values are compatible
with typical values of tactical replanning cut off time which is of the order of 10 s.

Table 3. Medical delivery scenario. Tactical solution costs breakdown.

GNSS Tactical

Total Max Nav Comp. Cost Functions (m)

Map Thr. Level Time (s) Err. (m) Time (s) Cs C, G Cuw f

Strategic

D, 5

3

543.5 1.19 5440.8 1301.9 5098.4 5830.2 26,675.4

1 1174.6 1.25 1.7 5440.8 1301.9 5098.4 6300.2 27,145.3

546.0 1.20 42 5457.5 1292.3 5110.4 5838.5 26,686.1
584.0 1.19 52 5958.5 1747.0 5484.7 62444 30,160.3

Tactical results are reported in Figure 9, either for spatial based solution (i.e., associated
to Level 2 and 3) and time scaling results (Level 1), which are depicted in Figure 9a,b,
respectively. Figure 9a shows both the lateral and the top view of the Level 2 and 3
trajectories by also reporting the information of strategic and tactical intruders (top view)
and the GNSS coverage map associated to the nominal trajectory, i.e., whose threshold is
D, (lateral view). The Level 3 solution has a larger deviation from the strategic path than
Level 2, as expected. This deviation from the optimal path produces an increase of the
trajectory cost. Figure 9b compares the velocity history of the strategic path with respect to
the tactical one, noting the huge delay produced by the time scaling approach. Indeed, the
ownship is slowed down twice and the avoidance of the second intruder produces a huge
velocity reduction (near to zero) and a very long waiting time to avoid collision.

¥ start X goal |

strategic intruders tactical intruders

Strategic solution Level 2 Level 3
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altitude of GNSS map (m)
Top view
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Velocity Norm
a
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Figure 9. Tactical solution—Medical delivery scenario. (a) Level 2 and 3 trajectories. (b) Level 1
velocity norm history.
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5.2. Air Taxi Scenario

Air taxi strategic paths have been obtained using the same weights of the previous
section. The strategic costs breakdown and computational time for the two missions are
reported in Table 4, where the nominal solution (i.e., the one having the minimum cost)
for each mission has been highlighted in green. A lower computational time (about 20 s)
is required in this case to obtain the solution, which depends on the different scenario
geometry. Mission 2 does not have the D; solution, because the point located in the business
center falls below its associated GNSS coverage map. The selected strategic path is the
one associated with D,. When mission 1 is accounted for, the lowest cost trajectory is the
one associated to Dy, even if a shorter length is obtained using D,. This is due to the large
landing site weighting factor, which tries to push the trajectory far from the shortest length
one in order to make it pass over landing site locations. Results for Mission 1 and 2 are
reported for the first step of the strategic planning algorithm in Figure 10a,b, respectively,
along with the paths of the strategic intruders.

Table 4. Air taxi scenario. Strategic solution costs breakdown.

Miss. GNSS Map Cost Functions (m) Computation
N Threshold Flyable Time (s)
(0] resno Cs Cr Cl Cw f
D4 4168.0 2.4905 2.8956 4189.7 24,1109 yes 26.3
1 D5 4098.6 2449.0 3347.8 4118.3 24,708.4 yes 22.0
Ds 4110.2 2580.3 3125.7 4131.2 24,8139 yes 25.4
Dy
2 D, 2358.5 14499 2042.7 2349.2 14,592.7 yes 21.9
Ds 2502.2 1510.7 1925.3 2490.8 14,886.4 yes 23.6
‘ ¥ Airport X Business District O Port |
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Figure 10. STEP I strategic solution and strategic mobile obstacles. Air taxing scenario (a) Mission 1
and (b) Mission 2. ag = ay =1, a0y =4, a; = 2.
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East (m)

The trajectory updates during the tactical phase are shown in Figures 11 and 12
for mission 1 and 2, respectively. A zoomed portion of the scenario, which encloses the
trajectory in each mission, has been reported to better visualize the tactical variation of
the path. For each figure, the Level 1 solution in terms of velocity history is reported in
subfigure b, whereas the Level 2 and 3 trajectory deviation from the strategic path are shown
in subfigure a. As in the previous section, the strategic (nominal) trajectory is also reported,
as well as the trajectories of both the strategic and tactical intruders (in top view) and the
GNSS coverage map associated with the strategic solution (in lateral view).
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Figure 11. Tactical solution—Air taxi scenario, mission 1. (a) Level 2 and 3 trajectories. (b) Level 1
velocity norm history.

The tactical paths’ cost breakdown is reported in Table 5, which also states the compu-
tational cost and the maximum navigation error. The latter, as in the previous case, slightly
differs from the strategic one, thus not exceeding the maximum limits. Computation time is
very low for the Level 1 (below the second) and is at a maximum 6 s when Level 2 and 3 are
considered. Figure 12 again shows that the path obtained with Level 2 locally deviates from
the strategic trajectory by providing less modification, also in terms of path cost. Conversely,
when the Level 3 solution is used, path cost increases because the path is completely rebuilt
without any knowledge of the ground information and costs. This could sometimes lead
to a reduction of the trajectory length and duration (as in Mission 1). However, in all the
cases, an increase of overall cost is provided.
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Figure 12. Tactical solution—Air taxi scenario, mission 2. (a) Level 2 and 3 trajectories. (b) Level 1
velocity norm history.
Table 5. Air taxi scenario. Tactical solution costs breakdown.
Miss. GNSS Map Tactical Total Max Nav Comp. Cost Functions (m)
No. Thresh Level Time (s) Err. (m) Time (s) C. C, C Cuo f
Strategic 414.1 1.19 4168.0 24905 2.8956  4189.7 24,1109
1 D 1 492.4 1.21 0.2 4168.0 24905 2.8956 42232 24,1425
1 2 414.6 1.19 2.0 4156.9 2504.5 2990.0 4191.1 23,246.0
3 407.3 1.19 6.2 41153 25194 30063 41149 24,3203
Strategic 233.6 1.35 2358.5 14499 20427 2349.2 14,592.7
5 D 1 339.7 1.36 0.4 2358.5 14499 20427 23672 146114
2 2 235.7 1.36 2.7 2365.6 1465.7 21239  2369.6 14,8457
3 252.1 1.41 2.0 2558.5 1556.3  2029.6  2546.7 15,389.6

6. Conclusions

Strategic and tactical planning algorithms to tackle UAV flight in urban environments
have been presented and tested in this work, with the aim to provide an adaptive and
scalable framework for urban operations. Indeed, the developed planning algorithms can
deal with multiple sources of information by using the whole set of data or a subset of
them. The design of the strategic path can be tailored to the user’s needs by acting on
the weighting cost factor, which spatially deviates the solution path towards the highest
priority requirement. In addition, tactical modification to the trajectory allows reacting to
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unfavorable conditions, still ensuring the safety and effectiveness of the path. The entire
algorithmic chain has been tested on two scenarios that involve air taxi within a very
complex and obstacle-dense urban environment, and medical delivery from mainland
to island. Results demonstrate the effectiveness of the proposed algorithms in yielding
optimized and time-saving trajectories, thus highlighting the advantage of using unmanned
aircraft to perform such operations. The promising results of the current work fulfill
the SMARTGO ambition by creating an approach that can be used as a milestone for
future urban air mobility planning algorithm design. Future efforts are aimed at further
developing the conceived architecture and assessing its performance in very high traffic
density, including flight rules and/or structured airspace. As an example, the tactical
planner computational burden can be further reduced in order to better comply with dense,
rapidly evolving scenarios, thus requiring better software engineering, which is foreseen as
further algorithm improvement.
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Abstract: Rapid advancements in the fifth generation (5G) communication technology and mobile
edge computing (MEC) paradigm have led to the proliferation of unmanned aerial vehicles (UAV)
in urban air mobility (UAM) networks, which provide intelligent services for diversified smart city
scenarios. Meanwhile, the widely deployed Internet of drones (IoD) in smart cities has also brought
up new concerns regarding performance, security, and privacy. The centralized framework adopted
by conventional UAM networks is not adequate to handle high mobility and dynamicity. Moreover,
it is necessary to ensure device authentication, data integrity, and privacy preservation in UAM
networks. Thanks to its characteristics of decentralization, traceability, and unalterability, blockchain
is recognized as a promising technology to enhance security and privacy for UAM networks. In this
paper, we introduce LightMAN, a lightweight microchained fabric for data assurance and resilience-
oriented UAM networks. LightMAN is tailored for small-scale permissioned UAV networks, in
which a microchain acts as a lightweight distributed ledger for security guarantees. Thus, participants
are enabled to authenticate drones and verify the genuineness of data that are sent to/from drones
without relying on a third-party agency. In addition, a hybrid on-chain and off-chain storage strategy
is adopted that not only improves performance (e.g., latency and throughput) but also ensures
privacy preservation for sensitive information in UAM networks. A proof-of-concept prototype
is implemented and tested on a micro-air—vehicle link (MAVLink) simulator. The experimental
evaluation validates the feasibility and effectiveness of the proposed LightMAN solution.

Keywords: unmanned aerial vehicle (UAV); lightweight blockchain; drone security; assurance;
authentication; resilience

1. Introduction

Thanks to rapid advancements in artificial intelligence (Al), big data, information
fusion, and Internet of Things (IoT) technologies, it has become realistic for the concept
of smart cities to provide seamless, intelligent, and safe services for communities [1,2].
As a class of robotic vehicles in the IoT, unmanned aerial vehicles (UAV), commonly
known as drones, are widely adopted in smart city scenarios for sensing data, carrying
payloads, and performing specific missions guided either by remote control centers or
in autonomous ways [3]. Thanks to fifth-generation (5G) communication networks and
mobile edge computing (MEC) technology, UAVs demonstrate higher mobility than other
robotic vehicles, and they can provide on-the-fly communication capabilities in a remote
area where terrestrial infrastructure is under-developed or disaster-struck areas where
physical or technology has infrastructure been destroyed [4]. Moreover, drones equipped
with different types of sensors, such as environmental sensors or cameras, can form UAV
networks to guarantee better quality-of-service (QoS) or quality-of-experience (QoE) for
users who demand a large number of network-based intelligent services in smart cities, such
as video surveillance [5], disaster management, smart transportation, medical suppliers,
and public safety [6,7].
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With an ever-increasing presence of UAVs in urban air mobility (UAM) networks,
the highly connected internet of drones (IoD) also raises new concerns on performance,
security, and privacy. On an architectural level, conventional UAV-enabled applications rely
on a centralized framework, which is prone to a single point of failure (SPF). As centralized
servers coordinate flying drones and perform decision-making tasks, the entire UAV system
may be paralyzed if control centers experience malfunctions or are under attacks such as
denial of service (DoS) attacks. In addition, complete centralized frameworks that swarm a
large number of distributed drones are prone to performance bottlenecks (PBN). As a result,
increasing end-to-end network latency degrades QoS or QoE in real-time applications.
Moreover, the dynamicity of UAV networks including resource-constrained drones also
meets security and privacy challenges within a distributed network environment. Security
threats that can severely affect UAV networks can be categorized as firmware attacks
(e.g., false code injection, firmware modification, malware infection, etc.) and network
attacks (e.g., spoofing, jamming, command injection, network isolation, etc.) [8]. Owing to
encrypted data transmission between drones and unauthorized access to data stored on
servers, privacy breaches lead to revealing sensitive information such as 