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Editorial

Preface of the International Conference on Industry 4.0 for
Agri-food Supply Chains: Addressing Socio-economic and
Environmental Challenges in Ukraine (IC4AFSC 2023) †

Hana Trollman 1,* and Iuliia Samoilyk 2

1 School of Business, University of Leicester, Leicester LE2 1RQ, UK
2 Economy and International Economic Relations Department, Poltava State Agrarian University, 36003 Poltava, Ukraine;

iuliia.samoilyk@gmail.com
* Correspondence: ht203@leicester.ac.uk
† Presented at the International Conference on Industry 4.0 for Agri-food Supply Chains: Addressing

Socio-economic and Environmental Challenges in Ukraine, Leicester, UK and Online, 24–25 July 2023.

The first edition of the International Conference on Industry 4.0 for Agri-food Supply
Chains: Addressing Socio-economic and Environmental Challenges in Ukraine (IC4AFSC
2023) was held in hybrid form in Leicester, United Kingdom, from 24 to 25 July 2023.

The IC4AFSC 2023 conference has, as its underlying motivation, the aiding of Ukraine
in the war against Russia by specifically addressing how Industry 4.0 technologies could
benefit agri-food supply chains in terms of alleviating the socio-economic and environmen-
tal challenges precipitated by Russian aggression. The interdisciplinary conference serves
as a forum for the exchange of novel ideas and presentation of the latest advancements
and technological applications related to Industry 4.0 in agri-food supply chains from
engineering (electric and electronic engineering, mechanical engineering, manufacturing
engineering, and environmental engineering), business, and management perspectives,
welcoming the global academic community and relevant industry into the discussion on
current progress.

The scientific program of the conference consisted of six distinguished keynotes
providing insights into recent developments and future prospects:

• Professor Louise Manning, University of Lincoln, UK, “Being resilient in challenging
times in food supply chains”;

• Professor Samir Dani, Keele University, UK, “Developing an agenda for Interdisci-
plinary Research within food risks and sustainability”;

• Professor Wayne Martindale, University of Lincoln, UK, “A Vision of the Food System,
2045 CE—re-set, rethink, re-do”;

• Professor Michael Bourlakis, Cranfield University, UK, “Blockchain and SC 4.0 in
agri-food supply chains: Challenges and Opportunities”;

• Professor Liudmyla Chip, Poltava State Agrarian University, Ukraine, “Features and
prospects of Industry 4.0 in the Agrarian sector of Ukraine in wartime: economic and
accounting aspects”;

• Professor Olena Kopishynska, Poltava State Agrarian University, Ukraine, “Applica-
tion of modern ERP systems for Agri-food Supply Chains as a strategy for reaching
the level of technology 4.0 for non-manufacturing organizations”.

The scientific program of the conference consisted of four themed plenary sessions
across the two days alongside breaks for poster presentations and capacity building meet-
ings, which were designed to stimulate further discussion and collaboration. Research
abstracts were organized by theme and presented either in-person or online via Teams
using a Logitech Rally Bar Mini All-in-One Video Conferencing System for authors of
accepted abstracts who were unable to attend in person.

Eng. Proc. 2023, 40, 24. https://doi.org/10.3390/engproc2023040024 https://www.mdpi.com/journal/engproc
1



Eng. Proc. 2023, 40, 24

Finally, we would like to express our gratitude to Research England for the grant
administered by Universities UK International, which made this conference possible. We
would also like to thank the conference’s Organizing Committee and Scientific Committee,
as well as both the University of Leicester, UK, and Poltava State Agrarian University,
Ukraine, as partners under the UK-Ukraine R&I twinning grants scheme. Special thanks go
to the conference chairs, session chairs, reviewers, and volunteers for their efforts in making
this conference a success, which was no small feat within the 5-month grant window.

Several Special Issues are collecting full-length papers based on the submitted abstracts:

• Discover Food (Springer) Special Issue: “The Role of Artificial Intelligence (AI) in Food
Security” https://link.springer.com/collections/jaibdfaibi;

• Sustainability (MDPI) Special Issue: “Sustainable Supply Chain and Lean Manufactur-
ing” https://www.mdpi.com/journal/sustainability/special_issues/5HY24R6111;

• International Journal of Industrial Engineering and Operations Management (IJIEOM) (Emer-
ald) special issue “Digitizing Food Supply Chains: A Path to Ensuring Food Secu-
rity” https://www.emeraldgrouppublishing.com/calls-for-papers/digitizing-food-
supply-chains-a-path-ensuring-food-security;

• International Journal of Food Science & Technology (IJFST) (Wiley) Special Issue: “Digital Technol-
ogy to Combat Food Fraud in the Agri-Food Supply Chain” https:// ifst.onlinelibrary.wiley.com/
hub/journal/13652621/cfp_digital_technology_combat_food_fraud_agri_food_supply_chain;

• International Journal of Logistics Management (IJLM) (Emerald) Special Issue: “Trans-
forming Food Supply Chains: Harnessing the Potential of the Digital Era” https://www.
emeraldgrouppublishing.com/calls-for-papers/transforming-food-supply-chains-harnessing-
potential-digital-era.

We extend warm thanks to Ms. Rosalie Sun for the kind help and support with the
editorial process for IC4AFSC 2023.

Conflicts of Interest: The authors declare no conflict of interest.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.
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Statement of Peer Review †

Hana Trollman 1,* and Iuliia Samoilyk 2

1 School of Business, University of Leicester, Leicester LE2 1RQ, UK
2 Economy and International Economic Relations Department, Poltava State Agrarian University,

36003 Poltava, Ukraine
* Correspondence: ht203@leicester.ac.uk
† Presented at the International Conference on Industry 4.0 for Agri-food Supply Chains: Addressing

Socio-economic and Environmental Challenges in Ukraine, Leicester, UK and Online, 24–25 July 2023.

In submitting conference proceedings to Engineering Proceedings, the volume editors of
the proceedings certify to the publisher that all papers published in this volume have been
subjected to peer review administered by the volume editors. Reviews were conducted
by expert referees to the professional and scientific standards expected of a proceedings
journal.

• Type of peer review: double-blind
• Conference submission management system: Excel
• Number of submissions sent for review: 35
• Number of submissions accepted: 27
• Acceptance rate (number of submissions accepted/number of submissions received):

77.1%
• Average number of reviews per paper: 2
• Total number of reviewers involved: 26
• Any additional information on the review process: None.

Conflicts of Interest: The authors declare no conflict of interest.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are
solely those of the individual author(s) and contributor(s) and not of MDPI and/or the editor(s).
MDPI and/or the editor(s) disclaim responsibility for any injury to people or property resulting from
any ideas, methods, instructions or products referred to in the content.

Eng. Proc. 2023, 40, 29. https://doi.org/10.3390/engproc2023040029 https://www.mdpi.com/journal/engproc
3





Citation: Grover, A.K.

Revolutionizing Food Safety in

Agri-Food Supply Chains: The

Impact of Autonomous Mobile

Robots on Inspections. Eng. Proc.

2023, 40, 2. https://doi.org/

10.3390/engproc2023040002

Academic Editor: Hana Trollman

Published: 14 July 2023

Copyright: © 2023 by the author.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license (https://

creativecommons.org/licenses/by/

4.0/).

Abstract

Revolutionizing Food Safety in Agri-Food Supply Chains:
The Impact of Autonomous Mobile Robots on Inspections †

Abhay K. Grover

Robert H. Smith School of Business, University of Maryland, College Park, MD 20742, USA; akgrover@umd.edu
† Presented at the International Conference on Industry 4.0 for Agri-food Supply Chains: Addressing

Socio-economic and Environmental Challenges in Ukraine, Leicester, UK and Online, 24–25 July 2023.

Keywords: autonomous mobile robots; food inspections; food safety

Food safety managers across agri-food supply chains face complex challenges in
meeting regulatory requirements, managing consumer expectations, and dealing with
a shortage of qualified professionals. Despite efforts, food facilities still struggle with
foundational safety issues. This study aims to explore how the deployment of autonomous
mobile robots (AMRs) augments the efforts of food safety professionals by helping them to
perform inspections.

Unlike conventional robots, AMRs can traverse complicated physical spaces without
human aid and use wireless communication for real-time assessments, record-keeping, and
regulatory compliance. AMRs come in different forms and have advanced sensors and
AI-enabled processors. They can be trained manually and guided to relevant inspection
points using a digital twin or 3D map. AMRs offer several benefits, including inspections
in hazardous locations, sanitization capabilities, thermal and visual inspections, facility
patrolling and security, and pest control. Challenges include operating in harsh conditions,
mobility in complex environments, battery charging, and cost considerations.

Despite challenges, AMRs indicate promise in increasing process efficacy, lowering
downtime, increasing safety, and permitting data analysis. This paper identifies the advan-
tages and challenges of AMR adoption for food inspections using specific use cases.

Funding: This research received no external funding.

Institutional Review Board Statement: Not applicable.

Informed Consent Statement: Not applicable.

Data Availability Statement: Not applicable.

Conflicts of Interest: The author declares no conflict of interest.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are
solely those of the individual author(s) and contributor(s) and not of MDPI and/or the editor(s).
MDPI and/or the editor(s) disclaim responsibility for any injury to people or property resulting from
any ideas, methods, instructions or products referred to in the content.
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Abstract

Analyzing the Barriers to Implementing Industry 4.0 for
Enhanced Traceability in the Agri-Food Supply Chain †

Bishal Dey Sarkar * and Isha Sharma

Symbiosis Institute of Operations Management, Symbiosis International (Deemed University), Pune 412115, India;
isha.sharma@siom.in
* Correspondence: bishal.sarkar@siom.in
† Presented at the International Conference on Industry 4.0 for Agri-food Supply Chains: Addressing

Socio-economic and Environmental Challenges in Ukraine, Leicester, UK and Online, 24–25 July 2023.

Keywords: traceability; Industry 4.0; agri-food supply chain; fuzzy set theory; severity value

In recent times, Industry 4.0 has gained significant recognition due to its potential
to revolutionize diverse sectors. It involves integrating intelligent technologies to enable
digitalization within supply chains. The agri-food supply chain benefits from Industry 4.0
by providing avenues to enhance traceability and tackle the socio-economic and environ-
mental challenges aligned with sustainable development goals. Implementing Industry 4.0
technologies, such as security measures, transparency enhancements, and traceability sys-
tems, can greatly enhance quality and environmental monitoring, precision agriculture,
process automation, and more. Emphasizing the socio-economic perspective, Industry 4.0
contributes to the economic growth and competitiveness of the agri-food industry. These
technologies foster consumer trust by improving traceability and transparency, leading to
increased demand and improved market access for agricultural products. This, in turn,
strengthens the revenue and profitability of agri-food businesses, facilitating economic de-
velopment and job creation. Nonetheless, various barriers hinder the widespread adoption
of Industry 4.0 in the agri-food supply chain.

Further, the literature highlights various research gaps. To close these gaps, this study
develops various research questions: How can the agricultural sector leverage Industry
4.0 in the agri-food supply chain for implementing traceability? How can stakeholders in
the agriculture sector effectively integrate Industry 4.0 into their operations? What barriers
are there to the adoption of Industry 4.0 in the agri-food supply chain for implementing
traceability? Which barriers must be prioritized for successfully adopting Industry 4.0
in the agri-food supply chain? How are the identified barriers related to each other?
From the aforementioned research questions, the study formulates the following research
objectives: (i) to identify the barriers to implementing Industry 4.0 for enhanced traceability
in the agri-food supply chain; (ii) to obtain the severity values of the identified barriers;
(iii) to rank the barriers based on their influence, and suggest strategies for the successful
implementation of Industry 4.0 for enhanced traceability in the agri-food supply chain;
and (iv) to investigate the interrelationships among the barriers. The study develops
a framework by integrating various theories and methodologies based on the research
objectives. It combines an evidential reasoning approach with fuzzy set theory, triple
bottom line theory, and stakeholder theory.

This study explores these barriers in Ukraine’s agri-food supply chain, specifically
with the goal of enhancing traceability. By comprehending and addressing these challenges,
the study aims to leverage Industry 4.0 technologies to improve traceability, promote trans-
parency, and address key socio-economic and environmental concerns within Ukraine’s
agri-food industry. A comprehensive list of barriers was identified from the literature and
further validated by the experts. The developed framework ranks the barriers based on

Eng. Proc. 2023, 40, 3. https://doi.org/10.3390/engproc2023040003 https://www.mdpi.com/journal/engproc
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the severity values of various perspectives, and also provides the overall ranking of the
barriers. The developed framework uses numeric and subjective data. Hence, quantita-
tive and qualitative attributes can be modeled under volatile, uncertain, complex, and
ambiguous environments. This helps to monitor, improve business, develop strategies,
and achieve clarity and transparency in the overall system. The obtained hierarchy of the
barriers helps decision makers identify significant areas that need more attention. The
research findings will contribute to academic knowledge and offer valuable insights to
practitioners, managers, and policymakers in Ukraine. These insights will assist them in
navigating challenges and fostering a supportive environment for adopting Industry 4.0
solutions. Ultimately, this endeavor will improve traceability, transparency, and sustain-
ability within Ukraine’s agri-food industry, effectively addressing critical socio-economic
and environmental concerns.

However, other barriers may be discovered in future studies. To study the changing
behavior of the barriers, belief degrees could be used instead of changing the severity
values. The study focuses on environmental, economic, and social dimensions to develop a
hierarchy; other dimensions, like operational, technical, political, and legal, could be used
to establish a hierarchy of barriers.
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Global food waste, around 1.3 billion tons yearly, presents significant implications,
notably aggravating food insecurity for approximately 768 million people. Households
contribute 61% of this waste, underlining the potential to increase food availability. Despite
the significance of household food waste (HFW), the lack of standardized categorization
poses challenges in addressing this issue effectively. This study establishes a comprehensive
framework for understanding HFW within the food supply chain, aiming to enable targeted
interventions to reduce specific waste categories. A systematic review of existing food
waste and categorization literature is conducted to provide a background on the global food
waste problem and the specific reasons why household food waste occurs. A framework
that implements a nine-stage categorization process for HFW (see Figure 1) is described,
resulting in 37 distinct food waste categories stemming from domestic environments. Re-
sults indicate that a significant proportion of HFW consists of edible and avoidable food
waste, emphasizing the need for interventions that target these specific waste streams. By
utilizing this framework, much-improved clarity about the types of food waste could be
gained from consumer-focused studies. This improved data granularity would then enable
far more targeted interventions to be conceived and developed to address the most prolific
or problematic (e.g., highest cost or environmental impact) HFW streams. Due to increased
data requirements, we proposed and discussed the suitability of this framework for imple-
mentation using intelligent systems. And the current research is discussed in the context
of AI-driven customized food waste prevention capabilities. Ongoing work is addressing
structured reasoning for household food waste according to household food management
stages and the well-known COM-B model (capability, opportunity, motivation, behavior
change). In conclusion, this study emphasizes the need for a standardized categorization
to understand HFW and design effective data-driven, AI-assisted interventions based on
the COM-B behavioral change model. By addressing the categorization challenges and
offering practical recommendations, this study provides valuable insights for policymakers,
researchers, and practitioners to reduce HFW, promote sustainable consumption practices,
and increase global food security.
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Figure 1. Indicators to categorize food waste.
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Abstract: The Agri-Food Supply Chain (AFSC) faces several barriers in developing economies,
hindering the adoption of blockchain technology. However, the adoption of these technologies can
transform traditional supply chains by incorporating transparency, traceability, transaction records,
and enhanced security. This paper aims to evaluate the barriers impacting the adoption of blockchain
in the AFSC and provide insights to improve performance and facilitate their effective implementation
in emerging economies. Therefore, a comprehensive literature survey was conducted to identify
the barriers, which were further validated through experts’ opinions. The integrated interpretive
structural modeling (ISM) and decision-making trial and evaluation laboratory (DEMATEL) technique
were then employed to develop a structural model and determine the cause–effect relationships
between the identified barriers. The study revealed several key barriers affecting the adoption of
blockchain technology in the AFSC of developing economies. These barriers were analyzed using
the ISM and DEMATEL technique, which provided insights into their interdependencies and impact
on each other. The results offer a comprehensive understanding of the barriers and their causal
relationships. This study provides unique insights for the agri-food sector to improve performance by
addressing the identified barriers. The results can guide agri-food managers, blockchain technology
service providers, and the government in formulating strategies and policies to effectively adopt
blockchain technologies in the AFSC.

Keywords: blockchain technology; Agri-Food Supply Chain (AFSC); developing economies; barriers;
ISM; DEMATEL
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The war in Ukraine is one of the most catastrophic events of the 21st century, and it
has been accompanied by significant civilian casualties and the destruction of buildings,
structures, and infrastructure. The Ukrainian economy has experienced a loss of 50–60%
of its “unproduced” gross domestic product. Revenue to the state budget has decreased
by 70% from customs authorities and by 30% from tax authorities. The reconstruction of
Ukraine’s national economy will require active development of the energy sector and the
involvement of foreign companies to restore the social and economic infrastructure. The
issue of energy development is closely linked to the formation of food chains, as the harvest
and price of agricultural products depend on the cost and availability of energy resources.

Ukraine faces the challenge of centralizing and unifying large-scale power-generation
facilities, such as nuclear power plants, thermal power plants, hydroelectric power plants,
etc. The deployment of Russian military aggression against Ukraine and constant missile
attacks on energy infrastructure objects pose significant challenges to the functioning of the
power supply system. For instance, as of 10 February 2023, nearly twenty thermal power
plant units remain damaged due to constant Russian attacks. Considering the occupation
of certain energy facilities, Ukraine has temporarily lost 44% of its nuclear generation
capacity, 75% of its thermal power plants, and 33% of its block heating power plants.
Energy infrastructure in conflict-affected areas has been almost completely destroyed and
requires restoration based on modern and innovative foundations. The development of
alternative energy and energy generation methods in liberated communities could serve as
a solution. Given Ukraine’s energy dependence on supplies and the constant increase in
energy prices, changing its energy strategy by implementing effective energy conservation
programs and developing alternative energy sources, including in the agricultural sector,
is of strategic importance and requires urgent attention. Ukraine’s Energy Strategy until
2030 recognizes the exploration of alternative energy sources as a crucial factor in increasing
energy security, particularly in light of Ukraine’s European integration aspirations.

However, little attention has been given to the technology involved in energy genera-
tion through the use of solar energy, as well as the storage and accumulation of hydrogen
gas. These technologies are mainstream aspects of Industry 4.0. Similar facilities are
already being used in Australia and some European countries, primarily in the private
sector, enabling households to meet their energy needs and redirect surplus energy for sale.
Currently, a significant portion of Ukraine’s population resides in private homes in rural
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areas (over 40%). The same situation applies to the currently occupied territories. Addi-
tionally, nearly all internally displaced people have lost their jobs and income. Therefore,
establishing energy generation systems in private households in de-occupied rural areas
would provide the opportunity to achieve the following goals: meet the basic needs of the
population, ensure stable incomes for households, strengthen community autonomy and
Ukraine’s energy independence, foster the development of modern ecological technologies
in energy and transportation, and prevent agri-food production from decreasing.
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Abstract: The advent of Industry 4.0 (I4.0) technologies has revolutionized production environments
with their application in supply chains, particularly within the agrifood sector. One notable I4.0
technology is blockchain, which holds significant potential for traceability in agrifood supply chains.
However, there are concerns regarding digital trust among the actors involved in adopting this tech-
nology. The concept of digital trust, essential for successful implementation, remains underexplored.
This research aims to propose a framework for evaluating digital trust in the context of blockchain
technology to foster a secure and reliable information sharing environment among all stakeholders
within the agrifood supply chain to build confidence in security based on data permissions for user
identity. To accomplish this, an extensive literature review was conducted to identify the factors af-
fecting stakeholders’ expectations and trust in using blockchain technology in agrifood supply chains.
The literature review will enhance the knowledge about these different factors affecting digital trust
under four key dimensions, that are, security/privacy, data control, accountability, and benefit/value.
These factors are then ranked using a multi criteria decision-making technique, enabling the develop-
ment of a framework for industries and government organizations. This framework addresses the
use of blockchain technology for traceability in agrifood supply chains while ensuring the trust of
actors utilizing this technology. In regions facing war-like situations, such as Ukraine, it becomes
crucial to evaluate the factors that can enhance food safety in agrifood supply chains, mitigate food
waste and fraud risks, and maintain the supply chain sustainability by exploring alternative food
supplies from reliable partners. The situation is the same all over the globe, in which supply chain
risks include frauds and lack of transparency. This study outlines the managerial implications and
suggests future research directions to develop a model for assessing digital trust. This model aims
to foster information sharing among actors, considering aspects, such as willingness, vulnerability
acceptance, shared values, security, identifiability, and digital trust. Smart contracts can be added to
the model that removes the need for a third party, warranting more trust. The deployment of this
model on a private or public blockchain can enhance transparency, traceability, and address food
safety concerns within transactions by addressing issues of security and reliability, accountability,
and oversight with an inclusive, ethical, and responsible use.

Keywords: digital trust; agrifood supply chain; traceability; food safety

Author Contributions: Conceptualization, V.S.; methodology, V.S. and A.J.; software, V.S. and A.J.;
validation, R.A.; formal analysis, R.A.; investigation, R.A.; resources, R.A.; data curation, R.A.;
writing—original draft preparation, V.S.; writing—review and editing, R.A.; visualization, V.S.;
supervision, R.A.; project administration, R.A. All authors have read and agreed to the published
version of the manuscript.

Funding: This research received no external funding.

Eng. Proc. 2023, 40, 7. https://doi.org/10.3390/engproc2023040007 https://www.mdpi.com/journal/engproc
15



Eng. Proc. 2023, 40, 7

Institutional Review Board Statement: Not applicable.

Informed Consent Statement: Not applicable.

Data Availability Statement: Not applicable.

Conflicts of Interest: The authors declare no conflict of interest.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.

16



Citation: Tetteh, M.G.; Jagtap, S.;

Salonitis, K. Building Resilience and

Overcoming Challenges in War

Times: The Role of Lean 4.0 in

Agri-Food Supply Chains. Eng. Proc.

2023, 40, 8. https://doi.org/10.3390/

engproc2023040008

Academic Editor: Hana Trollman

Published: 17 July 2023

Copyright: © 2023 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license (https://

creativecommons.org/licenses/by/

4.0/).

Abstract

Building Resilience and Overcoming Challenges in War Times:
The Role of Lean 4.0 in Agri-Food Supply Chains †

Michelle Grace Tetteh *, Sandeep Jagtap and Konstantinos Salonitis

Sustainable Manufacturing Systems Centre, School of Aerospace Transport and Manufacturing,
Cranfield University, Cranfield MK43 0AL, UK; s.z.jagtap@cranfield.ac.uk (S.J.); k.salonitis@cranfield.ac.uk (K.S.)
* Correspondence: michelle.tetteh@cranfield.ac.uk
† Presented at the International Conference on Industry 4.0 for Agri-food Supply Chains: Addressing

Socio-economic and Environmental Challenges in Ukraine, Leicester, UK and Online, 24–25 July 2023.

Keywords: Industry 4.0; Lean 4.0; agri-food supply chain; Russia-Ukraine; food resilience

The ongoing conflict and the impact of Russia–Ukraine war pose significant challenges
to various sectors, including the agri-food industry. The agricultural industry serves as
a backbone for many world economies, contributing significantly to their gross domestic
product. The continuing war and shifting economic environment have greatly affected
grain production, encompassing crops like wheat, maize, and barley. Farmlands have
been destroyed, output has been reduced, and transportation and export lines have been
disrupted, resulting in a substantial impact on the grain business. Conflict-affected areas
are witnessing the negative consequences of disrupted supply chains, the emergence of
animal diseases, and reduced access to feed and veterinary services, thereby harming
livestock and dairy farms. The horticulture sector, specializing in fruit and vegetables,
has also faced setbacks due to reduced investments, damaged infrastructure, and limited
access to export markets. Furthermore, the war has affected the production, process-
ing, and export activities of wheat and major oilseed crops such as sunflower, soybean,
and rapeseed.

While the war has undeniably influenced agri-food sectors, it is crucial to emphasize
the potential combination of Industry 4.0 technologies and Lean strategies (Lean 4.0)
in building resilience and overcoming various challenges. By adopting Lean 4.0, these
sectors can achieve superior productivity, increased overall efficiency, reduced waste, and
enhanced transparency. This research investigates the potential of Lean 4.0 in revitalizing
the agri-food sector, specifically addressing the challenges and strategies for its current
implementation in the post-war context.
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Industry 4.0 is paving the way toward a new age of industrial revolution, wherein
new-age technologies have a humungous impact in revamping supply chains. The in-
vention of AI, big data, and the internet of things is reshaping supply chains into highly
intelligent, rational, and interconnected networks capable of prudent decision-making. The
incorporation of new-age technologies has revolutionized real-time and seamless data flow
and exchange, apprehensive and foresighted analysis, and coherent stakeholder collision.
This transformation enables businesses to achieve complete visibility across their processes,
optimize inventory control, improve product traceability, and increase satisfaction among
consumers. By adopting these emerging technologies, businesses can unlock new win-
dows of opportunities, surmount impediments, and achieve sustainable and competitive
advantage in the dynamic world of supply chain management.

The agriculture sector, which is one of the oldest and most important sectors of the
global economy, has also started to embrace Industry 4.0 technologies to improve its supply
chain management. The agriculture industry faces a number of difficulties, such as the
need for sustainable production methods, rising food consumption, and climate change.
By utilizing cutting-edge technologies to boost productivity, efficiency, and sustainability
in agriculture supply chains, Industry 4.0 offers a special chance to address these issues.
Because Industry 4.0 technologies have the potential to revolutionize food production
and distribution, they are becoming increasingly important for supply chain management
in agriculture. Industry 4.0 implementation in the agri-food sector has the potential to
improve inter-organizational technological systems, integrated planning and execution
systems, real-time visibility, agri-good procurement, and agri-good inventory management.
The agri-food sector may enhance the integration and coordination of technological systems
between organizations by utilizing cutting-edge technologies like IoT, AI, and big data
analytics. Despite these technologies being available and the benefits of incorporating
Industry 4.0 into agriculture supply chains, the agriculture sector is facing lots of issues.

The existing literature does not offer sufficient empirical evidence regarding the im-
plementation of Industry 4.0 technologies in agriculture supply chains. Agriculture supply
chains (ASCs) appear to be deprived of this transformational reform in terms of imple-
mentation and research. Moreover, current research also overlooks various sustainability
assessment factors that hinder the adoption of Industry 4.0 in the agriculture sector. This
study intends to identify the sustainability assessment factors of Industry 4.0 in agriculture
supply chains. This study utilizes fuzzy-Delphi and DEMATEL methodologyto evaluate
the interdependencies between the identified factors.
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Fuzzy-Delphi method is used to identify and finalize the factors based on the expert
opinions. DEMATEL is a technique for analyzing and viewing a structural model with
intricate causal relationships. Studies on supplier choice, green supply chain manage-
ment, business process management, and hospitality have all made use of DEMATEL.
This study discusses the DEMATEL approach, which can analyze the interdependencies
between sustainability assessment elements for integrating Industry 4.0 technologies into
agriculture supply chains and determine the performance effects of these aspects. Finally,
this study integrates these two approaches to offer a framework for agriculture supply
chain businesses and suggests a novel approach for the sustainable evaluation of Industry
4.0 technologies. Eleven specialists with a minimum of five years of expertise in their
respective disciplines provided the information.

The results of this study will enable managers, practitioners, and planners to mitigate
sustainability assessment factors related to Industry 4.0 more successfully, thereby pro-
moting sustainability in the agriculture supply chains of developing nations. In terms of
policy, this study can assist institutions of a particular area in understanding the degree
of digitalization of current agri-cooperatives and, as a result, in better designing political
instruments to promote a more sustainable environment.
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The food industry is actively adopting carbon neutral strategies aligned with the
principles of Industry 4.0 to establish long-term goals for reducing carbon emissions
and accelerating the transition to a low-carbon food production industry. Industry 4.0,
often referred to as the fourth industrial revolution, emphasizes the integration of digital
technologies, automation, and data exchange into manufacturing processes.

In the context of the food industry, Industry 4.0 technologies offer significant potential
to optimize production processes, improve energy efficiencies, and reduce greenhouse gas
emissions. This study explores the concept of a “circular economy” for food, which aligns
with the principles of Industry 4.0 by promoting resource efficiency, waste reduction, and
the reuse of by-products.

To assess the environmental impact of food manufacturing operations, the research
methodology incorporates the theory and methods of a Life Cycle Assessment (LCA), a
commonly used tool in Industry 4.0 practices for analyzing the environmental performance
of products and processes throughout their entire life cycle.

The data collection process involves gathering qualitative and quantitative data on
various parameters, including energy consumption, energy efficiency, packaging materials,
water usage, waste generation, and waste management practices. By integrating Industry
4.0 technologies, the study aims to optimize the production life cycle and reduce the carbon
footprint of food manufacturing operations.

The results of this research can contribute to a more sustainable food sector by enabling
a reduction in carbon emissions. Through utilization of Industry 4.0 principles, renewable
energy sources, and eco-friendly packaging strategies, carbon offsetting becomes attainable,
allowing the food industry to meet emission reduction targets. Furthermore, the study
highlights that carbon offset projects not only reduce emissions but also deliver additional
environmental, social, and economic benefits.

In conclusion, the proposed solutions integrate Industry 4.0 principles with carbon
offsetting strategies, fostering a paradigm shift among food manufacturers. These strategies
should be tailored to the specific needs and financial situations of companies, ensuring
their feasibility and broad industry benefits. By embracing the opportunities offered by
Industry 4.0 and implementing these solutions, the food industry can make significant
contributions to reducing carbon emissions and achieving a more sustainable future.
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Abstract: The food industry stands as one of the most vital manufacturing sectors globally, with
an ever-increasing reliance on digitalization and technology-driven processes. However, this ad-
vancement comes with an inherent risk of cyberattacks, encompassing data breaches and system
disruptions, which can severely impact production and disrupt the entire food supply chain. Conse-
quently, such cyberthreats can lead to consumer fear and mistrust, potentially tarnishing a company’s
brand image. Additionally, the sector is becoming the focus of cyberthreat actors owing to the current
crisis in Ukraine, revealing the severity of the rippling effects of these disruptions. This research
aims to delve into the current perception of cyberthreats within the food industry, emphasizing the
importance of cybersecurity and analyzing the measures taken by stakeholders to mitigate the risks
associated with cyberattacks. The findings reveal that although the food industry acknowledges the
potential threats posed by inadequate cybersecurity measures, these risks are perceived as insignifi-
cant due to the unique nature of the industry. Moreover, an extensive literature review highlights
that the food industry places great emphasis on adopting innovative information technologies to
enhance operational efficiency and cost-effectiveness. However, it remains vulnerable to cyberattacks,
necessitating continuous employee education and training to strengthen the security landscape. This
holistic approach fosters a seamless, reliable, and sustainable growth environment for the industry.
By analyzing the existing challenges and requirements, this study underscores the need for proactive
measures to safeguard the food industry against cyberthreats. It emphasizes the significance of im-
plementing robust cybersecurity protocols and cultivating a culture of awareness and preparedness
within organizations. Furthermore, the research emphasizes the importance of employee education
and training, equipping them with the necessary knowledge and skills to identify and mitigate
potential cyber risks. In conclusion, while cognizant of the risks posed by cyberattacks, the food in-
dustry must prioritize cybersecurity measures to protect its production and supply chain. Enhancing
the security environment through ongoing employee education and training is crucial for fostering
consumer trust and enabling seamless growth within the industry. By adopting a proactive approach
to cybersecurity, the food industry can ensure the sustainability and reliability of its operations in the
face of evolving cyberthreats.

Keywords: cybersecurity in the food industry; cyberthreats and food production; food industry and
cyberattacks; preventing cyberattacks in food distribution; importance of employee education in food
industry cybersecurity
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The agri-food supply chain uses plastic food packaging alongside many other types
of packaging materials. The extensive use of single use plastic packaging is known to
have many significant negative environmental implications and efforts are being made to
address this issue. One of the solutions for reducing the impacts of plastic packaging is
to take a circular economy approach, which includes multiple reuses of packaging before
closed-loop recycling. For this purpose, it is very important to investigate the factors
that may influence, discourage or prevent reusability. This research focuses on the most
concerning issue relating to the reuse of food packaging: the prevention of contamination
due to crossover from the old product to the new. Specifically, this work investigates factors
related to surface properties that have an influence on the effectiveness of cleaning plastic
food packaging and on the post-cleaning assessment.

In this study, we examine the surface characteristics of recycled polyethylene tereph-
thalate (rPET) trays that will likely change due to several supply use–clean cycles. Standard
rPET packs (W × L × H, 150 × 210 × 40 mm) have been subjected to repeated wash cycles
(using a Classeq® Glasswasher G400 Duo, Nisbets, Bristol, UK) at 55 ◦C wash and 70 ◦C
sanitisation, and their resultant surface roughness profiles measured using a Talysurf®

Form Intra 50, Taylor Hobson, Leicester, UK, apparatus. Although there was a significant
change in the Ra values (ranging from 0.07 to 0.26 μm) over 20 wash cycles (Figure 1), some
apparent increases in roughness could not be definitively proven due to fluctuating data
points. The procedure was undertaken with and without the use of caustic soda detergent
but no difference in roughness was apparent. Other influences on surface roughness, such
as the use of cutlery during the consumption of food, will be assessed and correlated with
cleaning parameters and the detectability of residual food fouling. The implementation
of this assessment process on an industrial scale will require rapid assessment methods
to analyse each pack in a rapid, automated process. Future work will thus investigate the
ability of rapid ultraviolet fluorescence imaging to assess the surface properties, alongside
the cleaning effectiveness of washed rPET packaging, which is a technique already under
development by this research team. The implications of such a system within a data-rich
Industry 4.0 system are discussed.
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Figure 1. Roughness of rPET Packs washed without detergent at 55 ◦C wash and 70 ◦C rinse
temperature.
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The global agri-food market is one of the most important sectors of the economy,
providing food for billions of people around the world. Ukraine is one of the key players
in the global food market due to its high agricultural potential and large volumes of
agricultural production, which several times exceed domestic needs.

The agri-food products export plays an important role in the development of the
agricultural sector and the country’s economy as a whole. Developed exports activities
support the income of agricultural enterprises and the increase in farmers, stimulate
the flow of investment, create new jobs, strengthen the country’s image as a reliable
quality products supplier, open access to new sales markets, and expand opportunities
for development. Effective export is not possible without developed export channels,
especially when exporting food products that have a limited shelf life and are picky about
storage conditions. Therefore, for Ukraine and importers of its food products, under the
new conditions of temporary restrictions and forced changes in export channels due to the
war with Russia, their development becomes highly relevant.

Analysis of the official statistical data shows steady growth starting from March
across all export channels, reaching peak values and relative stabilization from August to
November 2022, with the exception of ports and railways, which continue to grow further.
The sharp exports doubled in August compared to July 2022 due to the increase in the
volume of exports through all channels, and the highest increase was achieved in exports
through ports and sea transport, which increased by 2.1 times. Since August 2022, exports
through the ports continued to grow and accounted for 60–80% of total exports, which
was achieved thanks to active cooperation with the UN and Turkey in the framework of
the “Grain Corridor”, which allowed the operation of the ports to be unblocked and their
safe use to be guaranteed. In general, the dynamics indicate a low diversification of export
channels with a high dependence on ports, which makes Ukraine completely dependent
on this export channel and puts it at risk as a domestic product.

Therefore, the war showed the weak points and emphasized the danger of the depen-
dence on one export channel, causing many countries of the world, which were completely
dependent on the export of Ukrainian agri-food products, to reach the brink of a food
crisis. To reduce the dependence on exports through ports, Ukraine needs to pay attention
to the development of other export channels, but the main and permanent importers of
Ukrainian products are the countries of Asia and Africa, to which exports in a situation
of war with Russia are possible only with the use of ports. To reduce the share of exports
through ports, Ukraine needs to increase the volume of exports of agri-food products to
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EU countries and develop internal infrastructure and customs checkpoints with friendly
neighboring countries. The agricultural products export from Ukraine can be related to
the concept of Industry 4.0 through modern technologies and digitization implementation
in the agricultural sector. Industry 4.0 encompasses the use of technologies such as the
Internet of Things (IoT), artificial intelligence (AI), data analytics, automation, and robotics.
These technologies can be applied in agriculture to enhance productivity, quality, and
production efficiency.

For example, data analytics and artificial intelligence can be used for demand and
market trends forecasting, and for optimizing the logistics of agricultural product exports.
This enables proper planning of the sowing, production, and delivery of products to
external markets.
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This research critically examines how the traceable dairy supply chain can be imple-
mented in Ukraine to foster socio-economic outcomes, such as reduced food safety risk,
higher product quality, improved shipping and storage, and greater consumer confidence
for improved export potential. The traceability of the dairy supply chain has the potential
to significantly improve socio-economic conditions within countries. The Ukrainian dairy
sector has experienced many fundamental and persistent problems, and such problems
have been exacerbated by the Ukraine/Russia conflict. The Ukrainian dairy supply chain
predominantly originates with family farm production of less than 10 cows. The Ukrainian
dairy industry is primarily aimed at the domestic market, with most dairy products con-
sumed within the country. The export of Ukrainian dairy industry products is only just
developing. Concurrently, the main challenges facing the formation of supply chains for
exporting Ukrainian products include securing reliable partners in other countries, form-
ing optimal intermediary networks, and deploying Industry 4.0 technologies to ensure
adequate dairy product transport and storage.

Dairy supply chains are complex systems susceptible to disruptions and unforeseen
events. For the dairy sector, maintaining the safety and quality of dairy products when
risks and vulnerabilities are present is critical. The 2023 dairy export forecast for Ukraine is
uncertain and based on an absence of Russian advances. Despite the decreased production,
the export of 2022 Ukrainian summer and fall dairy products exceeded that of 2020 and
2021. Given the highly seasonal nature, household milk is often used to produce dry milk
and whey, which are then exported. Current domestic demand for dairy products remains
very low due to lower disposable incomes and substantial population outflow, leading
to a raw milk excess supply despite the lower production. The importance of supporting
Ukraine’s economy was recognized as Great Britain (from 26 April 2022) and the EU (from
4 June 2022) abolished their import duties for all Ukrainian products (including dairy) and
simplified trans-shipment procedures. Available data indicate that Ukraine’s export of skim
milk powder (SMP) grew significantly in 2022, with butter and milk fat being the other
major exports. There are 39 Ukrainian dairy production facilities approved for EU exports
(with 11 new facilities accredited after the war started in 2022). Exports of butter and SMP
are most attractive for Ukrainian dairy processors with high global prices driving exports
despite logistics issues. Traceability promises opportunities for improved resilience and
decision making throughout the supply chain, helping to provide much needed income.

This research analyzes the current state of dairy product export from Ukraine based
on an interpretive sensemaking literature review to identify the socio-economic benefits
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of introducing traceable dairy supply chain features and processes. Attention is drawn
to barriers that should be addressed in order to ensure the successful implementation of
traceable dairy supply chains in Ukraine, such as the adoption of Industry 4.0 technologies,
financial constraints, lack of or difficulties in enforcing regulations, lack of necessary infras-
tructure, and limited coordination among stakeholders. These issues warrant thoughtful
consideration by policymakers and business stakeholders who wish to apply effective
traceable dairy supply chain-enabled management strategies for improved export potential,
especially in the context of predominantly family farm production.

Finally, the findings from this research are used to make some exploratory recom-
mendations for the successful implementation of traceability systems in Ukraine in the
near future.
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In recent years, the need for sustainable practices within the food industry has become
increasingly important and incorporating Industry 4.0 principles can further enhance these
efforts. The management of packaging material inventory can greatly benefit from the
integration of advanced technologies and digitalization, leading to improved sustainability
and waste reduction.

This research aims to uncover the underlying causes of significant write-offs in pack-
aging material inventory and the corresponding costs, while simultaneously exploring the
potential of Industry 4.0 in addressing these challenges. By leveraging advanced technolo-
gies like Internet of Things (IoT), Artificial Intelligence (AI), and data analytics, this study
can provide insights into real-time inventory monitoring, demand forecasting, and supply
chain optimization.

Through an interview-based qualitative approach, the research will identify the spe-
cific areas within the packaging material life cycle where Industry 4.0 technologies can
be applied. This includes exploring solutions such as smart packaging, track-and-trace
systems, and predictive maintenance to mitigate factors that contribute to write-offs, such
as overproduction, improper storage, and damaged inventory.

Furthermore, the research will emphasize the role of the food circular economy and
how Industry 4.0 can support its implementation. By integrating circular economy prin-
ciples, such as recycling, reusing, and repurposing packaging materials, this study aims
to identify strategies that optimize material flows, minimize waste, and promote a more
sustainable approach to inventory management.

Overall, this research not only addresses the challenges of packaging material inven-
tory management and sustainability, but also highlights the potential of Industry 4.0 in rev-
olutionizing these areas within the food industry. By adopting advanced technologies and
embracing circular economy principles, this study aims to drive significant improvements
in waste reduction, resource efficiency, and overall sustainability, ultimately contributing to
a more resilient and future-ready food industry.
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The global challenges of 2019–2023 have impacted supply chains. Global supply
chains, disrupted by Russian aggression, affect countries not only in Africa but around the
world. Many agricultural enterprises in Ukraine have been damaged. Therefore, Ukraine’s
exports have declined. Agro-food products remain the most exported goods among the
sectors, representing 53% of total exports in 2022. Also, 2022 has revealed the benefits of
domestic processing: companies aimed at exporting raw materials had to decrease their
activities or stop them altogether due to the blockade of ports on the Black Sea and limited
capacities of Ukrzaliznytsia. The availability of well-functioning logistics, access to railways
and the company’s closeness to western borders meant efficient production for Ukrainian
companies in 2022. It is worth betting on start-ups to emerge from the crisis in Industry 4.0.
The Global Industry 4.0 will generate up to $ 1 trillion and most technological innovation
will come from innovative new start-ups by 2025.

Start-ups are identified as drivers of innovation in Industry 4.0, especially in emerging
technologies. Start-ups can develop new ideas and technologies faster and more precisely
in emerging technology areas. In particular, start-up developers from Ukraine presented
their products to entrepreneurs and investors at the Startup Grind Global 2023 conference
in Silicon Valley. The scientists presented INPUT SOFT (InputSoft Inc., Kyiv, Ukraine),
a platform for managing airports and airlines; FuelWell (FUELWELL, Wilmington, DE,
USA), equipment that enables trucks to consume up to 20% less fuel and emit 15% less
CO2; Adminix (Adminix Solutions Inc., Kharkiv, Ukraine), a low-code platform for work-
flow automation; efarm.pro (Gardarika Tres LLC, Kyiv, Ukraine), an IOT navigation field
assistant; Knowledgator Engineering (Knowledgator Engineering LTD, London, UK), a
market, scientific and competitive analysis tool to improve R&D investment, etc. Condi-
tions, environment and development vector are necessary for the rapid growth of startups.
For this purpose, the Industry 4.0 Implementation Center was established at Poltava State
Agrarian University. The Center is the regional core of Industry 4.0 competencies and
one of the elements of the innovation ecosystem of the agricultural sector in the Poltava
region of Ukraine. It is a scientific hub that explores topical issues of smart specialisation
in agro-industry and supply chain logistics. In the scientific centre, research is carried
out by teachers and students, and cooperations with entrepreneurs and communities are
established. Start-ups are being developed to solve identified problems. Teachers provide
training in innovation activities for representatives of territorial communities, and small-
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and medium-sized enterprises. The institution operates a laboratory where research and
testing of innovative products is carried out. In particular, a development project was
implemented to automate grain receiving points. A significant number of businesses from
different regions of Ukraine have relocated to the Poltava region. This emphasises the
importance of the Center’s development.

According to Supply Chain 4.0, supply chain management is based on “Industry 4.0”
innovations, namely the internet of things, robotics, analytics and big data, which aim to
increase productivity and customer satisfaction. In the near future, Supply Chain 4.0 will
obviously affect all areas of supply chain management. The development prospects of the
Poltava region of Ukraine in the context of digitalisation of the agro-industry envisage
the accelerated digitalisation of agricultural and agro-processing enterprises and export
logistics. This is very important in the Poltava region, which produces the second-largest
soybean and sunflower harvests in Ukraine. For this purpose, it is necessary to enhance the
role of clusters and develop regional Industry 4.0 implementation centres. The University
Center will take part in joint training on the implementation of industrial recovery and
innovation development projects in Ukraine. The main trends in the formation of Ukrainian
supply chains that will also be addressed by the Center in 2023–2024 should be the mod-
elling and optimisation of business processes, digital transformation of supply chains,
big data and management of digital platforms, IT start-ups and the future of intelligent
logistics, and the further transition to “green” solutions. Ukraine requires integration into
the global digital ecosystem.
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This research aims to develop a better understanding of how the adoption of Industry
4.0 technologies, specifically the use of big data (BD) and blockchain, can help from the
standpoint of creativity to promote responsible and ethical procurement and supply chain
practices. In particular, we aim to explain how creativity can be employed as an alternative
supply chain resilience strategy to address issues of unfairness to support the resilience
of fresh fruit supply chains in United Kingdom (UK). Overall, the aim is to minimize
potential of disruptions. In the present era, disruptive events and ongoing challenges have
considerably hindered the ability of businesses to produce and distribute their goods. Such
events, to mention only several, include COVID-19, terrorism, natural disasters, political
unrest, and economic issues with potential national and global implications. Moreover, the
aforementioned disruptions have heightened the cognizance of scholars and professionals
alike regarding the need for greater resilience in supply chains as a means of alleviating
potentially catastrophic consequences. Much emphasis has been placed on addressing
the negative impacts of tangible, visible, and catastrophic events through building more
resilient supply chains. However, intangible but disruptive and prevalent occurrences such
as unfairness in supply chains, although being addressed, are still in the infancy phase
of being resolved with respect to supply chain resilience. Furthermore, such intangible
disruptions tend to be aggravated by tangible events. In particular, there is a paucity of
prior research on the connection between supply chain unfairness and resilience. The
presence of unfair practices within the supply chains of the agri-food industry has the
potential to generate food insecurity. In this research, unfairness is addressed as a disruptive
intangible event affecting supply chains that requires management. It has been posited that
risk categorization is key to identifying the relevant mitigation strategies. Specifically, in
this study, unfairness to suppliers in the agri-food supply chain is a form of demand risk
because it emanates from the downstream part of the supply chain.

The study will investigate how industry 4.0 technologies’ adoption, specifically, big
data and blockchain, can mitigate unfairness and support creativity in agri-food sup-
ply chains as a practical application of alternative strategies for cultivating supply chain
resilience beyond the established traditional strategies or capabilities of flexibility, redun-
dancy, collaboration, and agility. The specific case considered within the context of the UK
is fresh fruit supply chains as affected during Brexit. According to the constraint–creativity
paradigm, it is possible to develop creativity from constraints. Therefore, in this study, the
constraint–creativity paradigm informs the practical implementation of BD and blockchain
technologies to promote the creativity that enhances supply chain resilience. Creativity as a
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strategy to enhance supply chain resilience is based on the tenets of the extended resource
base view (RBV) theory. Creativity that emanates from industry 4.0 technologies’ adoption
is treated as an intangible resource or capability in this study. This research employs
the extended RBV theory to address the issue of supply chain resilience using a mix of
methods. This is achieved by leveraging the tangible and intangible benefits of industry 4.0
technologies’ adoption to effectively manage supply chain disruptions (unfairness in this
case), thereby enhancing the overall resilience of the supply chain.
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Abstract: The current war in Ukraine has severely disrupted global food supply chains due to the
significant decline in the production of grain commodities, of which Ukraine and Russia are major
global suppliers. This creates problems in today’s globalised food systems. In particular, a number of
countries are heavily dependent on food imports from Ukraine and/or Russia, particularly some
developing nations in regions like the Middle East and North Africa. As a result, alternative suppliers
need to increase production and food supply chains need to adapt distribution processes. In these
situations, building resilience in food supply chains is critical to react to disruptions. Resilience has
become a widely researched topic in the context of food supply chains, leading to the exploration of
different strategies. One potential strategy to improve resilience is to integrate digital technologies to
optimise food operations. One of the digital technologies at the core of Industry 4.0, and one that
is increasingly being used, is the Internet of Things (IoT). The IoT refers to systems that connect
devices via the Internet, allowing them to collect and share data in real time within a network. The
successful use of IoT in industrial systems has already been demonstrated and the food industry has
begun to embrace the opportunities this technology offers. This research focuses on the potential
of the IoT to support food supply chains by making them more resilient, particularly in the context
of the disruptions caused by the war in Ukraine. Using a literature review and data from statistical
sources, we explore the challenges posed to food supply chains by the Russo–Ukrainian war, and
identify specific vulnerabilities that the IoT can address. We discuss the challenges of implementing
this technology, particularly in wartime situations, and its potential to strengthen food supply chain
operations through its ability to collect and share accurate data in real time.

Keywords: Russo–Ukrainian war; food supply chains; food production disruption; resilience; Internet
of Things (IoT)

Author Contributions: Conceptualization, G.G.-G.; methodology, G.G.-G.; formal analysis, G.G.-G.;
investigation, G.G.-G.; writing—original draft preparation, G.G.-G.; writing—review and editing,
G.G.-G., C.P.-L., S.J. and H.T.; supervision, C.P.-L. All authors have read and agreed to the published
version of the manuscript.

Funding: This research received no external funding.

Institutional Review Board Statement: Not applicable.

Informed Consent Statement: Not applicable.

Eng. Proc. 2023, 40, 19. https://doi.org/10.3390/engproc2023040019 https://www.mdpi.com/journal/engproc
37



Eng. Proc. 2023, 40, 19

Data Availability Statement: No new data were created or analyzed in this study. Data sharing is
not applicable to this article.

Conflicts of Interest: The authors declare no conflict of interest.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.

38



Citation: Chip, L.; Kantsedal, N.;

Kopishynska, O.; Utkin, Y.; Taran-Lala,

O. Features and Prospects of Industry

4.0 in the Agrarian Sector of Ukraine

in Wartime: Economic and Accounting

Aspects. Eng. Proc. 2023, 40, 20.

https://doi.org/10.3390/

engproc2023040020

Academic Editor: Hana Trollman

Published: 20 July 2023

Copyright: © 2023 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license (https://

creativecommons.org/licenses/by/

4.0/).

Abstract

Features and Prospects of Industry 4.0 in the Agrarian Sector of
Ukraine in Wartime: Economic and Accounting Aspects †

Liudmyla Chip 1,*, Natalia Kantsedal 1, Olena Kopishynska 2, Yuri Utkin 2 and Olena Taran-Lala 2

1 Faculty of Accounting and Finance, Poltava State Agrarian University, 36003 Poltava, Ukraine;
nataliia.kantsedal@pdaa.edu.ua

2 Educational and Scientific Institute of Economics, Management, Law and Information Technologies,
Poltava State Agrarian University, 36003 Poltava, Ukraine; olena.kopishynska@pdaa.edu.ua (O.K.);
utkin@pdaa.edu.ua (Y.U.); olena.taran-lala@pdaa.edu.ua (O.T.-L.)

* Correspondence: liudmyla.chip@pdaa.edu.ua
† Presented at the International Conference on Industry 4.0 for Agri-food Supply Chains: Addressing

Socio-economic and Environmental Challenges in Ukraine, Leicester, UK and Online, 24–25 July 2023.

Keywords: Industry 4.0; agricultural technology; food security; agri-food supply chains; databases;
accounting

The agrarian sector of Ukraine is an integral part of the country’s economy. As a result
of the war with the Russian Federation, the country’s economic situation is characterized by
a decrease in the production output, shutdowns of some industries, and a significant drop in
consumption. The main challenges faced by the enterprises are the gaps in logistics supplies,
loss of personnel, falling effective demand, loss of significant areas of agricultural land due
to temporary occupation, decrease in soil fertility as a result of hostilities, lack of necessary
capital and the difficulties in predicting the situation in general. These factors negatively
affected the food supply chains and led to their disruption. In wartime, the solution to the
problem of the country’s food security is extremely important. Maintaining the sustainability
of agribusiness and its competitiveness is a priority task for the state in ensuring food security,
supported by the innovative technologies of the Industry 4.0 concept [1,2].

At the present time, there is an urgent task to determine and assess the consequences
and possibilities of further development of agribusiness at the local and global levels using
the innovative nature of agricultural production and the economy on the whole. The use of
modern systems of automation of agricultural production management, digitalization of large
volumes of data, and use of other modern technologies will allow to increase the efficiency
of production and planning of economic growth in territories that have not experienced the
destruction of the system [3]. Obtaining objective and operational data will make it possible
to apply AI algorithms to make an informed decision in the management of technological
processes in the agricultural sector. At the same time, the introduction of innovative technolo-
gies will allow to return the level of technological production of agricultural products to the
pre-war period in the de-occupied territories [4]. Such development is based on the principles
of caring for the environment and at the same time achieving the maximum economic effect
from agricultural activity [5]. An important condition for attaining food security is the stability
of its provision, which gives the possibility for groups of the population of households and
individuals to have access to sufficient amounts of food at any time and not be under the
pressure of losing access to food as a result of supply and demand shocks.

Thus, Industry 4.0 should become the state priority, which determines whether the
country will be able to demonstrate the sustainable development of agribusiness and
achieve high rates of social and economic development. Therefore, in order to remain
competitive in domestic and foreign markets, even in wartime, agribusiness approves
solutions in the context of the development of Industry 4.0. The approach, which illustrates
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the synergy of Agriculture 4.0 and Economy 4.0 technologies, will ensure the growth
of economic, environmental, and social efficiency as a progressive direction of the local
and global economic system, can be applied in wartime. In conditions of uncertainty
and growing threats, the general model of a new informational paradigm for the activity
of agricultural organizations, which developed on the basis of knowledge mobility and
the transfer of analytical data into valuable information, is of particular importance. The
methodology for evaluating the interaction of information agents in agricultural production
is based on the model of previous studies [5].

The prospect of further research involves a further in-depth and comprehensive
analysis of the ability of the information system to accumulate and interpret data on
activities in agricultural production, determination of chains of interaction, methods of
interpretation, and analysis of information flows at both local and global levels.
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The aim of this research is to comparatively analyse the potential for implement-
ing Industry 4.0 technologies in agri-food supply chains for the benefit of small farms
in the United Kingdom (UK) and Ukraine with a focus on enhancing their capabilities
and competitiveness. The promotion of local food systems and short supply chains is
supported for enhancing the resilience of the food system, particularly during crises, while
also improving environmental impact. Local farms play a crucial role in minimizing the en-
vironmental consequences associated with long-distance food transportation. Additionally,
they positively impact the local economy by supporting farmers and businesses, and foster
sustainable agriculture practices through supply chain transparency. However, small- and
medium-sized enterprises (SMEs) and small farms face specific constraints compared to
larger enterprises. These constraints include reduced economies of scale, increased costs,
limited resources, and low efficiency. Poor linkages and communication in the agri-food
supply chain exacerbate these challenges, whilst cyber security and integration with legacy
systems may not be compatible with new Industry 4.0 technologies. Despite the necessity
to adapt to Industry 4.0 and utilize digital technologies in agriculture, obstacles persist,
including limited technological literacy, inadequate human resources, network coverage,
and capital support, which hinder the full potential of smart agriculture in both the UK
and Ukraine.

Considering the specific needs and constraints of each farm when planning and imple-
menting Industry 4.0 technologies is critical. In addition, government support, education
and access to finance can contribute to the successful implementation of Industry 4.0 in
British and Ukrainian agriculture. According to the resource-based view (RBV), organi-
zations have the capacity to develop dynamic capabilities by utilizing and reconfiguring
their resources. Social network theory complements the RBV, emphasizing the role of
network structure and partner characteristics in gaining access to external resources. This
study adopts a comparative analysis of small farms in the UK and Ukraine based on the
application of the RBV and social network theory. An analysis of how small farms in the
UK and Ukraine can create competitive advantage by adopting blockchain and IoT tech-
nologies in vertical and horizontal supply chain collaboration is presented. By leveraging
technology and enhancing collaboration, small farms in the UK and Ukraine can overcome
resource constraints, improve efficiency, and achieve sustainable growth in a competitive
market environment.
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The activity of the “Industry 4.0 Implementation Center at PSAU” is aimed at the
development and implementation of promising technologies, appropriate specialists train-
ing, implementation and management of informational and educational events, training
management, and networking of enterprises: technology designers, production facilities,
higher-education institutions, scientific institutions, state authorities, and civil groups. The
latest projects that are being implemented are as follows:

Unified information platform for the management of material resources of territorial
communities. This project is aimed at creating a unified digital information space using
a cloud ERP for managing all processes and resources of territorial communities as non-
industrial enterprises in the context of building a landscape of Industry 4.0 technologies.
Domestic ERP Universal offers the advantage of being able to manage enterprises with
different accounting schemes in one database, makes it possible to scale the system to most
enterprises in the future, and uses a combination of artificial intelligence and Internet of
Things technologies.

Segmentation of analog meter readings using neural networks. One of the constraints
to the implementation of the concepts of Smart City, Industry 4.0, etc., is the need to
integrate analog energy metering. Their replacement with digital devices is often not
cost-effective. One option to overcome this barrier could be a combination of AI and IoT
technologies. The project proposes options for solving the image segmentation problem of
displaying digital indicators of analogue meters using neural networks.

Electrotechnical systems for bactericidal air disinfection. Air often becomes a source
and transmitter of pathogenic microorganisms, infections, and viruses. Ultraviolet radia-
tion in the range of 200 to 280 nm, depending on the dosage of exposure, inactivates all
microorganisms. The development of electrotechnical systems for UV disinfection (ozone-
free) will provide a comprehensive solution to the task of bactericidal air disinfection in
various spheres of human activity.

Complex of shot blasting processing of metal products. In mechanical engineering,
there is a tendency to replace expensive metals in the manufacture of large-sized prod-
ucts with more affordable carbon steels with corrosion-resistant non-metallic coatings on
working surfaces. The strength of such coatings is ensured by the quality of the surface
preparation achieved by shot blasting. A robotic complex of remote processing of metal
surfaces of free forms with compliance with the specified parameters is offered.
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Groundwater level monitoring automation. To control groundwater flooding, it is
necessary to determine its cause system. This can be done by analyzing the groundwater
table depth change. Conducting such research is a long and time-consuming process, so it
is necessary to create an automated system for monitoring groundwater. The placement
of sensors that will automatically provide data on the groundwater level rise or fall in
large areas over periods of time will enable the identification of flooding causes and the
development of effective control measures.
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The world is moving fast, and organizations are facing new risks, uncertainties, and
threats within their supply chains. Food security, waste minimization, and sustainability
are new strategic requirements agri-organizations must address and focus on. Nevertheless,
due to globalization and changes in the market post-COVID-19, supply chains are becoming
more complex and agri-organizations must change their business processes and operations
to become more competitive, responsive, and agile.

To be more customer-oriented, efficient, and sustainable, agri-organizations have
been adopting new innovative technologies such as RFID and the Internet of Things.
Recently, the concept of Industry 4.0 (I4.0) has drawn significant attention from specialists,
academics, and decision-makers. I4.0 technologies can enhance supply chain performance
by bringing new cost-effective, green lean features and solutions that can improve internal
and external event traceability, process automation, waste management, data sharing, and
KPI monitoring.

However, there are many challenges to the adoption of I4.0 technologies. Therefore, it
is very important to study these challenges facing the agri-supply chain.

The main aim of this research is to analyze the literature through a systematic approach
to highlight and identify the challenges agri-supply chains are facing while deciding
on implementing I4.0 technologies. Using a set of 64 publications, including journal
papers, conference papers, reviews, and books chapters, selected from the well-known
database Scopus for the last 7 years, a systematic literature review was conducted. The SLR
highlights and considers several I4.0 technologies and their applications affecting the agri-
supply chain.

The results of this study are based on a thorough analysis of the added-value outcomes
of implementing different I4.0 technologies in the agri-food supply chain. Over a dozen
challenges are remarked upon in the literature. These challenges are categorized into three
main areas in the agri-food supply chain: infrastructural, technical and operational. The
most critical challenges detected—within most observations—are technological architecture,
security and privacy, and internet- and IoT-based infrastructure.
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Abstract: Nowadays, the agri-food sector is facing fundamental challenges. According to the FAO
study, the amount of arable land per capita in the world will decrease from 0.6 hectares per person
in 2000 to 0.2 hectares by 2050, while the demand for food will increase by 70%. With today’s
yield growth of 1.5% per year, such changes could result in global food shortages. Therefore, the
governments of developed and developing countries should support initiatives for the digitization
of agri-food businesses and the introduction of new technologies to increase the volume of food
production. Russia’s war against Ukraine is the main cause of the global food crisis, which could
bring serious political and economic consequences. The agricultural and food sector of Ukraine
is about 10% of GDP. For many years, the Ukrainian agro-industrial complex, before the full-scale
invasion of Russia, occupied a leading position among the global exporters. Ukraine supplied 10% of
world wheat exports, more than 14% of corn and more than 47% of sunflower oil. A full-scale war
has become a real test for the Ukrainian agri-food industry. The invasion entailed the destruction
of food production processes and logistics chains. Many sowing areas were mined, equipment and
warehouses were destroyed. At the end of 2022, Ukraine exported agricultural products worth USD
23.6 billion. Although the figure for 2022 is 15% less than the record of 2021 (USD 27.9 billion),
last year’s value of exports became the second since the independence of Ukraine. Disruptions to
Ukrainian exports exacerbated the rise in food prices, which, according to the FAO index, increased
by 54% in February 2022. In March 2023, prices fell, but they were still 6.4% higher than in 2022. The
purpose of the study is to assess the level of digital transformation of the Ukrainian agri-food industry
in order to ensure food security at the national and international levels. Digitalization of the agri-food
industry in Ukraine should be considered a source of deep systemic transformations, which involves
the use of digital technologies at the business level to optimize business operations, increase company
productivity, and improve interaction with suppliers and customers. For agri-food companies, the
issue of digitalization concerns not only technological modernization, but also a complete change of
business processes: farm management systems, data processing and harvest forecasting, agricultural
processing, food quality management, systems for creating added value for products, warehouse
management systems, and human resources management. Nowadays, digitalization can accelerate
the transformation of the agri-food industry across the entire supply chain, from manufacturing and
purchasing processes to distribution, logistics and finance. Innovative technologies that can become
breakthrough in the agri-food industry are as follows: bioinformatics; synthetic biology; food design;
smart farming; vertical farms; aquaculture; bioinformatics; genetics; alternative sources of protein;
technology of conservation and extension of the shelf life of food products. In Ukraine, a number
of agri-food enterprises are moving to Industry 4.0. The most innovative companies in Ukraine are
the largest exporters “Kernel”, “MHP”, “ASTARTA-KYIV”. “Kernel”, a large producer and exporter
of sunflower oil, has been successfully implementing innovations for the agro-industrial complex
of Ukraine for many years. The company uses digital technologies at all stages—from growing
products to sales. The company’s IT team digitized logistics, trading, and document management.

Eng. Proc. 2023, 40, 26. https://doi.org/10.3390/engproc2023040026 https://www.mdpi.com/journal/engproc
47



Eng. Proc. 2023, 40, 26

All information about the processes taking place in agri-food production is collected in the “Kernel
DigitalAgriBusiness” innovative ecosystem. “MHP”, the largest producer and exporter of chicken in
Ukraine, continues to use biogas to produce electricity, industrial steam, and heating. “MHP” biogas
projects are a significant contribution to the company’s energy independence and environmental
responsibility. “ASTARTA-KYIV”, a vertically integrated agricultural holding, developed a complex
system of IT solutions for agribusiness management “AgriChain”, which includes management of
the land bank of the agricultural company (AgriChain Land), agricultural production (AgriChain
Farm), monitoring of crops (AgriChain Scout), logistics of goods (AgriChain Logistics), warehouse
management (AgriChain Barn), business processes (AgriChain Kit). Digital transformations are
also being followed in the dairy industry. “Bel Shostka Ukraine” company is engaged in the digital
transformation of the milk harvesting process. According to our research, breakthrough innovations
are predominantly implemented by large Ukrainian agri-food companies, since they have significant
financial resources for R&D, while SMEs are concentrating their efforts on the digitalization of
business operations and implementation of energy efficient technologies.

Keywords: agri-food industry; digitalization; export; food security; innovative technologies;
transformation
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Abstract: This paper reviews the future trends, the present situation and the prospects facing the
application of Industry 4.0 technologies (e.g., Drones, texting technologies, GPS, etc.) in Iraq’s
agricultural sector in general and small agribusiness industries in particular. Iraq struggles with
chronic structural and emerging challenges that have hindered its food production over the years. In
2019, Iraq’s population had increased to around 39 million people, compared to 23.5 million Iraqis in
2000. This shift amounts to a 66% increase in population in 20 years. Food supply, whether locally
produced or imported, has been struggling to catch up with the population growth, and Iraq has
become increasingly dependent on food imports to meet domestic demand. Between 1985 and 2017,
food imports increased from USD 2 billion to USD 11 billion, growing from 19 to 21% of total imports.
Iraq’s economy has been highly dependent on the oil sector; with declining oil prices, politicians
and international communities have emphasised that modern and smart agriculture that applies
Industry 4.0 technology can increase productivity and be a source of job creation, income generation
and self-reliance. Nonetheless, evidence obtained via this exploratory study using unstructured
interviews (3 out 33) via an interpretive approach and conducting thematic analysis of the interviews
with farmers and agri-entrepreneurs indicate that there is a long journey ahead before Iraq can
rely on agriculture and new technologies, instead of oil, for its economy and to improve its food
system. Moreover, Iraq’s political turmoil and uncertainty, the cyclical conflict and wars, and the
corruption and mismanagement of state resources exacerbate this problem. Indeed, farmers face many
challenges, such as a lack of infrastructure and security, the dominance of state-owned enterprises,
and financing issues, with many farm owners struggling to access finance since there is no clear
banking or credit system. On top of that issue, the diminishing of tacit knowledge among the farmers
and the labour shortage issue in the agricultural sector hinders application of smart technology, as
the majority of workers remaining in the market are unskilled labour. This study contributed to the
literature on the application of smart technologies in agriculture and its socioeconomic effects. The
exploratory nature of this study identifies areas for future research. Additionally, the arguments
presented in this research highlight the challenges farmers and agri-entrepreneurs face in adopting
new technologies and the tactics that they use to survive in a hostile environment like Iraq. It will
also offer suggestions to help policymakers and international communities focus on intervention to
help farmers and agri-entrepreneurs in Iraq to improve their performance.

Keywords: agricultural technologies; Industry 4.0; Industry 5.0; smart technology and agri-entrepreneurs;
food system; Industry 4.0 in a war zone
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Abstract: This paper presents an ongoing study that explores the influence of geopolitical and socio-
economic factors on the Ukrainian food supply chain and its implications for food security. Focusing
on specific sectors within Ukraine, our research aims to provide a comprehensive understanding of the
intricate dynamics between geopolitics, socio-economic conditions, and the functioning of the food
supply chain. To collect data, we have employed focus groups as the primary methodology, engaging
key stakeholders from various sectors, including farmers, distributors, retailers, policymakers, and
consumers. These focus group discussions enable us to delve into their perspectives, experiences,
and challenges in relation to the influence of geopolitical and socio-economic factors on the Ukrainian
food supply chain. Preliminary literature review reveals several noteworthy insights, including
the impact of trade policies and regional conflicts on the availability and accessibility of specific
food products in targeted regions of Ukraine. Building upon these initial findings, our ongoing
study aims to propose strategies to enhance the resilience and efficiency of Ukraine’s food supply
chain. By tailoring policies to address the specific needs of different regions and socio-economic
groups, we anticipate mitigating the adverse effects of geopolitical dynamics on the food system.
Moreover, fostering collaboration among stakeholders will be crucial in navigating the complexities
and challenges inherent in managing the Ukrainian food supply chain.

Keywords: food supply chain; food security; Ukraine; geopolitical factors; socio-economic factors;
resilience strategies
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Abstract: Resilience has been described in many ways and in this paper is considered as the ability of
an organization or wider food supply chain to not just ‘bounce back’ to a steady state, but to ‘bounce
forward’ or ‘bounce without breaking’ to a new sense of becoming that is continually reshaped by
the evolving environment. This keynote-positioned conceptual paper reflects aspects of resilience
that will be considered during the conference. Resilience as a concept can be framed in the context of
food supply chains in terms of the triad of natural systems resilience, organizational resilience, and
personal resilience. The main focus of this paper is on organizational resilience and developing the
capacity to buffer shocks and to adapt to changing supply chain drivers and demands as the world in
which the organization operates becomes more uncertain. One infrastructural approach to improving
adaptive capacity, as a result resilience, is the integration of digital technologies and smart systems
into food supply chains, what is often described as Industry 4.0.

Keywords: resilient; food; supply chains; food system; shocks; challenges; complexity; buffer;
adaptiveness; Industry 4.0

1. Introduction

Resilience as a concept has been defined in many ways in the literature depending
firstly on the initial academic discipline from which the application arises (engineering,
ecology, business management and so forth) and how the conceptualization is then applied
to food supply chains in particular. First, there is the “business as usual” view of resilience,
i.e., after a supply chain shock, resilience is the ability of a business, supply chain or a system
to return to its original stable state [1–4]. Alternatively, the “bounce forward” view of an
organization focuses on resilience as being the taking of opportunity after a disturbance
and to transition to a new, more desirable state [1], and then resilience is conceptualized as
an organization being perceived as being resilient when it has the transforming capacity to
change, renew and grow [5–7].

Generally, considerations of resilience reflect an understanding that there is no steady
state, that systems, especially food systems, are dynamic and ever changing, and operate
within an environment that is uncertain [6], and increasingly so. Therefore, embedding
the capacity to adapt and transform to new often non-linear conditions is essential [5,6].
Indeed, organizations, or whole supply chains, that have the core competencies to capture
opportunities that arise from system disturbance and outperform others who fail to adapt
can be described as being resilient [8,9] rather than being vulnerable [10], i.e., to ‘bounce
without breaking’ [9].

Organizations, food supply chains and wider food systems are intrinsically complex
and diverse. Food systems are composed of multiple activities, processes, value chains,
actors, interactions both internal and external to the commercial relationships, and the
impact of these activities affect multiple stakeholders in diverse and sometimes conflicting
ways [11]. Therefore, food system resilience can be described as “the capacity over time
of a food system, and its units at multiple levels, to provide sufficient, appropriate and
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accessible food to all, in the face of various and even unforeseen disturbances” [11] (p. 19).
This definition suggests both a spatial aspect and a temporal aspect to resilience, in that
shocks can be singular or multiple, both over time, and in their single or multiple foci in
a food system. Shocks, economic disruption, wars and conflicts, harvest failure, supply
issues, consumer boycotts of particular foods or organizations, and so forth, can influence,
at different levels, the food system. Macro shocks define those shocks that influence at the
supranational, national, regional or supply chain level; meso shocks at the organizational
level; and micro shocks at the individual and personal level [12]. The multiplicity and
complexity of interactions of such shocks is beyond exploration in this short paper.

Multiple shocks, or their associated ascribed magnitude of risk, can come together in a
non-linear, complex event to produce an accumulated magnitude of risk and associated
impact(s) that collectively could be greater than if the individual risks had occurred inde-
pendently [13]. This non-linear aggregated and complex event has been termed a “perfect
storm” [14]. Ref. [13] (p. 291) describes a perfect storm as “a combination of uncertainty,
and aggregated “risky events with singular and multiple negative outcomes occurring
simultaneously.” Therefore, whilst risk assessment processes can assess single, independent
risks associated with shocks and prioritize them in terms of their management and possible
elimination, the level of dependency and interdependency between these events is difficult
to determine [14], and, as a result, the aggregated risk of a multiple shock event occurring,
its severity should it occur and the impact on the organization and wider supply chain is
difficult to accurately compute, if such models actually exist.

Resilience, buffer capacity, adaptive capacity and redundancy are important elements.
Buffer capacity represents the ability of an organization to utilize its resources (financial,
physical, natural, human and social) to withstand a shock [8,9]. Adaptive capacity is the
ability to adapt and change in the event of a shock, and the third element redundancy
or substitutability [11] is also important. There are two elements to redundancy: firstly,
being able to anticipate a shock/simultaneous shocks; and secondly, being prepared for
a disruptive event, e.g., by having a business continuity plan in place [15]. The main
focus of this paper is on organizational resilience and developing the capacity to buffer
shocks and to adapt to changing supply chain drivers and demands. Section 2 explores
adaptive capacity, panarchy and resilience in more detail and Section 3 provides some
concluding thoughts.

2. Adaptive Capacity

Adaption can occur at the enterprise, organizational or supply chain level and involves
a realigning, reconfiguring or reassorting of resources requiring the sacrificing of individual
aspects of practice to deliver overall organizational resilience [6]. These adaption responses
can be planned, or can be spontaneous, and can either be short-term tactics or long-term
strategies. Thus, there is a difference between potentially transient adaptive responses and
transformative activities that lead to long-term resilience [5,6]. The concept of panarchy
positions resilience in terms of multiple interventions and associated interactions (both
intended and unintended; positive and negative) that operate at a range of inter-level and
intra-level loci (micro, meso, macro), horizontally and vertically (top-down, bottom-up, or
peer-to-peer, often simultaneously), and where thresholds exist that can trigger feedback
loops [16,17].

A panarchy forms as an interaction of adaptive cycles interlinked and crosslinked
“across different levels on scales of time, space, and meaning,” at the supply chain level,
the political-economic level, and the planetary level [18] (p. 58). Two main cross-linkages
are described by [18] as ‘remember’ and ‘revolt’ that interface with elements of panarchy,
including reorganisation, exploitation, conservation and release [19–21]. Thus, the adaptive
cycle is formed of four phases: growth (exploitation), conservation, collapse (release) and
reorganization [22]. The concept of panarchy reflects system adaptability and system
connectedness, but a further element of resilience is system-level temporal and spatial
trade-offs, e.g., temporal aspects of using resources now or conserving for the future and

54



Eng. Proc. 2023, 40, 1

spatial aspects such as distance between actors in a food supply chain and the impact of
resilience on the situational characteristics of suppliers and the logistical implications [23].
These examples show the need for a more expansive and adaptive framing of food supply
chains rather than a reductionist and static view [18]. Organizational and supply chain
resilience relies on socio-technical mechanisms of release and reorganization, learning,
relearning, unlearning, [24] acceptance or revolt, especially with the uncertainty created by
contemporary shocks such as the COVID-19 pandemic, the Ukraine–Russia conflict, climate
change, global warming, the rate of technological and institutional change, innovation or
even revolution [25], both implicitly, and also how mitigation processes themselves impact
food supply chains. In essence, for food supply chains to be resilient, they need to be
less static, ridged and brittle, and instead more responsive, adaptive and able to buffer
and adapt to shocks. Connectedness can both improve resilience, but be a vulnerability
in of itself, if connectedness drives rigidity [25]; so, when considering ‘bouncing back’
or ‘bouncing forward’, the requisite state of equilibrium and what that ‘looks like’ is
important [26].

Diversity supports ecological and socio-economic framings of resilience [23]. Diver-
sity is the degree of variability in terms of functional diversity (integral components or
functions [23]), and cognitively the variability through strategic responses to positive and
negative triggers, internal or external to the system. Variety and diversity influence or-
ganizational equilibria, the thresholds at which shock(s) impact(s), and the application
of remembering as a response mechanism. Constraints include organizational memory
influencing adaption [26], the variety of outcomes and how they are influenced by the
variety of activities employed to deliver these outcomes [27]. The introduction of Industry
4.0 into food supply chains has been positioned as a means to mitigate supply chain dis-
ruption through increasing agility [28]. Being adaptive and being resilient are a complex
interaction of these interconnected mechanisms that are heavily influenced not only by the
components and their functionality within the system, but also how those components are
connected within socio-economic and socio-technical levels, and how they are connected
across these levels.

3. Concluding Thoughts

Resilience has been described in many ways and in this paper is considered as the
ability of an organization or wider food supply chain to not just ‘bounce back’ to a steady
state, but to ‘bounce forward’ to a new status that is shaped by the evolving environment.
Organizational resilience at the system level is presented in a non-linear and non-static
view with the system being seen as “becoming” in terms of transformational aspects rather
than simply “being” with regard to its transactional aspects [18]. Thus, resilience as a state
and in terms of organizational thinking requires organizations, and indeed whole supply
chains, to develop mechanisms that are firstly framed by the structures and connections,
both physical and digital, that allow the organizations to operate in a dynamic environment,
secondly, utilizes organizational memory and knows when to disregard it when it is a
barrier to survival, and, finally, can embrace and grow through revolution whether it be
social, technological or geopolitical. This notion of resilience reflects that there is no steady
state, no business as usual, that ‘bouncing back’ or ‘bouncing without breaking’ is not a
position which embraces all opportunity, and even ‘bouncing forward’ is not an end in
itself, but only a transient position.
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Abstract: The Ukrainian Industry 4.0 strategy envisages the positioning of Ukraine as a high-tech,
post-industrial country, integrated into global technological chains of value creation and producing
unique engineering services and high-quality products. In particular, for the needs of the territorial
communities of Ukraine in the conditions of war, the uninterrupted operation of agro-food supply
chains and ensuring the ecological safety of these territories has become especially important. This
paper explores the possibilities of creating a unified digital information space in a modern cloud-
based enterprise resource planning (ERP) system to improve the management of all subjects in the
territorial community and facilitate the transition to the Industry 4.0 technology landscape.

Keywords: Industry 4.0; Community 4.0; cloud ERP; agri-food; Internet of Things

1. Introduction

The 21st century has witnessed the emergence of Industry 4.0, which is characterized
by the dominance of knowledge and digital data. At the beginning of the Industry 4.0
era, the focus was solely on industrial production, but the paradigm has since expanded
to include other areas of human activity such as agriculture (Agriculture 4.0), health-
care (Healthcare 4.0), logistics (Logistics 4.0), energy (Energy 4.0), and elements of new
educational technologies (Education 4.0) [1].

The creation of 1436 territorial communities in Ukraine is the result of a key pro-
European reform of local governments. The Community 4.0 program is related to this.
The goal is the implementation of digital projects to ensure sustainability, attractiveness
for investments, and new concepts for non-industrial organizations during the war and
recovery in the future [2]. The gradual creation of Industry 4.0 centered at universities,
such as Poltava State Agrarian University (PSAU), allows enterprises, scientific institutions,
state authorities, and public formations to be involved in the implementation and approval
of projects.

Industry 4.0 is a continuation and expansion of Industry 3.0 through the framework of
new technologies (artificial intelligence (AI), industrial Internet of Things (IIoT), analytics
and processing, and others). The broader application of modern ERP class systems is
considered a necessary element of the strategy to achieve the level of technology and
Culture 4.0 for non-manufacturing companies and organizations [3]. The role of powerful
ERP systems in processing new types of data, globalizing production, and decentralizing
management remains debatable. ERP systems will have to solve new tasks, such as data
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correlation and managing larger and more complex volumes of data. This study employs
data gathered during advisory consultations provided by scientists at PSAU [4,5]. These
consultations were conducted in 18 different communities, and four pilot projects were
discussed to establish a unified digital information space through modern ERP systems.

2. Methods

The authors applied methods of quantitative and qualitative analysis of software,
business processes in research subjects. Collection of primary data is carried out on the
basis of a questionnaire by interviewing leading specialists from different departments
and organizations through agreed questionnaires in different territorial communities with
the agreement of their leaders. A case study of a pilot project for the implementation of a
unified resource management system by the executive bodies of territorial communities
in Ukraine has been prepared. Processing and use of data were carried out during the
discussion of pilot projects in a tripartite format: customer (community)—consultants
(scientists from PSAU)—performers (IT companies).

3. Results

The executive committee of a territorial community manages several departments,
some of which are similar to enterprises (such as accounting, finance, land, legal, and com-
munal management). As a rule, a large number of agricultural enterprises (agroholdings,
small- and medium-sized enterprises, and farms) operate within each territorial community,
which are often the main sources of the territorial community’s budget. In addition, the
executive committees of territorial communities are entrusted with the responsibility of
forming a food reserve for the relevant period.

This research showed that different departments and institutions use an uncoordinated
set of software: accounting systems of various types and complexity, transport management
systems, agricultural production management systems, medical systems, banking clients,
and others. Therefore, it is necessary to form a single software ecosystem on an ERP
platform that is more flexible to support development [6,7]. To customize the ERP system
modules for specific organizations, IT companies create company database models based
on Oracle technologies.

Hence, the latest version of the cloud-based “Universal 9.0” ERP system has been
implemented, which incorporates all modern technologies for processing large volumes
of data, user interfaces, and architectural solutions. The advanced architecture of ERP
“Universal 9”, built according to the principle of a multi-tier system, makes it possible
to scale the system to most enterprises in the future, including those that plan to use
special sensors to collect operational data from hundreds of meters using a combination of
artificial intelligence and Internet of Things (AI + IoT) technologies based on the algorithms
described in [8].

This approach allows us not only to integrate an analog infrastructure into a modern
digital ecosystem within a certain smart concept (Smart Cities, Agriculture 4.0, IIoT, etc.) [6],
but also to provide real-time information about various aspects of the processes of produc-
tion, storage, and transportation of products. This is due to the following main factors.
Firstly, processing large amounts of data and applying machine learning (ML) algorithms
allows one to identify patterns and predict possible problems in agricultural production.
Secondly, sensors installed on farms or other production facilities can collect data on the
soil conditions, chemical compositions of fertilizers, or the quality of animal feed for the
purposes of product certification (including confirmation of an organic origin). As a result,
this contributes to the efficiency, safety, and transparency of the agri-food supply chain.

In general, in addition to the IoT, it is advisable to use other smart technologies to
control agri-food supply chains, including the following: automation of the processes
of collection, sorting, and packaging of products to reduce the risk of human error. The
introduction of blockchain to ensure transparency and the absence of data falsification in the
agri-food chain, which allows one to track the path of the product from the farm to the final

60



Eng. Proc. 2023, 40, 15

sale of goods to the consumer. This guarantees trust and quality assurance. Radio Frequency
Identification (RFID) technology allows real-time tracking of the condition, location, and
all movements of packaged products. When integrated with the tools discussed above,
this makes it impossible to attempt to replace, delete, or change accounting information
in the ERP system. This approach is quite relevant for the certification of ecological and
organic products based on the analysis of information about the place and time of their
collection (production), storage conditions and location, delivery to the end user, etc. In
turn, comparing AI-based information on the product variety (weight parameters, fruit
maturity, etc.) and market conditions will allow for the optimization of logistics processes
and the efficiency of management decisions.

4. Conclusions

Since many enterprises and organizations are moving towards the introduction of
Industry 4.0 technologies, it is necessary to critically analyze and reform their automation
of production and management processes at level 3.0 at the beginning. In this work,
an example of combining tasks of different parts of a non-industrial organization on a
single platform of the ERP system is considered. For executive committees of territorial
communities, such systems will allow for high-quality data analytics and significantly
increase the effectivity of control over production, distribution, quality, logistics, and food
at all stages of the supply chain.

Further research should focus on developing a stack of technologies that can be inte-
grated with the cloud ERP system, leading to the creation of a modern software landscape
that aligns with the Industry 4.0 framework.
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Abstract: This keynote and future paper summarises the methods that are being utilised to define
the requirements of national populations’ natural resource demands for the consumption of food
and beverage products so that strategies may be more effectively developed to deal with crises. The
methods are presented as part of a material analysis of the UK food supply system, and they are used
to demonstrate sustainable practices in food manufacturing. Our current conclusions show that the
limiting factors in the food system must be focussed on human-centred activities that interact with
material flows, which are often overlooked in sustainability assessments. This is critical if we intend
to tackle issues of security, resilience, and sustainability incisively.

Keywords: materiality; security; sustainability

1. Introduction

This abstract is written for our keynote presentation at the International Conference on
Industry 4.0 for Agri-food Supply Chains: Addressing Socio-economic and Environmental
Challenges in Ukraine, held from 24 to 25 July 2023 at the University of Leicester, UK. This
keynote further develops a previously published study [1] in which a narrative of food
security was established in response to the current Russian State war on Ukraine.

Sustainable practices in the food system have been transformed by thought leaders
associated with the delivery of the Green Revolution, Globalisation and Sustainable Devel-
opment programmes. Each of these globally transformative programmes has fallen short
of achieving their intended goals, and we report that this is because the measurement of
progress has not been reactive enough in the face of crises. This reactivity has become more
critical, and it has been emphasised in manufacturing practices because human values
are not fully built into the applications of technology and extremely variable geopolitical
conditions that continue to confound sustainable outcomes. Solutions have been identified
by considering the production of life-securing services and products in the most hostile
environments in which re-thinking the current manufacturing systems is a necessity [2].
The development of analytical methods that can provide timely assessments of materiality
and criticality in food systems are required to deliver these technology solutions, and they
have been previously tested using statistical data from the UN Food and Agricultural
Organisation (FAO) [3]. These methods identify the most important food materials used
by specific nations and thus develop a more focussed materiality of food systems and
materials. The approach is similar to the approach used by engineers to assess materiality
issues in product and market development, which consider the criticality of the supply
of materials by mass, availability and environmental impact [4]. Digital technologies are
known to be transformational in implementing these methods because they provide the
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means to develop increased reactivity and resilience. As such, they can transform the
supply of agri-products, food ingredients and infrastructural materials used by the food
system [5].

There are similarities in this approach to a Life Cycle Impact Assessment (LCIA), and
the methods reported herein simplify the in-depth analysis used in LCIA and LCA so
that reactive resilience can be deployed with confidence. The assessment of control, limits
and materiality across the food system has had limited application. The specific methods
for assessing the effectiveness of material flows are extremely well developed, but they
have not been integrated for application. Notably, factories are where we begin to rigidly
control the inefficiencies within energy or material flows, and an example of this is the
development of new manufacturing strategies such as the production of fresh produce in
Controlled Environment Agriculture (CEA) facilities—the so-called vertical farms. These
are reforming manufacturing operations by reducing the criticality of specific materials,
such as in the timely and projectable supply of fresh ingredients [2].

2. Analysis of Food System Data to Assess Supply Resilience

The assessment methodology tested and developed herein focusses on (1) commercial
responses to supply chains impacted by climate change; (2) the utilisation of materials,
including losses and waste; and (3) the supply of healthy diets. These three areas provide
the interpretive focus for the assessment of food category data obtained from national food
supply and balance databases so that a ranked assessment of food security is possible.
Figure 1 shows how this method is initiated by assessing the critical supply of food
categories at a national scale; this is achieved by calculating the ratio between the production
quantity of the agri-food category and the Domestic Supply Quantity (DSQ) of the same
category. The DSQ is calculated as the total national production mass and import mass,
subtracting the total export mass. This means that a production-to-DSQ ratio value of one
identifies that production is equal to supply, a ratio above one indicates that production
exceeds supply and a ratio below one indicates that production is a limiting component
of supply. This approach supports other database methodologies that identify limits
to nutritional supply and can be used to support the application of LCA and carbon
footprinting methods. Figure 1 shows the Production to DSQ ratio in terms of a Red Amber
Green (RAG) risk register. Once the ratio is calculated, the data must be ranked, and
Figure 1 shows an example of how risk can be segmented by thresholds for risk assessment,
demonstrated herein this via a simplistic RAG register.

 

Figure 1. The ratio of UK Production to Domestic Supply Quantity (DSQ). DSQ is calculated as
the addition of production and import mass, subtracting exports, to UK production in 2020. Data
obtained from FAOStat Food Balance Databases. See Table S1 for the data utilized utilised to produce
this figure.
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3. Analysis of Food System Data to Assess Nutritional Resilience

Figure 2 develops these insights further by demonstrating how the ratio can be used to
inform materiality in our food system, using the specific food category percentage supply of
Calories and protein to the diet of UK citizens. This assessment is crucial because it provides
an incisive view of valuable Calories and protein, which are part of the material value of the
food system for specific food categories. The immediate outcome of the materiality shown
in Figure 1, which demonstrates limitations to integrating the mass balance assessment
shown in Figure 1 and the nutrition profiles shown in Figure 2 with carbon footprints
and LCAs of the food categories. Figure 2 demonstrates this point well because the actual
supplies of Calories and protein align well with what is considered a healthy and balanced
diet; however, this is clearly not the case if national health outcomes are considered. As
such, the impact of this analysis is the requirement to develop a greater diversity of food
categories. Supplying Calories and protein in meals and diets must be a goal of UK food
policy so that micronutrients and other factors are considered more effectively.

 

Figure 2. The percentage of total calorific and protein supply from different food categories in the
UK in 2020, data obtained from FAOStat Food Balance Databases. See Table S1 for the data utilized
utilised to produce this figure.

Figure 1 demonstrates the principle of first ranking those food categories that are most
at risk, and this must be a pre-requisite for any security assessment that seeks to guide
resilience in food supply. The consideration of materiality within the food system can help
to enable sustainable practice in developing food supplies because food categories can be
ranked by requirement, distribution effort and the services required to produce them [3].
Together they can define the criticality of specific food categories and the services that
support their supply.

4. Analysis of Food System Data to Assess Logistical Resilience

Distribution and logistical operations are often critical limitations in securing sustain-
able food chains; an example of this is provided by what has happened in the Ukraine
food system. Agricultural production has managed to continue during war and conflict
since 2014 and most incredibly since 2022; this is likely to change dramatically in 2023.
What has been crucial during conflict is that it is not only production capability but also the
importance of transport from global regions; in 2023, there are critical signs that reductions
in production will have a global impact. Table 1 shows that agricultural production alone
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is not enough to provide security, and critical distribution routes, such as shipping through
the Black Sea ports of Ukraine, are critical to the distribution of agricultural commodities.

Table 1. The top ten ranked nations importing Ukrainian agricultural products from 31 July 2022 to
27 June 2023. The data were derived from the Humanitarian Data Exchange (2023) Black Sea Grain
Initiative Vessel Movements, https://data.humdata.org/dataset/black-sea-grain-initiative-vessel-
movements (accessed on 1 July 2023).

Departure Port Country Commodity Tonnage Departure

Chornomorsk China Maize 75,790 2 June 2023
Yuzhny/Pivdennyi Spain Wheat 74,904 18 January 2023
Yuzhny/Pivdennyi The Netherlands Maize 74,500 30 August 2022
Yuzhny/Pivdennyi China Maize 72,600 24 December 2022
Yuzhny/Pivdennyi China Maize 71,970 27 December 2022
Yuzhny/Pivdennyi China Maize 71,500 18 February 2023

Chornomorsk China Maize 71,500 15 January 2023
Yuzhny/Pivdennyi China Maize 71,500 24 December 2022
Yuzhny/Pivdennyi Spain Wheat 71,500 22 December 2022
Yuzhny/Pivdennyi Indonesia Wheat 71,400 14 December 2022

In geo-political conflict and war, the most vulnerable communities and nations are the
most impacted, and Table 1 shows that the shipping of agricultural products from Black
Sea ports in the past year for wheat and maize exceeded 70,000 tonnes per ship. Notably,
Table 2 shows that similar tonnages will be transported to more Calorie-deficient regions
of the world that are dependent on Ukrainian export, and these shipped cargoes all carry
wheat. The data shown in Tables 1 and 2 are from the Humanitarian Data Exchange, and
they do not provide a secure outlook for global food security within the next 1–5 years.
Further data showing the impact of agri-transport agreements during the Russian war
are available and demonstrate the critical requirement for logistical services to support
production in order to deliver global food security [1].

Table 2. The first ten ranked low- and middle-income nations importing Ukrainian agricultural
products from 31 July 2022 to 27 June 2023. The data were derived from the Humanitarian Data
Exchange (2023) Black Sea Grain Initiative Vessel Movements, https://data.humdata.org/dataset/
black-sea-grain-initiative-vessel-movements (accessed on 1 July 2023).

Departure Port Country Commodity Tonnage Departure

Chornomorsk Sudan Wheat 65,340 25 August 2022
Yuzhny/Pivdennyi Yemen Wheat 55,318 12 November 2022
Yuzhny/Pivdennyi Yemen Wheat 53,300 4 March 2023
Yuzhny/Pivdennyi Yemen Wheat 37,000 29 August 2022

Odesa Sudan Wheat 30,000 13 May 2023
Odesa Ethiopia Wheat 30,000 24 April 2023

Chornomorsk Yemen Wheat 30,000 24 March2023
Odesa Ethiopia Wheat 30,000 21 March 2023

Chornomorsk Ethiopia Wheat 30,000 21 January 2023
Chornomorsk Ethiopia Wheat 30,000 3 December 2022

5. For Discussion

We often cite the requirement for resilience in our food system, which is described as
the ability to buffer and withstand rapid change. Conflict and war have prevented food
security; policy narratives first made us aware of this in the 1970s, when they highlighted
war and conflict in Eastern Africa. We now continue to face the impact of climate change,
so expediently identifying critical materiality has become an important role for scientists
to champion; without this, we will fail. The current war has maintained agricultural pro-
duction, but remote sensing data indicate that 2023 will be a year of an drastically reduced

66



Eng. Proc. 2023, 40, 23

production in Ukraine, and famine will follow in North Africa and the Middle/Near East if
action is not taken now. The studies and methods reported herein must be communicated.
They utilise what are largely open data systems, and it is our duty as food scientists to make
policy makers aware of what the evidence is telling us. We can do this more openly and
expediently than ever before, and it must be a common goal of our scientific community.
The most important application of these methods and research is to optimise the use of
energy in the food supply and bring climate change strategies into the industry that will
prepare us for crises and enhance workforce understanding of these practices.

Supplementary Materials: The following supporting information can be downloaded at:
https://www.mdpi.com/article/10.3390/engproc2023040023/s1, Table S1: The data utilized to
produce Figures 1 and 2.
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