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1. Introduction

Wireless communications have long been a part of our daily lives: from remote controls to baby
monitors, from cellular to local area networks, connecting us to the Internet and integrating our various
gadgets and peripherals. However, industrialists have been very conservative in allowing wireless to
enter their factory automation and process control systems. This has been mainly because “wireless”
technologies had only been used in very specific and limited industrial scenarios (e.g., to facilitate
point-to-point connections) and often granted insulfficient reliability, security, or lifetime guarantees.

As wireless technology matured (e.g., IEEE 802.11-based and IEEE 802.15.4-based), wireless
sensors, actuators, and controllers started penetrating the factory floor, complementing or even
replacing their wired counterparts. While these “hybrid” wired/wireless systems are already a
commodity, we are at the dawn of a new era, where computers, sensors, and actuators are becoming
increasingly embedded and ubiquitous, scaling up systems at unprecedented levels. The number of
(embedded, networked) devices will grow dramatically, while the size of individual devices/nodes
will necessarily shrink. The so-called “Internet-of-Things” and “Industry 4.0” are very broad umbrellas
that fit into this paradigm.

Wireless sensor/actuators networks (WSANSs) are thus being increasingly used in a panoply of
applications, such as industrial automation, process control, ambient assisted living, structural health
monitoring, and homeland security. Most of these applications require specific quality-of-service (QoS)
guarantees from their underlying communication infrastructures (regardless of their wireless, wired,
or hybrid nature).

While QoS has been traditionally associated with bit/data rate, network throughput, message
delay, and bit/packet error rate, these properties alone do not reflect the overall “quality of service”
that needs to be provided for such applications (and for their users). Other (non-functional) properties
such as scalability, security, mobility, or energy sustainability must also be considered in the design of
such complex cyber-physical systems. Importantly, these properties often conflict.

This special issue targeted contributions in wireless sensor/actuator networks and systems
(WSANSs) addressing QoS properties (hopefully in combination) such as reliability and robustness,
timeliness and real-time, scalability, mobility, security and privacy, and energy efficiency and
sustainability. We sought for works that were sufficiently mature, tested, and evaluated through
analytical, simulation, or experimental models. Extensions to previously published works were
eligible, provided that this fact was clearly stated in the submission and that the new contribution
was significant.

We were envisaging works covering one or more of the following WSAN topics, with QoS as an
overarching aspect:

- System architectures: e.g., improving hardware (e.g., radio technology), software (including
operating systems), and communication network architectures to achieve better QoS; scalability;
WSAN integration in, and interoperability with, legacy wired systems; cross-layer design.
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- Reliability and robustness: improving communication errors detection/correction, hardware
robustness, and systems reliability in general.

- Timeliness and real-time: improving the timing behavior and reducing/bounding (end-to-end)
communication delays; innovative time synchronization techniques.

- Security and privacy: new mechanisms to grant adequate levels of security/privacy without
jeopardizing energy and time.

- Mobility: mechanisms to support mobile devices in a seamless and transparent way, while still
respecting overall QoS requirements.

- Energy sustainability, efficiency, and harvesting: improving devices/system lifetime, e.g., through
optimized communications scheduling/duty-cycling and energy/delay trade-offs.

- Radio interference identification and mitigation: improving the detection, classification, and
mitigation of communication errors deriving from radio propagation and interference.

- Communication and network protocols: QoS add-ons; performance/worst-case analysis
(analytical, simulation, and experimental).

- QoS in the Internet-of-Things, Cyber-Physical Systems, and Industry 4.0 contexts.

- Experimental facilities and test-beds, pilot demonstrations/deployments; innovative simulation
and emulation models, platforms, and methodologies.

- Real-world applications, such as in smart health, environmental/structural monitoring, factory
automation, process control, smart buildings, body sensor networks, vehicular networks, or
security/surveillance.

- Communication standards and technologies for WSAN and LPWAN, e.g., IEEE 802.11, WiFi,
IEEE 802.15.4, ZigBee, 6l0WPAN, WirelessHART, ISA SP100, LoRa, SigFox, and Narrowband-IoT
and their integration/interoperability with wired networks and with the Internet/Cloud.

- Novel communication technologies to overcome an increasingly overcrowded radio spectrum
(e.g., visible light, mm-wave, thermal, vibration, acoustic) communication.

2. Summary of Contributions

This special issue gathers together an extremely rich set of contributions, addressing several
WSAN domains and sharing QoS as a common denominator. Eight papers have made it through a
rigorous and iterative peer-reviewing process (three reviews per paper, at least two review rounds),
involving 38 authors from all over the world (North and South America, Europe, Asia, and Australia)
from academia, industry, and the military. Each paper features at least one reference author which is
highly reputed in this scientific domain, totaling over one hundred thousand citations altogether.

Papers cover a wide range of topics, namely the optimization of retransmission scheduling in
IEEE 802.15.4e WSANSs [1], an experimental evaluation of LoRa reliability [2], the estimation of WSAN
lifetime based on innovative battery models [3], a novel radio interference classification method for
WSANS [4], a dynamic QoS-aware MAC that can be boosted for long-range communications [5],
an RSSI-based model-learning for target localization/tracking [6], using sensor network calculus
for designing WSANs with predictable e2e delays [7], and decision-centric WSAN resource
management [8]. A brief summary of each paper is provided here.

The first paper to be published in this special issue, [1], investigates how the reliability of Industrial
WSANS based on the IEEE 802.15.4e LLDN (low-latency deterministic network) protocol can be
increased. The authors explore the inherent characteristics of the protocol to reschedule predetermined
retransmission slots in a clever way, improving the reliability of uplink (sensor nodes -> coordinator)
traffic and maximizing the probability of correct packet delivery. Importantly, two basic retransmission
scheduling mechanisms are proposed that are backward compatible with the standard protocol, while
two other approaches relying on cooperative relayers lead to more substantial gains but require minor
changes to the standard. The authors build on two channel models: one static (fixed randomly chosen
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PER) and another one time-varying (hopping between two randomly chosen PERs) and evaluate the
performance (essentially the superframe packet success rate) using a custom-made simulator.

The authors of [2] report the main results of an extensive experimental evaluation of the reliability
of LoRa, one of the most prominent long-range low-power WSAN to date, along with SigFox and
Narrowband-IoT. The authors focus on the impact of physical layer settings and ambient temperature
on effective data rate and energy efficiency. The authors build on indoor, outdoor, and underground
experiments, concluding, e.g., that, when sensor nodes are at the boundaries of their communication
range, it is better to use higher bit rates together with a retransmission scheme, rather than selecting a
slower setting that maximizes PDR. It is also systematically shown that there is a direct correlation
between ambient temperature, PDR, and received radio signal strength, for different LoRa radios.
Over a range of 60 °C, the received signal strength consistently decreases 1 dBm /10 °C, which has a
great impact for nodes at the edge of the communication range: a perfectly good link at 15 °C becomes
unusable at 60 °C.

WSANS are typically dependent (at least partially) on battery-powered devices. Therefore,
estimating their current energy capacity and their lifetime may be of paramount importance, namely
for energy-aware protocols and resource management. However, operating temperature and discharge
current variations have a great impact on most electrochemical batteries’ capacity, rendering the
estimation of their voltage/charge behavior over time a tricky task. The authors of [3] propose an
analytical model to estimate the state-of-charge and voltage of batteries based on their temperature,
avoiding more expensive and energy-consuming hardware-based solutions that may compromise
WSANEs scalability. The authors implement, evaluate, and validate their analytical model through
experiments over six different low-power low-memory COTS WSAN nodes (from the Atmel ATmega
and SAM families).

Most WSAN technologies operate in the license-free ISM band, so communications are prone
to external and cross-technology interference, namely from other wireless networks (e.g., WiFi
and Bluetooth) and a myriad of daily use devices sharing the same spectrum (e.g., microwave
ovens, baby monitors, cordless phones, audio/video transmitters, and remote controls). While
some WSAN applications may cope with lost packets and extra communication delays, when we
look into industrial WSAN application contexts, things may radically change, as reliability and
timeliness are usually at stake. In this context, the authors of [4] describe a novel method for
classifying interference sources in IEEE 802.15.4-based IWNSANSs, which may then be complemented
with interference mitigation techniques. This scheme builds on a machine learning technique (support
vector machines) for classifying interference from IEEE 802.11 networks and microwave ovens, as
well as the presence of interference-free channels. Extensive tests in three industrial scenarios show
that a high classification accuracy (over 80%) can be obtained in a very short channel sensing time
(below 300 ms). The computational effort and memory footprint are very small, enabling this classifier
to be implemented in low-cost COTS WSAN hardware.

Unmanned aerial vehicles (UAVs) are becoming a commodity. While up to a decade ago
they were used for very specific applications such as search & rescue and homeland security),
nowadays it is increasingly common to use such devices for environmental monitoring, forest
surveillance, 3D-mapping, and companies/sites promotion. Some scenarios may involve several UAVs
intercommunicating and interoperating among each other (in swarms) and with fixed and mobile
infrastructures, devices, and people on the ground. In such multi-agent cyber-physical ecosystems,
localization/tracking and wireless communications are paramount and extremely challenging,
considering that QoS must be guaranteed in highly dynamic, uncontrolled, open-space, and large-scale
settings. The authors of [5,6] engineer solutions toward this end.

The authors of [5] elaborate on a cooperative MAC protocol specifically designed for networks of
UAVs, supporting traffic differentiation between best-effort (on-demand) and guaranteed bandwidth
(periodic). The authors complement this data-link layer protocol with two mechanisms that improve
the reliability and range of communications, namely an adaptive antenna array that enables
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omnidirectional and directional transmissions and a cooperative relayer mechanism. The proposed
mechanism is evaluated through a probabilistic model (Markov chain) and simulations (ns2 and
MatLab), proving its efficiency against four reference protocols.

RSSI-based object/target localization and tracking mechanisms usually feature a training phase
for mitigating the particularities of each environment and optimizing their accuracy. The authors of [6]
propose two run-time (on-line) model-learning mechanisms that overcome the cons of pre-run-time
(off-line) alternatives, namely in terms of (wasted) time, flexibility, and adaptability to changes in
highly dynamic scenarios. Both mechanisms have been implemented and experimentally evaluated in
a 2D test-bed with a set of anchor nodes and mobile robots, showing significant improvements over
traditional RSSI-range models.

A priori determination of WSAN performance is quite challenging, particularly when we
aim at achieving the best energy-bandwidth tradeoff (worst-case dimensioning) in large-scale
networks, considering the particularities of the communication stack (e.g., MAC and routing protocols
non-determinism) and the dynamics of the environment (topology, obstacles, mobility, and EMI). It is
fundamental to check if/how WSAN application requirements can be met, for instance concerning
timeliness (e.g., maximum end-to-end delay of 3 s), reliability (a packet error rate below 1%), and
scalability (a network must support up to 1000 nodes and cover an area with a 2 km radius), so that
network parameters such as bit rate, nodes’/clusters’ duty-cycle, TDMA slots reservation, and routers’
buffer size can bed tune/optimized. The authors of [7] wrap up relevant work on sensor network
calculus, a mathematical methodology that has been tailored (actually by the first author, over a decade
ago) for worst-case analysis and dimensioning in sensor networks. The paper describes tools and
applications of sensor network calculus and points out new research directions, such as encompassing
stochastic models, downstream control traffic, and mobility support.

Last (but definitely not least), the authors of [8] address decision-centric resource management in
QoS-aware WSAN systems, enabling the optimization of communication protocols, data storage, and
scheduling policies for critical data collection, specifically for meeting decision needs. Toward this
end, resource management heuristics/algorithms are proposed that meet at least the three following
conditions: (i) collected data must have enough quality to support a user's decision; (ii) it should be
recent (fresh) enough; (iii) the user’s decision (based on the collected data) must meet the decision
deadline. What sensors need to be activated to take the best decision at the lowest possible (resources)
cost? How often do nodes need to sense the physical world and to communicate data? In which
order (scheduling) should they be sampled? The proposed methodology and architecture (dubbed
Athena) answers these questions, and has been evaluated (via simulation) considering a post-disaster
route-finding scenario, proving to outperform traditional alternatives.

3. Conclusions

This special issue features eight extremely interesting and top-quality papers, browsing different
scientific and technological issues related to WSANSs, but all of them gravitate around a major concern:
the Quality-of-Service (QoS) of communication networks and, in a broader perspective, of overall
WSAN:-based systems (hardware, software, and communication components).

It is widely accepted that the non-functional (QoS) properties of computing systems (namely
WSAN systems) are at least as important as their functional counterparts. Guaranteeing that all
QoS requirements are met is a challenging task, particularly considering their “conflicting” nature.
For instance, guaranteeing that the end-to-end communication delay of a certain message stream is
always smaller than a certain deadline may conflict with node/system lifetime requirements, since
increasing the bit rate and /or the duty-cycle (of routing nodes) will demand more energy; increasing
security may lead to extra energy consumption and processing/communication delays, due to the
intrinsic algorithms and longer (encrypted) messages. All eight papers encompass these concerns, in
one way or another.
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We are moving into the realm of a new era, where ubiquitous computing is factually entering our
daily lives, through different vests (e.g., “smart” phones, appliances, homes, cars, cities), but all share
the need for underlying WSAN infrastructures. The scalability of these systems/applications, the close
interaction with the physical world, and the dynamics of the agents involved and of the environment,
will continue to challenge the exceptional researchers that have contributed to this special issue. I thank
them here for their hard work and dedication and for their perseverance in revising and fine-tuning
the papers toward their camera-ready versions.
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Abstract: We consider the scheduling of retransmissions in the low-latency deterministic network
(LLDN) extension to the IEEE 802.15.4 standard. We propose a number of retransmission schemes
with varying degrees of required changes to the LLDN specification. In particular, we propose
a retransmission scheme that uses cooperative relayers and where the best relayer for a source
node is learned using a reinforcement-learning method. The method allows for adapting relayer
selections in the face of time-varying channels. Our results show that the relayer-based methods
achieve a much better reliability over the other methods, both over static (but unknown) and over
time-varying channels.

Keywords:  IEEE 802.15.4e; LLDN; retransmission scheduling; cooperative relayers;
reinforcement learning

1. Introduction

Industrial wireless sensor networks (IWSN) have recently received considerable attention [1-3].
In particular, the IEEE 802.15.4 standard [4] is of great interest to researchers and practitioners, not the
least due to its maturity and the commercial availability of components [5]. In 2012, the IEEE approved
the IEEE 802.15.4e amendment to the IEEE 802.15.4 standard [6,7]. The amendment includes the
low latency deterministic network (LLDN) extension, which targets applications in the domain of factory
automation where determinism in the time domain is important. In a nutshell, the LLDN extension
specifies a star network in which a number of sensors are associated with a coordinator, and where
deterministic and low-latency transmission is achieved through a TDMA-like (Time-Division Multiple
Access) medium access control scheme. In this scheme, time is partitioned into subsequent superframes,
which, in turn, are partitioned into time slots, most of which are allocated for exclusive use to sensors
(for uplink traffic) and to the coordinator (for downlink traffic). LLDN also addresses reliability
concerns by including both individual and group acknowledgements and explicit retransmission slots.

In this paper, we explore how to use these retransmission slots to improve reliability for uplink
traffic. According to the IEEE 802.15.4e amendment, each sensor gets one timeslot for an initial
uplink transmission and at most one more timeslot for a retransmission (we call a source node
whose initial transmission failed a failed node or a failed source). We argue that this allocation
scheme is inappropriate, for the following reasons: (i) a failed source node can not use more than one
retransmission slot, even if other retransmission slots are unused; and (ii) it ignores that the channels
between different sources and the coordinator can be very different and can vary over time. We propose
and evaluate the performance of a number of different schemes for allocating retransmission slots to

J. Sens. Actuator Netw. 2017, 6, 6; doi:10.3390/jsan6020006 6 www.mdpi.com/journal/jsan
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failed nodes. One of the proposed schemes requires no changes to the IEEE 802.15.4e packet formats
(only a behavioural change), other schemes only require modifications of one particular LLDN packet,
the group acknowledgement (GACK). Most of our schemes are designed to maximize the probability
that all source packets are eventually received within one superframe (we refer to this as the success
probability). To achieve this, the coordinator continuously maintains estimates of the current packet
error rates on the source-coordinator channels to inform retransmission slot allocation.

Our results indicate that it is possible to improve the success probability significantly already
by simply allowing the system to use all available retransmission slots (and without requiring
any changes to packet formats). However, much more substantial gains can be made by adding
cooperative relayers, i.e., dedicated helper nodes tasked to overhear source transmissions and
performing retransmissions on their behalf, leveraging spatial diversity [8]. It has already been
shown in several other works that adding relayers to TDMA-based systems can substantially improve
reliability (e.g., [9]). However, in many of these works, relay scheduling has been carried out under the
assumption that all channels are known and time-invariant, or relayer selection is made instantaneously
without exploiting what might have been learned about the efficacy of different relayers in the past.
In this paper, we consider the situation where the channels are generally unknown and time-varying,
and we propose a scheme in which the coordinator learns about the quality of different relayers to
support the sources. The proposed scheme is based on algorithms to solve the multi-armed bandit
problem, a well-studied problem in the field of reinforcement learning (RL) [10,11], and is designed to
adapt to time-varying channels. Depending on the number of relayers, substantial improvements in the
success probability can be achieved. We explore the performance characteristics of our learning-based
scheme under a range of channel models and parameter settings.

The paper is structured as follows: in the next Section 2, we provide background information
on LLDN and describe our system model. In Section 3, we introduce the retransmission scheduling
schemes that do not employ relayers, and, in Section 4, we introduce the relayer-based retransmission
schemes: one involving a practically feasible learning algorithm, and a genie-aided scheme for
performance comparisons. All performance results have been obtained by simulation, and the
simulation framework is explained in Section 5. The following Section 6 then contains our results.
The learning scheme proposed in this paper uses one particularly important system parameter for
generating actions, the so-called system temperature. In Section 6.1, we present simulation results
justifying our choice of the system temperature value for the remaining paper. In Section 6.2, we
compare the proposed schemes for unknown but static channels, in Section 6.3, we consider the case of
time-varying channels, and in Section 6.4, we compare variants of the learning-based scheme with
larger spaces of available actions against a genie-aided relaying scheme, and, through this, we are able
to quantify the “system loss” from the operation of the learning scheme. Related work is summarized
in Section 7 and our conclusions are given in Section 8.

This paper is a substantially extended and revised version of the conference contribution [12].
The main differences include the following: (i) the learning-based scheme has been generalized to allow
for larger action spaces; (ii) another baseline scheme, the genie-aided scheme, has been added, allowing
for assessment of the performance of the revised learning-based scheme in more detail; (iii) additional
results exploring the choice of the system temperature parameter for the learning-based scheme and
investigating the effect of a larger action space for the learning-based scheme have been added.

2. Background and System Model

2.1. Background on IEEE 802.15.4e LLDN

LLDN uses a TDMA-like medium access control scheme where time is partitioned into
superframes. Two different superframe structures are specified for LLDN, which, for the purposes of
this paper, are equivalent. We use the superframe structure shown in Figure 1. It starts with a beacon
packet transmitted by the coordinator, followed by two optional management slots (e.g., for node
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association). Next, there are K uplink slots in which each of the K sensors has an initial transmission
of its uplink data packet. In the following group acknowledgement (GACK) packet, the coordinator
broadcasts a bitmap indicating the received uplink packets, using one bit for each source node.
A configurable number N of retransmission uplink slots follows the GACK. According to the
amendment, the first retransmission slot is allocated to the failed source coming first in the bitmap,
the second slot is allocated to the failed node coming second, and so on. Hence, a failed source will
not get more than one retransmission slot. Up to N retransmission slots are available, and if there are
more than N failed sources, then the last ones will miss out. Lastly, there is optionally a number of
so-called bi-directional slots that can be allocated to the coordinator or to sensor nodes. In this paper,
however, we focus entirely on the uplink and retransmission slots and ignore the management and
bi-directional slots.

In the second superframe format specified in the amendment, the group acknowledgement is part
of the beacon packet and retransmission slots are placed at the beginning of the next superframe.

Management slots Uplink slots Bidirectional slots

- Downlink|

Group Ack «—— Retransmission slots —*
s, ‘ ..... S, GACK S Sem A A

macLLDNNumTimeSlots

‘ Uplink

time

macLLDNNumUplinkTS

macLLDNNumRetransmitTS

Superframe

Figure 1. Superframe structure (with separate group acknowledgement), compare ([6] Figure 11g).

2.2. System Model

We look at a single LLDN network having a star topology. There is a single PAN (Personal
Area Network) coordinator, a number K of sensor nodes, and R relay nodes. We assume that the
relay nodes are truly distinct from the sensor nodes, but they can also be integrated with source
nodes [13]. The network has already reached steady-state operation, i.e., all nodes are registered with
the coordinator and have started transmitting data packets. There are N retransmission slots, no
management slots and no bi-directional slots. To cover the worst case, we assume that each source
node has a new packet at the beginning of each superframe, which needs to be successfully transmitted
before the superframe ends.

To focus this study on the effects of the actual retransmission scheduling methods, we assume that
all transmissions coming from the coordinator (beacons, GACK packets) are completely and reliably
received by all other nodes. However, the other channels (uplink channels from sources and relays
to the controller, channels between sources and relays) can introduce packet errors. We assume that
these channels are pairwise statistically independent, and in order to simplify the channel model, we
assume that all data packets have the same length, so that it is meaningful to assign packet error rates
to individual channels. In applications where sensor nodes transmit sensor data, this assumption is
realistic, as sensor readings are often very small and make up only a relatively small part of a packet,
which needs to have physical layer preambles, headers, checksums and other overheads. There is no
external interference in the system.

We use two channel models. In the static channel model, the packet error rate for each channel is
drawn randomly from a uniform distribution between 0% and 100% and remains fixed throughout.
In the time-varying channel model, each channel changes between two different packet error rates
(each drawn randomly from a uniform distribution between 0% and 100%) following a two-state
time-homogeneous Markov chain with two identical average state holding times.
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3. Non-Relaying Schemes

In this section, we describe the retransmission slot allocation schemes that do not use relay nodes.

3.1. Standard-Based Schemes

The standard scheme (Std) implements the allocation of retransmission slots according to the
IEEE 802.15.4e LLDN specification (see Section 2.1). Each failed source gets at most one retransmission
slot (exactly one if there are at least as many retransmission slots as there are failed sources). When there
are fewer failed sources than retransmission slots, some of the retransmission slots remain unused.
The enhanced standard scheme (EnhStd) does not need any changes to the GACK packet format,
but a change in the behaviour of sources and the controller. If we have N retransmission slots
and sources sy, ..., s, have failed (ordered according to their position in the GACK bitmap), the
retransmission slots are allocated in a repeating cycle as s1,52,...,5m,51,52,.-.,5m,51,52,... untilall N
slots are exhausted. Hence, sources can get more than one retransmission slot and all N retransmission
slots are fully utilized.

3.2. The Optimal(PAR) Scheme

In this subsection and the next, we introduce two schemes that use an estimate of the current
packet error rate (PER) for each source-controller channel. For each source node i, the controller
maintains a PER estimate p;(t) that is updated in each superframe immediately after the initial
source transmissions and before the allocation of retransmission slots and subsequent transmission
of the GACK frame (the time index t € N counts the superframes). If the controller did not
receive the packet from source i, it encodes the outcome as 0;(t) = 1—otherwise (in case of
successful reception) as 0;(t) = 0. The PER estimate is updated using an exponentially-weighted
moving average (EWMA) algorithm:

pi(t) = a-0;(t) + (1 —a) - pi(t—1), 1

where 0 < & < 1is a parameter and the initial values p;(0) are set to zero. This is a well-known
method for PER estimation and has the ability to adapt to changing channels. In this paper, we assume
throughout that « = 0.03, i.e., most weight is put on the “history” summarized in p;(t — 1).

In the optimal(PAR) scheme (OptPAR, PAR is a shorthand for “Probability that All packets are
Received”), the controller considers all possible allocations of N slots to the M failed nodes, and
calculates for each such allocation the probability that the controller receives all packets successfully
(see Equation (3)). The controller retains the allocation which maximizes this measure. Due to its
computational complexity, we do not consider this scheme as an option for practical implementation,
since the number of such allocations is ([14] Section IL.5):

M+N-1
(") @

However, we have included this scheme to compare its performance with that of the (much more
practical) heuristic(PAR) scheme, which is discussed next.

3.3. The Heuristic(PAR) Scheme

In the heuristic(PAR) scheme, the current PER estimates p;(t) again play a role in allocating the N
available retransmission slots to the M failed sources in the current superframe. For our presentation,
we simply number the failed sources from 1 to M.

According to our assumptions, we have M statistically independent wireless links, and on each
link i packet errors happen independently of each other with PER p; (we drop the dependence on
time for notational convenience). We are furthermore given N retransmission slots and we assume
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that N > M holds. (For N < M, we simply assign one retransmission slot to each of the first N
failed sources.). Suppose that station 7 gets allocated 1; retransmission slots, in which station i simply
repeats its packets n; times. (Note that, for simplicity, we ignore feedback from the controller here.
In practice, when a source node gets positive feedback after fewer than n; retransmissions, it may
stop. However, this will only impact the energy consumption of the source node and not its reliability,
which is the main focus of this paper.). Then, the probability that node i’s packet fails to reach the
controller is p", and the probability that the controller receives all packets becomes (by independence

of channels/sources):
M

Pr[Success] = [ [ (1 - p"). (3)
i=1
Assuming that py, ..., pp are given, we want to pick numbers 1y, ..., 1) € N that maximize this
expression (equivalently: its logarithm) and which obey 17 + ...+ 1) = N to make sure that all N
slots are allocated. Hence, we get the following integer optimization problem:

M
maximize f(ny,...,ny) = Zlog (1-pi), 4)
i=1

M
s.t. ) ni=N,
i=1

n; € N,
m>1 (ie{l,...,M}),

where the last condition ensures that each failed source gets at least one retransmission slot.
Since integer optimization in general is NP-hard [15], we have developed a heuristic based on the
relaxation of this problem (ignoring the constraint n; > 1 for the time being) and the Lagrange

multiplier method [16]. The Lagrangian of this problem is
M
L(nl,...,nM,A)=f(n1,...,nM)+A Zifl,‘*N , (5)
i=1

where A € Ris the Lagrange multiplier. To apply the Lagrange multiplier theorem ([16] Thm. 3.1.1),
the partial derivatives of the Lagrangian are needed:

d —log(pi) - p}"
E)nl-L(n]"“'nM')\) 717]0?’_ +A,
) M
—L(ny,...,np,A) = an—N.

A i=1

With the abbreviation ¢; = log(p;), the equation a%,L(') = 0 can be solved for n; = n;(A) as:

ni(A) = ela) <611A>.

. ©)
Plugging this expression for #; into the second condition a%L(-) = 0 yields:
M log (%)
0o=) ———~—N. 7
ig o @)

This needs to be solved for A to find the multiplier and subsequently the n; (from Equation (6)).
For M > 1, there is in general no closed-form expression for A and we need to resort to numerical

10
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computation. Since the functions #;(-) from Equation (6) should return positive values, the fact that
¢; < 0implies that 0 < Cl% < 1 must hold, which in turn requires A < 0. Furthermore, noting that for
A < 0 the function #;(+) is monotonically increasing, and using lim) _, « 7;(A) = 0 and lim, o = oo,
we can conclude that the right-hand side of Equation (7) has exactly one root A*, which can be found
efficiently using a bisection method. Please note that solutions with 7;(A*) < 1 cannot be ruled out.

With these building blocks in place, we can now describe our heuristic(PAR) algorithm.
Assume that there are M failed sources and N retransmission slots. The current PER estimates
for the failed nodes are given by pj, ..., pym, and we first compute the Lagrange multiplier A* as the
unique negative root of Equation (7). Then, set

ni = [m(A)], ®)

as our initial guess for the optimal 711, ..., 11p1. The function | x| returns the largest integer < x.
There can be cases where

M
N':=Y nf <N
i-1

holds and some slots are not used. We first allocate one of the unused slots to each source i with
nj = 0 while possible, and update their slot counters to n; = 1. After doing this, when there are still
N" =N —yM, nf > 0 unused slots, we run the following algorithm to allocate these N slots based
on the “allocation gap”:

while N” >0:
allocate slot to failed source j
71;‘ =ni+1
N :=N"-1

Computationally, the most complex step in this algorithm is finding the root of a strictly
monotonically increasing function (Equation (7)), which can be done efficiently to arbitrary precision
using a bisection method. We surmise that the entire algorithm is quick enough so that the resulting
allocation is available when the controller starts to construct the GACK packet. However, the GACK
packet needs to be extended: beyond the acknowledgement bitmap, it needs to indicate for each failed
source i the number 1 of retransmission slots it gets. When N is not too large, these numbers only
need a few bits per failed source.

4. Relaying Schemes

In this section, we introduce the two relaying schemes considered in this paper. The first
is the learning-based scheme, the second is an idealized genie-aided scheme introduced for
comparison purposes.

4.1. Learning-Based Scheme

Diversity schemes, in particular spatial diversity schemes, are a key approach to improving
transmission reliability over wireless channels [8,17]. In spatial diversity schemes, multiple spatially
separated antennas are used to transmit or receive information. In the special case of cooperative
communications, the required antennas are “borrowed” from third-party nodes, called relayers [18,19].
A particularly interesting application of the cooperative communications concept is to incorporate
relay nodes into retransmission-based error-control schemes, where a relayer performs retransmissions
on behalf of a source node, provided the relay node has managed to overhear the original data packet
(see [9,20] for relaying in a TDMA context).

We assume that, besides the K source nodes, there are R separate relay nodes in the network.
The relays are switched on all the time to overhear packets transmitted by source nodes. In our scheme,
it is the controller which decides which relay will have to support a given source node. Note, however,

11
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that the controller has initially no information about the (generally time-varying) channels between
the sources and relays, and between the relay nodes and the controller.

The decision scheme used to allocate a relayer to a failed source has some similarities to
learning-based algorithms used to solve the multi-armed bandit problem, a well-known problem in
reinforcement learning (RL) [10,11]. Broadly, the controller needs to balance two different goals: on the
one hand, it should consistently apply the action (choosing a relay node and its number of slots) that
is currently known to be the best one (this is called exploitation in the literature); on the other hand,
it has to test other actions from time to time to see whether they give better results than previously
thought and to update the knowledge about the quality of other actions (this is called exploration).
Exploration is particularly important for time-varying channels. A standard approach is to switch
probabilistically between exploration and exploitation, and, in this paper, we do this by using the
Boltzmann distribution for action selection (see below).

Our learning-based scheme uses the heuristic(PAR) scheme as a starting point and we refer to
it as the learning(PAR) scheme. Important design goals are simplicity (so it can be executed in real
time) and quick convergence towards optimal actions for given channel conditions. In the light of the
convergence requirement, we have decided to keep the space of available actions small; in particular,
we allow only one relayer to support a failed source within a superframe and ignore the possibility to
build elaborate relaying chains involving two or more distinct relayers.

The controller runs a separate instance of our algorithm for each source node, and, in the following,
we consider a fixed failed source node i. After the initial transmissions, the controller first invokes the
heuristic(PAR) scheme to calculate an initial allocation of retransmission slots to failed nodes (note that
here the current channel PER estimates come in). For our failed node i, we denote by 1; the number of
allocated retransmission slots, and regard this as its state. Therefore, the state space is given by the
possible number of retransmission slots a failed node can get, which ranges from 1 to N.

In each state, the controller picks an action from an action set. An actionainstates € {1,..., N} is
given by a pair a = (r, m) specifying a relayer r and a number m of contiguous slots given to the relayer.
For s = 1, we require m = 0 and for s > 1, we restrict m to be from the set {1,..., min{s —1,A}},
where A is a protocol parameter specifying the maximum number of retransmission slots that can be
allocated to a relayer. Note that the first retransmission slot is always allocated to the failed source
i. When such an action is chosen, in the resulting slot allocation, the first s — m slots are allocated to
the failed source 7, and the remaining m slots are allocated to relayer r (which is assumed to be only
transmitting i’s packet if it has overheard it previously, and otherwise remains silent). Besides the
actions involving a relay node 7, there is one further action in state s, which is to give all retransmission
slots to the failed source i.

The controller stores for each source node i a separate table with all allowed state/action pairs.
The table entries contain the average reward Q(s, a) for state s and action a. Suppose that, in superframe
t, the data packet of a particular source i has been received by the controller already after the initial
transmissions. In this case, the table entries for this source remain unchanged. Otherwise, if source i
is a failed source and has received s retransmission slots according to the heuristic(PAR) algorithm,
the controller picks the action a for state s randomly, using a Boltzmann distribution (see below).
After executing the s retransmission slots according to action a, the controller determines the outcome
o: if the controller has eventually received the data packet of source i, it assigns 0 = 1 (indicating
success); otherwise, it assigns o = 0. The value Q(s,4) is then updated following an EWMA-type
approach as

Q(s,a) :=ar-0+ (1 —ar)-Q(s,a), 9)

where 0 < &, < 1isan adjustable parameter. Again, the EWMA-type reward update scheme helps with
adaptation to time-varying channels. After a preliminary simulation-based performance evaluation, in
this paper, we have fixed a; as 0.05, i.e., most weight is on the “history”.

There are different (randomized) methods to pick an action a in a given state s. In the conference
version [12], we have used a scheme in which, with a fixed probability €, the best available action for

12
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state s is chosen (i.e., the action 2 maximizing Q(s, 2)), and, with probability 1 — €, an action is chosen
randomly with uniform distribution. However, we found that better performance could be achieved
when we use a Boltzmann distribution with a given temperature parameter T > 0 to pick an action,
and this is what we use in this paper. In this method, the action a for given state s is always chosen
randomly according to the following distribution:

exp (Q(T))

where the sum in the denominator extends over all actions a available in state s. We will consider the
choice of the temperature parameter 7 in Section 6.1. Overall, we found that the Boltzmann method can
converge much quicker towards a good-quality action and is better suited for time-varying channels.

To implement this scheme, the GACK packet needs to be extended. In particular, for each failed
source, we need to indicate the number of allocated retransmission slots (as in the heuristic(PAR)
method), the chosen relayer r and the number m of slots allocated to the relayer. When the number
of relayers and the parameter A are kept small, a few bits will suffice to encode the chosen action.
Furthermore, the protocol needs to be extended by methods allowing relays to register themselves
with the controller.

Pr [Action = a*] = (10)

4.2. Genie-Aided Scheme

In the learning(PAR) scheme, we have deliberately kept the action space small (e.g., by using only
one relayer instead of two or more for the same packet, and by limiting the number of slots the relayer
can get), which potentially reduces its performance. Furthermore, the controller does not have any
information about the channel quality between the source node and the relayer.

To assess the impact of limiting the number of slots a relayer can get, we consider an idealized
relaying scheme, called the genie(PAR) scheme. Again, we discuss the behaviour for an individual
failed node. The controller first runs the heuristic(PAR) scheme to obtain an initial allocation based
on the current PER estimates, returning a number 7; of retransmission slots allocated to failed node i.
Then, the controller uses divine insight to obtain the current true PERs of all the channels in the system
and then calculates for each relayer r and each possible split of the n; retransmission slots between
the source node 7 and the relayer r (such that the first slot is always allocated to i and the relayer gets
contiguous slots at the end) the success probability as

A=pi ™) A=pl),

where 7, is the number of slots allocated to the relayer, p; , is the true channel PER between source
i and relayer r, and p; ¢ is the true channel PER between relayer r and the controller. The best such
allocation is then selected.

4.3. Qverheads

The retransmission schemes presented in this paper are aimed at resource-constrained platforms,
and so it is prudent to briefly consider their computational, memory and energy overheads.

Let us first consider the case of simple sensor nodes. As compared to the standard scheme,
they do not have to carry out any additional computations and only require very little additional
memory to store the slot indices of the retransmission slots allocated to them. In terms of energy, for
the heuristic(PAR) and learning(PAR) schemes the sensor nodes will have to process slightly larger
GACK frames (as these now contain additional bits describing the retransmission slot allocation) and
will possibly have to carry out more than one retransmission. Sensor nodes can sleep outside beacon
frames, GACK frames and their own retransmission frames. Relay nodes, however, would need to be
awake during all initial sensor transmissions and need to engage in retransmissions, if called upon.

13
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The case of the coordinator is slightly more complex, but it is an often-made assumption
that centralized coordinator nodes are less resource-constrained than simple sensor nodes.
The computational overhead of the heuristic(PAR) scheme involves some modest amount of
floating-point calculations: after each initial sensor transmission in a superframe, the coordinator
will have to update the PER estimate for this sensor according to Equation (1)—note that this also
requires some memory to store the PER estimates, one floating-point value per sensor. Furthermore,
before sending the GACK packet, it has to calculate the retransmission slot allocation, which involves
root-finding of a strictly monotonic function (Equation (7), the number of terms corresponds to the
number of sensors), running through the algorithm filling the allocation gap (see Section 3.3) and
the actual construction of the GACK packet. The computational overhead of the learning-based
scheme consists of updating the Q-values (Equation (9)) and generating random actions following
the Boltzmann distribution (Equation (10)), which both happen once per superframe and for each
failed node. Furthermore, the coordinator will require for each sensor node a table space of
14+ RYN, min{s —1,A} <1+ R(N — 1)A floating point values to store the Q-values.

5. Simulation Framework

All performance results in this paper have been generated with a custom simulation tool written
in the Haskell programming language. To explain the rationale for this, recall that the main focus of this
paper is to understand the performance of the retransmission slot scheduling schemes in isolation, and
so we have deliberately chosen to exclude several other system aspects that could possibly confound
the performance results, such as channel coding and modulation, hardware aspects, complex channel
models using fading at sub-superframe timescales, etc. We wanted to keep our system model as simple
as possible (but not simpler), and correspondingly have opted to create a comparatively small custom
simulator and avoid the complexities of simulation frameworks like ns-3 or OMNet++.

When using static channels, on an individual channel, all packets are erroneous independently of
each other and with the same probability (the packet error rate). For a given set of simulation
parameters, we draw for each of the (K + R + 1)? channels its packet error rate (PER) from a
uniform distribution and run the system for 40,000 superframes or rounds. After finishing these
40,000 superframes, we compute the main performance measures considered in this paper: the
most important measure is the success probability, defined as the fraction of superframes where all
source packets have been received by the coordinator (a number between 0 and 1). Occasionally,
we also consider the fraction of source packets received by the coordinator (again between 0 and 1).
This procedure is repeated 100,000 times for the same parameter settings, so we run 100,000 replications
with different random instantiations of the channel error probabilities. The output statistics of these
replications are averaged, and we report these averages. Due to the large number of 100,000 replications
the confidence interval half-widths for the success probability at a 99% confidence level are all below
0.3%, and we do not show the confidence intervals in the figures.

For time-varying channels, we use a modified version of this procedure. Each channel in the
system is modeled as a two-state (time-homogeneous) Markov chain [21] with states s; and s,. The state
can only change at the start of a superframe and remains constant until the next superframe. In state
s, the channel behaves like a static channel with packet error rate e;. The packet error rates e¢; and e,
are chosen randomly from a uniform distribution at the start of a replication, and, in each replication,
40,000 superframes are again simulated. The channel state transition probability matrix is the same for

all channels and has the form
p 1-p
P= (11)

with parameter p. It is well-known that the state holding times have a geometric distribution [21] and
the average state holding time in either state is ﬁ. In this paper, we consider four different values for
p, giving channels with different rates of change: by picking p € {0.9,0.99,0.999,0.999999} , the state
changes on average every 10th, 100th, 1,000th, or 1,000,000th superframe, respectively. Clearly, for
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larger values of p, the channels become more stable, and we loosely refer to p as the channel stability.
As before, a single replication extends over 40,000 superframes and we have used 100,000 replications
in total (except for Section 6.1, where due to the large number of parameter combinations, we have
restricted ourselves to 10,000 replications).

6. Results

6.1. Choosing the System Temperature for the Learning(PAR) Scheme

In our first study, we assess the impact of the temperature parameter T governing the Boltzmann
distribution for selecting actions (see Section 4.1) on the achievable performance of the learning(PAR)
scheme, using the time-varying channel model (see Section 5). The main performance parameter
considered here is the success probability.

We have chosen a scenario with K = 6 sources and N = 9 retransmission slots.
The learning(PAR) scheme runs with a maximum of A = 1 retransmission slots that can
be allocated to a relayer (see Section 4.1). We have varied the system temperature 7 in
the set T € {0.05,0.075,0.1,...,0.225,0.25,0.3,0.35,0.4,0.45,0.5,0.6} and the number of relayers
as R € {1,2,3,4,5}. The success probability results for the four considered values of the channel
stability p (see Section 5) are shown in Figure 2a—d, respectively. It can be seen that the choice of the
temperature value has a quite significant impact on the success probability, and the variation over
different temperatures becomes larger as the number of relayers increases. Somewhat to our surprise,
for all considered channel stability values p and relayer numbers R, the temperature 7 = 0.1 has
displayed the optimal or close-to-optimal performance, so, in the remaining part of the paper, we will
only consider the learning(PAR) scheme with a temperature value of T = 0.1.
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Figure 2. Average fraction of successful rounds for learning(PAR)-7 schemes for varying 7 and varying
numbers of relayers over two-state channels with different probabilities p to stay in the same state.
(a) p = 0.9; (b) p = 0.99; (c) p = 0.999; (d) p = 0.999999.
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6.2. Performance on Static Channels

In this section, we present simulation results for the case where all channels in the system follow

the static channel model described in Section 5.

We have generated results for all the non-relaying schemes and the learning(PAR) scheme with a

temperature parameter of T = 0.1 and, by setting A = 1, restricting the relayer to a maximum of one
slot. We have considered three different deployments:

K = 8 source nodes, N = 12 retransmission slots,
K = 6 source nodes, N = 9 retransmission slots,
K = 4 source nodes, N = 6 retransmission slots.

In all of these deployments, the ratio of retransmission slots to source nodes is the same, giving

each source 1.5 retransmission slots on average. For the learning(PAR) scheme, we have varied the
number of relayers between 1 and 5.

In Figure 3a, we show the results for the success probability, and the fraction of received packets

is displayed in Figure 3b The following points are interesting:

The results for the success probability show a much wider spread (both when varying the number
of sources and among the different schemes) than the fraction of successful packets. For the
non-relaying schemes (except the standard scheme), the difference in the average fraction of
successful packets is small, and the increase of that fraction for increasing numbers of relayers is
moderate. Similar findings apply for all of the other scenarios studied in this paper, and we will
not report further results on the fraction of successful packets.

The standard scheme shows consistently and by some margin the poorest success probability
performance. By comparing the standard scheme with the enhanced standard scheme, we
can conclude that not utilizing all available retransmission slots significantly reduces the
success probability.

The success probability achieved by the heuristic(PAR) and optimal(PAR) schemes is very close,
confirming that the heuristic proposed in Section 3.3 gives a very good approximation to the
true optimum.

Somewhat to our surprise, the heuristic(PAR) scheme shows almost the same success probability
performance as the enhanced standard scheme—for six and eight sources, the advantage of
heuristic(PAR) over the enhanced standard scheme is only on the order of 1% to 1.5% in
absolute percentages.

The biggest improvements can be achieved with the learning(PAR) scheme, in particular as more
relayers are added to the system. For K = 8 sources and R = 5 relayers, the learning(PAR) scheme
achieves almost twice the success probability of the heuristic(PAR) scheme; for smaller numbers
of source nodes, the relative advantage is smaller but still significant. These results are even more
encouraging when noting that the channels are completely random—with a carefully planned
deployment of relayers further performance, improvements can be expected.

In summary, when only considering the non-relaying schemes, the enhanced standard scheme

achieves almost the same performance as the heuristic(PAR) and optimal(PAR) schemes, while not
requiring any changes to the LLDN packet formats. However, adding relayers to the system can
achieve much more substantial gains.
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Figure 3. Average fractions of successful rounds and successful packets for all non-relaying
schemes and learning (PAR). (a) success probability/fraction of successful rounds; (b) fraction of
successful packets.

6.3. Performance on Time-Varying Channels

We next explore the success probability performance over time-varying channels. We have chosen
a scenario with K = 6 sources and N = 9 retransmission slots, comparable with one of the scenarios
discussed in Section 6.2 for static channels.

In Figure 4, we compare the success probability for all non-relaying schemes and the learning(PAR)
scheme with a system temperature T = 0.1 and a maximum of A = 1 retransmission slots allocated
to a relayer. We present results for both static channels and the time-varying channels with the four
different values for p, the channel stability (compare Section 5). A number of interesting observations
can be made:

e The standard and enhanced standard schemes show more or less no sensitivity to the channel
stability. The other two non-relaying schemes (heuristic(PAR), optimal(PAR)) show light
performance improvements as the channel stability increases. We attribute this to the time
required for the EWMA-based PER estimator (Equation (1)) after a channel change to adapt
to the new channel PER. During this transient adaptation phase, sub-optimal allocation
decisions can be made.

e When compared to static channels, the learning(PAR) scheme shows a reduced success probability
performance over time-varying channels, particularly for smaller channel stability values.
When the channel stability value becomes larger, the success probability of the learning(PAR)
scheme approaches that for static channels, since, for larger channel stability values, the channels
remain stable longer, and the fraction of time spent by the learning(PAR) scheme to learn the new
channels becomes relatively smaller.

e Despite the performance loss observed over time-varying channels, it is still true for the
learning(PAR) scheme that adding relayers gives significant success probability gains over the
non-relaying schemes.

In summary, the learning(PAR) scheme can adapt to changing channels while successfully
exploiting the presence of relayers. Higher channel stability leads to better performance for the
learning schemes.
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Figure 4. Average fraction of successful rounds.

6.4. Enlarging the Action Space

In the final experiment, we wanted to get some deeper insight into the performance characteristics

of the learning(PAR) scheme. We have considered the learning(PAR) scheme for different numbers
A of retransmission slots that can be allocated to a relay (A € {1,2,3,4}—we denote the resulting
scheme as learningPAR(A)) and compared it against the genie(PAR) scheme, both over the static
channel model and the time-varying channel model. We have used a deployment with K = 6 sources,
N = 9 retransmission slots and R = 3 relay nodes. Note that increasing A for the learning(PAR)
scheme enlarges the space of available actions in a given state (compare Section 4.1), and it will on
average require a longer time for the average rewards of all actions to settle close to their new values.
The results are shown in Figure 5. The following points are interesting:

Extending the action space for the learning(PAR) scheme has diminishing returns beyond A = 2
for all considered channel models. The improvement from A = 1 to A = 2 is visible (most for the
case of static channels), but, beyond this, it becomes marginal.

In the case of static channels (and the time-varying channel with the largest channel stability),
there is still a noticeable performance gap between the best learningPAR(A) scheme and the
genie(PAR) scheme. We suspect that this gap is the price paid for the process of exploration,
i.e., for the Boltzmann-based action selection scheme not selecting the best available action (which
will have been learned after some time) throughout, but only with higher probability than other
actions. Another possible explanation could have been the limited size of the action space when
compared to the genie(PAR) scheme, but our finding of diminishing returns for increasing A does
not support this hypothesis.

The performance gap between the best learningPAR(A) scheme and the genie(PAR) scheme is even
larger for time-varying channels with lower channel stability. The additional performance losses
compared to static channels can be attributed to the transient times where the learningPAR(A)
scheme needs to adjust to changed channels.
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Figure 5. Average fraction of successful rounds.

7. Related Work

In the last few years, relay-assisted retransmission protocols (also known as cooperative ARQ
protocols [22]) have received some interest in the area of industrial wireless (sensor) networks.
The problem of optimal scheduling (with respect to the average number of packets successfully
received before their deadline for a number of periodic sources with different periods) of relayer-based
retransmissions has been explored in [9] for a TDMA-based system running over static (and known!)
channels, and both (computationally heavy) optimal solutions and approximation algorithms
have been investigated. The authors of [23] have considered relay-assisted communications in
mining vehicle safety applications. Particularly, transmission scheduling for a multi-user MIMO
system, including a set of relays, has been discussed. The application of relaying approaches in the
context of IEEE 802.15.4 has been considered in [24], with a focus on relay selection. Three different
selection schemes have been introduced, one in which relays are chosen periodically, one in which
relay selection is triggered when the loss rate exceeds a threshold, and one in which each failed
packet triggers a new relay selection. These schemes have been assessed experimentally for their
effectiveness and their coordination overhead. All the proposed schemes require new control
frames and involve explicit signaling. Note that the learning(PAR) scheme proposed in this paper
differs from the schemes proposed in [24] by constantly maintaining quality information about all
relayers, so that, after a degradation of the relayer that was best so far, the next best relayer is known
quickly. The authors of [25] discuss the issue of cooperative relayer selection in an IEEE 802.15.4e
variant. In their approach, the relayer for a given source node is selected only once and then not
changed afterwards.

The LLDN extension to IEEE 802.15.4 has also been the focus of other works.
The authors of [26] propose a method incorporating a time-diversity scheme to improve reliability.
In this scheme, a packet is repeated a number of times in a superframe, and the impact on the
(application-level) control performance of a networked control system is investigated. In [27],
the performance of LLDN is analyzed in some detail; in particular, overheads and latencies are
carefully explored.

The IEEE 802.15.4e amendment contains further extensions beyond LLDN. One of them, the
time-slotted channel-hopping (TSCH) extension where the system periodically changes its frequency
channel, has been considered in [28]. The link reliability of IEEE 802.15.4 in an industrial environment
has been assessed experimentally in [29].
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In summary, in this paper, we have introduced and investigated a novel retransmission- and relay
scheduling scheme based on Q-learning, which constantly keeps track of channel quality information
and can identify new relayers quickly after channel changes. We have also carried out a detailed
performance investigation.

8. Conclusions

The results in this paper suggest that the retransmission scheduling method described in the
LLDN extension is sub-optimal and can be improved substantially. A substantial improvement can
already be made when simply allowing the system to make use of all available retransmission slots
and giving more than one slot to a failed source —as discussed, the enhanced standard scheme does
not even require any changes to packet formats and is almost as good (in the considered scenarios) as
more optimized non-relaying schemes. Significant further gains can be achieved by adding relayers, at
the cost of changing the GACK packet format, some additional signaling to announce the presence
of relay nodes to the controller, and the introduction of some additional configuration values («, «;,
A and the temperature parameter 7). However, our learning-based scheme does not require any a
priori channel state information and can adapt to changing channels. The price paid for the ability to
adapt can be quantified by the performance difference between the learningPAR(A) scheme and the
genie(PAR) scheme.

There are several avenues for future work. One is the more systematic offline (or perhaps even
online) optimization of the system parameters («, a;, A, T). For example, the two parameters « and
«, determining the “learning speed” for the channel PER estimator and the rewards can be adapted
according to the observed rate of change in the underlying wireless channels. When this rate of
change becomes small, one may also consider “cooling down” the system temperature (i.e., making T
smaller) to more strongly prefer the best available action. Furthermore, it would be very interesting
to implement the learning(PAR) scheme in an experimental testbed to obtain better insight into
implementation issues and to perform performance measurements. Finally, to eliminate the need for
dedicated relay nodes, one could also extend the learning(PAR) scheme to use source nodes as relayers,
energy consumption concerns permitting.
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Abstract: Recent technological innovations allow compact radios to transmit over long distances
with minimal energy consumption and could drastically affect the way Internet of Things (IoT)
technologies communicate in the near future. By extending the communication range of links, it is
indeed possible to reduce the network diameter to a point that each node can communicate with
almost every other node in the network directly. This drastically simplifies communication, removing
the need of routing, and significantly reduces the overhead of data collection. Long-range low-power
wireless technology, however, is still at its infancy, and it is yet unclear (i) whether it is sufficiently
reliable to complement existing short-range and cellular technologies and (ii) which radio settings
can sustain a high delivery rate while maximizing energy-efficiency. To shed light on this matter, this
paper presents an extensive experimental study of the reliability of LoRa , one of the most promising
long-range low-power wireless technologies to date. We focus our evaluation on the impact of
physical layer settings on the effective data rate and energy efficiency of communications. Our results
show that it is often not worth tuning parameters, thereby reducing the data rate in order to maximize
the probability of successful reception, especially on links at the edge of their communication range.
Furthermore, we study the impact of environmental factors on the performance of LoRa, and show
that higher temperatures significantly decrease the received signal strength and may drastically affect
packet reception.

Keywords: LoRa; long-range technology; environmental impact; temperature; link quality; outdoor;
underground; indoor; energy-efficiency; reliability

1. Introduction

An increasing number of radio technologies enabling low-power wireless communication over
long distances has emerged in the past years. Ultra-narrowband technologies such as Sigfox (Labege,
France) and Weightless-N [1] (Cambridge, UK), as well as spread-spectrum technologies such as
LoRa [2] (San Ramon, CA, USA), allow for communicating up to few kilometers, and to build up
low-power wide area networks (LPWANSs) that do not require the construction and maintenance of
complex multi-hop topologies [3,4].

A key characteristic of LPWAN technologies is indeed the ability to trade throughput for range and
vice versa, i.e., one has the ability to fine-tune physical layer (PHY) settings to select a more sensitive
(but slow) configuration that allows communication over a longer distance. This flexibility makes
LPWAN technologies particularly appealing to developers of Internet of Things (IoT) applications
requiring long-range communications with relatively low data rates. At the same time, however,
the ability to fine-tune PHY settings requires a thorough understanding of their impact on network
performance, especially on the reliability and energy-efficiency of communications [5].

The research community has recently devoted significant attention to the role of PHY settings in
the context of LPWANSs [5-7], especially LoRa technology. Out of the existing LPWAN technologies,
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LoRa has especially attracted a large body of work due to the availability of commercial off-the-shelf
radio transceiver and platforms [8-10], as well as its ability to operate in an infrastructure-free
manner and to build up ad hoc mesh networks [5]). LoRa-based networks have been deployed
in several settings, ranging from indoor [4] and urban [7] environments, to maritime [11] and mountain
scenarios [12]. These deployments have shown the impact of PHY settings on connectivity range and
sensitivity [5,13], as well as having given a first impression of the packet reception ratio that can be
achieved at different distances with different hardware platforms and physical layer configurations.
Bor et al. [14] have also shown through simulation that the choice of the PHY settings affects the number
of LoRa nodes that can concurrently access the channel, which has an impact on the scalability of LoRa
networks. Furthermore, Bor and Roedig [4] have presented the results of systematic indoor experiments
showing that the set of LoRa settings leading to the most energy-efficient operation dynamically
changes over time. Based on these results, the authors proposed a protocol that periodically probes
different settings and that dynamically picks the ones minimizing energy consumption at run-time.

Interplay between PHY settings and link quality. Although the aforementioned works started
to shed light on how to carry out an optimal selection of LoRa’s PHY settings, they all share a
common assumption: the best performance is obtained in the presence of highly reliable links. Most
works, indeed, specifically target PHY settings maximizing the link quality, i.e., focus on selecting
physical layer configurations that allow to sustain a packet reception ratio of 90% or higher [4,12,14]
This practice is likely influenced from the behavior of non opportunistic low-power wireless data
collection protocols for IEEE 802.15.4 radios, which favor high-quality links to intermediate and
lossy ones [15,16]. However, adjusting the PHY settings of the radio to maximize the link quality has
important implications w.r.t. energy efficiency when using long-range low-power wireless technologies
such as LoRa. Maximizing the link quality, indeed, typically implies an increase in the transmission
power and data overhead, and the selection of a more sensitive (and hence slow) physical layer
configuration. As a result, one increases not only the likelihood to receive packets, but also the energy
consumption of the radio, due to the higher transmission power, and the radio-on time, due to larger
PHY layer overhead. This observation raises a yet unanswered question: is it worth selecting PHY
settings to reduce the data rate in order to increase the link quality? This question is particularly relevant
when two nodes are at the edge of the communication range: should one select a setting that reduces
the data rate to increase the robustness of communication (and aim for a link achieving a high packet
reception ratio) or rather accept having a link of intermediate quality (i.e., experiencing some packet
loss), but with high data rate, and implement a re-transmission scheme on top? How this choice affects
the energy-efficiency of the network still needs to be investigated.

Impact of environmental conditions on communication performance. The characteristics of
LPWANSs make them suitable for outdoor deployments on a large scale, and it is hence important to
study in detail the impact of environmental effects such as changes in meteorological conditions, as well as
variations in temperature and humidity on network performance. Unfortunately, to date, there is still little
understanding about the impact of the environment on the reliability of LoRa communication, especially
for links that are at the edge of their communication range. Iova et al. [12] have reported the vulnerability of
LoRa communications to environmental factors such as presence of vegetation and temperature variations,
but without quantifying their impact. Other works in the low-power wireless community have shown
that some IEEE 802.15.4 radios are particularly vulnerable to changes in temperature, and that even
the daily fluctuations recorded outdoors can render a good link useless [17-20]. However, these results
are platform-specific and cannot be generalized to LoRa transceivers. Therefore, if and how much
temperature affects LoRa’s communication performance is yet to be answered.

Our contributions. In this paper, we carry out an experimental evaluation of the reliability of
LoRa in different settings and provide an answer to the aforementioned open questions. First, we study
how PHY settings and environmental factors affect the reliability of LoRa communications through an
extensive experimental campaign indoor, outdoor, and underground. In line with earlier works [7],
our experiments show that PHY settings have a significant impact on packet reception rate and that
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indoor environments are more challenging for LoRa communications. Our results also suggest that it
is better to use faster (but more fragile) settings together with a re-transmission mechanism rather then
selecting resilient and slower settings, maximizing packet reception rate and link quality. A detailed
study of the overhead of each PHY setting in relation to its improvement on packet reception rate
indeed shows that setting a maximizing data rate and minimizing range should be preferred.

Furthermore, our experimental results show a clear correlation between temperature, humidity,
packet reception rate, and received signal strength. We hence analyze in depth how environmental
factors such as temperature variations affect the reliability of LoRa communications by performing a series
of systematic experiments in controlled settings on different hardware platforms. These experiments
show that the reliability of LoRa drastically decreases at high temperatures. On the one hand, the signal
strength of received packets decreases linearly when temperature increases, as was also observed
for a number of IEEE 802.15.4 radios [17,18]. On the other hand, the decrease in signal strength can
significantly affect LoRa links that are at the edge of the communication range, increasing packet
corruption and loss up to a point in which a link is totally compromised.

The contributions of this paper are hence threefold:

e  We study how PHY settings and environmental factors affect the reliability of LoRa through an
extensive experimental campaign indoor, outdoor, and underground;

e  We analyze the impact of LoRa’s PHY settings on the effective data rate and energy efficiency
of communications, highlighting that it is not worth selecting settings to reduce the data rate in
order to increase the link quality;

e  We systematically study the impact of temperature on the reliability of LoRa communications and
show that high temperatures decrease the received signal strength and drastically increase packet
loss and corruption for nodes at the edge of the communication range.

The paper proceeds as follows. In the next section, we introduce the reader to long-range
technologies and to the LoRa physical layer settings that can be configured to fine-tune the operations
of LoRa transceivers. Section 3 highlights the yet open questions with respect to LoRa’s reliability as a
function of PHY settings and environmental conditions. In Section 4, we describe our experiments
indoor, outdoor, and underground, highlighting the strong impact of the chosen PHY settings and
environmental conditions on the reliability of communications. Thereafter, we investigate in detail the
interplay between PHY settings and link quality in Section 5 and carry out experiments in controlled
settings to quantify the impact of temperature on LoRa’s communication performance in Section 6.
We finally summarize our contributions in Section 7, along with a discussion of future work.

2. Primer on LPWANSs and LoRa

Low-power wide area networks complement short range wireless technologies such as Wi-Fi,
Bluetooth Low Energy, and IEEE 802.15.4, and represent an interesting alternative to cellular technologies
for urban-scale IoT applications. The success of LPWANSs is due to their ability of providing
long-range communication to thousands of devices at minimal cost and limited energy expenditure.
Longer communication ranges allow for drastically simplifying duty cycling and networking protocol,
as LPWANSs can form star topologies where the low-power end devices are able to directly communicate
with a more powerful orchestrator. This also allows for designing asymmetric communication schemes
and to shift the load to the more powerful central device.

In order to increase the communication range, LPWAN technologies must improve the
signal-to-noise ratio (SNR) at the receiver, either by narrowing down the receiver’s bandwidth
(reducing the receiver’s noise-floor) or by spreading the energy of the signal over a wider freuency band
(effectively reducing the spectral power density of the signal) [5]. NB-IoT [21] and Weightless-P [22],
for example, encode the signal in low bandwidth (<25 kHz) to reduce the noise level and keep the
transceiver design as simple and cheap as possible. Sigfox [23] and Weightless-N [24] further narrow
the signal into ultra-narrow bands as narrow as 100 Hz, further reducing the perceived noise.
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LoRa technology. Compared to these technologies, LoRa spreads the signal over a wider
frequency band, and is more resilient to jamming and interference. LoRa is a proprietary LPWAN
technology from Semtech (Camarillo, CA, USA) that recently attracted significant attention due to its
ability to trade efficiently communication range against high data-rates, thus enabling IoT applications
at an urban scale. The core of LoRa technology is its Chirp Spread Spectrum (CSS) modulation: the
carrier signal of LoRa consists of chirps, signals whose frequency increases or decreases over time.
LoRa’s chirps allow the signal to travel long distances and to be demodulated even when its power
is up to 20 dB lower than the noise floor. Because of this aspect, carrier sensing in LoRa is quite
challenging: LoRa radios allow carrier detection via a CAD mode, a special reception state consuming
half of the energy compared to the normal reception mode. However, the signals produced by different
LoRa networks operating on different settings could create interference leading to false detections [7].

LoRa’s communication performance can be fine-tuned by varying the selection of several PHY
settings, including bandwidth, spreading factor, coding rate, transmission power, and carrier frequency,
as summarized in Table 1. We explain next in detail the impact of each PHY parameters on data rate,
receiver sensitivity (including resilience to interference), transmission range, and energy-efficiency [25].

Table 1. Summary of LoRa’s configurable settings and their impact on communication performance.

Setting Values Effects
Bandwidth 125 .. 500kHz Higher bandwidths allow for transmitting packets at higher data rates
(1 kHz = 1 kcps), but reduce receiver sensitivity and communication range.
) Bigger spreading factors increase the signal-to-noise ratio and hence radio
Spreading Factor 26, .2]2% sensitivity, augmenting the communication range at the cost of longer

packets and hence a higher energy expenditure.

Larger coding rates increase the resilience to interference bursts
Coding Rate 4/5...4/8 and decoding errors at the cost of longer packets and a higher
energy expenditure.

Higher transmission powers reduce the signal-to-noise ratio at the cost of

Transmission Power ~ —4...20dBm ; . . .
! W an increase in the energy consumption of the transmitter.

Bandwidth (BW). Varying the range of frequencies (bandwidth) over which LoRa chirp spread
allows for trading radio air time against radio sensitivity, thus energy efficiency against communication
range and robustness. The higher is the bandwidth, the shorter is the air time and the lower is the
sensitivity. A lower bandwidth also requires a more accurate crystal in order to minimize problems
related to the clock drift. Given a bandwidth BW, typically in the range of 125...500kHz, LoRa’s
chip-rate R¢ is computed as:

Rc = BW  chips/s.

Spreading Factor (SF). To transmit information, LoRa “spreads” each symbol over several chips
(spreading factor) to increase the receiver’s sensitivity even more. LoRa’s spreading factor SF can be
selected between 6 and 12, resulting in a spreading rate ranging from 2° to 212 chips/symbol and a
symbol-rate Rg that can be computed as:

_ Rc _ BW

= —= symbols/s,

Rs = 55 = osF

and resulting in a modulation bit-rate that can be expressed as:

BW .
Ry = SF-Rg = SF - o5F bits/s.

Note that, in LoRa, packets transmitted with different spreading factors are orthogonal with each
other and do not cause collisions if transmitted concurrently.
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Coding Rate (CR). To increase the resilience to corrupted bits, LoRa supports forward error
correction techniques with a variable number CR of redundant bits, ranging from 1 to 4. The resulting
bit-rate BR of LoRa becomes:

4 BW 4

BR=Ru g cr =5F 3¢ "g3cr

bits/s.

The more interference bursts are expected, the higher the coding rate that should be used to
maximize the probability of successful packet reception. Note that LoRa radios with different coding
rates can still communicate, since the packet header (transmitted using the maximum coding rate
of 4/8) can include the code rate used for the payload.

Transmission Power (TP). As most wireless radios, LoRa transceivers also allow for adjusting the
transmission power, drastically changing the energy required to transmit a packet. By switching the
transmission power, for example, from —4 to +20 dBm, the power consumption increases from 66 mW
to 396 mW when using the REM95 transceiver (HopeRF, Shenzhen, China) [26]. Note also that, for
transmission powers higher than +17 dBm, hardware limitations and legal regulations limit the radio
duty cycle to a maximum of 1%.

Carrier Frequency (CF). LoRa transceivers use sub-GHz frequencies for their communication: among
others, the 433 MHz, 868 MHz (Europe), and 915 MHz (North America) industrial, scientific and medical
(ISM) radio bands. Common LoRa modules such as the Semtech SX1272 [27] and HopeRF RFEM95 [26]
support communication in the frequency range [860-1020] MHz and are programmable in steps
of 61 Hz. Ten channels with different bandwidths can be used to communicate using LoRa in the
European 868 MHz ISM band.

3. Related Work

We now summarize the body of works characterizing the performance of LoRa communications
and the effects of environmental conditions on its operations.

Characterization of LoRa performance. Because LoRa technology is closed-source, only a few
details about its operations are actually available—mostly derived from Semtech’s patent describing
the modulation technology or from application notes written to help application designers fine-tune
the performance of the transceiver to their needs. Many researchers found this information too limited
and started benchmarking and reverse-engineering [28,29] the technology to better understand its
mechanism and characteristics.

The first experiments focused on the range of reliable links and on the receiver sensitivity [14]—LoRa’s
core characteristics. In [11], LoRa has been evaluated in urban and maritime scenarios, and a signal
attenuation model was derived. In [5], instead, experiments focused on testing LoRa’s communication
range on a set of diverse scenarios (from underground to overground, with and without line of sight)
in order to provide a set of deployment guidelines.

Interestingly, in the evaluation process, different studies found that results were contradicting
Semtech’s claims on LoRa performance. In [13], researchers were not able to observe an improved
sensitivity with increasing spreading factors. Bor et al. [14] found that LoRa’s ability of penetrating
buildings is rather limited compared to what was originally claimed. Similarly, the results that we
present in this work show that communication in indoor scenarios with no line of sight are among the
most challenging conditions for LoRa. Another challenge is represented by vegetation, as found by
Iova et al. [12]. Finally, in [14,30,31], the authors model LoRa self-interference and channel utilization,
concluding that LoRa’s scalability is worse than what was originally promised. Other works focus on a
more detailed characterization of LoRa, in particular on packet loss [32], on the ability of receiving packets
from concurrent transmissions [7], and on the energy consumption at different transmission powers [4].

Different from previous works, this paper analyzes LoRa’s PHY settings from a multi-objective
perspective, with the goal of finding the best trade-off between data rate, packet reception rate, and
energy efficiency.
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Environmental effects on low-power radios. A large body of works has studied the impact
of environmental conditions on network performance in low-power wireless radios, especially on
IEEE 802.15.4-compliant radio transceivers. Several authors report the impact of meteorological
conditions on packet reception, including the impact of weather conditions [20,33,34], and
humidity [35], as well as the presence of vegetation [36]. One of the most comprehensive studies on
wireless nodes deployed outdoors was carried out by Wennerstrom et al. [20], who have highlighted
that packet reception ratio and received signal strength correlate the most with temperature, whereas
the correlation with other factors such as absolute humidity and precipitation is less pronounced.

The strong impact of temperature on communication performance has been confirmed by several
other works, also almost entirely focused on IEEE 802.15.4 transceivers. Bannister et al. [19] have
shown the correlation between temperature and signal strength in a deployment in the Sonoran desert,
and identified in a temperature-controlled chamber that the received signal strength of the TI CC2420
radio attenuates at high temperatures due to the impact of temperature on the radio’s low-noise and
power amplifiers. Based upon this work, Boano et al. [17,18] have confirmed these findings also
on other platforms such as the TI CC1020 and CC2520, and also highlighted how this can cause a
complete disruption of a wireless link. The authors have also shown how the impact of temperature
cannot be neglected when designing duty-cycled medium access control protocols for low-power
wireless radios [37,38]. To facilitate the study of how temperature affects the operation of low-power
wireless protocols on a larger scale than in a temperature-controlled chamber, several low-cost testbed
infrastructures have been proposed, the most popular being TempLab and HotBox [39,40].

The impact of environmental conditions on LPWAN radios, instead, has not yet been investigated in
detail. Iova etal. [12] have deployed a number of LoRa networks in urban and mountain environments,
and reported that environmental factors such as the presence of vegetation and temperature variations
can negatively affect communication performance. The authors, however, did not quantify the impact
of these environmental factors and their work does not yet clarify whether high temperatures degrade
the quality of LoRa links in a similar way as observed on several IEEE 802.15.4 transceiver platforms.

In the remainder of this paper, we conduct a number of experiments to complement the body
of aforementioned related works and answer two key questions that are yet open: (i) how does the
selection of LoRa’s PHY settings affect the efficiency of links, including the ones of intermediate
quality? and (ii) how does temperature affect the performance of LoRa? To answer these questions,
we start by carrying out experiments indoor, outdoor, and underground, and by analyzing how PHY
settings and environmental factors affect LoRa’s communication performance.

4. Evaluating the Performance of LoRa

To study the reliability and energy-efficiency of LoRa communications as a function of the PHY
settings described in Section 2 and as a function of environmental factors, we conduct a series of
small-scale deployments.

Experimental setup. All of our experiments are carried out at the Graz University of Technology,
Austria: the exact location of the nodes is shown in Figure 1. We fix the senders at three given locations
(S) and place three receivers at different distances (1, 2, 3) for three scenarios: indoor with obstacles (i),
outdoor with direct line of sight (0), and underground covered by a metal manhole (u). Each transmitter
sends a packet with a 5-byte payload every 3 s at transmission power +20 dBm, emulating a timely
report of a typical IoT sensor for urban monitoring. Every six minutes, transmitter and receivers
reboot and switch to a different setting according to a set of hard-coded combinations shown in
Table 2. For each of the three scenarios (indoor, outdoor, and underground), we test each setting
configuration sequentially every six minutes for a duration of 24 h, hence resulting in a total of
1600 packets exchanged per setting.
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Figure 1. Deployment map for our experiments indoor (i), outdoor (o), and underground (u).
The sender node for each scenario is indicated with iS, 0S, and uS, respectively.

Table 2. LoRa settings used in our experiments: spreading factor (SF), code rate (CR), bandwidth (BW),
and rit-rate (BR) Note that settings are ordered by decreasing bit-rate.

Setting ID 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18
SF 7 7 7 9 7 7 9 9 7 9 9 12 9 12 12 12 12 12
CR 4/5 4/8 4/5 4/5 4/8 4/5 4/8 4/5 4/8 4/8 4/5 4/5 4/8 4/8 4/5 4/8 4/5 4/8

BW (kHz) 500 500 250 500 250 125 500 250 125 125 125 500 125 500 250 250 125 125
BR (kb/s) 21.87 1362 1093 7.03 6.83 547 439 351 341 22 176 116 1.09 072 058 037 030 0.18

Figure 2. Custom-built LoRa platform based on the Moteino MEGA (LowPowerLab, Canton, MI, USA)
inside a water-proof enclosure (top removed) [41].

Hardware. The experiments are conducted using a custom-built platform (see Figure 2) based
on the Moteino MEGA (LowPowerLab, Canton, MI, USA) [42]. The latter is equipped with an
ATMega1284P microcontroller, and a HopeRF RFM95 LoRa transceiver operating at 868 MHz [26].
The device is powered by a 3.7V Li-lon battery with a capacity of 3.4 Ah that can be charged via a
dedicated circuit. Without duty cycling the radio, this battery can sustain the device operation for more
than 24 h, the maximum duration of our experiments. The platform we have built also embeds sensors
to measure changes in the surrounding environment. In particular, temperature and humidity are
read from a Bosch BME280 sensor (Gerlingen, Germany) via the I2C interface. For persistent storage,
an SD card logs each received packet together with its sequence number, the sensed environmental
conditions, as well as the time-stamp provided by a Maxim DS3231 real-time clock (San Jose, CA,
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USA). We also save the presence of cyclic redundancy check (CRC) errors in the received packets in
our traces. This hardware setup was used in our experiments both for senders and receivers.

Metrics. For each 6-min experiment, we compute the packet reception ratio (prr) and the receiver
sensitivity, i.e., the lowest signal strength among successfully received packets. We then check the
correlation of the computed prr with the employed PHY settings, as well as with the measured
temperature, humidity, and received signal strength values.

4.1. Reliability of LoRa as a Function of PHY Settings

Figure 3 shows the packet reception ratio (i.e., the percentage of packets sent that were correctly
received) indoor, outdoor and underground for a number of different radio settings (see Table 2).
Figure 3 plots all 6-min experiments grouped by setting ID.

Horizontal red lines represent the median, while blue boxes represent the 25th and 75th percentiles.
The remaining results are enclosed by vertical dashed black lines while statistical outliers are represented
by red crosses. Note that these results were previously presented in [41].

Our results show that LoRa setting ID 11 (i.e., BW = 125, SF = 9, and CR = 4/5) achieves a packet
reception ratio above 95% regardless of the scenario and distance between nodes. Nevertheless, setting
ID 2 also performs remarkably well: although it sustains a lower prr, it sends packets using a bit-rate
that is almost eight times faster than the one used by setting ID 11. This observation will be the starting
point of our analysis in Section 5 answering the question of whether it is worth selecting PHY settings
that reduce the data rate in order to maximize the link quality.
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Figure 3. Packet reception ratio prr, i.e. the fraction of transmitted packets that are successfully
received, for different distances, scenarios, and physical (PHY) settings (setting ID). Horizontal red
lines represent the median, while blue boxes represent the 25th and 75th percentiles. The remaining
results are enclosed by vertical dashed black lines while statistical outliers are represented by red
crosses. Each node is positioned according to Figure 1.

Differently from previous works, in Figure 3, we also show the distribution of the experiment
results rather than just the median and mean values. This allows us to make three observations. First,
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while the median prr is close to 1 for most settings, the quartiles and minima are not. Second, due to the
lower multi-path and fading effects outdoor and underground, LoRa communications are more reliable
in these scenarios rather than indoors (in line with what is observed in [7]), with packet reception
ratios above 97% for almost all setting IDs. Third, the range of the LoRa radios is consistent throughout
the different settings: even though the reception rate changes, all settings are able to deliver packets in
similar conditions.

4.2. Factors Affecting LoRa Reliability

We explore next which environmental factors affect the reliability of LoRa. Towards this goal,
we use the traces collected in the previous experiments and focus on the correlation between the
packet reception rate (prr), setting ID (set), temperature (tenp), humidity (hum), spreading factor (sf),
coding rate (cr), bandwidth (bw), receiver sensitivity (sens), receiver signal strength (rss), and hour of
the day (hour). In particular, we plot the Pearson correlation of each pair of parameters for different
experimental scenarios in Figure 4: a value close to 1 (black) means that the two parameters are linearly
correlated, whereas a value of 0 (white) implies that the two parameters are independent.

Indoor 135 m (i3)

Outdoor 100 m (02)

hour 0.9 hourt 0.9
rss 0.8 SSr E 08
sen 07 Sent 07
bw bw - ]

0.6 H— 0.6
cr cr
0.5 0.5
sf sf
0.4 0.4
hum hum

temp 03 temp 03
set 02 get 0.2

L L L L L L L L L L 0 L L L L L L L L L L 0
prr set tmp humsf cr bw sen rsshour prr set tmp humsf cr bw sen rsshour
Underground 80 m (u3) ; All experiments combined ;
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sen t ] 07
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. 0.6
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’ . 0.5
s
. 0.4
hum

temp 03
set - 0.2
prr . 0.1

0

prr set tmp humsf cr bw sen rss hour prr set tmp humsf cr bw sen rss hour

Figure 4. Correlation matrix for different LoRa settings indoor, outdoor, and underground. The plot on
the bottom right combines all nine of the settings from Figure 3.

Figure 4 shows that, in all three scenarios (indoor, outdoor and underground), there are some

obvious correlations. First (A), the setting ID depends on the bandwidth, coding rate (cr), and spreading
factor (sf). This is to be expected, because the setting ID unequivocally describes a combination of
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these three PHY parameters. Second (B), temperature (temp) is highly correlated with humidity (hum)
and both are correlated with the time of the day (hour). This is also an expected correlation, as these
environmental factors are highly dependent on the sun exposure. Third (C), the radio sensitivity (sern)
is correlated to the received signal strength (rss), since the former is defined as the minimum of the
latter. Furthermore, one can also note in Figure 4 that the received signal strength (rss) is correlated
with the packet reception ratio (prr) (D), as the LoRa radio is able to successfully decode packets that
are above a certain signal-to-noise ratio.

Figure 4 also shows that temperature is tightly correlated with the received signal strength (rss)
and the packet reception ratio (prr). This seem to hint that temperature variations may affect the
operation of the employed LoRa radio in a similar way as observed on some IEEE 802.15.4 transceivers
(see Section 3). When analyzing the figure in detail, one can actually observe a correlation cluster (E)
between temperature, humidity, time of the day, packet reception ratio, and received signal strength:
the strength of these correlations varies depending on the scenario and is stronger outdoors. To better
understand the inter-dependency between the reliability performance (rss and prr) and environmental
factors (temp), we carry out experiments in controlled settings in Section 6.

5. The Efficiency of LoRa as a Function of PHY Settings

The experimental campaign presented in the previous section has shown that it is possible to
improve the reliability of LoRa by carefully choosing the PHY settings, i.e., some of the settings allow
for sustaining a higher prr. In this section, we analyze the costs of such improvement in terms of energy
efficiency and analyze in detail the trade-off between packet delivery rate and setting’s bandwidth,
providing an answer to the question: is it more efficient to use resilient and slow settings or to use faster (but
more fragile) configurations together with a re-transmission mechanism?

To answer this question, we focus on the most challenging scenario in our experimental campaign,
i.e., indoor, no line of sight, and with a distance between two devices of 115 m. Figure 5a shows the
distribution of packet reception ratios as a function of setting ID. Averages are represented by "/,
while median, quartiles, and extreme values are enclosed by a blue box and two black bars (outliers
are indicated with crosses). PHY settings are ordered by decreasing bit-rate, from faster and more
lightweight settings on the left, to slower settings increasing the transceiver’s on-time on the right.
As we can see, using the fastest setting (setting ID 1 and 2), the average prr is 80% with a worst case
scenario where prr is as low as 20%. As expected, by selecting a PHY configuration that reduces the
bit-rate (i.e., by decreasing the bandwidth and increasing the bit redundancy), the packet reception
ratio improves, as well as its distribution.

Nevertheless, one can argue that it is more energy-efficient to re-transmit a packet using the faster
settings available rather than employing PHY settings that reduce the bit-rate. To prove our point, we
compute the expected number of re-transmissions (ETX) as:

ETX = L
prr

and compare them against each setting’s original bit-rate (BR). As we can see in Figure 5b, the expected
number of re-transmissions (squares) does not directly depend on the settings’ bit-rate (triangles),
suggesting that not all settings are worth their overhead.

In order to give an indication on how efficiently LoRa settings trade communication efficiency
against reliability, we compute the effective bit-rate (EBR) as:

BR
EBR[kb/s] = —— = BR -
[kb/s] ETX prr

and show both mean and distribution in Figure 5c.

The EBR shows the expected bit-rate of each setting in the case packets are re-transmitted
back-to-back until one is successfully received. As we can see from Figure 5c, the mean EBR is
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by far the highest when the fastest LoRa setting is used (setting ID 1). Setting ID 2, on the other hand,
is more consistent, showing a lower variance and the highest minimum (crosses represent outliers).
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(c) Expected bit-rate computed as %.

Figure 5. LoRa performance as a function of PHY settings in an indoor scenario without line of sight
at a distance of 115 m. For (a,c), asterisks represent mean values, horizontal red lines represent the
median, while blue boxes represent the 25th and 75th percentiles. The remaining results are enclosed
by vertical dashed black lines while statistical outliers are represented by red crosses.

Even though these results can heavily depend on the surrounding environment, we argue that, in
order to maximize the effective bit-rate, one should opt for a re-transmission mechanism and use the settings
with sufficient prr (e.g., >0.2) and the highest bit-rate possible.

To test the validity of this claim, we additionally compute the EBR for 12 experiments run by
independent researchers [5] and present the results in Figure 6. The experiment was run on several
Libelium Waspmote LoRa motes; therefore, the setting ID shown in the figure (mode ID) is enumerated
according to the Libelium application programming interface (API). As for Figure 5, we conveniently
order the PHY settings starting from the one using the highest bit-rate on the left, to the one employing
the lowest bit-rate on the right. As we can see, this set of experiments also confirms our observation:
faster settings result in higher bit-rates, even though the quality of the link (i.e., the (prr)) is lower.
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Next, we extend this analysis to different transmission power levels and explicitly also evaluate
the energy efficiency of LoRa transmissions.
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Figure 6. Effective bit-rate for 12 experiments run by independent researchers and presented in [5].

Energy efficiency of LoRa transmissions. We evaluate the energy efficiency of different PHY
settings by repeating the indoor experiments without line of sight at a distance of 115 m. This time,
we slightly vary the experimental setup as follows: we position the two nodes at the edge of
transmission range and send each packet with a different power level, sequentially selected from the
set {+20, +17, +15, +11, +7, +5} dBm. We first check if using the fastest PHY setting leads to the highest
energy efficiency both in challenging and non challenging conditions (the lower the transmission
power, the more challenging the communication). We then compute the most energy-efficient setting
by computing the effective energy consumed to send a kilobit of data EKB as follows:

EKB[] /kb] = 5
where P is the power consumption of the radio in watts and EBR is the effective bit rate.

Figure 7a shows the packet reception rate when using three different power levels: +20, +15,
and +11 dBm. As expected, changing the transmission power drastically affects the prr, since the
nodes are intentionally placed on the edge of the communication range. In agreement with the results
presented previously, Figure 7b shows that the fastest settings are the ones with highest effective
bit-rate EBR—independently of the employed transmission power. As lower transmission powers imply
lower energy expenditures, we still need to answer which transmission power configuration results in the
highest energy efficiency.

Figure 7c shows the energy required by each PHY setting to transmit a kilobit of data (EKB),
including the cost of the re-transmissions. As we can see, the most efficient transmission power
configuration (i.e., leading to the lowest EKB) is the highest, i.e., +20 dBm. Therefore, our experimental
results suggest that, together with the fastest setting, the highest transmission power should be preferred:
this combination provides the highest bit-rate EBR and the lowest energy consumption EKB. It is
worth highlighting that, in less challenging scenarios in which several transmission powers achieve a
prr = 1, the lowest one should be used, as the higher transmission powers may increase the energy
consumption without any additional benefit.
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Figure 7. LoRa performance for different settings and transmission powers.

6. Impact of Temperature on LoRa Transceivers

Our experimental campaign presented in Section 4 has shown that there is a strong correlation
between temperature, packet reception rate, and received signal strength. To quantify this correlation
and shed light on the impact of temperature on LoRa communications, we carry out a deeper
investigation in controlled settings.

Experimental setup. We use the TempLab testbed [39] to expose a number of LoRa nodes to
repeatable temperature variations as shown in Figure 8. The TempLab testbed available at Graz
University of Technology has two different types of nodes [38]: LO nodes only heating the sensor
nodes above room temperature and PE nodes having the capability to also cool down the node’s
temperature below zero degrees thanks to enclosures made of hard Polystyrene foam and ATA-050-24
Peltier air-to-air assembly modules (Custom Thermoelectric, Bishopville, MD, USA). Both LO and
PE nodes are remotely controlled using an Aeon Z-Wave Stick Series 2 (Aeon Labs LLC, El Cerrito,
CA, USA) sending commands to (i) Vesternet EVR_AD1422 Z-Wave Everspring wireless dimmers
(Smartech Holdings Ltd., Manchester, UK) connected to Philips E27 infra-red 100 W light bulbs (Philips,
Eindhoven, The Netherlands) and (ii) to Vesternet EVR_AN1572 Z-Wave Everspring on-off wireless
switches connected to the Peltier modules.
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Figure 8. Sketch of the employed TempLab’s setup to control the temperature of LoRa nodes.

We place the LoRa nodes without a connected SubMiniature version A (SMA) antenna inside
PE nodes and let the nodes transmit packets as fast as possible without any radio duty cycling while
temperature varies in the range of 0-60 °C. In particular, we scripted TempLab to first slowly increase
temperature from 0 to 60 °C and then to quickly cool down to 0 °C. Each test has a duration of five
hours and was repeated for different PHY settings and hardware platforms.

Impact on received signal strength. We plot the relationship between the received signal strength
indicator (RSSI) of received packets and the median temperature measured by the two nodes for different
hardware platforms. Figure 9 shows the curve recorded when using a Moteino MEGA board [42]
equipped with a HopeRF RFM95 LoRa radio (the same platform used for the experiments described in
Section 4). Each dot represents the median of the RSSI over 40 received packets. Similarly to what was
reported in [18], the RSSI decreases linearly in discrete steps for a total of about 6 dB in the temperature
range of 0-60 °C. This is because, for a given voltage, a higher temperature increases the resistance
of conductors, while reducing the pass-trough current. For radio transceivers, this implies that higher
temperatures reduce the received signal strength and signal-to-noise ratio.

Also according to [18], we observe an hysteresis in the relationship between RSSI and
temperature when comparing the curves obtained when heating and when cooling the LoRa nodes.
Similarly, Figure 10 shows the relationship between RSSI and temperature recorded when exposing
ST Nucleo L073RZ boards (STMicroelectronics, Geneva, Switzerland) [9] equipped with a Semtech
S5X1272 radio to temperature variations. Also using this hardware, we observe a linear decrease of
about 6 dB in the RSSI at high temperatures. We attribute the spikes recorded on the experiment of
Figure 10 (when temperature varies between 30 and 40 °C) to a temporary multi-path fading effect
of the environment. Note that Figures 9 and 10 refer to different experiments, both carried out using
setting ID 6 (i.e., CR =4/5, SF =7, BW = 125 MHz).

35



J. Sens. Actuator Netw. 2017,6,7

-78 —
g 80 —_—
- .N
S 82 :
g . healtling [ —_—
84| + cooling .
o trend :ﬁ
-86 = | I I | I |
0 10 20 30 40 50 60

Temperature

Figure 9. Received signal strength indicator (RSSI) as a function of temperature on the Moteino MEGA
platform employing a HopeRF RFM95 transceiver [42].
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Figure 10. RSSI as a function of temperature on the ST Microelectronics Nucleo L073RZ platform
employing a Semtech SX1272 transceiver [9].

Remarkably, the attenuation of received signal strength caused by an increase of temperature in
the range [0-60] °C is comparable to the change in sensitivity that can be observed when switching
from the fastest to the slowest PHY setting [14]. Therefore, in case of cold temperatures, it may even
be possible to avoid using extremely slow radio settings by carefully deploying the LoRa devices in
locations that are not directly exposed to sunlight.

Impact on packet reception ratio. We further analyze the effects of temperature variations on
nodes that are at the edge of their communication range. We intentionally place two nodes at the
limits of their communicating range and slowly change the temperature of the transmitter from 15 to
60 °C and quickly back to 15 °C. Figure 11 shows the distribution of lost, corrupted and successfully
received packets for every minute in a 75-min experiment. We can observe that what was a perfect
link at minute 0 (100% prr at 15 °C) slowly becomes unusable at higher temperatures. As soon as
temperature (red line) starts to increase, either packets are received, but their content is corrupted,
or the radio was unable to receive the packet at all. Once temperature starts decreasing again, the
link is restored and sustains a high delivery rate. These experiments confirm results from previous
studies on specific IEEE 802.15.4 radios [18,19], and show that temperature can drastically affect packet
delivery. An important takeaway message is that LoRa nodes employing the radio transceivers used
in our experiments should be deployed during the warmest time of the day or year, to ensure that
network performance is sufficient throughout the system lifetime, and that nodes should be shielded
from sunlight if possible.
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Figure 11. Increase of packet corruption and loss at higher temperature on a LoRa link at the edge of
the communication range.

7. Conclusions

This paper presents an analysis of the performance of LoRa as a function of different PHY settings
and environmental conditions. We first study the effects of different LoRa settings on the effective
bit-rate that can be achieved (i.e., on the amount of information that LoRa is able to successfully deliver
during a given period). Our experimental results suggest that, when nodes are at the edge of their
communication range, using the fastest PHY setting and the highest transmission power is more
efficient than selecting slower settings that maximize the link quality. Even though, for example, the
fastest PHY setting in our experiments yields an average packet reception rate that is 10% lower than
the slowest setting, the former’s effective bitrate is 100 x faster than the latter’s. Compared to the slower
settings, the efficiency of the fastest PHY setting is so high that even in its worst case scenario—when
the minimum prr reaches 20%—the effective bitrate is faster than twelve of the slowest PHY settings
(settings 7-18, from 1x to 25x% better). Second, we analyze the external factors affecting the reliability
of LoRa. Our outdoor experiments show a clear correlation between temperature, humidity, packet
reception rate, and received signal strength. A deeper investigation in controlled settings shows
that the signal strength of received packets decreases linearly when temperature increases in two
different LoRa transceivers. Different LoRa radios have shown that, over a range of 60 °C, the received
signal strength is consistently reduced by 6 dBm (1 dBm/10 °C). This decrease in signal strength can
significantly affect LoRa links that are at the edge of the communication range, increasing packet
corruption and loss, and rendering a perfectly good link (100% prr at 15 °C) completely unusable (0%
prr at 60 °C).

As a future work, we plan to quantify the impact of other environmental factors on LoRa
performance, e.g., humidity and radio interference. Our ultimate goal is to design and implement an
environmental-aware MAC protocol tailored to LoRa that can sustain reliable and energy-efficient
operations regardless of changes in the surrounding environmental conditions.
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Abstract: The operation of Wireless Sensor Networks (WSNs) is subject to multiple constraints,
among which one of the most critical is available energy. Sensor nodes are typically powered by
electrochemical batteries. The stored energy in battery devices is easily influenced by the operating
temperature and the discharge current values. Therefore, it becomes difficult to estimate their
voltage/charge behavior over time, which are relevant variables for the implementation of
energy-aware policies. Nowadays, there are hardware and/or software approaches that can provide
information about the battery operating conditions. However, this type of hardware-based approach
increases the battery production cost, which may impair its use for sensor node implementations.
The objective of this work is to propose a software-based approach to estimate both the state of charge
and the voltage of batteries in WSN nodes based on the use of a temperature-dependent analytical
battery model. The achieved results demonstrate the feasibility of using embedded analytical battery
models to estimate the lifetime of batteries, without affecting the tasks performed by the WSN nodes.

Keywords: WSN; T-KiBaM; battery model; voltage modeling; thermal effect; micro-controller

1. Introduction

Wireless Sensor Networks (WSNs) are typically employed to support sensing/actuating activities
in different application domains (e.g., industrial, commercial and residential) mainly due to their
flexibility, low cost and low implementation complexity. A well-known constraint for the deployment
of WSNSs is the lifetime of their sensor nodes, which is upper-bounded due to stored energy limitations.
The main limitation is the reduced battery capacity, which upper-bounds the operating life of the sensor
node. In this context, it would be important to estimate both the battery State of Charge (SoC) and its lifetime
according to the set of tasks executed by the nodes (e.g., data reception/transmission/processing tasks).
For instance, this type of information is highly relevant, whenever energy-aware algorithms have to be
implemented in the sensor nodes. However, estimating the battery lifetime in WSN nodes is a difficult
task, as several factors influence their operation (e.g., chemical composition of the battery itself, operating
temperature and discharge current) [1], resulting in a non-linear behavior over time [2—4].

There are two major options to estimate the battery operating behavior [5]: (i) hardware-based
solutions, which involve the use of Integrated Circuits (ICs) that provide the relevant battery data;
and (ii) software-based solutions, that usually require the use of adequate mathematical models.
These two options are discussed below.
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Smart batteries use ICs along with the electrochemical cell(s) to provide relevant data about the battery
behavior (e.g., voltage, temperature, current) [6] and, in some cases, estimations about its operating behavior
(e.g., SoC and remaining lifetime [7]) to the connected device (e.g., laptops, smartphones, cameras) [8,9].
However, the use of these hardware-based approaches increases the cost of producing batteries
by approximately 25% (fuel gauge ICs costs about $2-3) [10]. In the context of WSNs, where the
deployment of a large number of nodes may be required, such a solution may become economically
infeasible. In addition, hardware-based solutions involving the use of ICs are often adapted to the
integrated battery technology, where lookup tables are used to reconstruct the characteristics of the used
cell(s) under different operating conditions [11]. Thus, it would be relevant to adopt software-based
solutions able to accurately estimate the battery behavior of WSN nodes, without requiring the use of
dedicated hardware. An important requirement is that, whatever the estimation approach, it must (i)
be flexible enough to support different battery technologies; and (ii) present low computational cost
due to the hardware constraints of sensor nodes.

Analytical battery models typically rely on a set of differential equations to estimate the battery
behavior. Usually, these models are implemented in WSN simulators to estimate the operating behavior
of the sensor nodes before their actual deployment. Within this context, the current battery condition is
mathematically estimated to enable the deployment of energy-aware algorithms and protocols [12-14].
However, it is necessary to evaluate whether it is possible (or not) to implement similar differential
equations-based models in real-world WSN nodes. It would be also necessary to assess the impact of
implementing such mathematical models upon COTS low-power hardware. A pertinent question in
this scenario is how does the computation of battery models may affect the lifetime of WSN nodes,
which are usually based on low-power micro-controllers to save energy? In other words, and regarding
the computational cost, is it feasible to perform a battery model computation upon a sensor node, in
order to implement an on-line SoC determination and the related voltage level tracking functions?

The main target of this paper is to assess the usability of a low complexity analytical battery
model [15], the Temperature-Dependent Kinetic Battery Model (T-KiBaM) [16], implemented upon
Micro-Controller Units (MCUs) with low computational power, such as the ATmega328P and
ATmegal28RFA1 [17]. These MCUs are similar to those found in low-power COTS WSN nodes,
e.g., the MICAz, which is based on the ATmegal28L. Both ATmega-328P/-128RFA1 MCUs are widely
available as the processing units of low cost WSN nodes. The main contributions of this work are:

e The experimental evaluation of a computationally inexpensive method to on-line estimate both the
lifetime and State of Charge of batteries in real-world COTS WSN nodes with low computational
capacity, small built-in memory and energy consumption constraints.

e A report on the implementation of light and accurate analytical battery models upon multiple
low-power MCUs, typically used in real-world COTS WSN nodes.

e The implementation of a proof-of-concept application example demonstrating the usability of the
T-KiBaM analytical model [16] to estimate the battery SoC and to on-line track its voltage level
during the node activity period, as long as the discharge profile of the battery is known.

Next sections of this paper are organized as follows. Section 2 presents the related work. Section 3
introduces the basics about the T-KiBaM model, which includes the dependence of temperature on
the estimation of the SoC of the battery, as well as a more accurate battery voltage model called
Temperature-Dependent Voltage Model (TVM). Section 4 discusses the details about the experimental
assessments and also about the model implementation. Section 5 presents the achieved results
when running T-KiBaM upon low-power MCUs. Section 6 extends the previous section by adding
a proof-of-concept application example, where other metrics are evaluated in an emulated operating
scenario. Finally, Section 7 concludes the paper and presents future work.
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2. Related Work

This section addresses the state-of-the-art in different areas of research related to this work.
There are several studies dealing with the problem of estimating the SoC in batteries for different types
of applications (e.g., electric vehicles) [18-21]. Nevertheless, the applicability of the reported results
within the WSN context is difficult, as both the battery capacities and discharge profiles considered
in these works are very different from those found in sensor nodes. Therefore, this section is divided
in the two following items: (i) assessment of the computational cost of executing complex algorithms
in micro-controllers with low computing capacity and (ii) deployment of analytical battery models
in WSN nodes. Discussions on these topics are presented below.

There are several available studies in the literature evaluating the computational cost of
running complex algorithms in low-power MCUs. For instance, Cakiroglu [22] evaluated block
cypher algorithms running upon an 8-bit Atmel ATmegal28 MCU. The study assessed the
execution of complex algorithms regarding the code/data memory requirements, execution time
and throughput. Within the WSN context, Wei et al. [23] evaluated the overhead of cryptography
algorithms suitable for WSNs. The authors evaluated the following metrics: clock cycles, code
size, SRAM usage, and power consumption. The results showed that some algorithms are more
appropriate when considering time-critical or energy-efficient applications, while others are more
appropriate as they consume less SRAM memory. Capo-Chichi et al. [24] evaluated and compared the
execution of data compression algorithms when using an ultra low-power micro-controller, known
as MSP430, from Texas Instruments. The study aimed to evaluate the trade-off between energy
consumption and compression efficiency. Guo et al. [25] presented two optimization approaches
(Gauss-Newton Algorithm and Particle Swarm Optimization) to improve the localization of nodes in
WSNSs. The authors experimentally evaluated issues such as execution time, the number of iterations,
memory usage and quality of estimation of the localization. Othman et al. [26] studied the cost
of providing security in WSNs by implementing three cryptographic algorithms (AES, RC5 and
RC6) upon MICA2 nodes. The authors analyzed memory consumption, operation time and energy
consumption when using each one of the algorithms. Quirino et al. [27] presented the performance
assessment of asymmetric cryptographic algorithms within the WSN context. Authors use three
different platforms (ARM, MSP430 and AVR ATmegal28) to evaluate the processing time of the
algorithms. Pardo et al. [28] implemented an Artificial Neural Network (ANN) algorithm upon a
low-cost chip (CC1110F32) for the purpose of developing autonomous intelligent WSN's to monitor
and forecast the indoor temperature in smart homes. The authors were concerned with memory
consumption and the use of computational resources, with the main objective of evaluating the
feasibility of the implementation. Pani¢ et al. [29] presented a micro-controller specifically designed
to support WSN applications with severe security demands. The authors tested the developed chip
with known cryptographic algorithms (ECC, AES and SHA-1), observing the execution time, security
level and power consumption. Among all previously mentioned papers, note that the main evaluated
metrics are: execution time, memory usage and power consumption. Some papers also evaluate other
specific metrics related to the assessed algorithms, such as number of iterations and quality of the
obtained results.

Regarding the implementation of analytical battery models upon WSN sensor nodes, Leveque et al. [30]
presented a modeling approach to simulate the behavior of heterogeneous systems composed of WSN
nodes. First, the authors model a set of WSN nodes for monitoring seismic perturbations, using
a 32-bit microprocessor to solve a system of mathematical non-linear equations, that predict the battery
behavior. This study case was implemented in SystemC-AMS, an extension of SystemC that models
Analog/Mixed Systems. A computer simulates the system based on a 100-MHz microcontroller. In fact,
this was a simulation-based assessment, with no hardware implementation. Other works also evaluated
ways to estimate the battery lifetime on WSN nodes through simulations [6,31,32] or emulation [33].
Rahmé et al. [34] adapted the Rakhmatov and Vrudhula [35] analytical battery model to estimate the
remaining energy in batteries of WSN nodes. The proposed battery model reduces the computational
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complexity and requires low memory usage. However, the achieved results illustrate relatively high
errors (8-14%), when compared to the experimentally assessed results. Kerasiotis et al. [36] addressed
the problem of estimating the battery lifetime on a WSN platform known as TelosB. In this case,
the proposed methodology uses the energy consumption of each module to model the battery behavior
of the node. The work used average load values to characterize the main operations performed at the
node. The results indicated errors between 2-3% in comparison with experimental data for different
duty cycles. Nataf and Festor [37] implemented the Rakhmatov and Vrudhula model in a dedicated
operating system for WSN nodes known as Contiki. Tests included evaluations of node bootstrap and
networking processes. In addition, the paper evaluated the accuracy of the lifetime estimate for different
MAC protocols, also implemented in the Contiki operating system. Rukpakavong et al. [38] proposed
a dynamic approach that considers several factors which can influence the battery lifetime, such as
self-discharge, aging, discharge current and temperature. This approach was implemented in two WSN
platforms: MICA2 and N740 NanoSensor. The results indicated deviations from —3.5% to 2.5% when
estimating the battery lifetime. However, it was assumed that the voltage value must be read at the
beginning of the calculations to evaluate the initial battery capacity, i.e., this approach did not track
the voltage of the battery over time. In addition, the work did not consider the recovery effect, which is an
important effect in scenarios where the WSN nodes operate in duty cycle scheme.

The main advantage of the methodology proposed in this paper is related to the deployment of a
temperature-dependent battery model, which can be used to predict the behavior of the battery
in low-power WSN nodes regardless of the associated hardware. The proposed methodology
assumes that there is a cyclical operation pattern for the WSN nodes (e.g., a duty cycle), so that
the discharge profile can be used as input parameter to compute the battery behavior over time
(open-loop computation). Figure 1 depicts an example of a discharge profile based on a MICA2DOT
WSN node [39]. By using this type of discharge profiles, it becomes possible to obtain two information
about the battery: (i) the SoC, which is obtained through the analytical battery model proposed in
Section 3.2; and (ii) the voltage level, which is concurrently obtained through the execution of the
voltage model presented in Section 3.2.1.

Tx
248 mA

Rx
17.1 mA
Idle Idle
14.1 mA 14.1 mA
y—
Radio Off
5.1 mA
Node Sleep
Listening | Transmitting | Receiving | Listening | Processing 160 pA
A . J
50 ms L 250 ms |
I 1

Figure 1. Example of a discharge profile based on [39]. Tx = Transmitting; Rx = Receiving.

3. Background

This section presents the main concepts involved in this paper. Briefly, the original Kinetic
Battery Model (KiBaM) [40,41] model is presented along with its voltage model. Next, it is introduced
a summary on the Temperature-Dependent Kinetic Battery Model (T-KiBaM) [16], an extension of the
KiBaM model that includes the effect of temperature on the predictions about both the lifetime and
voltage of the battery.
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3.1. Kinetic Battery Model (KiBaM)

KiBaM is one of the first high-accuracy analytical battery models that was proposed in the early
nineties. It is based on an intuitive approach to model the behavior of high-capacity Lead-Acid
batteries over time. This model uses a two-tank analogy to describe the battery charge and discharge
processes, as shown in Figure 2.

1-¢ c
A
i 4
: i
S Poa
i k' ! I
: i
{h, i,
Bound Charge Available Charge

Figure 2. Kinetic Battery Model (KiBaM) (based on [40]).

In this model, the available charge tank is the power supply for any device that consumes a current
over time, I(t). The average value of current I is considered for each period of time t. The bound
charge tank holds part of the battery charge, which can be transposed to the available charge tank at a
rate k’ through a valve that interconnects both thanks. In this context, k’ is a constant that represents
the rate of a chemical diffusion/reaction process. The transfer of charge occurs as long as there is a
height difference between the charges of both tanks, i.e., § = hy —h; # 0. The constant c indicates
the total charge ratio stored in the available charge tank. The battery remains operational as long as
there is charge in the available charge tank (i.e., SoC > 0%), regardless of whether there is charge in
the bound charge tank or not. A system of differential equations is able to describe the KiBaM model
(refer to [40] for further details). Laplace transforms are able to solve such a system of differential
equations, resulting in:

B okt (qo-k-cfl)-(lfe’k't)_I-c-(k-t71+e*k‘t)
q1=qo¢ "+ X X

@
I-(1—c)-(k-t—14eF)
X ,
where g7 9 and g9 are the amount of charge in the available and bound charge tanks, respectively,
when t = 0. A new rate constant is defined as k = k'/(c- (1 —¢)). In addition, g0 = q10 + g2,0,
where g is the amount of charge in the battery at = 0. Thus, the constants required for the use
of KiBaM are: g4 (the maximum capacity of the battery), ¢ (a fraction of the capacity stored in the
available charge tank) and k (the rate constant). Such constants can be obtained from discharge tests
with real batteries, as presented in [40], or applying the data-sheet values when available, and used in
analytical evaluations to determine the SoC of the battery.
The SoC of the battery can be calculated from the relation of the unavailable charge of the battery,
qun(t) = (1 —c) - 6(t), and also from Equation (1) along with the discharge current, i(t), as follows [4]:

p=po-e  4q0-(1—c)- (1—e ™) -

S0C() = S0Cia — - | [ (6 dt+qun (1) @

max

3.1.1. KiBaM Voltage Model

The earlier KiBaM model is also able to track the battery voltage (V) over time. To do so, it becomes
necessary to expand the battery model with the related electrical model:

45



J. Sens. Actuator Netw. 2017,6,8

V:E—I-Ro, (3)

where Ry is the internal resistance of the battery and E is the internal voltage of the battery.
For discharge purposes, E can be obtained using the following equation:

E= Emin + (EO,d - Emin)Lr (4)

1,max

where E,;, is the minimum allowed internal discharge voltage (“empty”), Ey4 is the maximum
internal discharge voltage (“full”) and g,y is the maximum capacity of the available charge tank
(obtained from g,4¢). The internal resistance, Ry, can be experimentally determined using constant
discharge currents. Its value is represented by the slope dV/dI, when the battery is fully charged.
In other words, the slope of V x I gives the value for Ry [40].

Note that this voltage model is quite limited for the most commonly used battery technologies
within the WSN context (e.g., Ni-MH or Li-ion), as it assumes a linear behavior when the battery is
discharged with a constant current. A more accurate solution will be presented in the next section.

3.2. Temperature-Dependent Kinetic Battery Model (T-KiBaM)

T-KiBaM [16] is an extension of the KiBaM model that aggregates the effects caused by the use of
the battery at different temperatures, which may change both its lifetime and its voltage behavior over
time. Briefly, the thermal effect can accelerate the rate of reactions inside the battery, implying that the
battery can provide a higher effective capacity at high temperatures [42]. The influence of temperature
on the rate of a chemical reaction follows an empirical law known as the Arrhenius equation:

Ea
k= Ao ®, ®)

where k is the constant rate of a reaction, A is the pre-exponential factor or pre-factor (in s7!), E, is
the activation energy (in KJ/mol), R is the universal gas constant (8.314 x 1073 KJ/mol-K) and Ty
is the temperature (in Kelvin). Considering that both k parameters from KiBaM and the Arrhenius
equation refer to a constant reaction rate, it becomes possible to establish the following relationship:
kkiBaM = Kk Arthenius- Therefore:

B
kxipam = A-e k. (6)

That is, the parameter k of the KiBaM model now follows the Arrhenius relation, and may vary
according to the operating temperature of the battery. As described by Rodrigues et al. [16], a reduced
number of experimental measurements is required to determine the values of constants A and E,.

In addition, temperature also influences the charge capacity provided by the battery. Typically,
batteries provide higher effective capacities at higher temperatures [42] and lower effective capacities
when used at lower temperatures [43]. Within this context, it is crucial to adjust T-KiBaM to
the technology of the battery being modeled (e.g., Ni-MH or Li-ion). Briefly, it is necessary to
experimentally observe the behavior of the battery at different temperatures and discharge currents.
Then, it is possible to establish a Correction Factor (CF), which allows the creation of a function capable
of correcting the initial capacity of the battery according to the temperature in Celsius degrees (T;).
Please refer to [16] for details on how to find a function that allows calculating the CF value.

3.2.1. T-KiBaM Voltage Model

T-KiBaM also includes its own Temperature-Dependent Voltage Model (TVM) [16], which is an
extension of the Tremblay—Dessaint voltage model [44,45]. TVM is able to provide specific voltage
curves (V x t) for different operating temperatures of the battery. The advantage of this approach
is related to the accuracy of the voltage curve when compared to experimental results. Equation (7)
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describes the behavior of the voltage curve for the discharge of Ni-MH batteries (although the battery
voltage is a function of time, the representation Vj,(t) is not used for simplification purposes).

Vy=Ey—Rp-i—Kp- (it - +1i*) + Exp(t), 7)

Q—it-7
where Vj, is the battery voltage (V), Ey is the battery constant reference voltage (V), Ry, is the internal
resistance (), K}, is the polarization resistance ((2), Q is the battery capacity (Ah), it = j idt is the
actual battery charge (Ah), i is the battery current (A) and i* is the filtered current (A). For further
details, please refer to [44,45]. It is also well-known that Nickel-based batteries exhibit a hysteresis
phenomenon between the charge and discharge processes, which occurs only at the beginning of
the discharge curve, regardless of their SoC. This phenomenon can be represented by a non-linear
dynamic system:

Exp(t) =7, B- [i(t)] - (~Exp(t) + Ay - u(t)), ®)

where B is the exponential zone time constant inverse (Ah) 1, i(t) is the battery current (A), Exp(t)
is the exponential zone voltage (V), A; is the exponential zone amplitude (V) and u(t) is the
charge/discharge mode. The exponential voltage relies on its initial value Exp(tp) and the charge
(u(t) = 1) or discharge (u(t) = 0) mode. A smoothing constant (7;) has been added in order to
increase the accuracy of the Tremblay-Dessaint voltage model. Thus, the parameters required to model
different battery types are as follows: Ey, R, K}, Ap, B and 7,. Such parameters can be obtained from
the battery datasheet or through a set of simple experimental measurements [45].

In this case, the parameters of the TVM model are obtained through experiments at different
temperatures, which allows to use the Arrhenius equation to relate the influence of temperature
on the behavior of the parameters. In other words, it becomes possible to obtain the values of the
parameters at different temperatures (cf. Table 5 of [16]). Thus, the TVM model is able to provide the
battery voltage level at any instant of time, regardless of the considered ambient temperature. Table 1
illustrates the set of parameters used to model a Ni-MH battery (Panasonic HHR-4MRT/2BB).

Table 1. T-KiBaM parameters for a Ni-MH battery [16].

Model Parameter Value
Eq 1.1949
Arrhenius A 0.96397
R 0.008314
CF (T,) a,b,c d cf. Table 4 of [16]
c 0.56418
T-KiBaM —Ea
k A-eRT
Yo 750 - CF (T¢)

Ah/ B, E(], EXp(to),

TVM
Ky, Q, Ry, T

cf. Table 5 of [16]

4. T-KiBaM Implementation

The main target for the use of the temperature-dependent battery models presented in the
previous section is for the prediction of the lifetime and voltage behavior of typical WSN batteries.
Basically, these are analytical models that can be included in simulation models, to perform the
simulation assessment of WSN deployments. On the other hand, one of the main targets of this
paper is to show that these models can be also implemented upon low-power small-memory MCUs,
providing accurate results for the prediction of both the lifetime and the voltage behavior of typical
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WOSN batteries. Therefore, the purpose of this section is to present a set of T-KiBaM functions, which
may be deployed upon WSN-compatible MCUs. These software functions will be experimentally
validated by comparing their analytical and experimental results.

4.1. T-KiBaM Functions

The purpose of T-KiBaM is to provide an estimate of the State of Charge (SoC) of the battery over
time at different temperatures, including information about its voltage level. Therefore, it becomes
possible to obtain the estimated battery lifetime according to the discharge profile and the used
temperature. The implementation presented in this work is divided into two stages: (i) the call to the
T-KiBaM function and (ii) the T-KiBaM function itself. Such stages are described below.

The first stage implements the call to the T-KiBaM function, that has as input the discharge profile.
Such discharge profile (DP) is defined by a set of pairs (Iy, t,), where I, represents the discharge
current and t;, represents its operating time (or time step), with x = 1,2,3,...,n. For example,
DPst = [(Ii, t1,); (Io, tr,); - - .5 (In, t1, )]. Therefore, this stage returns the updated values regarding the
T-KiBaM and TVM functions. Algorithm 1 shows the implementation of the function call that uses
Equations (1) and (7) to update the battery data.

Algorithm 1: T-KiBaM_call.
Input: E;, A, R, T, q0,¢,k, to, DPset,
Eo, Ry, Ky, T, B, prExp
Output: 0,92, to, Vb
q0 = q0 - CF(T);
71 = (c) - qo;
72 =(1—c)-qo;
k=A- efEu/(R»T)
It =0;
foreach (Iy,t;) € DPse do
It =TIt+ (I - tr,);
if g1 > 0 then
[91, 92, to] = T-KiBaM_function (c, k, 41,92, to, I, t1.);
Exp=(1/(1+ (B L - t1, - w))) - prExp;
Vb = TVM_function (Eo, Rb, Kh/ Tp, B, qo, IXr It, Exp);
prExp = Exp;
end
end
return (41, q2, to, Vp);

’

© ® N U R W N R

P < =
@ R @ N = S

The input parameters at this stage are related to the Arrhenius equation (E;, A, R, T), to T-KiBaM
(9o, ¢, k, to, DPset) and TVM (Ey, Ry, K, T3, B, prExp). In T-KiBaM parameters, note that gy represents the
initial battery capacity. In this case, this parameter receives the nominal capacity of the battery used as
reference. The parameter values of ¢ and k are dependent on the battery technology. In this work, these three
values were obtained from a Panasonic battery, model HHR-4MRT/2BB (2xAAA, 2.4V, 750 mAh). For more
information on how to obtain these parameters, please refer to [16]. Next, parameter ¢y represents the
total battery lifetime. In addition, parameter D Ps,; may contain one or more pairs (I, t;, ) to indicate
the use of a set of tasks (i.e., a discharge profile as depicted in Figure 1). This feature is useful as a
WSN node usually has different discharge currents for different operating states, e.g., Tx, Rx and Sleep.
Using the DPs, definition, duty cycles can also be used in the T-KiBaM implementation. In the TVM
parameters, prExp represents the initial value of the exponential voltage, Exp(t(), which is used for
the calculation of Exp(t) in each iteration.

In Algorithm 1, the correction factor (CF) function is applied in Line 1, as described in Section 3.2.
In addition, the definition of k (Line 4) considers the Arrhenius equation values (E;, A, R and T),
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which can be obtained through experiments (please refer to [16] for details). Through the for loop
(Line 6), it becomes possible to call the T-KiBaM function according to the used discharge profile.
As presented in Line 8, the user of T-KiBaM should check the content of the available charge tank,
which needs to be greater than zero. This is a necessary condition for the battery operation, even if there
is charge at the bound charge tank. Finally, note that the battery voltage level is obtained in Line 11,
which performs the calculations corresponding to Equation (7). Finally, the algorithm returns some
additional information about the battery, such as remaining battery charge in both tanks (g; and 45),
battery run time (y), and voltage level (V},) when executing the discharge profile D P;.

The T-KiBaM function implements the concepts presented in Section 3.1, where Equation (1) is
used to calculate the charge of the battery over time. This stage returns the updated values in relation
to the battery charge and its time of use. Algorithm 2 shows how to implement the T-KiBaM function.

Algorithm 2: T-KiBaM_function.
Input: ¢, k, 910, 920, to, L, t1
Output: g1, g,
1 40 = 41,0 + 92,0
2 t=ty+tp;
3 g1 = compute-i (¢, k, 40, 91,0, 92,0, I, t1);
4 qp = computej (¢, k, g0, 91,0, 920, L t1);
5 return (41,92, 1);

The input parameters of the T-KiBaM function are as follows: ¢, k, 41 0, 92,0, to, I and t;. The values
of I and t] represent a task in the DP.,;. Note that Lines 3 and 4 perform the calculations corresponding
to Equation (1). The output values of q; and g, represent the actual state of charge in the available and
bound charge tanks, respectively. Finally, ¢ represents a time accumulator that is used to compute the
total time of battery usage.

The knowledge about the SoC of the battery is very important for the development of
energy-aware strategies. In this approach, during the node duty cycle, for example, it is possible to
perform an iteration of T-KiBaM for each performed task (e.g., Tx, Rx, Sleep) in order to update the
battery status (SoC and voltage level). With this, the node can take different decisions according to
the current capacity of the battery. Although the proposed approach is flexible in several aspects,
the following assumptions should be considered when running the T-KiBaM model:

1. The node initializes its operating cycle with a fully charged battery, i.e., SoC = 100%. In addition,
the T-KiBaM model is adjusted for the used battery technology. Therefore, it is not necessary to
measure any battery information over time (e.g., voltage level);

2. The node knows the discharge profile for all tasks that need to be performed during its operation.
Knowing the discharge current in the transition between states, as well as the time it takes to
perform such action, makes the T-KiBaM even more accurate. Thus, it is possible to parametrize
T-KiBaM with the measured values and the time spent in each state/transition. In this case,
the better the discharge profile definition, the greater the accuracy of the estimated battery
behavior. Note that the discharge profile can be obtained from an analysis of the hardware power
consumption (e.g., MCU, transceiver, sensors, etc.);

3. The duty cycle of the node does not have to be constant since T-KiBaM supports different
operating times (t1,) for each task (I), allowing the configuration of any combination of tasks;

4. The node can obtain the environment temperature, which is provided to the T-KiBaM model to
increase the accuracy of the estimate on the battery behavior.

An application example is presented in Section 6 to demonstrate the use of the T-KiBaM model.
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4.2. Analytical vs. Experimental Comparison

The objective of this section is to validate the analytical evaluations comparing analytical results
obtained from the T-KiBaM model with some experimental results, comparing the error between the
two approaches regarding the battery lifetime estimation and its voltage behavior over time. Note that
the values of all the constants of the T-KiBaM model were previously obtained by Rodrigues et al. [16].
In addition, all the analytical evaluations use the same experimental characteristics, such as discharge
profile and temperature.

First, tests with continuous discharge currents were performed at different temperatures to evaluate the
accuracy of the T-KiBaM model. The evaluated temperatures were as follows: —5, 10, 25, 32.5, and 40 °C.
The used discharge currents were 20 and 30 mA. With this, it became possible to analyze the relative
Error (ERR) between analytical and experimental results. Table 2 presents the results of these
evaluations. The experimental results (EXP), T-KiBaM and ERR columns represent, respectively,
the experimental average lifetime of three battery measurements (note that the cutoff value of 2.0 V
is considered for the calculation of the battery lifetime), the lifetime using T-KiBaM (in this case, the
lifetime is reached when SoC = 0%) and the relative error between EXP and T-KiBaM. The average
ERR (AVG) values are presented at the of the table.

Table 2. Battery lifetime *. EXP: Experimental result; T-KiBaM: analytical result; ERR: relative Error.

—5°C 10°C 25°C 32.5°C 40°C

I EXP T-KiBaM ERR EXP T-KiBaM ERR EXP T-KiBaM ERR EXP T-KiBaM ERR EXP T-KiBaM ERR
(mA) (h) (h) (%) (h) (h) (%) (h) (h) (%) (h) (h) (%) (h) (h) (%)

20 36.714 36.806 0.41 37402 37361 0.11 37984 37814 045 37835 37976 037 37133 37271 0.37
30 24749 24750 0.00 25.087 25.082 0.02 25385 25386 0.00 25560 25.495 026 25022 25.022 0.00

AVG 0.20 0.06 0.22 0.31 0.18

* Results using continuous discharge currents.

Next, some experiments using a Duty Cycle (DC) scheme were also carried out to evaluate the
ability of the T-KiBaM model to handle typical WSN scenarios. The discharge current was set at 30 mA
to decrease the time of the experiments. The following duty cycle schemes were evaluated:

DCrsy, = [(I1 =30 mA, t, =35s); (L =0.0mA, t;, =15s)];
DCSO% = [(I] =30 mA, tll =1 S); (12 =0.0 mA, tlz =1 S)},'
DC25% = [(Il =30 mA, th =1 S),’ (Iz =0.0 mA,tIZ =3 S)]
Note that the duty cycle period is 4 s for DCys5¢, and DCps,, and 2 s for DCsq,. In addition, only

the temperature at 25 °C was used in the experiments. Table 3 presents the results of this evaluation,
including the relative Error for each situation.

Table 3. Battery lifetime *. EXP: Experimental result; T-KiBaM: analytical result; ERR: relative Error.

25°C
Duty Cycle EXP T-KiBaM ERR
(%) (h) (h) (%)
75 33.524 33.849 1.81
50 51.229 50.774 0.89
25 102.547 101.549 2.49
AVG 173

* Results using duty cycle schemes.

These results demonstrate that T-KiBaM is able to accurately estimate the battery lifetime of WSN
nodes, presenting average ERR values smaller than 0.35% for continuous discharge currents and an
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average ERR value of 1.73% for duty cycle schemes. However, although the presented results are
quite accurate, battery lifetime is not the only interesting information that can be extracted from the
T-KiBaM model.

The voltage level is another relevant factor when evaluating the behavior of batteries. In the case
of T-KiBaM, the battery voltage model provides voltage values that are dependent on the operating
temperature, which allows monitoring the state of the battery more accurately, particularly, in WSN
scenarios with high temperature variations. Figure 3 depicts an example comparing the experimental
results using a continuous discharge current (30 mA) at different temperatures with those analytically
obtained using the T-KiBaM and KiBaM models. The experimental data are fitted according to the
average behavior of three experiments.

a) -5.0 °C b) 10.0 °C
34 @ 34 ®
32 —H— Experimental Data 32 —H— Experimental Data
3 —O—T-KiBaM + TVM 3 —O—T-KiBaM + TVM
! —s%— KiBaM Voltage Model (SN —#— KiBaM Voltage Model
Z 2.8 2 2.4
® 5
é‘) 2.6 %D 2.6 Iy
=24 =24
22 22
2
1.8 1.8
0 4 8§ 12 16 20 24 28 0 4 8§ 12 16 20 24 28
Time (h) Time (h)
¢) 25.0 °C d) 32.5°C
34 © 34 @
32 —H— Experimental Data 32 —H— Experimental Data
3 —O—TKiBaM + TVM 3 —O—TKiBaM + TVM
[ —%— KiBaM Voltage Model [ <! —— KiBaM Voltage Model
X 22
® 5
é‘) 2.6 éﬂ 2.6
=24 =24
22 22
1.8 1.8
4 8§ 12 16 20 24 28 0 4 8§ 12 16 20 24 28
Time (h) Time (h)

Figure 3. Voltage tracking comparison using a constant discharge current (30 mA).

Note that the original KiBaM voltage model represents a linear battery discharge curve, V x t.
This type of approximation induces significant errors with respect to the lifetime analysis of any device
connected to the battery. On the other hand, the T-KiBaM + TVM model offers a higher precision
when estimating the behavior of the battery voltage curve over time. For instance, at T = —5 °C
(Figure 3a), analyzing the voltage level at 2.4 V, the relative error to the experiment of KiBaM is 37.53%,
while in T-KiBaM is 0.73%.

5. Running T-KiBaM in Low-Power MCUs

This section presents the experimental results obtained when implementing the T-KiBaM model
in multiple WSN-compatible MCUs. The objective is to check if analytical battery models, embedded
in a low computational capacity hardware, can be used to track both the battery SoC and the voltage
level of the battery itself over time. First, we present the basic characteristics of each MCU used in
this work. Then, a discussion is included regarding the selected metrics used for the experimental
evaluations. Finally, the results obtained from the experimental assessment are presented.

5.1. MCUs and Related Hardware Platforms

Arduino (https://www.arduino.cc) is an open-source platform that has been designed to facilitate
electronic circuits prototyping. Arduino boards support the addition of sensors and/or actuators to
existing designs, allowing the interaction with the physical environment. The use of this platform
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is highly popular due to its low cost, compatibility between operating systems, as well as the easy
extensibility of both software and hardware. There are multiple Arduino board types. This work
focuses on the UNO version that includes an Atmel ATmega328P low-power AVR 8-bit microcontroller,
which has 32 KB of integrated Flash memory, as well as 2 KB of SRAM and 1 KB of EEPROM. This MCU
operates at 16 MHz on the UNO board. The current consumption at 1 MHz is 0.2 mA in active mode [46].
Other MCUs were also used in the experimental assessments. These MCUs are using C code with specific
manufacturer library (http:/ /www.atmel.com/tools/avrsoftwareframework.aspx). The specifications of
each used micro-controller are summarized in Table 4.

Table 4. Specifications of the used MCUs.

Clock Wait Flash SRAM EEPROM Typical
Mmcu Platform (MHz) State 'V  (KB)  (KB) KB)  Current (mA)
ATmega328P 8-bit AVR 16 0 no 32 2 1 0.2
ATmegal28RFA1 8-bit AVR 16 0 no 128 16 4 4.1
ATxmega256A3U  8/16-bit AVR 2 0 no 25 16 4 95
SAMR21GI8A  32-bit ARM Cortex-M0+ 48 1 no 256 3 0 67
SAMGSS5 32-bit ARM Cortex-Md 120 5  yes 512 160 0 242
SAMV71Q21 32-bit ARM Cortex-M7 300 6 yes 28 384 0 83.0

The Atmel ATmegal28RFA1 is an 8-bit AVR MCU, which has a built-in 128 KB of Flash memory,
as well as 16 KB of SRAM and 4 KB of EEPROM. The MCU can operate up to 16 MHz [47]. The Atmel
ATxmega256A3U is an 8/16-bit AVR XMEGA low-power MCU that features 256 KB of Flash memory,
as well as 16 KB of SRAM and 4096 bytes of EEPROM. This MCU can run at 32 MHz [48]. The Atmel
SAMR21G18A MCU uses a low-power 32-bit ARM Cortex-M0+ processor. This chip has a 256 KB of
Flash memory, plus 32 KB of SRAM [49]. The Atmel SAMGS5 is based on the ARM architecture. This MCU
has a 32-bit Cortex-M4 core that can reach speeds up to 120 MHz with a Floating Point Unit (FPU). In
addition, this chip has 512 KB Flash Memory and 160 KB SRAM plus up to 16 KB (cache + 1/D RAM) [50].
The Atmel SMART SAMV71Q21 is based on the ARM architecture, featuring a Cortex-M7 RISC 32-bit
processor with a FPU. This MCU can reach speeds up to 300 MHz, featuring 2048 KB of Flash memory,
as well as a dual 16-KB cache and 384 KB of SRAM memories [51].

5.2. Performance Metrics

As the results presented in Section 4 are consistent with those found in the experimental
assessment, i.e., T-KiBaM parameters have been properly adjusted, a computer with a 2.9 GHz Intel
Core i5 processor running MATLAB is used as the basis of the comparisons regarding the battery
lifetime estimation. This is considered the best platform for the execution of this algorithm as it presents
an interesting precision regarding the number of significant figures. Thus, the tested set includes the
same experimental continuous discharge currents, as well as a variety of other discharge current values.
Such set comprises the following currents: 5, 10, 20, 30, 40, 50, 60, 70, 80, 90, and 100 mA.

The following metrics are used for this experimental assessment: (i) algorithm execution
time; (ii) memory usage; (iii) energy consumption; (iv) number of iterations of the algorithm for
different tasks; and (v) estimated battery lifetime.

5.3. Experimental Results Using Low-Power MCUs

The results shown in this section were obtained by running the T-KiBaM functions on different
low-power MCUs. Note that, when using continuous discharge currents in the analytical evaluations,
the T-KiBaM function needs an operating time f; (or time step) as input to run the battery model.
Hereafter, a 1-second step was assumed between consecutive executions as it represents a relevant low
granularity when continuous discharge currents are used to feed the model, if compared to the total
battery discharge time. A discussion regarding the time step size is performed in Section 6.3.
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5.3.1. Execution Time

The first evaluated metric is the function execution time (ET) when running T-KiBaM in low-power
MCUs. The objective is to compare the performance of the algorithm in platforms with different
characteristics in order to verify the possibility of its implementation in WSN nodes.

It is important to note that the results presented in this section consider the average of three
executions of the algorithm. The execution times were collected from checkpoints at the beginning
and at the end of the T-KiBaM function call. In addition, all micro-controllers can only access the
flash memory with a maximum clock of 32 MHz and, after that speed, wait-states must be inserted.
All the performed experiments used the best configuration to achieve the fastest results. Note that
the focus of this work is not on the evaluation of the faster micro-controller, therefore, the source
code was compiled with -02 option and no specific optimization was performed in the available
libraries. The FPU has been enabled in all MCUs with this option. The instruction cache has been
enabled in SAMGS5 and the instruction/data cache have been enabled in SAMV71. The use of same
MCU manufacturer allowed both to unify code and test the same library for all MCU models. Table 5
presents the average execution times achieved by each platform.

Table 5. Execution times (average) on all platforms *.

ATmega ATmega ATxmega SAMR ATSAM SAMV
328P 128RFA1 256A3U 21G18A G55 71Q21

Execution

. 549.02 499.86 259.10 1311.65 164.87 5.33
Time (us)

* Results using the clock frequencies shown in Table 4.

The results point to average execution times of less than 1.4 ms on all platforms. The SAMV71Q21
micro-controller presented an average execution time close to 5.3 ps. This result is within the
expected range, since this MCU operates at a higher frequency, i.e.,, 300 MHz. On the other
hand, the SAMR21G18A micro-controller delivers a poor performance for a MCU from its category.
The average execution time around 1.3 ms, even when operating at 48 MHz, could be related to lack
of code optimization of GCC compiler [52] that increases code size and, consequently, slows down
the code execution considerably. The performed experiments clarified that optimization should be
mandatory to achieve better results. Tests also have shown that ARM and AVR produce similar
results when using soft float ABI (Application Binary Interface) and no cache since ARMs, probably,
are stalled waiting for new instruction due to wait-states. Despite this, the rational indicates that
the obtained values are feasible when compared with real-world applications, such as the use of
encryption algorithms in WSNs with low-power MCUs [26].

5.3.2. Memory Usage

The second evaluated metric is memory usage. Analyzing the amount of Flash memory occupied
by the T-KiBaM model is an important metric, as micro-controllers used in WSN nodes usually have
very little available memory. In this sense, it is possible to establish the spatial cost of implementing an
analytical battery model in a low-power MCU.

Note that the results presented in this section consider only the memory usage relative to the
T-KiBaM model source code implementation and the essential compile components on each platform.
In other words, libraries and debugging codes are not considered in this analysis. Table 6 presents the
memory usage on all platforms, including the percentage of total available memory.
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Table 6. Memory usage on all platforms.

ATmega ATmega ATxmega SAMR ATSAM SAMV

328P 128RFA1  256A3U  21G18A G55 71Q21
Memory 7.444 11.384 19.254 40376 39.136 25712
usage (KB)
Total
Available (KB) 32 128 256 256 512 2048
Percentage 2.0 8.9 75 157 7.6 12

of total (%)

According to Table 6, the implementation of T-KiBaM on the SAMR21GI18A occupies
approximately 40.3 KB, the highest memory occupancy among all platforms. On the other hand,
the ATmega328P presents the lowest memory occupancy, with only 7.4 KB. However, in relation to the
total Flash memory availability, this micro-controller has the highest occupancy, about 23.0% of 32 KB
in total. The SAMV71Q21 has the lowest memory occupancy rate in percentage terms.

As observed in Table 6, three of the five tested platforms have memory occupancy rates of less
than 10%. Thus, these results show that it is feasible to implement an analytical battery model on a
low-power WSN node, such as the iLive node [53] which features 128 KB of Flash memory.

5.3.3. Power Consumption

The power consumption is the third metric evaluated in this work. The objective is to evaluate
how much energy consumes an iteration of the T-KiBaM algorithm. For this, it is necessary to measure
the current consumed by each MCU first. Further details are given below.

A multimeter (MD-6450 True-RMS) was used to measure the current on each platform.
All measurements were taken with the board of each micro-controller connected via USB while
running the T-KiBaM model. Voltage variations are not considered since the algorithm execution time
is very small (<1.4 ms). Thus, the average values for voltage (~5.05 V) and current are considered
in the calculations of this section. Table 7 shows the measured current values as well as the electrical
power for each micro-controller, calculated through the relation P = V' x I.

Table 7. Power consumption in each platform.

ATmega ATmega ATxmega SAMR ATSAM SAMV

328P 128RFA1  256A3U  21G18A G55 71Q21
Power
Supply (V) 5.05 5.05 505 505 5.05 5.05
Current 493 77.1 18.9 12.0 302 82.6
(mA)
Power 2489 389.3 95.4 60.6 525 417.1
(mW)

From these results, it is possible to obtain the energy spent according to the execution time of an
iteration of T-KiBaM algorithm in each micro-controller, through the relation E = P x At. In this case,
At is obtained from the execution time in each platform. Therefore, the energy spent is directly related
to the first metric, the execution time. Table 8 shows the average energy spent when running a single
iteration of T-KiBaM on each platform.
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Table 8. Energy spent (average) on a single iteration of the algorithm on all platforms.

ATmega ATmega ATxmega SAMR ATSAM SAMV
328P 128RFA1 256A3U 21G18A G55 71Q21

Energy

0.1366 0.1945 0.0247 0.0794 0.0086 0.0022
Spent (m])

6. T-KiBaM Usage in WSN Nodes: Application Example

WSN nodes usually perform several tasks during their operation, including data transmission (Tx),
reception (Rx) and processing (Pr). It is also possible to save energy during certain intervals of time by
putting the nodes in sleep mode (S1). Generally speaking, such nodes operate in duty cycle scheme,
i.e., cyclically repeating a sequence of tasks over time, until their battery power runs out. The objective
of this section is to illustrate the usage of T-KiBaM in a real application, considering the operating
characteristics of real WSN nodes. With this, other performance metrics can be assessed in relation to the
execution of the T-KiBaM model in low-power MCUs. Finally, the presented application example is used
in a sensitivity analysis, where variations are applied to the input parameters of the T-KiBaM model.

6.1. Application Example

The application scenario described in this section cover the mode of operation of most WSN
applications. In this sense, two scenarios are described: (i) the node remains 100% of the time in the
active mode; and (ii) the node operates in a duty cycle scheme, i.e., inserting periods in sleeping mode
alternately with its active period. Further details are given below.

A set of tasks (discharge profile) can be used to properly emulate the operation of the nodes,
i.e., discharge the battery charge when performing different tasks. However, to simplify the analysis,
it is assumed that the node performs only one useful task (e.g., Rx, Tx, or Pr) in both scenarios. A task
is defined by the discharge current and its operating time (I, t1), including periods in sleeping mode.
The node executes the T-KiBaM algorithm at the end of its task to update the state of charge of its
battery. Although it may play a significant role in energy consumption, the node initialization process
is not considered in these analysis, since it runs only once during its entire life cycle. Figure 4 depicts
a schematic summarizing the node activities in the two presented scenarios.

- Initialization - Initialization
o, to) (o, to)
- Loop - Loop
@, t)

UpdateBattery ()

@, )
(I, 1)

UpdateBattery ( )

(a) Scenario 1 (b) Scenario 2

Figure 4. Node activity description. (a) Active mode only; (b) Active and inactive modes.

As depicted in Figure 4a, Scenario 1 presents the operating mode of a node operating 100% of the
time in active mode. Note that the main loop considers only the performed task, represented by (I3, 1),
and the update of the battery state of charge and voltage level. On the other hand, Figure 4b presents
Scenario 2, which adds a sleep mode period, represented by (I, tp), at each duty cycle. In this sense,
the node performs its main task, goes into low-power mode (Sl), and then updates the battery state of
charge and voltage level.
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6.2. Estimating the Battery Lifetime

The fourth metric assessed in this work is the battery lifetime estimation. One of the main features
of T-KiBaM model is to provide the estimated battery lifetime according to the used discharge profile.
Therefore, a modified version of Algorithm 1 was considered to allow the cyclic execution of the
discharge profile, i.e., as a duty cycle scheme, until the battery charge runs out. Through this simple
modification, it becomes possible to predict the total battery lifetime according to both the discharge
profile and the operating temperature. Scenarios 1 and 2 are used in these assessments as they depict
the operating mode of traditional WSN nodes. The evaluations performed in this section consider the
aspects below.

The first requirement to evaluate the battery lifetime estimation is to run the T-KiBaM model until
the battery charge runs out. In these evaluations, the selected cutoff point occurs when the T-KiBaM
algorithm indicates SoC = 0% (~2.0 V). It is worth mentioning that other cutoff points can be selected
depending on the hardware requirements (e.g., 2.1 V or 2.2 V).

The second aspect concerns the tested set of tasks, which is the same as mentioned in Section 5.2
for Scenario 1. For simplification purposes, the experiments using Scenario 2 assume that the sleep
mode does not consume energy (i.e., I, = 0.0 mA), although it is recognized that there is a small
discharge current in this state, usually in the range of uA [54].

The last aspect concerns the number of iterations required for the algorithm to complete the estimation
over the battery lifetime. In this case, the lower the granularity of the operating times (t;,) of the discharge
currents (Iy), the greater the number of iterations of the algorithm and, consequently, the longer its
computation time. Figure 5a depicts the number of iterations after performing the T-KiBaM model until the
battery charge runs out for each discharge current presented in the mentioned set of tasks.

p #10° (a) Number of Iterations in All Platforms
T T T T T T T T T

a sk —&— ATmega328P
2 —&— ATmegal28RFA1
Sal —%¥— ATxmega 256A3U |
2 —6— SAMR21G18A
s3F —#— ATSAMGS5 .
5 —&— SAMV71Q21
@ 2r —4— Matlab 1
2t :

0 1 1 1 1 1 T ? .? 'T’

0 10 20 30 40 50 60 70 80 90 100
Discharge Current (mA)
03 (b) Relative Error Regarding the Estimated Battery Lifetime
. T T T T T T T T T

0.25 I ATmega328P ERR | |
i — — Average = 0.042%

o
o
T
1

Relative Error (%)
o 2
—
T T
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Discharge Current (mA)

Figure 5. Results. (a) Number of iterations; (b) Relative Error (ERR).

Considering the previously mentioned aspects, the challenge of this evaluation is to assess how
close the estimates of the battery lifetime are from the results obtained when executing the T-KiBaM
model in a PC. The assessments for both Scenarios 1 and 2 are presented below.

For the Scenario 1 assessments, the entire set of tasks (i.e., I} = 5, 10, 20, 30, 40,..., 100 mA) is
executed with t; = 1s. Table 9 presents the results regarding the estimated battery lifetime obtained
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when running the T-KiBaM algorithm on all platforms using Scenario 1. Note that the EXP column
represents the results obtained when using real batteries at 25 °C, when available.

Table 9. Estimated battery lifetime *. ELT: Estimated Lifetime; EXP: Experimental time.

I ATmega ATmegal28  ATxmega256 SAMR21 ATSAM SAMV71 MATLAB EXP
(mA) 328PELT (h) RFA1ELT (h) A3UELT (h) GISAELT(h) GS55ELT (h) Q21ELT (h) ELT (h) (h)

5 153.1517 153.1517 153.1517 153.4969 153.4969 153.4969 153.5533 -
10 73.7003 73.7003 73.7003 73.6264 73.6264 73.6264 73.6536 73.557
20 37.8050 37.8050 37.8050 37.8028 37.8028 37.8028 37.8150 37.984
30 25.3956 25.3956 25.3956 25.3764 25.3764 25.3764 25.3869 25.385
40 19.1914 19.1914 19.1914 19.1850 19.1850 19.1850 19.1936 -
50 15.3572 15.3572 15.3572 15.3575 15.3575 15.3575 15.3550 N
60 12.7958 12.7958 12.7958 12.7947 12.7947 12.7947 12.7956 -
70 10.9658 10.9658 10.9658 10.9667 10.9667 10.9667 10.9675 -
80 9.5961 9.5961 9.5961 9.5953 9.5953 9.5953 9.5967 -
90 8.5328 8.5328 8.5328 8.5300 8.5300 8.5300 8.5303 -
100 7.6775 7.6775 7.6775 7.6778 7.6778 7.6778 7.6772 -

* Results considering Scenario 1 in all platforms.

The results indicate small relative Errors when compared to the estimated battery lifetime on a
PC running MATLAB. For instance, considering all tested discharge currents, the average deviation
between the ATmega328P and MATLAB is 0.042%. In this case, the minimum relative Error is
0.002% and the maximum relative Error is 0.262% (when I; = 5 mA). Figure 5b depicts the relative
error of the ATmega328P with respect to the estimated battery lifetime when using T-KiBaM on
MATLAB for the entire set of discharge currents. The other MCUs present the following average
relative Errors: 0.042% (ATmegal28RFA1), 0.042% (ATxmega256A3U), 0.023% (SAMR21G18A), 0.023%
(ATSAMGS55) and 0.023% (SAMV71Q21).

The evaluations for Scenario 2 consider the insertion of sleeping periods between the activities of
the node, which operates in a duty cycle (DC) scheme. In this case, the evaluated duty cycles are as
follows: 100%, 75%, 50%, 25%, 10%, and 5%. The discharge current (I;) has its value set at 30 mA to
allow comparison with the experimental results. Thus, the used current profiles are as follows:

DCyo0% = [(30 mA, 1); (0.0 mA,05s)], DCrs9 = [(30.0 mA,3s); (0.0 mA, 15s)],
DCsgo, = [(30.0mA, 15); (0.0 mA,1s)], DCss9, = [(30.0 mA,15);(0.0mA,3s)],
DCig9 = [(30.0mA,15);(0.0mA,9s)], DCsg, = [(30.0 mA,15s);(0.0mA,19s)].

Since the results between the platforms for Scenario 1 are very close, the evaluations for Scenario 2
are performed only with the ATmega328P MCU. Table 10 presents the results obtained after running
the T-KiBaM algorithm on this platform using Scenario 2. Again, the EXP column represents the results
obtained from experiments with real batteries at 25 °C, when available.

Table 10. Estimated battery lifetime *. ELT: Estimated Lifetime; EXP: Experimental time.

Duty Cycle ATmega MATLAB EXP
(%) 328P ELT (h) ELT (h) (h)
100 25.3956 25.3869 25.385

75 33.8533 33.8489 33.524
50 50.7678 50.7744 51.229
25 101.6122 101.5489 102.547
10 253.8528 253.8722 -

5 507.3667 507.7444 -

* Results considering Scenario 2 in ATmega328P.
The results illustrated in Table 10 demonstrate that the estimates for the battery lifetime are

compatible on both platforms. The variations in the results arise by virtue of the accuracy of the
numerical representation in each platform. Regarding the voltage level tracking, Figure 6 depicts the
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behavior of the battery discharge curves for duty cycles of 75%, 50% and 25% at 25 °C. The experimental
data represents the average behavior obtained in the experimental assessments, being presented as
fitted curves. The analytical results are obtained through data prints during the execution of the
T-KiBaM algorithm, however, only the fitted curves are presented for easy viewing.

(a) Voltage Level Tracking using DC = 75% at 25 °C
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Figure 6. Results regarding the voltage level tracking. (a) DC = 75%; (b) DC = 50%; (c) DC = 25%.

6.3. Sensibility Analysis of T-KiBaM Model with Different Time Step Values

Finally, this section presents an assessment of the same application example, when different
values are considered for the time step (t; ) of the discharge current (I;) in the T-KiBaM function.
The objective is to assess the relationship between the execution time of the algorithm for different
tasks and the quality of the estimation prediction with respect to the battery operating behavior, i.e.,
its lifetime and voltage level over time, in Scenario 1. Note that the time step value corresponds
to the interval between two consecutive invocations of the battery update function. The following
time steps are used for this assessment: 1, 2, 5, 10 and 60 s. This assessment is performed only for
the ATmega328P, as this micro-controller presents the hardware with the least amount of available
resources among all the previously assessed devices. Thus, these results can be similarly extended to
the other platforms.

First, the quality of the estimated battery lifetime is evaluated for different time steps. In this sense,
the following metrics are evaluated: (i) execution time; (ii) number of iterations and (iii) estimated
battery lifetime. The assessments considering Scenario 1 are performed below.

The first evaluated metric is the execution time for the entire set of tasks when different time
steps are used as input to the T-KiBaM function. Figure 7a depicts the results obtained for the set of
discharge currents mentioned in Section 5.2. Note that the execution time of each task (I, t Ix) reduces
dramatically, as the discharge current time step increases. For example, by comparing the time steps of
1sand 10 s when I; = 5 mA, the execution time falls from 303.98 s to 32.227 s when the algorithm is
executed until the battery charge runs out. Considering the entire set of tasks, it is possible to observe
an execution time 9.5 times faster, on average. The same behavior is observed for the second metric,
i.e., the number of iterations, as shown in Figure 7b. Using the same time steps mentioned in the
previous example, 1 s and 10 s, the number of iterations drops from 551,347 to 55,320, respectively.
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Considering the entire set of tasks, it is possible to observe a reduction in the number of iterations
equivalent to 10 times, on average.

(a) Execution Time Using Different Time-Steps
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Figure 7. Results using different time steps. (a) Execution time; (b) Number of iterations.

The third evaluated metric is the estimated battery lifetime when different time steps are used
as input to the T-KiBaM function. Figure 8a depicts the results obtained for the same set of discharge
currents. As expected, the estimated battery lifetime has small variations for all the assessed cases.

Clearly, in terms of resource savings and performance, WSN designers should select the highest
time step values. However, this selection must also take into account the imprecision introduced in the
estimation when large time intervals are used to make the measurements. Figure 8b depicts the relative
error for each time step considering the results obtained in a PC regarding the selected set of discharge
currents. Note that the relative error is less than 0.4% for all the assessed cases. Particularly, the time
step equal to 2 s has the highest relative errors for tasks with low discharge currents (<50 mA). On the
other hand, the time step equal to 60 s presents highest relative error for tasks with larger discharge currents
(>50mA). According to these evaluations, the time step equal to 10 s is most indicated when continuous
discharge currents are evaluated by the T-KiBaM model, since both the execution time and the number
of iterations are significantly smaller and, at the same time, both the average relative error and the
standard deviation compared to the values estimated in the PC are the lowest.
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(a) Estimated Battery Lifetime Using Different Time-Steps
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Figure 8. Results using different time steps. (a) Estimated battery lifetime; (b) Relative error.

Finally, the voltage level estimation provided by the T-KiBaM model is evaluated over time, using
different time steps (Scenario 1). Again, a comparison of the experimental and analytical results is
performed, using the results provided by the ATmega328P MCU at the time steps mentioned above.
Figure 9 depicts the behavior of the estimation of the voltage curve at each update of the T-KiBaM
model, under a continuous discharge current of 30 mA, at —5 °C. The experimental data are adjusted
according to the average behavior of three experiments.

Note that the assessments done for the ATmega328P present the same results of the analytical
evaluation performed on the PC, regardless the used time step. Thus, it is clear that the T-KiBaM
model generates compatible results for both low-power and robust platforms regarding the voltage
level tracking. This is a major result as estimating the voltage level over time is required to ensure the
operation of any sensor node, allowing for optimizations in the WSN management policies.

Tracking the Voltage Level on ATmega328P Using Different Time-Steps
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Figure 9. Results using different time steps for voltage tracking.
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7. Conclusions

Estimating the battery lifetime is a complex task since many factors can influence the battery
behavior, e.g., technology, operating temperature and discharge current. Analytical battery models
may assist in this task, achieving results close to reality. However, two problems may arise within the
WSN context. Firstly, the implementation of complex analytical models upon low-capacity hardware
platforms is not an easy task, due to low processing capability, memory constraints and the high
accuracy required to represent low varying analog values. Secondly, the execution of this type of
analytical models by real-world nodes will influence its energy consumption, and therefore, the
required effort to estimate the network lifetime may reduce the lifetime of the network itself.

The study performed in this paper evaluated the cost of executing an analytical battery model
known as T-KiBaM in low-power MCUs. The model validation took into account experimental data.
As shown in Section 4, the T-KiBaM model can accurately estimate the lifetime of Ni-MH batteries and
is also able to estimate the voltage behavior over time at different temperatures, which is an important
issue when considering devices (nodes) that require a minimum voltage value to maintain their operation.
The analytical models were implemented upon different micro-controllers. As a result, although running
T-KiBaM on low-power MCUs requires long computing times, such computing times do not represent
a significant slice of the estimated battery lifetime. Therefore, the time required to estimate the battery
behavior (which includes tracking both its SoC and voltage level over time) is feasible.

As future work, we are interested in finding a way to integrate the knowledge about both
the discharge current and voltage level of the battery [36,55] to feed the T-KiBaM in real time, similar to
the use of a fuel gauge IC in a smart battery pack. In this sense, it would become possible to implement
a closed-loop approach, allowing the correction of predictions over time. Other issues will also be
addressed in future work, such as a full research on the use of duty cycle discharge profiles at different
temperatures. The validation of the estimates can also be made through the implementation of
the proposed battery model in sensor nodes of a physical WSN. In this case, an application with
a basic set of tasks should be used to allow the construction of a well-known fixed discharge profile.
This would ensure minimal variability over the node’s activities so that the results could be fairly
comparable. Finally, the influence of the aging effect on sensor node batteries should be included in
the proposed battery model to improve both the management and maintenance issues in WSNs.
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Abbreviations

The following abbreviations are used in this manuscript:

ABI Application Binary Interface
ARM Advanced RISC Machine

CF Correction Factor

COTS Commercial Off-The-Shelf

DC Duty Cycle

EEPROM  Electrically Erasable Programmable Read-Only Memory
ELT Estimated Battery Lifetime

ET Execution Time

ERR Relative Error

FPU Floating-Point Unit

IC Integrated Circuit

KiBaM Kinetic Battery Model

MAC Media Access Control

MCU Micro-Controller Unit

Ni-MH Nickel-Metal Hydride

SoC State of Charge

SRAM Static Random Access Memory

T-KiBaM  Temperature-Dependent KiBaM

TVM
WSN

Temperature-Dependent Voltage Model
Wireless Sensor Network
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Abstract: In recent years, the adoption of industrial wireless sensor and actuator networks (IWSANs)
has greatly increased. However, the time-critical performance of INSANS is considerably affected by
external sources of interference. In particular, when an IEEE 802.11 network is coexisting in the same
environment, a significant drop in communication reliability is observed. This, in turn, represents
one of the main challenges for a wide-scale adoption of IWSAN. Interference classification through
spectrum sensing is a possible step towards interference mitigation, but the long sampling window
required by many of the approaches in the literature undermines their run-time applicability in
time-slotted channel hopping (TSCH)-based INSAN. Aiming at minimizing both the sensing time
and the memory footprint of the collected samples, a centralized interference classifier based on
support vector machines (SVMs) is introduced in this article. The proposed mechanism, tested with
sample traces collected in industrial scenarios, enables the classification of interference from IEEE
802.11 networks and microwave ovens, while ensuring high classification accuracy with a sensing
duration below 300 ms. In addition, the obtained results show that the fast classification together
with a contained sampling frequency ensure the suitability of the method for TSCH-based INSAN.

Keywords: industrial wireless sensor and actuator networks; support vector machine; interference
classification; spectrum-sensing; wireless LAN; microwave oven

1. Introduction

The use of wireless sensor networks (WSNs) is a growing trend in a myriad of application domains,
including building-health monitoring [1], military applications [2], health monitoring systems [3] and
disaster and emergency management [4], to mention a few. A common denominator for many of
these networks is the underlying radio technology, which is based on the IEEE 802.15.4 standard [5].
However, depending on the application, different requirements are set regarding the quality of service
(Q0S). In particular, differently from common implementations of WSN, the requirements found
in those deployed in industrial settings, also known as industrial wireless and actuator networks
(IWSAN ), are considerably more challenging. Furthermore, the inclusion of actuators allows the
IWSAN to cover more specific applications, such as closed-loop control, in which bi-directional
data-traffic is needed.

IWSANS are characterized by having star or few hops mesh topology with a small number
of devices and for presenting stringent requirements on the end-to-end communication delay and
reliability. These requirements commonly include downlink and uplink transmission of process data
with refresh rates in the order of tens of milliseconds and a network uptime greater than 99.999%,
which corresponds to a downtime of less than 5.26 min per year [6]. Fulfilling such communication
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requirements is critically important in order to enable the adoption of IWSAN as a replacement of
traditional wired implementations, such as Fieldbus-based solutions [7]. A failure to meet the QoS
requirements can result in unwanted and costly production halts, corruption of the industrial product
or even physical damage to production devices and human harm.

The two main factors that hamper the performance of IWSANS are the harsh radio-propagation
conditions of most industrial environments, with pronounced effects of multipath fading and
attenuation (MFA), and the interference originated from RF emissions in the 2.4-GHz unlicensed
industrial, scientific, and medical (ISM)-band. The combined effect of these phenomena can cause
severe degradation of the INSAN radio links, potentially generating prolonged communication
outages in some sectors of the wireless network. The RF interference that affects IEEE 802.15.4-based
WSNSs is mainly generated by wireless systems sharing the same ISM-band and microwave ovens
(MWO), while the RF emissions of other devices (e.g., electric motors or switches) is mainly confined
to the sub-GHz region of the spectrum, as shown in [8] and the references therein. Nevertheless,
while some industrial plants can employ MWO in their production process (e.g., industrial material
drying or food processing [9]), the wireless systems that reside in the 2.4-GHz band are much more
frequent. The most widespread technologies that operate in this band are the IEEE 802.11 and IEEE
802.15.1 standards, under the commercial name of Wi-Fi and Bluetooth, respectively. IEEE 802.11-based
WLANS are generally acknowledged as the most severe cause of interference for a number of reasons.
Primarily, IEEE 802.11 networks are now ubiquitous in both office and production areas due to the
widespread diffusion of WiFi-enabled terminals, such as smartphones or laptops. Moreover, in order
to achieve full coverage, numerous access points are deployed, which can represent an obstacle for
coexistence with INSANs. Additionally, the IEEE 802.11 standard defines a physical layer (PHY),
which enables transmission powers ten-times higher than IEEE 802.15.4 devices and a 5-8-times wider
channel bandwidth, as shown in Figure 1. As a result, a coexisting IEEE 802.11 network can cause a
packet error rate (PER) up to 70% [10-12] for a WSN receiver under the worst-case scenarios, such
as prolonged use of overlapping channels, proximity of an IEEE 802.11 access point and sustained
utilization rate of the interfering network. While devices implementing the IEEE 802.15.1 standard can
also be found in industrial settings, thanks to the limited channel bandwidth and the implemented
frequency-hopping scheme, their impact on the performance of IEEE 802.15.4-based networks is limited
compared to MWO and IEEE 802.11 interference, as reported in [13]. For this reason, the classification
of IEEE 802.15.1 interference is not considered in this paper.

Time-slotted channel-hopping (TSCH) is a well-known technique implemented in IWSAN
standards, including WirelessHART [14], ISA100.11a [15] and WIA-PA [16], to mitigate the effects
of external interference. Nevertheless, none of these standards employs intelligent methods for
classifying the source of interference and adopting ad hoc strategies for interference mitigation. Since
the first release of the IEEE 802.15.4 standard in 2003, a consistent number of research works has
been carried out addressing interference-awareness in WSN. This matter can be separated into two
different, but tightly-related aspects: interference classification and interference mitigation. In the
terminology of cognitive-radio systems [17], the secondary-users (i.e., WSN-devices) are required to
gain a certain level of spectrum awareness in order to utilize the unused resources opportunistically.
A common approach for spectrum sensing methods in the literature is to adopt a relatively high
sampling frequency and a sensing-time in the order of seconds, in order to maximize classification
accuracy or make inference on the inflicted PER [18]. However, this is not suitable in the context of
the time-critical IWSANSs, where a long spectrum-sensing time implies slow network reactivity to the
variations of the interference-scenario and waste of network resources due to the need for reserving
numerous silent timeslots for channel sensing.

In this article, an interference detection and classification method is proposed and analyzed,
with particular focus on minimizing the time required for channel sensing and the complexity of
feature selection, while ensuring a good level of in-channel detection accuracy. For this purpose,
a distributed spectrum sensing strategy and a centralized classification algorithm are employed
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to generate a space-frequency map of interference-free channels (IFCs). The IFC map is valuable
information in the context of interference-aware resource scheduling for interference mitigation.
The proposed interference classifier uses a three-step classification strategy, comprising a lightweight
feature extraction stage, a set of four support vector machines (SVMs) performing preliminary binary
classifications and a final stage composed of a logic decisor. The introduced mechanism is able to
discriminate among interference from IEEE 802.11 networks, even when no terminal is associated with
the access point, RF leakage from MWO and an IFC. Differently from other methods in the literature,
such as [19-22], the proposed method does not rely on features based on the periodicity of IEEE
802.11 beacons. This fact, in conjunction with the novel classification scheme based on multiple SVMs,
helps to ensure good classification performance while requiring an extremely limited sensing time.
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Figure 1. The 2.4-GHz industrial, scientific and medical (ISM) spectrum. Channel allocation for
heterogeneous technologies with RF emissions within the band: IEEE 802.11, Bluetooth, microwave oven
(MWO), IEEE 802.15.4.

The main contributions of this work are as follows:

e This is the first study that employs an SVM classifier to process signal features extracted from
received signal strength indicator (RSSI) traces to identify the source of external interference.
The proposed method employs four lightweight signal features, designed considering hardware
constraints of commercial off-the-shelf (COTS) WSN devices.

e Itis shown that, in order to ensure good detection performance, the proposed classifier requires a
time window for spectrum sensing consistently below 300 ms, which, to the best knowledge of the
authors, places the proposed solution amongst the quickest and most reliable methods reported in
the literature.

e The performance of the proposed solution is validated by using an RSSI dataset collected in
different industrial environments. Both the controlled and uncontrolled interferences from IEEE
802.11 networks are taken into account.
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e The often overlooked influence of device calibration on spectrum sensing-based interference
classification is analyzed, showing that the classifier accuracy is subject to the intrinsic hardware
variations of the employed devices. However, we show that this factor can be easily corrected by
means of a straightforward calibration process.

The remainder of this article is structured as follows. In Section 2, relevant work available in the
literature about interference classification and mitigation in WSNs is presented. Section 3 provides
a general background of the topic, discussing the various sources of cross-technology interference,
with specific interest in the IEEE 802.11 standard. In Section 4, the basic concepts and mathematical
formulation for SVMs are explained. In Section 5, a detailed description of the proposed solution
is given, highlighting feature selection and the structure of the proposed classifier. In Section 6 and
Section 7, the experimental setup and the results from experiments are described. In Section 8, the
achieved results are discussed, and lastly, conclusions and final considerations are drawn in Section 9.

2. Related Works

The unrestricted and widespread usage of the unlicensed 2.4-GHz ISM bands, coupled with the
asymmetric transmit power and medium access rules, results in harmful mutual interference among
coexisting wireless systems. The most affected are the low-power systems, such as IEEE 802.15.4-based
WSNs.  Various experimental and theoretical studies have highlighted WSNs’ susceptibility
to the external interference, especially from high transmit power IEEE 802.11-based WLANS.
Many experimental studies (e.g., [10,23,24]) show that an IEEE 802.15.4 link operating on a channel
overlapped by an IEEE 802.11 network can experience packet losses of up to 50-70%. In light of these
performance studies, it is evident that without an interference detection and avoidance mechanism,
WSNss cannot satisfy any reliability or dependability conditions required by the aforementioned
industrial applications. The most common interference detection technique, also recommended by the
ZigBee standard [25], is to utilize energy detection-based spectrum sensing and avoid the channels
with an energy level above a certain threshold. However, in order to design an intelligent interference
avoidance technique, the type of interference and its behavior in the time and frequency domains need
to be identified first. As interference scenarios may evolve in time, adaptive mitigation approaches
with an individual strategy are efficient and are recommended [11]. There exist two main approaches
to interference classification, where the distinction is made based on the information source used to
extract the features to analyze: (i) raw channel energy measurements (i.e., RSSI samples), and (ii) bit
error patterns in a corrupted packet. The existing methods for interference classification available in
the literature are shown in Figure 2 and further discussed in the following sections.

Interference classification

Energy detection Bit error pattern analysis
| —
[ |
Single channel Channel sweeping Coded packet Uncoded packet
|
I I
Single node sensing Dual node sensing

Figure 2. An overview of interference classification methods.

2.1. Energy Detection-Based Interference Classification

In this approach, a node actively collects energy samples on one or more IEEE 802.15.4 channels
when the WSN devices are not transmitting. Signal processing techniques are then applied to the
stored samples in order to extract a number of signal features, according to the implemented method.
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Hard conditioning or machine learning techniques are then employed in order to map these features
to a class of interference, such as IEEE 802.11, Bluetooth and MWO. The advantage of this approach
is that no packet transmission is required, since there is no feature extraction from received packets.
On the other hand, these methods require a certain time window in order to collect the required
energy samples, meaning that specific idle-periods have to be reserved for channel sensing, potentially
reducing the availability of network resources for data transmission.

In [19,26], Zacharias et al. propose a lightweight interference classification method in which
a series of conditions are tested to identify the dominant source of interference. In these works,
a node collects the RSSI samples on a single channel over a duration of one second at a sampling
frequency of 8 kHz. The samples are then binarized using a fixed threshold of —85 dBm. Based on
the binary data, the temporal features such as channel idle, busy time and signal periodicity are
extracted. The classification conditions are then applied to the extracted features to identify the type of
interference, achieving a classification time between 600 ms and 700 ms.

The detection of multiple sources of interference is studied by the authors in [27]. In this study,
a clustering algorithm is applied to RSSI samples (collected by a node at a sampling frequency of
21 kHz) to distinguish the RSSI bursts from different interferers. In addition, a classifier identifies the
channel activity patterns as periodic, bursty or a combination of both to determine channel suitability.
The identification of periodic signals such as IEEE 802.11 beacons is also considered, achieving a
classification accuracy of over 90% for sampling windows greater than or equal to 3 s.

The detection of the IEEE 802.11 beacons for the discovery of an IEEE 802.11 network has also been
the subject of investigation in [20-22]. The collection of RSSI measurements over available channel
sets (channel sweeping) is considered in [28], which employs two IEEE 802.15.4 radios to achieve
pair-wise synchronized channel sensing. The objective of collecting samples over multiple channels
is to identify the interference by matching the observed spectral pattern with the stored reference
shape. The work targets only IEEE 802.11 interference, achieving a classification rate of 96% with
sensing time in the order of 300 ms. In [29], instead, a single node is used for channel sweeping, and
an interference classification method targeting IEEE 802.11 and MWOs is proposed in the context of an
interferer-aware transmission adaptation mechanism.

Based on the high-resolution scanning feature of Atheros-based WLAN cards, the authors in [30]
were able to extract detailed timing and frequency information of the interfering signal, at the cost of
using additional hardware. In this context, a decision-tree classifier for interference identification was
implemented yielding 91-96% detection accuracy. In [31], Weng et al. have developed two algorithms
for the identification of MWO, IEEE 802.11 and Bluetooth signals based on 20 MHz I/Q data sampling
performed by means of additional spectrum sensing hardware. However, these approaches are beyond
the scope of the hardware capability of commonly-used resource-constrained sensor nodes.

2.2. Bit Error Pattern-Based Interference Classification

This class of methods does not require the active collection of RSSI samples; rather, the interference
classification is based on the analysis of bit error patterns in the packets exchanged during the
normal operation of the network. In [32,33], the authors show that the different interferers, such as
IEEE 802.11, Bluetooth and ZigBee, corrupt IEEE 802.15.4 packets, leaving specific error footprints.
In addition, the bit error pattern can also be used to reveal the presence of weak links. In particular,
Hermans et al. [32] propose identification of the interference source by combining (i) the signal strength
variations during packet reception, (ii) the link quality indicator (LQI) associated with a packet and
(iii) the position of corrupted bytes in the payload. The classification accuracy of the proposed method
is 72%, while this result is also IEEE 802.15.4 packet size dependent, since packets with a small payload
size are partially overlapped with the interferer, thus carrying a small interference fingerprint. In [34]
Barac et al. use forward error correction (FEC) in order to identify the source of bit errors in a received
packet (i.e., multipath fading and attenuation, as well as the IEEE 802.11 b/g interference). Therefore,
instead of packet retransmissions (which is used in [32]), the FEC method in [34] emerges as an
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energy-efficient alternative for interference classification, yielding more than 91% classification rate
with just one received packet.

3. Background

3.1. Cross-Technology Interference Sources

In this section, we discuss the salient features of the cross-technology sources of interference
targeted in the current work, namely IEEE 802.11-based WLAN and MWO.

3.1.1. IEEE 802.11

The prevalent WLAN networks in the 2.4-GHz band are based on the IEEE 802.11 b/g/n
specifications. The IEEE 802.11 b/g PHY supports up to 14 channels, 20 MHz wide each. On the other
hand, the IEEE 802.11 n can support both the 20 MHz- or 40 MHz-wide channels. There are only three
non-overlapping usable channels in the U.S. and other countries with similar regulations (Channels
1, 6, 11, with 25-MHz separation) and four in Europe (Channels 1, 5, 9, 13, with 20-MHz separation).
The transmit power of WLAN devices ranges from 15 dBm-20 dBm, and depending on the underlying
standard, different modulation schemes and data-rates are available. However, the maximum air-time
of an IEEE 802.11 packet remains below 600 us. The standard specifies a carrier-sense multiple access
with collision-avoidance (CSMA /CA)-based MAC with certain timing rules between the consecutive
packets. In commonly-used infrastructure mode, an access point advertises the network by sending the
periodic beacon frames. For compatibility reasons and in order to increase the network detection range,
the beacons are usually sent at the lowest data rate (1 or 2 Mb/s). The default beacon frequency period
is 100 time units, which is equal to 102.4 ms [26]. The above-stated heterogeneous medium access
rules and PHY specifications for WLAN networks render ZigBee systems vulnerable. Firstly, WLAN
networks deployed on non-overlapping channel allocation, such as the typical {1,6,11} configuration,
leave a small number of IFCs for ZigBee. Secondly, the high-power concurrent transmission on an
overlapping channel from a WLAN device will likely cause severe packet corruption in an IEEE
802.15.4 packet. Thirdly, the duration of an IEEE 802.15.4 clear-channel assessment (CCA) is 128 ps,
while 192 us [14] are required to switch from CCA to transmit mode. Conversely, the IEEE 802.11 CCA
procedure takes 28 ps, while the switching time is negligible. As a result, the chances of the corruption
of a ZigBee packet are very high, as the WLAN transmission can disrupt the ZigBee transmission
during the switching mode.

3.1.2. Microwave Ovens

The energy leakage from the residential MWOs usually affects the whole 2.4-GHz band.
However, as depicted by various studies [29,35], the RF emissions from MWOs peak at about a
2.45-GHz frequency, while the number and center frequencies of peaks may vary slightly according to
the specific model, as shown in [36]. As a result, the IEEE 802.15.4 Channels 20 and 21 have a high
probability of being strongly affected by the MWO operation. A prominent feature of MWO is the
periodicity of on and off phases during the heating process, where the time from one on phase to the
next is % s, with f the frequency of the power supply (i.e., 50/60 Hz).

4. Support Vector Machines

In this section, we outline the basic formulation of the mathematical problem for an SVM,
focusing on the training and classification tasks, while we leave more in-depth analysis to
specific machine-learning literature, such as [37], and to [38] for details about the related convex
optimization methods.
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4.1. The Standard Model for SVM

An SVM is a supervised classification algorithm that allows a binary decision to be performed,
assigning an M-dimensional feature-vector to one of two classes. Being a supervised approach, an SVM
needs to be trained using an appropriate dataset, which should be sufficiently large and representative
of the two classes, with respect to the selected features. A training phase is then needed to determine
a subset of the training vectors (called support vectors), which will actually be used for solving the
classification problem. One important advantage of SVMs resides in the fact that the number of
support vectors is generally much smaller than the cardinality of the training dataset. Hence, while the
training of the SVM can be a resource-intensive task, the actual classification algorithm can be very
slender. The standard formulation for a two-class classification problem is:

y(x) =wip(x)+b )

which is a linear model where x is the M-dimensional input vector, M is the size of the feature space,
w = {wy, wy, ..., wy} is the vector of coefficients for the linear model, ¢ is a general feature-space
transformation function (which can eventually be non-linear) and b represents the bias of the model.

Hence, the training set for the SVM is composed of a set of N training feature-vectors x, ..., xy
where each vector is associated with one of the two classes (C;, Cy) via the parameters t, = {—1, 1},
which are the class labels for the training vectors. The decision logic is then the following: an unknown
vector x* belongs to class Cy, if y(x*) < 0 and to class Cy if y(x*) > 0. The implicit assumption is that
the training data are linearly separable, so that the coefficient vector w and the parameter b can be
determined (i.e., there exists at least one feasible combination of w and b).

4.2. SVM: Training and Classification

The training of an SVM can be seen geometrically as the problem of maximizing the minimum
Euclidean distance between the decision hyperplane and the points of the training set. This problem
can be formulated in an equivalent fashion, observing that since t, = {—1, 1} are the target values for
the two classes, the following is verified for any correctly-labeled input vector x:

tay(x) >0 (2)

It can be easily shown that the optimization problem can be expressed as:

minimize ||w]||2

. T ®)
subject to:  t, (W' ¢(x,) +b) —1>0

withn € [1, N]. Hence, due to the definition of two-norm, the function to minimize in (3) is a quadratic
cost function with M variables. The optimization problem that arises is then a quadratic program (QP)
with M variables (size of the feature space) and N inequality constraints (size of the RSSI input vector).

Once the model is trained, the solution of the decision problem for a generic input vector x* can
be obtained by simply evaluating the sign of y(x) in the original linear model y(x) = w’¢(x) + b,
with the coefficient vector w populated using the results from the minimization of the cost function
in (3), hence calculating:

N
y(x) = Y tasnk(x, xn) )
n=1

where a;, are the Lagrange multipliers of the dual problem. Equation (4) is subject to the
Karush-Kuhn-Tucker (KKT) conditions:
a, >0

tay(xn) >0
ay (tpy(xy) —1) =0
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An important result is that each point of the cost function for which the respective Lagrange
multiplier &, = 0 can be discharged, since it will not influence the calculation, yields a consistent
reduction of the dataset size, which is one of the key advantages of SVMs.

5. The Proposed Solution

5.1. Classifier Setup

The proposed interference detection method employs an SVM-based classifier, which processes
input data composed of observations of the background RF noise on a specific IEEE 802.15.4 radio
channel. The method is based on the basic assumption that when there is no transmission on a certain
channel (and thus, there is an absence of intra-network interference), the devices can collect samples of
the RF radiation and process the data to detect and classify eventual interferers, as well as assessing
the eventuality of an IFC. This assumption nicely fits with the time-division multiple-access (TDMA)
approach employed in ISWANS, since in these networks, the allocation of frequency-time resources for
data transmission is known a priori; thus, a contiguous set of time slots on a specific channel can be
reserved for spectrum sensing. The common hypothesis for spectrum sensing is that the classification
can be done with a certain level of accuracy if the time window is sufficiently long for specific signal
features to emerge. The proposed solution is designed to keep this detection time as short as possible.
As shown in Figure 3, the first stage of the classifier employs a process of signal feature extraction,
in which data are processed in order to extrapolate a number of signal features in the time and
amplitude domains.

The second stage of the classifier is composed of four SVMs, which perform a first decision
stage, outputting single binary partial hard decisions with respect to the related interference scenarios.
The different SVMs are hereby described:

1.  SVM-free channel: this SVM is trained to detect the presence of an IFC.

2. SVM-active network: targets the presence of an active IEEE 802.11 network occupying the related
IEEE 802.15.4 PHY channel (i.e., an IEEE 802.11 access point with at least one associated terminal,
generating uplink/downlink traffic).

3. SVM-silent network: targets a silent IEEE 802.11 network overlapping the specific channel. This is
the case of an IEEE 802.11 access point with no associated terminal or an access point with
associated terminals that are not generating data traffic in the observation time window.

4. SVM-microwave oven: detects the presence of RF leakage from a microwave-oven operating in
close proximity to the radio node.

Interference classifier

Free channel detector

SVM - Free channel

S1
SVM - Silent network b—

s2

SVM - Active network '7“

Channel sampling Feature extracon — |

Decisor —> Classification Outcome

o B

Figure 3. Setup of the support vector machine (SVM)-based interference classifier.
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The outputs of the four SVM are represented by binary signals, Sq, Sy, S3 and S4, which have
the value 1 (0) if the related decision is positive (negative). The binary decisions preformed by the
SVMs are then processed by the logic decisor shown in Figure 4. The logic function of the decisor has
been synthesized considering the cross-detection resilience of the single SVM. The final decision is
composed of the four different classes listed in Table 1.

So 5[ TR i
i ’ J é D¢

Figure 4. Details of the decisor for the proposed detection algorithm. The logic input signals are
generated by the four SVMs in Figure 3.

Table 1. The four interference classes in the analysis.

Dr Dw Dy Classification Outcome

The channel is free from the interference sources in the analysis.

A MWO was active during the sensing period.

An IEEE 802.11 network was overlapping the channel in the analysis.
The source of interference is unknown.

[Nl
o= 0O
[Nl ]

It must be highlighted that the classification performed based on the observation of a single
radio node of the network only has local validity. This is because radio devices located in different
locations of an industrial plant may be subjected to different interference conditions. In this context,
the proposed method allows the interference scenario to be captured for each of the deployed nodes,
opening the possibility of mapping the different sources of interference in the space-frequency domain.
Nevertheless, since the aforementioned classification scheme exhibits a computational complexity that
is beyond the capabilities of COTS WSN nodes, the proposed implementation relies on a centralized
classification in place of a distributed approach. This, in turn, means that while the classifier can be
implemented in the INSAN network manager, the spectrum sensing and feature extraction process
can be carried out by INSAN nodes. This approach appears rather convenient, since, as described
in Section 5.2, the signal processing required for the extraction of the selected signal features is kept
to a minimum, while the efficiency of the classifier allows the radio nodes to work with small RSSI
sample traces.

5.2. Signal Features

We select four signal features, belonging to two main classes: time domain and amplitude
domain. The logic behind the selection is related to the properties of the interfering signals, such as the
transmission airtime of IEEE 802.11 transmission and the periodicity of time domain pattern of the
MWO RF leakage, as discussed in Section 3. To simplify the feasibility of the whole spectrum sampling
and feature extraction processes on COTS WSN devices, our approach is to minimize the size of the
RSSI trace, as well as the complexity of feature calculation methods.
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5.2.1. Number and Length of Signal Bursts

The first time domain feature includes information about the burstiness of the observed signal,
employing a threshold-based burst detection. The feature is an M-element vector in which each
element represents the number of bursts of a certain sample length. Hence, we define:

Fg={F, B, 5, Fi, ., Fm} )

where F;, € N represents the the number of bursts of length n found in the RSSI trace in the analysis,
while with Fy;, we mark all of the bursts with sample length L > M. In particular, we require a certain
number of samples under the selected threshold to identify the end of a burst. This is to avoid the case
where a single or a few incorrect readings of the RSSI register will lead to a misclassification of long
signal bursts into shorter ones. As will be discussed in Section 7, the detection of longer (i.e., > 5 ms)
bursts is extremely important because it is a specific feature of the RF emissions of microwave ovens.
The choice of a proper value of the threshold with respect to the calibration of the radio nodes will be
discussed in Section 6.

5.2.2. Mean, Variance and Cardinality of Over-Threshold Samples

The second feature belongs to the amplitude domain and is defined as the mean value of the RSSI
samples over the selected threshold . We define the vector containing all of the RSSI samples collected
during the continuous observation window as S = {sg, s1, s2, ..., S N }. Then, indicating with s(oT)
the subset of S, such that S(OT) = {5, € S | 5, > 0}

Nor
Loy sen ©)

Fyp= — :
Nor 5

with Npr representing the cardinality of $(OT), hence the number of above-threshold samples in the

set. The third feature Fy follows directly from the definition of sample variance, hence using the same

notation employed for Fy:

1 Nor
({97 — Fp)? @)

1

v Nor (5
The last feature F- counts the occurrences of RSSI samples above the threshold and hence is simply the
cardinality of the set S(OT) | This feature nicely complements the previous two, adding information
about the activity level of the interference source. It must be noted that while the signal features Fy,
Fy and F( are scalars, the feature Fp is an M-element vector; hence the SVM feature-space will be
M + 3-dimensional, even using only four features.

6. Experimental Setup

6.1. Hardware Setup

The WSN devices selected for the experiments are Crossbow’s TelosB motes CA2400 [39],
equipped with Texas Instrument CC2420 transceiver [40]. The devices are programmed to collect a
continuous set of RSSI samples with a sampling frequency of 2 kHz, over a sampling window that is
selected according to the specific experiment. The RSSI value for each sample is fetched from the first
8 bits of register 0x16 of the CC2420 transceiver and represents the incident RF power in the selected
5 MHz-wide channel averaged over 128 s (hence, eight IEEE 802.15.4 O-QPSK symbols). The RSSI
data, fetched from the register in the form of an 8-bit signed integer, are buffered in the RAM and
periodically saved to the internal flash memory. At the end of the sampling process, the content of the
flash memory is sent over the USB port to a laptop, which logs the received data. The choice of this
method for collecting RSSI data, in place of the direct sample-and-send over USB approach, was due
to the insufficient bitrate (i.e., 115,200 baud including serial message overhead) available at the serial
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interface. In order to validate the performed measurements, we time stamp all of the observations and
measure the delay of the instructions and task implemented in Tiny OS. This aspect will be further
discussed in Section 8.2.2. Since Chen et al. [41] reported a consistent offset among RSSI readings
performed with CC2420-equipped radio devices, we have also profiled our devices by means of a
simple calibration process. We will discuss the effect of node calibration as well as the effect of this
process on the performance of the proposed solution in Section 8.2.1.

6.2. Test Environments

The collection of experimental data has been carried out in three locations. Location A is a
three-storey production plant employed for mineral processing. The environment is an open space
cluttered with metal tanks, production machinery and a radio-controlled crane, while the three storeys
are separated by metal grate flooring. A resident IEEE 802.11 WLAN covering the whole production
plant was running at the time of the experiments.

Location B is a small mechanical workshop with an abundance of metal cluttering and soldering
tools. A total of fourteen IEEE 802.11 access points with overlapping spectrum allocation on Channels
{1, 6, 7, 11} is detectable in this environment. In Figure 5, we show the position of three of the nearest
access points, which we label with AP1, AP2 and AP3, while the remaining devices were placed
outside the range of the map, or on the upper floors of the building.

Location C is an office area, with nine IEEE 802.11 access points and residential MWO. We use
this location to perform experiments on the classification of microwave interference, since neither
industrial, nor residential MWO were present in the other two selected sites.

Figure 5. Two of the selected experimental environments. (a) Location A: industrial plant; (b) Location

B: mechanical workshop.

6.3. The Collection of Training Data for SVM

As described in Section 4, the availability of a representative training dataset is fundamental for
supervised-learning classification algorithms such as SVMs. Hence, particular attention has been put
into building the dataset from both controlled and uncontrolled sources of interference and covering
all 16 IEEE 802.15.4 channels.

6.3.1. Training Data from Uncontrolled IEEE 802.11 Networks

A preliminary set of measurements is collected in Location A, by means of Metageek channel
analyzer [42], in order to determine the ground truth on the spectrum allocation of the resident IEEE
802.11 access points present at the industrial site. The network was composed of three IEEE 802.11
b/g/n access points statically allocated on IEEE 802.11 Channels 1, 6, and 11.
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The training set is collected by means of a TelosB mote deployed in a fixed location of the
industrial plant, programmed to sense each IEEE 802.15.4 channel for 10 min, collecting traces with
over 1 M-sample per channel. Subsequently, the traces collected from the sampling of IEEE 802.11
Channels {15, 20, 25, 26} were assigned to the IFC class, since the IEEE 802.11 network did not
overlap these channels (as shown in Figure 1), while the remaining traces were assigned to class IEEE
802.11 interference.

6.3.2. Training Data from Controlled Sources

The dynamics of an IEEE 802.11 network can vary greatly according to several factors (e.g.,
the number of connected devices and the traffic data-rate), and this in turn reflects the characteristics
of the observed RSSI sample trace. While different methods for generating controlled interference
are available in the literature, such as the one presented in [43], we use IEEE 802.11 hardware and a
server-client architecture in order to have full control over the traffic distribution and transmission
parameters. Following this approach, a controlled IEEE 802.11 network has been deployed at Location
A. The structure of the network is represented in Figure 6 and is composed of a Linksys WRT610N
IEEE 802.11 access point connected by an Ethernet cable to a Linux laptop running a traffic generator
application generating the user datagram protocol (UDP) traffic with uniform, exponential and Pareto
distributions. A second laptop, employing a Wi-Fi interface and running a Linux client, was used
to receive and monitor the IEEE 802.11 packets. The access point was set on Channel 3, in order to
overlap IEEE 802.15.4 Channel 15 (which was not affected by the resident industrial network), in order
to isolate the observation from the effects of the resident network and capture only the effects of the
custom IEEE 802.11 network.

IEEE 802.11 Access Point

o e | — |
—. a— Y

E. ] Sensing node — PR T

Laptop A Laptop B: I

|EEE 802.11 Client

- - E

éJ S

—

IEEE 802.11 Access Points

Channel Analyzer Laptop C:
IEEE 802.11 Server

Factory IEEE 802.11 Network Sensing Equipment Custom IEEE 802.11 network

Figure 6. Experimental setup for the collection of training data for IEEE 802.11 interference detection.

6.3.3. Training Data from Microwave Oven

A set of measurements was collected in proximity (1 m) of a consumer Samsung MW82Y MWO
set at the maximum heating power, achieving an active-passive heating phase with a duty cycle of 50%.
The training data were collected along all of the IEEE 802.15.4 channels, since the temporal features
of RF emissions from MWO can vary considerably moving within the 2.4-GHz ISM band due to the
employed technology, as discussed in Section 3.

6.3.4. Test Data

We collected an extensive test dataset in the three described locations in order to thoroughly test
the proposed algorithm.

At Location A, multiple RSSI traces from both the resident IEEE 802.11 network and the access
point employed in the experiments were collected over all of the IEEE 802.15.4 channels. The traces
were collected at several points of the three floors of the factory, taking care of including both
line-of-sight (LOS) and non-line-of-sight NLOS propagation scenarios between the access points
and the sensing node.
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At Location B, we instead deployed the sensing node at one fixed point of the workshop (Point CS
in Figure 5) and sensed each of the 16 channels for 5 min. At Location C, we deployed the radio node
in the proximity of the active MWO, taking care of collecting measurements for all of the channels,
randomizing the node position in the range 0.5 m-2 m from the oven. In all of the data collection
points of the selected locations, the spectrum analyzer was used to determine the actual interference
status of the sensed channels (similarly to the training data collection process), in order to determine
the ground-truth for assessing the performance of the off-line classifier.

7. Results

7.1. Global Classification Accuracy

We tested the performance of the proposed algorithm by splitting each of the RSSI traces into
several data chunks, with a length varying according to the tested sampling window, in the range of
50-500 ms. The data chunks were then processed in MATLAB, where we implemented the proposed
classifier, including the feature extraction process and the four SVMs using the standard MATLAB
SVM implementation with the Gaussian kernel, as well as the final decisor stage. For each test set,
we calculated a detection accuracy metric by analyzing the outcome of the predicted interference
source (according to Table 1) and comparing to the actual source determined during experiments.
The detection accuracy was then simply calculated by dividing the number of correct classifications by
the total number of classification rounds. In Table 2, we show the classification rates calculated for
Locations A, B and C, including test data for all 16 IEEE 802.15.4 channels when the sampling widow
is 250 ms; hence, chunks of 500 eight-bit RSSI samples are analyzed in each round of the test. It should
be noted that the validity of the presented results is expected to be quite broad in nature as our dataset
includes extensive traces from a broad range of scenarios including both controlled and uncontrolled
IEEE 802.11 interference, spanning all of the IEEE 802.15.4 channels. A more in-depth discussion of the
effects of a shorter or longer sampling window on the accuracy of the solution will be carried out in
Section 8.1. In the following tables, we also include data about the distribution of misclassification in
order to highlight which sources of interference were most likely to be misinterpreted by the classifier.

Table 2. Average classification accuracy for the 250 ms sampling window calculated over all of the
scenarios. IFC, interference-free channel.

Channel Status Detected Interference Source
IFC IEEE 802.11 Microwave Oven Unknown
IFC 91.2% 6.6% 2.1% 0.1%
IEEE 802.11 12.4% 83.9% 1.4% 2.3%
Microwave Oven  0.8% 16.3% 82.8% 0.1%

As shown in Table 2, the classifier was able to determine the presence of a free IEEE 802.15.4
channel 91.2% of the time, and the primary source of misclassification was the IEEE 802.11 network,
which was detected 6.6% of the time. This fact is mainly due to the similarity of RSSI traces originating
from an TEEE 802.11 network with low data traffic or even no associated terminal with RSSI originated
from background noise. The similarity becomes more prominent when the signals originating from an
IEEE 802.11 network and received by the WSN node are weak, due to attenuation effects. The same
effect can also be used to explain the IFC misclassification rate of 12.4% when the interference comes
from an IEEE 802.11 network. Nevertheless, in both cases, the introduction of the second support
vector machine targeting silent IEEE 802.11 networks together with the employed decision logic helped
to ensure a full-spectrum average detection accuracy of 83.9% for IEEE 802.11, even with a 250 ms
sampling window, which is significantly shorter than other approaches presented in the literature
(e.g., [21,26,28]). The classifier shows a detection accuracy of 82.8% when the source of interference
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was an MWO, where the most likely misclassification output was IEEE 802.11 interference, due to the
similarities between temporal features of IEEE 802.11 and RF leakage from MWO. In Section 7.2, we
point out that the detection accuracy appears to be significantly higher than the average for a specific
contiguous set of IEEE 802.15.4 channels. This gives insight about dynamic channel-sensing strategies
for maximizing the classification rate for this class of interference.

In Tables 3 and 4, we give more details about the full-spectrum detection accuracy from the
datasets collected at Location A and Location B.

Table 3. Average classification accuracy for the 250 ms sampling window for Location A.

Channel Status Detected Interference Source
IFC IEEE 802.11 Microwave Oven Unknown
IFC 98.2% 1.7% 0.1% 0.0%
IEEE 802.11 0.1% 98.9% 0.3% 0.7%

Table 4. Average classification accuracy for the 250 ms sampling window for Location B.

Channel Status Detected Interference Source
IFC IEEE 802.11 Microwave Oven  Unknown
IFC 84.9% 11.2% 3.8% 0.1%
IEEE 802.11 10.7% 77.9% 5.2% 6.1%

The classifier showed notable performances at Location A, being able to determine the correct
source of interference 98.2% of the time when the channel was free and 98.9% when the RF emissions
from the IEEE 802.11 network were overlapping the sensed channel. The average detection accuracy
appeared lower at Location B, down to 77.9% for IEEE 802.11 interference. This is because the
channel allocation of the resident IEEE 802.11 networks present at Location B was more challenging,
including multiple overlapping networks with weaker signals and thus complicating the task of
correctly classifying the interference on some WSN channels. This fact will be further analyzed in
Section 7.2, where we provide in-channel detection accuracy analysis.

7.2. Channel-Specific Accuracy

In this section, the in-channel classification accuracy will be analyzed for all of the locations
included in the tests. In Figure 7, we show the detection accuracy for Location A for a sampling
window of 150 ms, together with information collected by means of the spectrum analyzer, showing
the energy density in the 2.4-GHz ISM band at the industrial site. We chose to show the results for a
shorter sampling window (150 ms) with respect to the previous section in order to highlight the impact
of this aspect on the classification accuracy. As can be seen, even with this short sampling window, the
detection rate ranged around 90% for the channels overlapped by the {1, 6, 11} configuration of the
IEEE 802.11 network, while the IEEE 802.15.4 Channels {15, 20, 25, 26} were accurately reported free
from interference.

In Figure 8, we show the classification outcome for Location B. In this test scenario, there are
multiple IEEE 802.11 networks occupying IEEE 802.11 Channels 1, 6 and 11, while a distant access
point with an average RSSI level < —80 dBm at the data collection point was present on Channel 7.
As expected, while IEEE 802.15.4 Channels {15, 25, 26} were reported free in more then 85% of the
tests, the decision for Channels 19 and 20 was uncertain since the IEEE 802.11 network was reported
in only around 40-50% of the tests. We select this scenario to stress the performance of the proposed
solution in the presence of an access point, which is barely detectable at the channel sensing location.
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Figure 7. Location A, three IEEE 802.11 access point operating on IEEE 802.11 Channels {1, 6, 11}.
(a) Channel-specific detection rate at Location A for the sampling window length of 150 ms; (b) IEEE
802.11 power spectral density (PSD) as observed by the channel analyzer.

In Figure 9, we show both the classification rate at Location C for a MWO and the average RSSI
value and the standard deviation for the collected test data. As mentioned beforehand, while the RF
leakage from MWO spans all along the 2.4-GHz ISM band, the detection accuracy presents considerable
variations along the 16 IEEE 802.15.4 channels. In particular, the eight channels 16-23 seem to offer the
best chance for microwave detection, while Channel 21 shows the maximum classification accuracy.
This is because, as reported in [36] and the references therein, the residential MWOs have an emission
peak frequency around 2.45 GHz, which corresponds to Channel 20 in the IEEE 802.15.4 mapping.
In this case, we are likely to be experiencing an MWO with center emission frequency at 2.455 GHz,
which consequently triggers a very high detection rate on Channel 21. Nevertheless, since the emission
pattern may vary from model to model, the channel-specific performance is expected to vary from the
one shown in Figure 9. In any case, for any model, the average detection accuracy is expected to remain
consistent, since there will always be a region of maximum emission inside the ISM band of interest.
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For the aforementioned reasons, a reasonable approach for channel sensing could be to perform the
sensing on Channel 20 or on the adjacent channels in order to maximize the classification accuracy.
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Figure 8. Location B, multiple IEEE 802.11 access points operating on Channels {1, 6, 7, 11}.
(a) Channel-specific detection rate at Location B for a sampling window length of 150 ms.; (b) IEEE
802.11 power spectral density (PSD) as observed by the channel analyzer.
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Figure 9. Location C, classification results for a sampling window length of 300 ms. (a) Channel-specific
microwave oven detection rate; (b) average and standard deviation of RSSI traces collected in proximity
of the tested microwave oven.

8. Discussion

8.1. The Influence of Sampling Window Length

In this section, we analyze the impact of different sampling window lengths on the classification
accuracy of the three channel status classes of interest. The different sampling windows are tested by
varying the number of samples included in the feature extraction process, as described in Section 5.
In Figure 10, we show the curves for the average full-spectrum classification accuracy of IEEE 802.11
interference for sampling windows spanning from 50 ms—400 ms. We additionally show the curves
representing the misclassification rate in order to highlight how the separation between classes is
influenced by the sampling window.

It is interesting to note that the proposed classifier was not able to ensure proper separation
between the classes IEEE 802.11 and IFC when the sampling window is Tsyy = 50 ms, while the
accuracy increases rapidly as Tsy approaches 200 ms, stabilizing around 84%. This behavior is mainly
driven by the dynamics of IEEE 802.11 silent networks. Since a silent network shows by definition a
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low or null rate of exchanged data packets, due to a limited number of associated terminals, the on-air
transmission is mainly due to the beacons emitted by the access point. Since the beacon period for
all of the networks in experiments was set to the default value of 102.4 ms, a short sampling window
can result in an increased possibility of missing the sensing of the beacon, which in turn reflects an
insufficient separation between the vectors representing the IFC class and the IEEE 802.11 class in the
employed M + 3-dimensional feature space. Nevertheless, thanks to the supervised-learning structure
of the classifier, the proposed method allows the detection an IEEE 802.11 network with good accuracy
in less than two beacon periods, while in concurrent approaches (e.g., [26]), the channel should be
sensed for the time of several beacon periods in order to maximize the detection rate. The curves
representing the classification rate for the IFCs are shown in Figure 11.
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Figure 10. Average full-spectrum detection rate for IEEE 802.11 scenarios for different sampling
window lengths.

In the case of IFC, the classification accuracy trend is opposite with respect to the IEEE 802.11
interference classification. This can be simply explained by the fact that shorter observation windows
will in turn mean a lower probability of encountering amplitude fluctuations of the background
noise, which can potentially drift the feature vector in the decisional zone of IEEE 802.11 and MWO
classes. Despite this fact, the IFC classification rate was reported consistently above 90%, even for
sampling windows greater than 200 ms, while we observed an increase of MWO and IEEE 802.11
misclassification, for the reason just described.

In Figure 12, we show the full-spectrum classification accuracy for MWO interference.

The figure shows insufficient separation between the classes MWO and IEEE 802.11 for
Tsw = 50 ms, while increasing the sampling time improves the classification accuracy, even if the
improvement is significantly slower with respect to the case of IEEE 802.11 interference. This in turn
means that in order to maximize the separation between classes, a sampling window of Tgyy > 250 ms
is required so that the selected features can emerge with sufficient clarity and ensure a full spectrum
classification accuracy greater than 82%. As discussed in Section 7, this behavior is due to the similarity
of the temporal features of IEEE 802.11 signals in the case of active networks and the RF leakage
of MWO.
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Figure 11. Average full-spectrum detection rate for interference-free scenarios for different sampling
window lengths.
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Figure 12. Average full-spectrum detection rate for interference from MWO for different sampling
window lengths.

In Figure 13, we finally show the effects of different sampling windows on the in-channel detection
accuracy for MWO at Location C.

From the plot, we observe that the classification accuracy is monotonically increasing for all of the
channels, meaning that longer sampling windows are always beneficial for MWO detection. It can also
be noted that the classification accuracy dip on Channel 14 and on Channel 24 experiences a significant
improvement when the sampling window approaches 350 ms, giving a hint about the bursty time
distribution of the RSSI samples on the side spectrum of MWO leakage.
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8.2. Hardware-Related Considerations

Since COTS WSN nodes are low-power devices with resource-constrained hardware, particular
attention has to be paid when implementing a complex methods on these platforms. In this section,
we discuss how certain characteristics of the selected hardware (i.e., CC2420-equipped TelosB motes)
influence the spectrum-sensing task and consequently the applicability and performance of the
proposed classification method.

8.2.1. The Role of Node Calibration

It is a well-known fact that different CC2420-based devices can show variation in the nominal
response of the RSSI curve. Since the core of the proposed method is based on RSSI sampling and
threshold-based features, it is of primary importance to analyze if these variations can hamper the
performance of the classifier. In their work, Chen et al. [41] showed that these variations are due
to two different phenomena: a non-linearity in the CC2420 RSSI response curve and the presence
of a node-dependent offset. While the first phenomenon is of minor relevance, since the non-linear
and non-injective regions do not influence significantly the RSSI curve (which remains mostly linear),
a consistent offset of £6 dB is reported among different nodes.

We have tested several different TelosB nodes, sampling IEEE 802.15.4 Channel 26 in a
radio-controlled environment to determine both the amplitude distribution and the mean of the
collected RSSI traces for different nodes. As shown in Figure 14, we have observed a maximum RSSI
offset of =5 dB.

We carried out an analysis of the influence of the RSSI offset existing between the network
device deployed for channel sensing and the device used for preliminary training set collection.
In Figure 15, we show the impact of RSSI offset on the classification accuracy of the three targeted
interference classes.

As can be observed, performing the channel sensing using a node with a consistent RSSI offset
can greatly hamper the performance of the classifier, also considering that the offset between two
nodes could theoretically span up to 12 dB. Even an offset of 5 dB, such as the one reported in our node
set, can decrease the performance of both IEEE 802.11 andMWO classification up 15-20%, rendering a
node calibration process a relevant step from the perspective of safeguarding the performance of the
proposed approach. Fortunately, this process is straightforward, since as shown in [41], only a simple
noise-floor-based RSSI offset calculation and compensation is needed. In the proposed approach,
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for example, once the RSSI offset is acquired, the offset compensation can be simply implemented by
employing a software-based adaptation of the energy-threshold used for the feature-extraction task.
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Figure 14. The RSSI profiling process for TelosB motes. (a) Amplitude distribution of RSSI traces from
background noise sensing for different CC2420 nodes. Some curves have been removed for clarity.
(b) Mean of recorded RSSI sample traces.
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Figure 15. Detection accuracy with respect to RSSI offset between the node used for collecting training
data and the actual sensing node.
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8.2.2. Assessing the Timeliness of the Sampling Process

In order to discuss the feasibility of the proposed sensing scheme with respect to the employed
COTS hardware platform, we monitor and analyze the delay generated by the various operations
needed to perform the in-node channel sensing. In Figure 16, we show the partial duration of the
tasks implemented in TelosB motes in order to acquire and store the RSSI samples. Two of the most
demanding tasks in terms of delay are the request for accessing and releasing the I/O resources,
requiring 212 us and 74 ps, respectively. In addition, the tasks of setting the CSn (chip select) pin for
reading the CC2420 RSSI register lasts 12 us, while the actual operation of sampling the value of RSSI
register takes 112 us to be completed.

START: Acquire RSSI

sample ¢

74

Call Resource.request 1
Call CSn.clr
212
RSSI_reg.read
Call CSn.set @8
Call Resource.release

12

Figure 16. Operation delays in us for the channel-sensing task implemented in TelosB motes.

The total delay for collecting and storing one sample is then 429 ps, while we use a sampling
frequency of 2 kHz, corresponding to a 500 us sampling period. With the current approach,
the sampling frequency could be theoretically pushed up to 4.6 kHz if the CC2420 resources
are not released until the end of the whole sampling process. In other approaches (e.g., [26]),
the implementation for the channel sensing in Contiki OS allows for a sampling rate up to 8.13 kHz.
Nevertheless, a higher sampling frequency means more data to process, as well as a more stressful
and energy-consuming sampling process. Therefore, in this work, we have employed a more relaxed
sampling timing, while we rely on the approach of an advanced classification algorithm, in order to
maintain high classification performance while ensuring a lower memory footprint.

9. Conclusions

In this paper, we present a novel scheme employing machine learning methods for
cross-technology interference classification in IWSAN. The proposed method employs a three-step
classifier composed of a lightweight feature-extraction process, a preliminary classification stage
employing four SVMs and a final decisor, allowing for classification among interference from IEEE
802.11 networks, microwave ovens, as well as the presence of interference-free channels. The tests
conducted in industrial environments, including a wide range of interference scenarios, show an
average classification accuracy of 84% and up to 98% for IEEE 802.11 active networks, with a channel
sensing time of 300 ms. The memory footprint of the samples collected in this sensing time remains
below 600 bytes per channel thanks to the limited sampling frequency. The extremely short time
required for sensing renders the developed solution a promising candidate for the adoption in
superframe-based TSCH networks by means of spectrum-sensing-reserved timeslots. In this paper,
we have also highlighted the fundamental influence of device calibration on the performance of
spectrum-sensing-based methods using COTS WSN hardware, which is a matter often overlooked in
related literature. In particular, it is shown that the classification accuracy of the proposed solution is
significantly influenced by the intrinsic hardware variations.
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We leave to future works further investigations on the potentialities of SVM-based-methods
for interference classification in IWSAN. Other notable aspects of interest are the inclusion of the
channel-sensing and classification mechanism in a TSCH network and a run-time assessment of the
solution, as well as the development of interference mitigation strategies.
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Abstract: In this paper, a dynamic cooperative MAC protocol (DDC-MAC) based on cluster network
topology is proposed, which has the capability of differentiated service mechanisms and long-range
communication. In DDC-MAC, heterogeneous communications are classified according to service
types and quality of service (QoS) requirements, i.e., periodic communication mode (PC mode)
is extracted with a QoS guarantee for high-frequency periodic information exchange based on
adapt-TDMA mechanisms, while other services are classified as being in on-demand communication
mode (OC mode), which includes channel contention and access mechanisms based on a multiple
priority algorithm. OC mode is embedded into the adapt-TDMA process adaptively, and the two
communication modes can work in parallel. Furthermore, adaptive array hybrid antenna systems
and cooperative communication with optimal relay are presented, to exploit the opportunity for
long-range transmission, while an adaptive channel back-off sequence is deduced, to mitigate packet
collision and network congestion. Moreover, we developed an analytical framework to quantify the
performance of the DDC-MAC protocol and conducted extensive simulation. Simulation results
show that the proposed DDC-MAC protocol enhances network performance in diverse scenarios,
and significantly improves network throughput and reduces average delay compared with other
MAC protocols.

Keywords: Navigation Carrier Ad hoc Network (NC-NET); MAC protocol; differentiated services
(DiffServ); cooperative communication; optimal relay

1. Introduction

Emerging advantages of network technique inspire other fields to solve their own bottlenecks
through networked approaches [1]. In our research, we are devoted to putting forward a network-aware
solution for a bottleneck of modern navigation technology, which prevents it from reaching a higher
level [1-3]. More specifically, the navigation precision of each navigation technology is closely related
to the self-contained degree of the navigation system; on one hand, we can upgrade its integrity to
enhance the navigation precision, e.g., by augmenting other navigation equipment or replacing it with
a high precision navigation system, which will lead to additional economic investment and physical
load; on the other hand, we can simplify the complexity of the navigation equipment to alleviate the
burdens above, e.g., by the reduction of navigation equipment or its replacement with a low-cost
navigation system, although its navigation capacity will be degraded accordingly. In references [2—4],
we proposed a navigation-oriented network—navigation carrier ad hoc networks (NC-NET)—to solve
the localization, target tracking, and multimedia data exchange problems through a network approach.
The proposed NC-NET, which is essentially an ad hoc network between navigation carriers (NCs),
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is surveyed as a new network family. Moreover, some of the protocols and mechanisms have already
been investigated, including (i) the protocol framework, and the models in the physical layer [2,3];
(ii) a distributed multi-weight data-gathering and aggregation protocol for cluster topology, i.e., DMDG
protocol [2]; (iii) a grid-based cooperative QoS routing protocol with fading memory optimization,
i.e,, FMCQR protocol [3]; and (iv) a network-based localization mechanism [4]. As part of a series of
research work, the main objective of this paper is to develop a MAC protocol with full account of the
features of NC-NET.

Figure 1 illustrates a typical use of NC-NET, which is a scenario of multi-service transmission
among a set of unmanned aerial vehicles (UAVs); herein, each UAV is equipped with an NC-NET
terminal with a unique ID, and thus the objective node s will exchange the wireless packets with its
neighbors C M), i€{1,2,...,10} at each round, according to the uniform NC-NET protocols. Thus,
in this kind of application, an efficient MAC protocol is indispensable for NC-NET, which has the
following design challenges: (i) multiple traffic services; (ii) three-dimensional large-scale active region
(e.g., aerial, ground or water surface), and long-range distance between nodes (e.g., line-of-sight,
beyond-line-of-sight); and (iii) heterogeneous types of NC-NET nodes. For simplicity, but without
loss of generality, an essential NC-NET is discussed at length in the research, in which the open
issues surrounding general-purpose MAC protocols are analyzed in detail. However, there are also
several common points between NC-NET and the previous ad hoc network, e.g., decentralization,
infrastructure-less, and self-configuration [2,3,5]. Moreover, several illustrations of NC-NET adopt the
general-purpose technologies of ad hoc networks, such as TDMA and CSMA /CA. From this point of
view, NC-NET can also be investigated as a special form of ad hoc network. In previous literature,
several effective technologies for MAC protocols have been studied in depth, which can be used as a
reference for our research, e.g., directional antennas, multi-channel diversity, differentiated-service
mechanisms, and cooperative communication.
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Figure 1. Typical illustration of networked UAVs based on NC-NET.

There are several common points between NC-NET and previous ad hoc networks, such as
decentralization, lack of infrastructure, and self-configuration [6,7]. Moreover, several illustrations of
NC-NET, e.g., tactical targeting network technology (ITTNT) [8], have adopted the general-purpose
technologies of ad hoc network such as TDMA and CSMA /CA. From this point of view, NC-NET
can also be investigated as a special form of ad hoc network. In previous literature, several
effective technologies for MAC protocols of ad hoc network have been studied in depth, and can
be used as a reference for our research, i.e., directional antennas [9-11], multi-channel diversity [12],
differentiated-service mechanisms [13-18], and cooperative communication [19-24].

Following detailed analysis, it is clear that the results for challenge (i), challenge (ii), and their
hybrid are extensive; however, in terms of challenge (iii), the integrated investigations on challenges (i)
and (ii) are quite limited. From the above analysis, we identify the missing properties in the existing
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work for QoS provisioning in NC-NET and introduce the design and implementation of a new MAC
protocol for NC-NET. In this paper, we propose a hybrid approach, namely, a DiffServ-based dynamic
cooperative MAC (DDC-MAC) protocol, in combination with the aforementioned techniques for
NC-NET. The key contributions of this work and highlights of DDC-MAC are listed as follows:
First, a system model is presented that exploits the merits of the aforementioned issues, including
an adaptive array hybrid antenna system, multi-channel environment and cluster-based network
topology. Second, the proposed DDC-MAC protocol is designed in detail with the following features:
(i) a DiffServ mechanism is proposed to realize the parallel transmission of multiple services with
QoS guarantee; (i) a multi-priority policy is presented to reduce the probability of contention and
collision, and to reassign the access sequence; (iii) an adaptive channel back-off sequence (ACBS)
is proposed as a reference for lower-priority pairs to switch directly among data channels without
additional negotiation packets; and (iv) an optimal-relay-based MAC procedure is deduced to handle
link failures in long-range transmission. The performance of DDC-MAC is theoretically analyzed and
evaluated. Finally, the results demonstrate the efficiency of DDC-MAC by comparing it with other
contemporary protocols.

The remainder of the paper is organized as follows. Section 3 presents the system description
and traffic models. Section 4 provides a detailed description of the proposed DDC-MAC protocol.
In Section 5, we analyze DDC-MAC in terms of the searching probability of next-hop nodes and
saturated throughput. In Section 6, we evaluate DDC-MAC based on extensive simulations. Finally,
conclusions are given in Section 7.

2. Related Works

Although extensive recent papers delve specifically into QoS-aware MAC problems, the literature
pertaining to QoS MAC for high-dynamic ad hoc networks is extremely limited, and that addressing
NC-NET remains almost non-existent, in spite of being described as an open issue at the link layer in
reference [1]. In this section, we analyze the related works on typical QoS-aware MAC protocols for
wireless networks.

Directional antennas can offer clear advantages in terms of improving the signaling range
without extra power (as opposed to omni-directional antennas), especially for long-range transmission.
Previous research has incorporated directional antennas in the design of MAC protocols. DMAC [5] is
one of the earliest of these. This protocol is based on a modified 802.11 MAC protocol [6], and uses a
per-sector blocking mechanism to block a sector once it senses a request-to-send (RTS) or clear-to-send
(CTS) packet, whereas the data packets are transmitted through directional beams. This kind of
mechanism is beneficial for spatial reuse, end-to-end transmission delay, and power consumption in
data transmission [7]. Unfortunately, some problems also arise from the use of directional antennas,
such as the deafness problem [8], the new hidden terminal problem [8,9], and the head-of-line (HOL)
blocking problem [10]. Previous directional MAC protocols have already defined several techniques
to handle these problems [8-12]. However, they mainly focus on some specific aspects; for example,
augmentation of the busy-tone channel [10,11], attachment of a start-of-frame [8,9], or multi-channel
diversity [12,13]. Nevertheless, the question of how to combine these techniques in a large-scale mobile
wireless network and maximize the advantages of directional antennas in a multi-service environment
is still an open issue, motivating the research in this study. Furthermore, in view of the complex
communication challenges in NC-NET, in this research, the usage of directional antennas is combined
with other techniques, i.e., differentiated services and cooperative communication.

Differentiated services (DiffServ) is a widely known and utilized technique for QoS provision
in networks with multiple traffic services [14], which are differentiated and prioritized based on
one or more criteria and formed into several traffic classes. In the literature [14-18], the majority
of DiffServ mechanisms are proposed for wireless multimedia sensor networks (WMSN), and can
be classified according to various types of criteria, such as drive-mode-aware criteria, QoS-aware
criteria, and other criteria. In references [15,16], the services are differentiated based on drive modes,
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whereby the cyclically occurring services are classified as a time-driven class, whereas stochastic
services are classified as an event-driven class. Thereby, the medium access of the two classes is
realized based on schedule-based MAC and contention-based MAC, respectively, or hybrid solutions
including TDMA /CSMA, CDMA /CSMA, FDMA /CSMA, etc. In references [17,18], multiple services
are classified based on QoS-aware criteria such as delay sensitivity and packet loss sensitivity.
Saxena et al. [17] proposed a CSMA/CA approach, classifying the co-existing packets into two
categories, i.e., streaming multimedia (over UDP) packets and Best Effort FTP (over TCP) packets.
Moreover, Diff-MAC [18] is designed with the key features of service differentiation and QoS guarantee
for heterogeneous traffic (e.g., video, voice and periodic scalar data), which is differentiated into three
classes, i.e., real-time (RT) multimedia traffic, non-real-time (NRT) traffic and best effort (BE) traffic.
Note that these DiffServ mechanisms are mainly proposed with one of or a hybrid of the following
features: (i) adaptive contention window (CW) adjustment, (ii) dynamic duty cycling (changing
active time), (iii) fragmentation and message passing for long packets, and (iv) intra-node and
intra-queue prioritization [18]. However, these MAC protocols cannot fulfill the unique requirements
of core-function-aware networks. Take NC-NET, for example; navigation service is the core function of
NC-NET, which is essential to other multimedia services, even the services with stringent constraints
on real-time variable bit rate, packet loss, and average delay. Thus, in this study, the design and
analysis of the DiffServ mechanism, which can separate the kernel service from other functions, will
be a basis for other technical details.

Cooperative communication is another effective technique for realizing the advantages of
spatial diversity, especially when NC-NET requires robust and real-time data communication, or the
communication is impacted by high mobility, intermittent connectivity, and unreliability of the wireless
medium. Thus, the theory behind it, depending on the application scenarios, can be classified into two
categories: cooperative diversity, and packet relay by selected neighbor nodes. Cooperative diversity
aims to offset the multi-path fading effect of wireless channels through multiple cooperative antennas,
which can maximize the total network channel capacity [19-21]. For instance, CoopMAC [20] takes
full advantage of the broadcast nature of the wireless channel, thus creating spatial diversity. Packet
relay by selected neighbor nodes improves the link utilization probability by transmitting through the
selected relay nodes, instead of transmitting directly to the destinations. In previous works, EC-MAC
in reference [22], and 2rcMAC in reference [23] are similar to our proposed protocol. EC-MAC adopts
the best partnership selection algorithm to select the cooperative node with the properties of best
channel conditions, highest transmission rate, and most balanced energy consumption. In 2rcMAC,
the nodes update their relay table through a passive listening method, and obtain spatial diversity
by a two-best-relay approach. However, this literature [20-23] is mainly confined to the scenarios
with features such as short transmission range, low dynamic or static nodes, and omni-directional
antennas. The cooperative MAC for large-scale sparse network is still an open issue, and does not
have full-rate network codes for directional transmission [24-26]. Both of them restrain the use of
cooperative communication in a practical large-scale dynamic network. Furthermore, in the majority
of works, only the relays that can decode the packet successfully during the first transmission can be
activated and get involved in the possible ARQ retransmission; meanwhile, the other relays keep silent
during the whole ARQ process. Nevertheless, they ignore the fact that the relays, which cannot decode
the packet correctly during the first transmission, still have the chance to decode the packet correctly
in the ARQ process.

3. System Description and Related Models

The navigation-oriented NC-NET is described by an undirected graph G = (Cg, E, Rg), where
Cy = {Cy,...,Cy} denotes the set of sensor nodes and C; € Cy means the node with a unique ID
i€ {1,2,...,n}, Eg C Cq x Cq denotes the set of edge and edge (C;, C/-) € E, indicates that node
Ci € Cg can receive the information from node Cj € Cg, and Ry = {d1,...,dn} indicates the set of
work radius and dy € Rg means the work radius under the given data rate x Mbps.
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3.1. Propagation and Channel Models

For simplicity, but without loss of generality, we ignore the unknown and heterogeneous factors
of the signal propagation environment, and adopt a free space propagation model [27]:

P
Prssr) = Gd—f,z <A<4 1)

where Pr(,_,,) denotes the received power of the packet from node s to 7, Pr denotes the transmission
power, d denotes the distance between transmitter and receiver, A is a path loss exponent related to the
propagation environment. G = GrGg, with Gt and Gg are antenna gains of transmitter and receiver.
Thus, we have the absorption loss (in dB) PLjg = 92.44 + 10Alog(fcpz) + 10A log(dy,, ), where PL;p
denotes the free space loss in dB, f;p, is the electromagnetic frequency in GHz, and dy,, is the distance
between transmitter and receiver in km [28]. Let fgy, = 1 GHz and A = 2, combine PL;p with the
practical test results of the TTNT data link for the data rate [8], and then the propagation parameters
can be summarized as Table 1.

Table 1. Propagation parameters in long-range transmission.

Free Space Losses (dB) 147.33 143.80 141.32 137.78
Frequency (GHz) 1 1 1 1
Distance (km) 555 370 278 185
Data Rate 220 kbit/s 500 kbit/s 1 Mbps 2 Mbit/s

For the sake of comparison with other protocols, let the propagation parameters (Table 1) combine
with the channel assignment in IEEE 802.11b DCF [10]; the channel parameters can then be as shown
in Table 2.

Table 2. Multi-rate setting for NC-NET (fg, = 1 GHz).

Serial No. Data Rate Threshold Range
1 1 Mbit/s —97 dBm 278 km
2 2 Mbit/s —94 dBm 185 km
3 5.5 Mbit/s —88 dBm 92.5 km
4 11 Mbit/s —83 dBm 50 km

3.2. Antenna Model and Communication Modes

Assumption 1. (Adaptive antenna): Each node is equipped with an adaptive array antenna system,
which has two transmission modes in terms of omni-directional and directional modes, as shown in
Figure 2. Moreover, the receiving mode of the antenna system is omni-directional.

Assumption 2. (Directional beam): Let the ideal model of the beam coverage region be a spherical
sector Vigeqr(0), where Rg;,(6) denotes the maximal permission range of sender s; (s2 € Cy), 6 is the
beam-width of its main-lobe. Suppose that the main-lobe gain is isotropic, and the gains of side-lobes
and back-lobes are ignored. Moreover, the direction of the main-lobe can be rotated adaptively around
the three-dimensional detecting region.
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(h) DT-OR mode

O Transmitting range 4 Receiving range (v‘_) Directional detecting range

Figure 2. Transmission modes with adaptive antenna.

The relationship between omni-directional transmission range R,,,; and directional range R, (6)
can be expressed as follows:

Lemma 1. Let the transmission be directional and the reception be omni-directional, the transmission range
Rir(0) under the given transmission power Pr can be determined from

1
2T\~
Rdir(e) = (7) Romni (2)
where A is the path loss exponent, i.e., 2 < A < 4.

Let D be (27t/ 9)1/ A and under a given transmission power, the range of directional transmission
(DT) is equivalent to D times of omni-directional transmission (OT). If an omni-directional broadcast
request is received, or the azimuth of the destination node is unknown, the transmitter will send a
packet in omni-directional mode (denoted by OT). If the azimuth of the destination node is known,
or a directional transmission request is received, the transmission node will send a packet in directional
mode (denoted by DT). Moreover, to extend the transmission radius, the relay node for retransmission
mainly works in DT mode (denoted by DR). Thus, the communication modes can be specified as
follows: (a) omni-directional transmission and omni-directional reception (OT-OR), (b) directional
transmission and omni-directional reception (DT-OR), and (c) directional transmission, directional
relay and omni-directional reception (DT-DR-OR). Let dyoq—g, @mod—p, and dppoq—c be the ranges of
the three modes, respectively, D = 2, and R,;;,i = d; the maximal transmission range can be calculated
by (2) as dmod—a = d, dmod—b = 24, dmod—c = 4d.

4. DiffServ-Based Dynamic Cooperative MAC Protocol

In this section, we introduce a DiffServ-based MAC protocol (DDC-MAC) and its key features
for QoS-provisioning and adaptation according to different types of service. The proposed protocol
consists of two compatible sub-protocols: (i) time-driven-based periodic communication, denoted
as a PC sub-protocol, and (ii) event-driven-based on-demand communication, denoted as an
OC sub-protocol.
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4.1. MAC Sub-Protocol for Periodic Communication

In NC-NET, PC service is the core transmission demand with the characters in terms of delay
sensitivity, packet loss sensitivity, and high communication frequency. In this section, we propose a
collision-free MAC sub-protocol, which adopts DiffServ-based clustering topology and adapt-TDMA,
to handle these periodic communication requests.

4.1.1. Adaptive TDMA Schedule

The basic hypothesis applicable to DiffServ-based clustering topology is outlined as follows:

Assumption 3. Under PC mode, only one member of a 1-hop cluster is allowed to send the packet
at the same time, while the other nodes overhear the medium.

Assumption 4. The time axis of the adapt-TDMA schemes is divided by means of round, frame,
and mini-slot, with the relationships round = m - frames, frame = k - minislots.

Assumption 5. The major function of a cluster-head C¢p is assumed to have the following
features: (i) its function is to monitor, supervise, and gather the state change from its cluster
members; (ii) it broadcasts a common management packet (denoted by CM) periodically, including
a synchronized clock, access schedule (AS), etc.; and (iii) it is not designated as fixed relay nodes,
in order to avoid the problems of “hot spots” and imbalance link loads.

As depicted in Figure 2, round indicates the total time for all 17 members of a cluster to update the
data according to AS. Frame is the duration for one member to update its data, and can be subdivided
into two sub-frames: a control sub-frame (C-frame) and a data sub-frame (D-frame). C-frame is the time
for schedule, reservation, and contention window; D-frame is the time duration to handle the packet.
Mini-slot is the fixed time duration to process the data less than Iy bits. C — frame = ky - minislots,
D — frame = ky - minislots; herein, k1 and kj are two known constants, which represent the lengths of
the C — frame and D — frame, respectively.

Furthermore, a parity field (PF) is introduced in the head of the C-frame, which is a 2-bit code with
settings as follows: PF = 00 (i.e., overhear or idle mode in PC), PF = 01 (i.e., active mode in PC), PF = 10
(i.e., initial or idle mode in OC), PF =11 (i.e., active mode in OC).

4.1.2. PC Sub-Protocol Based on Adapt-TDMA

This subsection elaborates the working mechanism for the PC sub-protocol, which includes the
procedure of PC demand based on the adapt-TDMA mechanism and the random access mechanism
for OC demand; additionally, a basic mechanism for the integration of PC service and OC service is
introduced in a concise way. Figure 3 illustrates the schematic diagram of the PC sub-protocol, and the
details are outlined as follows:

e  Step 1: At the beginning of each round, cluster head Ccp broadcasts a CM packet by OT-OR mode,
with the functions of correcting the synchronized clock and adjusting the access schedule (AS)
according to the cluster member states of the recent round.

e  Step 2: Cluster members reset their own respective AS according to the above new AS.

e  Step 3: Cluster member C;, which is at its sending frame, broadcasts a periodic exchange (PE)
packet to its 1-hop neighbors by OT-OR mode; meanwhile, its PF is set to “01”.

e Step 4: Other members C;(j € (1,---,m) N (j # i)), which are in idle frame, receive the PE packet,
and buffer the azimuth, localization, CSI information from C;, and utilize this information for
information fusion. The members in idle frames set the PFs to “00”.

e  Step 5: When every member has sent a PE packet according to their AS, one complete round ends,
and then all the members resume Step 1 for the next round.
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Figure 3. Round structure in adaptive TDMA schedule.

Moreover, if a random OC request has been sent to the intended receiver C; after Step 2,
the receiver C; will implement the following procedures:

e If the PF of Cy is “00” without other OC requests, node Cj will receive and decode the RTS,
and record the related data in its AS. Subsequently, node Cy will reply the request based on the
procedures in Section 4.2, and then set its PF value as “10”.

o  If the PF of Cy is “01” and the channel of Cy, is busy, node Cj will stay in PC mode, and the senders
will compete for the access right of receiver Cy after a random back-off.

e If the PF of C is “00” with other OC requests, the multiple OC requests may be in contention at
this timeslot, and thus compete for the access right of Cy.

e If node Ci is in OC mode and the DATA is transmitting, the PF of C; will be set to “11”.
When this OC request is finished, its PF value will reset to “00”, and then node Cy can resume the
PC procedure.

Through the adapt-TDMA based sub-protocol above, the MAC of periodic communication
services can be realized in a contention-free way. Thus, the OC request becomes the primary reason for
channel contention and collision.

4.2. MAC Sub-Protocol for on-Demand Communication

The proposed on-demand MAC sub-protocol is mainly based on a CSMA/CA policy,
a multi-channel structure, and a DiffServ mechanism. We first introduced a novel multiple priority
mechanism, which is a critical part of DiffServ mechanisms.

Definition 1. Service Priority, denoted by Pri.Si (i € {1,2,3}), is defined as the allocation according to QoS
requirements and tolerability in terms of average delay (AD) and packet loss (PL). Pri.S1 denotes AD sensitive
and PL sensitive services (e.g., tracking data, video). Pri.S2 denotes AD tolerant and PL sensitive service
(e.g., command data, and voice). Pri.S3 denotes AD tolerant and PL tolerant service. Note that Pri.S1 > Pri.S2
> Pri.S3.

Definition 2. Packet Priority, denoted by Pri.Pj, (j € {1,2,3}), is the allocation based on the order of packet
types in data transmission. Pri.P1 denotes DATA/ACK packet, Pri.P2 denotes CTS packet, Pri.P3 denotes RTS
packet. Note that Pri.P1 > Pri.P2 > Pri.P3.

The multiple priority mechanism is realized by encoding the related parity bit in packets and
setting a lower threshold in CW size for higher priority traffic. The OC sub-protocol mainly consists
of two phases, namely the Negotiation phase and Data transmission phase, to satisfy the OC access
requests in a variety of scenarios.
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4.2.1. Negotiation Phase

The negotiation phase aims to handle the pairs of three scenarios. Scenario 1 is intra-cluster
transmission, where both the sender and receiver are members of the same cluster; additionally, the pair
pre-stores their prior knowledge of each other by PE packet (e.g., CSI, ID, and azimuth). Scenario 2
is inter-cluster single-hop transmission, where the receiver and sender are not located at the same
cluster, but are located in direct range of each other. Scenario 3 is inter-cluster two-hop transmission,
the receiver is located between one-hop and two-hop range of the sender. These scenarios will be our
basis for the negotiation policy.

First, a rule for channel switch sequence, namely, adaptive channel back-off sequence (ACBS),
will be encoded in RTS and CTS. The proposed ACBS is to detect and eliminate the threats in congested
network. The ACBS is generated by the negotiation of the sender and the intended receiver based
on prior knowledge, e.g., channels’ idle probability, ID, and azimuth. When encountering collision
among pairs, ACBS can act as a reference for the lower prior pair to switch among data channels
directly without additional negotiation packets, thus effectively curtailing the process and improving
the utilization rate of the medium. The negotiation phase of Scenarios 1 and 2 is depicted in Figure 4,
with the details as follows:

A Send Success (%) Reply
DRTS(s;) N DCTS(r)
- PF(r,)=00 e T ires i
E Multi- OL requests o Data
g ey andom BackofT g g‘;; Trar;}::;:sion
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Figure 4. State diagram of Scenarios 1 and 2 in the negotiation phase.

Suppose that the sender s; has an OC request to the intended receiver r;, sender s; will first sense
the medium. If the medium is busy, sender s; will postpone the negotiation and keep sensing. If some
channel is idle, sender s; will arrange the idle probability of the channels according to prior knowledge
during the carrier sense, denoted by F; ;, encode it into RTS, and then initiate the negotiation phase.

In Scenario 1, sender s; has prior knowledge of receiver r; before sending RTS, and thus can
select an idle channel, and sends a RTS to receiver r; through the idle frame of both s; and r;. If the
PF of r; is “00” and without other OC requests, r; will receive the RTS, and decode the information
of 5, i.e., the service’s type, data packet size, ID, and h; ;. Thereafter, this information and the prior
knowledge of receiver r; (denoted by /, ;) will be used to generate an ACBS for the pair (s;, 7;), encoded
in CTS, and then reply to s;. Both RTS and CTS are sent in DT-OR mode. If the PF of ; is “00” but
with other OC requests, receiver r; will sense the collision, and broadcast a warning packet, namely
WARN, in order to prevent the sender from transmitting the above packet and notifying sender to
switch channel immediately. Then, the senders will postpone randomly according to service priorities,
and compete for the right of channel access again.

In Scenario 2, sender s; has no prior knowledge of the intended receiver r; except for its ID. Then s;
sends a RTS in OT-OR mode. If PF of ; is “00” when RTS reaches it, the pair (s; ,7;) then performs the
same procedure as in Scenario 1. If PF of r; is “01/11”, r; will send a WARN packet, sender s; will
postpone for a duration according to WARN, and will compete for the channel access rights again.
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If sender s; does not receive CTS after a time threshold, then it switches to the next data channel
according to ki ;, and sends RTS again.

4.2.2. Data Transmission Phase

The pair (s;, 7;), having completed the negotiation phase, initiates the data transmission phase,
and transmits packets by a data channel according to ACBS. In normal scenarios, sender s; sends
a DATA packet to receiver r;, and then receiver r; replies with an ACK packet to sender s; after a
time duration of SIFS when the OC procedure is completed. Note that both the DATA and ACK
are transmitted in DT-OR mode, and both the sender and the receiver set their parity fields as “11”,
in order to avoid the disturbance from other pairs in the same data channel. The schematic diagram of
data transmission phase is presented in Figure 5.
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Figure 5. Schematic diagram of data transmission phase.

Note that some problematic scenarios might occur in this phase. P.Case 1: several pairs with
different priorities select the same data channel, whereas pair (s;, 7;) has the highest priority (SP and
PP). P.Case 2: several pairs of different priorities select the same data channel, whereas pair (s;, r;)
does not have the highest priority. P.Case 3: several pairs of the same priority select the same data
channel. P.Case 4: the number of pairs, which intend to communicate, exceeds the number of available
data channels.

The above scenarios will first be solved by the first-come-stay policy, i.e., the pair that switches to
the data channel earliest will occupy the data channel; meanwhile, other co-existing pairs should switch
to other data channels according to their ACBS. However, if several pairs with different priorities select
the same data channel, only the pair with the highest priority can stay. Moreover, if several pairs with
the same priority select the same data channel, all the collision pairs switch to the next data channel
according to their ACBS.

4.3. MAC Sub-Protocol with Optimal Relay

This subsection aims to handle the MAC for the pairs in Scenario 3. It also aims to tackle the link
failure problem caused by long-range transmission and degrading link quality.

4.3.1. Optimal Relay Selection Algorithm

Definition 3 (Optimal relay). Given the pair (s, ), s,r € Cq, its optimal relay s,y is the node satisfying the
following constraints. (i) Relay s, is within neighbor sets of nodes s and r, simultaneously. (ii) Relay s, can
decode RTS and CTS of the pair (s, r) correctly. (iii) Relay s, holds the maximum SNR (denoted by ~ysrp)
among the candidate relay set (CRS).

Conditions (i) and (ii) are the prerequisites for a node to be a CRS member, and condition (ii) can

be realized by checking the CRC of the received packet. To reduce the decoding overhead, we adopted
an SNR-based checking method, in which a packet will be decoded only if the value of its instantly

9



J. Sens. Actuator Netw. 2017, 6, 14

receiving SNR exceeds the SNR threshold; thus, the packet below the SNR threshold will be discarded.
The following algorithms are designed to judge condition (iii).

Proposition 1 (Optimal link). Given the quasi-stationary fading channel with free space channel amplitude,
the link imax with the maximum SNR value can be derived as follows:

Imax = argmax{'ngD}, imax € {1,...,n} 3)

1<i<n

where 'ngDis the instantly receiving SNR value of the link i

i YseVbr ;
Yorp = —RPR__ie{1,...,n} @)
Tsr T 7pr +1
Yig and vy are the average receiving SNR from sender s to candidate relay si, and from sil to receiver r,

respectively. As inspired by the literature [29,30], we design a back-off timer, in which the candidate relay starts
its back-off timer as follows:

Proposition 2 (Back-off timer). Let the back-off time Tlﬁci:)ck— of f of the candidate relay si 1y be inversely

proportional with the link quality 'yg rp- then sily sets its timer according to (5)

: w Tpirs — T
0 [ e Toms=Tars] 1, ©
back—of f YsrD Tstottime

where TlSzizlk—off is the back-off time of relay sily, Yiow 15 the threshold of 'yéRD for the relay Sf’ly intending to
participate in retransmission, and n is the number of candidate relay within CRS.

The optimal relay, which has the optimal link quality and satisfies the constraints of Definition 3,
will have the shortest back-off time and get access to the channel first.

4.3.2. Optimal Relay MAC Procedure

Suppose that the procedure for optimal relay initiates only if the direct transmission fails. First,
we introduce two new control packets, namely Request to Cooperation (RTC) and Clear to Cooperation
(CTC), with the same structure as RTS and CTS. The procedure can be elaborated as follows:

e  Step 1: Source node s sends an encoded RTC & RTS packet to its 1-hop neighbors, this packet
is encoded by RTC and RTS packets, and has the same structure as them. If node s knows the
azimuth of node r based on prior knowledge, the packet will be sent in DT-OR mode; if not,
in OT-OR mode with the basic data rate.

e  Step 2: The 1-hop neighbors, which meet conditions (i) and (ii) of Definition 3, will decode the
RTC & RTS packet, calculate “yé R and transmit RTS to node r after a SIFS.

e  Step 3: Receiver r will decode the azimuth and position of node s after receiving RTS, and reply
with CTS in DT-OR mode. The neighbors that satisfy conditions (i) and (ii) will be included into

CRS. CRS members sill will calculate their 'yg rp by Proposition 1, and start the back-off timers.
Hereafter, the optimal relay s,;,, will access to the channel first and forward an encoded CTC &
CTS packet to the source node. The CTC & CTS packet is encoded by CTC and CTS packets and
has the same structure as them.

e Step 4: If the other relay candidates of CRS overhear the packet sent by s,;,, they will freeze their
timer and keep on listening to the channels.

e  Step 5: If the source node s receives CTC & CTS correctly, it will decode the information with
respect to its destination r and the CRS. Then the pair (s, 7) gets into the data transmission phase
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with the assistant of the optimal relay s,;,, while other CRS members will delete the CTS after
overhearing DATA, and then keep on listening to the channels.

e Step 6: If the other relay candidates do not overhear DATA after a SIFS, the cooperative
communication fails for one time. Thus, the other relay candidates will reactivate their timers
simultaneously. At this time, the suboptimal candidate, which has the channel quality next only
to s,1y, will expire its timer first, and will execute Steps 3-5.

e  Step 7: If no node leads to successful negotiation phase, or the number of retransmission attempts
reaches the retry limit, the source node will then obtain channel access rights again for another
round of packet transmission, and carry out the same procedures above.

4.4. Problematic Scenarios in DDC-MAC

4.4.1. Deafness and Hidden Terminal Problem

Figure 6a illustrates a scenario of the hidden terminal problem due to the use of pure
omni-directional antennas (i.e., s1, s, 1, and r7), and the deafness problem caused by using directional
antennas (i.e., node s3, and r3). Suppose that sender s, intends to communicate with receiver r;;
meanwhile, the channel of receiver r; has been occupied due to overhearing the RTS packet from s;,
so the RTS from s, cannot be received by r,, hence the hidden terminal problem occurs. Additionally,
the deafness problem occurs when sender s3 sends RTS through a pure directional antenna to the
intended receiver r3, whose antenna beam is pointing in a different direction. As a result, node r3 is
deaf to the RTS from sender s3.

To address the two problems, in Scenario 1, the pairs (s, 71) and (sp, #2) are equipped with adaptive
antennas and communicate in DT-OR mode; thus, the two pairs can realize parallel transmission
without interference. In Scenario 2, when node 7, overhears the RTS from sq, node s, will switch to
another channel according to ACBS mechanism and send the RTS again. In addition, the deafness
problem can also be resolved naturally through the adaptive antenna of r3, which can receive the
packet omni-directionally at all times. Then, node 73 points its beam in the direction of s3 shortly after
receiving the RTS.

4.4.2. Interference and Congestion Problem

Figure 6¢ exhibits a problematic scenario for two reasons: (i) the distribution density of pairs
is larger than network capacity; and (ii) the number of pairs exceeds the number of available data
channels, thus the pairs might interfere with each other and result in network congestion. Figure 6d
shows our proposed solutions, which can be expatiated as follows:

Case 1: The receiver overhears packets from the direction of its sender. For instance, the receiver r5 of
the pair (ss, 5) overhears the RTS or CTS from the pair (s4, r4) with a higher priority. Node 5 will reset
its NAV according to the overheard packet and copy the NAV value to the duration field of the WARN,
which is used to notify sender s5 to wait for the same duration. Then, sender s5 will compete for the
access right again after the time duration.

Case 2: The sender overhears the packets from the direction of its receiver. For instance, the sender
se of the pair (s, 76) overhears a higher priority packet from the pair (s3, r3) during waiting for CTS.
The sender s will switch to another channel according to its ACBS immediately, and then receiver
76 switches to the same channel automatically according to its ACBS after the duration of a timer,
and competes for the access rights of the new channel again.

Case 3: Channel congestion. If a pair performs Case 1 and Case 2, but is still unable to communicate
after switching among all data channels, for example, receiver r; of the pair (s, 1) overhears the higher
priority (PP or SP) packets simultaneously from the pairs (s, 2), (s3,73), and (s4, 74). In our solution,
the pair (s, 71) will switch to the first data channel of its ACBS, and wait for channel access rights until
a data channel is idle, as shown in Figure 6d.
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O Transmitting range ) Receiving range "' Rolaling range

Figure 6. Potential problematic scenarios in DDC-MAC. (a) problematic scenario of deafness and
hidden terminal problem; (b) solutions of deafness and hidden terminal problem by DDC-MAC;
(c) problematic scenario of interference and congestion problem; (d) solutions of interference and
congestion problem by DDC-MAC.

5. Performance Analysis

This section analyzes the searching probability and throughput performances of DDC-MAC. Note
that PC mode can proceed without collision, and thus can achieve an approximately 100% packet
delivery ratio (PDR), and relatively fixed throughput. Thus, the analysis is mainly for OC mode,
with the assumptions that: (i) the nodes are distributed uniformly in a 3D cluster network, and (ii) all
senders are fully backlogged, and the size of the data payload is fixed.

5.1. Searching Probability of Next-Hop Nodes

In OC mode, the throughput has closed correlations with the location of next-hop nodes [21].
Thus, we should analyze the probability of searching next-hop nodes first. This probability is deduced
in single-hop (Scenarios 1 and 2) and 2-hop (Scenario 3), respectively.

Lemma 2. Given node C/) (j = 0,1), the next-hop relay of CZ.(D should satisfy two constraints: (i) node cl+

i i
locates in three-dimensional sensing region of Ci(] ) when the data rate is x € {1,2,5.5,11} Mbps, (ii) the PDR
is affected by fading effects and interference.

(+1)
1
rate is x Mbps; thus, node C i<] ) finds it easy to find node C, i(] +1) in DT-OR mode (Scenario 1) or OT-OR

mode (Scenario 2). The node C (+1) will decode the azimuth and localization of ij ) from the RTS

i

In Scenarios 1 and 2, node C is within the transmission range of node Ci(j ) when the data

packet, and reply CTS to C ) with a delivery ratio of approximately 100%, thus the next-hop searching

i
probability in Scenarios 1 and 2 can be derived as:
I € [linreshola, 4), Scenario 1

1-p
Py _pop(x,y,1) = ’ ¥l i 6
! hﬂp( g ) { (1 - ,B)Vdir(dxr emax)/vomni(dx)/ le [lz‘hl’L’Sthd'Zd)’ Scenario 2 ( )
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where lyj,ye5014 is the minimum unperturbed distance between Ci(j ) and Ci(j +1), Viir(dx, Omax) is the
l(] ) when its beamwidth is Omax and transmission range is dy,
B is the fading effects and interference on PDR, V,,,,i(x) is the detection region of directional beams

(with data rate x), which can be expressed as follows:

coverage region of directional beam of C

2 0, 4
Viir(dx, Omax) = *”di {1 — cos max] + Vouni(dx) = *”di (7)

3 2 3

(j+2)

1

which is located in the ranges of both Cf] ) (with data rate x) and C[<

cu+
1

(7
1

) (with data rate y), can be
)

(+1)

In Scenario 3, receiver C exceeds the direct range of its sender C :

j+2

, so only the node C
used as a next-hop node. In other words, should be located in the overlapping region of Cl.(j
and Cfl +2) when the distance is [ km (I < dy +dy). The transmission mode of Scenario 3 includes

DT-DR-OR mode and OT-OR-OR mode, as shown in Figure 7, thus only the node C l.(j 1) within the
hatch area can meet the conditions in Lemma 2.

(a) IFT-DR-0R mode (&) OT-OR-0OR made

Figure 7. Searching probability region in Scenario 3.

Suppose that the distance between Ci(j ) (with data rate x) and ij +2) (with data rate y) is | km

(I <dy +dy), the volume of the hatch area Vj (dy, dy, 1) in Figure 7 can be calculated as
Vo(dy, dy, 1) = Zd3 - {4 — 3sin’ %1 — cos® 971 +3cos 671] + %d; . {4 — 3sin’ 672 — cos? 972 +3cos 972] ()]

where 60; is beamwidth angle of node Cl.(j >, 6, is beamwidth angle of C,(,ﬁz). In DT-DR-OR mode,
61 € [0,0max] and 6, € [0, Omax), whereas in OT-OR-OR mode, 6; € [0, 7r) and 6, € [0, 7).
When the distance between C i(] ) (with data rate x) and Cf] +2) (with data rate y) is I € [d,2d) km,

the searching probability for C 1.(j ™) in OT-OR-OR mode can be calculated as

Vo (dx,dy,l) .
Popop 1(dx, dy, 1) = =P, Condition I o
op_. x,/ Uy, b)) = Vel Vold' i -
1-p) \ga(mm(dyx)) + 3:“"“(,1,‘1)), Condition I1

where d’'; and d’', denote the transmission ranges of a pair with the priority (i.e., SP or PP) higher
than that of ij ) and ij +2>, Condition I denotes that pair (C l.(j ), Ci(j +2)) has the highest priority, or that
contestant pairs with higher priority do not exist. Condition Il means that the contestant pairs are of
higher priority than pair (C, l.(j ), cY +2)).

i
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In addition, the searching probability for C,.O ™ in DT-DR-OR mode is affected by the beam
direction due to the adoption of directional antenna. Let the influence of beam direction on searching

probability be ¢, the searching probability for ij 1) can be deduced as
Vo(dx,dy,! »
(1-81- ﬁ)%, Condition I

lelop_z(dX/dyrl) = (10)

Vo (ds.dy! Voldydy 1) -
1-9|1-p) Vdgid:(,é’;;ai) + /SV;y(dx/,é;ax)}' Condition I1

where | € [2d,4d). In Scenarios 1-3, among 1 neighbor nodes, there exists at least one such node,
with the probability as follows:

Pl(dy,dy,1)=1— Y P'(dy,dy,1)- (1— Y P(dxl,dy,,l)) (11)

("y")>(xy) ()= (xy)

The searching probability of next-hop nodes in single-hop and 2-hop transmissions has been
deduced as described above; thus, the probability P'(dy, dy, 1), which is closely related to the data
rate (x,y € {1,2,5.5,11}) and other influences (¢ and g), will play a critical role in the analysis of
saturated throughput.

5.2. Saturated Throughput Analysis

The OC mode in Scenarios 1 and 2 is within the direct transmission range, and its negotiation
is partly based on the CSMA /CA in IEEE 802.11b DCF [6,28]. Thus, the per-hop throughput can be
deduced by Bianchi’s Equation [29]

PPy E[p]
1 _Ptr)17+PtrPsTs +Ptr(1 - PS)TC

Slfhvp = ( (12)
where Py, denotes the probability that at least one node transmitting an RTS in a given time slot; Ps
denotes the probability that one node transmitting an RTS in the given time slot; E[p] is the average
packet payload size, T, is the average time that the channel is sensed busy by each node during a
collision. Ts represents the expected transmission time that a node transmits a packet without collision;
due to the analysis of Scenarios 1 and 2 in Section 4.2, T; can be calculated as

Ts = 2 Pdeir(x) (13)
xe{1,2,5511}

where P, is the probability for the data rate between ij Jand C Z-(j +2) adopting x Mbps,

& (@2 —d3)) (@3 —d2.) (@ — d3)
Py=-4, P55 =22 A0 p= 2 937 p = 12 (14)
3 a3 d3 a3

In Equation (13), Ty;,(x) is the time duration of successful transmission for the packets, including
RTS, CTS, DATA, and ACK, with the data rate x Mbps, and can be calculated as follows

E
Tyir(x) = Trts + Ters + 77[1)} + Taek + 3Tsips + 40 + Taigs (15)
X

where ¢ is the propagation delay. During collision, each node senses that the channel is busy, and the
collision time T, can be deduced by
Te = Trts + 0 + Taifs (16)
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The saturated throughput in Scenario 3 should take the overhead of cooperation and optimal
relay selection into consideration. Then Equation (13) can be rewritten as follows

Ts = Z PxTrelay(x) a7)
xe{1,25511}

where T4, (x) is the transmission time between the pair (Ci(j ), Cl.(j +2>) with the transmission rate x
Mbps, Treray(11) = 2+ Tyir (11), Tretay(5.5) = 2+ T4iy(5.5). Tretay(2) can be calculated from the searching
(+1)

probability for C; and the benefit by the relay node as follows:

Tretay(2) = Teo_on (P’ (d11,d11,2) + P'(ds5,d11,2) + P (ds5,d55,2))
+2P'(dy1,d11,2)E[p]/d1n + P'o(d55,d11,2) - E[p] (dﬁl + d;;) +2P'(dss,ds5,2)E[p]/dss  (18)
+(1 = P'(d11,d11,2) — P'(ds5,d11,2) — P'(ds5,d55,2))E[p]/da

where T, , is the transmission time of a control message in optimal relay transmission.
Tca_oh = Tdifs + Trts + Tcts + Tack + 4Tsifs + Tbgck—gff + Tsifs (19)

Moreover, Tjqy (1) can be derived similarly, and the saturated throughput in Scenario 3 can be
calculated with Equation (12) by substituting Equation (17) into it.

Through the deductions above, we complete the deduction of the saturated throughputs, which is
applicable for the proposed DDC-MAC protocol under the three transmission scenarios concerned,
and these results will be used as the basis for the calculation of saturated throughput in the following
simulation-based analysis.

6. Performance Evaluation

In this section, we present simulation-based studies to evaluate the performance of the proposed
protocol based on ns-2 simulator (version 2.29) and Matlab. We compare our protocol with four other
well-known MAC protocols; IEEE 802.11b DCF [6] (dented by 802.11 DCF), LMAC [12], IEEE 802.11e
EDCA [13] (denoted by 802.11 EDCA), DMAC [5] and CoopMAC [19]. In addition, the simulation
setup, the results, and the analysis of different scenarios are presented.

6.1. Simulation Setup

In our simulations, 160 sensor nodes are distributed schematically in a cylindrical region with
a radius of 250 km and an altitude of 20 km. The nodes are in a sparse setting, and are in clusters
based on DMDG protocol. The initial topology is shown in Figure 8. The nodes are designated into
three classes: low mobility nodes (Group;1-2), with the velocity randomly varied between [0, 18]
m/s; middle mobility nodes (Group,1-3), with the velocity varied between [18, 100] m/s; and high
mobility nodes (Group,4-6), with the velocity varied between [100, 300] m/s. In each simulation, the
percentage of each class of nodes varies from 10% to 30%, with an increment of 10%.

All nodes are identical, and use hybrid antenna arrays in free space (A = 3,6 = 7/4); and all
active nodes are saturated, i.e., their data buffers are always nonempty. The default parameters used
in the simulations and the analyses are summarized in Table 3.

Furthermore, three kinds of simulation scenarios are conducted: (i) all nodes communicate in PC
mode; (ii) parts of nodes communicate in 1-hop transmission range, that is, OC mode in Scenarios 1
and 2; (iii) parts of nodes communicate exceeding 1-hop transmission range, that is, OC mode in
Scenario 3.
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Figure 8. Initial network topologies with 160 nodes.
Table 3. Analytical parameter settings.
Parameters Values Parameters Values
Data rate (Mbps) {1,2,5.5,11} CW for Pri.S3 CWhnin = 32, CWmax = 1024
SIFS 0.01 ms ACK 14 bytes
DIFS 0.02 ms DATA packet 512 bytes
ACK time 0.02 ms MAC header 34 bytes
SNR threshold 15dB PHY header 24 bytes
RTS 20 bytes Tx power (dBm) 32(omni), 38(dir)
CTS 14 bytes Cluster Protocol DMDG [2]
CW for Pri.S1 CWiin =8, CWhax = 16 Routing Protocol FMCQR [3]

CW for Pri.S2 CWin = 16, CWax =32 — —

6.2. Simulation Results

6.2.1. Saturated Throughput and Delay in Periodic Communication

This subsection evaluates the saturated throughput (ST) and average delay (AD) of DDC-MAC
in PC scenario; the results are compared to the typical schedule-based MAC protocol (i.e., LMAC)
and the typical contention-based MAC protocol (i.e., IEEE802.11b DCE, DMAC). The packet arrival
rate (PAR) of each node is 20 packets/sec. To consider the impacts of fading effects and the influence of
beam direction on saturation, the transmission rate was down-graded with the probabilities f and ¢.
Thus, we set § = 0.20 and ¢ = 0.20, and increase the number of nodes from 40 to 160; the analysis of
saturated throughput can be validated by observing the aggregate uplink throughput.

Figure 9a compares the ST performance of four protocols with PC service. The results indicate
that the throughputs of DDC-MAC, LMAC, and DMAC increase linearly with the increase of network
size (Nyoqe € [40,160]). The reason is that LMAC and DDC-MAC adopt conflict-free TDMA schedule,
while DMAC adopts a simple duty-cycle-based operation. Meanwhile, 802.11 DCF obtains the worst
throughput performance. When N,,,4, > 80, the throughput of 802.11 DCF stays at a constant value
(Thacg—pe = 780 kbps), and then decreases slowly when N4, > 100. The reason for this is that the
increasing pairs aggravate the contentions and collisions, and the capacity for communications is in
saturation, i.e., 570 kbps when N,,,5, = 160. Furthermore, these results can validate the analysis of
saturation, which is presented in Section 5.2.
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Figure 9b depicts the average latencies under PC service. It is clear that the average delay
of DDC-MAC, LMAC, and DMAC increases slowly when the network size is in N,,4, € [40,160],
whereas the performance of 802.11 fluctuates due to its omni-directional transmission and CSMA-based
mechanism. In addition, LMAC and DDC-MAC achieve a similar inclination as DMAC, but their
average delays are much lower, as they enjoy the benefits of a TDMA-based mechanism, thus
guaranteeing non-collision transmission. Moreover, DDC-MAC outperforms LMAC because its
traffic period is shortened by cluster-based topology, and its average delay is lower than 55 ms when
Nyoge = 160.
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1400 | —& —gnp 11 DGF —& — 1211 DGF
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Figure 9. Performance of MAC protocols in PC mode: (a) Throughput; (b) End-to-end average delay.

6.2.2. Saturated Throughput and Delay in 1-Hop on-Demand Communication

This subsection evaluates the ST and AD performance of DDC-MAC in 1-hop OC mode under
single-channel (SC) and multi-channel (MC) environments, respectively. We assume that each node
in 802.11 DCF is equipped with an omni-directional antenna, and the node in 802.11 EDCA and
DDC-MAC is equipped with the adaptive antenna array proposed in Section 3.2. To verify the
proposed Diffserv mechanism, the results of different service priorities, namely Pri.S1, Pri.S2, and
Pri.S3, are depicted in Figure 10. As shown in the results, in general, the service with higher service
priority can achieve the performance of throughput and average delay superior to those of lower
priority services (Pri.S1 > Pri.S2 > Pri.S3), whereas the performances in MC environments outperform
those of SC environments.

Figure 10a,b depicts the ST comparison of three protocols under SC and MC environments.
In Figure 10a, the throughput of 802.11 DCF increases slowly due to its OT transmission mode,
and thus results in a high probability of contentions and collisions. Meanwhile, 802.11 EDCA and
DDC-MAC explore the opportunities of spatial reuse effectively by using adaptive antenna array;
thus, their throughputs increase along with the number of nodes. Finally, compared to 802.11 DCF,
802.11 EDCA and DDC-MAC achieve approximately 45% and 70% of throughput gain, respectively.
When N,,p4. > 70, the throughput growth of 802.11 EDCA and DDC-MAC decelerates and holds
a constant value when N,;,5e = 100 (Thyyac—sc = 7540 kbps, Thygemac—sc = 8760 kbps). In a SC
environment, DDC-MAC cannot use ACBS for distributing communicating nodes over multiple
channels; thus, its throughput performance is similar to 802.11 EDCA. Figure 10b depicts the ST of
three protocols in an MC environment, in which 802.11 DCF and 802.11 EDCA use a random channel
selection policy, and the proposed DDC-MAC uses an ACBS policy. The throughputs of three protocols
are similar when the number of pairs is few (N4, < 30). However, when the number of pairs
increases (N,,p4. > 30), the throughputs of 802.11 EDCA and DDC-MAC are superior to that of 802.11
DCF because of the exploitation of spatial reuse opportunities by means of directional antenna and
ACBS mechanisms. Moreover, DDC-MAC outperforms 802.11 EDCA because its traffic congestion
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is alleviated by the DMDG-based cluster protocol. The ST performance in an MC environment
outperforms that of SC environment by 20% to 32%.
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Figure 10. Throughput and average delay performances versus number of nodes in 1-hop OC
mode. (a) Throughput in single-channel environment; (b) Throughput in multi-channel environment;
(c) average delay in single-channel environment; (d) average delay in multi-channel environment.

Figure 10c,d describes the impact of the number of nodes on packet delay. The packet delay
is measured by the duration from the memory buffer to the time when the packet has been sent
successfully. Figure 10c shows the comparison of the three protocols in SC environment. Generally,
the AD increases along with the number of nodes, owing to increasing of contentions and collisions.
The 802.11 DCF adopts an omni-directional antenna, which blocks parallel communications, and thus
its packet delay increases the fastest. Meanwhile, the AD of 802.11 EDCA and DDC-MAC is
compensated for by exploiting spatial reuse opportunities by directional antennas. Compared to
Figure 10c, the performance in multi-channel environments is superior in every respect, with the
average delay decreasing by approximately 40-50%. As shown in Figure 10d, the ADs of three
protocols are constant (about 2.5 ms) when N,z < 30. Since there are three data channels in use,
the probability of collision and retransmission is low when N,;,4, is small. However, the AD of 802.11
DCF increases rapidly with the increase of N4, and reaches 0.42 s when N,,,5, = 100. Meanwhile,
the AD of 802.11 EDCA and DDC-MAC increases slower than 802.11 DCF, and keeps a constant value
when N,z = 100 (62.3 ms for DDC-MAC, 92.6 ms for 802.11 EDCA).

6.2.3. Performance Analysis in 2-Hop Optimal Relay Communication

In this subsection, we present a numerical analysis for the performance with the increasing
transmission range and the degrading link quality. The number of nodes is set to 70.

Figure 11a,b depicts the impact of transmission distance on bit error ratio (BER) and throughput
performance. It is observed that 802.11 EDCA, CoopMAC, and DDC-MAC have similar BER
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and throughput when the distance is closer than 150 km. When the distance exceeds 150 km,
the performance of 802.11 EDCA and 802.11 DCF degrades sharply due to the deterioration of link
quality and retransmission. When the distance is 400 km, the BER of 802.11 EDCA and 802.11 DCF
all keep constant values to 95%, and their throughputs keep constant values to 530 kbps, while
CoopMAC and DDC-MAC performs better than 802.11 DCF and 802.11 EDCA due to the benefits of
the cooperative relay mechanism. Furthermore, DDC-MAC outperforms CoopMAC due to the optimal
relay mechanism and the ACBS mechanism. When the transmission range is 400 km, the bit error
ratios of CoopMAC and DDC-MAC keep constant values of 38.5% and 29.7%, and the throughputs are
4750 kbps and 6430 kbps, respectively.

Figure 11c,d shows the PDR and AD performance of four protocols with environmental noise level
varied from —94 dBm to —76 dBm. When the channel condition is good (Noise < —90 dBm), the PDR of
four protocols is higher than 94%, the AD is lower than 0.1 s, and degrades slowly. When the noise level
increases (Noise > —90 dBm), the performance of 802.11 EDCA and 802.11 DCF degrades sharply due
to the deterioration of link quality. When Noise = —75 dBm, the PDR of 802.11 EDCA and 802.11 DCF
is 21%, and the AD is 0.54 s and 0.72 s, respectively. CoopMAC and DDC-MAC outperforms 802.11
DCF and 802.11 EDCA due to the benefits from channel selection policy, and DDC-MAC outperforms
CoopMAC due to the optimal relay mechanism and its adaptive antenna array. When Noise = —75
dBm, the PDRs of CoopMAC and DDC-MAC are 48.1% and 68.3%, and the AD is 0.33 s and 0.12
s, respectively.
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Figure 11. Impacts of transmission range and link quality on MAC performances with 2-hop optimal
relay. (a) Transmission distance vs. bit error ratio; (b) transmission distance vs. throughput; (c) packet
delivery ratio vs. link quality; (d) average delay vs. link quality.
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7. Conclusions and Future Work

In this paper, we have proposed a novel approach, namely a DiffServ-based dynamic cooperative
MAC (DDC-MAC) protocol, to realize QoS media access control for the wireless network with the
unique features in terms of large-range transmission, high dynamic topology, three-dimensional
monitor region, and heterogeneous services.

Its performance is analyzed by Markov chain-based modeling, and validated by ns-2 simulations.
Both theoretical analysis and simulation experiments show that DDC-MAC can leverage cooperative
communications and exploit spatial and user diversities. Therefore, it outperforms the existing
protocols under the same channel assumptions and network scenarios. DDC-MAC also provides
extended service ranges and a robust wireless communication link in NC-NET.

As future research, we will pursue the following directions: (i) investigate protocols integrated
with routing protocols; (ii) explore the performance with different slot intervals, prediction window
and prediction techniques, and (iii) extend DDC-MAC to other NC-NET with different topologies and
mobility models.
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Abstract: The interactions of Received Signal Strength Indicator (RSSI) with the environment are
very difficult to be modeled, inducing significant errors in RSSI-range models and highly disturbing
target localization and tracking methods. Some techniques adopt a training-based approach in
which they off-line learn the RSSI-range characteristics of the environment in a prior training phase.
However, the training phase is a time-consuming process and must be repeated in case of changes in
the environment, constraining flexibility and adaptability. This paper presents schemes in which each
anchor node on-line learns its RSSI-range models adapted to the particularities of its environment
and then uses its trained model for target localization and tracking. Two methods are presented.
The first uses the information of the location of anchor nodes to dynamically adapt the RSSI-range
model. In the second one, each anchor node uses estimates of the target location—anchor nodes are
assumed equipped with cameras—to on-line adapt its RSSI-range model. The paper presents both
methods, describes their operation integrated in localization and tracking schemes and experimentally
evaluates their performance in the UBILOC testbed.

Keywords: Wireless Sensor Network; RSSI; localization

1. Introduction

The Received Signal Strength Indicator (RSSI) is a main metric to estimate Quality of Service
(QoS) of wireless links [1]. RSSI can be measured by the radio modules of most Commercial Off The
Shelf (COTS) Wireless Sensor Network nodes with negligible cost in energy, delay and computational
effort. The strength of the radio signals attenuates with distance as they propagate. Hence, a receiver
can measure the RSSI of an incoming packet, estimate the distance and use it to find out the location of
the emitter. Many RSSI-based localization methods have been researched and proposed over the years.
One of the main drawbacks of using RSSI to estimate WSN link QoS in general—and also to estimate
the distance between two WSN nodes—is that the strength of radio signals is highly affected by
reflections and other interactions of the radio signal with the environment. These interactions are very
difficult to be modeled and highly disturb the accuracy of RSSI-based localization techniques. In fact,
many methods, e.g., range-free localization methods, compute location estimates without transforming
RSSI into distance and hence, avoiding the inaccuracies of RSSI-range models.

Some techniques adopt a training-based approach in which they off-line learn the RSSI-range
characteristics of the environment in a prior training phase and then, use the learned characteristics
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during the localization phase. In these methods the training phase is a long off-line time-consuming
process. Besides, the training phase must be repeated if there have been changes in the environment.

This paper presents methods that address the learning of RSSI-range characteristics of the
environment as an on-line process, i.e., training is performed during localization, enabling high
adaptability to scenario changes. In this paper two methods are presented and compared. The first
one uses the information of the location of the static nodes to dynamically adapt the RSSI-range model.
The second one uses information gathered by nodes equipped with additional sensors—cameras—to
continuously learn accurate RSSI-range models adapted to the local environment of the emitter
and receiver nodes. The presented methods are efficient, scalable, operate in real-time and only
require a few measurements to compute updated RSSI-range models. They are integrated in a target
localization and tracking scheme that employs the trained RSSI-range models, significantly reducing
target tracking errors. The paper presents both on-line RSSI-range model learning methods, describes
their operation and experimentally evaluates their performance in the UBILOC Testbed.

This paper is structured as follows. Section 2 summarizes the related work. The problem
formulation and general description of the presented methods are presented in Section 3. The two
on-line RSSI-range model learning methods are described in Sections 4 and 5. Section 6 presents some
experiments and discusses on the presented methods and results. The conclusions are in Section 7.

2. Related Work

RSSI is the most widely researched and employed measurement in localization and tracking in
WSN. A high number of RSSI-based localization systems have been developed. Range-based methods,
such as multilateration [2] or least squares [3], among many others, use RSSI measurements to estimate
the distance to anchor nodes. Reflections and other interactions with the environment make RSSI-range
models very dependent on the specific setting, making them unpredictable. Most range-based methods
adopt a general RSSI-range model—such as references [4,5]—that assume free-space radio propagation
and consider these perturbations as noise. Range-free methods, such as ROC-RSSI [6] or APIT [7],
use geometrical considerations for localization instead of RSSI-range models. Although more robust to
perturbations in the radio channel, their localization errors are usually higher than those of range-based
techniques.

Another approach is to learn RSSI-range characteristics from the environment. In general,
RSSI training-based localization and tracking includes two phases: (i) the training phase, where
the RSSI-range characteristics of the environment are captured using measurements gathered in the
scenario and represented typically in maps and; (ii) the localization phase, where the location estimation
is performed using the RSSI map and the current RSSI measurements. The training phase is an off-line
process that needs to be repeated if there have been changes in the wireless propagation environment.
RSSI training-based techniques can be broadly divided into deterministic and probabilistic methods.

Deterministic RSSI training-based localization techniques include references [8,9]. In the training
phase the environment is subdivided into small cells and, RSSI measurements are gathered in these
cells from several anchor nodes, which location is assumed known. In the localization phase the RSSI
measurements from the target are gathered and the cell in the RSSI map that best fits with the current
measurements is selected as the target location. Probabilistic RSSI training-based localization methods
include references [10,11]. A probability distribution of the target location is defined over the area
of the environment. The goal of the localization phase is to reach a single mode for this distribution,
which is the most likely location of the target. In these methods a Bayesian belief network is established
and trained with a preset number of discretized location possibilities (cells).

The aforementioned RSSI training-based localization methods rely on long training phases where
a RSSI map of the entire target area is built with some spatial precision. This precision will have
a great impact on the accuracy of the localization estimate. Such data collection/measurement for RSSI
map building requires significant labor. Besides, the map must be recomputed whenever the wireless
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propagation properties may change. Thus, these methods cannot be applied in schemes that require
quick deployment or in dynamic environments with frequent changes.

Modeling radio propagation characteristics with RSSI maps poses memory footprint issues when
implementing these methods in COTS nodes. Some methods aim at building RSSI-range models
trained for an specific environment. In reference[12] the authors evaluate ray-tracing techniques that
are used to obtain indoor propagation models. In reference [13] a statistical approach is employed to
build a wireless map based on statistical properties of the area. An even simpler and more practical
approach is adopted in references [14,15]. In these methods RSSI-range models are computed using
regressions but model fitting is designed as an off-line process, lacking flexibility and adaptability to
environment changes.

3. On-Line RSSI-Range Training Problem Formulation

The objective of the presented method is to on-line obtain RSSI-range models adapted to the
specific scenarios and environments. The local environment around two nodes critically impacts
on the RSSI measurements between them. In fact, if we take RSSI measurements between two
nodes without changing their local environments, we can notice that all the RSSI values are very
similar. As an illustration Figure 1 shows 40,000 different RSSI measurements between one node
and three other anchor nodes taken during 16 h in the UBILOC Testbed. Despite the high number
of measurements, the difference between them was lower than 3 dBm and their standard deviation
was lower than 1.4 dBm, which evidences the low level of noise in RSSI measurements when the
environment surrounding the emitter and the receiver is static. This experiment was repeated in
several occasions at different days and hours obtaining similar results. Thus, we can conclude that
the main cause in the variability of RSSI measurements is not the random measurement noise itself,
but changes in the environment surrounding the emitter and the receiver. Below a justification based
on radio propagation is summarized.
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Figure 1. Result of RSSI variability experiments between three different anchor WSN nodes and the
same receiver.

Most localization methods use RSSI-range models that assume free-space propagation [4,5],
and adopt expressions similar to the following, see Appendix A:

RSSI(D) = alog D +b, 1)

where RSSI(D) is the RSSI measured by a node from the packets it receives from the emitter node
located at distance D from the receiver. 2 and b are the model parameters. This model assumes that
the receiver sees only the direct radio signal transmitted by the emitter and, in this case, the RSSI
measurement noise is statistically independent, as in the case of many other measurement processes.
It should be noticed that the objective of model in (1) is to numerically relate RSSI and range. It can be
easily derived from a general free-space radio propagation model.
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However, the above model is ideal. In real cases the presence of reflectors in the environment
creates multiple paths that a transmitted signal can traverse. As a result, the receiver sees the
superposition of multiple copies of the transmitted signal, each of them traversing a different path.
Each signal copy will experience different attenuation, delay and phase shift while traveling from the
emitter to the receiver. The signal received is the composition of the direct signal and the contribution
of these multiple copies. Hence, the signal strength of the resulting composition in a given environment
is extraordinarily difficult to be modeled.

The most widely used approach in target localization and tracking methods is to adopt the
model in (1)—i.e., propagation assuming no multi-path—and to consider the effects of multi-path
propagation as noise. However, this noise is not originated by the randomness of the measurement
process but by the influence of the particular environment surrounding the emitter and the receiver.
This noise involves large errors in RSSI-range models and originates large localization and tracking
errors. In recent years some few techniques for target localization under realistic correlated RSSI noise
have been proposed [16] but they usually have bad scalability and involve computational loads that
can be hardly implemented in COTS WSN nodes.

This work proposes methods that aim at capturing the overall effects of the full radio propagation
using simple RSSI-range models that are trained continuously (on-line) during target tracking using
updated RSSI measurements gathered by the anchor nodes deployed at the environment. In the
presented methods each node dynamically trains its RSSI-range model using only the M most recent
RSSI measurements. M = 7 was taken in the experiments. During this short interval, assuming
moderate target motion, the environment—and hence the radio propagation conditions—can be
considered static or almost static.

The paper presents two methods for on-line RSSI-range modeling and compares their performance
in a target localization and tracking scheme, see Figure 2a. In the first method, described in Section 4,
each anchor node uses inter-anchor RSSI measurements to dynamically train the RSSI-range model.
In the second one, described in Section 5, each anchor node uses information gathered by external
sensors—cameras—to continuously update and train RSSI-range models adapted to the environment
conditions. In both cases, once computed, the trained RSSI-range model is used as the observation
model in the target localization and tracking scheme in Figure 2a. Figure 2b shows an example of the
geometrical setting of the experimentation scenarios. The optical axes of the cameras of the sensor
nodes in the method described in Section 5 are shown.
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Figure 2. (a) General target localization and tracking scheme with on-line trained RSSI-range models;
(b) Geometrical setting of the scenario.
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4. On-Line Training Using Inter-Anchor RSSI Measurements

In this method, each anchor node dynamically computes its RSSI-range model using the RSSI
measurements from the packets it interchanges with other anchor nodes. These measurements are
used to on-line perform the RSSI-range model regression. The method is general and only assumes
that each node knows its own location, which is reasonable and does not constrain its generality.

4.1. Inter-Anchor RSSI-Range Model Training

This method adopts the widely assumed model expressed in (1) in which RSSI-range is taken
as a linear function between the RSSI and the logarithm of the distance D. Assuming a set of
measurements of the type {(RSSIy, log Dy)}, the model in (1) can be fitted by performing a simple linear
least squares regression:

,_ LiRSSIlog Dy — RSST T log Dy
Yy (log Dy)? — log D ¥ log Dy

@

b = RSSI —a(logD), (3)

where RSSI and log D stand for the mean of RSSIy and of log Dy, respectively.

A default RSSI-range model, with predefined values for the parameters a and b is set for every
node before starting the tracking application. Figure 3 shows the RSSI-range model computed by
fitting (1) with RSSI measurements from every pair of anchor nodes deployed in the UBILOC Testbed.
It is taken as the default RSSI-range model in the performed experiments.

60 ——default RSS| model
% Measurements
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Figure 3. RSSI-range model experimentally obtained in the UBILOC Testbed.

The operation of the RSSI-range training stage is as follows, see Figure 4. Each anchor node i
starts periodically broadcasting RegrRequest packets. If anchor node j receives a RegrRequest packet,
it responds transmitting a RegrResp packet containing its ID and its location L;. Node i receives the
RegrResp packet, measures its RSS1jj, extracts L;j and computes D;; = L — LjH. Hence, anchor node i
obtains a measurement pair (RSSIj;, log D;;) from each packet it receives from node j. If node i has
sufficient measurements it can fit its RSSI-range model RSSI;(D) using (2) and (3).

anchor nodei anchor node 1 cee anchor nodej
| RegrRequest | ‘

RegrResp(ID,,L,)

Obtain RSSI,,D,

Obtain RSSI,D, RegrResp(ID, L;)

Compute a with (2)
Compute b with (3)

Figure 4. Operations and communications between anchor node i and the rest of anchor nodes for
inter-anchor RSSI-range model training.
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Only the M more recent measurements are used for RSSI-range training. As anchor node i gathers
more measurements, it periodically recalculates its RSSI-range model. This has two positive effects.
First, the model dynamically adapts to changing environment conditions. Second, it decreases the
sizes of the measurement set used in the regression, reducing the computational burden.

4.2. Outlier Rejection

Least Squares regression can cope with Gaussian noise but performs badly with non-Gaussian
noise measurements. Some authors like references [17,18] reported that RSSI noise is not always
Gaussian. The presented method uses the RANSAC (RANdom SAmple Consensus) algorithm [19] to
filter out highly noisy measurements, —outliers.

RANSAC is an efficient algorithm to estimate parameters of a mathematical model from a set
of measurements that can contain outliers. It requires a set of measurements {(RSSIy, log D)} and a
parameterized model, such as (1). RANSAC iterates selecting a random subset of the measurements as
hypothetical inliers. At each iteration the model is fitted with the hypothetical inliers, and the rest of
the measurements are tested against the fitted model. If an observation fits well to the estimated model,
it is considered to be a hypothetical inlier. If a sufficient number of measurements have been classified
as hypothetical inliers, the estimated model is considered good and the model is re-estimated using all
hypothetical inliers. Finally, the model is evaluated by estimating the error of the inliers relative to the
model. This procedure is repeated. The model with the lowest error after the iterations is selected.

Figure 5 shows the model obtained with and without using RANSAC in an experiment performed
in the UBILOC testbed. The figure shows 200 RSSI measurements taken by one static node from 5 anchor
nodes. Although the RSSI measurements from each node showed low variability, the model fitting
error can be high when considering all the measurements. The model obtained without RANSAC
using all measurements was 2 = —9.51 and b = —5.34, see Figure 5 in dashed line. The mean fitting
error was 2.23 dBm. The outliers detected with the RANSAC algorithm are represented with asterisks.
The model obtained with RANSAC using only inliers measurements—shown in solid line—yielded
a = —10.302 and b = —1.678, with a mean fitting error of 0.49 dBm. The differences between both
models can be noticed in Figure 5 .
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Figure 5. Experimental RSSI-range models obtained with and without RANSAC.

This method is computationally efficient and can be implemented by COTS WSN nodes.
Each anchor node needs measurements from only two anchor nodes to on-line train its RSSI-range
model. Of course, the model trained with few measurements will have lower accuracy that those
trained with higher number of measurements. This method trains the RSSI-range model using
measurements interchanged between anchor nodes. Hence, the trained model will capture the
RSSI-range behavior at few discrete locations in the environment but, will not be able to capture
the influence of the local surroundings of the moving target. This is the main advantage of the on-line
training using target-anchor RSSI measurements, which is described in the next section.
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5. On-Line Training Using Target-Anchor RSSI Measurements

In this method, anchor nodes are equipped with additional sensors that enable obtaining updated
estimates of the target location. Each anchor node knows its own location and uses the estimation
of the current target location to continuously adapt its own RSSI-range model. The resulting trained
models are adapted to the local environments of the emitter (target) and receiver (anchor node). In this
method each anchor node is assumed equipped with a camera and endowed with image processing
and perception functions capable of estimating the current target location. Cameras have high energy
consumption. Hence, in our method the cameras are only used to train the RSSI-range model and,
not to perform target localization and tracking as e.g., reference [20], which would involve high energy
consumption. The method includes mechanisms in which cameras are turned on to analyze the
accuracy of the current trained RSSI-range model and update it if necessary. After that, the cameras
are turned off to save energy.

5.1. Target-Anchor RSSI-Range Model Fitting

Let RSSI; i be the RSSI measured by anchor node i from the packets it receives from the target.
First we assume that each anchor node knows the updated location of the target. This will be relaxed
in the next subsection. Assuming that each anchor node knows its location, anchor node i can collect
a set of measurements (RSSI;y, d; ), where d; is the distance between the node i and the current
target location. The objective is to dynamically obtain a RSSI-range model for anchor node i adapted
to the local environment of the target at time k. This RSSI-range model can be approximated as linear:
the anchor node i trains a RSSI-range model that is valid only in the proximity of the target current
location. Locally the logarithm can be well approximated by a linear model, which reduces burden and
simplifies its statistical-based analysis and filtering. In order to cope with the target motion, models
are trained only with the M most recent pairs collected. Low values of M are typically selected. If the
target moves, high M can involve RSSI measurements with different target local environments.

Hence, in this method a simple linear RSSI-range model for node i (RSSI;, = aid;) + b;)
(see Appendix A) is efficiently fit using Least Squares with measurement pairs (RSSI;, d;r):

- Lk RSSILjpdip — RSSI; Yy dik
1 — s
Yo(dig)? —di Ty di

*)

bj = RSSI; — (a;d;), 6)

where RSSI; and d; stand for the mean of RSSI;; and of d 1.

The operation of the RSSI-range training is depicted in the diagram shown in Figure 6. The target
starts periodically broadcasting RegrRequest packets. If anchor node 7 receives a RegrRequest packet,
it measures its RSSI; and computes the range to the target d;;. Hence, anchor node i obtains
a measurement pair (RSSI;, d;) from each packet it receives from the target. If anchor node i has
sufficient measurements, it can fit its RSSI-range model using Eqautions (4) and (5).

anchor nodei target
RegrRequest
Obtain RSSI,
Compute d,
Compute a, with (4)
Compute b, with (5)

Figure 6. Operations and communications between anchor node i and the target in target-anchor
RSSI-range model training.
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Only the M more recent measurements are used for model training. As anchor node i gathers
more measurements it recalculates 4; and b; enabling dynamic adaptation to the changing environment
and reducing the size of the training pair set.

5.2. RSSI-Range Model Update

Section 5.1 assumed that the actual location of the target is known by all anchor nodes. Of course,
this is not the case and nodes should estimate the target location. This technique uses estimates of the
target location obtained from the cameras adopting a simple Maximum Likelihood (ML) approach that
computes the location of the target that best matches with the observations gathered by the different
cameras. The method used is summarized below.

Each sensor node gathers one image and applies image processing techniques to segment the
target in the image. Let p;',’z be the location (in pixels) of the center of the region where the target
at time k has been segmented in the image from camera i. Assuming the camera pin-hole model
is known, from p’"’ it is easy to compute pf;, the location of the target on the scenario measured
by camera i expressed in the reference frame local of camera i. Using T;, the transformation matrix
from the reference frame of camera i w.rt. a common reference frame, p;; can be transformed to p;,,
which represents the location of the target measured by camera i in a common reference frame of
the scenario. It is assumed that p{, contains errors that can be modeled as Gaussian statistically
independent noise with zero mean noise and covariance matrix Cov;;. Thus, the ML technique
estimates the location of the center of the target as a Gaussian distribution with mean Py and covariance
Covy, as follows [21]:

N N
= () Cov; 1) Y (pixCovyy ©)
i=1 i=1
N
Covp =1/(Y Cov;kl) @)

i=1

Each sensor node i broadcasts its values pf; and Cov; x and combines them with those received
from other nodes using Equations (6) and (7). Figure 7 shows an example of the ML technique with
two cameras. The distributions of p;, for Cameral and Camera2 are in blue color. For both cases the
values of Cov; ;. along the camera axes were assigned high to reflect the high uncertainty in the depth
reconstruction when computing p; ;. The resulting probabilities of the target location distribution (P),
in red color, are significantly higher, which denotes an increment in location accuracy. For more details
on the method, please refer to reference [21].

Figure 7. Simple example of the ML technique.
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The camera measurements are used only for RSSI-range model training. Each anchor node
that is tracking a target periodically performs RSSI-range model update. During RSSI-range model
update each node analyzes the accuracy of its RSSI-range model and updates it if its accuracy is found
unsuitable. The operation is as follows. The target periodically transmits a RSSIRangeModelUpdate
packet. In the experiments this frequency was 0.33 Hz. When an anchor node i—located at L,—receives
it, it turns on its camera, gathers images and estimates the target location Py. The error of its RSSI-range
model can be computed comparing the distance to the target estimated using camera measurements
and the distance predicted by its RSSI-range model d; j:

RSSI; . —b;)
ey = (171 = 1Py — Li| ®)
al
The RMS error in the most recent N measurements is:
14,
Ei = ﬁ kz: ei,k (9)
=1

E; can be used to estimate the validity of the RSSI-range model. If E;<TH, the RSSI-range
model of anchor node i is considered valid: it is not updated and the cameras are turned
off. Otherwise, the RSSI-range model is considered invalid and should be computed using new
(RSSI;k, d; k) pairs with Equations (4) and (5). After model training, the cameras are turned off. TH is
the bound in the admissible error in the RSSI-range model and depends on the accuracy requirements of
the application. Low values of TH originate frequent RSSI-range model update, which improves model
accuracy but involves gathering more camera measurements and hence, higher energy consumption.
High values of TH involve lower frequency in RSSI-range model update and hence, lower energy
consumption. In preliminary experiments TH = 0.35 m? was found a good trade-off between model
accuracy and energy consumption and it was adopted in the experiments shown in this paper.

Figure 8 shows two trained RSSI-range models for anchor node i computed by the presented
method when the target is at two different locations along the target path in one experiment performed
in the UBILOC Testbed. The improvements in accuracy and fitting error over the default RSSI-range
model in Figure 3 are evident. In this method the RSSI-range models are specific for each anchor node
and trained to be accurate for the local surroundings of the target and, hence they are significantly
more accurate than the default model.
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Figure 8. Trained RSSI-range linear models obtained in an experiment in the UBILOC Testbed using
target-anchor RSSI measurements.

It can be noticed in Figure 8 that, as expected, very few outliers were found when fitting the
RSSI-range model. This result is consistent: the RSSI-range model is fitted to the local surroundings
of the emitter and receiver, which can be considered static for all the M measurements used in the
(RSSI;k, d;x) pairs.
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It should be noticed that the inaccuracies in the estimation of P, can affect as perturbations in
the RSSI-range model training. The proposed method includes a mechanism to specifically consider
these errors. It is a statistical-based supervisor that estimates the variance of the error of the trained
RSSI-range model. It operates as follows. Assume that dz,‘,k = d; + u;, where dz{,k is the distance from
anchor node i to the target location Py estimated with the cameras, d; is the actual distance and
u; is the error in the estimation of dz,‘,k' which is highly related to the error in the estimation of the
target position using camera measurements. Assume that RSSI;; = a;d;  + b; is the exact RSSI-range
model and that the measured RSSI is RSSI 1{,k = RSSI;; + v;, where v; is the RSSI measurement error.
The training method uses pairs {(RSSI{lk, d;lk)} to fit the model RSSI{[,c = tl,’dik +b; + v;. Itis easy to
check that the following expression holds:

RSSI{/k = ai(di,k + Mi) =+ bi +v; = RSSIZ'/k +aju; +v; (10)
In virtue of the Central Limite Theorem, #; and v; are assumed Gaussian White noises with zero
means and variances Uf,i and U%i. Hence, the variance of the error of the trained RSSI-range model is:

o,

mi azngzlj + 0—3,' (11)

Hence, it is very efficient to compute ‘thm,i' It depends on: (Tgi ; a;, the slope of its RSSI-range
model; and aﬁi, the variance of the error in the estimation of dg,k' which can be easily computed
from Covy, the covariance of the error in the target location estimated with camera measurements.
Trained RSSI-range models with higher a; are more sensitive to target location errors. Cases where
1/a; = 0 are approximated by 1/a; = € and b; is recomputed using Equation (5) with the new a;.

The proposed method includes an efficient mechanism to evaluate the effect of estimation errors
in the trained RSSI-range model. If UL‘Zm/i is higher than the variance of the default RSSI-range model,
it means that the trained model is too noisy and it is considered invalid. In these cases, the default
RSSI-model is preferred instead. As a result, badly trained RSSI-range models can be easily detected
and, in those cases the default RSSI-range model is employed instead.

The presented technique allows obtaining RSSI-range models with accuracies similar to cameras
but with very low energy consumption. Besides, it is endowed with mechanisms to self-detect and
correct model training errors.

6. Experimental Section

In this section, the presented on-line RSSI-range modeling techniques are evaluated in real
experiments. Both methods were inserted in the target localization and tracking scheme depicted
in Figure 2 and experimented in the UBILOC Testbed. The Localization & tracking module in Figure 2,
which estimated the target position using RSSI measurements, was implemented by a Kalman Filter (KF).
A standard Kalman Filter was implemented. The only difference was that the observation model
employed was not constant: it used the RSSI-range model trained on-line (during target tracking) by
the two presented methods. Kalman Filters have been widely-employed in RSSI-based localization and
tracking. For brevity, they are not presented in this paper.

6.1. The UBILOC Testbed

The Ubiquitous Localization Testbed (UBILOC) is a tool designed for experimenting localization
and tracking techniques in ubiquitous computing systems, see Figure 9a. It emulates a typical office
smart environment scenario and is deployed in a room of more than 500 m? in the basement of the
School of Engineering of Seville. UBILOC was developed on top of the CONET Integrated Testbed [22,23],
and inherits from it its main characteristics.

UBILOC includes sensors and systems widely used in localization and tracking in ubiquitous
computing systems. It includes a WSN with static and mobile nodes. The mobile nodes are used as
tags to be mounted on the targets to be localized and tracked. The static WSN nodes are deployed
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at 21 predefined locations hanging at 1.7 m height from the floor. It also includes a Wireless Camera
Network (WCN). Each node of the WCN is composed by a CMUcam3 camera module [24] connected
to a TelosB WSN node, see Figure 9b. CMUcam3 camera modules are endowed with embedded
programmable image processing capabilities. Each CMUcam3 module captures RGB images and
applies simple image processing methods. The results of the local image processing methods executed
at each camera are transmitted to the TelosB node using a simple bidirectional protocol.

FE

Figure 9. (a) Picture of the UBILOC Testbed during an experiment; (b) Nodes of the WCN: each node is
composed of a CMUcam3 module and a TelosB WSN node.

UBILOC also includes a set of mobile robots that are used as targets to be localized and tracked in
the experiments. They enable high repeatability in localization and tracking experiments. Each robot is
equipped with one 2D laser range finder and one Microsoft Kinect and an IEEE 802.11 Wireless bridge.
Each robot is capable of accurately computing its own location and orientation using the Adaptive
Monte Carlo Localization algorithm (AMCL) [25]. These location estimations are taken as the ground
truth for evaluating target localization and tracking techniques in indoor experiments.

6.2. Proof of Concept

This section illustrates with a simple example the operation of the on-line target-anchor RSSI-range
model training. The operation of the inter-anchor RSSI-range model technique is rather simple and it
is not presented.

Figure 10 shows the result of a target localization and tracking experiment performed with the
scheme in Figure 2 using the target-anchor RSSI-range model training method. The ground truth robot
location is represented in blue and the estimated target location is in red. The camera local frames are
also shown. Figure 10 shows in green the path followed by the robot between ¢t = 550 s and ¢ = 570 s.
At t =550 s anchor nodes ID1, ID2 and ID3 had their cameras off. This time is taken as k = 0 in Figure 11,
which shows in a simplified way the operation of the target-anchor RSSI-range model training between
k =0and k = 20. Figure 11a shows whether each of the involved anchor node is at its RSSI-range model
update stage—high value—or not—low value. Figure 11b shows E;, the RMS error of the target-anchor
RSSI-range model of each node along time. TH is also shown in Figure 11b.

Nodes ID1, ID2 and ID3 updated their RSSI-range model at t = 540 s. At time t = 574 s—i.e,,
k = 4—they received a RSSI Range Model Update packet from the target and started their RSSI-range
model update stage. Each node turned on its camera, gathered visual measurements, used these
measurements to estimate the target location and, with them computed E;, the RMS error of its
RSSI-range model. If E; < TH the model for node i is considered valid: it finishes its RSSI-range
model update stage and turns its camera off. This is the case of ID1, E; = 0.31 as shown in
Figure 11b. ID1 finishes its RSSI-range model update stage and turns off its camera. Between k = 0 and
k = 8, the cameras of nodes ID1, ID2 and ID3 are kept inactive. They cannot compute E; and it is not
represented in Figure 11b.
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Figure 10. Result of an experiment performed with the scheme in Figure 2 using target-anchor
RSSI-range model training: ground truth in solid (blue) and estimated location (in red).
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Figure 11. Performance of nodes ID1, ID2 and ID3 in the experiment shown in Figure 9 between second
t =550 s (k = 0) and second t = 570 s (k = 20): (a) mode of anchor nodes ID1, ID2 and ID3; (b) values of
E; of each node along time.

If E; > TH the model for node i is considered invalid: it should update its RSSI-range model.
This is the case of anchor nodes ID2 and ID3. With each new target location estimate, each of these
nodes generated a new pair (RSSI;, d; ) and used the M most recent pairs to train its RSSI-range
model using Equations (4) and (5). Every time the RSSI-range model of node i is updated, the new
E; is computed to evaluate the accuracy of the new model. Nodes ID2 and ID3 kept gathering visual
measurements and updating their RSSI-model until they satisfied E; < TH. At that time the updated
model was considered valid: the node finished its RSSI-range model update stage and turned its
camera off. In the example in Figure 11 the RMS error of the RSSI-range model of ID3 was higher than
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that of ID2. ID2 needed to update the pair set (RSSI;, d; ;) with few measurements to compute an
updated RSSI-range model that satisfied E; < TH. On the other hand, E; for node ID3 was higher and
required more measurements. At k = 17 its trained RSSI-range model achieved E; < TH, ID3 finished
its RSSI-range model update stage and turned its camera off .

In the presented target-anchor RSSI-range model training technique the cameras are active only
while gathering measurements that are used for the regression of the RSSI-range model, which represents
a low percentage of the time in the experiment. During the rest of the time the cameras are kept inactive
saving energy.

6.3. Evaluation and Comparison

Both presented on-line RSSI-range modeling methods were employed in the scheme depicted in
Figure 2 and evaluated in target localization and tracking experiments. The method using inter-anchor
measurements was implemented as described Section 4. From now on it will be called M1. The method
using target-anchor measurements was implemented as described Section 5. It is called M2.

Consider the scenario shown in Figure 12, where 21 camera-nodes were deployed hanging from
the ceiling (3 m height). The optical axis of all the cameras are also shown. The roll angle of all the
cameras were zero. The target was a robot, which motion was controlled using the Player/Stage
random walk functionality, in which it is given pseudo-random velocity commands. Figure 12 shows
in black the trajectory actually described by the robot. The target location estimated using the tracking
scheme in Figure 2 using M1 and M2 are represented respectively with dashed red lines and blue
points. In this experiment M1 achieved an average localization error of 1.83 m and, M2, of 0.47 m.
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Figure 12. Result of a target localization and tracking experiment performed in UBILOC: ground truth
is the solid black line, the target location estimated using M1 and M2 are represented respectively with
dashed red lines and blue points.

The accuracy of the presented on-line RSSI-range model training techniques was evaluated in
a set of experiments with 70 random settings and robot trajectories. The camera nodes were deployed
on the floor randomly using a uniform distribution in the range of the room size. The camera roll
and pith angles of all the cameras were zero and the yaw angles were selected such that the optical
axes pointed at the center of the room. We performed the experiments, logged all RSSI measurements
and off-line processed the logs with the scheme in Figure 2 using three different approaches: the
default RSSI-range model, method M1 and method M2. Figure 13 compares the mean localization
error obtained using the three approaches.
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Figure 13. The mean localization error obtained by the scheme in Figure 2 when using the three
approaches: Default, M1 and M2 in 70 different experiments performed in UBILOC.

In average with M1 the target localization and tracking scheme had a localization error 18% lower
than when using the default RSSI-range model. Also, with M2 the localization error was 77% lower
than that of the scheme that uses the default model. The target-anchor RSSI-range modeling provides
very accurate models. The experiments were performed assuming realistic conditions. For instance,
Figure 14 shows the Packet Reception Rate (PRR) measured experimentally during the experiments.
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Figure 14. Packet Reception Rate obtained experimentally in the described experiments.

Figure 15 shows the cumulate target localization errors obtained in the three cases: default, M1 and
M2. M2 had significantly higher accuracy: the mean error was 53 cm and the error was lower than 97 cm
in 80% of the samples. Errors were significantly higher in M1 and also in the default model.
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Figure 15. Cumulative target localization errors obtained by the scheme Figure 2 in the above
experiments when using the default model, method M1 and method M2.
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M2 provides accurate models because it estimates target location with cameras and trains the
RSSI-range model dynamically considering the local surroundings of the target and of the anchor
node. Besides, it includes self-corrective tools that improve robustness against camera errors. Table 1
summarizes the performance of the target localization and tracking scheme with the default model,
the models resulting from methods M1 and M2. In M2 the cameras were active during an average
of 11.5% of the total duration of the experiment. Considering the energy consumption of TelosB WSN
nodes and CMUcam3 modules, which can be found in their data-sheets, the energy consumed by M2
was 140.75 mW, 61% higher than in case of using the default model and method of M1, which did
not use cameras. M2 obtains localization and tracking errors similar to vision-based methods but
requires having the cameras active only during a small fraction of the experiment duration and hence,
has significantly lower energy consumption than tracking systems based solely on cameras.

Table 1. Performance when using the default model, and those resulting from methods M1 and M2.

Default M1 M2

Average localization error (m) 2.32 1.89 0.53
Average time cameras are active (% of the experiment time) 0 0 11.5%
Average sensor node energy consumption (mW) 66 66  140.75

6.4. Discussion

M, the number of measurement pairs used in RSSI-range model regression, is critical both for M1
and for M2. On one hand, higher values of M reduce inaccuracies in model fitting. On the other hand,
using older measurements reduces their capability to adapt to the changes in the scenario, particularly
in M2, which uses target-anchor measurements and the target is usually in motion.

Figure 16 shows the average target tracking error in the above experiments when using M1 with
different values of M. In M1 the models trained with fewer measurement pairs were less accurate
than those fitted with higher M. With less than 3 measurements from each anchor node, the trained
RSSI-range model obtained errors that are similar to those when using the default RSSI-range model.
It was necessary to select at least M = 5 to exploit the benefits of on-line fitting. However, the target
tracking error did not decrease when using M > 7. Taking higher M involved higher computational
burden but did not increase the accuracy of the RSSI-range model.
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Figure 16. Average tracking error in Figure 2 with M1 when using different number of measurement pairs.

Figure 17 shows the average target tracking error when using M2 with different values of M. In M2
linear RSSI-range models enable accurate fitting even when using very low number of measurement
pairs. With higher M the RSSI-range models were less accurate since the target was in motion and
with a higher number of measurement pairs the model was not fitted to the surroundings of the target
but to a wider area, loosing accuracy.
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Figure 17. Average tracking error in Figure 2 with M2 when using different number of measurement
pairs—M.

In the following, the complexity (number of operations) of M1 and M2 are estimated. Assume
that in M1 the measurements of K anchor nodes are used in the training of the RSSI-range model
of each anchor node. M is the number of measurement pairs employed in the regression. Also, the
RANSAC algorithm performs I iterations and F is the fraction of samples taken for the RANSAC
initial fitting. The complexity of M1 without outlier rejection is O(2KM). The complexity of outlier
rejection in M1 increases proportionally to the number of RANSAC iterations I. The complexity of
M1 with RANSAC is O(2IFKM). The complexity of scheme M2—without including the number of
operations to compute P—is O(M).

We take typical values for the above parameters in the experiments performed in UBILOC:
K=5 M=71=4and F =02 for M1 and, M = 4 for M2. Method M1 without RANSAC requires
NO1 =73 operations and M1 with RANSAC requires NOpy g = 537 operations. The use of RANSAC
for outlier rejection requires significant burden and the improvement in accuracy can be interesting in
some applications. Method M2 requires only NOp, = 11 operations. M2 is very efficient but requires
accurate target location estimates obtained with other sensors such as cameras. M2 is very interesting if
anchor nodes are equipped with cameras.

7. Conclusions

RSSI is the most widely used measurement for localization and tracking in ubiquitous computing
systems. RSSI can be measured by most radio modules used in COTS WSN nodes without incurring
in extra delay, computational or energy consumption costs. However, RSSI measurements are
highly affected by perturbations originated by interactions of the radio signal with the environment,
which significantly disturb the accuracy of RSSI-based localization techniques.

Most range-based localization methods use a general RSSI-range model that assumes free-space
radio propagation and considers these perturbations as noise. However, this noise is correlated
and does not satisfy the hypotheses assumed by these techniques, involving high localization
errors. Some techniques adopt a training-based approach in which they off-line learn the RSSI-range
characteristics of the environment in a prior training phase. However, the training phase is a long
off-line time-consuming process, which must be repeated if there have been changes in the environment,
lacking adaptability.

This paper deals with methods in which each anchor node on-line learns its RSSI-range model
adapted to the particularities of its environment and uses its trained model for localization and
tracking. In the presented methods the training stage is performed during the localization stage,
enabling adaptability to scenario changes. Two techniques are presented. The first method (M1)
uses the information of the location of the anchor nodes to dynamically adapt the RSSI-range model.
The second methods (M2) uses the target location estimated by anchor nodes equipped with cameras
to on-line adapt the RSSI-range model. The presented methods operate in real-time and only require
a few measurements to compute updated RSSI-range models.
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The presented techniques have been integrated in a target localization and tracking scheme based
on Kalman Filter and evaluated in experiments performed in the UBILOC Testbed. In average with M1
had a localization error 18% lower than when using the default RSSI-range model. M1 does not require
camera measurements and had the same energy consumption as the default case. The localization
error in M2 was 77% lower than when using the default model. In M2 the cameras were active during
11.5% of the total duration of the experiment, involving an energy consumption 61% higher than in
M1 or in the default case. Hence, M2 obtains localization and tracking errors similar to vision-based
methods but requires having the cameras active only during a small fraction of time, involving high
energy savings w.r.t. systems based solely on cameras.
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Appendix A. Derivation of RSSI-Models

In the basic radio free-space propagation model the following expression holds:

RSSI(D) = PO(DO0) — 101, log(D/DO), (A1)

where RSSI(D) is the value of RSSI in dBm at distance D, PO(DO0) is the strength of the transmitter in
dBm at a reference distance DO, 1, is the path loss exponent. Mathematically, Equation (A1) can be
expressed as:

RSSI(D) = —10n, log(D) + PO(DO) + 101, log(DO0) (A2)

np depends on the environment. In a model training approach DO and P0(DO0) are treated as unknowns
that are fitted during training. In a model training problem, Equation (A2) can be expressed as:

RSSI(D) = alog(D) + b, (A3)

where a = —10n, and b = PO(DO0) + 101, log(DO).

This RSSI-range model reflects the numerical relations between RSSI and range. Although it is
simple for efficient RSSI-range model training, it is actually derived as a simplification of physical radio
free-space propagation model as explained below. The linear RSSI-range model used in Section 5 is
also an experimental RSSI-range model which objective is to numerically relate the values of RSSI and
range. This RSSI-range model is computed continuously and hence it is enough to compute a simple
model valid for the surroundings of the target.
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Abstract: In this article, we survey the sensor network calculus (SensorNC), a framework
continuously developed since 2005 to support the predictable design, control and management
of large-scale wireless sensor networks with timing constraints. It is rooted in the deterministic
network calculus, which it instantiates for WSNs, as well as it generalizes it in some crucial aspects,
as for instance in-network processing. Besides presenting these core concepts of the SensorNC,
we also discuss the advanced concept of self-modeling of WSNs and efficient tool support for the
SensorNC. Furthermore, several applications of the SensorNC methodology, like sink and node
placement, as well as TDMA design, are displayed.

Keywords: network calculus; wireless sensor networks; performance analysis

1. Introduction

Many applications of wireless sensor networks (WSN) require timely actuation. For example,
industrial process automation typically consists of a multitude of sensors and actuators that are
required to interact in a very clearly-defined manner with respect to their timing. Traditionally,
in this environment, real-time conditions have to be met. While using wireless communications
and the increased complexity of modern factories makes hard real-time a more elusive goal, there is
still a need for a predictable timing behavior of the system in order to avoid catastrophic behavior.
Furthermore, WSNs have been proposed in the context of emergency response systems. Again, it is
obvious that predictable timing behavior is key to the acceptance of such systems. More generally,
many envisioned applications of cyber-physical systems (CPS) typically can be viewed as closed-loop
systems [1], in terms of control theory, such that the sensing often becomes time-critical in order to
ensure the stability of the system. As in many of the visions of CPS, using WSNs is an integral part for
the sensing requirements, it can hardly be overemphasized that predictable timing is a necessity for
WSNs in that context, as well. Consequently, a mathematical methodology to dimension, operate and
control the timing behavior in WSNss is of outmost importance.

There is a clear trend for WSNs to become of ever larger scale, and some examples can be found in
the CitySee project [2], the GreenOrbs project [3] and more generally in the emergence of the Internet
of Things (IoT), which partially can be seen as a world-wide sensor network (with many sensors
using wireless communication). Hence, a second key criterion for WSNss is the scalability of its basic
functions and, in particular, of the mathematical framework to analyze its timing behavior. To that
end, there is a clear need for a fast mathematical methodology to predict the timing behavior in WSNs.

In 2005, the sensor network calculus (SensorNC) was proposed as such a mathematical
methodology [4], and in more than a decade, it was developed to meet the special requirements
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of time-sensitive, large-scale WSNs. Mathematically, it can be viewed as a special instance of the
general network calculus, which itself is based on a min-plus algebraic formulation for the performance
analysis of queueing networks as typical in packet-switched networks [5,6].

The goal is to have a mathematical framework that allows one to compute useful performance
characteristics of WSNss such as message transfer delays, required buffer sizes and link capacities,
but also duty cycle durations, to name some of the most prominent ones. Sometimes, we may require
absolute values for, e.g., delays, if a certain application has hard real-time requirements, but sometimes,
it may also suffice to have a representative relative metric in order to compare different design
alternatives of a WSN before its deployment, for instance.

To that end, the SensorNC was customized in several dimensions and also extended over the
general network calculus to capture the special requirements of WSNs, e.g., in-network processing.
The goal of this article is to provide an overview of the efforts in over a decade of the development of
the SensorNC framework, emphasizing the most important milestones in this.

In the following section, some background on the general network calculus framework is provided,
in order to alleviate the introduction of the basic SensorNC methodology in Section 3. Advanced
concepts of the SensorNC, in particular, in-network processing, are presented and illustrated in
Section 4. Section 5 provides an overview of the self-modeling capabilities of WSNs that employ
SensorNC. In Section 6, the important aspect of tool support for the SensorNC is discussed. Clearly,
a mathematical framework such as the sensor is only as useful as the problems it can solve, and thus,
we present several examples of SensorNC applications in Section 7. Section 8 provides a discussion
and some concluding remarks.

2. Background on Network Calculus

We start with the necessary background on network calculus, before we introduce its
customization in the WSN context in the following section.

2.1. Modeling of Flows and Performance Characteristics

Network calculus models the sequence of packets that define a flow’s data arrivals as non-negative,
wide-sense increasing functions. These cumulatively count arriving data over time:

Fo={f:RT = R"|f(0)=0, Vs <t : f(t)>f(s)}.

A flow’s input, as well as its output from a system S are of interest to performance modeling.
We denote the input up to time t as R(t) and the output as R*(t). If both count the data of the same
flow, we demand Vt € R : R(t) > R*(t), i.e., the flow’s output from system S is caused by the input
to S. This causality preservation is known as the flow constraint of network calculus.

The flow definition and its causal transformation from system input to output enables us to define
first the performance characteristics.

Definition 1. (Backlog and delay) Assume a flow with input function R traverses a system S and results in
the output function R*. The backlog of the flow at time t is defined as:

The (virtual) delay for a data unit arriving at S at time t is defined as:
D(t) =inf{t > 0| R(t) < R*(t+71)}.

2.2. Network Calculus Performance Analysis

Network calculus operates on bounding functions for flow arrivals. These are derived from the
above input functions; yet, they are not defined over the time ¢ that passed until the observation of the
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flow. Instead, they are defined over the duration of an observation d. These bounding functions are
called arrival curves.

Definition 2. (Arrival curve) Given a flow with input function R, a function a € Fq is an arrival curve for
R iff
VO<d<t:R(t)—R(t—d) <a(d)

SensorNC often restricts the set of arrival curves to token-bucket-shaped traffic:
Frg = {'y,/h: RT - R |7,,(0)= o,dvo«,,,b(d): b+r- d} C Fo, 1,b>0.
>

Curves of Frp can easily be applied to bound the typical behavior of wireless sensor nodes.
Assume a node periodically measuring its environment to report data. The maximum size of
a measurement translates to parameter b that bounds the flow’s burstiness. The bound on the
subsequent data reporting rate is r = % where p denotes the sensing period.

Analyzing a network requires transformations of the bounding functions of (sensor)
network calculus. Operations in (A, +)-algebra have been established; see [5-7], respectively.
The most important operations of this (A, +)-algebraic framework over Fj are presented in
the following.

Definition 3. (A, +)-operations) The (A, +)-algebraic aggregation, convolution and deconvolution of two
functions f,g € Fo are defined as:

aggregation: (f+g)(d) = f(d)+g(d),
convolution: (f®g)(d) = inf {f(d—s)+g(s)},
0<s<d
deconvolution: (f@g)(d) = sup {f(d+u)—g(u)}.
u>0
Note that deconvolution is not exactly dual to convolution [6].
Aggregation of flows that cross a common system requires aggregating their arrival curves.

In SensorNC, the flow aggregate’s arrival curve can be computed easily if each individual flow is
constrained by a token-bucket arrival curve.

Corollary 1. (Arrival curve aggregation in SensorNC) For the aggregation of n arrival curves of Frp, it
holds that:

n
g Yribp =Y Y, Xy byt
i—

In addition to flows, network calculus also operates on functions bounding the service capabilities
of a system S. These so-called service curves are defined over the duration of observation, as well.
They bound the worst-case transformation of an input function to an output function.

Definition 4. (Service curve) If the service provided by a system S for a given input function R results in
an output function R*, we say that S offers a service curve p iff:

R*>R®8B.
In SensorNC, service is often characterized by rate-latency functions from:

FrL = {,BR,T :RT = R ‘ ﬁR,T (d) = max{O,R . (d— T)}} C Fo, T>0,R>0.
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Rate-latency functions gt € Fgri can model TDMA channel access [8] and duty cycling [9] in
wireless sensor networks.

When data are queued to be forwarded and service capacity is available, many systems guarantee
a greater amount of service than the one of Definition 4. Thus, they fulfil a stricter definition of service
curves. These service curves allow for some computations that those from the general service curve
model of Definition 4 do not.

Definition 5. (Strict service curve) Let B € Fo. System S offers a strict service curve B to a flow if, during any
backlogged period of duration d, the output of the flow is at least equal to B(d).

Network calculus often computes results for one specific flow. In cases where this flow competes
for a system’s resources with other flows, a bound on its resource share needs to be derived.
This left-over service curve can only be computed from a strict service curve.

Theorem 1. (Left-over service curve) Consider a system S that offers a strict service curve B. Let S be crossed
by two flows Ry, Ry with arrival curves oy and wy, respectively. Then, Ry’s worst-case residual service share
under arbitrary multiplexing at system S, i.e., the left-over service curve for the flow of interest, is:

B =Boar:= sup {(B—a)(u)}.

0<u<d

As stated above, service curves bound the transformation of an input function R(t) to an output
function R*(t). Given an arrival curve for R(t), they can also be applied to compute an arrival curve
for R*(t), a so-called output arrival curve:

Theorem 2. (Output arrival curve) Assume a flow f has an arrival curve «, and consider f traversing the
system S offering a service curve . After being transformed by S, i.e., at the system’s output, f is bounded by
the arrival curve:

a'(d) = (a0p)(d).

0 ifd =0
(x @ B) (d) otherwise

Note that deconvolution is not closed in Fj as (a« @ B) (0) > 0. Therefore, we slightly augmented
the operation such that its result is guaranteed to pass through the origin. Other performance bound
computations are not affected by this adaptation.

Theorem 3. (Performance bounds) Consider a system S that offers a service curve . Assume a flow f with
arrival curve o traverses the system. Then, we obtain the following performance bounds for f:

backlog: Vt € R*: B(t) < (x @ B) (0),
delay: Yt € RT: D(t) <inf{d >0| (a @ p) (—d) <0}.
Last, we present a central result of network calculus: the concatenation theorem. Concatenation

allows one to logically transform a tandem of systems into a single system whose capabilities are
bounded by a single service curve.

Theorem 4. (Concatenation theorem for tandem systems) Consider a flow that traverses a tandem of systems
Sy i=1,...,n. Each S; offers a service curve Bs, to the flow. Then, the concatenation of the n systems offers

n
a service curve @ s, to the flow.
i=1
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A system-by-system analysis of delay and backlog bounds that applies Theorems 2 and 3 does
not guarantee tight results. In contrast, the concatenation theorem facilitates tightness of bounds by
deriving the tandem’s end-to-end service curve for the flow crossing it. In particular, bounds scale
linearly in the number of crossed systems. This phenomenon is known as pay bursts only once [6].

An overview of the network calculus notation is provided in Table 1.

Table 1. Network calculus notation for functions of arrivals and service, as well as their min-plus
algebraic manipulation and performance bounds.

Quantifier  Definition

Fo Non-negative, wide-sense increasing functions passing through the origin
Yrb € FTB Token-bucket functions with bucket size b and rate r
BrT € FrL  Rate-latency functions with rate R and latency T

R; Input function of the flow originating at node i

R; Aggregate input function for all flows at node i

R} Aggregate output function for all flows at at node i

o, af Arrival curve, arrival curve of flow f

o; Arrival curve of the flow originating at node i

X Aggregate arrival curve for all flows at node i

of Aggregate output arrival curve for all flows at node i

B, Bi Service curve, service curve of node i

[31'0', 510 Left-over service curve, left-over service curve of node i

Bi @ Bj Service curve concatenation with min-plus convolution ®

B Output bound computation with (adapted) min-plus deconvolution ©
Boa Left-over service curve computation with non-decreasing subtraction
D(t), D; Delay at time t and the time-invariant delay bound at node i

B(t), B; Backlog at time t and the time-invariant backlog bound at node i

3. The Sensor Network Calculus

Provision of worst-case bounds on performance measures, such as the maximum delay that any
flow in a WSN experiences, can be achieved by the sensor network calculus (SensorNC) framework.
It was first presented in [4]. This work constitutes the first step towards concise worst-case analysis
of WSNs. The initial SensorNC was based on the analysis of single servers in isolation; end-to-end
performance bounds were derived by the addition of the crossed servers’ bounds. The concatenation
theorem from conventional network calculus and thus a holistic view on the WSN was not applied
(yet). This is due to the fact that the typical sink tree structure of the network does establishes an
interference pattern of flows that does not allow for a direct application of the concatenation theorem.
Additively-derived results are known to be more pessimistic and so are the performance bounds.
Later work on SensorNC was then targeted to taking advantage of the concatenation result.

3.1. Sensor Network System Model

WSNs are often oriented towards a single base station such that the employed routing protocol
can form a sink tree. This commonly-found class of operations can be abstractly modeled as shown
in Figure 1. Only traffic from sensors to the base station is explicitly taken into account in this
model. The majority of traffic flows in this direction. Traffic in the opposite direction, e.g., topology
control messages or node configurations, can be considered in the service curves for sensor-to-sink
communication; for instance, by assuming strict priority. Overall, the network calculus model arranges
the sensor nodes as servers in a directed acyclic graph as depicted in Figure 1.
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Figure 1. Sensor network model.

The system model takes the following aspects into account: each sensor senses its environment,
reports data to the sink and forward measurements generated by other sensors in the network, i.e.,
the traffic seen by any sensor i consists of an input function R; derived from its own sensing and, in case
it is not a leaf node in the sink tree, the forwarded data from its child nodes child (i, 1), ..., child (i, n;),
where 1; denotes the number of these nodes connected to sensor node i. As all of this input data are
forwarded by sensor i, an output function R; results. This output function is processed by sensor i’s
parent node.

3.2. Incorporation of Network Calculus Components

In this section, we incorporate the basic network calculus components, i.e., arrival curves and
service curves, into the network system model. We make use of the simplicity of the SensorNC sink
tree where each sensor has exactly one parent node. For a detailed treatment of modeling generic
feed-forward networks, see [10].

Each sensor in the network is crossed by at least one flow. Their aggregate defines the total input
to sensor 7, R;. The total input function is composed by the sensor’s sensed input and the output of its
child nodes:

n;
Ri=Ri+ Y Riyiagi)- M
j=1
We can derive an analogous description with network calculus arrival curves and operations
applied to them:

1
8=+ ) (i) @
j=1
where &; denotes the arrival curve for R;. It is composed of the arrival curve for the input sensed by
sensor i, &;, and the aggregation of its child nodes’ output arrival curves. As an example, we could use
simple token-bucket functions to model these inputs.

Next, service curves need to be incorporated. Specifying them is subject to the packet scheduling
applied by the respective server. In a WSN, an additional impact factor is the link layer characteristics.
For instance, duty cycling may be applied to achieve predefined energy-efficiency targets and thus
impacts the service curve by periodical unavailability of the medium access. We model such a periodic
service curve in the following. Assume the full medium capacity C is periodically available after
an initial delay T, i.e., a TDMA medium access pattern results after this delay (see Figure 2). Let the
TDMA frame duration be f and assume a sensor node receives s time units of service within a frame.
From this information, we can compute T, the maximum initial medium access latency that can be
experienced, as T = f — s. To establish independence from the start of observation, the sensor node
cannot be assumed to receive service during an initial duration of observation of T, and the service
curve is zero. Then, the node receives service for the duration of its share of the TDMA frame. That is,
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from T to T + s, the service curve will have a linear segment of slope C until it reaches sC. For the
remainder of the TDMA frame, i.e., from T + s to T + f, service is unavailable again, and the service
curve remains at sC. With the start of the next TDMA frame, the shape of the service curve from T to
T + f is repeated; it actually repeats indefinitely with a period of f. A similar service curve structure
was proposed for 802.15.4 networks [11]. This curve can be approximated with a rate-latency service
curve consisting of only two linear segments [12,13]: Bg r(t) = max (R(t — T),0) with R = %C and
T = f —s. In Figure 2, this fluid version of the TDMA service curve is labeled B.

<! TDMA service curve /.7
; S- time (t)
T (

Figure 2. TDMA service curve.

3.3. Calculation of Network-Internal Traffic Flow

When incorporating the required network calculus components into the system model, we added
output arrival curves of servers. Next, we present their computation in a sink tree network. The traffic
a sensor node i forwards to its parent sensor node is constrained by arrival curve:

a;‘ = 5(,‘@,3,‘. 3)

Equation (3) can be expanded to a recursive computation by considering the output of child nodes
as given in Equation (2). However, making use of the sink tree structure of the network allows for
the iterative computation of all &} given by Algorithm 1. Note that this procedure requires perfect
knowledge about the sink tree structure to correctly handle aggregation of flows in Step 3.

Algorithm 1: Computation of network-internal traffic.

1. Assume a sink tree network consisting of n sensor nodes; all arrival curves a; are given at the locations
sensed input enters the network and service curves f; are known for all sensor nodes, i = 1,...,n.

2. The output arrival curve computation for leaf nodes strictly follows Theorem 2:

(@) af = a;0B; where sensor i is a leaf node.
(b) Mark every sensor i as “calculated”.
3. Continue with a non-leaf node i whose child nodes are all marked “calculated”, but is not marked itself.
We apply Equation (3):
(@ of = (oci + ):}":1 “:hild(z',j)) ©PB; where child (i, j) are the n; child nodes of non-leaf sensor i that
were marked “calculated”.
(b) Mark non-leaf sensor i as “calculated”.

4. Check if all sensor nodes just below the sink are marked “calculated”.

(a)  Yes: the algorithm terminates.
(b) No: repeat Step 3.
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3.4. Calculation of Performance Bounds

After the arrival curves for network-internal traffic flows are computed, we can also compute
performance bounds according to Theorem 3. For instance, the buffer requirements of sensor nodes B;,
a performance metric of interest for the bottleneck nodes directly below the sink:

Bi = v(a;, Bi) = sup{ai(s) — Bi(s)}, @

s>0

Similarly, the per-node delay bounds D; are computed with the given arrival and service curves:

Di = h(w, i) = S‘i]g{inf{f >0:a(s) < Pi(s+71)}H- ®)
S

These derivations constitute SensorNC'’s original node-by-node computation of performance
bounds [4]. In order to compute a flow’s end-to-end delay bound, the per-node delay bounds along
its path are added up. This approach is known as the total flow analysis (TFA) of network calculus.
It does not benefit from the pay bursts only once (PBOO) phenomenon.

A more sophisticated approach is required to benefit from more advanced network calculus
phenomena and thus derive more accurate end-to-end delay bounds. PBOO can be achieved
by first computing the left-over service curve for every server on the flow of interest’s path
(application of Theorem 1). Then, these left-over service curves are concatenated with Theorem 4
before the delay bound is computed. This approach is known as the separated flow analysis (SFA) of
network calculus and its application in SensorNC was proposed in [11] where the improvement over
TFA is also given.

The third phenomenon to tighten end-to-end delay bounds in network calculus is called pay
multiplexing only once (PMOO). In case cross-traffic flows are multiplexed with the flow of interest on
multiple consecutive nodes (as is common in sink trees), it prevents their burstiness from impacting
the derivation multiple times. This is achieved by applying the concatenation theorem as early as
possible, i.e., before the application of Theorem 1.

We illustrate the impact of advances in the SensorNC analysis by an example. Consider the
simple sink tree network depicted in Figure 3. Computing delay bounds proceeds as discussed above:
TFA computes an additive end-to-end delay bound; SFA computes per-node left-over service curves;
and PMOO concatenates before the left-over computation:

DA = h(ay + g, B1) + 1 (a1 +a2) @ Br, B2)
DA = h(ay,[B1ear] @ [Bro (2@ p1)])
DPMOO  — i (ay, [(B1 ® B2) © aa])

Q2

a | |
flow of interest

Figure 3. Simple example to illustrate bounding methods.

Assume rate-latency service curves 1 = B = B3 and token-bucket arrival curves &y = ay = 71 1.
Then, we compute the following delay bounds: DTFA = %, DSFA = 3 DPMOO = 1. As expected,
PMOOQO results in the most accurate bound. In our example, TFA outperforms SFA, yet only because it
implicitly assumes FIFO multiplexing (when computing the horizontal deviation for the total flow
aggregate at each node) instead of the more pessimistic arbitrary multiplexing assumption of SFA
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and PMOO. Nevertheless, in larger sink tree networks, application of the SensorNC SFA usually
outperforms the TFA [11].

More details about the PMOO analysis for general feed-forward networks, including its relation
to other network calculus analyses, as well as an in-depth discussion, can be found in [14,15]. In sink
tree networks, a specialized version can make use of the network structure. Similar to Algorithm 1,
perfect knowledge about the locations of aggregation of flows and the lack of demultiplexing due to
their common sink are exploited in Algorithm 2.

Algorithm 2: Sink tree PMOO analysis.

1. LetM = {1,...,k} be the set of nodes, each providing a service curve f;; a flow of interest is
traversing on the way from its source to the sink. The interfering traffic, from the perspective
of the flow of interest, at node i is denoted as «; (see Section 3.3).

2. Let B9y = b with:
0 ift <d
da(t) = { o otherwise

where ¢ is the neutral element of the min-plus convolution.
3. Starting from the sink node k, going to Node 1, the source node of the flow of interest
calculate left-over service curves for node i as:

o= (B op) on

4. Lo is the left-over service curve for the flow of interest.

4. Advanced SensorNC: In-Network Processing

In the previous section, sensor nodes were abstracted as simple communication resources. Clearly,
this can only be a very coarse-grained abstraction. In many wireless sensor networks, some form
of in-network processing is applied to the data before it is delivered towards the sink. This is,
e.g., often done in order to save energy by data aggregation. Therefore, computational resources,
i.e., the usage of the processing unit, should be factored into the SensorNC model of nodes. As the
workload units differ between communication and computation, we need new modeling elements that
translate between the usage of communication and computational resources. In [16,17], such elements
have been introduced as workload transformations or scaling elements, respectively. Though being
conceptually very simple components that translate, for instance, a number of bytes received from
other sensors into a worst-case sequence of processing steps, they complicate the end-to-end analysis
since they build up “walls” between the different resources, effectively inhibiting the direct usage of
the concatenation result. Nevertheless, we show that an end-to-end-analysis can still be performed
by moving the scaling elements such that simultaneously, the analysis becomes feasible and no
compromise of the worst-case occurs.

4.1. Background on Data Scaling in Network Calculus

Next, we introduce the necessary background on scaling elements as presented in [17].

Definition 6. (Scaling function) A scaling function S € F assigns an amount of scaled data S(a) to an amount
of data a.

Scaling functions are a very general concept and serve as a model for any kind of data
transformation in a network calculus model. Note that they do capture any queueing-related effects;
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consequently, scaling is assumed to be done infinitely quickly. Queueing effects are captured by the
service curve element.

Definition 7. (Scaling curves) Given a scaling function S, two functions S, S € F are minimum and maximum
scaling curves of S iff Vb > 0; it applies that:

195}
—
5
=
IN

inf {S(b+0) - S(a))
S(b) > sup{S(b+a)—S(a)}

a>0
In [17], it is shown that maximum scaling curves should be sub-additive and minimum scaling
curves super-additive. Otherwise, they can be enhanced by computing their super-additive resp.
sub-additive closure.

Theorem 5. (Alternative systems) Consider the two systems in Figure 4, and let R(t) be the input function.
System (a) consists of a server with minimum service curve B whose output is scaled with scaling function S,
and System (b) consists of a scaling function whose output is input to a server with minimum service curve Bg.
Given System (a), the lower bound of the output function of System (b), R, that is S(R) ® s, is also a valid
lower bound for the output function of System (a) if:

The implication of this theorem is that performance bounds for System (b) are also valid bounds
for System (a), that is a scaling element can be moved in front of a service curve element if we apply
the minimum scaling curve to the service curve of the respective component.

Rg Rs
Scaling [,S] Server @9
R Rs
Server Cﬂ) Scaling [S]
R R

(a) (b)

Figure 4. Alternative systems.

The effect of scaling on the arrival constraints of a flow is stated in the following corollary.

Corollary 2. (Arrival constraints under scaling) Let R be an input function with arrival curve « that is fed
into a scaling function with maximum scaling curve S. An arrival curve for the scaled output from the scaling

element is given by:
as = S(a).

Not that, if the arrival curve a and maximum scaling curve S are tight, then the scaled arrival

curve S(a) also is.
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4.2. Data Scaling in Sink Trees

With the aid of the scaling element, a much more comprehensive model of a WSN that integrates
the processing besides the communication resources can be facilitated. Figure 5 illustrates the advanced
SensorNC model.

R*

T

.-~ Sensor Node i

dwoogasua sS

~~: Sensed input

: Multiplexer * *
@ Rchild(i,l) Rchild(i,2)

Figure 5. Advanced sensor network model.

Besides the scaling elements, a multiplexing element is also introduced. The multiplexing element
enables an explicit modeling of the aggregation of a set of flows, for instance arbitrary, FIFO or
using strict priorities between flows. Thus, data flows arriving from predecessors in the sink tree are
multiplexed and then scaled in order to transform them into local processing demand. The local sensing
data are taken into account by a scaling element just before they are multiplexed with the other data
flows. The overall aggregate is then processed by the sensor node modeled by a service curve B"?.
As the amount of data that are forwarded downstream depends on how the processing is, for example,
able to compress the data flow by, e.g., data aggregation, another scaling element translates the flow
back to the required communication resources before it is served by the communication subsystem of
the sensor node represented by another service curve element """,

The challenge of this new advanced SensorNC model lies in the scaling elements that prevent an
immediate end-to-end analysis following the PMOO principle. Yet, building on the theory from the
previous subsection, we can shift all of the scaling elements upstream across service curve elements in
order enable a true (PMOO) analysis again. The only remaining challenge is the shifting of scaling
elements across multiplexers. In the following theorem, we prove a sufficient condition that allows
this shifting without compromising the worst-case semantics.

Theorem 6. (Shift of the scaling element across the multiplexer) Assume a situation as depicted in Figure 6,
i.e., two flows are multiplexed and then fed into a scaling function S with maximum scaling curve S and
minimum scaling curve S. Provided that the minimum scaling curve is super-additive and the maximum scaling
curve is sub-additive, we can transform System (a) into System (b) without improving the worst-case scenario in
System (b) over the one in System (a).

Proof. This can be found in [18]. [

Consequently, all of the scaling elements can be moved to the sources of traffic. In principle,
all of the input to the system is translated to the same resource units before entering a system of
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“homogenized” servers, such that we can apply the end-to-end concatenation-based techniques from
Section 3.

Rg Ry

Scaling S Multiplexer

R
muttiplexer (4 Scaling
R&z R
(a)

Figure 6. Scaling element with multiplexer.

Rg Rgo
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4.3. Effect of Scaling Element Movement on Model Components

To make the method of scaling element movements more tangible, let us briefly illustrate its
effect on the other modeling components. We base this discussion on simple, yet very commonly-used
modeling component instances. In particular, we assume token-bucket arrival curves v, , € Frp as
arrival curves and rate-latency service curves fr 1t € Fgr. As the maximum scaling curve, we also
assume a token-bucket function 1, 5, and as minimum scaling curve, we take a rate-latency curve
BRrs,Ts- This form of maximum scaling curve is sensible as it can capture the fact that a small number
of bytes received might result in a high demand on the computational resources, whereas for larger
amounts of received data, this effect degrades. For the minimum scaling curve, the reasoning is just
the other way around. Now, when we shift the scaling element across a service curve element, we need
to compute the new service curve as:

S(B) = Brs, 15 © PrRT = ﬁRsR,TJrTTS/

where o denotes the concatenation of functions. Hence, the resulting service curve is again of the
rate-latency type with a suitably scaled rate and an increased latency.

If the scaling elements have been shifted to the sources of traffic, i.e., the sensing inputs, their
effect on the arrival constraints can be calculated as:

S(“) = Yrg,bg © Vr,b = Yrgrbg+rsh

Thus, the arrival curves of the scaled traffic flows remain token buckets with again suitably-scaled
rate and increased bucket depths.

Moving scaling elements across multiplexers has been discussed in the previous section and does
not alter the multiplexers. That is true for any multiplexing, be it arbitrary, FIFO, priority-based or
any other.

4.4. Numerical Experiment

In this section, we perform a set of numerical experiments to investigate the performance benefits
of a holistic SensorNC analysis using the PMOO result and the shifting of scaling elements from
Section 4.2 compared to a node-by-node approach based on the total flow analysis (TFA) from
Section 3.4.
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4.4.1. Experimental Design

At first, we create a set of WSN topologies by randomly placing n sensor nodes on a square
field using a uniform random distribution. All nodes have a transmission range of 20 m such that
connectivity is likely achieved (if not, the corresponding topologies are discarded). The sink node is in
the middle of the sensor field, and the sink tree is built from a shortest path algorithm. For statistical
significance, we evaluate 10 topologies for each experiment scenario. In all experiments, we selected
n = 100 nodes and a sensor field of 100 m?.

The parameters relating to the sensor nodes resemble MICAz motes from Crossbow Technology
Inc. (Milpitas, CA, USA) [19]. A transmission rate of 250 kbps is used; as MAC, we assumed
a TDMA-based scheme that uses a duty cycle of 1% and a TDMA frame length of 100 ms.
Thus, the communication service curve is given as B = By 5[pps],0.0095)- As the packet length,
36 B TinyOS packets are assumed. With respect to computational resources, the MICAz has an Atmel
ATmega 128 L microcontroller operating at 8 MHz. Assuming an average of four cycles per instruction,
its raw capacity amounts to 2 MIPS. Under the realistic assumption that the processor also performs
other tasks, for instance network control operations, and that a power management scheme with
certain sleep periods in low power modes is applied, we select its capacity for data processing to be
10% of its full capacity with a worst-case latency of 1 ms. Hence, the service curve for computation is
given by B = By a1ps)0.001s)-

From the scaling elements, we employ token-bucket functions for the maximum scaling curves
and rate-latency functions for the minimum scaling curves. The maximum scaling curve that translates
between communication and computation resources is set as geommzeomp. _ Y5000(Instr./ p),blInstr), that is
areceived packet results in 5000 instructions, and deviations from this are captured by the bucket depth
b, which varies in the experiments. The minimum scaling curve is set to S©""2¢0MP — Bsooo(1nstr./ p), T[p]
with the latency parameter T also being varied in the experiments. Along the same lines, maximum

and minimum scaling curves for the translation between sensing and computation resources are set

gsense2comp sense2comp __ . i i
as S = Y6000[Instr./p| blInstr] and S P = Beooo[1nstr./ p), T[p); here a higher computational

demand for sensing is assumed because raw sensing values are given priority. Rescaling computation
into communication resource demand is selected to be roughly inverse to the other scaling elements
while also capturing some compression because of, e.g., data aggregation.

The data arrival from local sensor are modeled by a token bucket g 1(,/4] 1], that is we assume
a packet to be created every 10 s with a burst due to an instantaneous packet arrival.

Clearly, many of these settings seem somewhat arbitrary and differ from scenario to scenario,
yet they are from realistic settings and should thus be fairly representative.

With the aid of the DISCO Deterministic Network Calculator [20,21], we next present the results
from the comparison between holistic and component-wise analysis (the DISCO Deterministic Network
Calculator is publicly available under https://disco.cs.uni-kl.de/index.php /projects/disco-dnc.)

4.4.2. Benefit of End-To-End Analysis

At first, in a baseline comparison, minimum and maximum scaling curves are assumed to be
identical and pass through the origin. In Figure 7, we can observe the SensorNC outcomes in terms of
delay bounds for the holistic and component-wise methods for 10 different random topologies with
100 nodes each.

The holistic PMOO is superior to the TFA, which results in delay bounds up to 1.9-times higher
than for PMOO.

Sometimes, we cannot assume identical minimum and maximum scaling curves as in the previous
experiment because of non-determinisms in the actual processing. However, often, we can use
upper and lower bounds on the amount of processing that is required, i.e., we can model this by
differing minimum and maximum scaling curves. However, this bounding may adversely effect the
performance of the PMOO analysis method. In order to provide more insights into this, we next change
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the minimum and maximum scaling curves to be no longer passing through the origin, but move the
maximum scaling curve a bit upwards and shift the minimum scaling curves to the right. Therefore,
they are drifting apart from each other, i.e., we set the bucket depth parameters of the maximum
scaling curves, as well as the latency parameters of the minimum scaling curves incrementally higher

. . - s
until certain limits are reached. These limits are: for 5 "7

for eomm2comp ihe maximum latency is 0.006; for geensezcomp , the maximum bucket depth is 300;
for §5¢"5¢2C0MP the maximum latency is 0.006; for S, the maximum bucket depth is 0.006; for S«"* 2comm

the maximum latency is 240.

, the maximum bucket depth is 240;

5
‘TFA‘III*
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Figure 7. Baseline comparison between pay multiplexing only once (PMOO) and total flow analysis
(TFA) for different scenarios.

In Figure 8, for both methods, we can observe the average delay bounds for 10 random topologies
under different expansion factors, with the expansion factor as the percentage of how much the drifting
limits have used.

delay bound [s]

0 1 1 1 1 1 1 1 1 1
0O 10 20 30 40 50 60 70 80 90 100
expansion ratio [%]

Figure 8. Investigation of PMOO vs. TFA under the drifting apart of maximum and minimum
scaling curves.

Again, the PMOO performs superior to the TFA, and a certain amount of drifting between
maximum and a minimum scaling curve are reached. After this point, the TFA becomes actually better
than the PMOO as the uncertainty about the scaling becomes too large. Therefore, it can be wise to
perform both SensorNC analyses.

5. Towards Self-Modeling Sensor Networks

In large-scale WSNs, any form of centralized control is often undesired if not impossible. Instead,
a self-organized paradigm is followed; thus, it is consequent to also perform the modeling in
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a distributed, network-internal manner. The model is supposed to allow the WSN to act accordingly,
e.g., by distributed decision on the admission of certain additional sensing tasks.

For such a self-modeling with SensorNC, the two basic pieces of modeling information are:
the residual service a sensor can offer, i.e., the left-over service curve, and the arrival curve valid for
a flow at a certain location in the network. The left-over service curve is the result of an analysis that
requires the bound on interfering traffic. Deriving the arrival curves for interfering traffic, on the other
hand, requires executing the deconvolution of flow arrivals with (left-over) service curves according to
the exact shape of the sink tree. For this reason, general network calculus relies on the global view of
the network and thus does not support self-modeling in WSNs. In this section, we present a way how,
in a restricted, but practically very relevant setting, the SensorNC computations can be distributed
over the WSN’s sink tree network such that self-modeling is realized. We achieve self-modeling by
rephrasing the SensorNC analysis, in particular the output arrival curve presented in Sections 3.2
and 3.3, as well as the PMOO analysis in Algorithm 2 where these curves are used. In order to do
so, we need to restrict the curve shapes for modeling and analysis to the oftentimes used rate-latency
service curves f = Brr € JFRri and token-bucket arrival curves &« = 7,;, € Frp. Then, the three
network calculus bounds can be computed as follows:

Corollary 3. (Performance bounds in SensorNC) Consider a sensor node that offers a service curve p = Brr €
FRrr. Assume a flow f with arrival curve & = vy, ;, € Frp traversing this node. Then, we obtain the following

SensorNC performance bounds:
: 0 ifd =0
output arrival curve: Vb (d) = (%,b %) ﬁR,T) (d) _ lf '
Yrb+r1 (d) otherwise,

backlog: Yt e RT: B(t)=b+r-T,

delay: Yt € RT: D (t) = T+%.

Calculating the bound on network-internal traffic at any location uses aggregation and
deconvolution. Given the above restriction of curve shapes, the following property holds for the
combination of these operations.

Lemma 1. (Distributivity of © with respect to +) For any aft, af2 € Frgand p € Fry, it holds that:
(afl +afz> 0B = ahop+alop.
Proof. Leta/l = Yribys a2 = Yry b, and B = Br . From Corollary 3, it follows that:
(af] + afz) op = ((%‘1,171 + 'yrzrbz) ®/SR,T) (d)
= (771+V2,b1+172 @ ﬁR,T) (d) .
If d = 0, we have a/1 a2 (d) =0, and for d > 0, we get:
(')'rlJrrz, b1+by % ﬁR,T) (d) = <771+r2, (b1+b2)+(71+72)-T) (d)

= ('le by+r1-T + 'er,b2+r2<T) (d)

(')/rl by+rq- T) ) + (71‘2,b2+r2-T) (d)
(Yrb @ BRT) () + (Yry0, @ Br,T) (d)

(18 @+ (w508 )
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Moreover, the composition rule of O follows from f @ g ©h = f @ (g ® h) [6] by an argumentation
similar to Lemma 1. The above distributivity and the composition rule allow one to compute the
network internal output arrival curve of Algorithm 2 with a new SensorNC concatenation theorem.

Theorem 7. (SensorNC concatenation theorem) Consider a sensor node s; in a sink tree that is crossed by a set
of flows F = fi,..., fu with arrival curves af1, ..., afr € Frp. For the purpose of their aggregate output
arrival curve calculation, the share of service offered to each flow f € F from its source to s; within this aggregate
is the concatenation of the service on its path. Then, the entire flow aggregate’s output is bounded by

_ L(f.si)
o= ) (“f o Q ﬁP(fJ))
i=0

fer

where L(f,s) is the location (index) of sensor node s on f’s path, and in reverse, P(f, i) denotes the
sensor at location (index) i on f’s path. Applying Corollary 3 and the composition rule, we can rephrase the
equation to:

& = 77;‘51’
with
_ L(f.5i)
7,‘ = er and bl‘ = Z <bf+7f Z TP(fl]))
feF feF j=1
Proof. Can be found in [22]. O

Using this result in the PMOO analysis of Algorithm 2 requires separating the flow of interest
from its interfering traffic. To do so, Theorem 7 can be applied to a the subset of flows F’' C F not
including the flow of interest.

This reformulated computation’s decisive improvement for a self-modeling WSN is the change
from a total output arrival curve for an flow aggregate to an aggregate of flow-local results.
The computations only make use of individual flow’s arrival curves and the service curves of servers
they cross. Information about the sink tree network’s exact shape, merging locations with other flows
or left-over service curves, are not required. Figure 9 illustrates the flow-locality of the computation.

;&a&%
SN e

Figure 9. Sink tree network with flow aggregation (left) converted to a set of flow-local views by
Theorem 7 (right).

Applying the new method from Theorem 7 instead of the conventional one of Section 3.3 has
several practical advantages for self-modeling WSNs:

Complete model with low communication overhead: Flow-locality enables one to overcome
the need for an additional protocol such as Deluge [23], distributing the information required to
derive network-internal arrival curves and left-over service curves. Each flow’s arrival at a server can
be calculated hop-by-hop without compromising accuracy. A flow can carry information about its
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current arrival bound as payload, pushing the information to all sensors concerned. From all of the
flows crossing them, sensor nodes can derive their local delay bound and backlog bound, as well as
their left-over service curves. Thus, the network model is updated continuously, i.e., independent of
a polling interval, with only a small payload overhead.

Local reaction to changes: The flow-locality also affects the recomputation effort in the case
of parameter modifications. Using the conventional method, the locality of a modified parameter
did not matter much due to the complex setting of flow aggregation locations; a change to a single
parameter always invalidated a large amount of the derivation’s intermediate results and triggered
expensive recomputations, usually of the entire subtree. Theorem 7 prevents such an invalidation from
spreading to flows not directly affected by a change, e.g., flows not crossing a sensor that adapted its
rate, and thus enables a quick reaction to changes.

6. Tool Support

The DISCO Deterministic Network Calculator (DiscoDNC) [20,21] offers tool support for network
calculus in general, as well as specialized SensorNC optimizations. For both, the DiscoDNC builds
upon an implementation of piecewise linear curves and the network calculus operations. A recent
overview of its core architecture can be found in [24].

The DiscoDNC implements the three analysis methods on the path of the flow of interest discussed
in Section 3.4, TFA, SFA and PMOO analysis, as well as some more [25,26]. Additionally, the DiscoDNC
provides methods to bound interfering flows’ descriptions when they enter the flow of interest’s
path. Alternatives either implement the pay bursts only once principle (Section 2) or the PMOO
principle. They either aggregate the interfering flows or execute a per-flow computation during
the computation [27], and all alternatives can be augmented with an additional output burstiness
restriction [28]. Thus, the DiscoDNC comprehensively covers a wide range of alternative analyses
proceeding from generic network calculus.

For SensorNC, only a subset of these alternatives is relevant. For example, neither TFA nor
SFA can outperform PMOO on the flow of interest’s path. On the other hand, SensorNC offers
specific solutions exploiting the oftentimes used token-bucket arrival curves and rate-latency service
curves and the network’s sink tree topology. For both of these specialized settings, the DiscoDNC
implements separate code paths, as well. In particular, efficient computations of convolution and
deconvolution of token-bucket arrival curves and rate-latency service curves are provided alongside
the SensorNC concatenation theorem presented in Section 5. These specialized code paths are also
suitable to demonstrate the reduced computational demand of SensorNC compared to generic network
calculus [22]. Figure 10 shows such a comparison:

In Figure 10a, every flow’s delay bound in a homogeneous sink tree with 100 sensor nodes is
computed. Arrival curves are set to & = <y 1; service curves are § = f751; and the sink tree is randomly
created with a maximum of five child nodes per sensor, as well as a maximum sink tree depth of 20.
Whereas an alternative approach to achieve flow locality for self-modeling results in considerably
worse delay bounds, the generic network calculus approach without flow locality and the SensorNC
approach presented in the previous section yield the same delay bounds.

For a second set of results, we randomly created 40 sink trees of sizes up to 1000 sensor nodes.
Each flow in each sink tree network was analyzed with generic network calculus (no flow locality)
and SensorNC. The reduction of computation times achieved by SensorNC is shown in Figure 10b.
Whereas the reduction is negligible in very small sink trees, it first rapidly increases and stays at a
level of about five-times, although slowly decreasing with the WSN's size. Thus, the available tool
support provided by the DiscoDNC shows that SensorNC can achieve the same accuracy as generic
network calculus, yet at a fraction of the computational cost; a crucial improvement for deployment in
self-modeling WSNs.
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Figure 10. Generic network calculus computations vs. sensor network calculus (SensorNC): (a) delay
bounds and (b) computation time reduction.

7. SensorNC Applications

In this section, we display several application examples where the SensorNC framework
was instrumental.

7.1. Optimal Sink Placement

In many WSN applications, it is desired to collect the information acquired by sensors for
processing, archiving and other purposes. The station where that information is required is usually
the sink. For large-scale WSNSs, a single-sink model is not scalable since message transfer delays,
as well as energy consumption of the sensor nodes become prohibitive, due to the fact that most of
the nodes would be far away from the sink, and thus, many hops must be traversed before the sink
is reached. As a result, response times become excessive, and the lifetime of the WSN becomes very
short. Therefore, it is sensible to deploy multiple sinks so that messages reach their destination with
less hops, and consequently, response times are decreased and energy saved.

If sinks are placed in good locations, this can reduce traffic flow and energy consumption for
sensor nodes. In particular, we focus on strategies to minimize the maximum worst-case delay, which is
important for any timely actuation based on the information collected by a WSN.

In mathematical terms, we can pose the problem as follows:

min. D;
cmax AP}

with:

Di=f (T\ﬁf E)
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p= <p§X)’ pgy) ) =1,
§= <S;X)’ s]('y)>j:1,m,k
Pi,Si€ F

Here, n denotes the number of sensor nodes, and 7 is the vector of their locations in the sensor field
F; these locations are assumed to be given. The values D; are the worst-case delays for each sensor
node i. By minimizing the maximum worst-case delay in the field, it is ensured that response times
are balanced as much as possible. k is the number of sinks, and the vector § contains their locations;
these locations are the actual decision variables of the optimization problem. This is somewhat hidden
by the fact that the delays D; are only indirectly, affected by the choice of the sink locations, because
as a first-order effect, the D; are a function of the topology 7 in which the WSN organized itself in
the data flow towards the sinks and the arrival and service curves of the sensor nodes, denoted as a
and § in the formulas above. While the arrival and service curves are parameters for a given WSN
scenario, the topology is, in turn, a function of the nodes’ locations, the routing algorithm R and the
sinks’ locations 5, where however only the sinks’ locations are variable, and the other two are again
given parameters. Note, in particular, that we assume the routing algorithm to be given and not to be
subject to the optimization. Although this could in principle be done, it would aggravate the problem
further and is therefore left for further study.

Therefore, in principle, we face a continuous optimization problem where the objective function
is to minimize the maximum worst-case delay in the field subject to constraints that ensure that each
sensor node is connected to a sink (possibly via multi-hop communication, determined by the routing
algorithm), as well as some geographic constraints. Due to the highly non-linear, jumpy behavior of the
worst-case delay function f and thus of the objective function, which results from the formulas derived
by sensor network calculus, the direct solution of that optimization problem is practically infeasible.

Therefore, a heuristic strategy for the sink placement problem that minimizes the maximum
worst-case delay in WSNs based on the sensor network calculus framework was developed: genetic
algorithm-based heuristic for sink placement (GASP). The crucial insight used by the GASP is that
the continuous optimization can be reduced to a combinatorial optimization by identifying so-called
regions of indifference, in which any location results in the same delay performance, and thus, a single
location for such a region can be selected as a candidate. More details can be found in [29,30].

The performance of the GASP was analyzed in comparison to two other strategies. One is an
optimal strategy, called OSP , based on an exhaustive search over the set of candidate locations
(only feasible in small scenarios) which serves as an upper bound for the performance achievable by
the GASP, and the other one is a Monte Carlo-based strategy, called MCP , that should serve as lower
bound on the performance that can be expected from the GASP.

7.1.1. Small-Scale WSNs: Comparison between OSP and GASP

In this set of experiments, we analyze the worst-case delay for GASP and OSP for different,
but relatively small network sizes of 30, 50 and 100 nodes. The number of candidate locations for the
sinks were about 450, 950 and 2200 for the 30-, 50- and 100-node network, respectively. The number of
sinks was restricted to two, since for the 100-node network, this already meant that the OSP strategy
had to evaluate (22200) = 2,418,900 different combinations of sink placements. Each evaluation consists
of 100 per-flow delay analyses, resulting in a total run-time of the OSP of several days. For the GASP,
on the other hand, we chose a population size of 40 individuals, and the number of generations was
set to 200, resulting in only 8000 different sink placements that where evaluated in only a few minutes.
The worst-case delay results for the best sink placements found by the GASP and OSP are shown in
Figure 11.
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Figure 11. The worst case delay comparison of OSP vs. GASP.

As can be observed, the GASP performs very well in comparison to the OSP: for the 30- and
50-node network, it actually finds the global optimum; only for the 100-node case, the best sink
placement found by the GASP lies slightly above the one found by the OSP (8.02 s vs. 7.70 s).
That should be considered a success of the GASP since with a computational effort that is several
orders of magnitude lower than for the OSP, it achieves almost the same quality of solutions.
Whether this holds true for larger-scale scenarios is difficult to assess as the OSP is prohibitively
computationally expensive. Therefore, in the next subsection, we compare the GASP against the MCP
in larger-scale networks.

7.1.2. Large-Scale WSNs: Comparison between MCP and GASP

The question we address in this experiment is whether the GASP constitutes a more intelligent
search strategy than a pure random search like the MCP. In fact, there would even be the possibility that
the MCP could outperform the GASP. This would be the case if the GA operators were poorly designed
and would mislead the GASP in areas of the search space that are fruitless. Therefore, in a certain
sense, the following experiments also validate the design of the GASP heuristic.

7-
61 O MCP
5 @ GASP
C
3
35
>
o
S 2
1.
o U
2 3 4 5 6 7

number of sinks

Figure 12. The worst case delay comparison of MCP vs. genetic algorithm-based heuristic for sink
placement (GASP).

We investigate a 500-node network with up to seven sinks for 10 different scenarios, i.e.,
10 different node distributions. For each of the scenarios, this resulted in approximately 13,000

candidate sink locations, so that at maximum, the search space becomes as big as (13'300) =]
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1.24 x 10?°. On the other hand, for the GASP, we used a population size of 100 with 100 generations
until termination, resulting in 10,000 sink placements being evaluated for their worst-case delay.
We allow the same amount of evaluations to the MCP. In any case, it is clear that this amount of sink
placement evaluations constitutes only a tiny fraction of the overall search space.

The results (averaged over the 10 scenarios) of these experiments are shown in Figure 12.
This analysis shows that the GASP performs better than the MCP at the same amount of computational
effort. For the GASP strategy, the worst-case delay improves from 12 s to 5.7 s to 4.1 s to 3.2 s to
2.7 s to 2.3 s to 2.0 s for the one- to seven-sink scenarios, respectively. For the MCP, the worst-case
delay improves from 14.1 s t0 6.6 s to 5.0 s to 4.2 s to 3.3 s to 3.2 s to 2.5 s for the one- to seven-sink
scenarios, respectively. The delay difference between the two strategies is roughly between 0.5 s and
2 s. This shows that the GA operators do something sensible as the GA search improves on the pure
random search of the MCP. Besides, these numbers also give a feeling what the delay vs. number of
sinks tradeoff looks like. Moreover, the confidence interval of MCP varies from 0.1 s to 1.2 s, whereas
GASP varies from 0.05 s to 0.8 s. Obviously, providing a second sink improves the delay performance
very much, whereas further sinks have a lesser effect on the maximum worst-case delay observed.

7.2. Node Placement Strategies

Node placement is a fundamental issue to be solved in WSNs. A proper node placement scheme
can reduce the complexity of problems in WSNss, for example routing, data fusion, communication, etc.
Furthermore, it can extend the lifetime of WSNs by minimizing energy consumption. In this section,
we investigate the worst-case delay using SensorNC in random and deterministic node placements for
large-scale WSNs under the following performance metrics. A more comprehensive investigation can
be found in [31]. We consider three competitors: a uniform random, a square grid and a pattern-based
tri-hexagon tiling (THT) node placement. We assume homogeneous sensor nodes.

7.2.1. Node Placement Schemes

During the design phase of WSNs, the designer only knows the number of sensor nodes, n
A circular field with radius R is considered in our experiments. Next, we introduce three node
placement schemes.

Uniform Random

We choose a uniform random placement as one of the competitors. In the uniform random
placement, each of the 7 sensors has equal probability of being placed at any point inside a given field,
as shown in Figure 13a. For example, such a placement can result from throwing sensor nodes from an
airplane, helicopter or UAV.
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Figure 13. (a) Random, (b) square grid and (c) tri-hexagon tiling (THT) node placement.
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Square Grid

Popular grid layouts are a unit square, an equilateral triangle, a hexagon, etc. Among them,
we investigate the square grid because of its natural placement strategy over a unit square. Figure 13b
shows a grid deployment of 1 sensors in a circular field.

Tri-Hexagon Tiling

The third strategy is based on tiling. A tiling is the covering of the entire plane with figures that do
not overlap, nor leave any gaps. Among different tilings, we use a semi-regular tiling (which has exactly
eight different tilings) where every vertex uses the same set of regular polygons. A regular polygon
has the same side lengths and interior angles. We consider a semi-regular tiling that uses triangle
and hexagon in the two-dimensional plane, the so-called 3-6-3-6 tri-hexagon tiling. The name comes
from going around a vertex and listing the number of sides each regular polygon has, as illustrated in
Figure 13c. Here, we combine the advantages of a triangle grid and a hexagon grid.

7.2.2. Results

The primary factors for all experiments are: the number of nodes, the number of sinks and the
sensing range. For each deployment, nodes are distributed over a circular field shape, and sinks are
placed at the center of gravity of a sector of a circle (CGSC). In the random deployment, we generated
10 scenarios and took the average value for the analysis of the worst-case delay in the sensor field.
The routing topology we use here is based on Dijkstra’s shortest path algorithm, which produces the
shortest hop distance from a source to a sink. We also assume that 7y is twice rseuse in all strategies.
All of the selected values for the experiments are based on a realistic model of an MICAz mote running
under TinyOS.

The analytical results of the worst-case delay comparison among the three strategies are shown in
Figure 14. For SensorNC computations, the token-bucket arrival curve and rate-latency service curves
are considered. In particular, for the service curve, we use a rate-latency function, which corresponds
to a duty cycle of 1%. For a 1% duty cycle, it takes 5 ms of time-on-duty with a 500-ms cycle
length, which results in a latency of 0.495 s (the values are calculated based on CC2420AckLplh and
CC2420AckLplP.nc.) The corresponding forwarding rate is 2500 bps. In all scenarios, THT outperforms
the other strategies. In a 100-node network, the worst-case delay improves from 2.04 sto 1.52sto 1.5 s
for the 2-, 3- and 4-sink scenarios, respectively. In fact, the more sinks, the lower the worst-case delay
should be. However, the sink placement at CGSC does not perform so well for a larger number of
sinks. Another interesting observation is that the random deployment can have a lower worst-case
delay than the square grid deployment, e.g., for a 1000-node network with 20 sinks scenario. It seems
that a random deployment is more or less comparable to a square grid for a large-scale network.

100-node
- 500-node . 40, 4000-node. o o
= Square Grid = Square Grid

THT

25 * Square Grid
THT 35 il

delay bound (s)
B
W

delay bound (s)
By I
delay bound (s)

O RN W s U N

2

3 4 5 10 20 5 10 20
number of sinks number of sinks number of sinks

Figure 14. Worst-case delay comparison of three-node placement strategies in different scenarios.
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7.3. TDMA Optimization

In this application (see also [8]), we present a means to find energy-efficient medium assignments
in time-slotted WSNs that satisfy given real-time constraints. Specifically, we present a way to find the
optimal length of time slots and cycles in TDMA schemes. This problem is solved analytically to find
solutions for a general sink tree network under a fluid SensorNC model.

When designing a TDMA system, a choice has to be made for how long the repetitive TDMA
frame, as well as the individual slot sizes of each participating node are. For some network nodes, that
just requires a short slot in which they can send collected data and perhaps receive an acknowledgment
from a downstream node. However, in larger WSNs, some nodes have higher bandwidth requirements
for forwarding other nodes’ data, while collecting and sending data themselves. Aside from avoiding
contention, using TDMA also reduces energy consumption by making it possible for nodes to power
down in periods without relevant traffic.

Since in WSNs, two main concerns are minimizing power consumption and meeting delay
bounds, while transmission bandwidth requirements tend to be low, we want to maximize the frame
length, giving the sensor nodes the opportunity to disable their radio transceivers or even go into deep
sleep modes.

7.3.1. General TDMA Design Problem

From those requirements, we formulate the TDMA design problem as an optimization problem
for a tree network with 7 nodes where from each node, a flow is originating:

max. Z = minj<j<, {f —s;}

st Ylysi<f (TDMA integrity)
Yi: di(f,s]r,b,C) <D (Delay)
Vi }4 -C>Fr (Rate)
Vi:s; >0, f>0 (Non-negativity)

Here, f is the cycle length of the repetitive TDMA frame, and s; is the amount of time devoted to
node i for sending (slot size of node i). These constitute the decision variables. For the parameters
of the problem, we further have D as the maximum permissible delay that may be incurred by any
flow in the sensor field, d;(f,5|r, b,C) = h(v,;, B as the actual maximum delay incurred by flow i
(which is computed based on the PMOO analysis described in Algorithm 2), F; as the number flows
carried by node i (including the flow originating at node i), C as the medium rate (“capacity”) and r
as the maximum sustained rate for any flow, as well as b as the maximum burst of a flow. Note that
we assume the sensors to have identical arrival curves 7, j, as well as an identical delay requirement
D, which for many practical situations will be no restriction and makes the further analysis more
tractable.

The objective function reflects the fact that the minimum sleeping period over all nodes in the
field should be maximized, thus achieving a maximum lifetime of the network. The TDMA integrity
constraint captures the fact that all slot sizes together must fit into the TDMA frame. Obviously,
the delay target should be met for all flows, which is captured by the delay constraints; also, all of
the rate constraints must be met in order not to obtain infinite delay bounds for the flows. Of course,
we also have non-negativity constraints for the decision variables.

Unfortunately, this general modeling of the TDMA design problem results in a very hard to solve
non-linear programming problem. The non-linearity is exhibited in the objective function, as well as in
the delay constraints. Hence, the only viable approach is to simplify the problem structure if a solution
shall be found for larger instances of the TDMA design problem. There are two intuitive approaches
towards relaxing the problem:

1. Equal slot sizing (ESS): the assignment may be made such that inside a fixed time slot length,
each node can transmit enough data to meet all requirements.
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2. Traffic-proportional slot sizing (TPSS): slots may be assigned such that each node only claims the
resources necessary to fulfil its own duties, depending on the input bandwidth and forwarded
data streams.

While the second relaxation approach may appear more efficient, it is also harder to set up.
The first approach requires rather little information—the number of nodes and the bandwidth
requirements of the node serving the highest number of flows—and the second method requires
good knowledge of the topology, which may not always be at hand. Furthermore, in [8], it is shown
that ESS is actually superior to TPSS, which is why we further focus on it.

Two variables need to be controlled under ESS: the overall frame length f and the individual slot
length s. Obviously, with an increasing frame length, a node may sleep longer between transmission
or reception phases, but delay is increased at the same time. For a given f in a network with # nodes,
s is limited to values between an upper bound % and a lower bound that is given by the minimum
bandwidth requirements.

Next, we state the TDMA design problem under ESS, which as we show below is amenable to an
analytical solution under TDMA service curves (over-)approximated by rate-latency service curves.

TDMA Design under Equal Slot Sizing

Under ESS, we now consider a common slot size s for all nodes. The TDMA design problem can
then be formulated as:

max. Z=/f—s

s.t. s < %
4(f,5lr,b, C) = max<ica di(f,slr,b,C) < D

%' > Fnaxr

f=0

We obtain an optimization problem with a linear objective function, and only four constraints,
a great simplification. Most of the reduction in complexity is due to the lower number of decision
variables as, e.g., for the rate constraints that collapse into a single one. For the delay constraints,
this is not as easily seen, but the reader may ascertain her/himself that there is always one flow
that is the worst-case flow and whose delay constraint is dominating all of the other flows” delay
constraints as they are all facing the same situation when considering the parameters. For example,
in a fully-occupied n-ary tree, one can choose any leaf node and its corresponding flow as the flow
whose delay constraint is the dominating one.

7.3.2. Analytical Solution in the Fluid Setting

In the following, we first discuss the ESS relaxation in a simple, yet illustrative example of a
two-hop sensor network, as shown in Figure 15.

Yr,b Yr,b

Sink

Figure 15. Two-node example network.

@,

We assume the rate-latency curves as fluid approximations for the TDMA service in order to keep
the problem analytically tractable. Based on this, we show how in the general sink tree case of fluid
service curves we can derive an optimal solution.
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Under ESS and in the two-hop network, we obtain the following incarnation of the optimal
TDMA problem:
max. Z=f—s
s

st s<i
SC(f— 2b
do(f,sr,b,C) = f(;cii):+ffs <D
5.
1 C>2r
F>0

Since the objective function is linear, the solution to this optimization problem must lie on
the border of the feasible region (it is guaranteed to exist since the feasible region is closed).
In Figure 16, the feasible region, as well as a contour line of the objective function are drawn
(forr=1,b=1,C=10,D =1).

0.3 T T T T T

0.25 |-

02

0.15 |-

slot length (s)

Delay constr.
0.1 |

Rate constr.
0.05

0.3 04 0.5 0.6
frame length(f)

Figure 16. Graphical illustration of the optimization problem for Equal slot sizing (ESS). The feasible
region is above the delay constraint and below the TDMA integrity constraint. The rate constraint does
not affect the feasible region in this example.

It can be seen that the optimum must be taken on at the lower border of the feasible region. In fact,
we can write the border constituted by the delay constraint as shown in Equation (6),

2n2 _ 2 202 412 2,2 _
s:g(f\r,b,C,D):\/CD T (6frC —4fC)D + 4f2C +4(é6bf APNCH PR +2fC-CD+fr (o

because the delay constraint is a quadratic form in s and f, which can be solved for s with two real
solutions of which we take the larger one as it results in a more binding constraint. A moment’s
consideration exhibits that Vf : g—g < 1, since otherwise, an increase in frame size would result in a
larger increase of the slot size, which obviously cannot be the case. On the other hand, the partial
derivative of the objective function after f is one, which means that the optimum must be taken on
at the corner point of the feasible region where the delay constraint and TDMA integrity constraint
intersect. In other words, the TDMA design problem under ESS can be reduced to matching the delay
with the TDMA integrity constraint.

Analytical Solution for ESS in General Sink Trees

What remains to be done in general sink trees compared to the two-hop network in the previous
setting is to show that the delay constraint again takes on a quadratic form. This then allows one
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to easily express the slot size as a function of the frame size, and the same arguments as in the two
hop case lead to the conclusion that the optimum solution is given at the point where delay and
TDMA integrity constraint are matched. Hence, let us discuss the delay constraint in a general sink
tree network.

We assume a general sink tree network with each node offering a service curve s ¢ ¢ and flows
starting from each node constrained by an arrival curve 7, ;. Looking at a particular flow, we have
a situation as depicted in Figure 17. Applying the PMOO analysis results in the following left-over
service curve for the flow of interest:

+
ﬁLo. _ [[,BR,T _ «le,bl} + ® ﬁR,T - 7r2,b2] X...
B

-1
R-Y/5 ',

T<nR—):;’:11 i r]-> il
R—):;’;ll ri

withR = 2Cand T = f —s and r; = a;r and b; = ¢;b + d;rT. For the latter expressions, the parameters
aj, ci,d; € N depend on the topology. The delay constraint for flow 7 (i.e., the one originating at node 1)
can thus be expressed as shown in Equation (7).

b
h(vpB") = w7
' FC-riia
(f =) (n5C—r oy iy ay) + 0T e r(f =) KIS
+ sC—ryila @)
f i=1 "1
< D

Figure 17. Flow in a general sink tree.

While seemingly a complex expression, this constitutes again a quadratic form in f and s, which
can be recast to s, where we can ignore the smaller right-hand side version as only the larger one is
physically meaningful. Hence, we can make the same observations as in the two-hop network case
and again reason that the optimal solution must be taken on at the corner point of the feasible region
where TDMA integrity and the delay constraint are matched.

7.4. Further Applications

There are further applications of SensorNC of which we briefly mention some here without going
into further details:

An early application and customization of SensorNC was done in the context of ZigBee cluster
tree networks [11,32]. Achieving (statistical) worst-case delay bounds despite uncertainty about the
topology of a WSN has been addressed in [9,33]. Application of the SensorNC in the case of multiple
sinks in the sensor field has been demonstrated in [34]. In [35], it was investigated how traffic splitting
algorithms perform in terms of worst-case performance in mesh-based WSNs. A MAC protocol has
been designed to exactly match the assumptions of SensorNC in order to enable an efficient and
effective real-time communication behavior in WSNs [36]. An investigation of the power management
in video sensor networks has been performed using SensorNC in [37]. The issue of topology control in
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combination with sink placement has been dealt with in [38] in the framework of SensorNC. Several
efforts to compute energy-efficient trajectories for mobile sinks when delay guarantees also have to be
met have been performed using SensorNC [39-41]. The effect of network coding on the QoS in a WSN
has been investigated using SensorNC in [42]. Multimode WSNs have been analyzed using SensorNC
in [43]. Industrial wireless mesh networks have been dimensioned using SensorNC in [44].

8. Discussion and Conclusions

In this article, we have presented the developments around the SensorNC framework since its
inception in [4]. We have presented the basic mathematical methodology, as well as some of the most
significant advancements such as the accommodation of in-network processing and self-modeling.
From a practical point of view, we also emphasized the issue of tool support, which is by now well
catered for by the DiscoDNC software. Applications of the SensorNC are abundant; a few have been
discussed in some detail; several others have been mentioned.

As the SensorNC calculates performance bounds, an immediate question arises with respect to
the accuracy of the bounds. This has been investigated via simulations and practical experiments, and
the results speak in favor of SensorNC'’s precision [36,45]. Clearly, this also depends on many details
of the respective WSN settings.

The work on the SensorNC should be continued. Clearly, some important challenges are still
open. In particular, the wireless characteristics could be better reflected in a stochastic system model.
There has been a huge amount of work along the lines of a general stochastic network calculus
(see, e.g., [46] for a recent paper) and more specifically to model wireless channels, e.g., [47]. However,
how to integrate these results into the SensorNC specifics is still open mainly due to the important issue
of dealing with stochastic dependencies in larger topologies. Furthermore, the issue of retransmissions
due to loss has been addressed in a single-node stochastic network calculus setting [48]. Furthermore,
these results should be transferred suitably to the more challenging setting in SensorNC. Again, dealing
with stochastic dependencies becomes a major mathematical challenge. Yet another advanced issue
results from feedback control loops as, e.g., typical in cyber-physical systems [1]. Here, progress has
been made recently in the stochastic setting, which could open up new opportunities for applications
of the SensorNC [49-51].

At last, combinations of SensorNC with other formal verification techniques as in [52] could bring
up new fruitful capabilities in the quest for WSNs with predictable performance.
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Abstract: The paper introduces a new direction in quality-of-service-aware networked sensing
that designs communication protocols and scheduling policies for data delivery that are optimized
specifically for decision needs. The work complements present decision monitoring and support
tools and falls in the larger framework of decision-driven resource management. A hallmark of
the new protocols is that they are aware of the inference structure used to arrive at decisions
(from logical predicates), as well as the data (and data quality) that need to be furnished to
successfully evaluate the unknowns on which these decisions are based. Such protocols can
therefore anticipate and deliver precisely the right data, at the right level of quality, from
the right sources, atthe right time, to enable valid and timely decisions at minimum cost to
the underlying network. This paper presents the decision model used and the protocol design
philosophy, reviews the key recent results and describes a novel system, called Athena, that is the
first to embody the aforementioned data delivery paradigm. Evaluation results are presented
that compare the performance of decision-centric anticipatory information delivery to several
baselines, demonstrating its various advantages in terms of decision timeliness, validity and
network resources used. The paper concludes with a discussion of remaining future challenges
in this emerging area.

Keywords: decision-centric Quality of Service (QoS); information delivery for the Internet of
Things (IoT); real-time scheduling

1. Introduction

The concepts of decision-driven resource management, decision-centric information monitoring
and decision support systems have been studied extensively in prior literature. As discussed
later in the Related Work section, the system presented in this paper complements work on
existing decision-centric monitoring and support tools and augments the general category of
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decision-driven resource management frameworks. It is distinguished by adapting decision-driven
resource management to the realm of runtime network data management in the context of distributed
sensing and Internet of Things (IoT) applications. This is as opposed to topics such as managing
software architecture, human resources, financial assets or physical organizations. The application of
decision-driven resource management to runtime networking leads to novel challenges and research
questions in the design of network communication protocols and communication scheduling policies,
presented in this paper.

This paper describes a novel model and system for anticipatory information delivery in
mission-centric applications, where communication protocols and scheduling policies for data delivery
are optimized specifically for meeting decision needs. We envision an environment such as an
IoT-enabled smart city [1,2], where a cyber-physical system [3,4] is deployed to assist a team in
performing a first-response mission in the aftermath of a natural disaster. Mission execution is affected
by answers to a set of questions that first-responders might ask; for example: What are the affected
areas? What is the extent of damage in each area? Who are the affected individuals? Where are the
survivors? Are there injuries? Who is in most need of help? These and similar questions drive the
decisions of the mission commander in allocating human and physical resources to different rescue
efforts. A computing system familiar with similar missions can anticipate the types of decisions
the commander must make, as well as the nature of mission-relevant information that affects these
decisions. The system can then collect such information ahead of time and update it as the situation
changes. In recent work, this information delivery paradigm was called decision-driven execution [5].
It re-thinks scheduling and communication to consider application models that are more pertinent to
mission-driven quality-of-service-aware cyber-physical systems. We review this recent work, describe
its embodiment in a system called Athena and present significantly expanded evaluation results that
describe its advantages over a set of baselines.

Decision-centric anticipatory information delivery is motivated by visions of an
instrumentation-rich world where a large number of sensors and other information sources
may supply data relevant to an application [6,7]. There might not exist an a priori structure
(such as fixed control loops) that statically dictates where each sensor should send its data. Rather,
information sources will generally be connected to shared media, allowing flexible reconfiguration
to support different (both one-off and repetitive) tasks. A challenge is to configure data collection
from appropriate sources in order to meet specific application information needs while minimizing
cost. For example, consider the myriad of sensing, storage and computing devices that comprise
a megacity’s cyber-infrastructure. Many sensors will be embedded in the physical environment.
Different application tasks may need subsets of these devices. A sensor is activated when the
user needs to perform a (decision) task that needs data from that sensor. In other words, resource
consumption is decision-driven.

At a higher level, one can view decision-centric anticipatory information delivery as a way for
data fusion systems to exert initiative in anticipating and offering mission-relevant information to
mission commanders. For the system to exert initiative, it must know the nature of the mission
(i.e., mission-relevant decisions that need to be made) and the unknowns that need to be determined in
making mission-relevant decisions. The paradigm offers an exciting foundation for rethinking resource
management as a process of arbitrating the acquisition and movement of data among processing
components to meet decision needs. Such arbitration is guided by a novel set of questions: What data
would be more relevant for making a decision? Which sensors are most appropriate for collecting
such data? When should the data be collected to meet the freshness needs of the decision? What data
should be cached in the distributed system and which nodes should store it to support aggregate
decision needs most efficiently? At least three conditions must be met by the resource management
algorithms; (i) the data collected for making a decision must be of sufficient quality to support the
decision; (ii) it should be acquired sufficiently recently such that it is not stale by the time the decision
is made; and (iii) the decision made based on collected data must meet the relevant decision deadline.
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A distributed system that supports the decision-driven paradigm must optimize communication,
storage and scheduling to meet these constraints. In this paper, we describe the implementation of one
such system, called Athena, and evaluate its performance.

Decision-centric anticipatory sensor information delivery is an interesting cyber-physical problem.
The data of interest typically come from sensors and as such captures aspect of the physical state
of the world. Since the world state is dynamic, data objects have expiration time constraints, after
which they become stale. The scheduling of data acquisition must obey these constraints. At the
same time, decisions have deadlines, after which the window of opportunity to act will have passed.
The system should therefore be cognizant of both the constraints arising from data freshness needs,
as well as those arising from decision deadlines. Both sets of constraints are a function of the models
of the physical world. Therefore, the combination of these sets of constraints leads to interesting
new scheduling problems, where the intellectual innovations arise from simultaneously addressing
requirements from the cyber realm (e.g., resource capacity constraints) and requirements from the
physical realm (e.g., data freshness).

An abbreviated version of this work was presented at ICDCS 2017 [5]. This paper reviews
the earlier work, places the effort in the broader category of decision-driven resource management
frameworks, offers additional detail on the algorithms and implementation and significantly expands
the evaluation results. Section 2 presents related work, placing decision-centric anticipatory
information delivery in the broader context of decision monitoring and support tools and
decision-driven resource management. Section 3 describes the new decision-driven system architecture
for managing runtime data communication to optimize sensor information delivery. Section 4
overviews the resulting communication and scheduling challenges. Section 5 elaborates challenges in
real-time scheduling that arise in the decision-driven context. Section 6 details networking challenges.
The Athena implementation and evaluation are described in Sections 7 and 8, respectively. A brief
discussion of other remaining research questions is presented in Section 9. The paper concludes with
Section 10.

2. Related Work

Our work is broadly related to the concepts of decision-driven resource management,
decision-centric information monitoring and decision support systems that have been studied
extensively in prior literature in multiple domains. A significant amount work on decision-centric
management revolves around managing software architecture decisions [8-10], product design [11],
business processes [12], business intelligence [13] and physical organizations [14] (including human
resources and financial assets). In contrast, we are the first to focus on decision-driven management
of runtime communication and scheduling in networks that deliver sensory information. Below,
we elaborate on this distinction, comparing our work more clearly to the general directions in
current literature, including decision-centric management, decision-support tools and decision-driven
information monitoring tools.

Much of today’s decision-centric management frameworks are studied in disciplines such as
business management [12,13] and organizational design [14]. They refer to human-centric processes
that empower decision-makers, as opposed to runtime algorithms such as communication protocols
and scheduling policies in computing machines. A category that comes closer to computer science
in this context is the category of managing software architecture design [8-10]. Architectural
decisions affect software performance outcomes. Hence, much work is focused on understanding
the dependencies between decisions and outcomes, offering tools to enable decisions that lead to
improved outcomes, such as improved performance [10], improved security threat mitigation [15,16]
and improved defense [17]. For example, decision-driven architecture reviews [10] offer opportunities
to assess the suitability of architectural decisions to design purposes early on the development cycle.
Tools for decision-driven business performance management [18] document the relation between
performance metrics on the one hand and decisions/sub-decisions on the other, allowing one to
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explore the decision space by modifying decisions and tracking their impact on performance metrics.
These approaches are intended for use to inform design early on in the software development cycle
(i.e., before deployment). In contrast, we are interested in communication protocols and scheduling
policies that offer runtime support.

A somewhat closer tool category for our work is the category of decision support systems [19].
These systems use models of the world to allow decision-makers to play “what-if” scenarios and
explore the consequences of their decisions on the modeled domain of interest. Hence, for example,
given an adequate model of the political, military, economic, social and topological terrain features in
some foreign state, a decision-maker might estimate the potential consequences of a certain military
operation. Various planning tools have also been proposed that allow decision-makers to compose
detailed plans of action and contingencies based on domain models [20]. Work reported in this paper
does not constitute a decision-support tool in the above sense. The software described in this work
does not have models of the world and is unable to compose plans. Rather, it helps users to retrieve
information objects in a manner that facilitates meeting decision needs.

The concept of decision-centric information monitoring comes closest to our work.
A decision-centric information monitoring system [21] answers the following key question: which
variables must one monitor in order to make an informed decision? The answer often comes from
modeling the decision-making process [13,22]. An interesting trade-off is involved. Monitoring
too many variables may overwhelm the decision-maker, whereas monitoring too few may impair
the quality of decisions. This work is synergistic with ours in that we assume that the problem of
determining the relevant variables (or unknowns) has already been solved. Cast in the context of a
cyber-physical systems in which unknowns that determine the viability of each potential course of
action have been identified, our work addresses the complementary problem of contacting the sources
(e.g., sensors) that would deliver information on these unknowns over a network while minimizing
delivery cost. This network communication and scheduling policy challenge is orthogonal to the
manner in which relevance of specific unknowns was determined in the first place.

Recent work has made initial progress at solving the above cyber-physical network resource
management problem [5,23-25]. The work bears resemblance to prior database research that considered
explicit data access transactions and required a degree of data freshness [26-29]. It is new in tying such
retrieval policies explicitly to the decision needs, leading to new research challenges and solutions as
described below.

3. A Decision-Driven System Architecture

A data fusion system that supports decision-centric anticipatory information delivery may
simultaneously retrieve data for multiple missions. An example mission might be to track a specified
target (such as a robbery getaway vehicle or an escaped fugitive) in a city using deployed sensors and
security cameras or to rescue a group of individuals trapped in the aftermath of a natural disaster.
Execution of the mission starts with collecting information relevant to the mission. We assume that such
collection occurs over a tactical network of limited resources, which is often the case in such missions
as disaster response (where much infrastructure has been destroyed, leading to resource shortages).
The primary purpose of the data collection system is to conserve the resources expended on data
collection while at the same time collecting enough data to support the mission commander or
decision-maker. In the context of a mission, the commander or decision-maker needs information to
make decisions. In a rescue mission, an example decision might be: Which is evacuation path to follow
in order to rescue the disaster survivors? In a tracking mission, a decision might be: Which sensors are
to be turned on in order to track the target? An interesting trade-off is involved. Namely, collecting
more information may overwhelm the underlying resource-constrained network, leading to delays
that may negatively impact the ability of the user to obtain information on time and hence their ability
to make timely decisions. In contrast, collecting inadequate information might impede one’s ability
to make a correct decision. For example, if one does not collect enough information on the health
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conditions of various roads in the aftermath of a large natural disaster, one might attempt to evacuate
the survivors over a road that ends up being blocked or otherwise unsuitable. The key is therefore to
collect just the right amount of information to make a decision. With that in mind, several levels of
indirection allow the system to optimize information delivery for the respective missions, as follows:

e  The decision working set: For each mission, the system maintains the set of most common
decisions to be made, called the decision working set. For example, in a rescue mission, decisions
may need to be made on the best evacuation route for each survivor. The set of all such
mission-relevant decisions constitutes the working set.

e  The decision model: In deciding on a course of action, the commander or decision-maker must
consider several relevant variables that impact the decision outcome. For a trivial every-day
example, in deciding what to wear in the morning, one might consider weather conditions
(such as temperature and precipitation). These variables constitute the unknowns that need to
be determined for a decision to be made. Hence, for each decision in the working set mentioned
above, the system must know the relevant unknowns, as well as how these unknowns impact
decision outcome. We call it the decision model. The choice of decision model itself gives rise to
interesting research questions that warrant further attention. In the simplest model, decisions are
viewed as choices of a course of action among multiple alternatives [5,25]. More on the decision
model will be mentioned later in the paper. The viability of each individual alternative depends on
the satisfaction of several predicates. Making a choice can therefore be thought of as an evaluation
of a logical expression of multiple predicates; for example, “if it is (i) sunny and (ii) warm, I will
wear a T-shirt; else, I will wear a sweater”.

e  The unknowns: Consider a predicate such as “if it is (i) sunny and (ii) warm”. Evaluating such a
predicate requires determination of the value of one or more unknowns. In the example quoted
above, the unknowns are parameters of local weather that determine whether or not it is sunny
and whether or not it is warm. The decision model specifies the unknowns whose value needs to
be determined in order to decide on the viability of each course of action.

e The evidence data objects (or simply, data objects): Determination of the unknowns entails
the acquisition of corresponding evidence. Data objects such as images, videos or sound clips,
generated by appropriate sensors, can supply the needed evidence. For example, a picture taken
several minutes ago at the location of interest, showing that it is sunny, would constitute evidence
that “sunny” can be evaluated as “true”.

e  The sources: Often, a piece of evidence (e.g., a picture that shows whether it is sunny or rainy)
can be supplied by any of several alternative sources, such as multiple cameras overlooking the
scene. The system must choose a source such that timely and relevant information is provided at
low cost. This gives rise to appropriate source selection and data delivery scheduling protocols.

Figure 1 is a conceptual view of the architecture, where missions are broken into decision working
sets, decisions are associated with logical expressions in appropriate unknowns and the unknowns are
linked to sources that can supply the relevant data objects (or evidence).

A decision-driven resource management system allows applications to make queries we call
decision queries, or decision tasks, that request information needed for a decision. The system
comprises nodes that contribute, request or help forward data needed for these decisions. It manages
the acquisition of evidence needed to evaluate the viability of different courses of action involved
in decision-making. By accounting for models of decisions and sources, the system carries out
the required information collection and transmission in a more efficient and timely manner to
support decision-making.
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Figure 1. A conceptual architecture for anticipatory information delivery.

Athena is a recently developed system that implements the above architecture. An illustration
of Athena system components is shown in Figure 2. For completeness, we list all components of the
overall system below. Later in the paper, we shall focus only on data communication and scheduling
policies and the components that impact them. Figure 2 presents the overall architecture. The following
components are depicted:

e  UserI/O: This is the user interface component that allows entry of decision queries and missions.
An instance may run on every Athena-enabled node in the distributed system. The interface
passes user queries to the rest of the system. It may also originate anticipated queries based on
the mission’s decision working set.

e Application semantic translator: This component determines the unknowns needed for a
particular decision. These unknowns are mission specific. A mission-specific library implements
the application semantic translator. In the current system, libraries have been implemented for
tracking missions and rescue missions, as a proof of concept.

e  Semantic store: This component maps individual unknowns to sources who may have evidence
objects that determine the value of that unknown. The semantic store may be replicated. Sources
would send metadata about objects they have to the semantic stores that allow the latter to match
unknowns and sources.

e  Source selector: It is often the case that multiple sources have redundant information and hence
can help resolve the same unknown. It would be wasteful to collect data from all these redundant
sources. Instead, the source selector determines which subset of data sources to contact.

e  Logical query resolution engine: This engine determines the order in which evidence objects are to
be acquired from their sources to ensure constraints such as data freshness and decision deadlines.

e Information collection and dissemination engine: This engine offers the mechanisms for data
collection, including mechanisms for prefetching potentially relevant data at a lower priority.
This component will be described later in the implementation section in more detail.

A user’s query (actual or anticipated) is accepted and translated into the corresponding logical
expression (predicates over relevant unknowns) by the Application Semantic Translator , which then
uses a nearby Semantic Store to identify the set of nodes that my have evidence objects to determine
the unknown. Taking this information, the Logical Query Resolution Engine then uses the Source
Selector to choose some subset of these sources to contact. This subset aims to minimize redundancy
of the contacted node set, as well as delivery cost. Data requests are then scheduled in an order
that takes into account decision deadlines and data freshness constraints. These requests are handed
over to the Information Collection & Dissemination Engine, which accesses the underlying sensing
and communication stacks to handle all incoming and outgoing requests, data objects and resolved
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predicate label values, with proper book-keeping and information updates to its various internal
components, as discussed in detail later.
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Figure 2. Athena’s architectural design, as well as how information propagates through different
system components.

3.1. Exploiting Decision Structure: An Illustrative Example

A key innovation of the decision-driven system lies in a novel query interface that allows
applications to express decision needs in a manner that helps the resource management components
properly prioritize data acquisition. Specifically, a query may specify a logical expression that describes
the decision structure. This expression specifies the predicates that need to be evaluated for the
corresponding choice (of a course of action) to be made. In this model, there are no limits on the
types of queries that can be expressed as long as they can be represented by Boolean expressions over
predicates that the underlying sensors can supply evidence to evaluate.

There are many possible ways that such expressions could be obtained. In many applications,
especially those involving liability or those where human teams must operate efficiently under adverse
or dangerous conditions, a well-prescribed operation workflow is usually followed. The workflow
specifies how individuals should act, under which conditions a given course of action is acceptable,
and what checks must be done before embarking on an action. Training manuals, rules of engagement,
doctrine, standard operating procedures, and similar documents describe these workflows, essentially
documenting acceptable decision structures. Decision logic could also be learned by mining datasets
that describe conditions observed and decisions taken on them by an authority. Such an approach,
for example, may be used to reverse-engineer strategy used by an expert or by an adversary. Finally,
in some cases, decision logic could be algorithmically derived. For example, in a vehicular navigation
application, the driver will generally seek a route that satisfies some machine-checkable property,
such as a condition on expected commute time, quality of route, or length of commute. Hence, the logic
for the decision on route from alternatives on a given map is known. An interesting research question
is: given the logical decision structure (i.e., the graph of logical predicates to be evaluated to arrive at a
course of action), how best to deliver the requisite information?

Let us look at a toy example to help make the picture more concrete. Consider a scenario from
emergency response [30]. Suppose after an earthquake that hits our smart city, there is a shortage of
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air support, and an emergency medical team needs to transport a severely injured person from an
origin site to a nearby medical center for surgery. There are two possible routes to take: One composed
of segments A-B-C, and the other of segments D-E-F. We need to make sure that the chosen route
is in good enough condition for our vehicle to pass, so we want to retrieve pictures from deployed
roadside cameras in order to verify the road conditions and aid our decision-making on which route
to take. Our route-finding query can be naturally represented by the logical disjunctive norm form
(viable(A) Awviable(B) A viable(C)) V (viable(D) A viable(E) A viable(F)), where viable(X) represents
the predicate “route segment X is viable". This expression signifies that at least all segments of one
route need to be viable for the transport to occur. In this example, if road segments A, B and C all turn
out to be in good condition, then the first route is viable, and there is no need to continue retrieving
pictures for road segments D, E, and F. Similarly, if a picture of segment A shows that it is badly
damaged, we can skip examining segments B and C, as this route is not going to work anyway. Instead,
we can move on to explore segments D, E, and F.

As is evident from this toy example, exploiting decision structure (represented by the
Boolean expression) enables us to take inspiration from heuristics for short-circuiting the evaluation of
logical expressions to schedule the acquisition of evidence. Specifically, we can acquire evidence
in an order that statistically lowers expected system resource consumption needed to find a
viable course of action. By incorporating additional meta-data (e.g., retrieval cost of each picture,
data validity intervals, and the probability of each road segment being in good or bad condition),
we can compute retrieval schedules that better optimize delivery resources expended to reach decisions.
This optimization, indeed, is the main research challenge in the decision-driven execution paradigm.

This optimization must consider both physical and cyber models. On one hand, models of the
underlying physical phenomena are needed to correctly compute inputs such as data validity intervals
(how long can one consider measurements of given physical variables fresh), and environmental
conditions (e.g., probabilities that some measurements not yet acquired will fall into a range that
invalidates versus supports a predicate). One the other hand, models of computing and communication
resources are needed to understand how much bandwidth and compute power are available for data
collection from the physical world.

The latter models can be obtained from network and other resource monitoring. The former are
more difficult to obtain. They can be learned over time or derived from the physical nature of the
phenomena in question. For example, temperature does not change very quickly. Hence, the validity
interval of a temperature measurement could be of the order of large fractions of an hour. On the other
hand, state during an active emergency, such as a burning building, can change on the order of minutes.
Hence, its validity interval is much shorter. It is also possible for external events to invalidate freshness
of variables. For example, the existence of a resource, such a bridge across a river, can be assumed
to hold with a very large validity interval. However, a large earthquake or a military air-raid may
invalidate such past observations, making them effectively stale and in need of being re-acquired from
sensors. The same applies to learned probabilities of conditions. The probability of traffic congestion
on some freeway at 11 p.m. on a Monday night might be known. However, a condition, such as a
nearby large concert that ends around the same time, can invalidate it. In general, a combination of
past contextual knowledge, current observations, and invalidation will be needed to operationalize the
physical models.

Lowering the data acquisition costs of decisions involves carrying out an optimal collection
strategy given the resources available and the underlying physical models, such that a measure of
decision correctness is maximized, while cost is minimized. If some contextual information needed for
the models is not known, the optimization may proceed without it, but the quality of solutions will
be lower, generally entailing a less than optimal resource cost. The sensitivity of decision cost to the
quality of models supplied is itself an interesting research problem.
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3.2. System Abstractions and Components

The decision-driven execution system represents the physical world by a set of labels (names of
Boolean variables). These labels can be used in expressions of decision logic structures. The system
maintains tuples of (label, type, value), where label is just an identifier (i.e., variable name), the fype
specifies the semantic type of the label (for example, “road condition”), and value could be true,
false, or unknown. The system can be easily extended to more general types (other than Boolean).
More general discrete variables can be implicitly represented by sets of labels, one label for each
allowed value of the variable, with the restriction that only one of these can be true at a time.
Continuous variables can be supported as long as actions are predicated on some thresholds defined
on these variables. For example, the decision to turn the lights on in a smart room can be predicated on
the value of an optical sensor measurement dropping below a threshold. This is a Boolean condition
whose evaluation result can be stored in a variable labeled, say, Dim. The pool of labels itself can be
dynamic. New applications can add new labels (and new categories of labels) to the pool and specify
sensing modalities needed to determine label values. For instance, in the routing example above,
the predicate viable(X) can be represented by the label viableX, denoting a Boolean variable of value
true (if the route segment is viable) or false (if it is not). The route selection decision is associated with
labels viable A, viableB, ..., viableF.

To determine the value of a label (e.g., whether conditions of a road segment make it a
viable candidate), evidence must be collected. An example of such evidence might be a picture
of the corresponding road segment. We call such evidence items evidence objects or simply data
objects, where it is clear from context that the data in question offers evidence needed to evaluate a
logical predicate in the decision structure.

Evidence objects are data objects needed for deciding the value of labels. Entities that examine
evidence in order to determine the value of a label are called, in our architecture, annotators.
For example, an annotator could be a human analyst receiving a picture of route segment A, and setting
the corresponding label, viableA, to true or false, accordingly. Alternatively, an annotator could be a
machine vision algorithm performing the same function. In general, annotators should advertise the
type of evidence objects they accept as input, and the types of labels they can accordingly compute.
Clearly, the same object can be used to evaluate several different labels. For example, a picture of an
intersection can be used to evaluate physical road conditions. However, it can also be used to detect
specific objects such as individual vehicles, license plates, or pedestrians, or used to estimate values
such as length of traffic backup, traffic speed, or congestion level.

Another key component of the decision-driven resource management paradigm is the data
sources. Sources that originate data, such as sensors, must advertise the type of data they generate
and the label names that their data objects help resolve. For example, a source might offer pictorial
evidence of road conditions. Such a source would advertise both its data type (say, JPEG pictures) and
the specific geographic locale covered. In the route discovery example, this source would need to be
paired with an annotator that can accept pictures as input and determine viability of road segments
within that geographic locale.

Finally, an important component is network storage or caches. The decision on mapping data
and computation to network nodes in a distributed execution environment is a classical problem
in distributed computing systems. This problem must be solved in the context of a decision driven
execution as well. Content (both data objects and annotation labels) should be cached at nodes closer
to consumers who might need these objects and labels for their decision-making. Similarly, annotators
will need to execute on nodes that are close to consumers needing the annotations. The placement of
data and computational modules in the network to minimize decision cost remains an open problem.

The aforementioned architecture effectively changes the query paradigm from specifying what
objects to retrieve to specifying why they are needed; that is to say, how they fit in the logic used to make
a decision. This shift is thanks to sharing the structure describing the query’s decision logic. Evidence
objects are needed to resolve predicates named by labels in that decision logic. The architecture
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allows the network to be much smarter when answering a query. Being aware of the logical decision
structure, the resource management system can allocate resources to seek evidence that helps evaluate
the decision expression at the lowest cost. As alluded to in the introduction, we can take inspiration
from literature on optimizing the evaluation of logical expressions to determine which labels should
be evaluated first and which sources should be contacted for the corresponding evidence. In turn,
this determination informs resource allocation, such as policies for scheduling/queuing of object
retrieval requests, policies for caching of results, and choices governing invocation of annotators.

3.3. A Walk through the Execution of a Decision Query

Putting it all together, when a user makes a decision query, at a high level, query resolution works
as follows. The system first determines the set of predicates (i.e., labels) that is associated with the
query from the underlying Boolean expression that describes the decision logic. This is the set of labels
whose values need to be resolved. The query source then needs to determine the set of sources with
relevant evidence objects. If multiple sources offer redundant evidence, some arbitration is needed to
determine who to contact. A scheduling algorithm must decide on the order in which evidence objects
must be retrieved to evaluate the different labels.

The system must manage caching. Say, the query source decides to resolve the value of the
label, viableX. If the label has already been evaluated in the recent past (because of a prior query),
its evaluation may be cached in the network, in which case the resolved value can be found and
returned. This is the cheapest scenario. Otherwise, if the evidence object needed to evaluate the
predicate has been recently requested (but the corresponding label not evaluated), the requested object
may be cached. Such might be the case, for example, when the object was requested to evaluate a
different predicate. The cached object needs to be sent to the right annotator to determine the label
value relevant to the current query. Otherwise, if the objects is not cached or is stale, the query should
be propagated to a source that has fresh relevant objects. The relevant object is then shipped to an
annotator that decides label values. Both the object and the computed new labels are cached in the
network with a freshness interval that specifies their validity for future use. Next, we outline the
research challenges that must be addressed in realizing this architecture.

4. Decision-Driven Resource Management: Optimizing Retrieval Cost

Initial work on decision-driven resource management was recently published in the context of
centralized systems [25,31]. It needs to be extended to a more general decision model and to distributed
resource management. Consider a workload model, where tasks consume resources to make decisions,
each represented by a logic expression in disjunctive normal form (OR of ANDs). Let {4;} denote the
set of alternative courses of action for the i-th decision, and {bi/.} denote the j-th Boolean condition
needed to determine the value of a;. Therefore, a query g takes the general form:

q:(boo/\bol/\...)\/(blo/\bh/\...)\/....

ap m

The first challenge lies in designing algorithms that optimize the cost of retrieving evidence
objects needed to resolve the decision query. In the simplest model, the query is resolved when a single
viable course of action is found. Other more nuanced models may be possible. For example, a query
could be resolved when a viable course of action is found for which additional conditions apply that
may be represented by another logical expression structure ANDed with the original graph.

4.1. Minimizing Retrieval Cost by Short-Circuiting

Associated with each condition b;, may be several pieces of metadata. Examples include
(i) retrieval cost C,']. (e.g., data bandwidth consumed), (ii) estimated retrieval latency li]., (iii) success
probability pi; (i.e., probability of evaluating to true), and (iv) data validity interval di/. (i.e., how long
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the data object remains fresh). The question becomes: how to orchestrate the retrieval such that the
query is resolved at minimum cost?

Sequential retrieval of evidence objects gives the most opportunity to take advantage of the
decision logic structure to short-circuit and prune unnecessary retrievals in view of previously retrieved
objects. Simply put, when handling an AND,

ai:bio/\bil/\biz/\...,

we want to start with the most efficient bi/. and proceed downwards. Here, “most efficient” means
highest short-circuit probability per unit cost:

1—pi
c

]

Imagine a particular course of action whose viability depends on just two conditions, / and k,
that require retrieving and examining a 4-MB and a 5-MB audio clip, respectively. It has been estimated
(e.g., from historic data or domain expert knowledge) that condition / has a 60% probability of being
true, whereas k has a 20% probability. In this case, we would want to evaluate k first, as it has a higher
short-circuiting probability per unit bandwidth consumption. Intuitively, this is because it is more
likely to be false, thereby producing a result that obviates retrieval and evaluation of the remaining
ANDed primitives. More precisely:

1-02 - 1-0.6
5 4
N——
0.16 01

Hence, this evaluation order leads to a lower expected total bandwidth consumption compared
to the other way around (i.e., evaluating / before k):

5+02x4<4+06x5.
—— S———
5.8 7

Similarly, for the handling an OR in the logic structure:
qg=ayVayVaV...,

we start processing the a; with the highest short-circuiting probability per unit cost; in this case,
one that has the highest probability of evaluating to true.

Conditions in the physical world can change over time. Therefore, it is important that, at the
time a decision is made, all pieces of information involved must still be fresh. Otherwise, decisions
will be made based on (partially) stale information. A greedy algorithm has been proposed [25],
where all data object requests are first ordered according to their validity intervals (longest first) to
meet data expiration constraints, then rearrangements are incrementally added, according to objects
short-circuiting probabilities per unit cost, to reduce the total expected retrieval cost.

The approach is heuristic and does not have a known approximation ratio. Near optimal
algorithms should be investigated. Unlike early work that considers object retrieval over a single
channel, it is interesting to extend the formulation to consider more general network topologies.
Importantly, this retrieval order is influenced by models of the physical world that determine how fast
physical state changes, and thus how often it needs to be sampled. Such models will be incorporated
into the optimization to refine expressions of short-circuit probability. Specifically, whether or not
a retrieved object short-circuits an expression depends not only on the value of the corresponding
predicate evaluation, but also on when the evaluation was carried out. Stale evaluation results are
not useful. Hence, the optimization must be cognizant of timing constraints derived from physical

’
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models of the underlying measured phenomena. The complete algorithm pseudo-code is shown
in Algorithm 1.

Algorithm 1 Retrieval schedule for dynamic query resolution.

Input: A query’s deadline requirement d,, its candidate courses of action {a;}, and acceptable parallel retrieval level r. For each
constituting condition ti for a particular a;, its corresponding

° evaluation (retrieval) costs Ciys

. retrieval latencies I,-],

° success probabilities Piys and

° freshness (validity) interval v;,.

Finally, the subset of conditions that have been cached Oy, in descending order of 1;"71’
Output: Query resolution result '
1: failure_counter < 0
2: L, < {a;} sorted in descending order of %’
3: fora;in L, do
4: Qc < @, Qg + longest valid. interval first order, S, < @

1-py
Cl,

5: L+ {f,-j} sorted in descending order of

6: while Q; # @ do
7: fort;in L do
8: if moving t; from Q, to the end of Q. does not increase freshness violation degree then
9: Qu + Qa\ (t), Qe = Qc + (t1)
10: break
11: end if
12: end for

13: end while
14:  while |Q;| > 0do

15: te < end element of Q.

16: Qc + Qc\ (te), Sp = Sp U {te}

17: if Q¢ + Sp satisfies validity intervals then

18: for ° in O, do

19: dp < 1°’s absolute validity deadline
20: if Qc + S \ (t°) satisfies min(dy, djo ) then
21: Qe + Qc(t%), sp “— Sp \ ()

22: else if a shortest tail, T of Q.’s can be moved to S, to satisfy validity intervals AND |S,| < r
23: Qe = Qc\Tq., Sp = Sp U T,

24: update d;

25: end if

26: end for

27: Process a; with retrieval schedule Q. + S,
28: if a; succeeds then

29: return a; as an successful result

30: else

31: increment failure_counter by 1

32: break

33: end if

34: end if

35: end while

36: end for

37: if failure_counter == |L,| then

38: return request resolves to failure

39: else

40: signal validity interval cannot be satisfied

41: end if
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4.2. Minimizing Retrieval Cost by Optimizing Coverage

Another interesting question in minimizing the cost of object retrieval lies in selecting the sources
from which objects should be retrieved, as well as the annotators needed to compute predicate values
from the supplied evidence. Three interesting challenges arise in the context of this optimization.

First, in general, multiple sources may offer evidence objects that help evaluate the same or
overlapping subsets of predicates needed for resolving a decision query. Some evidence objects may
lead to evaluating multiple predicates at once. In our running example of route finding, a single picture
from an appropriate camera can help evaluate conditions on multiple nearby road segments at once,
if all such segments are in the camera’s field of view. Hence, to determine the most appropriate sources
to retrieve evidence from, one must solve a source selection problem. This problem can be cast as one
of coverage. It is desired to cover all evidence needed for making the decision using the least-cost
subset of sources. Variations of this problem will be investigated in the proposed work.

Second, an interesting novel factor in our resource management model is the existence
of annotators. Not only do we need to collect evidence objects, but also we want to use them to
determine specific predicate values. As mentioned earlier, an annotator could be a human, in which
case one must consider the cost of delivering the collected evidence to that human for annotation.
Alternatively, the annotator could be a machine. When the annotator is the query source, all evidence
must simply be shipped to that source for both annotations and decision-making. In this case,
we assume success at resolving the query as long as all evidence objects can be shipped by the decision
deadline and remain fresh at that deadline. When the annotator is a piece of software, we other
challenges arise. For example, where in the distributed system should that software be located to
minimize decision cost? Besides considerations of network cost, how to account for processing factors
such as load balancing on the annotators?

Finally, there is the issue of confidentiality and trust. A user might not trust the accuracy of specific
annotators or might not wish to send specific evidence objects to them for confidentiality reasons.
Such additional constraints will be incorporated into the optimization algorithm. To address trust, the
label values computed by different annotators will be signed by the annotator. Such signatures can be
used to determine if a particular cached label meets the trust requirements of the source. Similarly,
labels can note which objects the annotator used to make their annotation decision. That way, trust
becomes pairwise between the annotator and the source. If an annotator requires multiple pieces
of data to solve a predicate, then all are stored in the label. In JSON, one can think of the following
label format:

{
"label":"viableX",
"type":"
"value":true,
"annotator":"/BBN/boston/bldg9/photo_analysis_v2.39",
"sources": ["/city/marketplace/south/noon/cameral",

road condition",

"/city/marketplace/north/dawn/camera5"]
}

5. Real-Time Decision-Driven Scheduling

The architecture described in the previous section inspires opportunities to develop a new type of
real-time scheduling theory, we call decision-driven scheduling. The objective of a decision-driven
scheduling algorithm is to schedule the retrieval of data (evidence) objects needed for current
decision queries.

As mentioned earlier, two types of timing constraints must be enforced by the retrieval schedule.
First, decision deadlines must be obeyed (i.e., deadline constraints). Second, data furnished for a
decision must be fresh (i.e., data validity constraints). Each retrieved data object has a validity interval
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within which it remains fresh. A decision is valid only if it is made based on objects that remain within
their validity intervals.

5.1. Initial Results

Simple versions of the above problem have been solved in recent work [23,24]. For example,
consider the basic case of a single task (i.e, decision query) deciding the viability of a single course of
action, where the underlying data objects are retrieved over a single resource bottleneck. For simplicity,
let the source also be the data annotator. Hence, the system must simply deliver all evidence objects to
the source by the decision deadline.

In this scenario [23], let there be N objects, named Oy, .. ., Oy, that have information relevant to
the decision. These objects are retrieved from sources identified by the source selection algorithm.
Let us denote these sensors by Sy, ..., Sy, respectively. Let us further consider that these sources monitor
their environment on demand. Hence, when source, S;, is contacted, it observes its environment and
constructs an appropriate observation object, O; (e.g., takes a picture), then sends it in response to the
received request. Let us assume that O; has a validity period I; and size C;. Let source S; be contacted
at time t;.

The system collects the relevant data from all selected sources then a decision is made. Let time F
denote the time when all data needed for the decision has been fetched, such that a decision can be
made. We require that F < D, where D is a deadline. If all N objects are retrieved, the decision cost is
given by:

Costopt = Z C; 1)
1<i<N

An interesting question is: does there exist a feasible object retrieval schedule? In other words,
is it possible to fetch all N objects such that the decision deadline is met (to make sure the decision
is timely) and such that each object remains fresh by the time fetching is complete? The latter ensures
that the decision is valid (because it was made based on unexpired data). This occurs when no sensor is
sampled twice. Let a feasible retrieval schedule be one that satisfies the decision deadline. An optimal
retrieval scheduling policy is one that finds a feasible retrieval order whenever one exists, thereby

simultaneously satisfying both freshness and deadline constraints:

Data freshness: t; + I; > F (Vi,1 <i < N),
Decision deadline: t + D > F,

where the decision query arrives at time ¢. The freshness constraint above ensures cost minimality. If it
is violated, a second sample is taken from the sensor, which makes the cost non-optimal. These can
also be represented together as:
min ( min (t; +1;), t+ D) > F
(min (t5+ 1), £+D) >
Prior work [23] shows that the Least Volatile object First (LVF) object retrieval policy is optimal in
the case of a single decision query where data are retrieved over a single bottleneck resource. The policy

fetches the object with the longest validity interval first. The optimal policy for multiple independent
decision queries is more involved, but has been derived for a simple decision model [23].

5.2. Remaining Challenges

The above work has several limitations. First, while it does consider multiple decision queries,
they are assumed not to overlap in the sets of data objects they need. Second, the decision for each
query involves evaluation of validity of only a single course of action. Hence, there is no disjunction
in the decision model. Short-circuit opportunities are not considered. Finally, all objects needed for
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making the respective decisions are assumed to be retrieved over a single channel, essentially reducing
the problem to one of single-resource scheduling. To establish a general theory of decision-driven
scheduling these limitations need to be removed. This leads to several avenues of investigation:

e Non-independent queries: It is important to consider the case where some queries overlap in
needed data objects. In this case, retrieving each object once is not optimal anymore. That is
because, if an object is shared by multiple queries, there is a possibility that the same data object
can be reused. Such reuse can reduce total cost. At present, the optimal solution to this problem
is unknown. Algorithms with near optimal performance are needed. They should be further
extended to account for more complex decision models (i.e., multiple courses of action) and
short-circuit opportunities.

e Noisy sensor data: The challenge here is to adapt prior algorithms to the case where sensor data
is not clean. Hence, it might not be enough to retrieve a single piece of evidence to evaluate
some label. Rather, multiple pieces may be needed to corroborate the computed label to a specified
degree of confidence. The need for such corroboration has implications on source selection and
data retrieval schedules. Requirements for confidence in computed predicate values, in the
presence of noisy data, lend themselves nicely to the formulation of new scheduling problems,
where the right amount of evidence must be retrieved to guarantees a level of confidence in
decision results. Annotators, in this scenario, may need to examine multiple pieces of evidence
(e.g., multiple pictures) to determine the value of a particular label (e.g., whether a route segment
is viable). Once the label value is determined, annotators can offer feedback on the quality of
individual inputs used. For example, they may mark a given picture (and hence, its source) as
not useful. Such feedback can accumulate to gradually build profiles for reliability of sources.
In turn, these profiles may be considered in future source selection problems to avoid bad sources
or seek sufficient corroboration such that a required level of confidence in results is attained.
The problem gets more complicated by considering reliability of annotators. A bad annotator
could offer false feedback that improperly influences the reliability profile of a source. Hence,
individual query originators may develop different profiles for the same data sources, depending
on which annotators they trust.

e  Event-triggered decision-making: In many scenarios, the need for decision-making itself will be
triggered by sensor values. For example, the firing of a motion sensor inside a warehouse after
hours may trigger a decision task to determine the identity of the intruder. Other decisions may
need to be done periodically. The scheduling problems described above can thus be augmented
by analysis that takes into account decision triggers, offering a better model of expected future
workload, such as periodicity, or specific contexts in which the decision query will arrive.

6. Network Challenges

In a distributed system where decision tasks can originate at different nodes and where evidence
needed to make a decision may be distributed, it is important to address the underlying networking
challenges. Specifically, how do we find sources who have evidence pertaining to the decision?
Where to cache objects as they are retrieved from those sources? When objects are processed by
annotators to generate values for one or more labels, where should these values be stored? Answers to
these questions are needed in the context of three mechanisms, below.

6.1. Hierarchical Semantic Naming and Indexing

Since decision-driven resource management is centered around data retrieval, it seems natural
that some form of information-centric networking can be implemented to facilitate routing queries
and finding matching objects [32,33]. In information-centric networks, such as NDN [34], data,
not machines, are the primary named entity on the network. The network adopts hierarchical data
names, instead of hierarchical IP addresses. In this paradigm, consumers send low-level queries, called
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interest packets, specifying a data name or name prefix. Routing tables directly store information on
how to route interests to nodes who previously advertised having data matching a name prefix. Hence,
interests are routed directly to nodes that have matching data. The data then traverses the reverse path
of the interest to return to the query originator.

Adaptations of the information-centric networking ideas can furnish the underlying framework
for routing queries to sources in the decision-driven execution architecture. In an NDN-like
implementation, evidence objects, labels, and annotators all have public names in an overall
name space. Nodes possessing those objects advertise their names. Nearby routers who receive
those advertisements update their tables such that interests in the given names are correctly forwarded
to nodes that have matching objects. Since labels encode the semantics of the underlying variables,
we call the resulting scheme hierarchical semantic indexing.

In designing hierarchical name spaces (where names are like UNIX paths), of specific
interest is to develop naming schemes where more similar objects have names that share
longer prefixes. This naming scheme will allow the network do clever object substitutions,
when approximate matches are acceptable. For example, when a query arrives for an
object /city/marketplace/south/noon/cameral/, if retrieving this object is impossible or costly,
the network may automatically substitute it with, say, /city/marketplace/south/noon/camera2/.
This is because the large shared name prefix signifies that the latter object is very similar to the
former (e.g., a view of the same scene from a different angle). Hence, it is a valid substitution when
approximate answers are allowed. This mechanism may lead to substantial resource savings and more
graceful degradation with overload. In fact, it may offer a new foundation for network congestion
control, where requirements on the degree of acceptable approximation are relaxed as a way to combat
congestion and tightened again when congestion subsides.

6.2. Information-Maximizing Publish-Subscribe

Building on the aforementioned hierarchical semantic indexing, it becomes possible to develop
network resource management protocols that maximize information flow from sensors to decision
tasks. The importance of delivering a piece of information is not an absolute number, but rather
depends on other information delivered. For example, sending a picture of a bridge that shows
that it was damaged in a recent earthquake offers important information the first time. However,
sending 10 pictures of that same bridge in the same condition does not offer 10-times more information.
Indeed, the utility of delivered information is sub-additive. This observation has two important
implications; namely:

e  Data triage cannot be accurately accomplished by assigning static priorities to data packets, as the
importance of one piece of information may depend on other information in transit.

e Data triage cannot be accurately accomplished at the data source, as the source may be unaware
of other sources supplying similar information.

The above two points argue for implementing data triage in the network.
An information-utility-maximizing network must perform data triage at network nodes to
maximize the delivered (sub-additive) information utility in the face of overload. Our premise is that
a network that explicitly supports hierarchical names for data objects (as opposed to hierarchical
IP addresses for machines) can directly maximize and significantly improve delivered information
utility. In a well-organized hierarchical naming scheme, objects with hierarchical names that share a
longer prefix are generally closer together in some logical similarity space. Assuming that items closer
together in that space share more information in common, distances between them, such as the length
of the shared name prefix, can be leveraged to assess redundancy in sub-additive utility maximization.
Since content names are known to the network, fast greedy sub-additive utility maximization
algorithms can be implemented on links and caches. For example, the network can refrain from
forwarding partially redundant objects across bottlenecks; it can cache more dissimilar content, and
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can return approximate matches when exact information is not available. The above intuition suggests
that naming data instead of hosts lays a foundation for information utility maximization and for
improving network overload performance.

6.3. Support for Different Task Criticality

Importantly, network resource management mechanisms must support tasks of different criticality.
In a network that directly understands content names, it is easy to implement different content handling
policies that depend on the content itself. Some parts of the name space can be considered more critical
than others. Objects published (i.e., signed) by an authorized entity in that part of the name space can
thus receive preferential treatment. There objects, for example, can be exempt from the aforementioned
approximation mechanisms for congestion control. They can also receive priority for caching and
forwarding. The integration of such preferential treatment mechanisms with the scheduling problem
formulation described earlier is itself an interesting research problem.

7. Implementation

To perform a proof-of-concept validation, we implemented a distributed system, called Athena,
that embodies the decision-driven execution paradigm. At present, Athena is implemented mostly
in Python, with some parts in Java, and C++. Athena is hosted within the Dynamically-Allocated
Virtual Clustering (DAVC) management environment [35], available from our collaborators at the
US Army Research Labs. DAVC offers virtual containers that allow easy integration of physical
and virtual nodes in the same environment, and thus straightforward migration from emulation to
deployment. DAVC currently runs on an Ubuntu server (a 64-bit machine) in emulation mode, and
has dependencies on NTP (for time management) and NFS (for file management). The Athena server
implements three main data structures, local/remote query logs, fetch/prefetch queues, and the interest
table. They are are asynchronously protected and shared among the functional component threads. A
node’s main event loop simply waits on a TCP socket for incoming messages, and dispatches received
messages, according to their headers, to spawn the corresponding functional threads. We simulate a
network by running the actual communication protocol stack in a separate process per emulated node.
Each emulated network node is thus uniquely identified by its IP:PORT pair. Below, we describe in
more detail the functional details of different Athena threads.

7.1. Query Requests

In this implementation, a user can issue query request(s) at any Athena node, using a
Query_Init call. At each node, upon user-query initiation, Athena translates the query into the
corresponding Boolean expression over predicates, and starts carrying out necessary predicate
(label) evaluation. This processing is done in the context of Query_Recv. The component reacts
to received queries (either initiated locally or propagated from neighbor nodes) by carrying out the
following execution steps: (i) add the new query to the set of queries currently being processed by the
node, (ii) determine the set of sources with relevant data objects using a semantic lookup service [36,37],
(iii) compute the optimal source subset using a source selection algorithm [38], (iv) send the Boolean
expression of the query to neighbors and (v) use a decision-driven scheduler to compute an optimal
object retrieval order according to the current set of queries. Requests for those objects that are slated
for retrieval are then put in a queue, called the fetch queue. Note how, in this architecture, a node can
receive the Boolean expression of a query from step (iii) above before actually receiving requests for
retrieving specific objects. This offers an opportunity to prefetch objects not yet requested. A node
receiving a query Boolean expression from neighbor nodes will try prefetching data objects for these
remote queries, so these objects are ready when requested. Such object requests are put in a prefetch
queue. The prefetch queue is only processed in the background. In other words, it is processed only
when the fetch queue is empty. When a queue is processed, an object Request_Send function is used to
request data objects in the fetch/prefetch queue from the next-hop neighbors.
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7.2. Data Object Requests

As a query is decomposed into a set of data object requests, each corresponding to a specific label
to be resolved. These requests are then sent through the network towards their data source nodes.
Each node maintains an Interest Table that keeps track of which data objects have been requested by
which sources for what queries. The interest table helps nodes keep track of upstream requests and
avoid passing along unnecessary duplicate data object requests downstream.

Each node also serves as a data cache, storing data objects that pass through, so new requests
for a piece of data object that is already cached can be served faster. When a forwarder node already
has a cached copy of a piece of data, it needs to decide as to whether or not this cached copy is still
fresh enough to serve an incoming request for this piece of data. If yes, then the forwarder would
just respond to this request by returning the cached object, otherwise it would pass along the request
towards the actual source for a fresh copy.

Specifically, a Request_Recv is called upon receiving an object request from a neighbor.
The request is first bookmarked in the interest table. Then, if the object is not available locally, the
request is forwarded (using Request_Send) closer to the data source node if the request was a fetch
(prefetch requests are not forwarded).

Above, we just discussed how data object requests are handled by Athena nodes. Next, we will
look at how Athena handles the transmission of the actual requested data content, either from actual
data source nodes or intermediate nodes upon cache hits, back towards the requesters.

7.3. Data Object Replies

Requested data objects (e.g., a picture, an audio clip, etc) are sent back to corresponding requesters
in the similar hop-by-hop fashion as that of the requests themselves. Each data object, as it is being
passed through intermediate forwarder nodes, is cached along the way. Cached data objects will
decay over time, and eventually expire as they reach their freshness deadlines (age out of their
validity intervals). In terms of functional interfaces, each Athena node implements the following
two functions: Data_Send is used to send requested data object content back towards the original
requesters; and Data_Recv is invoked upon receiving a piece of requested data object, which is then
matched against all entries in the interest table. If the current node is the original query requester node,
the data object is presented to the user for the label value, which is in turn used to update the query.
Otherwise, the object will be forwarded to the next hop towards the original requester.

One important note here is that in Athena, a raw data object needs to be sent from the source back
to the requester only when the predicate evaluation (labeling) has to be done by the requesting source.
For example, after an earthquake, a user is using Athena to look for a safe route to a nearby medical
camp. In doing so, Athena retrieves road-side pictures along possible routes for the user to examine.
This judgment call—looking at a picture and recognizing it as a safe or unsafe road segment—is put in
the hands of the user (the human decision-maker) at the original query requester node. Alternatively,
predicate evaluation could be made by machines automatically (e.g., using computer vision techniques
to label images). If a qualified evaluator is found at a node for a given predicate, the predicate can
be evaluated when the evidence object reaches that node. If the source of the query specified that the
signature of this evaluator is acceptable, only the predicate evaluation is propagated the remaining
way to the source (as opposed to the evidence object). In the implementation, we restrict predicate
evaluators to sources of the query.

7.4. Label Caching

As requested data objects arrive, the query source can then examine the objects and use their own
judgment to assign label values to the objects for the particular query task. These labels are injected
back into the network, such that future data requests might potentially be served by the semantic
labels rather than actual data objects, which depends on whether the requests need to evaluate the
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same predicates, and what trust relations exist among the different entities (e.g., Alice might choose
not to trust Bob’s judgment, and thus would insist on getting the actual data object when a matched
label from Bob already exists). As such human labels are propagated from the evaluator nodes back
into the network towards the data source nodes, they are cached along the way, and can be checked
against the interest tables and, upon matches, used locally to update query expressions, and forwarded
to the data requesters. Compared to sending actual data objects, sharing and utilizing these labels can
lead to several orders of magnitude resource savings for the particular requests.

To help better visualize how the various discussed components work together, we show,
in Figure 3, an example of requests and data flows for a particular query.
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— - (Application) (Application)
Forwarder/Cache
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Figure 3. A visualization showing the flow of requests and data as nodes in Athena work together to
resolve a query. In this example, the user uses Query_Init () to create and issue a query at Node A.
The query in our example involves two data objects, u and v. Node A calls Query_Recv() locally
to start the processing. The query is propagated through the network (Edges 3 and 4), reaching
Node B and C. Upon receiving the query, Node C attempts prefetching, first for data object u in this
particular example. Since Node C is the data source for u, it sends u back towards the requester node
(Edges 8, 11, 13, and 14), during which, Node A’s fetch request meets the returned data at Node C
(Edge 9). Upon receiving u at Node A, the user examines the data, makes a judgment regarding the
corresponding condition state of the query. This state label provided by the human decision-maker
is then propagated back into the network (Edge 17). The handling for data object v follows a similar
pattern, for which the fetch request has a cache hit at the forwarder Node B, without reaching the
actual source Node C, due to prefetch requests. In the figure, grey arrows and requests represent those
processed in the background; namely pre-fetches and their responses. Solid black arrows and requests
are those processed in the foreground; namely actual object fetch requests and their responses.

8. Evaluation

In our prototype Athena implementation, a single process—a multithreaded Athena server—was
instantiated per emulated node. The server’s main event loop simply waited on a TCP socket for
incoming messages, and dispatched received messages, according to their headers, spawning the
corresponding functional threads as needed. A communication server implemented the desired
protocol stack. The application was compiled together with the Athena server. Each emulated network
node was uniquely identified by its IP:PORT pair, referring to the server’s machine IP and port address
associated with the emulated node.

Since we have not had the opportunity to test our system in an actual post-disaster environment,
we adopted a set of simulation-based experiments featuring a post-disaster route-finding scenario,
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where Athena is deployed in a disaster-hit region and is used by people in the region to carry out
situation assessment and route-reconnaissance tasks. For simplicity, we consider a Manhattan-like
map, where road segments have a grid-like layout. The EMANE-Shim network emulator [39,40] was
used to handle all data object transmissions among Athena server processes.

More specifically, we divided the experimental region into a Manhattan grid given by an
8 x 8 road segment network, with around 30 Athenanodes deployed on these segments, where each
node’s data can be used to examine the node’s immediate surrounding segments. Data objects range
from 100 KByte to around 1 MByte, roughly corresponding to what we might expect from pictures taken
by roadside cameras. The network emulator is configured with 1 Mbps node-to-node connections.
Each route-finding query consists of 5 candidate routes that are computed and randomly selected
from the underlying road segment network. Additionally, each node is issued three concurrent
queries. With these generic parameter settings, we next discuss each set of the experiments, where the
corresponding particular parameter settings will be specified. For collecting results, each data point
is produced by repeating the particular randomized experiment 10 times. As resource constraints is
our main optimization goal, we use resource consumption (network bandwidth usage) as the main
evaluation metric, unless otherwise specified in particular sets of experiments. Table 1 summarizes the
key settings.

Table 1. Key emulation parameter settings (unless individual experiments state otherwise).

Network nodes 30

Data object size 100 KB-1 MB
Link bandwidth 1 Mbps node-to-node
Viable options per decision 5

Queries per node per experiment 3

Number of experiments per graph point 10

For the information retrieval schedule, we experimented with multiple baselines, besides our
own algorithm, Algorithm 1, introduced in Section 4. All compared algorithms are listed as follows:

e  Comprehensive retrieval (cmp): As a first baseline, we include a simple algorithm where all
relevant data objects for each query are considered for retrieval. An object is relevant if it provides
evidence regarding at least one of the unknowns specified in the decision logic. Note that,
comprehensive retrieval does not try to minimize potential redundancy in retrieved evidence, nor
does it optimize retrieval order based on considerations such as freshness constraints, deadlines,
and cost.

e  Selected sources (slt): This is one step beyond the above cmp baseline, where data source selection
is performed to minimize redundancy in retrieved evidence. Specifically a coverage problem is
solved to obtain the candidate set of data objects to be retrieved that allow evaluating all predicates
in the underlying decision logic. Thus, if two cameras have overlapping views of the same road
segment, source selection will typically choose only one to retrieve data from. We borrow a state
of the art source selection algorithm [38] and use it in our implementation and experiments.

e Lowest cost source first (Icf): This scheme takes the above selected source nodes, and sorts
them according to their data object retrieval costs (i.e., data object size), prioritizing objects with
lower costs.

e  Variational longest validity first (lvf): Our scheduling algorithm, as discussed in Section 4, except
that values of labels are not propagated into the network for future reuse.

e  Variational longest validity first with label sharing (Ivfl): Our scheduling algorithm, with label
sharing enabled. Therefore, after a piece of retrieved evidence is annotated with a label, this label
information is propagated back into the network towards the corresponding data source node.
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Thus, any node along the path that intercepts a future request for this data object can return this
label value rather than (requesting and) returning the actual data object.

With these above five different information retrieval scheduling schemes, we carry experiments
to study Athena’s behavior along the following different dimensions.

e  Environment dynamics: We experiment with different levels of environment dynamics, where
different portions of data objects are considered to be of fast/slow-changing nature (i.e., having
short/long validity intervals).

e  Query issuance pattern: We experiment with how queries are issued to nodes—more specifically,
whether all queries are issued to only a few nodes or a large number of them.

e Query complexity: For each query, we experiment with varying number of candidate routes,
and different number of road segments per route. These correspond to the number of courses of
action that are OR’ed together, and the number of predicates AND’ed to establish viability of each
course, respectively.

e  Query interest distribution: We experiment with two scenarios, namely whether all inquiries are
focused on a small hotspot or spanning the entire global region.

o  Query locality: We experiment with how “localized” queries are. Basically, a localized query
inquires about a node’s immediate surrounding area, whereas a more diverse query may ask
about data objects on the far end of the network.

e  Network topology: We generally use randomly generated network topologies for our experiments.
However, we also experiment with two other specific network topologies, namely linear and star
shaped, to see how different patterns of network connectivity might affect system behavior.

Data objects range from 100 KByte to around 1 MByte, roughly corresponding to what we
might expect from pictures taken by roadside cameras. The network simulator is configured with
1 Mbps node-to-node connections, which is what one might expect when fast wired infrastructure has
been destroyed by a disaster, resulting in slower ad hoc links. Each route-finding query consists of
five candidate routes that are computed and randomly selected from the underlying road segment
network. With these generic parameter settings, we next discuss each set of the experiments, where the
corresponding particular parameter settings will be specified. For collecting results, each data point is
produced by repeating the particular randomized experiment 10 times.

First and foremost, as our Athena information management system is designed for situation
assessment and decision-making under dynamic post-disaster environments, we look at how its query
resolution capability is affected by different levels of environment dynamics. In our experiment,
data objects generally belong to two different categories, namely slow changing and fast changing.
For example, a blockage on a major highway might get cleared within hours, but a damaged bridge
likely will take days/weeks or even longer to repair. In this set of experiments, we explore how
different mixtures of slow and fast changing objects affect the performance of each of the information
retrieval schemes. The results are shown in Figure 4. As seen, at all levels of environment dynamics,
our data-validity aware information retrieval schemes are able to successfully resolve most, if not all,
queries (i.e., perform them on time and based on fresh data), whereas the baseline methods struggle
even with a relatively low level of environment dynamics (an incorrectly resolved query, for our
purposes is one where the decision missed the deadline or was based on data that passed their
validity interval). This is due to their failure to take into account the deadline and data validity
information when scheduling retrievals, which then leads to data expirations and refetches or deadline
misses. This not only increases bandwidth consumption, but also prolongs query resolution process,
potentially causing more data to expire.

The actual network bandwidth consumption comparisons of all schemes are shown in Figure 5.
We already saw from Figure 4 that the various baseline schemes fall short in terms of query resolution
ratio; here we observe that they additionally consume more network bandwidth. Comprehensive
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retrieval scheduling incurs the highest amount of network traffic, as it neither is careful about avoiding
redundant data object retrieval, nor tries to follow a meaningful order when fetching data. Network
bandwidth consumption marginally decreases as we include source selection (slt) and then follow
a lowest-cost-first (lcf) data retrieval schedule. None of the above schemes take into consideration
environment dynamics. Therefore, they tend to result in more information expiration and refetching,
leading to extraneous bandwidth usage. This additional usage is effectively minimized/avoided by
our scheduling strategy, which leads to a considerable decrease in network bandwidth consumption.
Additionally, when opportunistic label sharing (Ivfl) is enabled in Athena, more significant bandwidth
savings are observed, since labels are transmitted instead of actual data objects when possible.
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Figure 4. Query resolution ratio at varying levels of environment dynamics (ratio of fast changing objects). cmp,
comprehensive retrieval; slt, selected sources; Icf, lowest-cost-first; Ivf, longest validity first; Ivfl, longest validity
first with label sharing.
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Figure 5. Total network bandwidth consumption comparison of all schedule schemes (with 40% fast
changing objects).

Next, we take a look at how query issuance patterns affect system performance. This essentially
means how many nodes of the entire network users are issuing queries. If the number is 1 (which is
less likely for realistic scenarios), this essentially is equivalent to a centralized application where all
users issue all queries at a central node. Under more realistic settings, however, this number will be
high as users all around the region would potentially need to request information at each of their own
respective locations. We experiment with issuing queries by a single, a pair, half, as well as all nodes.
The results are shown in Figure 6. First of all, we observe that the more centralized the query issuance
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pattern is, the lower the network bandwidth consumption. This makes sense because, given the same
number of random queries, having fewer query nodes means higher chance of cache hits for both
data objects and shared labels. We also observe that, as query issuance pattern shifts from centralized
towards distributed, our information retrieval schemes lead to better improvements over baseline
methods as well as consistently stable performance on query resolution ratio.

[
U
<

Bandwidth Consumption (MB)

1 2 50% 100%
Quantity of Query Accepting Nodes

Figure 6. Different query issuance patterns (i.e., varying number of nodes to which a fixed number of queries are
issued to.

Next, we look at how query complexity affects system performance. As each query is represented
in its logical form, an OR of ANDs, we can vary the number of ANDs under the OR, as well as the
number of tests that needs to be performed for each AND in our route finding scenario. This naturally
corresponds to the number of candidate routes for each query, and the number of road segments
for each candidate route. As shown in Figure 7, increasing the number of routes per query leads to
higher network bandwidth consumption for all information retrieval schemes. It is worth noting
that, our decision-aware scheduling algorithms (lvf, Ivfl) again lead to a slower bandwidth increase
compared to other baseline methods, thanks to their ability to exploit queries” internal structure and
prune logical evaluations, which would otherwise lead to unnecessary network traffic.
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Figure 7. Varying number of candidate routes per query.

Figure 8 shows the experiment results with varying route lengths, where routes are categorized
into 5 different length percentiles. As seen, the general relative comparison in terms of network
bandwidth consumption remains the same as that of previous experiments. However, we notice
an interesting convex shape rather than a monotonic trend (i.e., longer route lengths lead to higher
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network bandwidth consumption) that some might have expected. The reason lies in the fact that the
higher the percentile, the lower the number of route choices there are—i.e., we can easily find in the
road network a large number of different short routes, but there might be few options for extremely
long ones. This lack of route choices then leads to a higher number of repeated road segments in the
queries, which in turn leads to higher cache hit rates and thus fewer transmissions of data objects
from their original source nodes. Therefore, this set of experiments also illustrates how queries’
interest distributions affect system performance; namely, all other conditions being equal, the more
concentrated the queries’ interests are, the lower the system bandwidth consumption is. This is due to
higher cache hit rates for data objects as well as shared labels values.
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Figure 8. Varying length ranges of queries’ intended routes.

Next, we examine how queries’ locality can affect system performance. Here, locality refers to how
close a query’s interests are from the node where it is issued. A nearby query is likely only expressing
interests in the vicinity of its issuance node, whereas a faraway query might inquire about data objects
located at the far end of the network. Experimental results on network bandwidth consumption
are shown in Figure 9. We again omit reiterating the comparison between the different information
retrieval scheduling schemes as it is similar to that of previous experiments. We do want to point
out the non-monotonicity of bandwidth comparison as we move from nearby to random and then
to faraway queries. First of all, when each query is only interested in its close vicinity, the query
itself is often of low complexity (i.e., containing fewer candidate routes, and fewer road segments
per route), and few data objects need to travel long paths to reach their requesters. Thus, the overall
network bandwidth usage remains low. None of these mentioned characteristics still hold when
queries’ interests shift from nearby to randomly covering the entire region, causing much higher traffic
in the network. Then finally, when we further shift queries’ interests to be only focusing on faraway
objects, we have actually limited the object interest candidate pool, causing queries to overlap more on
their relevant data object set. This too leads to higher cache hit rate for both data objects and human
labels, similar to what we observed in Figure 8.

Finally, we take a brief look at how different network topologies affect system performance.
In addition to randomly generated topologies, we also experiment with linear and star shape networks
as two vastly different topologies in terms of network diameter. Results are shown in Figure 10. As seen,
networks where nodes are linearly connected result in significantly higher bandwidth consumption.
This is understandable because of the excessively long paths data packets need to travel to reach their
destinations. The higher probability of data validity expiration caused by long retrieval latencies
overshadows the benefits of cache hits along the long paths. The star shape networks, on the other
hand, have short transmission paths, but the network bandwidth consumption is not much lower than
that of linear networks, due to the existence of a bottleneck at their star centers, which lead to network
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congestion. This, in turn, causes more data to expire and hence excessive refetches. It is promising to
see that in general random network topologies, Athena, with our retrieval schedule schemes, gives

good performance.
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Figure 9. Different levels of queries’ localities.
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Figure 10. Different network topologies.

9. Discussion

The bulk of this paper focused on challenges in decision-driven execution that are more directly
aligned with distributed computing. However, the paradigm offers interesting research opportunities
in other related areas, as well. For example, the paradigm offer a mechanism for networks to learn
about their users and the physical environment, then exploit such learned knowledge for optimizing
decision-making. The decision model used by the network can itself be refined over time as the system
observes the decision-makers” information requests, records their decisions and takes note of the
underlying context as measured by the multitude of sensors connected to the system. Subsequent
mining of such data can lead to progressive refinement of decision-making models and to increasingly
accurate reverse-engineering of decision strategies of individuals and groups. Such learned knowledge
can, in turn, be applied to optimize the cost of future decision-making. The system, being connected
to sensors, can also derive its own models of physical phenomena over time using any of an array of
well-known estimation-theoretic approaches. These models can inform settings of various elements
of object metadata, such as validity intervals of different types of measurements and probability
distributions of particular observed quantities.
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While much of the discussion in this paper focused on using the structure of a single decision
query to anticipate future object fetch requests, it is also possible to apply pattern mining techniques
to identify common decision query sequences and thus anticipate not only current, but also future
decision needs. This is possible because users, in many cases, adhere to prescribed workflows dictated
by their training, standard operating procedures or doctrine. The workflow is a flowchart of decision
points, each conditioned on certain variables or inputs. Since the structure of the flowchart is known,
so are the possible sequences of decision points. One can therefore anticipate future decisions given
current decision queries. Anticipating future information needs can break traditional delay-throughput
constraints: anticipating what information is needed next, as suggested by mission workflow, gives
the system more time to acquire it before it is actually used.

Finally, observe that decisions can be conditioned not only on the current state, but also on
an anticipated state. For example, a decision on where to intercept a fleeing criminal will depend
on predictions of where the criminal goes next. This information may be inferred indirectly from
current measurements. Hence, decision-driven execution lends itself nicely to increasing the efficacy
of missions involving a significant anticipatory or prediction component, as it offers the mechanisms
needed to furnish evidence supporting the different hypotheses or predictions of future actions
of agents in the physical environment. The system can therefore empower applications involving
intelligent adversaries, such as military operations or national security applications. The design of
such applications on top of decision-driven execution systems remains an open research challenge.

10. Conclusions

In this paper, we outlined a novel paradigm for distributed management of communication and
scheduling resources, where all resource consumption is driven by information needs of decision-making.
The hallmark of the paradigm lies in exporting the logical inference structure of decision-making to the
underlying communication resource management layer in order to enable more efficient acquisition
of data that simultaneously increase decision timeliness and lower decision cost, while improving
decision quality. We implemented these ideas within a framework called Athena. The framework was
evaluated from two perspectives; namely, resource (i.e., communication bandwidth) consumption
and ability to make valid and timely decisions. It was shown that the framework increases the latter
while reducing the former. The approach, therefore, holds promise in jointly meeting timeliness,
cost and accuracy goals. The paper constitutes a first step on a lengthy road. Many challenges
remain that are delegated to future work. For example, more attention is needed to modeling
uncertainty. Often, the exact decisions to be made in the context of a mission are not formulated
precisely ahead of time; the unknowns relevant to them might not be clear; and the sources who
have information on these unknowns might not be identified. The relevance of individual sources
may further depend on the context, which itself might not be precisely known. More attention is also
needed in modeling cost. A large object from a sensor with a faster connection might be less costly to
retrieve than a smaller object from a sensor with a very slow link. Since connection speed may vary
dynamically, cost itself might not be exactly known or subject to change. Furthermore, the decision
models themselves can vary. While we assumed a model given by AND-OR trees (of predicates)
over relevant unknowns, more involved multi-layer models are possible and should be considered
in future work. The confluence of the above challenges in uncertainty estimation, cost metrics,
context measurement and adaptation to various runtime dynamics and decision models significantly
complicates the formulation of scheduling problems and the attainment of solutions with clean
optimality properties. Hence, much work is needed on the algorithmic and theory side to understand
various (near-)optimality and impossibility results in this area. At last, the notions of anticipation
embedded in the work suggest a fundamental trade-off between robustness and optimality. Basing
decisions on more aggressive predictions (or anticipation models) that make stronger assumptions
regarding future states can improve results when these assumptions hold, but fail more severely
when assumptions are violated. In contrast, less detailed predictions (that make fewer assumptions
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regarding the future) tend to hedge bets against the unknown, leading to improved robustness with
respect to uncertainty. However, they also result in a somewhat impaired average performance.
The authors are currently addressing some of the above challenges with a particular focus on exploring
the aforementioned tension between robustness and optimality in the context of decision-centric
information delivery.
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