
Special Issue Reprint

Cryptography and Information Security

www.mdpi.com/books/reprint/9453

Edited by
Lip Yee Por
Abdullah Khan

ISBN 978-3-7258-0897-7 (Hardback)
ISBN 978-3-7258-0898-4 (PDF)

This Special Issue on cryptography and information security presents a diverse range of
contributions, offering valuable insights into various facets of the field. The topics covered
include surveying physical unclonable functions for authentication, communication
protocols, challenges, and applications of Internet of Things security. Additionally, this issue
discusses the development of a symmetric encryption solution derived from a binary-tree-
fed mixed-network protocol, a novel deduplication method for cloud preservation with real-
time ownership organization and optimization, and a low-intervention security model aimed
at alleviating enterprise burdens through API utilization. Other contributions explore
architectures designed to prevent low-rate denial-of-service attacks within drone
environments, propose IoT-enabled lightweight authentication frameworks, and investigate
the effects of long-range dependence on temporal resolution recovery in HEVC compressed-
content environments. Furthermore, this issue introduces a novel framework utilizing API-
based obfuscation techniques and discusses the secure application of medical IoT systems,
lightweight cipher mechanisms for electronic commerce transactions, and a systematic
review of information security in chatbots. Together, these contributions offer valuable
insights into cryptography and information security, spanning from encryption solutions to
IoT-enabled authentication architectures and beyond.
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MDPI Books offers quality open access book publishing to promote the exchange of ideas and
knowledge in a globalized world. MDPI Books encompasses all the benefits of open access – high
availability and visibility, as well as wide and rapid dissemination. With MDPI Books, you can
complement the digital version of your work with a high quality printed counterpart.

Open Access
Your scholarly work is accessible worldwide without any restrictions. All
authors retain the copyright for their work distributed under the terms of the
Creative Commons Attribution License.

Author Focus
Authors and editors profit from MDPI’s over two decades of experience in open
access publishing, our customized personal support throughout the entire
publication process, and competitive processing charges as well as unique
contributor discounts on book purchases.

High Quality & Rapid Publication
MDPI ensures a thorough review for all published items and provides a fast
publication procedure. State-of-the-art research and time-sensitive topics are
released with a minimum amount of delay.

High Visibility
Due to our global network and well-known channel partners, we ensure
maximum visibility and broad dissemination. Title information of books is sent
to international indexing databases and archives, such as the Directory of Open
Access Books (DOAB), and the Verzeichnis Lieferbarer Bücher (VLB).

Print on Demand and Multiple Formats
MDPI Books are available for purchase and to read online at any time. Our
print-on-demand service offers a sustainable, cost-effective and fast way to
publish MDPI Books printed versions.
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