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The rapid advancement of technology necessitates the development of innovative solutions
that maintain robust security and privacy across data networks and multimedia systems.
This collection aims to advance the state of the art in network and multimedia security,
offering innovative solutions to pressing challenges and contributing significantly to the
security of our increasingly digital world. Key topics include resilient forecasting networks for
smart cities, integrating collective intelligence predictors that mitigate cyberattack impacts,
and comprehensive security measures for supply chains utilizing machine learning and
blockchain technologies. This Special Issue also explores advanced detection methods, such
as jamming detection in next-generation communication systems and format-preserving
encryption for network layer privacy protection. Intrusion detection and AI-enhanced
security feature prominently, with the methods presented including semi-supervised alert
filtering and the Improved Sine Cosine Algorithm with deep learning for anomaly detection.
Generative approaches, such as the SPE-ACGAN method, address class imbalance in network
intrusion detection systems, while end-verifiable key frameworks enhance IoT security. This
Special Issue also covers explainable security solutions, such as the detection of evasive
malicious PDFs using ensemble learning, and advanced cryptographic techniques, including
radio frequency fingerprinting for smart grid security and hierarchical key management for
wireless sensor networks in medical environments.
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MDPI Books offers quality open access book publishing to promote the exchange of ideas and
knowledge in a globalized world. MDPI Books encompasses all the benefits of open access – high
availability and visibility, as well as wide and rapid dissemination. With MDPI Books, you can
complement the digital version of your work with a high quality printed counterpart.

Open Access
Your scholarly work is accessible worldwide without any restrictions. All
authors retain the copyright for their work distributed under the terms of the
Creative Commons Attribution License.

Author Focus
Authors and editors profit from MDPI’s over two decades of experience in open
access publishing, our customized personal support throughout the entire
publication process, and competitive processing charges as well as unique
contributor discounts on book purchases.

High Quality & Rapid Publication
MDPI ensures a thorough review for all published items and provides a fast
publication procedure. State-of-the-art research and time-sensitive topics are
released with a minimum amount of delay.

High Visibility
Due to our global network and well-known channel partners, we ensure
maximum visibility and broad dissemination. Title information of books is sent
to international indexing databases and archives, such as the Directory of Open
Access Books (DOAB), and the Verzeichnis Lieferbarer Bücher (VLB).

Print on Demand and Multiple Formats
MDPI Books are available for purchase and to read online at any time. Our
print-on-demand service offers a sustainable, cost-effective and fast way to
publish MDPI Books printed versions.
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