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Preface

The communication systems and networks landscape is rapidly transforming due to the
widespread use of mobile devices and growing data transmission demands. The ubiquity of
mobile devices, coupled with the popularity of applications, has led to unprecedented data traffic
levels, presenting substantial challenges in managing infrastructure complexity and optimizing user
experiences.

In addressing these challenges, machine learning has emerged as a promising solution. The
incorporation of machine learning, driven by powerful computing platforms, is posited to introduce
innovative problem-solving approaches in dynamic and heterogeneous communication environments.
This integration envisions making significant contributions to intelligent system management and
optimization through predictive capabilities and data-driven decision-making.

This Topic endeavours to explore the intersection of machine learning and communication
research, presenting a collection of state-of-the-art contributions that underscore the potential of
machine learning as a catalyst for adaptive and intelligent communication. The manuscripts presented
in this Topic have undergone a rigorous peer-review process and were selected for publication in
the Topic “Machine Learning in Communication Systems and Networks, 2nd Edition” by MDPI
journals, including Applied Sciences, Sensors, Photonics, Journal of Sensor and Actuator Networks, and
Telecom. Comprising fifteen articles, including an editorial and fourteen research papers, this Topic
offers insights into current challenges and innovative solution approaches involving machine learning

adaptation in communications and networks.

Yichuang Sun, Haeyoung Lee, and Oluyomi Simpson

Topic Editors
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Editorial

Machine Learning for Intelligent and Adaptive Communication
Systems: From Optimization to Emerging Paradigms

Haeyoung Lee ¥, Yichuang Sun and Oluyomi Simpson

School of Physics, Engineering and Computer Science, University of Hertfordshire, Hatfield AL10 9AB, UK;
y.sun@herts.ac.uk (Y.S.); o.simpson@herts.ac.uk (O.S.)
* Correspondence: h.lee@herts.ac.uk

1. Introduction

Machine learning (ML) has been increasingly considered for various communication
applications, demonstrating promising feasibility and effectiveness in enhancing system
intelligence, adaptability, and operational efficiency [1]. By enabling data-driven modeling
and decision-making, ML has been successfully applied to a wide range of communication
tasks, including signal processing, resource allocation, and network management [2,3].
These developments have not only improved overall system performance but also strength-
ened the role of ML as a key enabler in the evolution of future communication systems,
moving beyond conventional optimization toward fully autonomous and cognitive net-
work operation [4].

At the same time, communication environments are undergoing rapid transformation,
driven by emerging applications and increasingly complex system requirements. Com-
munication systems are expanding across diverse domains, including satellite networks,
unmanned aerial vehicle (UAV) systems, vehicular communications, and large-scale In-
ternet of Things (IoT) deployments [5-7]. These environments are inherently dynamic,
heterogeneous, and data-intensive, making traditional model-based approaches increas-
ingly insufficient. As a result, there is a growing need for intelligent mechanisms capable
of adapting to rapidly changing conditions [1]. In this context, ML is expected to take on
a more active role in enabling the real-time, adaptive, and context-aware optimization of
communication systems.

Despite its strong potential, the application of ML in communication systems also intro-
duces several critical challenges [8,9]. These include the limited availability of high-quality
data, concerns related to data privacy and security, and the need for efficient learning
across distributed and resource-constrained environments [10,11]. Addressing these chal-
lenges has led to the emergence of new learning paradigms, such as federated learning
and edge learning, which enable distributed and privacy-preserving model training. In
addition, large-scale Al models and privacy-preserving techniques are being explored to
enhance learning capability while maintaining scalability and data confidentiality, further
supporting the deployment of ML in complex communication scenarios.

Beyond algorithmic advancements, ML is also driving the development of novel
communication and computing architectures. In particular, emerging hardware-oriented
solutions, such as optical neural networks and optical convolution accelerators, are being
investigated to overcome the limitations of conventional electronic processing [12,13]. These
architectures leverage the properties of light to perform computation, offering significant
improvements in processing speed and energy efficiency. Such innovations highlight the

Sensors 2026, 26, 2882
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growing convergence of communication, computation, and intelligence, and point toward
new system designs that are inherently optimized for ML-driven operations.

Given these developments, the interest in integrating ML into communication systems
is expected to continue growing. In this context, and following the progress established
in the first edition of this Topic [14], this second edition further extends the exploration of
ML toward more complex, large-scale, and heterogeneous communication environments.
Compared to the first edition, which demonstrated the feasibility and broad applicability
of ML across core communication tasks, this edition places greater emphasis on advanced
learning paradigms, scalability, and integration into next-generation communication and
computing architectures, reflecting a natural progression from foundational studies toward
more practical and intelligent system designs.

Accordingly, this Editorial presents fourteen contributions that collectively explore
the role of ML across a diverse range of applications. The featured works address key
aspects including intelligent network optimization, data-driven sensing and monitoring,
advanced learning mechanisms, and emerging communication and computing architec-
tures. Together, these contributions provide valuable insights into research directions and
highlight the transformative impact of ML on next-generation communication systems.

2. An Overview of Published Articles

ML has emerged as a powerful enabler for transforming conventional communication
systems into adaptive and intelligent infrastructures. In this context, the following contri-
butions demonstrate how ML can be leveraged to address a broad range of communication
challenges, such as signal prediction, dynamic resource allocation, interference mitigation,
encompassing anti-jamming strategies and path planning. Apavatjrut (contribution 2) de-
veloped a Received Signal Strength Indicator (RSSI) prediction framework by leveraging
adaptive supervised learning models that incorporate environmental sensing data to capture
non-linear signal variations. The effectiveness of the proposed approach is validated in a
LoRa (Long-Range) network environment using real-world sensor measurements. Wang et al.
(contribution 3) address anti-jamming communication by integrating generative adversarial
networks (GANSs) with deep Q-networks (DQNs), enabling data augmentation and improved
reinforcement learning convergence. Mawlood et al. (contribution 5) propose a dynamic band-
width allocation scheme using deep reinforcement learning, specifically a Soft Actor—Critic
(SAC) model enhanced with continual learning to adapt to changing traffic conditions, with
the aim of improving fairness and overall efficiency in network resource allocation. Suarez del
Valle et al. (contribution 6) employ a contextual multi-armed bandit approach to optimize
beam selection in mmWave vehicular networks, enabling online learning under dynamic
environments. AlMania et al. (contribution 11) designed an energy-efficient UAV path plan-
ning framework by combining reinforcement learning with particle swarm optimization
(PSO), allowing adaptive navigation in complex environments. Zheng et al. (contribution
13) enhanced modulation recognition in visible light communication (VLC) systems using a
deep learning architecture that integrates Convolutional Neural Networks (CNNs), attention
mechanisms, and Long Short-Term Memory (LSTM) networks. This integrated design aims
to jointly capture spatial features, temporal dependencies, and salient signal characteristics,
thereby improving robustness and recognition accuracy under noise, distortion, and dynamic
channel conditions. Finally, da Silva et al. (contribution 14) provide a survey of ML-based ap-
proaches for PAPR (Peak to Average Power Ratio) reduction in OFDM (Orthogonal Frequency
Division Multiplexing) systems.

Building upon these optimization-focused studies, machine learning is further applied
to enable intelligent monitoring, detection, and sensing capabilities across communication-
related systems. In this direction, four contributions illustrate how data-driven approaches

https://doi.org/10.3390/526092882
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can replace traditional, labor-intensive, or less accurate techniques with more efficient and
scalable solutions. Szcerba et al. (contribution 1) applied supervised learning to detect
faults in hybrid fiber—coaxial networks, improving service reliability through proactive
maintenance. Lopez-Muiioz et al. (contribution 9) present a hybrid system combining RF
signal analysis and computer vision for accurate UAV (unmanned aerial vehicle) detection,
localization, and tracking, effectively improving detection accuracy and reducing false
positives in drone monitoring for security applications. In the context of structural health
monitoring, Shah Mansouri et al. (contribution 10) utilized machine learning and statistical
techniques to detect and localize cracks in materials using sensor networks. Meanwhile,
Ma et al. (contribution 12) address automatic modulation recognition, a critical sensing
task in wireless communications, by employing meta-learning to overcome data scarcity
challenges. Together, these studies illustrate the growing importance of machine learning in
enabling intelligent perception and diagnostics within modern communication ecosystems.

Beyond these application-driven studies, recent efforts have explored advanced ma-
chine learning paradigms to address fundamental limitations in communication sys-
tems, particularly in terms of data availability and distributed operation. Tang et al.
(contribution 4) introduce an over-the-air federated learning framework that enables ef-
ficient and privacy-preserving distributed model training while mitigating interference
in multi-cell environments. Complementing this, Ma et al. (contribution 12) propose a
meta-learning-based approach for automatic modulation recognition, allowing the model
to learn how to learn and rapidly adapt to new modulation types with limited training
data. These contributions demonstrate how emerging learning paradigms such as feder-
ated learning and meta-learning provide scalable, distributed, and data-efficient solutions,
paving the way for more intelligent and collaborative communication systems.

Looking ahead, machine learning is also driving the development of novel commu-
nication and computing architectures, pointing toward the future of intelligent systems.
The study by Tang et al. (contribution 4) represents a shift toward integrated communi-
cation learning frameworks through over-the-air federated learning, while AlMania et al.
(contribution 11) extend this vision to distributed and autonomous Internet of Drones
systems. At the hardware level, Chen et al. (contribution 7) and Xia et al. (contribution 8)
introduce optical neural networks and optical convolution accelerators, respectively, offer-
ing new computing architectures that significantly improve speed and energy efficiency
compared to traditional electronic processing. Chen et al. performed inference directly
using light in passive optical systems, while Xia et al. leveraged frequency-domain encod-
ing to enable highly parallel and efficient convolutional operations. Together, these works
highlight the potential of optical computing to overcome the performance and energy
limitations of conventional ML hardware. Collectively, these advances demonstrate how
machine learning is not only enhancing existing systems but also enabling fundamentally
new architectures that redefine the boundaries of communication and computation.

3. Conclusions

In summary, the contributions presented in this collection demonstrate the transfor-
mative impact of machine learning across multiple layers of communication systems, from
optimization and control to sensing, learning, and architectural design. The reviewed works
highlight how ML enables more adaptive, efficient, and intelligent solutions to longstand-
ing challenges in wireless communications, network management, and system monitoring.
At the same time, emerging paradigms such as federated learning and optical computing
signal a shift toward more distributed, scalable, and energy-efficient architectures. Despite
these advances, several open challenges remain, including model generalization, real-time
deployment constraints, and the integration of heterogeneous systems. Future research is
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expected to further explore the synergy between machine learning and communication
technologies, ultimately paving the way for fully autonomous, intelligent, and resilient
communication ecosystems.

Author Contributions: Conceptualization, H.L.; writing—original draft preparation, H.L.; writ-
ing—review, Y.S. and O.S. and editing, H.L. All authors have read and agreed to the published
version of the manuscript.
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Early Fault Detection in a Real Scenario of Hybrid Fiber-Coaxial
Networks Using Machine Learning: An Approach Based on
Decision Trees and Random Forests

Christian Szcerba !, Enrique Davalos *, Ariel Leiva ? and Juan Pinto-Rios >
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*  Correspondence: edavalos@pol.una.py

Abstract: Cable service providers face significant challenges in managing Hybrid Fiber—
Coaxial (HFC) networks due to the growing demand for high-speed services. Ensuring high
service availability is critical to preventing customer attrition. This study employs machine
learning techniques, specifically Decision Tree and Random Forest models, for proactive
fault detection in HFC networks using data from the Simple Network Management Protocol
(SNMP). Two operational scenarios were considered: a network-wide model and node-
specific models. The dataset for fault detection exhibited a severe class imbalance, with
outage events being extremely rare. To address this, the Synthetic Minority Oversampling
Technique (SMOTE), which generates synthetic samples of the minority class to balance
the dataset, was applied. This significantly improved recall and F1-scores—the harmonic
mean of precision and recall—while maintaining high precision. The results demonstrate
that these machine learning algorithms achieve up to 98% accuracy, and the SMOTE-
enhanced models provide more reliable detection of connectivity faults. This approach is
highly effective for cable operators in maintaining quality of service, enabling proactive
management of problems and enhancement of network performance.

Keywords: Data Over Cable Service Interface Specification; Hybrid Fiber-Coaxial; decision
tree; random forest; machine learning

1. Introduction

Despite the growing adoption of fiber optic services globally [1], many Internet Service
Providers (ISPs) still rely on DOCSIS (Data Over Cable Service Interface Specification)
standards [2] over Hybrid Fiber—Coaxial (HFC) networks for high-quality broadcasts and
Internet services [3]. Maintaining high service reliability is essential to mitigating customer
attrition, and the implementation of proactive fault-prevention strategies can play a pivotal
role in enhancing overall user experience (UX).

Aging infrastructures, cable corrosion, and network heterogeneity further complicate
operations [4], and HFC networks require continuous upgrades to maintain service qual-
ity [5]. Upstream link problems caused by interference can degrade performance, often
requiring labor-intensive manual interventions that disrupt services [6]. In this context,
machine learning (ML) offers a promising approach by detecting early signs of faults from
large volumes of network data. Supervised learning algorithms such as Decision Trees and
Random Forests are particularly effective for this task [7].

Appl. Sci. 2025, 15, 10442 https://doi.org/10.3390/app151910442
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This study examines two complementary scenarios for early fault detection in HFC
networks using machine learning. Scenario 1 adopts a network-wide perspective, aggre-
gating data across the entire network to identify global patterns, although with inherent
limitations in isolating specific faults. In this scenario, due to the nature of the data acqui-
sition, the target variable representing service outages is highly imbalanced. To address
this issue, the Synthetic Minority Oversampling Technique (SMOTE) [8] was applied to
generate synthetic samples of the minority class, thereby improving the robustness of the
classification models. Scenario 2 conducts analysis at the node level, enabling more granular
and sensitive detection of individual faults. This dual approach provides a comprehensive
framework for evaluating the trade-offs and benefits associated with different levels of
monitoring granularity in HFC networks. The HFC network analyzed has been built
progressively over more than three decades, resulting in a heterogeneous infrastructure
with components from different technological generations and natural wear and tear. Fur-
thermore, optimal signal levels vary by geographic area, influenced by factors such as
topography, subscriber density, and environmental conditions.

This article investigates the application of machine learning models for early fault
detection in a real Hybrid Fiber-Coaxial (HFC) network operated by a telecommunications
provider. The study leverages data collected through the Simple Network Management
Protocol (SNMP) monitoring system. Using this real-world dataset, two fault detection
models were developed: (i) a general model covering the entire network and (ii) a node-
specific model targeting localized service issues. Both models, implemented using Decision
Tree and Random Forest algorithms, are designed to improve the accuracy and efficiency
of fault detection. The study further compares models trained on the original dataset
and on the SMOTE-balanced dataset to evaluate the impact of resampling on outage
detection performance.

The methodology comprises dataset creation, data preprocessing, model training,
and performance evaluation. Section 2 presents a review of previous work on signal-
level monitoring tools and the application of machine learning (ML) in HFC networks.
Section 3 defines the research problem, while Section 4 details the conceptual framework,
including network subdivision, DOCSIS standards, and ML algorithms. Section 5 outlines
the methodology in depth, including business understanding, data pre-processing, and
model performance assessment.

2. Bibliographical Analysis

Proactive fault detection is essential for ensuring the performance and reliability of
HFC networks, and ML is increasingly being explored as a viable solution. Several studies
have identified network monitoring variables capable of predicting faults. For example,
in ref. [9] highlights the potential of ML in automating cable modem data collection and
analysis. In ref. [10], Decision Trees are applied to detect radio frequency behaviors in
Long-Term Evolution (LTE) networks, offering insights relevant for HFC data analysis.
Similarly, in ref. [11] employs DOCSIS-based tools to visualize key network parameters,
aiding in fault detection.

Research specifically targeting HFC networks has demonstrated promising results. For
instance, in ref. [12] uses Full-Band Capture (FBC) data to cluster cable modems based on
signal patterns, enabling proactive repairs of weak network segments. Unsupervised tech-
niques like k-means and Gaussian mixture models have also been employed for anomaly
detection [13], with principal component analysis improving accuracy. Other works, such
as [14], propose big data platforms for fault detection, although adjustments are needed
for non-tree topologies. Active monitoring approaches using pattern recognition have also
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proven effective in anomaly detection, with both FBC [12] and big data frameworks [14]
serving as key enablers.

This review underscores the need for research tailored specifically to HFC networks.
Our approach addresses this gap by applying ML to early fault detection using signal-
level data, thereby advancing both fault detection and localization techniques for HFC
network environments.

3. Problem Description

Cable service providers face significant challenges in managing Hybrid Fiber-Coaxial
(HFC) networks, particularly due to the technical heterogeneity arising from network
mergers. Older coaxial cables are especially susceptible to corrosion, which can lead to a
degradation in connection quality [4].

The deployed network architecture employs distinct channels for upstream and down-
stream signal transmission. Upstream channels, which carry data from customer premises
to network nodes, are particularly vulnerable to a phenomenon known as noise channel-
ing, in which interference originating from a single household can propagate and disrupt
multiple connections [6], thereby compromising uplink reliability. In operational practice,
field technicians often use a binary search approach to locate malfunctioning devices,
a process that involves disconnecting amplifiers and temporarily interrupting service
during troubleshooting.

Proactive Network Maintenance (PNM) tools can assist in diagnosing network prob-
lems; however, they frequently produce excessive alarms, potentially overwhelming techni-
cians [5]. Consequently, predicting failures prior to field intervention is critical to preventing
service disruptions, underscoring the importance of predictive network management.

4. Conceptual Framework

This section outlines the conceptual framework adopted in this study, including the
subdivision of the HFC network, the DOCSIS standard, machine learning, Decision Trees,
and Random Forest.

4.1. HFC Network

Cable operators initially introduced high-speed data services over existing television
infrastructures, with the bandwidth demand increasing significantly due to the rise of sym-
metric data applications, thereby enabling bidirectional IP traffic over HFC networks [2].

An HFC network is typically divided into two main sections: (i) the optical segment,
which connects the central office to nodes via fiber optics, and (ii) the coaxial segment,
which employs line amplifiers and splitters to deliver service to end users. Signals originate
at the master headend and pass through the Cable Modem Termination System (CMTS)
before reaching optical nodes, where they are converted to Radio Frequency (RF) for
coaxial transmission [12]. This architecture facilitates fault detection, particularly within
the segment between the CMTS and the optical nodes.

As illustrated in Figure 1, fiber nodes connect the network to customer cable modems,
with amplifiers extending coverage to the final mile. Faults occurring in shared upstream
channels can impact all devices connected to a given node.

4.2. DOCSIS

The development of HFC networks enabled broadband Internet access through DOC-
SIS, a set of standards ensuring high-speed data transmission over cable networks. De-
veloped by CableLabs, DOCSIS supports a variety of services, including Internet access,
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high-definition television (HDTV), Voice over IP (VoIP), the Internet of Things (IoT), and
Virtual Reality (VR) [2].
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Figure 1. Overview of the Hybrid Fiber-Coaxial (HFC) network architecture, showing the hierarchical
structure and key data collection points used for SNMP-based fault detection [2].

DOCSIS has evolved to address increasing bandwidth demands, with DOCSIS 3.1
introducing Orthogonal Frequency-Division Multiplexing (OFDM) for downstream and
Orthogonal Frequency-Division Multiple Access (OFDMA) for upstream transmissions [5].
However, upstream links remain susceptible to noise and distortion [10], which can disrupt
service for all modems within a fiber-node area [6]. The DOCSIS Full Band Capture (FBC)
feature [12] enables remote spectrum analysis via the Simple Network Management Proto-
col (SNMP), offering cost advantages over traditional field analyzers. SNMP monitoring
captures signal-level data from customer modems, including transmission and reception
(TX/RX) power, which must remain within DOCSIS-defined thresholds to avoid com-
munication issues. Additional performance metrics—such as error counts, corrected and
uncorrected packets, Signal-to-Noise Ratios (SNRs), and system uptime—are also recorded
to support automated analysis and troubleshooting.

4.3. Machine Learning

Machine learning (ML), a branch of Artificial Intelligence (AI) [15], is a powerful
approach for analyzing large datasets and generating predictions for various variables [10].
It has been widely applied in domains such as medicine, technology, and telecommunica-
tions [16]. ML applications can generally be categorized into regression, classification, and
decision-making tasks [17], with classification being the primary focus in this study for fault
detection. ML has demonstrated notable success in industrial processes [18] and optical
networks [19]. The main learning paradigms include supervised learning, which uses
labeled data for prediction [20]; unsupervised learning; and reinforcement learning [21].

This study applies supervised learning techniques, comparing Decision Tree and
Random Forest models for early fault detection by analyzing network variables.

4.4. Decision Trees

Achieving real-time fault detection requires the adoption of ML techniques capable
of delivering rapid and accurate classification responses. Decision Trees (DTs) have been
proposed for this purpose. DTs classify instances by evaluating feature values, where
each internal node represents a feature and the branches denote possible outcomes [20]. A
Decision Tree consists of a root node, intermediate decision nodes, and leaf nodes, which
correspond to predicted class labels. This structure facilitates classification and prediction
based on input variables and features [20].
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4.5. Random Forest

Using bagging techniques, Random Forests generate multiple Decision Trees by ran-
domly selecting subsets of the data during node splitting. This ensemble approach enhances
accuracy by aggregating predictions from multiple trees. However, determining the opti-
mal number of trees often requires empirical tuning, as increasing the number does not
always yield significant performance gains [22]. Nonetheless, this characteristic allows the
model to be readily adjusted to optimize performance.

5. Methodology for Early Fault Detection in HFC Networks Using ML

To develop a machine learning-based fault detection system, the CRoss Industry
Standard Process for Data Mining (CRISP-DM) framework [23] was adopted. This method-
ology provides a structured yet flexible approach to data mining. Figure 2 summarizes
the adaptation of CRISP-DM to the design of the proposed ML-based fault detector. The
process comprises the following stages: (I) business understanding, (II) data understanding,
(IIT) data preparation, (IV) modeling, and (V) evaluation. The implementation stage is not
addressed in this study, as deployment conditions are beyond its scope.

Business Data Data Modellin Deployment
Undestanding Undestanding Preparation 9 PRIy
N
The goal is to Defines the study Defines the study ML models for failure ML models for
identify scenario and scenario and prediction are failure prediction

the most relevant identifies key identifies key developed using the are evaluated with

variables for factors for factors for prepared training test data to
connection failures recognizing pattern recognizing pattern data, and we iterate validate their results
and how data can to be added to the to be added to the to improve task to pass to the

support this. database database performance deployment goal

Figure 2. Methodology schematic outlining the five stages of the CRISP-DM framework applied: busi-
ness understanding, data understanding, data preparation, modeling, and evaluation. Deployment
is not covered in this study.

In constructing the dataset for model training, the CRISP-DM methodology was
applied as follows:

5.1. Business Understanding

In this phase, key operational factors in the DOCSIS network are identified from the
perspective of the telecommunications operator. The objective is to determine the most
relevant variables associated with connection failures and to establish how available data
can support their detection.

Each cable modem is assigned a service IP address via DHCP for internet access and
a management IP for remote administration through the Simple Network Management
Protocol (SNMP), which enables signal monitoring and configuration changes. Leverag-
ing the DOCSIS Management Information Base (MIB) structure [24], data such as MAC
addresses, RX/TX power levels, Signal-to-Noise Ratios (SNRs), and system uptime are
collected periodically.

5.2. Data Understanding

This stage defines the study scenario and determines key factors for identifying
patterns in network failures, based on the variables established in the previous phase. The
goal is to collect and explore relevant data, retaining patterns of interest while discarding
irrelevant information.

10
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To detect outages, logs from modems associated with affected nodes were captured.
Fault flags were incorporated into the SNMP dataset, enabling identification of modems
and signal readings corresponding to periods of failure.

Figure 3 presents an example of signal levels recorded for a cable modem, highlighting
an outage period beginning at the timestamp 14:29. The horizontal axis represents the
measurement timestamps, while the left vertical axis indicates the number of corrected
packets and the right vertical axis shows the corresponding signal levels.
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Figure 3. Example of signal-level measurements showing their behavior before and during a node
outage event, highlighting key SNMP metrics relevant for fault detection.

In Scenario 1, the dataset exhibits a significant imbalance between the majority class
(normal operation) and the minority class (outage). To mitigate this issue, the Synthetic
Minority Oversampling Technique (SMOTE) was employed to generate synthetic samples
of the minority class, thereby improving the capacity of machine learning models to learn
patterns related to rare outage events [8].

Given the large volume of data collected by monitoring systems, not all records can be
directly associated with the outage event. For the purposes of this study, only the variables
exhibiting the strongest correlation with the failure were considered as key factors, as
summarized in Figure 4. A correlation analysis was performed to validate the selection of

these features.

5.3. Data Preparation

This stage involves preprocessing the dataset by extracting key features, handling
missing values, and removing irrelevant attributes. Techniques such as normalization,
scaling, and encoding are applied to ensure data consistency. The dataset is subsequently
divided into training and testing subsets, following a common split ratio of 70% for training
and 30% for evaluation.

Given the severe class imbalance in the dataset, with outage events being extremely
rare, SMOTE was considered to generate synthetic samples of the minority class. This
approach enhances the ability of the models to detect rare failures, improving recall and
Fl-scores while maintaining precision [25]. Preprocessing also includes filtering relevant
variables, eliminating erroneous data, and adding features to enhance learning [10]. This
stage is critical for the development of machine learning models, as the quality of input
data directly influences prediction accuracy. Raw datasets often contain noise, outliers, and

11
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anomalies that can degrade performance. To address this, a flag column is introduced to
identify records within the outage threshold, and invalid records are removed before the
final split into training and evaluation sets.

PARAMETER DESCRIPTION
Outage Service degradation status within the node
Status Online [ Offline status of the cable modem
Rx_level Reception level, the power in decibels per milliwatts (dBm) of the received signal
Tx_level Transmission level, power in dBm at which a cable modem transmits its signal
Rx_snr Cable modem signal-to-noise ratio
Ping_ms Ping measured in milliseconds
Noerrors Number of packets transmitted without error
Correcteds Number of packets with errors corrected

Figure 4. Key HFC network factors for the database compiled during the business understand-
ing phase.

5.4. Modeling

In this stage, machine learning (ML) models for failure prediction were developed
using the prepared dataset. Classification techniques—encompassing algorithm selection,
hyperparameter tuning, and cross-validation—were applied to mitigate overfitting and
balance model complexity for improved generalization. Model performance was optimized
using evaluation metrics such as accuracy, recall, and F1-score [16].

Decision Tree and Random Forest models were trained using binary labels (“non-
outage” and “outage”). Two data collection scenarios were considered: (i) Scenario 1,
which represents normal network operation using aggregated data from all nodes, and
(if) Scenario 2, which focuses on network failures by including only data from the affected
node. Four models were thus trained: two Decision Tree models and two Random Forest
models, one for each scenario.

For Scenario 1, each classifier was trained and evaluated twice: once using the original
imbalanced dataset, and once using the SMOTE-balanced dataset. This comparison allowed
the identification of the best-performing model in terms of its ability to detect outage events
despite the imbalance. Scenario 2, by contrast, did not require resampling given its higher
outage density.

The effectiveness of these models is presented in the following section.

5.5. Evaluation

In the final stage, the proposed ML models for failure prediction were evaluated
against the reserved test data to validate their performance. This step ensures that the mod-
els meet the business objective of accurately predicting failures within the HFC network.

The test sets set aside during preprocessing were used to assess performance, and
confusion matrices were generated for both Scenario 1 and Scenario 2. In Figures 5 and 6,
the left panel shows the confusion matrix for the Decision Tree model, while the right
panel presents the results for the Random Forest model. Figure 7 displays the confusion
matrices for both models when classifying events as “outage” or “no outage.” Each matrix
is color-coded to represent true positives, false positives, false negatives, and true negatives.

12
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Figure 5. Confusion matrices for Scenario 1 for proposed Decision Tree models.
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Figure 6. Confusion matrices for Scenario 1 for proposed Random Forest models.
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Figure 7. Confusion matrices for Scenario 2 for Decision Tree and Random Forest models.

This evaluation framework enables the calculation of key performance metrics such
as precision, recall, and F1-score. The F1-score, defined as the harmonic mean of precision
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and recall, assigns equal weight to both metrics. It ranges from 0 to 1, where 1 represents
perfect classification and 0 indicates the worst possible performance [20].

In addition to the models trained on the original dataset, SMOTE-based variants were
also evaluated. These models incorporated synthetic oversampling of the minority outage
class, allowing a more balanced training distribution. As a result, both Decision Tree and
Random Forest classifiers trained with SMOTE achieved substantially higher recall and
F1-scores compared to their original counterparts, while maintaining competitive precision.

The methodology described in the previous section was applied to a real Hybrid Fiber—
Coaxial (HFC) network operating under a DOCSIS system. A total of 6,352,750 samples
were collected by the monitoring system from the live network during the business under-
standing and data understanding phases. In Scenario 1, which incorporates signal level
readings from all cable modems within a 5 h observation window, the Decision Tree model
achieved high accuracy (99.98%) but low fault detection precision (19%). The Random
Forest model obtained slightly higher accuracy (99.99%) but exhibited poor performance in
identifying true positives, with 100% precision and very low recall (0.2%). This seemingly
perfect precision is misleading, as it results from a severe class imbalance: only 0.0089% of
the samples corresponded to outage events. This imbalance biased the model predictions
and led to a low Fl-score. By contrast, the SMOTE-enhanced Decision Tree model achieved
99.91% recall and 94.65% F1-score, while the Random Forest model obtained 99.97% re-
call and 94.68% F1-score, demonstrating the effectiveness of oversampling in mitigating
class imbalance.

Figure 8 summarizes the performance of the evaluated models under both scenarios,
using a diverse set of metrics to capture different aspects of classification quality. Accuracy
reports the overall proportion of correctly classified samples, while Precision indicates
the reliability of the model in identifying outages without producing false alarms. Recall
measures the ability to detect actual outage events, which is critical for minimizing unde-
tected failures. The F1-score balances precision and recall into a single indicator, making
it particularly relevant in the context of imbalanced datasets [26]. The Area Under the
Curve (AUC) further evaluates the discriminatory capacity of the models across thresholds.
Additionally, Cohen’s Kappa accounts for agreement beyond chance, and the Matthews
Correlation Coefficient (MCC) provides a balanced assessment of prediction quality, even
in the presence of class imbalance [27,28].

MODEL PERFORMANCE COMPARISON

MODEL ACCURACY  PRECISION  RECALL F1 AUC KAPPA MCC
Decision Tree Classifier (Original) 99.90% 5.39% 439% 4.84% 64.19% 4.79% 4.81%
SCENARIO 1 Random Forest Classifier (Original) 99.94% 77.78% 0.25% 0.50% 77.49% 0.50% 4.26%
Decision Tree Classifier (SMOTE) 94.35% 89.91% 99.91% 94.65% 97.71% 88.70% 89.25%
Random Forest Classifier (SMOTE) 94.38% 89.92% 99.97% 94.68% 98.11% 88.76% 89.32%

SCENARIO 2 Decision Trees (Original) 97.29% 98% 96% 97% 97% 94% 94%
Ramdom Forest (Original) 92.27% 96% 87% 92% 92% 84% 84%

Figure 8. Performance metrics of Decision Tree and Random Forest classifiers on original and SMOTE-

enhanced datasets, including accuracy, precision, recall, F1-score, AUC, Cohen’s Kappa, and MCC to
assess classification under class imbalance.

It is important to note that the low recall observed in Scenario 1 reflects the inherent
challenges of modeling fault detection at a holistic network level when working with a
large, highly imbalanced dataset in which failure events are extremely rare. In contrast,
Scenario 2—by focusing on a specific node—enabled the models to achieve a substantially
higher detection performance by leveraging localized data patterns. Moreover, the SMOTE-

14



Appl. Sci. 2025, 15, 10442

enhanced models demonstrated that oversampling transforms impractical classifiers into
effective tools, yielding actionable insights for early fault detection in real-world operations.

These findings emphasize a critical point: models trained on the original, highly
imbalanced dataset—especially in Scenario 1—exhibited recall values so low that they
rendered the approach impractical for real-world fault detection, as most failure events
were systematically missed. By contrast, incorporating SMOTE transformed these same
classifiers into viable solutions, markedly increasing recall and F1-scores while maintaining
competitive precision. This demonstrates that oversampling techniques are not merely
optional adjustments, but rather essential steps when addressing the intrinsic rarity of
failure events in large-scale HFC networks.

6. Conclusions

This study investigated fault detection in Hybrid Fiber-Coaxial (HFC) networks using
Decision Tree and Random Forest models, focusing on dataset preprocessing, operational
scenarios, and performance evaluation. In Scenario 1, models trained on the original
dataset achieved high accuracy but suffered from low recall due to a severe class imbalance,
whereas Scenario 2, focused on a single node, benefited from localized patterns and yielded
a higher detection performance. The application of SMOTE effectively mitigated class
imbalance, substantially improving recall and Fl-scores and transforming models into
practical tools for real-world deployment. As future work, extending the methodology
to a multiclass framework by labeling different types of failure events—such as partial
degradations, intermittent outages, or complete service interruptions—would enable classi-
fiers to provide more granular insights, supporting proactive maintenance and resource
optimization. Overall, these results demonstrate that combining robust machine learning
models with appropriate preprocessing techniques—such as SMOTE—bridges the gap
between theoretical performance and operational applicability, laying the foundation for
proactive fault management and enhanced service quality in HFC networks.
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Abstract: Received Signal Strength Indicator (RSSI) prediction is valuable for network
planning and optimization as it helps determine the optimal placements of wireless ac-
cess points and enables better coverage planning. It is also crucial for efficient handover
management between cells or access points, reducing dropped connections and improving
service quality. Additionally, RSSI prediction supports indoor positioning systems, power
management optimization, and cost-efficient network deployment. Path loss models have
historically served as the foundation for RSSI prediction, providing a theoretical frame-
work for estimating signal strength degradation. However, modern machine learning
approaches have emerged as a revolutionary solution for network optimization, providing
more versatile and data-driven methods to enhance wireless network performance. In
this paper, an adaptive machine learning framework integrating environmental sensing
parameters such as temperature, relative humidity, barometric pressure, and particulate
matter for RSSI prediction is proposed. Performance analysis reveals that RSSI values are
influenced by environmental factors through complex, non-linear interactions, thereby
challenging the conventional linear assumptions of traditional path loss models. The pro-
posed model demonstrates improved predictive accuracy over the baseline, with relative
increases in variance explained of 6.02% and 2.04% compared to the baseline model exclud-
ing and including environmental parameters, respectively. Additionally, the root mean
squared error is reduced to 1.40 dB. These results demonstrate that cognitive methods
incorporating environmental data can substantially enhance RSSI prediction accuracy in
wireless communications.

Keywords: machine learning; RSSI; LoRaWAN; radio propagation; sensors; RSSI prediction;
RSSI estimation; path loss model

1. Introduction

A Received Signal Strength Indicator (RSSI) is a crucial metric that measures the
power level of a radio signal received by a wireless device. Expressed in decibels (dB) or
decibel-milliwatts (dBm), RSSI quantifies the signal strength at the receiving antenna and
serves as an indicator of link quality and reliability.

In recent wireless technologies, the RSSI plays a vital role in optimizing network
performance. It enables the identification and mitigation of interference sources, enhanc-
ing the overall quality of services [1,2]. By leveraging RSSI data, network operators can
anticipate signal strength variations and dynamically adapt transmission power, routing
strategies, and sleep cycles. This optimization leads to reduced power consumption and
improved network reliability [3,4]. Additionally, RSSI information facilitates intelligent
decision-making regarding base station placement, antenna configurations, and power
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management [1,5]. In scenarios where GPS signals are ineffective, the RSSI serves as a
valuable alternative for range-based localization [6,7].

Traditional RSSI estimation at varying distances relies on path loss models to charac-
terize signal attenuation between the transmitter and the receiver. However, these models
face several limitations in accurately predicting real-world signal behavior. First, radio
signals are not only susceptible to path loss but also to various other factors that affect
signal degradation, such as fading and multi-path propagation. Additionally, the path
loss model’s performance typically depends on the specific environment where it is de-
ployed. As a result, specialized knowledge of radio propagation is required to identify
an appropriate model for each specific location. Both empirical models, which rely on
statistically collected data, and linear regression methods have been introduced to optimize
path loss parameters.

In contrast to conventional approaches that rely on regression to adjust environment-
specific parameters in path loss models, this paper introduces a fully dynamic and adaptive
machine learning approach that operates independently of traditional modeling, offering
greater flexibility and adaptability. Building on the study by Gonzélez-Palacio et al. [§],
which employed multiple linear regressions to model path loss and establish a predictive
baseline, this paper introduces a novel adaptive machine learning framework for RSSI
prediction using the same dataset. The results demonstrate that the proposed technique
improves RSSI prediction accuracy, and this improvement is further enhanced when
environmental factors such as temperature, humidity, barometric pressure, and particulate
matter (PM2.5) collected from sensors are included as features. These findings suggest that
the relationship between the RSSI and environmental parameters may be more complex
than previously assumed. Although individual linear correlations between parameters
might be weak, analyzing them collectively through machine learning reveals intricate
interactions, highlighting the cognitive nature of path loss modeling. This innovative
approach enables more accurate and adaptive RSSI prediction, allowing network operators
to optimize their systems based on real-time environmental conditions.

2. Literature Review

Traditional path loss models have been widely used for RSSI prediction in wireless
communications. These models initially focused on basic parameters such as distance
and frequency as the primary sources of signal attenuation [9,10]. Over time, researchers
incorporated additional factors into these models, such as fading and multi-path effects
from obstacles and environmental conditions, through extra path loss exponents in the
log-distance path loss model [10-12].

The evolution of path loss modeling has led to increasingly specialized models for
various environments and conditions. Researchers have developed specific models for
urban, forest, and coastal areas [13], as well as indoor, campus, city, and suburban environ-
ments [14]. These models account for various factors including antenna characteristics [15],
human presence and movement [16], terrain profiles with diffraction and fading [17],
foliage thickness [18], tree height, and electromagnetic wave polarization [19].

Despite numerous attempts to create highly accurate path loss models, a significant
limitation remains: these models are typically constrained by location-specific environ-
mental characteristics, as multiple factors can affect signal propagation. Empirical path
loss models were later developed to account for various environmental factors using
extrapolated measurement data [13,20].

Machine learning has revolutionized wireless communication optimization in recent
years, offering powerful new solutions across multiple domains. One particularly promis-
ing application is in path loss modeling, where machine learning algorithms were used to
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perform sophisticated regression analysis to optimize environmental parameters to enhance
prediction accuracy. Early implementations successfully integrated machine learning tech-
niques with conventional path loss models, enabling more precise parameter tuning based
on specific environmental conditions. This hybrid approach represents an advancement in
modeling wireless signal propagation and environmental interactions. There are several
previous research studies that employed various techniques such as linear regression, sup-
port vector regression, random forests [21], and artificial neural networks [22] to account
for environmental data and antenna characteristics [8,19,23,24]. Although regression-based
path loss modeling may introduce accuracy improvements, the path loss model still relies
on basic mathematical forms such as linear or exponential equations, which may not fully
capture the complexity of real-world signal behavior.

More recently, researchers have introduced fully adaptive machine learning ap-
proaches for RSSI prediction. For instance, in [25], the authors focused on cellular configu-
ration, leveraging antenna characteristics to predict the reference signal received power
(RSRP). This method bypasses traditional path loss modeling, offering greater flexibility
by avoiding the constraints of conventional models. Machine learning enables the identifi-
cation of complex, non-linear relationships among environmental variables, resulting in
more accurate and adaptive signal strength predictions.

In [26], Goldoni et al. collected an empirical dataset from LoRaWAN sensor nodes
deployed in an agricultural field, which included environmental measurements such as
temperature, relative humidity, barometric pressure, and soil characteristics. Their study
underscored the potential of these variables for developing more accurate path loss and
shadowing models. While the paper presented basic analyses of the relationships among
these variables, it did not propose a unified model that integrates them for RSSI prediction.

The importance of incorporating environmental parameters into path loss modeling
was further emphasized in [8], where multiple linear regressions were applied to enhance
traditional log-distance path loss models. The study demonstrated the benefits of inte-
grating environmental measurements to improve prediction accuracy and introduced two
distinct modeling approaches to achieve this. Expanding on this research work, which em-
ployed multiple linear regression-based path loss model for estimation, this paper adopts a
fundamentally different strategy by leveraging the dynamic and adaptive capabilities of
machine learning to construct a purely data-driven framework for RSSI prediction. Instead
of explicitly predicting the RSSI by modeling path loss, this paper proposes using trained
models to capture complex, non-linear interactions among variables, thereby eliminating
the reliance on predefined propagation models. This methodology aligns with the ap-
proach introduced by Fauzi et al. [25], where antenna characteristics were incorporated
as predictive features within a machine learning framework. In contrast, the present
study emphasizes environmental parameters as the primary features. Utilizing the same
dataset examined by Gonzalez-Palacio et al. [8], the selected environmental features include
temperature, relative humidity, barometric pressure, and particulate matter (PM2.5).

3. Methodology Overview

This section outlines the experimental framework, including both hardware and
software components. It provides an overview of the dataset, including the collection
procedures and parameter characteristics. The specifications of the baseline model are
described, followed by the implemented machine learning algorithms, their configurations,
and the evaluation metrics employed in this study.
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3.1. Experimental Framework

The dataset used in this study is derived from the data provided by Gonzalez-Palacio
et al. [8]. The data is collected from a LoRaWAN network consisting of four LoRa nodes
communicating with a single gateway using the LoRa radio frequency protocol. A detailed
description of the hardware and dataset is presented in this section.

3.1.1. Hardware Description

According to the hardware description in [8], the four LoRa nodes communicated
with a gateway using a radio frequency protocol operating in the 902-928 MHz band.
The transmission bandwidth is 125 kHz and cycles through various sub-bands in the ISM
US915 band (903.9, 904.1, 904.3, 904.7, 904.9, 905, and 905.1 MHz). The LoRa nodes were
positioned at distances of dq =2.11, dy = 3.42, d3 = 5.32, and d4 = 8.21 km, respectively, from
the gateway, as illustrated in Figure 1.

L?:__Ra LoRa nodes

NN D
) @
EN4 EN3 EN2

ds

dy

Gateway

Figure 1. LoRaWAN architecture for dataset retrieval.

The LoRa nodes, also referred to as end nodes in the referenced paper, were based on
the PyCom LoPy4 platform. These nodes were equipped with an SX1276 (Semtech Corp.,
Camarillo, CA, USA) radio for LoRa transmission. The antenna used is an omnidirectional
PSKIN3-900 (Mobile Mark Inc., Itasca, IL, USA) with a peak gain of 3 dBi. The nodes
measured environmental variables using various sensors, including a DHT22 (Aosong
Electronics Co., Guangzhou, China) for temperature and relative humidity, a BMP280
(Bosch Sensortec GmbH, Reutlingen, Germany) for barometric pressure, an HPMA11500
(Honeywell International Inc., Charlotte, NC, USA) for particulate matter (PM2.5), and an
INA219 (Texas Instruments Inc., Dallas, TX, USA) for energy consumption.

The LG308 (Dragino Technology Co., Shenzhen, China) gateway functions as an
intermediary between the LoRa nodes and the network server. It is equipped with two
radios 5X1257 and SX1301 (Semtech Corp., Camarillo, CA, USA) and features an antenna
with a peak gain of 4.4 dBi. Upon receiving data from the nodes, the gateway transmits the
information to a cloud-hosted message queuing telemetry transport (MQTT) broker, where
the payloads are published for subsequent processing.

3.1.2. Dataset Description

The provided dataset contains 930,753 observations recorded in Medellin, Colombia,
from October 2021 to March 2022, with a mean sampling interval of 60 s. The data includes
the following information, as presented in Table 1 [8].

Based on the dataset described in Table 1, eight relevant fields were selected for
this study. The selected fields include the target variable for prediction, the Received
Signal Strength Indicator (rssi), and key features commonly used in path loss models,
such as frequency (f) and distance (d). Additionally, environmental parameters including
temperature (T), relative humidity (rh), barometric pressure (bp), and particulate matter
(pm2_5) are incorporated to enhance model accuracy. Additionally, the signal-to-noise ratio
(snr) is included as part of the training data. Although correlation analysis indicates a very
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strong relationship between the SNR and the RSSI, suggesting that the SNR alone could
serve as an effective predictor of the RSS], this study includes the SNR as an optional feature.

This decision is made to maintain consistency and comparability with the baseline path

loss regression model, as described in Equation (3), which already incorporates the SNR as

one of its parameters. An initial dataset analysis was conducted in this paper to explore

the relationships among these variables, focusing on their correlation and distribution, as

illustrated in Figures 2 and 3, respectively.

Table 1. Dataset details and descriptions.

Column Name Description

index Sequential number identifying the corresponding observation.
. Date and time of the observation in the format of yyyy-mm-dd

timestamp

hh:mm:ss.

device_id

Identifier of the LoRa node defined as EN1, EN2, EN3, or EN4.

distance (d)

Distance between the corresponding LoRa node and the gateway
in meters.

ht Antenna height of the transmitter (LoRa node) in meters.

hr Antenna height of the receiver (gateway) in meters.

ptx Transmitted radiated power in dBm (fixed at 20 dBm).

1ltx Loss associated with cables and connectors at the transmitter in dB.

gtx Antenna gain of the transmitter (LoRa node) in dBi.

1rx Loss associated with cables and connectors at the receiver
(gateway) in dB (measured as 4.25 dB).

grx Antenna gain of the receiver (gateway) measured as 4.161 dBi.

frequency (f)

Carrier frequency in Hz, operating in the US 902-928 MHz
ISM band.

frame_length

Number of bytes in the current transmission payload.

temperature (T)

Temperature in °C.

rh Relative humidity in %.

bp Barometric pressure in hPa.

pm2_5 Particulate matter (PM2.5) in ug/ m3.

rssi The Received Signal Strength Indicator measured at the gateway
in dBm.

snr The signal-to-noise ratio in dB.

toa Time on air in seconds.

experimental_pl

Experimental path loss in dB, calculated as ptx + gtx + grx -
lrx - rssi.

energy Energy consumed during the current transmission in Joules.
esp Effective signal power of the current transmission in dBm.
pn Noise power in dBm.

Figure 2 presents the correlation coefficients between variables. Notably, barometric

pressure exhibits a strong positive correlation with the RSSI, with a coefficient of 0.91.

This relationship may be influenced by the varying antenna installation heights, as de-

scribed in the data collection setup. A higher barometric pressure can enhance radio
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wave propagation through atmospheric ducting effects, which could explain the observed
correlation. Additionally, air quality, as represented by the PM2.5 concentration, shows
a moderate positive correlation with the RSSI, suggesting that environmental conditions
affect signal behavior.

rssi
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Figure 2. Correlation matrix of variables of interest.

Figure 3 illustrates the distribution profiles of the variables of interest, with the y-
axis indicating the frequency of occurrence for each value. The analysis reveals that
all variables deviate from normal distributions, with PM2.5 showing the most extreme
departure through high positive skewness (1.91) and heavy tails, indicating frequent
pollution spikes. Humidity also has some outlier measurements, but they are much fewer.
Temperature shows slight positive skewness, indicating occasional hot extremes, while
humidity exhibits negative skewness, suggesting more frequent high-humidity conditions.
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Figure 3. Distribution profiles of variables of interest.

3.2. Baseline Model

Traditionally, the Received Signal Strength Indicator (RSSI) is derived from path
loss models, where the log-distance equation serves as the fundamental formulation. To
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improve the accuracy of predictions, several additional parameters have been introduced,
typically involving antenna configurations and environmental factors. Such parameters, as
proposed in [8], aim to better align the model with real-world conditions.

The first path loss model mentioned in [8] involves using a multiple linear regression
algorithm to determine the coefficients of the well-known Log-Distance Path Loss Model
(LDPLM), which accounts for path loss along with a random component representing
shadowing effects, as shown in Equation (1):

LDPLM = K+10~7-10g10<;) + 9. (1)
0

In this equation, K represents a scaling factor that adjusts the received signal strength
based on system-specific parameters such as antenna gain, system losses, and environmen-
tal characteristics; d denotes the distance between the transmitter and the receiver; d; is
the reference distance, typically set within the far-field region; v is the path loss exponent,
which characterizes the rate at which the signal attenuates with distance; and ¢ is a random
variable representing shadowing effects, whose statistical distribution is defined as follows
in Equation (2):

. ¢ ] - (10 - logyo () — Vt/})2
p(w)—im.%lp exp< o7 ) $ >0, )

¥
where ¢ = %, oy is the standard deviation of ¥, and yy is its mean. Based on the results
of linear regression analysis, the optimal coefficients that best fit the dataset were specified
asy = 2739 and K = 1.75.

The second model proposed in [8] is the Multiple Linear Regression Model (MLRM),
which extends the LDPLM by incorporating environmental variables such as temperature
(T), relative humidity (rh), barometric pressure (bp), particulate matter (pm2_5), and the
signal-to-noise ratio (snr). These variables are empirically determined through regression
analysis to better align the model with real-world signal behavior. The model is expressed
as follows:

MLRM = B + 107 log,(d) + 201og,o(f) + B1T + Barh + B3bp + Pspm2_5 + Bssnr + ¢.

In this equation, By represents the offset coefficient, which is analogous to K in
Equation (1). The coefficients ; for i € {1,...,5} were determined through regression
analysis. The model predictors include f, the frequency in Hertz (Hz); T, the temperature
in degrees Celsius; rh, the relative humidity in percentage (%); bp, the barometric pressure
in hectopascals (hPa); pm2_5, the concentration of particulate matter with a diameter less
than 2.5 ym (pg/ m?); and snr, the signal-to-noise ratio. The term 1 denotes the shadow
fading component, as defined in Equation (2). The coefficient values for each predictor in
the MLRM, based on the approach proposed in [25], are summarized in Table 2.

Table 2. Model predictors and coefficient values for the Multiple Linear Regression Model.

Predictor Variable Value Unit
Intercept K —505.640 dB

Path loss exponent 4 2.203 -
Temperature ﬁl 0.123 dB/°C
Relative humidity ~ §, 0.011 dB/%
Barometric pressure [% 3 0.407 dB/hPa
PM2.5 B4 0.002 dB/ug/m3
SNR Bs —0.635 dB/dB
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3.3. Proposed Model

The model proposed in this paper adopts a novel methodology that utilizes the
adaptive capabilities of machine learning to develop a fully data-driven framework for
RSSI estimation, referred to as the Adaptive Machine Learning Model (AMLM). Rather than
relying on traditional path loss equations, the approach employs trained algorithms to
capture intricate, non-linear relationships among influencing factors, thereby eliminating
the need for predefined signal propagation models.

3.3.1. Model Selection

Low-complexity models, particularly tree-based ensemble methods, were primarily
selected in this paper due to the resource constraints of the embedded LoRa gateway frame-
work. This choice is supported by findings reported in [27], indicating that lightweight
random forest regressors outperform neural networks with respect to RSSI estimation
accuracy, reliability, and computational efficiency. The models explored in this paper range
from basic approaches such as linear regression to more advanced regression techniques.

The first basic model selected is linear regression (LR) [28], which assumes a linear
relationship between input features and the target variable, aiming to determine the
optimal line that best fits the data. Next, decision trees (DT5) [29] are included. These models
build hierarchical structures by recursively splitting the dataset based on feature values,
offering interpretable decision-making capabilities, although they are prone to overfitting.

Tree-based ensemble methods considered such as the random forest (RF) [30], Gradient
Boosting [31], Extreme Gradient Boosting (XGBoost or XGB) [32], and Categorial Boosting
(CatBoost or CB) [33] combine multiple weak learners to form a strong predictive model.
The random forest is an ensemble of decision trees that mitigate overfitting and enhance
generalization. Gradient Boosting constructs models in a stage-wise manner, iteratively
minimizing a loss function to improve performance. XGBoost and CatBoost are advanced
implementations of Gradient Boosting, offering additional features and optimizations that
improve speed and accuracy. CatBoost was specifically developed to efficiently handle
categorical data.

The objective of this study is to evaluate these machine learning algorithms based
on their effectiveness in predicting RSSI values. This evaluation aims to assess how well
these algorithms can model and capture non-linear relationships among environmental
and signal-related variables.

3.3.2. Model Setup

In this study, the framework is implemented using Python libraries, as outlined in
Table 3. For ensemble and boosted tree methods, a total of 100 base estimators with a
maximum depth of 5 are employed. To ensure reproducibility, the random seed is fixed at
42. The learning rate for both XGBoost and CatBoost is set to 0.1.

Table 3. Machine learning libraries.

Technique Library

LR sklearn.linear_model.LinearRegression()

DT sklearn.tree.DecisionTreeRegressor()

RF sklearn.ensemble.RandomForestRegressor()
GB sklearn.ensemble.GradientBoostingRegressor()
XGB xgboost.XGBRegressor()

CB catboost.CatBoostRegressor()
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The proposed framework was specifically trained to estimate received signal strength
at the gateway. To ensure a robust evaluation, the dataset is divided into the training (75%)
and testing (25%) subsets.

3.4. Evaluation Metrics

To evaluate the performance of the machine learning algorithms, two key metrics were
selected: the Percentage of Variance (PoV) and the Root Mean Squared Error (RMSE). In
addition, the Mean Absolute Percentage Error (MAPE) is also presented to provide further
insight into the prediction accuracy across different models.

3.4.1. Percentage of Variance

The Percentage of Variance (PoV) assesses the percentage of total variance in observed
data that can be accounted for by a model’s predictions, providing an indication of the
model’s capability to capture underlying patterns and relationships in the data. A higher
PoV value suggests a better fit and more precise predictions.

The PoV is calculated using the following equation:

Z?:l(yi - ?i)z
Y (yi —9)?

where n represents the number of observations in the dataset, y; is the actual (observed)

PoV = (1 - ) x 100%, @)

value of the dependent variable for the i-th observation, #j; denotes the predicted value
given by the model, and 7 is the mean of the observed values.

3.4.2. Root Mean Squared Error

The Root Mean Squared Error (RMSE) measures the average magnitude of the errors
between the predicted and actual values. In the context of RSSI prediction, a lower RMSE
value indicates that the predicted distances are, on average, closer to the actual distances.

The RMSE is calculated using the following formula:

n
RMSE = [~ Y (i = )2, 5)
where 1 is the number of observations, y; represents the actual (observed) value of the i-th
observation, and 7; is the predicted value of the i-th observation.

3.4.3. Mean Absolute Percentage Error

The Mean Absolute Percentage Error (MAPE) quantifies the average magnitude of predic-
tion errors relative to the actual values and is expressed as a percentage. This characteristic
makes it particularly effective for comparing prediction performance across different mod-
els. The MAPE is calculated as follows:

1 n
MAPE = —
=

Yi — 7

% 100%, (6)

Yi

where 1 is the total number of observations, y; denotes the actual value of the i-th observa-
tion, and §J; represents the corresponding predicted value.

4. Results and Evaluation

This section presents a performance analysis of the proposed Adaptive Machine Learn-
ing Model (AMLM) model. The first subsection evaluates the prediction performance of the
framework across various machine learning algorithms, followed by a comparative analysis
of their results. Subsequently, the most effective models are selected and benchmarked
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against predictive results based on the baseline Multiple Linear Regression Model (MLRM)
to assess their relative performance.

4.1. Performance Analysis of the Proposed Model

The proposed Adaptive Machine Learning Model (AMLM) for RSSI prediction is
developed based on several algorithms, including linear regression (LR), decision trees
(DTs), random forest (RFs), Gradient Boosting (GB), Extreme Gradient Boosting (XGBoost
or XGB), and Categorical Boosting (CatBoost or CB). The models are trained on input
features derived from traditional path loss models, specifically distance (d) and frequency
(f), as well as environmental variables that may influence the RSSI, such as temperature
(T), relative humidity (rh), barometric pressure (bp), and fine particulate matter with
a diameter of 2.5 micrometers or less (pm2_5). Additionally, the signal-to-noise ratio
(snr) is incorporated to ensure consistency with the baseline model, thereby enabling
fair and meaningful comparisons. Model performance is evaluated using multiple metrics,
including the Percentage of Variance (PoV), the Root Mean Square Error (RMSE), and
execution time, as presented in Tables 4-6, respectively.

Table 4. PoV-based evaluation predictions across different feature selection methods.

Feature Selection LR DT RF GB XGB CB

d 36.48 93.53 93.53 93.53 93.53 93.53
f 0.19 0.56 0.56 0.56 0.56 0.56
d, f 36.64 93.78 93.78 93.80 93.81 93.81
d f,T 38.92 93.94 93.95 94.06 94.12 94.07
d, f,rh 36.97 94.00 94.01 94.12 94.19 94.15
d, f, bp 86.35 93.82 93.82 93.91 93.95 93.93
d, f,pm2_5 36.79 94.50 94.51 94.58 94.63 94.61
d, f, T, rh, bp, pm2_5 86.62 94.80 94.82 95.16 95.69 95.38

d, f,snr, T, rh,bp, pm2_5 96.88 97.54 97.58 97.79 97.86 97.79
Note: In Tables 4-6, two rows are highlighted in gray to indicate key configurations used for comparison in
Section 4.2. Additionally, results from the XGBoost model are highlighted in bold to help quickly identify the
most relevant findings discussed in the analysis.

Table 5. RMSE-based evaluation predictions across different feature selection methods.

Feature Selection LR DT RF GB XGB CB

d 7.61 2.43 2.43 2.43 2.43 2.43
f 9.55 9.53 9.53 9.53 9.53 9.53
d, f 7.61 2.38 2.38 2.38 2.38 2.38
d, f 7.61 2.38 2.38 2.38 2.38 2.38
d f,T 7.47 2.35 2.35 2.33 2.32 2.33
d, f,rh 7.59 2.34 2.34 2.32 2.30 2.31
d, f,op 3.53 2.38 2.38 2.36 2.35 2.35
d, f,pm2_5 7.60 2.24 2.24 2.22 2.21 2.22
d, f T, rh, bar, pm2_5 3.49 2.18 2.17 2.10 1.98 2.05
d, f, T, rh, bp, pm2_5 3.49 2.18 2.17 2.10 1.98 2.05
d, f,snr, T, rh,bp, pm2_5 1.69 1.50 1.49 1.42 1.40 1.42

4.1.1. Percentage of Variance Analysis

The Percentage of Variance (PoV) results in Table 4 demonstrate that model perfor-
mance improves significantly with the inclusion of additional environmental features.
Traditionally, RSSI prediction relies on distance (d) and frequency (f), which are core com-
ponents of path loss models. Using distance alone yields PoV values over 93% across
most machine learning algorithms, except for linear regression, which performs poorly. In
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contrast, frequency (f) has minimal predictive value, consistently resulting in PoV values
below 1%.

Table 6. Time delay (s) from RSSI estimation with various feature selections.

Feature Selection LR DT RF GB XGB CB

d 0.02 0.03 4.72 5.48 0.87 3.46
f 0.02 0.07 9.58 8.80 1.23 3.58
d, f 0.04 0.15 15.46 16.75 2.91 4.61
d f,T 0.05 0.32 27.18 28.89 1.67 4.87
d, f,rh 0.05 0.39 30.58 31.02 1.69 4.84
d, f,op 0.05 0.31 26.66 28.38 1.55 5.00
d, f,pm2_5 0.05 0.26 22.86 24.99 1.64 5.26
d, f, T, rh, bp, pm2_5 0.11 0.82 58.69 63.21 2.67 5.65
d, f,snr, T, rh,bp, pm2_5 0.14 0.96 68.25 74.20 1.90 6.14

Combining distance and frequency offers a slight performance boost, but the most
notable improvements occur when environmental parameters such as temperature, relative
humidity, barometric pressure, and particulate matter are included. Among these, relative
humidity and particulate matter are particularly influential, likely due to their effects on
radio wave absorption and scattering. Incorporating all environmental features leads to
the highest overall accuracy, emphasizing the value of a comprehensive feature set.

Extreme Gradient Boosting (XGBoost) stands out as the best-performing algorithm
thanks to its gradient boosting framework enhanced by optimized tree pruning and regu-
larization. Since the dataset contains only numerical features, Categorical Boosting is not
applicable and offer no added benefit. Accordingly, XGBoost results are highlighted in
bold in Table 4.

Using only the fundamental variables commonly found in traditional path loss mod-
els, such as frequency (f) and distance (d), XGBoost achieves a prediction accuracy (PoV)
of 93.81%. When environmental variables are added (f, d, temperature (T), relative hu-
midity (rh), barometric pressure (bp), and particulate matter (pm2_5)), accuracy improves
to 95.69%. Incorporating the full feature set as defined in Equation (3), which includes
the signal-to-noise ratio (snr), further boosts the PoV to 97.86%, demonstrating superior
model generalization and fit. Two rows in Table 4 are highlighted in gray to indicate key
configurations. These configurations will be referenced in the next section for comparison
with RSSI predictions generated using the Multiple Linear Regression Model (MLRM) of
path loss, which serves as the baseline.

4.1.2. Root Mean Square Error Analysis

The Root Mean Square Error (RMSE) values presented in Table 5 exhibit a trend
consistent with the PoV results. Simpler models and limited feature sets result in higher
prediction errors, with linear regression performing the worst. As more features are
incorporated, the RMSE decreases across all models. XGBoost consistently achieves the
lowest RMSE, particularly when the full feature set is utilized. Specifically, it reaches an
RMSE of 1.40 when all parameters defined in Equation (3) are included, indicating minimal
prediction error. This outcome reinforces XGBoost’s robustness in handling complex,
multi-dimensional data.

4.1.3. Execution Time

Execution time (Table 6) reveals a trade-off between accuracy and computational effi-
ciency. While tree-based ensemble methods like the random forest and Gradient Boosting
offer high accuracy, they incur significantly higher delays (e.g., over 68 s with full features).
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In contrast, XGBoost maintains a balance, achieving top performance with relatively low
execution time (e.g., 1.90 s with all features). Linear models are the fastest (e.g., 0.02-0.14 s),
but their predictive performance is substantially lower. CatBoost also shows moderate
execution time (up to 6.14 s) but does not outperform XGBoost in terms of accuracy.

The implementation based on a Python (version 3.11) script was executed on an
Intel Core i7-4790S processor (Intel Corporation, Santa Clara, CA, USA) featuring four
physical cores with hyper-threading (eight logical cores total), operating at a 3.20 GHz
base frequency with turbo boost up to 4.00 GHz. The CPU includes a multi-level cache
system with an 8 MiB shared L3 cache and supports an x86_64 architecture with advanced
instruction sets including AVX2 for enhanced mathematical computations.

Overall, based on the proposed adaptive machine learning framework, Extreme Gradi-
ent Boosting (XGBoost) emerges as the most effective algorithm for RSSI prediction, offering
the best trade-off in terms of accuracy (the highest PoV and the lowest RMSE). XGBoost
demonstrates the most favorable balance between execution time and model accuracy,
making it the most computationally efficient choice among the evaluated algorithms.

The inclusion of environmental and signal-related features significantly enhances
model performance, underscoring the importance of comprehensive feature engineering
in wireless signal modeling. Using XGBoost, the experimental results demonstrate that
incorporating all environmental parameters as input features yields the highest prediction
accuracy among all feature selection strategies, achieving a PoV of 97.86% and an RMSE
of 1.40.

4.2. Evaluation Relative to the Baseline Model

This section evaluates the RSSI prediction results obtained from the proposed Adaptive
Machine Learning Model (AMLM), with a particular emphasis on the Extreme Gradient
Boosting (XGBoost) algorithm, which achieved the highest RSSI prediction accuracy among
all evaluated models. These results are compared with the predictive results using the
Multiple Linear Regression Model (MLRM) mentioned in [8].

The MLRM model, based on Equations (2) and (3), enabled path loss prediction with a
PoV of 92.50% and an RMSE of 1.84 dB [8]. Unlike path loss prediction, the focus of this
paper is on the Received Signal Strength Indicator (RSSI), which can be derived from path
loss using a conversion equation also provided by [8]. The equation is as follows:

PL = ptx 4 gtx + grx — lrx — rssi. (7)

The performance comparison of RSSI prediction between the two models is illustrated
in Figure 4. The performance is evaluated under two metrics, namely the Percentage of
Variance (PoV) and the Root Mean Square Error (RMSE), and is conducted under two
scenarios: one that includes environmental variables and one that excludes them.

Figure 4 indicates that the proposed AMLM demonstrated superior performance,
particularly when environmental data is incorporated. Compared to the baseline, the
higher PoV achieved by the proposed model indicates its ability to explain a greater
percentage of variance in the observed data and to more effectively capture underlying
signal patterns. This improvement is consistent across both scenarios regardless of whether
environmental factors are considered or not. Regarding the PoV, compared to the prediction
when environmental features are excluded (i.e., the MLRM without environmental data,
which is equivalent to the LDPLM described in Equation (1)), the PoV increases from
92.30% to 95.90%. When environmental features are included, the PoV further improves
from 93.53% to 97.86%, indicating a strong correlation between predicted and actual RSSI
values. According to the interpretation guidelines in [34], this level of PoV approaches
near-perfect prediction, highlighting the model’s high predictive power. Additionally, the
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lower RMSE values down to 1.40 dB further validate the enhanced accuracy, indicating
that the predicted RSSI values are, on average, closer to the actual measurements.
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Figure 4. Comparison of the PoV and the RMSE Between the MLRM and the AMLM with and
without environmental data for RSSI prediction

Figures 5 and 6 present scatter plots comparing actual and predicted RSSI values
using the Multiple Linear Regression Model (MLRM) and the Advanced Machine Learning
Model (AMLM), respectively, under identical conditions. The left plot shows predictions
without considering environmental factors, while the right plot incorporates sensing data.
In both plots, actual RSSI values are displayed on the x-axis and predicted values on
the y-axis. Ideally, perfect predictions would align along the diagonal line, indicating a
one-to-one correspondence. Compared to Figure 5, Figure 6 exhibits a tighter clustering
around the diagonal line, especially when environmental data is included, highlighting
superior predictive accuracy when environmental sensing data is considered.

MLRM without Environmental Data MLRM with Environmental Data
PoV =92.30% PoV =95.90%
—65 —65 Z
70 -70
72} w
% -75 E =75
v:—e <
> o 2 -8
3 3
S -85 9 -85
b=} s}
E -90 E —90
-95 -95 l
~100 == Perfect Prediction —100 1 . - - Perfect Prediction
— Best Fit — Best Fit
—1‘00 —éS —‘;0 —l85 —éO —%5 —I70 —IGS —1’00 —éS —éO —’85 —I80 —;5 —;0 —’65
Actual Values Actual Values

Figure 5. Scatter plot of actual RSSI values vs. predicted RSSI values of the baseline MLRM.

The integration of environmental factors into the adaptive machine learning model
using XGBoost enhances its ability to capture the complex interactions between wireless
signal propagation and the surrounding environment. By incorporating variables such as
temperature, relative humidity, barometric pressure, and particulate matter (PM2.5), the
model can better account for fluctuations in signal strength influenced by these conditions,
leading to more accurate RSSI predictions.

Figure 7 compares the distribution of prediction errors across different models. Each
box shows how far predicted values deviate from actual values, with the y-axis representing
the prediction error. The plot helps assess model accuracy and consistency by highlight-
ing bias, spread, and outliers in prediction performance. The accuracy improvement is
evidenced in Figure 7, where the Mean Absolute Percentage Error (MAPE) of the AMLM
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decreases from 2.42% to 1.37% when environmental factors are included, compared to the
baseline model, which shows a reduction from 2.68% to 1.93%. This result demonstrates a
meaningful and reliable improvement in performance.
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Figure 6. Scatter plot of actual RSSI values vs. predicted RSSI values of the proposed AMLM.

The proposed adaptive machine learning model demonstrates the capability to capture
complex, non-linear relationships and interactions among features, characteristics that are
often present in real-world wireless signal environments. Unlike traditional path loss
modeling, which typically assumes linear relationships and is sensitive to outliers, machine
learning approaches such as XGBoost can learn adaptively from data, handle noise more
effectively, and automatically model intricate feature interactions. This leads to a better
predictive performance, as evidenced by higher PoV and lower RMSE values.
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Figure 7. Comparison of prediction error distributions across various models.

5. Conclusions

This paper proposes an innovative approach for predicting the Received Signal
Strength Indicator (RSSI) using adaptive machine learning techniques and environmental
sensing data. Unlike conventional methods that rely on path loss modeling, which is
typically based on linear assumptions, this sensor-driven framework dynamically learns
complex, non-linear relationships among environmental variables. These include tempera-
ture, relative humidity, barometric pressure, and fine particulate matter (PM2.5), which are
collected via a LoRa network.

The adaptive learning capability of the proposed model enables it to capture intricate
dependencies that are often overlooked by traditional models. Experimental results demon-
strate that the Extreme Gradient Boosting (XGBoost) algorithm achieves strong predictive
performance, explaining 97.86% of the variance in the RSSI with a root mean square error
of 1.40 dBm. The proposed model demonstrates improved predictive accuracy over the
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baseline, with relative increases in variance explained of 6.02% (from 92.30% to 97.86%)
and 2.04% (from 95.90% to 97.86%) when compared to the baseline model excluding and
including environmental parameters, respectively. This outperforms the prediction using
a baseline regression-based path loss model. By integrating advanced algorithms with
multi-sensor data, the model offers enhanced accuracy and greater adaptability across
diverse environmental conditions.

Despite its promising performance, this study’s scope may be constrained by the use
of data from only four LoRa nodes, each placed at a distinct distance. Future research
can extend this framework by incorporating a wider range of distance measurements and
environmental conditions to enhance generalizability. Feature selection may include phys-
ical obstacles, atmospheric conditions, electromagnetic interference, and environmental
dynamics. Additionally, factors such as antenna characteristics and positioning could
further improve the model’s robustness and predictive accuracy.

Overall, this approach introduces a new direction for integrating environmental data
into wireless communication systems. Through the use of multiple sensor inputs and
sophisticated learning techniques, it offers a deeper understanding of how environmental
factors influence signal propagation, with the potential to significantly improve network
reliability and overall system performance.
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Abstract: To address the small-sample training bottleneck and inadequate convergence
efficiency of Deep Reinforcement Learning (DRL)-based communication anti-jamming
methods in complex electromagnetic environments, this paper proposes a Generative
Adversarial Network-enhanced Deep Q-Network (GA-DQN) anti-jamming method. The
method constructs a Generative Adversarial Network (GAN) to learn the time—frequency
distribution characteristics of short-period jamming and to generate high-fidelity mixed
samples. Furthermore, it screens qualified samples using the Pearson correlation coefficient
to form a sample set, which is input into the DQN network model for pre-training to
expand the experience replay buffer, effectively improving the convergence speed and
decision accuracy of DQN. Our simulation results show that under periodic jamming,
compared with the DQN algorithm, this algorithm significantly reduces the number of
interference occurrences in the early communication stage and improves the convergence
speed, to a certain extent. Under dynamic jamming and intelligent jamming, the algorithm
significantly outperforms the DQN, Proximal Policy Optimization (PPO), and Q-learning
(QL) algorithms.

Keywords: wireless communication; anti-jamming; generative adversarial network; deep
reinforcement learning; Deep Q-Network

1. Introduction

With rapid development in economies and societies, wireless communication appli-
cations have become increasingly widespread. However, due to the openness of wireless
channels, wireless communication is vulnerable to unintentional and malicious human-
made jamming. Therefore, wireless communication anti-jamming technology has been
subject to long-term research and extensive application, with a history of more than 50 years
so far [1]. Traditional communication anti-jamming technologies, such as spread spectrum
antijamming technology, have fixed anti-jamming strategies that cannot effectively ensure
the reliability and effectiveness of information transmission in the face of complex and
diverse jamming.

Early spread spectrum technologies improved anti-jamming capabilities through spec-
trum expansion, but essentially belonged to a “blind anti-jamming” mechanism without
environmental perception, failing when the jamming band exceeded 1/3 [2]. Subsequently,
spread spectrum technologies evolved from conventional spread spectrum to adaptive
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spread spectrum, including technologies such as frequency/power-adaptive frequency
hopping and direct-sequence spread spectrum based on narrowband jamming adaptive
suppression/power adaptation [3]. Although these adaptive anti-jamming technologies
introduce closed-loop parameter adjustment, they are still limited by the fixed strate-
gies of pre-set rule bases and have difficulty coping with rapidly time-varying jamming
threats. This limitation has prompted researchers to explore higher-level anti-jamming
intelligent technologies.

In recent years, with the rapid development of artificial intelligence and machine
learning, intelligent communication anti-jamming has become a current research hotspot.
Artificial intelligence algorithms represented by DRL provide new methods for intelli-
gent anti-jamming technologies by virtue of their iterative learning ability of “perception—
decision optimization”. At present, DRL-based communication anti-jamming technologies
widely adopt the DQN and its improved methods to solve complex communication anti-
jamming problems.

Bailin et al. [4] proposed a dynamic e-DQN intelligent decision algorithm that can opti-
mally select € values according to the state of the decision network, significantly improving
the convergence speed and decision success rate. Liang et al. [5] presented a cross-domain
anti-jamming algorithm based on the DQN, enabling mobile nodes to learn optimal posi-
tion adjustment and power control strategies in unknown dynamic-jamming environments
to achieve reliable transmission. Boyu et al. [6] proposed a joint frequency—power domain
anti-jamming algorithm based on the Prioritized Experience Replay Deep Q-Network,
which combines the DQN method with the prioritized replay strategy to realize channel se-
lection and power control in wireless communication systems, improve the fault tolerance
of wireless communication systems, and effectively enhance their transmission success
rate. Feng et al. [7] modeled the communication anti-jamming process in a limited channel
state as a partially observable Markov process and proposed a deep recurrent Q-network
algorithm suitable for this scenario, whose convergence performance is significantly better
than that of the ordinary DQN algorithm. Yangyang et al. [8] proposed a practical and
fast-converging DRL anti-jamming algorithm that uses soft labels instead of rewards to
obtain more information entropy, and which does not require random exploration, sig-
nificantly accelerating the algorithm convergence speed. Yangyang et al. [9] proposed a
parallel DRL method, which decomposes complex action spaces through a parallel network
architecture, significantly improving the convergence speed and the effectiveness of anti-
jamming strategies. Gang et al. [10] proposed a sample information entropy-assisted DRL
anti-jamming method, which uses information entropy to predict and finely select training
samples for the antijamming strategy network so as to improve the quality of training
samples and enhance the online decision-making ability and generalization performance
of anti-jamming strategies.

In summary, although Al algorithms markedly enhance anti-jamming efficacy by con-
structing a three-tier “environmental cognition-decision reasoning—waveform reconstruc-
tion” architecture, the existing DRL approaches are still confronted by three fundamental
challenges in contested communications:

(1) Small-sample training bottleneck: In complex electromagnetic environments, jamming
patterns are typically unknown and scarce, causing conventional DQN to suffer from
insufficient samples and slow convergence during training [1].

(2) Limited convergence efficiency: In high-dimensional action-state spaces, the exploration
—exploitation trade-off is easily destabilized and traditional policies require lengthy ex-
ploration steps before discovering optimal strategies. This latency risks rendering anti-
jamming decisions obsolete before adapting to rapidly evolving jamming.
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(3) Poor transferability: Methods leveraging transfer learning or knowledge graphs
perform better when confronting identical or similar jamming styles, whereas the
traditional DQN still demands extensive retraining.

To address the above challenges, this paper investigates how Generative Adversarial
Networks (GANs) can enhance the convergence speed of DON anti-jamming algorithms
based on the traditional DQN framework. As a generative model, GANSs can solve the
problem of insufficient samples by generating similar samples with the same distribution
as real samples, as has been widely applied in fields such as image processing [11,12],
target detection [13,14], and audio generation [15-17]. This paper applies GANSs to the
field of communication anti-jamming and proposes a small-sample anti-jamming decision
method based on a GAN-enhanced Deep Q-Network (GA-DQN). The method uses a GAN
to independently learn from collected jamming signals, capture the latent distribution of
jamming signals, and generate training samples that approximate the jamming signals
distribution to construct a mixed experience replay buffer. Then, a stochastic gradient
descent method is adopted to train the policy network, which significantly improves the
number and diversity of samples obtained in each algorithm iteration and accelerates the
training process of the policy network.

2. Related Work
2.1. The Principle of GANs

GANSs were proposed by Goodfellow et al. [18], as a generative model for unsuper-
vised learning. The birth of the GAN idea was inspired by the two-person zero-sum
game in game theory, in which two participants fight against each other and improve
each other. Compared with traditional generative models, such as autoencoders and vari-
ational autoencoders, there are two models in a GAN: the generative model G and the
discriminant model D. The generator G aims to generate samples G(z) that follow the real
data distribution Pg,q, as closely as possible, based on the input noise sequence z, so as to
deceive the discriminator D. On the other hand, the discriminator D is used to determine
whether the input sample is a real sample x or a generated sample G(z). G and D confront
and promote each other. During the continuous confrontation, both will reach a Nash
equilibrium. Eventually, G can capture the distribution of x and generate a G(z) that can
pass for real, while D, due to its inability to correctly distinguish between x and G(z), will
output a value approaching a fixed constant.

The loss functions of the discriminator and the generator are as follows:

mDaxV(D,G) = EXNPdata(x) [log(D<x))] + EZNPZ(Z) [log(l - D(G(Z))H 1)

max V(D, G) = E;.p,(;) [log(D(G(2)))], @

where D(x) is the probability that D judges the input x as a real sample; D(G(z)) is the
probability that the generated sample is judged as a real sample after passing through
the discriminator.

2.2. GAN Applied to Data Augmentation

Data augmentation (DA) is an effective method for expanding a dataset scale, enabling
models to learn the original data distribution to generate new data with consistent distri-
bution. In recent years, GANs have been extensively applied in data augmentation. By
learning real sample distributions from random noise inputs, GANs generate novel sample
data, serving as an effective solution for few-sample data augmentation. GANs have been
utilized for data augmentation across numerous domains. Zhang et al. [19] proposed a
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Dual-Attention Deep Convolutional Generative Adversarial Network (DADCGAN), which
incorporates efficient channel attention and external attention mechanisms to capture fun-
damental feature information from channel and spatial dimensions of images, respectively.
Additionally, spectral normalization and dual-timescale update rule strategies are inte-
grated to stabilize the training process. Ye et al. [20] constructed a cycle-consistent GAN
for domain transformation, using prior-knowledge-based attention modules, leveraging
self-attention and channel attention mechanisms to facilitate conversion, thereby achieving
targeted generation of defective insulator samples. Seon et al. [21] introduced a novel
GAN-based method for augmenting time series data to address dataset imbalance in IoT
applications. Embedding, restoration, and supervised networks are adopted to encapsulate
temporal dynamics in the time series data. Furthermore, incorporating mutual information
and MSE terms into the loss function while implementing spectral normalization enhances
GAN training stability. These diverse improved GAN variants provide a solid theoretical
foundation for few-sample data augmentation.

2.3. Methods of Combining GAN with DRL

The performance of Deep Reinforcement Learning (DRL) relies on extensive, high-
quality, and diverse interaction data. However, acquiring such data in real-world scenarios
often proves costly, inefficient, or even infeasible. For instance, in communication anti-
jamming problems, obtaining specific jamming information before encountering jamming
is challenging, and DRL exhibits prolonged convergence times in complex jamming en-
vironments. The core functionality of a GAN lies in learning from data distributions to
generate realistic samples, effectively alleviating data scarcity bottlenecks. Han et al. [22]
designed a GAN-based spectrum completion network to reconstruct missing spectral data,
which was subsequently used to train DRL-based channel networks, effectively addressing
spectrum access issues caused by incomplete sensing information. Strickland et al. [23]
employed a GAN to generate synthetic network traffic data, integrating synthetic and real
data into DRL models to enhance the overall performance of intrusion detection systems.
Wang et al. [24] proposed a GAN-based algorithm to recover traffic data from adjacent
intersections, addressing the problem of insufficient traffic data caused by limited commu-
nication bandwidth, and they introduced a value-decomposition-based multi-agent DRL
algorithm for cooperative traffic-light control; the proposed method significantly improved
traffic efficiency. Shi et al. [25] developed a DRL approach that integrates a GAN with
DDPG, constructing a DDPG model together with an environment-predictive GAN module
to facilitate efficient agent-environment interaction; compared with conventional DRL
algorithms, the method achieved substantial performance gains in dormitory environment
scenarios. Guo et al. [26] introduced a GAN-augmented Meta-DRL intelligent routing
framework for dynamic network environments, employing a learnable GAN feature en-
coder to generate high-quality rare traffic features that markedly accelerate convergence
and improved reward performance. Huang et al. [27] presented a DRL-based risk-averse
stochastic dynamic scheduling method to enhance both the robustness and economic
efficiency of power system operation in critical risk scenarios. They further proposed
KEG-GAN to synthesize additional critical scenario samples, which not only elevated the
economic efficiency of power system operation but also reduced the potential high costs
associated with critical scenarios.

In summary, GAN-enhanced DRL approaches have been widely adopted across
diverse domains, leveraging synthetic data to boost the performance of DRL algorithms.
Our work follows this paradigm by integrating GANSs into a DQN-based anti-jamming
decision framework for communications: we employ the GAN to generate a richer variety
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of jamming samples for pre-training the DQN, thereby substantially accelerating and
improving the learning process of the agent.

3. System Model
3.1. Communication Model

As shown in Figure 1, the communication scenario consists of a pair of transceivers
and an active jammer, where the transmitter and receiver continuously communicate. The
intelligent agent at the receiver end perceives the electromagnetic environment in real time
to acquire the features of the jamming signals, and the transmitter dynamically selects
anti-jamming strategies. When the transmitter sends signals to the receiver, the jammer
performs electromagnetic jamming on the receiver’s channel access, blocking legitimate
communications between the two parties.

= = = ) Communication Link
Feedback Link

= = = p Sensing Link

———  Jamming Link

N .
/ / i ------ ?_"_s_'_‘f'__ﬁﬂ*\ \

Figure 1. The schematic diagram of the communication confrontation model.

The system uniformly divides the communication frequency band into N continuous non-
overlapping channels with a bandwidth of b, and the channel setis f € {0,1,2,--- ,N —1}.
In the discrete time model, the communication time is divided into multiple time slots with
a length of T. A time slot is the minimum time unit for continuous data transmission, and
the system can communicate within the given wireless communication frequency band by
changing the communication channel in the time slot. The receiver determines the jamming
degree of this communication according to the Signal-to-Jamming-plus-Noise Ratio (SJNR)
of the received signal and evaluates the communication effect, which can be represented by

j2
6;=101g BT S ©)

P ]+PN ’
where Ps is the transmission power of the signal transmitter, P; is the transmission power
of the jammer, and Py is the radio frequency environmental noise. The SJNR in the
communication system needs to satisfy 6; > 6, in any time slot T of the time period to
ensure successful signal transmission. Here, 0;/1 represents the SJNR threshold.

3.2. Problem Formulation

In this study, we modeled the anti-jamming problem using a Markov Decision Process
(MDP). The MDP model involves a set of interacting entities, namely, an agent and an
environment. Within a time slot ¢, the agent observes the current state s; from the envi-
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ronment, derives an action a; based on this current state, and inputs the action into the
environment. The environment then determines the next state according to s¢, and a; yields
a corresponding reward r based on the state value function. The following are the five key
elements of the MDP model for solving decision-making problems:

1. State space S represents the set of all channel jamming states; s; € S is an element of
the environmental state space, denoting the set of jamming states of all channels at
time slot t. The actual state of the entire target frequency band can be expressed as
= [s},s?,~- ,sm.

2. Action space A is the set of all executable anti-jamming actions a; € A of the wireless
communication system. The transmission power of the communication transmitter
is constant. At time slot ¢, the action of the system is to select one channel from N
channels for communication; a;= [a}, af, cee, af\] | represents the transmission channel
selected by the transmitter at time slot ¢.

3.  Reward function r represents the return obtained from the environment after the
wireless communication system selects and executes the anti-jamming action a;. This
reward function r is used to calculate the immediate reward. The immediate reward
is measured by the normalized throughput and is defined as

r(st,ar) = 0(60: > 0y,), 4)

where 6; is the average SJNR received by the receiver; §() is an indicator function. The
average normalized throughput is used to evaluate the performance of the decision-
making algorithm from time slot t; to t;:

Tt = ZZ r(st,ar)/ (t2 — t1). &)

4. The state transition probability p is the probability P(s;;1|st,a;) — [0,1] that the
intelligent anti-jamming communication system transitions to s;;1 after selecting and
executing the action a; in the jamming environment state s;.

5. Policy 7(ay, s¢) represents the conditional probability distribution of selecting different
anti-jamming actions a; in the current jamming state s;.

4. Experimental Principles

4.1. LACGAN-Based Small-Sample Data-Augmentation Method
4.1.1. Auxiliary-Classifier Generative Adversarial Networks

To address the issue of potential multi-type communication jamming in complex
electromagnetic environments, this paper proposes a jamming data-augmentation method
using a Layer-normalized Auxiliary-Classifier Generative Adversarial Network (LACGAN)
to supplement samples that follow the same distribution as real samples. A traditional GAN
is unsupervised learning and cannot generate interference samples of specific categories.
The LACGAN is a multi-task learning method based on conditional Generative Adversarial
Networks. It can utilize the auxiliary classifier in the discriminator to achieve precise
control over the category attributes of generated samples. By combining adversarial loss
and classification loss, the generator can synthesize realistic samples with specified features.

The LACGAN inputs both the jamming signal x and the label / into G simultaneously.
In D, while determining whether the input sample is a real sample through the auxiliary
classifier, it also accomplishes the classification task. When a single sample is input into the
LACGAN, the discriminator will output two values: one is the adversarial loss L,q4, that
measures the distribution difference between the generated sample and the real sample;
the other is the classification loss Lp that distinguishes the category label of the generated
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sample from the target jamming type. Similarly, the loss function of the LACGAN consists
of the discriminative loss L,q, and the classification loss Lp.
The overall loss after summarization is as follows:

Ladv = Exopyyy, (1) [108(Dac(x))] + E.wp, (z)[log(1 — Dac(G(2,1)))] (6)

Las = ExNPdm(x) [1Og(Lcls(lx |x))} + EZNPZ(Z) [log Less (l ‘ G(Z/ l)))]r @)

where D, (x) is the probability that D judges the input x as a real sample; Dy (G(z,y)) is

the probability that the generated sample is judged as a real sample after passing through

the discriminator; L. (lx|x) represents the classification loss of D for x, and I, is the real

label of x; and L.js(y|G(z,1)) represents the classification loss for the generated sample.
The overall loss after summarization is as follows:

max V(D,G) = Lygp + Lp (8)
max V(D,G) = —Lug + Lp. 9)

4.1.2. Network Architecture Design

The specific design of the LACGAN network is shown in Figure 2. Based on a
traditional GAN, mainly the following improvements have been made:

1. A label-embedding layer is added to the input of the generator. It maps discrete
category labels into continuous vectors, which are then concatenated with jamming
vectors to form combined inputs. This enables the generator to clearly distinguish the
feature distributions of different jamming types in the latent space, achieving precise
control over jamming types.

2. Instance normalization (InstanceNorm) is adopted in the discriminator. The discrimi-
nator of a traditional GAN only outputs the authenticity probability and uses batch
normalization (BatchNorm), which leads to instability in small-batch training. In-
stance normalization performs normalization on the feature dimension of each sample
and does not depend on the batch size, improving the fine-grained classification of
samples.

3.  The LACGAN introduces learnable scaling factors at the output layer of the generator
by setting learnable intensity parameters. It can automatically learn the optimal
intensity range for different jamming types through backpropagation, dynamically
adjusting the jamming intensity. This enhances the adaptability of the generator in
different Signal-to-Jamming-plus-Noise Ratio (SJNR) conditions.

4.1.3. Sample Evaluation of Sample Evaluation Metrics

This paper evaluated and screened the jamming samples generated by a LACGAN
using the Pearson correlation coefficient. In the process of improving the success rate of
DQN anti-jamming decision-making through data augmentation, if the similarity between
the generated signal and the real signal is extremely high and the added training data fails
to bring diversity to the recognition model then the augmentation effect exerted by the
generated signal will be limited. Conversely, if the similarity between the generated signal
and the real signal is too low then it will mislead the DON model. Not only will it fail
to achieve an augmentation effect but it will also reduce the decision-making accuracy of
the DQN.
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Figure 2. The network architectures of the generator and discriminator in a LACGAN (the red border
is the improvement).

This paper applied the Pearson correlation coefficient [28] to evaluate the linear
correlation between the original samples and the generated jamming samples. Its value
range is [0, 1], where the closer the absolute value is to 1 the higher the similarity between
the two. The calculation formula is as follows:

N
E ('xlz' - 'XT) (yli - %)
r(x,y1) = I\;zl : (10)
\/'gl (xl,‘ - 71)2 = (yli - %)2

where r represents the Pearson correlation coefficient; x;, and y,, are the original sample of
category [; and Xj and ¥; are the mean values of the generated samples of category /.

Finally, according to the calculation results of the Pearson correlation coefficient, the
signals in the generated sample set Scparse—grained are sorted in descending order. The five
samples with the highest similarity and the five samples with the lowest similarity are
selected, and the final generated jamming sample result Sy grained 1S Obtained.

4.2. GA-DQN Anti-Jamming Decision-Making Method
4.2.1. DON Algorithm

In the MDP, the goal of the intelligent anti-jamming communication system is to find
an optimal policy 77%, such that in any given state the selected action can maximize the
long-term cumulative reward. To achieve this goal, a neural network is used to approximate
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the state-action value function Q(s, a; 0), where 6 represents the network parameters. Thus,
it can be expressed using the optimal Q-function as

o)

Q*(s,a) =E™ | Y v r(strr,arc)|st =s,ar = al, (11)

=0

where E™[| is the mathematical expectation operator and T denotes the subsequent steps
starting from time slot ¢.

To enhance training stability, an independent target Q-network is employed to com-
pute the target Q-value. The parameters 6~ of the target network are periodically copied
from the main network, with the update frequency controlled by hyperparameters. The
loss function of the DQN is defined as the Mean Squared Error (MSE):

L(6) =E [(rt +ymaxQ(ssy1,a’;07) — Q(sy, at;ﬂ))z}. (12)

During the algorithm training phase, the e-greedy policy is adopted for training
updates. The optimal policy 77%(a|s) can then be inferred as follows:

argmaxQ*(s,a),0 <x <1—¢
*(als) = a€A . (13)
random,1 —e < x <1

4.2.2. DON Algorithm

For the anti-jamming decision-making problem in small-sample conditions, firstly,
LACGAN is used to complete the data augmentation and concatenation of the small-
sample jamming signals. Then, the augmented samples are input into the DQN model as
training samples. The entire training process for generating jamming samples is shown in
Algorithm 1.

Algorithm 1 GAN Algorithm for Synthetic Sample Generation

1: Initialize G, D with random weights;

2: Initialize Adam optimizers for G and D;

3: Initialize learning rate, epochs N, batch size B;
4: for epoch <~ 1to N do

5: for batch < 1to B do
6: Sample real jamming batch x,.,); sample noise batch z;
7: Generate fake data xge < G(z);
8: Train Discriminator D:
9: Update D parameters via Adam to minimize Lp;
10: Sample new noise batch z’; generate new fake data x{_, ;
11: Train Generator G:
12: Update G parameters via Adam to minimize Lg;
13: end for
14: Compute Pearson correlation coefficients r; concatenate selected samples to form
augmented dataset;
15: end for

16: return Augmented dataset.

To accelerate the convergence speed and enhance the decision-making accuracy of the
DQN anti-jamming algorithm, this paper proposes a fast anti-jamming algorithm based
on a Generative Adversarial DQN. The DQN model in this algorithm adopts the classical
conventional architecture [29], as shown in Figure 3, and it incorporates Algorithm 1,
enabling the GAN to generate additional experience samples every K time slots. This
approach improves the efficiency of sample collection during the training phase of the
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algorithm, thereby accelerating the learning process. The specific procedure is detailed in
Algorithm 2.

Synchronize network parameters
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Figure 3. Algorithm architecture.

Algorithm 2 DQN Anti-Jamming Decision-Making Algorithm
Input: Environmental state s;.
Output: Anti-jamming transmission policy 7.

1: Initialization: Q, O (set Q = (), and parameter K.
2: forT=1,2,--- ,00do
3: The transmitter executes the transmission action ar1 according to the action instruction.

4: Calculate the transmission action reward r(st, a1).
5: Obtain the channel state set s”+1 of the next time slot and collect channel states.
6: if T%K = 0 then
7: Execute Algorithm 1, generate additional experience samples. After pre-training by the
DQN, store them in the experience pool £.
8: end if
9: Batch sample from the experience pool £.
10: Input samples into the target network and the policy network. The former outputs
max Q(s’, a’;0), and the latter outputs Q(s, a; 0).
11: Use stochastic gradient descent + backpropagation to update the network parameters 6.
12: At the end of the time slot, sense the spectrum to obtain the state st of the next time slot.
13: Continue to execute the policy according to the previous time slot.
14: end for

5. Experimental Results and Analysis

The analysis of our experimental results is mainly divided into two parts. The first
part focuses on the performance analysis of jamming sample signals generated by the
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LACGAN network, verifying whether a GAN can learn the time-frequency features of
jamming signals when applied in communication environments. The second part aims to
verify the anti-jamming decision-making effect of a GA-DQN, testing whether the DQN
model can improve its decision-making accuracy and convergence speed after pre-training
with experience sample signals generated by a GAN.

5.1. Simulation Setup

To support the performance analysis and comparison of small-sample jamming signal
data augmentation in this paper, four types of jamming signals were provided for sample
generation by a GAN: Multi-Tone Jamming (MT]), Frequency-Hopping Jamming (FH),
Comb-shaped Sweeping Jamming (CSJ), and Linear Sweeping Jamming (LS]). The specific
parameters are shown in Table 1. In the dataset, the jamming signals are transmitted
through a random noise channel. The JNR can be selected within the range of —4 dB to
16 dB (with a step size of 2). The shape is set as 12 x 100, where the number of channels is
12 and the jamming time slots number 100.

e Multi-Tone Jamming: The energy of this jamming is evenly concentrated on multiple
fixed channels. The interval between the jamming channels is 4 channels, and the
initial jamming position is channel 2. It continuously acts on multiple fixed channels
within 100 time slots.

e  Frequency-Hopping Jamming: This type of jamming adopts a pseudo-random hop-
ping mode, performing time-varying frequency point switching within 12 channels.
Only 1 channel is activated in each time slot, and the activation position is determined
cyclically by the frequency-hopping pattern map.

e  Comb-shaped Sweeping Jamming: This type of jamming presents a dynamically
changing comb-tooth shape in the time-frequency domain. The interference channels
are spaced 4 channels apart, starting from channel 2, and the sweep is at a rate of 1
channel per time slot.

e Linear Sweeping Jamming: This jamming exhibits continuous frequency sweeping
characteristics. The jamming starts from a random channel number and scans at a
constant rate of 1 channel per time slot. It reflects at the spectrum boundary, forming
a saw-toothed jamming path.

In the experiment, firstly, the jamming signals are input into the LACGAN for data
augmentation. Then, the generated jamming samples are subjected to time-stitching data
expansion, input into the DQN model for pre-training, and stored in the experience pool,
so as to improve the anti-jamming capability of the DQN.

Table 1. GAN-enhanced DRL models.

Ref Application Method Key Feature

Dynamic spectrum access SWGAN Simulates the spectrum environment for offline training.

Traffic signal control GAN Reconstructs neighboring traffic data, using traffic statistics.

]

[23] Network intrusion detection CTGAN Generates datasets via a GAN to pre-train DRL.
]
]

Dormitory environment design ~ GAN Rapidly predicts indoor performance with a GAN.

Produces rare traffic features; optimizes the

[26] Network routing optimization =~ GAN diseriminator boundary:

[27] Power system scheduling KEG-GAN  Synthesizes additional critical scenario samples.
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5.2. Experiment on the Generalization of Network Application

Intelligent anti-jamming methods based on Deep Reinforcement Learning (DRL)
determine optimal communication anti-jamming strategies autonomously by learning the
patterns and characteristics of detected jamming signals, thus evading jamming signals
emitted by jammers. However, a distinctive feature of such methods is that they require
acquiring jamming information over sufficient time slots for strategy exploration. In
contrast, the intelligent antijamming decision-making method based on the GA-DQN
proposed in this paper directly leverages a GAN to learn the time—frequency characteristics
of sudden jamming signals from short-term attacks. It then generates samples with similar
characteristics as the jamming signals. When facing unfamiliar and unknown jamming,
this enables the DQN to converge more rapidly. Compared with traditional intelligent
anti-jamming methods, it exhibits stronger generalization. The following presents an
experimental investigation into the application effects of GANs under different jamming
signals, different JNRs, and different iteration counts, to verify its generalization.

Figure 4 shows the process of the simultaneous convergence of the loss functions
of the generator and the discriminator. Due to the mutual antagonism between the two
networks, in the initial stage of training the oscillation of the generator loss is relatively
obvious, reflecting that the learning of the time—frequency characteristics of the jamming
samples by the generator of the GAN network is still unstable. From the overall trend,
the loss function of the discriminator network shows a decreasing trend, while the loss
function of the generator shows an increasing trend, indicating that the discrimination
ability of the discriminator is improving. When the number of iterations exceeds 250, both
the generator loss and the discriminator loss function tend to be stable, and the network
can converge.

10 T T T T T

—— G-loss
9 ——— D-loss

Loss

0 50 100 150 200 250 300
epoch

Figure 4. Generator and discriminator loss function variations during GAN training.

In experiment 1, time—frequency feature learning was performed on the CS] signal,
and the signal was input into the GAN network for training. To illustrate that a GAN also
has a good generation effect on different types of jamming signals, MT], FH, and LS] were,
respectively, selected as the target jamming signals. All the signals were normalized, and
the JNR was set to 10 and then input into the GAN for adversarial training.

As can be seen from Figure 5, for different types of jamming signals the network
learned their time—frequency features. Among these, the jamming samples generated
from the MTI and CS]J signals had the greatest similarity and almost overlapped with
the original samples. The jamming samples generated from the LS] signal possessed the
time—frequency characteristics of the original jamming, but the start time slot of the attack
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was delayed by 50 time slots. The jamming samples generated from the FH signal had
relatively large differences from the original samples, but they conformed to the signal
characteristics of Frequency-Hopping Jamming with fast carrier-frequency switching. The
GAN could not only generate jamming samples with very high similarity to the original
samples, meeting the subsequent needs of improving the decision-making accuracy and
convergence speed of the DQN, but it could also generate jamming samples with relatively
low similarity but similar jamming strategies. The added training data can bring diversity
to the decision-making model and exert a better enhancement effect.
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Figure 5. Comparison between generated samples and original samples.

Figure 6 presents the Pearson correlation coefficients between the samples generated
under the JNR and iteration counts and the original jamming samples, demonstrating
the generalization ability of the LACGAN. It can be seen from the figure that the Pearson
correlation coefficient was basically positively correlated with the iteration count and
JNR. As the iteration count or the JNR increased, the Pearson correlation coefficient also
increased. In subsequent experiments, the JNR was set to 10, and when the iteration count
reached 90 the Pearson correlation coefficient had exceeded 0.99. Therefore, the iteration
count of the GAN was set to 90 in the subsequent experiments.
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Figure 6. Heatmap of Pearson correlation coefficients.
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5.3. Simulation Analysis of GA-DQN

To verify the anti-jamming decision-making capability of the GA-DQN algorithm, this
paper compares the GA-DQN algorithm with the conventional DQN algorithm [29], the
Proximal Policy Optimization algorithm (PPO) [30], and the Q-learning algorithm [31].
For an objective analysis of the performance of the proposed algorithm, the parameters of
the algorithms involved in the comparison were all set to the same values as those of the
proposed algorithm. The maximum capacity of the experience replay buffer was 10,000,
and the batch processing size was 64. The other simulation parameters were set as shown in
Table 2. In addition, the normalized throughput of rewards was adopted as the evaluation
index for the anti-jamming decision-making capability of the intelligent algorithm, and the
sliding average method (with a window length of 50) was used for curve plotting to obtain
smooth curves.

Table 2. Simulation parameter settings.

Parameter Value
Length of communication time slot T 350
Number of channels M 12
Threshold of JSR 6y, 8
Discount rate 0.3
Communication power py,/dBm 10
Jamming power p} /dBm 10

In the performance comparison simulation, four distinct jamming environments were
configured to analyze the anti-jamming performance and robustness of the proposed
algorithm, as can be seen from Figure 7:

*  Single-jamming environment: The jammer employs only single comb-shaped sweep-
ing jamming to disrupt the receiver;

e Composite-jamming environment: The jammer simultaneously deploys comb-shaped
sweeping jamming and multi-channel jamming to challenge the receiver;

*  Dynamic-jamming environment: The jammer switches jamming types every 100 time
slots in the sequence of CS] — FH — MT]J — LSJ. This dynamic pattern prevents the
DON from fully exploring and adapting to any single jamming type;

e Intelligent-jamming environment: The jammer updates its target channels every
10 time slots, selecting the channels occupied by the communication signals in the
previous 10 slots plus 4 adjacent channels. This adaptive strategy mimics intelligent
adversarial behavior.

In neural network training, the learning rate is of great importance to the performance
of the neural network. To set appropriate learning rate parameters, this paper analyzed
the performance of the DQN algorithm at different learning rates in a single-jamming
environment. Figure 8 compares the normalized throughput performance of the algorithm
proposed in this paper when the learning rates were 0.01, 0.001, and 0.0001, respectively. It
can be seen from the figure that when the learning rate was 0.01, due to the too-fast conver-
gence of the neural network parameters, the DQN calculation was unstable and problems
such as gradient explosion occurred; when the learning rate was 0.0001, the convergence
speed of the DQN network was slow and the ideal performance was not achieved; when
the learning rate was set to 0.001, the DON converged well and could achieve the ideal
performance. Therefore, this learning rate was used in the subsequent simulations.
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Figure 8. Comparison of DQN algorithm at different learning rates.

In this paper, the experience sample generation cycle of the GA-DQN algorithm
was set to k time slots. To achieve optimal performance, it was necessary to validate the
impact of different generation cycles K on the algorithm’s performance. Figure 9 compares
the normalized performance of the proposed algorithm in different generation cycles
(k € {0,10,20,30,40,50}) in a single-jamming environment. When k = 0, it corresponded
to the traditional DQN algorithm; when k = 10, the GAN could not effectively learn
the jamming signal characteristics, due to the excessively short generation cycle, which
affected the algorithm’s convergence; when k = 30,40, 50, the longer generation cycles
failed to achieve the optimal performance; when k = 20, the GAN could both learn the
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jamming signal characteristics and effectively improve the convergence speed, achieving
the ideal effect. Therefore, the experience sample generation cycle was set to 20 in the
subsequent experiments.

—=— DQN
—e— GA-DQN(K=10)| 4
—2— GA-DQN(K=20)
—v— GA-DQN(K=30)

Normalized Throughput
=
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0.3 T T T T T T T T r T '
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Figure 9. Comparison of the proposed algorithm in different generation cycles.

Figure 10 shows the performance comparison between the GA-DQN algorithm and
the three other comparative algorithms in the four types of jamming environments. It can be
seen from the figure that the GA-DQN algorithm had the fastest convergence speed and the
highest convergence value. In single- and composite-jamming environments, the GA-DQN
algorithm outperformed the traditional Deep Reinforcement Learning algorithms such as
the DON and PPO in convergence, with significantly reduced jamming times in the early
communication stage; the DQN algorithm converged slightly slower than the GA-DQN
but could reach around 1; the PPO algorithm performed slightly worse than the DQN
and needed about 275 time slots to converge, while the QL algorithm showed the worst
performance and could only converge to about 0.65. In the dynamic-jamming environment,
the GA-DQN algorithm could converge at 170 time slots and resist the last fixed multi-
channel jamming; the DQN algorithm could only converge to about 0.94, and the PPO and
QL algorithms had poor convergence with severe jamming. In the intelligent-jamming
environment, the normalized throughput performance of the GA-DQN algorithm decreased
at the beginning of communication, started to rise at 100 time slots, and converged to about
0.95 at 130 time slots; due to the intelligent jamming changing every 10 time slots, the other
three algorithms did not achieve convergence within 300 time slots. Table 3 aggregates the
anti-jamming performance metrics (convergence slots and throughput performance) of
our proposed algorithm alongside the three benchmark algorithms across the four distinct
jamming environments. The comparative analysis visually demonstrates our algorithm’s
superior convergence speed and enhanced throughput efficiency relative to the alternatives.
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Table 3. The performance index of the anti-jamming algorithm based on comparing the convergence
slot (CS) and the throughput performance (TP) of the four types of algorithms.

del Single Jamming Double Jamming Dynamic Jamming Intelligent Jamming
M
oce cs TP cs TP cs TP cs TP
GA-DOQN 126 1 131 1 185 1 245 0.95
DON 147 1 156 1 256 0.94 280 0.82
PPO 263 1 252 1 280 0.75 300 0.75
QL 149 0.67 211 0.67 300 0.68 300 0.55

Normalized Throughput
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Figure 10. Comparison of multiple algorithms in different jamming environments.

6. Conclusions

In this paper, we addressed the convergence speed issue of DRL algorithms in complex
jamming environments by proposing a GAN-enhanced DON fast anti-jamming algorithm.
The algorithm leverages a GAN to learn the time—frequency characteristics of jamming
signals, generate additional experience samples, and input them into the DQN model for
pre-training, thereby accelerating the algorithm'’s learning process and convergence speed.
Furthermore, this paper simulated and compared three other antijamming algorithms.
The proposed algorithm demonstrated faster convergence, higher convergence values, and
more stable communication across diverse jamming environments. The algorithm also
holds the potential to be applied to more complex jamming scenarios, effectively improving
communication reliability.
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Abstract: Over-the-air federated learning (Air-FL) has emerged as a promising paradigm
that integrates communication and learning, which offers significant potential to enhance
model training efficiency and optimize communication resource utilization. This paper
addresses the challenge of interference management in multi-cell Air-FL systems, focusing
on parallel multi-task scenarios where each cell independently executes distinct training
tasks. We begin by analyzing the impact of aggregation errors on local model performance
within each cell, aiming to minimize the cumulative optimality gap across all cells. To
this end, we formulate an optimization framework that jointly optimizes device trans-
mit power and denoising factors. Leveraging the Pareto boundary theory, we design a
centralized optimization scheme that characterizes the trade-offs in system performance.
Building upon this, we propose a distributed power control optimization scheme based on
interference temperature (IT). This approach decomposes the globally coupled problem
into locally solvable subproblems, thereby enabling each cell to adjust its transmit power
independently using only local channel state information (CSI). To tackle the non-convexity
inherent in these subproblems, we first transform them into convex problems and then
develop an analytical solution framework grounded in Lagrangian duality theory. Coupled
with a dynamic IT update mechanism, our method iteratively approximates the Pareto
optimal boundary. The simulation results demonstrate that the proposed scheme outper-
forms baseline methods in terms of training convergence speed, cross-cell performance
balance, and test accuracy. Moreover, it achieves stable convergence within a limited
number of iterations, which validates its practicality and effectiveness in multi-task edge
intelligence systems.

Keywords: over-the-air federated learning (Air-FL); multi-task; interference management;
distributed algorithm

1. Introduction

In the era of ubiquitous edge intelligence, federated learning (FL) has emerged as a
pivotal framework for privacy-preserving distributed model training [1,2]. By enabling
edge devices to collaboratively train models without sharing raw data, FL addresses
concerns related to data privacy and communication overhead [3,4]. However, traditional
FL frameworks often rely on digital communication methods, which can be inefficient
in resource-constrained wireless environments due to the substantial communication
overhead associated with transmitting high-dimensional model updates [5-7].

To mitigate these challenges, over-the-air computation (AirComp) has been integrated
with FL, giving rise to over-the-air federated learning (Air-FL) [8,9]. AirComp leverages

Telecom 2025, 6, 51
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the superposition property of wireless multiple-access channels to aggregate data directly
in the air, significantly reducing the communication latency and enhancing bandwidth
efficiency [10,11]. This synergy between communication and computation positions Air-FL
as a promising paradigm for efficient model aggregation in wireless networks [12,13].

1.1. Related Work

While Air-FL offers notable substantial benefits, its deployment in multi-cell wireless
networks introduces significant challenges [14]. In particular, concurrent FL tasks among
multiple cells can cause severe inter-cell interference, which undermines the quality of
aggregated updates and slows down model convergence [15,16]. This issue is especially
acute in parallel multi-task scenarios, where each cell tackles different learning tasks with
heterogeneous data and distinct model objectives [17,18].

Existing strategies to tackle interference in multi-cell Air-FL primarily involve cen-
tralized optimization [19,20]. For example, the authors in [19,20] characterized the Pareto
boundary of the error-induced gap region to quantify learning performance trade-offs
among different FL tasks, which formulates optimization problems to minimize the sum
of error-induced gaps across all cells. Although such centralized solutions achieve near-
optimal performance, they suffer from scalability and latency issues in large or dynamic
networks, due to the dependence on global channel state information (CSI) and central-
ized coordination.

To address these concerns, other works have introduced innovations such as hierarchi-
cal personalized FL frameworks with optimized beamforming [21], and dynamic clustering
combined with power control for two-tier FL systems [22]. Additionally, methods based
on compressed sensing [23] have been proposed to enable cross-cell model aggregation
with privacy preservation and a reduced need for strict synchronization. The authors
in [24] investigated a theoretically guaranteed two-stage search algorithm for joint edge
association and aggregation optimization, extended with flexible bandwidth allocation.
However, these methods still require some inter-cell coordination.

Despite these advances, centralized methods still face limitations in real-world de-
ployments due to the signaling overhead and latency. This paper addresses that gap by
proposing a distributed power control framework guided by interference temperature
(IT) parameters, offering near-Pareto optimal performance without requiring centralized
coordination. Compared with existing centralized interference management strategies,
such as joint power control and beamforming [19,20], our approach introduces several key
advancements. First, prior works typically rely on centralized optimization frameworks
that require global CSI and full inter-cell coordination, which pose challenges in terms
of scalability, latency, and signaling burden. In contrast, our proposed scheme adopts
a distributed optimization perspective based on IT, which enables each cell to manage
its transmit power using only local CSI and lightweight inter-cell communication. Sec-
ond, while [19,20] focus on minimizing global error-induced gaps via Pareto boundary
characterization under centralized control, our framework introduces a novel dynamic IT
update mechanism that allows the system to iteratively approximate Pareto optimality in
a decentralized manner. These features make our approach more suitable for large-scale,
heterogeneous, and dynamic wireless learning scenarios. A comparison of the focuses,
contributions, and potential limitations among highly relevant studies is provided in
Table 1.
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Table 1. Summary of related work.

Reference Focuses Contributions Limitations
Achieved efficient downlink and =~ Constructed the Pareto boundary Do not fully consider the.
. L . long-term effect of cumulative
[19] uplink model aggregation in to characterize performance aceoreeation erTors
multi-cell Air-FL. trade-offs among multiple tasks. E81CE
on convergence.
Addressed inter-cell interference ~ Characterized Pareto-optimal
in multi-cell using gaps for inter-cell trade-offsand ~ Assumed low noise, neglected
[20] simultaneously transmitting and demonstrated mean squared higher-order errors, and
reflecting reconfigurable error (MSE) reduction in experimented only cover
intelligent surface (STAR-RIS) uplink/downlink two-cell networks.
assisted Air-FL. via experiments.
Addressed data heterogeneity in Derlve(.i the convergence bound AF with lower communication
[21] . . under inter-cluster interference .
hierarchical FL. : overhead was not considered.
and data heterogeneity.
[22] Optimized the learning lzeri\ée(;t’;lgi lgllgizto(;f The impact of inter-cluster
performance of two-tier Air-FL. E81CE interference was not considered.
convergence performance.
Addressed the issues of low P roposed a fzompressed Intra-group nodes require strict
L - sensing-based Air-FL framework N
communication efficiency and . - synchronization;
[23] ) L7 to achieve efficient and secure .
weak privacy protection in . . pseudo-transmitters
. . aggregation that is
Air-FL spectrum sharing. . . add redundancy.
noise-free/encryption-free.
Proposed a theoretically
. . guaranteed two-stage search . .
Optimized the joint edge . The algorithm complexity
. 2 algorithm, reconstructed the . o .
[24] aggregation and association increases significantly with

decision-making for Air-FL.

supermodular function, and
extended a flexible bandwidth
allocation scheme.

network scale.

1.2. Contributions

This paper proposes an interference-aware distributed power control scheme tailored

for parallel multi-task Air-FL scenarios. By leveraging the local CSI and IT constraints to

enable each cell to autonomously manage its transmit power, our approach mitigates inter-

cell interference and enhances overall system performance. Through rigorous analysis and

extensive simulations, we demonstrate that our proposed scheme achieves near-optimal

performance, which offers a practical and scalable solution for interference management in

multi-cell Air-FL deployments.

The primary contributions of this work are as follows:

e  System modeling and centralized optimization: We construct a multi-cell parallel

Air-FL system model, detail the AirComp architecture between devices and APs,

and establish the interference mechanisms under shared spectrum conditions. We

analyze the impact of aggregation errors on the convergence of the optimality gap

and formulate a power control optimization problem aimed at minimizing the total

optimality gap across all cells. To characterize performance trade-offs, we employ the

Pareto boundary theory and design a centralized power control algorithm to delineate

the Pareto boundary.

e Distributed optimization via IT: We propose a distributed optimization scheme

based on IT, which decouples the globally coupled problem into locally solvable

subproblems. Each cell independently adjusts its transmit power using local CSI. To

address the non-convexity of the subproblems, we first transform them into convex
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problems and then develop an analytical solution framework grounded in Lagrangian
duality theory and implement a dynamic IT update mechanism to iteratively approach
the Pareto boundary.

e  Simulation validation: Through numerical simulations, we validate the efficacy of
our proposed scheme. The results demonstrate that our approach surpasses baseline
methods in terms of training convergence speed, cross-cell performance balance, and
test accuracy. Moreover, it achieves stable convergence within a limited number of
iterations, underscoring its practicality and effectiveness in complex multi-task edge
intelligence scenarios.

The remainder of this paper is structured as follows. Section 2 introduces the parallel
multi-task Air-FL system model. Section 3 examines the influence of aggregation errors on
cell-level local optimality gaps, formulates a power control optimization framework, and
presents the concept of the Pareto boundary. Section 4 proposes both a centralized power
control optimization scheme and a distributed power control optimization scheme based
on IT constraints. Section 5 provides numerical results to validate the performance of our
proposed scheme. Section 6 concludes the paper.

2. System Model

As illustrated in Figure 1, we consider a parallel multi-task Air-FL system composed
of M cells. Each cell includes a dedicated AP, indexed by m € M = {1,..., M}, and serves
K single-antenna edge devices, indexed by k € IC;;, =S {1,...,K}. Define the global device
setas KL £ {K1,...,Ka}. Each cell independently collaborates to train a distinct machine
learning model, which highlights the heterogeneity across tasks.

----- < Inter-cell interference
——— Intra-cell aggregation

Figure 1. Parallel multi-task Air-FL system.

2.1. Federated Learning Model

Each AP-device cluster forms a standalone FL system, with the m-th cell learning a
cell-specific model parameterized by the vector e,, = [e,1, ..., e ] T where C is the model
dimension. Each device k € K;; holds a private local dataset Dy. The sample loss function
evaluates the prediction error of model parameter e, on an input-label pair (x;, ;) € Dy.
Accordingly, the local loss function on device k is defined as

1

Hilem) = == Y, Hilem xi,&). 1)
Dl (xi,6i) €Dy
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Assuming uniform dataset sizes within each cell, i.e., |Dj| = |Dk|,¥j, k € Ky, the
union of all local datasets in cell m € M is denoted as D;, = Uik, Dk. Then, the
corresponding global loss function for cell m € M is expressed as

| Dy|

o] X Hilew) = % T Hilen) @

cekm kem

Hm(em):

The training goal of cell m € M is to find the optimal model parameter e}, that
minimizes the global loss function Hy, (e;; ), formulated as

e, = arg min Hy(ey). 3)
e, €ERC

2.2. Communication Model

Each cell adopts the federated stochastic gradient descent (FedSGD) for model training,
where devices compute and transmit gradients to the AP via AirComp-enabled uplink
aggregation. The training is conducted over N global communication rounds, indexed by
ne N ={1,...,N}. At the beginning of round n = 1, the aggregation center broadcasts a
common initialization e(!) to all APs, which then distribute it to their associated devices,
setting their local model parameters e,({l) = e, Vk € K. We assume that the downlink is
error-free.

(n)

During each round 7, device k € Ky, computes its local gradient estimate a; ’ over a

(n)

randomly sampled mini-batch 15k C Dy, expressed as

m 1
ﬂk = —
D]

Y VH(e!", x, &) (4)

Xi/6 165;5")

To align power levels and mitigate signal distortion, each device applies gradient
normalization, defined as

() 1
k EZ ®)
n ]- n -(n 2
W2 = L3 ()’ ©
() (1)
a —da
sy = @)

Uk
where ﬁ,((n) € Rand vlgw € R, denote the mean and standard deviation of the C dimen-
sional local gradient al({n), respectively. sl((nc) is the normalized signal to be transmitted,

satisfying E[s,(:?} =0and E[(s]((nc) )] = 1. Gradients from different devices are assumed to

be statistically independent.
(n)

Each device transmits its signal over a quasi-static channel. Let 11, ; denote the channel

from device k € IC;;; to its AP m € M, and hi(;z denote the channel from interfering device
H
i € Kj, j # m to AP m. The transmission coefficient is set as b,(c") = p]({”) (I"Ek)

m,k

with
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(n)

power p,’ < P, where P""* is the instantaneous power budget on each device. The
signal received at AP m € M for the c-th model parameter is expressed as

(n) (n) (7, (m)\ 1
[ pi hy (i)
1’” pk |h —i—ng Z 2 G ] SZ(,Z)’ (8)
keICm jeM\{m} iek; |h].,l. y

where Z,Sf, (); ~ CN(0,02,) denotes the additive white Gaussian noise (AWGN) with power
02, at the receiver of AP m € M.
o\

To reconstruct the aggregated gradient, the AP performs gradient-based linear estimation

(n)

post-processing on the received signal r, ;, given as

The denoising factor is used to equalize signal power and suppress noise/interference.

- E =)
= aly) + eyl 9

() ( ()

where a;, 0 = % Ykek,, aknc) is the desired average gradient; e, . represents the aggregation
error due to noise, power mismatch, and inter-cell interference, given as

(Z (\/Pk |hmk| (n)) ()+ \/ iy S A
K =
K\ &, V6 ]eM\{m}zelC ,/ |h ) et

By collecting all C dimension model parameters, the average global gradient received
by AP m € M is given by

(n)
c

Em,

(10)

al) = iy} = () + R{ell}), (11)
where ag,?) = [“521,)1' . a,S?{] ( ) = [yin)l,.. ,y,(ﬂ] ( ) — [s( )1, ..,s%l)C]T

Finally, the global model of cellm e M is updated as

) = oft) — ylalt) )

n) . . . . . .
where 17,(”) is the learning rate. This process continues until convergence or until the
maximum number of communication rounds is reached.

3. Convergence Analysis and Problem Formulation

To guide the design of effective power control strategies in the proposed multi-task
Air-FL system, we develop a convergence analysis framework that explicitly accounts for
the impact of aggregation errors. In this framework, we adopt the optimality gap as a
key performance indicator, which quantifies the deviation between the current global loss
function value and the corresponding optimal value for each federated task during the n-th
communication round.
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3.1. Assumptions

As a preliminary step for our convergence analysis, we introduce several foundational
assumptions, which are in line with those commonly utilized in prior studies [19,25-29].
These include the smoothness of local loss functions, bounded variance of stochastic gradi-
ents, and Polyak—Lojasiewicz condition to ensure the stability of gradient-based updates
and allow the analytical derivation of learning dynamics under communication constraints.

Assumption 1 (Lipschitz Smoothness). For any cell m € M, the global loss function Hy,(e) is
assumed to be differentiable and L,,-smooth. That is, there exists a non-negative constant L, > 0
such that for all e,v € RS, the following condition holds [19,25]:

IVHu(e) = VHu(0)[| < Lunlle - o, (13)

where NV Hy, (e) denotes the gradient of the loss function. Equivalently, the following upper bound
holds for the loss function:

L
Hun(e) < Hy(v) + VHu(2)" (e = v) + =" [l — | (14)
Assumption 2 (Bounded Variance). The local gradient estimates algn) are assumed to be in-

dependent and unbiased estimates of the true gradient V Hy(ey) and possess bounded variance,
ie., [26,27]

Elal"] = VH(e!),Vk € K,¥n € N, (15)

E(Ha,ﬁ”) - VHk(e,(("))H2> < Z’E,Vk €K, ¥ne N, (16)

where ¢y > 0 denotes the variance of stochastic gradients at each device, and ny, denotes the mini-
batch size used for gradient computation. (While we assume uniform mini-batch sizes and dataset
sizes across devices for analytical tractability, the stochastic gradient variance term ¢y captures
statistical heterogeneity arising from non-identically distributed (non-11D) local data distributions.
Extensions to support heterogeneous dataset sizes and computation budgets can be incorporated by
adjusting the weighting factors in the loss function and optimization problem.)

Assumption 3 (Polyak—Lojasiewicz Condition). Let H}, denote the global optimal loss function
value for cell m. The Polyak—Lojasiewicz condition asserts that there exists a constant pi,, > 0 such
that V Hyy, (e) satisfies [28,29]

||VHM(3)||2 > 2 (Hm(e) — Hyy,). (17)

3.2. Optimality Gap vs. Aggregation Error

Building upon the preceding assumptions, this subsection investigates the conver-
gence behavior of parallel multi-task Air-FL, with a particular focus on how aggregation
errors influence the optimality gap.

Let e,(,? ™ denote the updated global model parameter for cell m € M after global com-

munication round 7. The corresponding optimality gap is defined as E {Hm (e%l H)” —Hy,.

2
LetE %{sﬁf 2:} represent the MSE of the global gradient estimate. With an appropriately

designed diminishing learning rate, we establish the following result to characterize the
convergence bound for each task.
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Theorem 1. Consider a parallel multi-task Air-FL setup where each cell m € M adopts a di-
minishing learning rate of the form 0 < 17,(”") = e < L17 < ﬁ,Vn € N with constants
Om > 0,1, > ﬁ Suppose that each device employs a fixed mini-batch size n, = N. Under
these settings, the expected optimality gap for each cell m € M after N communication rounds is

bounded by

E[Hy (e ™| = Hy < TT D3 (E[Hu(eh)] - ;)

neN
C 2
+ X 10 008 B+ L)) Y E[R{eli2} ]), (18)
neN c=1
N )
H DWI
where D,Sf) L2191 - ymnﬁf) satisfies 0 < D,Sf) < 1,Vn e N, ],(ﬂ”) = I;DW , and the gradient
) m
variance is defined as By, = % Y %‘
kem

Remark 1. The proof of Theorem 1 is similar to reference [19]. Please refer to reference [19] for more
details. The convergence upper bound of the optimality gap in Theorem 1 consists of three distinct
components. The first component is the initial optimality gap D,(J E [Hn (e}n)] — Hj,, determined
by the discrepancy between the initial point of the global loss function and its optimal value in cell
m € M. The second component is the gradient variance term ],(,:’)iy,(,f )Bm, capturing the influence
of stochastic gradient noise arising from statistical heterogeneity within the local datasets of cell

m. The third component is the aggregation error term ]m Lm(iym )2 Z E [éﬁ{em o} } which

quantifies the cumulative effect of model aggregation errors induced by channel noise, channel
fading, and inter-cell interference. In real-world deployments, the number of communication rounds
is finite, and the learning rate cannot be reduced indefinitely. As a result, each cell’s optimization
process converges to a neighborhood of the global minimum, characterized by a small but non-zero
steady-state optimality gap.

3.3. Problem Formulation

In this subsection, building on the convergence analysis from the previous subsection,
we derive the optimality gap expression and further formulate a power control optimization
problem aimed at minimizing the optimality gap in each cell. From the derived upper
bound, it is evident that the initial gap and gradient variance terms remain constant once
the system configuration is fixed. Therefore, our attention centers on the aggregation error,
which varies with the power control variables and dominates the effective optimality gap
to be minimized, formulated as

szuwm B[R | (19)

neN c=

To enable tractable optimization in parallel multi-task scenarios, we decouple the
problem into N subproblems, each corresponding to a single communication round. Fur-
thermore, for clarity, we focus on the aggregation error in a single dimension and omit the
superscript n without loss of generality. Based on Equation (9), the MSE for the c-th model
parameter in cell m is given by

? piR{h (i)"Y 02
[ﬂ?{emc}] K2 (keZIC:m< m Uk> +jeMZ\:{m}i€ZICj 20, |
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Substituting this expression into (19), we obtain the following formulation for the
effective optimality gap as a function of the power control variables, written as

2
O({pi} {on}) Aﬁm(z(wﬂg +x R~

Pi%{hm,ihﬁ}Z (772,[
ke jeM\{m}i€ek;

2
where E;, = % Based on this, the optimality gap minimization problem is formu-

lated as
(PO) : min {®({px}, {6m})} (22)
{Pkrem}
s.t. 0 <6y, (23)
0<pr <PI'",Vk e Ky,me M. (24)

Minimizing the objective function ®({px}, {0 }) effectively reduces the optimality
gap for each cell. However, in multi-cell wireless systems, independently optimizing
each cell may inadvertently amplify inter-cell interference, thus degrading the learning
performance of neighboring cells.

To address this challenge and ensure fairness across distributed tasks, it is essential
to introduce a theoretical framework that captures the global trade-offs among all cells’
learning performances. To this end, the next subsection introduces the concept of the
Pareto boundary to characterize the optimal trade-off set of optimality gaps among cells
under shared resource constraints, thereby laying a theoretical foundation for subsequent
coordinated power control strategies across cells.

3.4. Pareto Boundary Definition and Characterization

To achieve balanced learning performance across different cells, we introduce the
concept of the optimality gap region, denoted by G. This region represents the set of all
achievable tuples (A1, Ay, ..., Ay ), where each component A, corresponds to the opti-
mality gap of cell m € M under the given system constraints such as per-device power
budgets. Formally, the optimality gap region is defined as

G=UJ{(A1,0s...,Am) | A > Gap,,, Vm € M}, (25)

where Gap,, = JuLmy%E {3‘%{ smrc}z] represents the minimal achievable optimality gap for
cell m.

The Pareto boundary of region G is defined as the set of all Pareto optimal points, for
which it is impossible to reduce any component A;, without increasing at least one of the
others. These points characterize the optimal trade-offs between the learning performance
results of different cells under shared resource constraints and provide a theoretical limit to
how well system-wide performance can be balanced.

To mathematically characterize the Pareto boundary, we adopt the rate profile method
proposed in [30]. This method enables joint optimization across all APs by formulating a
scalarized minimization problem, where the individual performance weights are specified
by a profile vector x = [«1, ko, . .., kp]. Each weight &, reflects the relative importance or
performance share assigned to cell 1, subject to the normalization constraint ), v km = 1.
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The optimization problem for characterizing the Pareto boundary is then given by

P1): min 2%
( ) {Pr0<0m,0<g} ¢ ( )
s.t. Gap,, < kg, Vm € M, 27
OSPkSP;(”mxIVkGICm,mGM, (28)

where ¢ serves as an upper bound that balances the individual optimality gaps according
to the profile vector «.

For a given profile vector x, the solution ¢* to problem (P1) determines a Pareto
optimal tuple as xg*. Geometrically, this point lies on the intersection between the ray
defined by direction x and the Pareto boundary of region G. By varying « over the unit
simplex, the entire Pareto boundary can be traced as illustrated in Figure 2, thereby fully
revealing the trade-off structure among competing tasks.

Pareto boundary

/ Optimality Gap Region G

Optimality gap profile vector K

The optimality gap of cell 2

&

Pareto optimal point

The optimality gap of cell 1

Figure 2. Pareto boundary.

4. Proposed Method

Building upon the previous section, this section develops efficient power control algo-
rithms for parallel multi-task Air-FL from both centralized and distributed perspectives. We
begin with a centralized approach that leverages full global CSI to iteratively transform and
solve the non-convex optimization problem through convex reformulations. This approach
enables accurate characterization of the Pareto boundary via joint optimization across all
cells. However, due to the high overhead and poor scalability of centralized solutions
in large-scale systems, we then propose a distributed power control scheme based on IT.
The distributed approach uses only local CSI and IT constraints, and achieves near-Pareto
optimal performance through inter-cell coordination without requiring a global controller.

4.1. Centralized Scheme

The main challenge in solving problem (P1) lies in the coupling between the transmit
power py of devices and the denoising factor 6, within the expression of the optimality
gap Gap,,, which renders the original problem non-convex. To address this, we propose
an iterative centralized algorithm. Specifically, we first fix the transmit powers p; and
optimize the denoising factor 8,, for each cell, then substitute the resulting 6,, back into the
original problem to solve for the optimal transmit powers. This alternating optimization
(AO) continues until convergence.
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4.1.1. Denoising Factor Optimization

Under fixed device transmit power, problem (P1) is decomposed into M independent
subproblems, each corresponding to one cell, expressed as

HA2
. NG )2 piR{hyi(hji)"}  o?
P2): min v + +—"7. (29)
( ) {0<9m}{kezjcm ( VOm ¢ je/\/lz\{m} ieZ}C]- em‘hj,i|2 20

By introducing auxiliary variables v, =1 / V0, the aforementioned problem can be
reformulated into a quadratic equation, thereby enabling the straightforward derivation of
the closed-form solution for the denoising factor, given as

2
iR Iy i (h; )™ ? 2
L opll+ x p PR g
o _ | KK je M\ {m} i€K; ji 0)
" Y /Prlmk|vk '
kem

4.1.2. Device Transmit Power Optimization

Substituting the solution for 6,, in Equation (30) back into problem (P1), problem (P1)
is rewritten as

P3) : i 1
(P3) min ¢ (31)

s.t. ( Y vi—?ﬂf)(z peli?+ Y Y

kK kEKm jeM\{m} iek;

2
piR Iy i(h; )} N o
|hji|? 2

2
< ( Z \/ﬁmm,k Uk> ,Vme M, (32)

keKm
0 < pr < Pl k€ Kpy,m € M. (33)

For any given ¢, problem (P3) can be reformulated as

(P4) : Find{p:} (34)
HA2
pg}%{h ’(h’> } 0—2
stpu | Y pelhaplP+ Y Y= ";llzjl + 3
kEKm je M\ {m} i€k, [
2
< ( ) \/ﬁ|hm,k|vk> ,Vm e M, (35)
kel
0 < pp < ",k € Kyyym € M, (36)
where ¢, = Y U% — KELMQ Introduce the interference matrix Ay = [Ay1, Amps - -+ N Kioy)

ke

with Kiot = KM, defined as

|hm,k‘/ ke ICm/

A — §Rl’l hH 37
nk W keKj, je M\ {m}. 7
ji
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Constraint (35) can be equivalently expressed as

meMkek,, kel

2
\I‘PM< DY Afn,kPkJFaz’") < Y VPrlhmilo (38)

Deﬁne q - [\/ﬁ/ \/ﬁ/ st/ PKtot] T/ ‘Xm - dlag( [0}2”/2/ Am} )/ ,Bm - [ﬁm,lr ,Bm,ZI e /ﬁm,Kmt]T

with B, i satisfying:

h , ke Ky,
,Bm,k _ | m,k’vk € . (39)
0, k€K je M\ {m}.

Therefore, problem (P4) can be transformed into a standard second-order cone pro-
gram (SOCP) problem, given as

(P5) : Find {q} (40)
s.t. y/ me [Lq]TWm < qT,Bm/ Vm e M, (41)
0 <gqx < /P, Vk € Kyy,m € M. (42)

Problem (P5) can be efficiently solved using standard convex optimization solvers
(e.g., CVX [31]). Once the optimal solution g* is obtained, the transmit powers follow as
pi = (9})?. To determine the optimal ¢*, we employ a bisection search over feasible ¢ values
and solve the corresponding SOCP at each step. The complete process is summarized in
Algorithm 1.

Algorithm 1 Centralized scheme for solving problem (P1)

1: Input: Local gradient variance vy, profile vector x, convergence threshold ¢, and maxi-
mum power budget P}
2: Set ¢! «— 0, " «— minye v (Em Lierc,, U2/ %m)-

while |¢"P — oW </ do

@

e glow;,gup .
Solve problem (P5) to obtain pj.
if problem (P5) is feasible then
¢"P .
else
glow —c.
10:  end if
11: end while
12: Obtain 6;, based on (30).
13: Output: Optimal solutions {p}, 05, ¢*}.

R N A

While the centralized scheme achieves globally optimal solutions under full CSI, it
requires an aggregation center to collect information from all APs, including intra- and
inter-cell channels. This introduces significant signaling overhead and limits the system’s
scalability in real-world implementations. To address this, the next subsection proposes a
distributed power control algorithm based on IT. In this framework, each AP requires only
local CSI and interference thresholds, thereby enabling decentralized optimization while
still approximating the global Pareto boundary through iterative coordination.
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4.2. Distributed Scheme

This subsection investigates the decentralized power control strategy for parallel multi-
task systems under IT constraints to characterize the optimality gap and the Pareto boundary.
We define I'; ;, as the IT value representing the maximum allowable interference power
from devices in cell m to AP j. This constraint ensures that the interference from cell m does
not exceed a tolerable threshold at AP j, thereby enabling independent local optimization
while maintaining global coordination.
Let I be a vector of size M(M — 1) x 1 containing all T s and I';;, be a vector of size
2(M —1) x 1 containing both T'; ,, and T';, ;. For AP m € M, replace the interference term
5 PRt (I ()"
iek;

e with I, ;. Define the interference channel from device k, Vk € Ky, to
7,

2 R ()Y L L
neighboring cells as ’ gj,k‘ = W Consequently, the optimality gap minimization
problem can be independently addressed at AP m € M, formulated as

h 2 T 2
(Pem): min Em| Y. (\/M—vk> vy Sy Om (43)

{Prbm=0} ke Vv Om jeM\{m} O 20

st Y pelgikl® < Tjmj € M\ {m}, (44)
ke
0 < px < P, Vk € Ky,m € M. (45)

Due to the complex coupling relationship between the transmit power variables p; and
the denoising factor 6, in the objective function of problem (P6.1m), the problem exhibits a
non-convex structure and is challenging to solve. To address this, we introduce the inverse
denoising factor v, = 1/6;, and an auxiliary variable Qy = /prym, thereby transforming
problem (P6.m) as

2

. (o
(P7):  min  En| Y (Qltwpl =) +9m| Y T+ 7"’ (46)
{Qk, Ym>0} kEK jeM\{m}
st Y 1Qkgixl® < Tjpwym j € M\ {m}, (47)
ke,
QF < P/" ey, Yk € Ky, m € M. (48)

Since problem (P7) is a standard convex optimization problem, it can be directly
solved using common convex optimization tools (e.g., CVX [31]). To further derive a
closed-form expression and enhance theoretical understanding of the problem structure,
we employ the Lagrangian dual method for analysis.

Let {A; }],e MO\ {} > 0 represent the Lagrange multipliers corresponding to the j-th
IT constraint, and ¢y denote the Lagrange multiplier associated with the k-th edge device’s
power constraint. Thus, the partial Lagrangian function for AP m € M is expressed as

2
— k)

Em (ri'YMI{Aj,m}jeM\{m}r ¢k) = Em( Z (Qk|hm,k

ke

. @ 2 _ pmax
| Y Tt + 3 or(QF P

M {m) 2 KR
2
+ ) A]bm( Y ‘ngj,k’ _rj,m')’m>~ (49)
jEM\{m} kER
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This leads to the dual function

Ron ({Ni} ey ) = {ngno,iyn,,,zo}ﬁko”"“{)‘frm}feM\{m}'q’k) 0)
s.t. QF < Pl ey, Yk € K. (51)

Therefore, the dual problem is formulated as

P05y R Pinbican oy 9:) (52)

Since problem (P7) satisfies Slater’s condition, strong duality holds between its dual
problem and the primal problem, which allows us to apply the Karush-Kuhn-Tucker
(KKT) optimality conditions [32] to solve the problem. Define the optimal solutions of

the dual problem as {/\]* m } A\ (] and ¢}. According to the KKT optimality conditions,
mf; m

the variables {QZ, Vs {/\]*m }je/vi\{m}' Pr } satisfy the following complementary slackness

conditions, given as

Ay 20, € M\ {m}, gf >0,k € Ky, (53)

Ajm ( Y, 1Qkgel — Fj,m%%) =0,Vj e M\ {m}, (54)
ke

91 ((Q0) = P, ) = 0, vk € K, (55)

Vo, Lm <Qk, Vs {A;m }jeM\{m}/ 9072) lgi=q; =0, (56)

Voo ( Qi (M} gy 6 ) b =0 )

To determine the optimal auxiliary variable Qy of each device, we begin by decompos-
ing the Lagrangian dual function into K;, independent subproblems, each corresponding
to a device’s power optimization task. This decomposition allows for parallel optimization
across devices.

The complementary slackness conditions indicate that when ¢; > 0, the power
constraint is strictly tight, and the device transmits at its maximum power P"**. Conversely,
if pp = 0, the device transmit power satisfies Q% < P . Accordingly, each subproblem
is equivalently formulated as

2 (58)

—u)’+ Y Al Qigix
jeM\{m}

s.t. QF < Py, (59)

P9) : in E hy
(P9) {5215}(} m (Qic [

Furthermore, according to the stationarity condition (56) for Qy, we obtain

Vchm (ri '7:1/ {/\;m }jGM\{m}’ ¢Z> |Qk:Q;

= 2Em(|hm,k|2Qk — [k Uk) 20 ), Ajm
jeEM\{m}

gikl* =0. (60)
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By rearranging the equations and considering the maximum device power constraint,
the optimal solution for Qy is derived as

Evilh
Qf = min ; k]| o/ P | (61)
Enlhme|"+ X /\j,m(gj,k
jeM\{m}

Similarly, to determine the optimal inverse denoising factor 7;,, we consider the
following optimization problem:

. o2
(P10) : rr<un Emym Z Lj+ - | - Z AjnLjmYm — Z Y e O (62)
{0<m jEM\{m} jeM\ {m} kEK

Applying the stationarity condition (57) with respect to ,;, we can obtain

V'Ym Em (QZ/ Ym, {/\]*,m }jGM\{m}l 4’;) |')’m:')‘;ﬁn

2
g,
= Em( Y. rm,]-+é“) - Y Awlim— ) ek =0. (63)

jeM\{m} jeM\{m} ke

Therefore, the optimal solution for <, is derived as

2
Em( 5 }rmﬁgﬂ)
. jeM\{m
= . 4
T Nl T %R o
jeM\{m} k€Kom

To find the optimal dual variables {)\]’f’m} and ¢;, we can employ the ellipsoid

jeM\{m}
method [33], which utilizes subgradients to iteratively refine the estimates of the dual vari-
2

ables. The subgradient for {/\j,m }j M\ [} is keZI;C ‘QI’; g]-,k‘ — T'jmrm, and the subgradient
for ¢} is (Q,’;)2 — Paxy . By iteratively updating {)tj,m}]. e\ {m) And @ using these sub-
gradients, the ellipsoid method converges to the optimal dual variables. Once the optimal
dual variables are obtained, these variables can be substituted back into the expressions
(61) and (64) to determine the optimal primal variables.

Finally, the optimal transmit power p; and the denoising factor 0;, are computed as

2
p; = min Enti || 5, pyex (65)
2 . 2 7 7
Em ’hm,k’ + )y /\j,m 8jk
jeM\{m}
YA T+ L giPma
gr _ jeMm " M kR K )
-
E < Y T +"2>
mi m,j 2
jeM\{m}

These results indicate that when ¢; > 0, the device transmits at its maximum power
P, Otherwise, the transmit power is adjusted based on the regularized inverse power
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2
transmission strategy, where the regularization term ) /\}k m ’ g]',k‘ accounts for inter-
jeM\{m}
cell interference. The denoising factor 6}, is influenced by both inter-cell interference and

the power constraints of all devices. While these solutions satisfy the inter-cell interfer-
ence constraints, they are limited to scenarios with fixed interference thresholds and may
not achieve Pareto optimality. Therefore, an iterative algorithm for optimizing inter-cell
interference thresholds is proposed to enhance overall system performance.

To facilitate efficient distributed power control in parallel multi-task Air-FL systems,
this paper introduces the concept of IT as a pivotal coordination variable to establish a
local information-driven distributed optimization framework. (The proposed analysis and
algorithms assume quasi-static channel conditions, where wireless links remain constant
over each communication round. This assumption enables tractable optimization and reli-
able gradient aggregation using AirComp. In practical scenarios with mobility or fading,
channel variations may affect aggregation accuracy. Nonetheless, our distributed scheme
relies only on local CSI and permits iterative IT updates, offering inherent adaptability to
slow channel variations. Future work may consider extending the framework to incorpo-
rate robust optimization techniques for time-varying or uncertain CSI, thereby improving
resilience under mobility and fading.) Building upon this foundation, an iterative collabo-
rative algorithm is proposed, wherein APs dynamically adjust mutual IT values through
peer-to-peer signaling interactions.

In each iteration, the system selects a pair of APs for local collaborative updates. These
updates are designed to ensure that the optimality gap of the local cell does not increase,
nor does the performance of other cells degrade, thereby guaranteeing non-decreasing
overall system performance. To implement this mechanism, it is assumed that APs possess
basic backhaul link support for essential information sharing and synchronization of
interference parameters.

However, determining whether the system achieves Pareto optimality under arbitrary
IT configurations remains challenging. To address this, a lemma is proposed to characterize
the necessary constraints between IT and the cell optimality gap under Pareto optimality
conditions. This lemma provides a theoretical foundation for subsequent algorithm design.

Lemma 1 (Necessary Condition for Pareto Optimality). Under any given IT configuration T,
if the optimality gap Ny, (Ty,) has reached a Pareto optimal state, then for any pair of APs m and j,
the determinant of the following 2 x 2 matrix T; ,, must be zero, given as [34]

OBu(Tn)  9Bu(Ty)

oT; or,,
Tim=| s — 67
ol oy j

Building upon the previously established analytical framework, we now delve into
the derivation of the matrix elements within the IT optimization context. By solving both
the primal and dual formulations of the problem, we obtain explicit expressions for each
component of the matrix T; ,,, which encapsulates the sensitivity of the optimality gaps to
variations in IT parameters.

Specifically, the partial derivatives of the optimality gap A, (T;,) with respect to the IT
parameters I'; ,, and I', ; are given by

Bn(m) _ pe o ) e (©8)
g
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where {)\’f /\;1,].} respectively denote the optimal dual multipliers associated with the IT

Jm’
constraints in the primal problems of cell m and cell j, and {'y,’;, fy]*} are the corresponding
optimal inverse denoising factors.
Additionally, the derivatives with respect to the reciprocal IT parameters are written as

arm(rm) * BK]-(F]')

I par,
al—-m’] mf}/ml ar]’m ],Y] (69)

To iteratively refine the IT vector I', we focus on updating only the mutual IT parame-
ters between a selected pair of APs m and j, while keeping the rest unchanged, which is
defined as

T T

[r/j,m/ F/m,j] - [rj,m/ rm,j] + 5j,m : tj,m/ (70)

where I” represents the updated IT vector; d; ,, denotes a suitably small step size; and t; ,
is a vector ensuring that the product T, t;,, < 0, thereby guaranteeing a reduction in the
optimality gaps.

a b
Assuming T; ,, = [ ] , a feasible solution for #; ,, is computed as
’ C d ’

tjm = sign(bc —ad) - [(jud —b,a— 0 c]’, (71)

where /; , is a ratio parameter that modulates the relative reduction rate of the optimality
gap between APs m and j; sign(-) denotes the sign function.

By adjusting /; ,;, we can control the balance of improvement between the two APs.
Specifically, setting ¢ jm = 1 prioritizes AP m, while ¢ im <1 favors AP j. Through
the careful selection of §;,, and Kj,m, we can navigate the Pareto boundary to identify
configurations where no AP performance can be improved without degrading the others.

This iterative approach culminates in a distributed power control algorithm that
leverages IT optimization to enhance overall system efficiency. The complete algorithm
is encapsulated in Algorithm 2, which systematically updates the IT parameters to con-
verge towards Pareto-optimal configurations. (The proposed distributed scheme currently
assumes uniform data and computational resources across devices. In practice, edge de-
vices may exhibit heterogeneity in dataset sizes, local data distributions, and processing
capabilities. Our framework can accommodate such variations by incorporating per-device
weighting or fairness constraints in the optimization objectives. Extending the algorithm to
explicitly model non-1ID data and device-level heterogeneity is a promising direction for
future research).

The distributed algorithm outlined above incrementally minimizes the global opti-
mality gap across all APs through iterative, pairwise updates of IT parameters. (Although
our distributed power optimization framework shares a conceptual similarity with some
interference-constrained optimization methods (e.g., [35]), there are key distinctions. In [35],
the objective is to enhance location privacy and spectrum efficiency in cognitive radio net-
works through spectrum sharing policies, typically under single-task settings. In contrast,
our work addresses a fundamentally different problem of minimizing the learning opti-
mality gap in multi-task Air-FL systems. Furthermore, our framework integrates gradient
aggregation distortion, Pareto boundary trade-offs, and an iterative IT update mechanism
that collectively enable decentralized learning coordination, which is different from [35].)
In each iteration, a selected pair of APs adjusts their mutual IT levels to reduce their
respective optimality gaps. Crucially, these adjustments are designed to ensure that the
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optimality gaps of other APs in the network remain unaffected, thereby preserving overall
system stability.

Algorithm 2 IT-based decentralized scheme for solving problem (P1)

: Input: IT vector I, convergence threshold :.
: for any pair of APs mand j, j € M\{m} do
if |Tj,,| > ¢ then
APs m and j synchronously update their current IT values via a reliable backhaul
link.
APs m and j solve problem (P7) to obtain optimal solution {p; }, ., , {p;}

{0007} {2 A}
APs m and j update the elements in Tj ,, based on (68) and (69)

7: APs m and j exchange elements in T} ;, via the backhaul link, reconstruct Tj ,, via
(67), and compute t; ,, via (71).

8: APs m and j update their IT values F},m according to (70).

9: endif

10: end for

11: Output: Optimal device transmit power p; and optimal denoising factor 6}

9

; 7
iek;

A

This iterative update mechanism guides the system’s performance toward the Pareto
boundary of the optimality gap region. By carefully selecting step sizes and direction
vectors for IT adjustments, the algorithm ensures that each update leads to a non-increasing
optimality gap for the involved APs. Over successive iterations, this process converges
to a state where no further reductions in optimality gaps are possible without adversely
affecting other APs, which signifies Pareto optimality.

Compared to the initial configurations or schemes where each AP optimizes inde-
pendently, this cooperative approach achieves a more efficient global performance. It
encourages APs to participate in collaborative adjustments, even when such changes may
not immediately benefit their individual performance metrics. This collaborative behav-
ior is facilitated by the algorithm’s design, which ensures that any trade-offs made by
individual APs contribute to the overall reduction in the system’s optimality gap. Such
approaches highlight the potential of decentralized coordination mechanisms in enhancing
the efficiency and fairness of distributed wireless systems.

5. Numerical Results

In this section, we present the simulation results to evaluate the performance of the
proposed distributed scheme in multi-task Air-FL scenarios. Specifically, we consider
two representative tasks: ridge regression on synthetic datasets and handwritten digit
classification using the Modified National Institute of Standards and Technology (MNIST)
dataset. These experiments aim to assess the effectiveness of the distributed scheme in
managing interference and optimizing learning performance across multiple tasks. (While
MNIST and synthetic regression tasks are used in our simulations for clarity and analytical
convenience, the proposed distributed power control framework is compatible with more
complex datasets and deep neural models. Our goal in this paper is to highlight the
impact of interference-aware power optimization on FL performance under multi-task and
multi-cell settings.)

5.1. Simulation Setup and Benchmark Schemes

We simulate a two-cell network, each hosting a distinct FL task. The first cell is centered
at coordinates (0,0), and the second at (40,0). Devices within each cell are randomly
distributed within a 20-meter radius around their respective APs. The wireless channels
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between devices and APs follow a distance-dependent Rayleigh fading model. (In this
study, we adopt Rayleigh fading to model the wireless channels between APs and devices.
This choice captures a rich-scattering, non-line-of-sight (NLoS) environment and allows for
tractable performance evaluation. However, we acknowledge that practical deployments
may involve line-of-sight (LoS) components, in which case Rician or Nakagami-m fading
models may provide more accurate characterizations. Incorporating such models to study
the impact of LoS-dominant fading on Air-FL performance is an important direction
for future work.) The channel gain between device k and AP m is modeled as h,,, =

w/Qod;,Ckho, where )y denotes the path loss at a reference distance of 1 meter; ( is the
path loss exponent; d,, , is the distance between device k and AP m; and hy ~ CN(0,1)
is a complex Gaussian random variable with zero mean and unit variance. Interference
channels between devices and non-associated APs are modeled similarly. Simulation
parameters are detailed in Table 2.

Table 2. Simulation parameters.

Parameter Value
K 10
Kiot 20
(N —60 dB
{ 3
o2 1077 W
prex 1W
L 10-°
é]',m 0.5
" 2/(n+8)
i 2/(n+10)

In terms of performance metrics, the optimality gap and prediction error are used to
evaluate the ridge regression task on the synthetic dataset. To benchmark the proposed
distributed scheme, we compare it against the following baseline methods:

e  Benchmark with maximum power: In this scheme, all devices transmit at their
maximum power levels, i.e., py = p;"®*. This scheme requires no CSI collection and
represents the simplest power control strategy.

e Benchmark without AirComp: In this scheme, all devices transmit their local model
updates to their respective APs, which perform aggregation without any interference.
This scenario assumes an ideal communication environment, serving as an upper
performance bound.

e Benchmark without interference: In this scheme, each AP optimizes the device trans-
mit power and denoising factor based solely on intra-cell CSI, without coordinating
with other APs. The optimization problem for AP m is formulated as

2
, Pkl ) o2
min E YT 4+ 7
(0<pe<pP™0<0,} <k62,c ( VO k 20, (72)
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5.2. Multi-Task Ridge Regression Performance

We consider that each cell independently trains a ridge regression model on distinct
datasets. Each cell’s dataset follows a unique distribution, which reflects heterogeneous
data environments. The sample loss function for cell m € M is defined as

Hy(em, Xm, Tn) = %Hx,Tnem — TmHZ + pR(em), (73)
where p = 5 x 1075 is the regularization hyperparameter. The input sample vector x,, € R®
for each cell is drawn from a standard normal distribution, i.e., x,, ~ N (0, I), with model
dimension C = 20. The target labels for each cell are generated as 71 = x1(2) 4 3x1(5) +0.2z
and 7 = x2(3) + 2x2(8) + 4x2(10) + 0.3z, where z represents standard Gaussian noise.
Each device within a cell holds Dy, = 500,Vk € K data samples, resulting in a total of
Dm = ) rex Dx = 5000 samples per cell.

To evaluate the convergence behavior, we compute the smoothness parameter L,, and
the Polyak-Lojasiewicz parameter i, for each cell as in Assumptions 1 and 3, based on the
eigenvalues of the sample covariance matrix X/, X,/ Dy, + 10741 [36].

The optimal model parameters e}, are obtained as e}, = (X}, X,, + oI) ' X[ 7, with
Tw =11, , D, T The initial model for each cell is initialized as a zero vector.

Figure 3 presents the evolution of the optimality gap and prediction error across
communication rounds N for various power control strategies in both cells. The proposed
distributed scheme demonstrates a consistent decline in both metrics as N increases, with
the prediction error stabilizing in later rounds. This trend indicates that the local models of
both cells progressively converge towards their respective optimal solutions on the training
set and ultimately achieve strong generalization performance on the test set. Analyzing the
performance disparity between the two cells, Cell 1 consistently exhibits superior outcomes
in both optimality gap and prediction error. This advantage is primarily due to the simpler
label structure and lower data noise in Cell 1’s task, thereby enabling more efficient learning
and faster convergence under identical training conditions. Comparative assessments
reveal that the proposed distributed scheme significantly outperforms both the benchmark
with maximum power and benchmark without interference in both cells. Specifically,
the proposed scheme not only accelerates the reduction in training errors to bring the
model closer to the optimal training solution but also enhances generalization capability
as evidenced by the lower prediction errors on the test set. This performance underscores
its effectiveness in balancing rapid convergence with robust generalization. Furthermore,
Figure 3 also includes the benchmark without AirComp as an ideal performance upper
bound. In later communication rounds, the prediction error achieved by the proposed
distributed scheme closely approaches this ideal benchmark with only a marginal gap. This
proximity illustrates the scheme’s capacity to approximate optimal performance despite
practical challenges such as communication losses and inter-cell interference. In contrast,
other baseline schemes continue to exhibit significant error at high communication rounds,
particularly the benchmark with maximum power, which highlights their limitations in
achieving efficient convergence and generalization.
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Figure 3. Learning performance on synthetic datasets versus communication rounds.

Figure 4 illustrates the achievable regions of the optimality gap for two cells at
communication rounds N = 100. The Pareto boundary is delineated by varying the
profile vector of the centralized power control scheme as ¥ = [ky,1 — k], where
&m = [0.001,0.01,0.1,0.3,0.4,0.5,0.6,0.7,0.9,0.99,0.999]. The bottom-leftmost point on the
Pareto boundary by the centralized scheme represents the Pareto-optimal point, while the
bottom-leftmost point by the benchmark without AirComp denotes the idealized learn-
ing performance, which serves as a benchmark for evaluating the proximity of practical
schemes to optimal performance. It is observed that the Pareto-optimal point lies clos-
est to this idealized benchmark, indicating that the centralized scheme achieves the best
practical performance. Furthermore, the proposed distributed scheme demonstrates a
performance remarkably closer to the Pareto-optimal point, with deviations within 1074,
which demonstrates its efficacy in approaching centralized optimality. This proximity
underscores its practical applicability, especially in scenarios constrained by communica-
tion resources. In contrast, the benchmark without interference exhibits inferior overall
performance, which highlights the importance of considering inter-cell dynamics. The
benchmark with maximum power performs the worst due to a lack of power adjustment
or interference management.
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Figure 4. Achievable optimality gap region.
Figure 5 demonstrates the convergence behavior of the proposed distributed scheme
by depicting the evolution of the optimality gap for Cell 1 and Cell 2 across iterative rounds

with K = 10 and K = 20 devices per cell. The results demonstrate that all schemes converge
within 30 rounds. (While our scheme demonstrates convergence within approximately
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30 global rounds, we do not compare directly with Fed Avg or FedProx, as these methods
operate under fundamentally different assumptions. As such, we evaluate against baselines
that are aligned with our system model to ensure a fair and meaningful comparison.)
Comparative analysis between the two device configurations reveals that, under the same
number of iterations, the scenario with K = 20 devices per cell attains a significantly lower
optimality gap than the K = 10 scenario. This suggests that incorporating more devices
into the optimization process enhances the overall system performance, which drives the
learning outcomes closer to the optimal solution. Such scalability is crucial for practical
applications, where the number of participating devices can vary. While an increased
number of devices introduces greater complexity in collaborative computation and power
adjustment, potentially leading to a slight reduction in convergence speed, the algorithm
maintains stable convergence within a limited number of iterations. This resilience confirms
the effectiveness of the proposed distributed scheme in managing complex multi-cell
scenarios, thereby ensuring reliable performance even as the network scales.

5 x107°
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—&— Optimality gap of cell 1,K=10
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Figure 5. Convergence behavior of the proposed distributed scheme.

5.3. Performance on Multi-Task MNIST Dataset

We establish a parallel multi-task handwritten digit classification scenario utilizing the
MNIST dataset. Specifically, Cell 1 and Cell 2 are assigned distinct subsets of digit classes,
labeled as 0—4 and 5-9, respectively. This configuration introduces task heterogeneity, as
each cell processes non-overlapping label distributions. Both cells employ an identical
convolutional neural network (CNN) architecture for local model training. The architecture
comprises two convolutional layers with rectified linear unit (ReLU) activation functions
and kernel sizes of 5 x 5, containing 32 and 64 channels, respectively. Each convolutional
layer is followed by a 2 x 2 max-pooling operation. Subsequently, the network includes a
fully connected layer with 1024 units, culminating in a softmax output layer for classifi-
cation. During local training, all devices utilize a fixed mini-batch size of m;, = 128. The
performance of the models is evaluated using the average test accuracy and loss function
values of both cells to provide a comprehensive assessment of classification efficacy and
convergence behavior within the multi-task learning system.

Figure 6 illustrates the impact of communication rounds N on the overall performance
of parallel multi-task Air-FL over the MNIST dataset. From Figure 6a, all schemes demon-
strate a continuous improvement in average test accuracy as N increases, with convergence
observed in the later stages. The benchmark without AirComp serves as the performance
upper bound, which achieves optimal accuracy. Notably, the proposed distributed scheme
closely approaches this ideal benchmark throughout the training process, with an optimal
test accuracy difference within 1%. This proximity demonstrates its near-optimal classi-
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fication performance, which surpasses both the benchmark without interference and the
benchmark with maximum power, thereby validating its superior convergence speed and
learning efficacy. Figure 6b reveals that the average loss function value decreases across all
schemes, albeit with varying rates of decline and final convergence levels. The proposed
distributed scheme achieves a loss function value closer to the optimal performance of
the benchmark without AirComp compared to other baseline schemes. This outcome
highlights its capability to effectively enhance the model’s generalization performance.
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Figure 6. Learning performance on MNIST dataset versus communication rounds.

6. Conclusions

This paper addressed the challenge of inter-cell interference in parallel multi-task Air-
FL systems, where each cell independently trains a distinct model while simultaneously
performing over-the-air aggregation. We analyzed how aggregation errors impact the local
optimality gap and proposed a joint optimization framework for device transmit power
and denoising factors aimed at minimizing the cumulative optimality gap across all cells.
To characterize the trade-offs in multi-cell performance, we employed Pareto boundary
theory and designed a centralized optimization scheme that serves as a performance upper
bound. Building upon this, we introduced a distributed power control strategy based
on IT, which decouples the globally coupled problem into locally solvable subproblems.
This approach allows each cell to independently adjust its transmit power using only
local CSI. To enhance computational efficiency, we derived closed-form solutions for the
subproblems through Lagrangian duality theory and implemented a dynamic IT update
mechanism to effectively approach the Pareto boundary. Simulation results demonstrated
that the proposed distributed scheme outperforms benchmark methods in terms of training
convergence speed, cross-cell performance balance, and test accuracy. Future work will
extend our framework to larger-scale and more heterogeneous datasets such as CIFAR-10,
which will enable validation under non-convex learning objectives and more realistic visual
data distributions. This will further demonstrate the scalability and robustness of our
distributed scheme.
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Abbreviations

FL Federated learning

AirComp  Over-the-air computation
Air-FL Over-the-air federated learning
IT Interference temperature

CsI Channel state information

STAR-RIS  simultaneously transmitting and reflecting reconfigurable intelligent surface

MSE mean squared error
AO Alternating optimization
AP Access point

FedSGD Federated stochastic gradient descent

AWGN Additive white Gaussian noise

SOCP Second-order cone program

KKT Karush-Kuhn-Tucker

non-1ID non-identically distributed

MNIST Modified national institute of standard and technology

LoS line-of-sight

NLoS non-line-of-sight

CNN Convolutional neural network
ReLU Rectified linear unit
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Abstract: The rapid growth of high-quality telecommunications demands enhanced queue-
ing system performance. Traditional bandwidth distribution often struggles to adapt to
dynamic changes, network conditions, and erratic traffic patterns. Internet traffic fluctu-
ates over time, causing resource underutilization. To address these challenges, this paper
proposes a new adaptive algorithm called Weighted Fair Queues continual Deep Reinforce-
ment Learning (WFQ continual-DRL), which integrates the advanced deep reinforcement
learning Soft Actor-Critic (SAC) algorithm with the Elastic Weight Consolidation (EWC)
approach. This technique is designed to overcome neural networks’ catastrophic forgetting,
thereby enhancing network routers” dynamic bandwidth allocation. The agent is trained
to allocate bandwidth weights for multiple queues dynamically by interacting with the
environment to observe queue lengths. The performance of the proposed adaptive algo-
rithm was evaluated for eight queues until it expanded to twelve-queue systems. The
model achieved higher cumulative rewards as compared to previous studies, indicating
improved overall performance. The values of the Mean Squared Error (MSE) and Mean
Absolute Error (MAE) decreased, suggesting effectively optimized bandwidth allocation.
Reducing Root Mean Square Error (RMSE) indicated improved prediction accuracy and
enhanced fairness computed by Jain’s index. The proposed algorithm was validated by em-
ploying real-world network traffic data, ensuring a robust model under dynamic queuing
requirements.

Keywords: multi-queue systems; adaptive algorithms; resource utilization; EWC; band-
width allocation; WFQ); continual learning

1. Introduction

In recent years, the demand for high-speed data transmission, efficient resource
management, and network communication has undergone a significant rise due to the
rapid growth in the numbers of connected devices and data-intensive applications, leading
to efforts to improve the performance of data transmission queueing systems and giving
rise to congestion, latency, and dynamic bandwidth allocation challenges [1]. Due to the
conflict between the growth in traffic and the constraints on bandwidth, it is crucial to
utilize bandwidth resources efficiently to enhance the Quality of Service (QoS) [2]. Modern
networks rely on advanced scheduling algorithms and optimized queueing mechanisms
to address these issues, support performance, and ensure fair resource distribution. As
networks evolve, achieving scalability, flexibility, and reliability remains an important
goal for researchers and industry professionals [3]. Unfair resource allocation can lead to
resource waste, starvation, or redundancy [4].
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A system that allows devices to communicate and exchange data efficiently is known as
anetwork. Networks vary in size and design, ranging from Local Area Networks (LANSs) to
Wide Area Networks (WANSs). Routers serve as key components of network communication
as they direct data packets between networks. Through network communication, routers
manage traffic using queueing systems, which control how packets are processed and
transmitted [5]. A queuing system is essential for handling varying traffic loads, reducing
congestion, and ensuring smooth data flows. Different models, such as M/M/1, M/M/c,
and G/G/1, determine how packets arrive, wait, and are then served in network queues.
These models can optimize performance and reduce delays, thus supporting the design of
efficient traffic management strategies [6].

Scheduling algorithms are implemented in routers to efficiently manage packets in
queues [3]. These algorithms determine the packet processing order and aim to strike
a balance between fairness and efficiency. Basic scheduling methods, such as First-In-
First-Out (FIFO), process packets consecutively, whereas Priority Queuing (PQ) prioritizes
essential traffic, such as real-time voice or video data. More advanced approaches, such as
Weighted Fair Queuing (WFQ) [2,3] and Deficit Round Robin (DRR), ensure proportionate
bandwidth allocation among traffic classes. These are crucial in achieving the desired
QoS, optimizing bandwidth usage, and improving network reliability [3]. Reinforcement
Learning (RL) is commonly used in resource allocation to optimize decision-making in
dynamic and unsteady environments. Reinforcement learning-based resource allocation
enables the efficient distribution of bandwidth, computing resources, scheduling priorities,
and networking [1,4,7].

According to the aim of this paper, while effective in ensuring fair bandwidth distri-
bution, traditional Weighted Fair Queuing (WFQ) systems struggle to adapt dynamically
to varying network traffic patterns, such as bursty or periodic flows. Due to its adaptive
learning capabilities, deep Reinforcement Learning (DRL) has become a profitable solution
for dynamic bandwidth allocation. Regardless, typical DRL models suffer from catastrophic
forgetting when exposed to new traffic scenarios, requiring frequent retraining. This limits
scalability and robustness in real-time networking environments. Thus, there is a critical
requirement to enhance DRL-based WFQ systems with continual learning mechanisms
that can retain earlier obtained scheduling policies while adapting to new network condi-
tions efficiently and without forgetting, therefore enabling a more intelligent and scalable
bandwidth allocation strategy.

The remainder of this paper is organized as follows: Section 2 includes related work,
Section 3 produces a contribution of this research, Section 4 describes a methodology for
the proposed system model. Section 5 provides the results and analysis. Section 6 discusses
the model parameters and the results. Section 7 includes the conclusions.

2. Related Work

Various scheduling disciplines are available for managing separate queues while
maintaining fairness and balance in terms of Quality of Service (Qo0S). In communication
networks, WFQ is a crucial scheduling discipline used to ensure fairness and QoS. Using
a weight-based bandwidth allocation approach, WFQ assigns weights to various queues
based on packet length, thereby ensuring equitable distribution of bandwidth [8]. A
technique called PQ, which prioritizes the queue order, often causes resource starvation for
lower-priority queues by serving the highest-priority option among non-empty queues.
Simulation results show that PQ has a smaller memory queue size than WFQ and FIFO,
and a more significant delay [9]. Scheduling disciplines such as WFQ cannot dynamically
allocate bandwidth and must learn about the status of queues. The WFQ method has
been extensively studied in the literature, with a focus on performance evaluation. Several
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metrics are typically used with the WFQ system, including the mean queue length, system
throughput, and mean response time. It would be interesting to compare the performance
of a WFQ system with a finite buffer to that of a WFQ system with an infinite buffer [10].

The authors of [3] presented mechanisms and approaches to implementing QoS
services in packet networks and created and examined a network model that facilitated
data transfer associated with various traffic classes. Traffic shaping techniques based on
the WFQ method were utilized for QoS. In individual work, the study in [11] thoroughly
investigated traffic scheduling in IPv4 and IPv6 networks for multimedia applications,
examining the effectiveness of various scheduling methods for different types of traffic,
including HTTP and FTP. Among the different approaches considered (WFQ, FIFO, PQ),
WEFQ was found to be the best option in terms of its improved performance over the
other algorithms, as it offered suitable outcomes over both IPv4 and IPv6. In [12], a
packet-scheduling technique was developed that combined WFQ with PQ to decrease
latency, significantly improving network performance compared to scenarios where packet
scheduling was not employed. By accounting for the extra waiting periods caused by
variations in arrival rates, the proposed model was able to lower the estimation error. Even
when traffic utilizes the exact network channel or session, it is necessary to consider a
complex mix of network and application traffic. The authors also proposed an approximate
analytical technique for this purpose. In these research works, specified weights were
allocated based on traffic class or priority due to the absence of adaptability to real-time
network requirements.

In [13], the QoS performance of the WFQ algorithm was investigated and evalu-
ated, and various QoS results were examined. The average throughput, packet arrival
ratio, packet loss ratio, and average latency were calculated. The study in [14] consid-
ered QoS factors such as jitter, delay, and packet loss probability and evaluated these for
algorithms using PQ, FIFO, custom queuing, fair queueing, and WFQ. Given that PQ is
usually regarded as the least efficient choice, it is recommended to employ it sparingly in
situations where there is little chance of channel erasure [15]. The simulation referenced
the approximation terms presented by Mahmood and Horvath for the mean response
times in a two-class (ideal) WFQ system with a Poisson arrival process and exponentially
distributed service times. The approximation is usually based on an arithmetical approach,
and some decisions on how to approximate the behavior occasionally appear to be made
ad hoc [16]. These approaches described above rely on predefined controls for resource
allocation, which may limit their ability to adapt dynamically to unexpected changes in
traffic patterns. Furthermore, these approaches may face challenges in regard to optimiz-
ing real-time performance compared to techniques that leverage predictive analysis and
adaptive learning.

Studies have been conducted on the application of reinforcement learning (RL) to
queueing systems. This research field can be categorized further based on the RL techniques
used; for example, in model-based RL, a specific queueing network model is considered
to optimize the network’s performance, and the focus is on the use of RL techniques and
managing these limitations by exploring the effectiveness of this approach in other network
architectures [17]. The authors propose a DRL-based AQM, Learning Fair Queue (LFQ), that
dynamically adapts per-flow buffer sizes using a neural network. It addresses the challenge
of managing real-time queues for diverse traffic conditions. Results display enhanced
throughput fairness and lower latency compared to traditional AQMs [18]. The author
presented a Deep Q-Network (DQN) algorithm employed for smart queue management.
The procedure includes simulating traffic scenarios with two types of protocols, UDP
and TCP, using a neural network. Specifically, the DQN agent can select to increase,
decrease, or preserve weights for diverse classes of traffic: Gold, Silver, and Bronze. The
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outcomes show that the DQN agent can effectively manage the weights for the traffic
flows. The average reward stabilizes positively, showing convergence after approximately
1500 training episodes [19]. The authors of [20] outlined the use of a Deep Deterministic
Policy Gradient (DDPG) algorithm to reduce the service rate and provide a probabilistic
latency guarantee, finding that the proposed method offered probabilistic upper bounds on
the system’s end-to-end delay. This approach is more challenging than standard practice
control methods, which only consider average performance metrics such as the mean delay.
In the study in [21], a WFQ system achieved a reduction in the packet loss rate by utilizing
a SAC technique, although this scheme did not account for latency. The solution in [22]
employed deep RL (DRL) techniques for dynamic bandwidth allocation in WFQ routers.
Specifically, it emphasized the application of algorithms such as DDPG and SAC to handle
bandwidth allocation across multiple queues, with the goal of minimizing packet loss,
reducing the average queue length, and decreasing the average delay.

3. Research Contributions

This paper contributes to the formulation of a G/G/1/K parallel queuing system by
developing the WFQ continual DRL framework. The proposed approach integrates DRL
with continual learning to enhance bandwidth utilization in the WFQ algorithm. The model
ensures fairness by dynamically adapting allocations. Continual learning is represented by
Elastic Weight Consolidation (EWC), a technique that protects the important parameters
of a neural network when the model is trained on new tasks. The system continuously
learns and adjusts according to network demands and objectives, thereby maximizing
the cumulative reward. In addition, continual learning reduces the retraining overhead,
making the model more efficient in dynamic environments compared to traditional DRL-
based approaches, as demonstrated in this paper. It uses EWC to mitigate catastrophic
forgetting, enabling real-time adaptation. In comparison to existing literature, this work
proposes a reinforcement learning method to optimize QoS by adjusting actions based on
the queue state, such as packet loss or transmission decisions. While effective, its approach
is limited to static traffic environments, and the service rates chosen are such that the
system stays stable, does not get congested, and lacks mechanisms for long-term adaption
while network conditions grow [20]. Also, the paper [22] proposes using DRL to allocate
bandwidth dynamically across WFQ queues, improving performance under varying traffic
loads. Still, it does not consider the need for continual adaptation or knowledge retention
when system configurations of queue length.

This paper presents an adaptive algorithm that integrates DRL with EWC to support
continual learning across varying network conditions. This approach handles adaptive
bandwidth allocation under WFQ. It maintains previously obtained knowledge, providing
stability and reducing catastrophic forgetting as the number of queues increases, which
leads to faster convergence and makes it more suitable for real-time and complex network
scenarios where traffic dynamics evolve over time. The main contribution of the proposed
approach can be illustrated as described below:

1.  The proposed model improves performance by integrating the SAC algorithm with
EWC, enabling continual learning within the WFQ scheduling framework. Through
integration, the system can handle dynamic traffic patterns, such as bursty or pe-
riodic flows, without forgetting previously learned scheduling policies, ensuring
adaptability to new scenarios without frequent retraining.

2. The approach dynamically learns optimal bandwidth allocation across multi-queue
systems in WFQ in real-time, adapting to high traffic and queue length variations.
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3. EWC enables the agent to retain previously learned policies while learning new ones,
eliminating the need to reprocess old data. This helps system stability and scalability in
evolving network environments, particularly when facing unpredictable traffic patterns.

4. By integrating SAC and EWC within the WFQ scheduling algorithm, the model achieves
efficient resource allocation and robustness to changing network requirements. That helps
fair queuing and constant performance across varying traffic scenarios.

5. The new adaptive algorithm ensures high performance while increasing the queues,
allowing the system to maximize performance.

6.  Areal traffic network dataset provides a more realistic and complex testbed, capturing
burstiness, and variability across multiple queues.

4. Proposed Model
4.1. Model Definition

Using the WFQ discipline as a scheduling algorithm, the information system can be
described as a G/G/1/K parallel queueing system [22], where routers are modeled as such.
Differential arrival flows arrive at each queue independently and are then sent at a rate
determined by the appropriate bandwidth allocation. The arrival rates and patterns of
incoming packets are erratic and change over time, whereas the router’s overall bandwidth
resources are constant. To enhance the system’s performance, allocating limited bandwidth
resources across queues with varying arrival attributes is crucial. The proposed system
consists of n G/G/1/K queueing systems that share standard bandwidths in parallel, as
shown in Figure 1.

Queue buffer Bandwidth
A Departure 1
flow 751
A
flowa 2 s Departure 2
An - Departure n
flown

Mn

Lost Packets

Figure 1. A model containing n G/G/1/K queueing system [22].

In this study, it is assumed that the packets enter a matching buffer to wait for service
after arriving at the system via a process with commonly dispersed interarrival periods,
where Ai represents the flow and i is the arrival rate. The flow i locates service times for
packets from the associated buffer broadly and dispersedly. The service rate is p; = w; x b,
where b is the system’s total bandwidth and wj is the server’s allocated weight. K; is the
buffer size for the queue;. If the buffer is full, newly arriving packets will be discarded. The
goal is to find a control policy that can effectively decrease the average latency and packet
loss rate in a WFQ system.

4.2. Continual Learning

Continual learning, also known as incremental learning or lifelong learning, enables
an agent, such as an artificial intelligence model, to continuously acquire new skills or
knowledge while retaining previously learned information. A problem known as ‘catas-
trophic forgetting” occurs when a model updates its parameters to learn a new task and, in

82



Telecom 2025, 6, 46

doing so, loses its ability to perform the previously learned tasks effectively. It also refers
to the process by which the human brain learns and retains information. In humans, the
neocortex is believed to have mechanisms that enable the integration of new information
without erasing old memories. This biological principle is a key aspect when learning
languages or playing musical instruments, where new skills must coexist with existing
knowledge [23].

4.3. Continual Learning in a Reinforcement Learning Field

RL is a type of machine learning that enables machines to make decisions. An agent
learns to make decisions by interacting with an environment and receives rewards or
penalties based on its actions, allowing it to learn optimal behaviors through trial and
error. The goal is to learn a policy that maximizes cumulative rewards over time. An
example of RL is the SAC algorithm, which utilizes a maximum entropy framework.
This algorithm learns stochastic policies through an objective that maximizes both the
expected reward and the policy’s entropy, thereby encouraging exploration [24]. To utilize
the RL domain to address a more comprehensive set of conditions needed for successful
continual learning systems, EWC can be used to retain previously acquired knowledge.
In particular, higher-level mechanisms are needed to infer which task is currently being
performed, to notice and incorporate new tasks as they are encountered, and to allow for
rapid and elastic switching between tasks [23]. SAC is particularly effective for queueing
and network scheduling tasks [22], as opposed to other algorithms such as Proximal Policy
Optimization (PPO) and Twin Delayed Deep Deterministic Policy Gradient (TD3), because
it balances sample efficiency, exploration, exploitation, and stability, which are essential
in dynamic environments. Unlike PPO, which is an on-policy method requiring more
data and computational resources, SAC’s off-policy procedure enables faster learning from
fewer samples, which is essential for real-time queue management, where quick adaptation
is crucial. Compared to TD3, SAC incorporates entropy maximization, enabling better
exploration that can arise from early convergence, a common problem in non-stationary
traffic scenarios. Regarding toTD3, it employs deterministic policies, which can result in
insufficient exploration, particularly in dynamic or non-stationary environments, such as
varying network traffic [25].

4.4. Continual Reinforcement Learning Framework for WFQ

The process allocates bandwidth weights in the WFQ system, which operates under a
control policy that takes into consideration the system’s dynamic nature. The interaction
between the algorithm and multi-queue systems is shown in Figure 2.

After observing the system’s status, represented in the form of queue lengths, the
agent decides to allocate bandwidth weights as an action. Until the next decision is taken,
the queueing system will use the allocated bandwidth and send rewards back to the agent,
allowing it to adjust its policy accordingly. This study focuses on dynamic control and slot
dependence, where the decision time is t seconds. Since the state may vary significantly
within a specific time slot, it is more practical to implement it in the engineering field,
but this also makes it more challenging to determine the optimal policy. By integrating
continual learning with DRL, the agent learns optimal policies, retains knowledge from past
experiences, and adapts to evolving network conditions without catastrophic forgetting.
This approach enables the system to efficiently generalize across different traffic patterns,
thus reducing the need for comprehensive retraining. A continual RL-based agent can
enhance bandwidth allocation over time by leveraging past knowledge while adapting
to previously unnoticed traffic behaviors, leading to optimal stability, scalability, and
long-term performance in dynamic networks.
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Figure 2. Interaction between the WFQ continual-DRL algorithm and the multi-queueing system.

For a continuous state space and a continuous action space, the continual DRL situa-
tions are as follows:
State: g; is defined as the number of packets that are either serviced by the server i

(91,92, -
the system. As it captures queue lengths, the continual DRL method is practical for use

or are waiting in queue;. q; = .,qn),i =1, 2,..., n also represents the state of

in telecommunications networks. If we assume g; < K;, then each queue has a limited

buffer. s = {q = (41,92, . - .
is enhanced with historical states, thus allowing the model to be better generalized and

,qn) € Ny : q; < K;} represents the state space. However, this

to retain past traffic patterns. In the state of a multi-queue system, the input to the neural
network is a vector representing the current queue lengths of the multi-queue queues

ass ={q= (91,92, ..
queue length was normalized before being input into the neural networks. The normaliza-

-,qn) € Ny : g; < K;}. To confirm stable and efficient learning, each

tion approach involves logarithmic scaling )\ ; [log,(K; + 1), which corresponds to the
current queue length of g;. This transformation reduces the impact of large values, ensuring
the state input remains within a manageable range while preserving relative differences
and stabilizing the training process. This normalized state vector is then provided into
fully connected layers of the neural networks for policy and Critic network estimation,
encouraging the agent to learn QoS-aware scheduling decisions effectively.

Action: At the decision-making step, the bandwidth weights for each queue
are allocated, and this defines the action 4. a represents the action space, where
,wy) € R Y7, w; =1}, In continual DRL, the model leverages
history-learned policies, adapting to new traffic patterns without relearning from scratch
and improving the efficiency of decision-making.

Reward: In queueing systems, minimizing the average delay is equivalent to reducing
the average queue length. It is assumed that for every packet in the queue, the cost per unit
of time is equal to the cost of charging for the delay. The reward function is as follows:

r(g,a) = =) (hiq; +cil;) 1

M-

i=1

where the symbol /; represents the number of lost packets in a given unit of time. In addition,
the packet loss I;, for 1,2,3, ..., n, ,q;, which includes the number of packets lost for queue length
represented as a vector, where every packet loss results in a penalty c; represented as a scalar. We
also assume that each packet in g; represents the current length of g; a vector number of packets
generates a holding cost /; per unit of time, /; the holding cost per packet in g; representing a
scalar equivalent to imposing a penalty for its delay. A counted continual DRL scheme includes
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a mechanism to evaluate how well past learning is transferred to the new requirements, thus
confirming the adaptation of requirements and optimal dynamic bandwidth allocation. Each
element in the vector of queue length g; is defined as the number of packets currently held in
that queue. The packet loss is also described as a vector, where each element corresponds to the
number of packets lost in the queue.

In this paper, we incorporate EWC into RL to prevent catastrophic forgetting when
switching between diverse tasks, thereby ensuring that the agent retains knowledge of
previous tasks while optimizing the current task. By assessing which parameters are critical
for previously learned tasks and constraining their updates during training on new tasks,
this approach helps maintain the performance on earlier tasks. This enables knowledge
retention and adaptation to new traffic situations without catastrophic forgetting, thereby
improving generalization to previously unnoticed workloads.

e  EWC regulation: The loss function is modified by adding the EWC penalty to ensure
stability when learning a new policy. The regularization term is added for each policy and
critic losses, confirming that changes to parameters considered important for previous
tasks are penalized. Thus, the final loss function employed in backpropagation is:

A .
Liotar = Lre + ), “5CFi(0; - ;") @)
i

where Ly is the standard loss function, ) )‘E% Fi(6; — 91-*)2 is the term representing the

EWC regulation function, Arwc reflects tlhe significance of the old task compared to the
new task, 0 is the optimal parameter from the previous task, and i tags each parameter. F;
is the Fisher Information Matrix (FIM), which measures the importance of each parameter.
The aim of EWC is to maintain the network parameters relative to the learned parameters
of both the first and second tasks. When the model is applied to a third task, this constraint
can be enforced either with two separate penalties or by combining them into one, since
the sum of two quadratic penalties is also a quadratic penalty [23].

e  FIM: The FIM provides essential parameters for preserving primary tasks. It is an
essential concept that reflects the amount of information an observable random vari-
able carries about an unknown parameter upon which the probability of that random
variable depends. It assesses the sensitivity of the network’s performance in terms
of parameter variations 8] and it quantifies the sensitivity of the model’s parameters
to modifications in the loss function, capturing the importance of each parameter for
previously learned tasks. In practice, the FIM is estimated by computing the squared
gradients of the loss for the policy and critic networks with respect to their parameters,
averaged over samples from the replay buffer. Where theta is the optimal parameter
07 set after learning task A, these gradients function as a practical approximation of

the FIM and are calculated as:
2
d logmg (als) 3)
dg

Here, 7tp(a¢ | s¢) is a policy network, where s represents the state, and a represents the

F=E

action [26]. This formula is also applicable to the critic network Q.
The FIM computing is as follows:

Train networks (policy, two critic networks)

From the replay buffer, sample a batch of experiences.
Computing the loss function for the policy and critic.

Ll e

Obtain gradients by performing backpropagation with respect to their weights.
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5. Calculating the squared gradients and averaging them over the buffer size.
6.  Store 07 and FIM for compute EWC loss (regulation term).

e In this study, the algorithm adapts bandwidth allocation decisions based on queue
states. The theoretical fairness share for a given flow at any step-in episode is computed
using the following formula [27]:

Fairness = Z.Wi w; >0 4)
j=1Wi
where w; is the weight allocated for each g;, and it is proportional to the total weights
2;11 wj. During training in each step, the theoretical fairness computes how each queue in
the system should allocate bandwidth as a proportion of the total bandwidth based on its
state (i.e., queue length), representing the actual value. According to the prediction, value
came out of the policy network 77, which is a vector of action a = (wy, wo, ... ... , Wy) that
will be implemented in the environment to allocate bandwidth for each queue and then the

service rate will be computed.

e Root Mean Square Error (RMSE): A metric used to measure the root of average
deviation of prediction value from target value, the measure is defined as indicated in
equation [28]:

‘ . 2
RMSE — 1/ 2n=1 =) 5)
N

where 7 is the prediction value denoting weights allocated for each g;, which came from
policy network 71y, y is the actual value indicating the weights computed by fairness
function. In this study, the RMSE metric can be used to assess the model during training,
and it offers insight how the model accurately becomes close to the theoretical fairness,
meaning that the deviation of prediction value (weight for each g; came from policy
network) from the target value (weights of each queue computed by fairness function) into
each step.

e Jain’s Fairness Index: It is a mathematical metric used to evaluate how fairly resources,
such as bandwidth, are distributed among multiple flows or entities in a system. It is
defined as [29]:

]2

flx) = L il

= h >0 6
NYT P where x; > (6)

where Y} ; x; is represents the squared of stochastic action values predicated by the policy
network 74, reflect the actual network in bandwidth allocation decision for each queue.
Y" | x;% is optimal fitness of the bandwidth allocation (i.e., weight for each queue relative
to the current queue state computed theoretically by fairness function). Specifically, in this
study, a value of the Jain index near 1 indicates that the policy network’s predictions closely
match the optimal fairness pattern. If the value of the Jain index is significantly less than 1,
it indicates a deviation from fairness (optimal weights for each queue based on the current
state computed by fairness function), indicating that some queues are over or under-served
relative to their optimal share.

4.5. WFQ Continual-DRL Algorithm

This study integrated continual learning techniques with a DRL framework for
weighted fair queues within the proposed WFQ continual-DRL algorithm to dynamically
allocate bandwidths. In this approach, an agent explores the dynamics of the queueing
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system through periodical, recursive interactions within the architecture of WFQ continual
DRL. The agent gains new insights about the environment’s surroundings and exploits
them to obtain high rewards. The agent also retains and transfers history-learned policies
to improve decision-making in dynamic traffic environments and accumulates knowledge
over time. One challenge is that the huge buffer properties of the WFQ system and several
queues contribute to the curse of dimensionality.

To address this issue, the WFQ continual-DRL algorithm is employed, providing
the control policy estimates as input to the neural network parameters. As input for
neural networks, the system’s state is transformed into a binary vector, thus eliminating
the need for storage space. This enables us to receive normalized state information for
various buffers, preventing a gradient explosion problem when computing policy gradients
and accessing normalized queue lengths. This improvement enhances the numerical
stability, interpretability, and learning efficiency of the system, where K; a vary widely.
This ensures that the transformed values are more fluent for the WFQ continual DRL
algorithm. Y7 ; [log,(K; + 1)] is the dimension of s. The off-policy WFQ continual-DRL
algorithm is also used to achieve high levels of data efficiency. In essence, the off-policy
technique breaks the correlation between consecutive data using a replay buffer, and can,
therefore, achieve more data usage efficiency by repeatedly utilizing historical data. After
each investigation stage, transition data (s, a¢,r¢+11,5¢41) are gathered and saved in the
replay buffer to be sampled later and used to modify the control strategy. In addition to
the sampled updating policy strategy, the updated parameters of the neural network are
used to compute the FIMs, to ensure that the most critical parameters from the past are
preserved. Continual learning is used to overcome catastrophic forgetting.

The SAC procedure is a sophisticated technique that optimizes the expected reward
and policy entropy simultaneously. The efficiency of the investigation is improved by
enhancing the entropy and optimizing the expected reward by maximizing the entropy of
the policy. SAC enhances the efficiency of self-exploration and has been shown to achieve
stable performance in continuous action spaces. Stable performance in a continuous action
space has also been demonstrated. SAC involves employing a policy network 7, and a
critic network Q to approximate a stochastic policy. The structure of the neural network
integration of SAC with EWC for eight queues is illustrated in Figure 3.

Two critic networks are utilized in the SAC algorithm to mitigate the overestimation
bias commonly found in DRL. To evaluate the Q-values corresponding to state-action pairs,
the critics, represented as Q; and Q», are accountable, while their target networks, Q
and Q,, facilitate stable learning through soft updates. The control calculates the target
Q-value by selecting the minimum estimate from the two critics to reduce the likelihood of
overestimation during training. The critics are updated using the MSE, which is the loss
between the predicted Q-values and the computed target [24].

In the proposed algorithm of the WFQ continual-DRL algorithm, the integration of
continual learning, represented by EWC, with the DRL algorithm, particularly in the WFQ
system, enhances the agent’s ability to retain optimal scheduling knowledge across various
traffic scenarios. EWC identifies important neural network weights from previous queue
patterns and penalizes changes to these weights during training on new patterns, thereby
decreasing catastrophic forgetting. This process helps preserve performance consistency
across varying queue loads and quick convergence in the early training episodes. As
a result, the continual-DRL agent adapts efficiently to changing traffic intensities while
ensuring stable scheduling [23].
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Figure 3. Structure of the neural network integrating SAC with EWC for eight queues.

In this study, a simulation was conducted for twelve queues as an enhancement. The
parameter tuning process of the neural network for integration of SAC-EWC into the WFQ
continual-DRL algorithm involved expanding the number of queues to twelve, which
increased the state as input to the neural network and the action space as output, making
the scheduling problem more dynamic and complex. This adjustment demands a more
capable model to allocate bandwidth effectively across a larger number of queues. However,
increasing the number of neurons in the network to 128 enhances the model’s ability to
approximate complex policies, resulting in improved decision-making. When extended to
twelve queues, the input defined as state will be increased and output representing action
will increase. Increasing the number of neurons from 64 to 128 to enhance the model’s
learning allows the network to capture more complex patterns in the data training, which
is mainly valuable in dynamic environments such as multi-queue systems. This adjustment
aims to improve performance and reach higher prediction accuracy. This enables the model
to capture more complex pattern in the data through training data and avoid underfitting.
Underfitting occurs when the model is too simple to capture the underlying patterns in
the training data, resulting in inadequate and poor learning. This results in increased
errors and invariably low rewards, even during training. A larger replay buffer enables the
agent to retain past experiences for a longer period, thereby enhancing training stability by
providing a diverse range of samples during training. Additionally, increasing the batch
size to 256 contributes to more stable updates by averaging gradients over a larger set of
experiences, thereby reducing variance in training. These enhancements improve learning
efficiency while providing excellent stability in dynamic bandwidth allocation scenarios.
The structure of the neural network integrating SAC with EWC for twelve queues is shown
in Figure 4.

In the SAC structure of the critic network, the use of target critics stabilizes the learning
process for both critic networks Q; and Q,. The m network produces the y and ¢ of the
distribution. In this approach, the action is displayed as a probability distribution (Gaussian
distribution). The Gaussian distribution is represented as follows:

1
oV 2

exp_% (?)2

f(alo, u) = )

where y, o represents the input to the Gaussian distribution formula predicted by the policy
network. a is the output from a Gaussian distribution. Whenever the action stays in the
area around the mean, the action will be better [30].
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Figure 4. Structure of the neural network integrating SAC with EWC for twelve queues.

The action was sampled randomly from a probability distribution defined by y, o,
which is known as a stochastic action or stochastic policy. A random noise ¢ is generated
to confirm exploration, the value of the noise ¢ is drawn from a random distribution
represented by N(0,1). The output action was sampled from a = u + ¢, which internally
is computed in Gaussian distribution. This process, known as reparameterization sampling
of the action value, allows for effective policy optimization as follows [24]:

ar = fo (et 5t) Wheree ~ N (0,1) (8)

where a; represents the action, sy represents the current state, and ¢ is the noise vector from the
Gaussian distribution. This function a; = fz(es; s¢) means that internal noise addition allows
the agent to produce stochastic actions necessary for exploration while trusting the training
process is stable and efficient. The action reductions are set to be within the required range by
applying the ReLU activation function, which is practical to eliminate negative values where
only positive actions are valid, which is particularly useful in settings (bandwidth weights) for
WEQ scheduling. The policy network effectively explores continuous action while a stochastic
process balances between exploration and exploitation.

The approach presented in this study combines SAC with EWC. The goal is to inte-
grate the EWC regulation mechanism into SAC to maintain stability across states while
preserving knowledge learned from the first task through training. As usual, the end of the
task includes calculating and storing the FIM and the parameters (6,2} ). When reserving
a new state, the training is initialized in that state. At the parameter update stage, the term
representing the EWC loss function is added to the SAC losses. After completing the task,
the Fisher matrix is updated, and the network parameters are saved. The combined losses
that ensure the performance of the previous task are held constant while learning a new
task, allowing the network to output the action [23].

In the WFQ continual-DRL algorithm, the significance of each model parameter is com-
puted and evaluated. When the algorithm begins, the model is set to evaluation mode, and
a dictionary is initialized to store Fisher information values for each parameter. Following
this, a batch of experiences is sampled from the replay buffer, and the gradient is computed
based on the loss function associated with either the actor or the critic network. In the actor
network, the loss is defined as the mean of the predicted actions, whereas in the critic network,
it is the mean squared error between the predicted Q-values and the target Q-values. After
performing backpropagation, the Fisher information for each parameter is updated by averag-
ing the squared gradients across the sampled batch. These values are then detached from the
computation stored in a dictionary, to ensure that the learned values of the critical parameters
are retained when the model is adapted to new tasks. The optimal parameter values are also
stored to facilitate the EWC penalty calculations during training.
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EWC characterizes itself from other continual learning methods, such as Gradient
Episodic Memory (GEM) and Learning without Forgetting (LwF), by focusing on simplicity,
memory efficiency, and biological probability. Unlike GEM, which requires high memory
and computational costs, it stores data from previous tasks and performs confing on previ-
ous outputs or parameters, resulting in additional complexity and storage requirements. In
contrast, EWC introduces a simple regularization based on the Fisher Information Matrix
(FIM) to preserve important weights without requiring the preservation of old data or
models, which makes EWC efficient, lightweight, and perfect for continual learning in
dynamic resource settings, such as DRL-based queuing and scheduling systems [31].

The process of choosing the optimal value for Apwc is conducted in two steps. In
the first step, six distinct ranges are defined using the random function, and each one is
explored independently. Each range is run over 1000 episodes of network training, and
random values for the new Aryc are sampled and evaluated. The performance of each
sample is estimated based on the measure of the loss function and reward performance.

When the random function had been implemented, Apwc was obtained based on
six ranges, for each range created five values (random value), which were operated over
1000 episodes. The model then iteratively trains the SAC with EWC agent for each Appc,
which evaluates the agent’s performance. The loop stores tracking of the best-parameter
Apwc, then updates the best Apyc by comparing with performance whenever a higher-
performing result is found. This procedure enables observed tuning of the Ay parameter
to optimize learning stability and policy performance. Then, from each range, pick the
best value of Apwc. In the second step, after all six ranges have been explored, obtain
the optimal six Ay value by conducting a structural evaluation in which a grid search
process is applied to systematically compare the performance of the six optimal Agpc
values that resulted from the random function used in training for 1000 episodes. The
best-performing Arpwc is selected based on the impact of the MSE value and the reward
performance, ensuring optimal performance in continual learning. The model reached the
best performance with a rather high Arwc value of 2271 for eight queues, 2275 for twelve
queues, which led to significantly improved reward results and more stability in MSE and
MAE. The high value of Ay demonstrates that the model strongly penalizes changes to
significant parameters, thus preserving previously learned knowledge more effectively. It
reflects the model’s dependance on stability over adaptivity, which is valuable in dynamic
environments where continual learning is critical.

To cover the experimental characteristics of a random search, a combination of these
two methods represented by the random function and grid search can control a wide range
of possible values; this is followed by a refined grid-method evaluation to determine the
best-performing Arpc.

The WFQ Continual-DRL Framework: Policy-Critic Update with EWC

The WFQ environment is designed to model multi-queue scheduling principles. It
simulates multiple input traffic flows; each represented as a separate queue that shares
a limited total bandwidth. Inter-arrival times and service times use gamma-distributed
values that reflect the bursty nature of real network traffic. At every decision step (20 s),
the state defined as queue length s = {q = (41,92,...,9x) € N : g; < K;} takes as input
to actor network to stabilize learning, and queue states normalize as )} ; [log,(K; +1)],
ensuring the agent perceives state change on a normalized scale and queues receive an
action vector from an actor network a; ~ 7g(a¢|st), describing the ratio of total bandwidth
allocated to each queue. This allocation determines the service rate for each queue p; = w; X
b, and the number of packets served is calculated based on gamma-distributed service times
noting action defined as {a = (wy,wy, . ..... ,wy) € R™ - Y | w; = 1}, which account for
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variability in processing or transmission delays. The served packets are removed from the
queue, while newly arrived packets arrive, ensuring a fluid and realistic evolution of the
queue states. The reward function contains two forms of penalties: firstly, holding cost /;
for unserved packets remaining in the queue, representing delay, and /; represents packet
lost due to buffer overflow.

Two critics Qg, (s | ax ), Qe, (sk | ax) functions are maintained, which are trained to mini-
mize the error between the predicted Q-values and the target Q-value. In this approach, the
EWC method is added to preserve performance on previous tasks during continual learning.
For a batch of sampled transitions (s, a¢,7¢,1,5¢41), the target value is computed as:

Vi = ka1 + v (1 —dy) [mingQg, (ki1 k1), Q g, (Sk1, Aes1) | — alog 7y (agyq | se1)  (9)

where 7y is a reward function, v is discount factor, mingQp, (Sk+1, ax+1), Qp, (Sk41, @k+1)]
represent minimum of two target Q-networks, the algorithm reduces the risk of over-
estimation by selecting the smaller value from the two targets. The alog7ty (ax11 | Sk+1)
function, « is a temperature coefficient that controls the trade off between exploration and
exploitation. l0g7tg (k41 | Sk41) is the probability of taking the next action from the next
state observed. For two critic networks, the critic loss function along with computing an
EWC regularization term is the given by:

1 m
o=k

A X
[k — Qo sklax)] +Z EWC Ei(6; — 6;*)* (10)

N\H

where yy is target value, Qg(sk | ax) represents the predication value, which estimates
future reward action from current state s;. Apyc is a hyperparameter that controls the
strength of penalty. A higher value indicates that the actor is more constrained to preserve
close to previous knowledge. F;(6; — 91-*)2 function to compute how much the current
critic network parameters deviate from previously learned parameters, using FIM to take
important weight.

The updated actor network is represented as follows:

3\'4

Z [alogry (ax | sx) — Qa(( sklax))] Z EWC Fi(¢i — ¢ ) (11)

where alog 71 (ay | si) represents the entropy term and actor sampled actions from proba-
bility distribution leading to high Q values (expected reward), where Qg(sk | a) represents

the predication value, which estimates future reward. ) AEEVC Fi(¢i — cpi*)z is a regulation

1
term to compute how much the current critic network parameters deviate from previously
learned parameters, and FIM means to take important weight.
To perform gradient updates for actor and critic networks:

<= ¢—1xVyn (12)
91 — 91 — UQ]V 6, IQ (13)
92 — 92 — UQZV 0y IQ (14)

Slowly update the parameters of target Q networks to prevent instability caused by
rapidly changing targets using a soft update:

51 — 101 — (1 — T)gl (15)

52 — 10y — (1 — T)éz (16)
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The structure of the WFQ continual-DRL algorithm as illustrated in Figure 5.
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Figure 5. The structure of the WFQ continual-DRL algorithm.

The FIM is computed after finishing training on a task before starting on another
task, including computing and storing the FIM. It is estimated by computing the squared
gradients of the loss for the policy and critic networks with respect to their parameters,
averaged over samples from the replay buffer size, where 0} is the optimal parameter
set after learning task A for future EWC loss computation. In our paper, the FIM was
computed every 30 episodes, and then the parameters (6,2 ) and FIM were stored until
the next 30 episodes, in an algorithm of SAC with EWC. This interval was chosen based
on empirical test observe improve stability and adaptability; updating too often restricts
the agent from learn new information, while updating too rarely weakens the term of
regularization. In the WFQ continual-DRL framework, the 30-episode interval provides an
effective tradeoff between preserving previous knowledge and learning new tasks. Figure 6
illustrates the steps of the adaptive algorithm of WFQ continual-DRL.

[...J__Mhim.
!

L

For each episode in range (ao. of episodes) do ]
|
Initialize environment for multi-queues system,
[ reward=0, and state=0 ]

‘Take action, compute reward, observe next state |

[ ‘Store (state, action, reward, next stats) in reply buffer |

Figure 6. The diagram illustrates the steps of the WFQ continual-DRL algorithm.
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The details of the WFQ continual-DRL algorithm are given in Algorithm 1.

Algorithm 1: The WFQ continual-DRL Algorithm (integration SAC with EWC)

1: Initialization:
Initialize the parameters of network, policy 7, critics networks Qg1, Qgp, and target critics
Qm,aez, ie., @, 01, 0, respectively.
Initialize Fisher Information Matrix Fg and Optimal Parameters 0, D"
2: For each episode do:
Initialize environment and initialize state s;.

Initialize episode reward to 0.
3: For each environment step do:

Select action: ay ~ 7y (atls;t).

Execute action in environment and observe next state (s¢11),

reward (r441), and done signal.

Store transition: (s¢, a¢, r411, S¢+1) in replay buffer.

Store parameter 6%, and compute Fisher Information Matrix Fg every X episode.
4: Update Parameters:

Randomly sample minibatch of m transitions (s, a, 1, Sk.+1) from replay buffer.
Compute target Q-value using the minimum of two target Q-networks:

Yi = k1 + (1 — dy) [mingQp, (sk+1, ax+1), Qo, (Sk+1, ak11)] —

wlogry (aki1 | skt1)

Update Critic networks Qg1, Qg minimizing loss:

1 m 1 2 /\EWC £\ 2
Jo = L 51— Qolsi ) + 1 “EXCFi (0 - 077)

Where Apwc is the EWC regularization strength.

Update Actor network 7 by minimizing the loss:
1 m AEwe ®\ 2
Jw = W [alogrry (ay | si) — Qo((sk lax))] T Fi(¢i— i)
Perform gradient updates:
PPV
01 +— 61 — ﬂleﬂJQ'
02 <= 02 —119,Ve,]o.
Soft update target networks:
61 — T61 — (1 — T)El.
62 — 10 — (1 — T)Ez.
5: Compute Fisher Information Matrix (FIM) Every X Episodes:
Compute gradient-based Fisher Information Matrix using log probabilities

for the actor and critic losses:

Fo = E{(alngg@(alﬂ)z}

0

Store optimal parameters 8" and Fisher Information Matrix F.

4.6. Real Traffic Implemented in Twelve Queues Experimental

This experiment was implemented with a real traffic dataset from a real telecommu-
nication network to validate the efficiency of the proposed WFQ continual-DRL for real
traffic applications. In this paper, the data set was collected from the Universidad Del
Cauca, Popaydn, Colombia network. Packet captures were performed at different morning
and afternoon hours between April and June 2019. A total of 2,704,839 flow instances were
gathered and stored [32].

Processing Real Traffic

In the first step of processing, a column of categories that consists of 24 categories and a
column of their interarrival times are selected. Then, the category is split into multiple files.
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After that, twelve categories from the total categories selected represent twelve sources, as
differential arrival flows arrive at each queue independently. The selection is based on the
most common and rich categories (chat, media, web, VoIP, software update, email, music,
collaboration, cloud, network, download file transfer sharing, system). The interarrival
rate for each category meeting is selected. According to the filtered data, removing rows
indicates that invalid or missing data is present. The total dataset after processing is
1,265,319. Then, the arrival rate A; for each category is computed as in equation [33]:

1

)\::
T

(17)

In addition to the initially selected twelve categories, the analysis was expanded
to include the diversity of network traffic types. The 12 recent categories (Streaming,
PRC, VPN, shopping, social media, data transfer, mining, game, remote access, database,
video, unspecified) were also processed. The total dataset after processing is 128,458.
Computing the arrival rate for each category, as in Equation (14), enables a more accurate
characterization of traffic patterns, which is essential for simulating realistic queueing
behavior. This measure enables us to compare performance metrics across a broader range
of traffic resources, thereby improving the validation of the proposed adaptive algorithm,
WEFQ continual-DRL.

5. Results and Analysis

In this section, the proposed WFQ continual-DRL as the adaptive algorithm is eval-
uated in terms of optimizing bandwidth in the WFQ system. The experiments were
implemented in Python 3.10 using PyTorch version: 2.6.0, a library for numerical compu-
tation in Python. TensorFlow is an open-source library facility for the computation and
training of deep learning models. The network scheduling algorithm, represented as WFQ,
manages the flow of packets across multi-queue systems. In this paper, the effectiveness of
the proposed approach is evaluated through experiments conducted in an environment
with the first eight and then twelve queues. A summary of the key parameters used in the
implementation is given in Table 1.

Table 1. Key parameters of experimentally implemented.

Parameters Value
Learning rate N = 10*4, Mo, = 10~% 1Q,= 103
Update rate T 1072
Discount factor vy 0.99
Entropy coefficient « 0.2

Aewc for eight queues = 2271, Apyc for

Regulation coefficient Apwc twelve queues = 2275

Reply buffer eight queues = 10,000, twelve queues = 30,000
Batch size eight queues = 128, twelve queues = 512
Optimizer Adam

The holding cost is h; = %, and the penalty for packet lossis c; = 1, wherei =1,2,....n,
and 7 is the number of queues. The reward function is represented as:

q; +1;)

I |-

8
r(q,a) = —;(
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5.1. Experiment 1: Eight Queues

In this section, we describe an experiment involving eight queues in the form of an
arrival flow with arrival rates A; = (0.03, 0.16, 0.2, 0.1, 0.08, 0.15, 0.06, 0.05) packets/s,
where each arriving packet is classified and placed into its respective queue. The WFQ
continual-DRL algorithm services queues in a manner that reflects their assigned weights.
The interarrival times and service times were generated using a gamma distribution
with a Squared Coefficient of Variation (SCV) of 0.8. The average packet size was 1
byte/packet, the buffers of queues were K; = K, = ...Kg = 32 packets, and the total
finite bandwidth was 1 byte per second. The control policy allocated bandwidth weights
satisfying wq +wp +....... + wg = 1. The number of episodes was 1000, with a time
length of 2000 s for each episode. The agent took action every 20 s.

When the random function had been implemented, Aryc was obtained, as explained
in Section 2, based on six ranges, each of which was operated over 1000 episodes. Next, we
set the six values in the grid to search for optimal values from them. The optimal value of
Apwc was then obtained from the grid approach process, the FIM was computed every 30
episodes, and then the parameters 6 and F; were stored.

At the initial implementation step, a multi-queueing system consisting of eight queues
was experimentally designed to evaluate the WFQ-DRL algorithm, as presented in [22].
This research aims to employ deep reinforcement learning for the allocation of dynamic
bandwidth in router environments using a WFQ mechanism; each queue was modeled
with identical arrival rates (1) and buffer sizes, as detailed in the previous section. The
implementation structure adopts a neural network containing policy and critic networks,
as illustrated in Figure 3. The key hyperparameters of the network are summarized in
Table 1.

After this, improving the WFQ-DRL algorithm by integrating continual learning
allows the model to adapt over time without forgetting previously acquired knowledge.
It primarily utilizes the EWC mechanism to preserve important network parameters as
the model learns new tasks. The adaptive algorithm of the WFQ continual-DRL enables
ongoing learning and adaptation to varying network conditions and objectives while
maintaining the same structural configuration and parameter settings across the eight
queues. This technique effectively maximizes the cumulative reward over time, ensuring
robust performance in dynamic networking environments.

The average reward is shown in Figure 7 for the curve of SAC, and it can be seen that
the curve exponentially converges after a 200-episode run, and the fluctuation range for
average reward is between —10 and —6.5, according to SAC with EWC curve of average
reward for enhance algorithm resulting in consistent performance, and it can be seen
that the curve exponentially converges after a 100-episode run. This indicates that the
model was stable, with a steady range for the average rewards of between —2 and —1.5,
resulting in consistent performance. At the beginning of training, the controller typically
explores different assignments as action strategies (bandwidth weights) through queues,
leading to increased fluctuation. In this step, the controller has the potential to explore
all the probabilities of processes to achieve an action that yields benefits. During the
learning process, the controller exploits actions, resulting in a rise in the reward curve,
and the policy gradually converges toward the optimal allocation bandwidth, reducing
the variability in the reward curve. The rise indicates that the policy used in the WFQ
continual-DRL algorithm improves performance and provides a suitable understanding of
the environment dynamics. Eventually, the reward stabilizes during training, indicating
that the controller consistently produces optimal performance rewards, thereby balancing
exploration with exploitation while preserving past knowledge.
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A comparison of the SAC and SAC with EWC rewards in Table 2, the standard SAC
algorithm exhibits unsteady and fluctuating performance during training episodes from 50
to 1000. Initial rewards decline from —8.891 to —10.699 by episode 150, with only slight and
inconsistent through episode 300. In middle training, rewards initially improve—reaching
—7.381 at episode 650—but remain erratic. In the next steps, SAC achieves its best reward of
—6.999 at episode 800; however, overall, SAC struggles to maintain stable and high rewards
over time, reflecting challenges in long-term policy retention. The SAC with EWC consistently
exceeds standard SAC across all training steps. At the same time, SAC shows unstable and
suboptimal reward trends. The SAC with EWC maintains stable and significantly higher
rewards, ranging nearly from —2.266 to —2. The EWC-enhanced model exhibits better learning
and improved convergence, especially during the middle to late training steps, where SAC
rewards remain inconsistent; in contrast, SAC with EWC approach near-optimal values. This
highlights the effectiveness of EWC in supporting stable and high-quality policy learning in
DRL for the WEFQ system over time.
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Figure 7. The average reward for eight queues in the WFQ DRL algorithm and the proposed WFQ
continual-DRL algorithm.

Table 2. Comparison table of SAC and SAC with EWC rewards.

Episode Number SAC Rewards SAC with EWC Rewards
50 —8.891 —3.048
100 —10.579 —2.659
150 —10.699 —2.216
200 —10.029 —2.242
250 —-9.929 —2.642
300 —10.286 —2.234
350 —8.322 —2.189
400 —7.872 —2.286
450 -9.479 —2.294
500 —-8.709 —2.093
550 —10.896 —2.255
600 —9.008 —2.303
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Table 2. Cont.

Episode Number SAC Rewards SAC with EWC Rewards
650 —7.381 —2.427
700 —7.226 —2.212
750 —7.311 —2.266
800 —6.999 —2.136
850 —8.165 —2.070
900 —8.011 —2.203
950 —7.897 —2.384
1000 —7.2 —2.048

Table 3 presents the MSE and MEA records for every 50 episodes during training for SAC
with EWC in the WFQ system, using the WFQ continual-DRL algorithm, which enables an
assessment of how well the environment supports adaptive training and learning. The MSE
value is 0.612 at episode 50, which rises slightly to 0.639 and exhibits more fluctuations. At
the start of training, the agent typically explores different assignment procedures as actions
(bandwidth weights) for the queues, resulting in increased fluctuations in the system. That point
to the agent explores all possible processes of the action it is learning to reach an action that yields
benefits. Then, it decreases to 0.597 at episode 150, indicates that the model was successfully
adjusted and improved its predictions. These fluctuations are common in reinforcement learning
and reflect the balance between exploration and convergence.

It can be observed that the MSE values steadily decrease from 0.547 at episode 200
to 0.445 at episode 600, suggesting steady learning and improvement in the model’s
predictions. The results demonstrate successful training with continuous improvement in
MSE between episodes 650 and 1000, and the model achieves its best performance while
maintaining stable operation within these values. The slight increase in the MSE values
after episode 900 remains within an acceptable range. The models reflect more complex
or bursty traffic patterns that appear in training. Yet, the values of MSE remain within an
acceptable range (near 0.47), meaning that the model has reached stability and effectively
minimizes prediction error, although it has increased variability. The training process is
well optimized, resulting in high accuracy.

From the column of MAE values, we see that this parameter is 0.583208 at episode 50,
fluctuates slightly, and then improves to 0.535 at episode 300. Between episodes 400 and
700, the error remains controlled and stable, with a decline, indicating strong generalization
capabilities. This suggests that the model is learning effectively and reducing prediction
errors over time. The lowest MAE values are achieved at episode 1000 (0.510144), indicating
that the model performs optimally towards the end of training. The learning process of the
WEFQ continual-DRL algorithm was efficient, as the estimation of errors was reduced over
time, resulting in a well-optimized algorithm for dynamic traffic management.

Table 3. The MSE and MAE results for eight queues.

Episode Number MSE MAE
50 0.612392 0.583208
100 0.639665 0.614071
150 0.597392 0.601428
200 0.547177 0.572127
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Table 3. Cont.

Episode Number MSE MAE
250 0.505351 0.553376
300 0.467858 0.53599
350 0.466958 0.539003
400 0.418296 0.510907
450 0.455936 0.532404
500 0.464072 0.53763
550 0.491030 0.552584
600 0.445696 0.526634
650 0.426627 0.513851
700 0.407303 0.502012
750 0.405632 0.500403
800 0.413735 0.506038
850 0.393311 0.492884
900 0.382233 0.486044
950 0.39783 0.497124
1000 0.419463 0.510144

In Figure 8, during training, the model with eight queues of WFQ initially has an
MSE curve that rises to 0.7, indicating the model’s adaptation to changing queue dynamics.
Then, it decreases and fluctuates within the range of 0.35-0.45, indicating a change into a
steady-state. These bounded fluctuations confirm robust error minimization and model
stability under a dynamic environment.

— MSE

MSE

T T T T T
0 200 400 600 800 1000
Episode

Figure 8. The Mean Square Error (MSE) of eight queues.
According to Figure 9, the MAE rises above 0.6, indicating an early training prediction
error, and then gradually declines and stabilizes, with fluctuations in the range of nearly 0.5—-

0.55, reflecting steady fluctuations and demonstrating the model’s consistent performance
in its dynamic state.

98



Telecom 2025, 6, 46

— MAE
0.6

0.5 1

0.4 1

MAE
Q
W

I

0.0

T T T
4] 200 400 600 800 1000
Episode

Figure 9. The Mean Absolute Error (MAE) of eight queues.

Table 4 represents a comparison between the RMSE and Jain’s Index of the WFQ-DRL
algorithm and the enhanced WFQ continual-DRL algorithm. SAC integration with EWC yields
lower average and minimum RMSE and appears to have better prediction accuracy. The SAC
with the EWC model achieved higher fairness in resource allocation compared to the baseline
SAC, indicating that the enhanced model maintains a better allocation bandwidth among
network flows. Jain’s Index confirms that incorporating EWC leads to more stable and fair
decision-making during training in dynamic environment.

Table 4. The comparison of RMSE and Jain’s Index for eight queues.

Episode Number ~ RMSE for SAC ~ RMSE of SAC with EWC  Jain’s Index of SAC ~ J21™S I“d‘;’;\‘,’ESAC with
50 0.115270 0.583208 0451633 0.511600
100 0.095618 0.614071 0517129 0.618827
150 0.082627 0.601428 0.548154 0.661623
200 0.060702 0572127 0.590348 0.765714
250 0.084624 0.553376 0.557582 0.660985
300 0.057694 0.53599 0.673834 0.775280
350 0.054768 0.539003 0.702753 0.803767
400 0.046266 0.510907 0.645746 0.828189
450 0.050000 0.532404 0.668195 0.762000
500 0.052254 0.53763 0.668355 0.790373
550 0.062156 0.552584 0.640962 0.784969
600 0.060979 0.526634 0.664703 0.757960
650 0.059234 0.513851 0.654715 0.767560
700 0.054519 0.502012 0.648057 0.777945
750 0.061864 0.500403 0.666093 0.769028
800 0.068272 0.506038 0.680141 0.737892
850 0.069809 0.492884 0.658749 0.743764
900 0.068197 0.486044 0.630024 0.732841
950 0.065631 0.497124 0.650287 0.79779

1000 0.058266 0.510144 0.66 0.803811
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Figure 10 shows a comparison between the curve of RMSE computed for SAC and
SAC with EWC. After 200 episodes, the curve of SAC decreased to a stable range between
0.07 and 0.09. According to the curve for SAC, the EWC declines after 200 episodes,
stabilizing between 0.05 and 0.07. The enhanced SAC with EWC exhibits higher learning
performance, achieving a lower and more stable RMSE compared to the SAC. This suggests
that EWC helps mitigate catastrophic forgetting learning, especially in complex or dynamic
environments of the WFQ system. The curve of enhancement appeared to decrease in
RMSE, reflecting improved steadiness and adaptability in decision-making. Lower RMSE
indicates better accuracy in predicting actions in dynamic queue management (resource
allocation) with respect to optimal resource allocation computed in the Fairness function.
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Figure 10. The comparison of the Root Mean Square Error (RMSE) of eight queues.

As shown in Figure 11, the comparison of the Jain’s index between SAC and SAC with
EWC reveals that the results show the curve of SAC after a 200-episode rise and steady
between 0.6 and 0.7, while the curve of SAC with EWC remains stable after a 200-episode
rise and remains steady between 0.7 and 0.8. Whenever the Jain’s Index value is close to 1,
it indicates excellent fairness, meaning better exploitation of resources.
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Figure 11. The comparison table of Jain’s Index for eight queues.

Complexity Analysis
The computation and comparison of the time complexity of SAC were implemented in
the WFQ-DRL algorithm [22], and SAC with EWC was implemented in the WFQ continual-
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DRL algorithm in this paper. Analysis of the execution time for both average step and

overhead represented by periodic FIM in DRL as a continual process, providing insight

into the tradeoff between learning stability of performance model and computational cost.
For policy (71) network structure:

Input layer 8 — 64
Hidden layer 64 — 64
Two output layers (i, ) 64 — 8 for each layer

Calculating the parameter (P) for the policy () structure:

For the first fully connected layer O (8 x 64) — O (512)

Second fully connected layer O (64 x 64) — O (4096)

Output fully connected layer 2 x (64 x 8) — O (1024)

Total P for policy network (7r): O (512 + 4096 + 1024) = O (5632)
Complexity model:

For policy network (7) is O (1) because the dimension is constant.
For the critic network (Q) structure:

Input layer (8 + 8) — 16

Hidden layer 64 — 64

The output layer is a 64 — 1 output layer in a neural network
Calculating the parameter (P) for the policy () structure:

For the first fully connected layer O (16 x 64) — O (1024)

Second fully connected layer O (64 x 64) — O (4096)

Output fully connected layer (64 x 1) — O (64)

Total (P) for one critic network (7): O (1024 + 4096 + 64) = O (5184)
Total P for both critic networks (Q1, Q2) and policy network ()
5632 + 2 x 5148=P (16,000)

Since the network dimension remains constant, the per-step computational complex-
ity remains O (1). Over the course of N training steps (100 steps per episode), the total
complexity linearity is O(N); although, for WFQ continual-DRL using SAC with EWC step
cost remains O (1), an additional overhead of O(P) arises for 30 episodes due to FIM, high-
lighting the computational trade-off between standard DRL algorithm and enhancement
algorithm introduced by continual learning.

For the complexity model:

For critic network (Q): O (1), because the dimension is constant.

Overall complexity for N training network steps:

Total time complexity O (N x 1) = O(N).

One episode has 100 steps, which is O (100), where N = 100.

For 1000 episodes (100,000) where N = 100,000, 100 steps for each episode.

Where FIM computes every 30 episodes, 100 steps per episode, P = 16,000 parameters.
Table 5 illustrates the complexity time comparison between SAC and SAC with EWC algorithm.

Table 5. Complexity time comparison between SAC and SAC with EWC.

Operation SAC SAC with EWC Notes
fmepersey 00 o Sl
Time per episode cost O (100) (? 6%(())((]))) ;-3(3 Flzf]eclf;;?:}?gifsed
Time per 30 episodes O (3000) O (3000) + O (16,000) gﬁ;‘iﬁlyﬂ
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For the SAC algorithm, 1 step requires 0.004 s, so for 100 steps, the total time is 0.4 s.

For (SAC with EWC), FIM step time = 0.00294 s every 30 episodes. Total 30 episodes
(30 x 0.4) + 0.00294 s = 12.00294 s. Experimental time comparison between SAC and SAC
with EWC algorithm is shown in Table 6.

Table 6. Experimental time comparison between SAC and SAC with EWC.

Operation SAC SAC with EWC
Time per step O (0.004) O (0.004)
Time per episode cost (100 steps) 0O (0.4) 0O (0.4)
Time per 30 episodes 0 (12) O (12.00294)

FIM updates every 30 episodes (3000 steps), making the overhead negligible, which is
only added at a rate of 0.00294 s every 30 episodes (3000 steps). Total time added when
computing FIM through 1000 episodes about 33 times =33 x 0.000294 s = 0.009702 s. By
observation, the overhead caused by using FIM in the WFQ continual-DRL algorithm is
negligible compared to the performance enhancement, indicating that the new algorithm,
WEFQ continual-DRL, functions effectively.

5.2. Experiment 2: Twelve Queues

The experiment was extended by increasing the number of queues to twelve to eval-
uate the robustness and scalability of the proposed WFQ DRL-continual approach. This
expansion enabled a more comprehensive evaluation of the algorithm’s capacity to allocate
bandwidth dynamically in a complex network environment. The twelve arrival flows had
arrival rates Ai = (0.0713, 0.0563, 0.0840, 0.0395, 0.0879, 0.0873, 0.0631, 0.0453, 0.0257, 0.0869,
0.0407, 0.1420) packets/s, and the interarrival times and service times were generated using
a gamma distribution with an SCV of 0.8. The average packet size was assumed to be 1
byte per packet, and the total bandwidth was 1 byte/s. An individual queue has a limited
buffer K; = K; = ... Kjp = 32 packet. The control policy allocated bandwidth weights to
w1 +wy + ...+ wyp = 1. The number of episodes was 1000, with each episode having a
time length of 2000 s. Every 20 s, the agent took action.

After the random function was performed, Ay was obtained as explained in Section 2,
running over a range of 1000 episodes to find an optimal Agwc the FIM was computed every
30 episodes, and F; were stored with the parameters 6.

A plot of the run-average reward for SAC with the EWC algorithm in the WFQ contin-
ual DRL algorithm is shown in Figure 12. It can be seen that convergence occurs after 200
episodes, and the range of reward fluctuation stabilizes between —2.5 and —1.9, resulting in
consistent performance. At the beginning of the reward curve, the agent typically explores
different assignment strategies (bandwidth weights) for the queues, resulting in more
fluctuation. This means that the controller explores all possible processes of the action it
is learning in order to achieve an action that yields benefits. As learning progresses, the
agent exploits the probabilities of action, resulting in an increase in the reward curve; the
policy then gradually converges toward the optimal allocation bandwidth, reducing the
variability in the reward curve.
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Figure 12. The average reward for twelve queues.

5.3. Training Real Traffic

In the experiment, twelve arrival flows with various flows (categories) arrive at the WFQ
system of twelve queues. Twelve category groups of traffic data were used to train the agent.
The average arrival rates of twelve sources in these twelve categories are shown in Table 7.

Table 7. The average arrival rate of the first twelve categories.

Average Arrival Rates

Queues Categories (Packets/s)
1 Chat 0.047179
2 Media 0.038448
3 Web 0.031438
4 VoIP 0.030870
5 software update 0.023940
6 Email 0.023906
7 Music 0.022780
8 collaboration 0.021974
9 Cloud 0.015814
10 Network 0.011008
11 Download File Transfer, File Sharing 0.005254
12 System 0.002918

The remaining twelve arrival flows with different flows (categories) arrive at the WFQ
system of twelve queues. Twelve category groups of traffic data were used to train the agent.
The average arrival rates of twelve sources in these twelve categories are shown in Table 8.

The reward function is calculated as an equation:

8 71
r(g.0) = —;(nqi+zi>

The episode time length, buffer size, and the total bandwidth resources are T = 2000
s, K1 = Ky = ...Kyp = 32, bandwidth = 1 byte/s, correspondingly. Running the 1000
episodes to train the agent by the SAC with EWC algorithms of twelve queues.
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A plot of the run average reward comparison of the twelve queues simulation curves,
along with two datasets according to SAC with the EWC algorithm in the WFQ continual-
DRL algorithm, is shown in Figure 13. For the first simulation curve, it can be seen
that convergence occurs after 200 episodes, and the range of reward fluctuation stabilizes
between —2.5 and —2, resulting in consistent performance. At the beginning of the reward
curve, the agent typically explores different assignment strategies (bandwidth weights)
for the queues, resulting in more fluctuation. This means that the controller explores all
possible processes of the action it is learning in order to achieve an action that yields
benefits. As learning processing, the agent exploits the probabilities of action, resulting in
an increase in the reward curve; the policy then gradually converges toward the optimal
bandwidth allocation, reducing the variability in the reward curve.

Referring to the convergence of the curve average reward after around 200 episodes
for the first 12 categories of the real traffic 2 dataset, the range of the fluctuation curve
gradually increases and shows steady fluctuation between —2.5 and —1.5, indicating a
stable performance. According to the recent 12 categories of the real traffic two of the
dataset, the convergence of the average reward curve is before 200 episodes, and the range
of the fluctuation curve is between —1.8 and —1, reducing the fluctuation in the curve.

Table 8. The average arrival rate of the second twelve categories.

Average Arrival Rates

Queues Categories (Packets/s)
1 streaming 0.051215
2 RPC 0.134050
3 VPN 0.017920
4 shopping 0.019674
5 social media 0.078182
6 data transfer 0.205775
7 Mining 0.016681
8 Game 0.030445
9 remote access 0.040550
10 database 0.016725
11 Video 0.026934
12 unspecified 0.036511

Table 9 presents the results of computing the MSE and MEA values for the twelve-queue
scenario, which are used to measure the effectiveness of the environment in supporting adaptive
training. The column containing the MSE values shows that at the start of training, the MSE is
initially 0.8680; it then undergoes fluctuations before increasing to 1.0482 as the environment
is explored and gradually improves during training. The slight variation suggests that the
model is still learning, adjusting parameters, and refining predictions. By episode 300, the error
is relatively steady compared to the prior fluctuations, indicating better convergence. In the
intervening episodes, from 300 to 700, the error is more stable than the previous fluctuations,
indicating better convergence. A noteworthy development is observed in the value of the MSE,
which drops to 0.5302 at episode 400 and remains low, at approximately 0.5263, until episode
450. In the steady state, from episodes 400 to 700, the MSE values exhibit strong consistency
over time, indicating that the model makes predictions that are consistent and accurate. Small
fluctuations are expected during training due to the dynamic nature of the environment. The
lowest MSE value of 0.4909 is observed at episode 1000, confirming the optimal performance
of the model. The results for the last 200 episodes suggest that the model has achieved high
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accuracy and stability, as the variation between episodes 750 and 950 remains controlled. From
the column of MEA values at the start of training, showing that the MEA is 0.6437 at episode 50
and increases slightly to 0.6765 at episode 100. A slight increase is expected when the model
adjusts at episode 300 during training, and the MEA value stabilizes, indicating that the model
is starting to learn effectively. The MEA value decreases from episode 400 (0.5754) to episode
750 (0.5640), indicating that the model is learning to make more accurate predictions. The
fluctuation between episodes 600 and 700 (between around 0.5994 and 0.6057) suggests that the
model exhibits normal and healthy training behavior. At episode 1000, the lowest MAE value
of 0.5528 is recorded, indicating optimal performance. From episode 850 (MAE values 0.5543 to
0.5528), the model maintains a constant learning rate with minimal fluctuations.

Simulated Arrival Rate
—— Real Arrival Rate Set_1
—— Real Arrival Rate Set_2

o 200 400 600 800 1000
Episode

Figure 13. The comparison of 3 curves for twelve queues: simulated, real traffic 1, and real traffic 2
for dataset.

Table 9. Comparison of MSE and MAE values for all twelve queue scenarios.

Episodes Twelve Queues of Simulation Twelve Queues of Real Traffic 1 Twelve Queues of Real Traffic 2
MSE MAE MSE MAE MSE MAE
50 0.868022 0.643713 0.533128 0.573652 0.788154 0.696236
100 1.048262 0.676523 0.508042 0.557808 0.724009 0.672481
150 0.868753 0.659184 0.441298 0.517397 0.634688 0.629618
200 0.670131 0.648144 0.412639 0.499913 0.614650 0.617652
250 0.797906 0.61379 0.392221 0.487977 0.551309 0.585325
300 0.88304 0.608288 0.344662 0.458005 0.475661 0.542329
350 0.727278 0.679143 0.317199 0.440590 0.511582 0.560313
400 0.530156 0.575429 0.356414 0.468477 0.423877 0.512770
450 0.52626 0.572744 0.346210 0.461428 0.409414 0.502853
500 0.570297 0.599337 0.321819 0.445289 0.525351 0.571535
550 0.769053 0.702485 0.351930 0.466554 0.496567 0.555185
600 0.498518 0.557347 0.350638 0.465073 0.423494 0.509751
650 0.583851 0.59942 0.310275 0.437058 0.429814 0.515980
700 0.589354 0.6057 0.322598 0.445472 0.400673 0.499607

750 0.51114 0.564016 0.353146 0.467203 0.510712 0.560117
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Table 9. Cont.

Episodes Twelve Queues of Simulation Twelve Queues of Real Traffic 1 Twelve Queues of Real Traffic 2
MSE MAE MSE MAE MSE MAE
800 0.535042 0.577101 0.310399 0.437901 0.390746 0.489732
850 0.496227 0.55432 0.349823 0.463259 0.381719 0.485158
900 0.544107 0.58117 0.308214 0.435233 0.660230 0.636922
950 0.515378 0.565431 0.328040 0.449288 0.423070 0.512251
1000 0.490912 0.552778 0.331264 0.453266 0.411846 0.505342

According to the evaluation of the twelve-queue real traffic for the first twelve categories
using MSE and MAE metrics, there is an improvement in model stability over time. According
to the MSE, a consistent decline across the training episodes indicates advanced improvement
in the model’s predictive accuracy. Beginning at 0.533 in episode 50, the MSE declines to 0.317
in episode 350, reflecting effective start learning. Between episodes 400 and 700, the MSE values
fluctuate between 0.322 and 0.356, suggesting a stabilization phase where the model fine-tunes
its parameters. In the final episode, from 750 to 1000, the MSE continues its downward trend,
reaching 0.331, which highlights the model’s capacity to minimize errors over time. The MAE
shows below throughout the training process, suggesting improvements in the model’s average
prediction accuracy, which starts at 0.574 in episode 50, then decreases to 0.441 in episode 350,
indicating successful initial learning. Between episodes 400 and 700, the MAE values exhibit
small fluctuations, ranging from 0.445 to 0.468, which reflects the model’s efforts to refine its
predictions and handle more nuanced patterns in the data. From episode 750 to 1000, the MAE
continues to decline, reaching 0.453, which underscores the model’s steady improvement in
minimizing average absolute errors.

Referring to the twelve-queue real traffic for the second twelve categories using MSE and
MAE metrics, the MSE indicates a decreasing trend through the training process, showing
advanced improvement in the model’s predictive accuracy. Beginning at 0.788 in episode 50,
the MSE declines to 0.511 by episode 350, which is effective in early-stage learning. Between
episodes 400 and 700, the MSE values fluctuate within a range of around 0.400 to 0.525, suggest-
ing a stabilization stage where the model fine-tunes its parameters. In the last phase, from 750
to 1000, the MSE continues its downward trend, reaching 0.412, which indicates the model’s
capacity to minimize errors over time. The MAE for real traffic of the recent twelve categories
also displays a decreasing trend throughout the training process, indicating improvements in
the model’s average prediction accuracy. Initiating at 0.696 at episode 50, the MAE decreases
to 0.560 at episode 350, indicating successful initial learning. Between episodes 400 and 700,
the MAE values exhibit minor fluctuations, ranging from 0.499 to 0.571. From episode 750 to
1000, the MAE decreases, reaching 0.505, which highlights the model’s steady improvement in
minimizing average absolute errors.

In conclusion of comparison Table, the simulation has higher MSE and MAE than real
traffic 1 and traffic 2 for twelve queues of the dataset; it generalized well to real-world conditions.
A G/G/1/KWEQ system parallel queuing model with a gamma distribution was formulated
to simulate complicated network traffic. That indicates that the simulation accurately captured
realistic traffic variability and system conditions. Thus, the WFQ scheduler, as implemented in
continual and DRL framework, demonstrated robust performance, validating its effectiveness.

According to Figure 14, the MSE curve initially rises to 0.8, indicating prediction error
during early adaptation. In the last episodes of training, it then decreases and enters a steady
fluctuating range nearly between 0.5 and 0.7. This bounded variability indicates that the model
has stabilized and maintains reliable performance under dynamic multi-queue conditions,
although in extended queues.
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Figure 14. The Mean Square Error of twelve queues.

As shown in Figure 15, during the early training, the MAE curve rises to 0.7 in the
initial step, indicating a high error. In the last episodes, it then drops and stabilizes within a
fluctuating range between nearly 0.55 and 0.65. This behavior suggests the model’s ability
to generalize while maintaining consistent performance in a dynamic environment.
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Figure 15. The Mean Absolute Error of twelve queues.

According to Figure 16, the MSE curve for the twelve-queue system trained on real
traffic exhibits a high initial error due to the complexity of the traffic patterns. Still, it
gradually decreases and stabilizes between 3.0 and 3.5, indicating that the model has
effectively learned and adapted to real-world traffic.

For Figure 17, the MAE curve begins with a high error, reflecting meaningful early
prediction deviations. As training advances, the error steadily declines. It stabilizes
between nearly 4.0 and 4.5, demonstrating bounded fluctuations. That indicates the model
has adapted well to real traffic dynamics and supports robust performance.

Regarding Figure 18, the MSE curve for the second real traffic dataset starts high,
reflecting the initial instability of the prediction. It gradually decreases and stabilizes
within the range of 4.5 to 5.5, showing enhanced model learning. This trend suggests that
the model is evolving to accommodate more diverse traffic patterns over time. Despite the
dynamic challenges, the error range suggests reliable convergence and robust performance.
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Figure 16. The Mean Square Error (MSE) of twelve queues for first real traffic.

1.0 1 - MAE
0.8
0.6
¥ wmwm
0.4
0.2
0.0 1
o] 200 400 600 800 1000
Episode

Figure 17. The Mean Absolute Error (MAE) for twelve queues for the first real traffic.
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Figure 18. The Mean Square Error (MSE) of twelve queues for second real traffic.

Referring to Figure 19, the MAE curve for the second real traffic dataset initially
increases sharply, exhibiting poor early prediction accuracy. As training progresses, the
error decreases and stabilizes within a narrow range of 0.5 to 0.6. This steady fluctuation
suggests the model has adapted better to the traffic dynamics. The bounded MAE range

reflects consistent and robust performance under real-world dynamics.
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Figure 19. The Mean Absolute Error (MAE) of twelve queues for second real traffic.

The processing with statistical analysis addresses bursty real traffic for all categories,
after which the dataset is equal to 1,393,777 [33].
Regarding the Square Coefficient of Variance CV? in the real traffic data, computed in
equation [33]:
o

2
= — 1
cvi=— (18)

where ¢ represent standard deviation, and m represents the mean. As illustrated in Figure 20,
ahigher CV? indicated that the real traffic data arrival patterns were more unpredictable and
random. High variance reflects the bursty and unpartable nature of real traffic conditions.
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Figure 20. Square Coefficient of Variance (CV?) in the real traffic data.

To compute correlation, the copy of interarrival time will be shifted to one position,
and the correlation coefficient for real traffic will be computed in the equation of correlation
coefficient [34]. The results shown in Figure 21 revealed that the real traffic data appear to
have a more dynamic pattern in its correlation. The decline of correlation curves indicates
more influence. The statistics clearly showed patterns of bursty traffic.

This paper presented knowledge that improved this algorithm by combining the
continual learning technique with the DRL algorithm for the WFQ system. The devel-
opment of the WEQ continual-DRL algorithm was achieved by contributing a continual
learning method represented by the EWC technique, which helps to overcome catastrophic
forgetting by remembering old tasks, selectively slowing down learning on the parameters
important for those tasks, and improving the performance over time, which is combined
with advanced deep reinforcement in the form of the SAC algorithm. In addition to de-
veloping this algorithm, the evaluation of the algorithm was expanded by increasing the
number of queues to twelve. This expansion was considered to assess the scalability and ro-
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bustness of the model in terms of managing higher traffic loads and more complex network
conditions. The aim was to maximize the cumulative reward, and this approach achieved
an improvement of approximately 76% in performance compared to the baseline reward
curve in an experiment involving eight queues for WFQ-DRL. This finding demonstrates
the effectiveness of our approach in regard to maintaining stable learning and adapting to
new tasks while retaining previously learned knowledge. For the expansion in a second
experiment involving twelve queues, the average reward curve shows an enhancement
in performance by increasing reward with smother fluctuation, indicating that this new
approach is more effective even with an expanded environment, is more robust, and is suit-
able for the nature of the queueing system, as it carries out dynamic bandwidth allocation
control among WFQ parallel queues. The model shows higher reward than compared to
simulation of twelve queues. This suggests that the model adapts well in real world traffic,
and the result highlights the model’s effectiveness under realistic traffic environments.
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Figure 21. Correlation of real traffic data.

6. Discussion

The proposed approach in the form of the WFQ continual-DRL algorithm and its
implementation in the system model to achieve dynamic bandwidth allocation leads to the
following observations:

1. By dynamically adapting the weights assigned to each queue, the system can react
to irregular traffic patterns, optimize bandwidth utilization, and maintain service
quality.

2. Training the agent encourages the development of adaptive policies for weight assign-
ment in WFQ systems, enabling real-time optimization based on monitored network
states through interaction with the network environment.

3.  Traffic patterns can change over time in dynamic network environments, meaning that
the WFQ continual-DRL algorithm must continually adapt to these changes. Without an
approach such as EWC, the agent may forget previously learned optimal policies, a phe-
nomenon known as catastrophic forgetting. The EWC trains a regularization term added
to the DRL loss function by penalizing significant deviations from parameters essential
to previously learned tasks. This ensures that new learning does not overwrite valuable
existing knowledge and maintains consistent performance across varying networks. In
scenarios involving eight and twelve queues, a higher value of Ay strengthens reg-
ularization, meaning that important knowledge persists as complexity increases. This
improves performance by balancing adaptability and memory retention, ensuring the
effectiveness of the WFQ continual-DRL learning algorithm.
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10.

11.

12.

Expanding the number of queues enables a more fine-grained allocation of band-
width, representing a test of the adaptability of the WFQ continual-DRL approach in
optimizing resource distribution under dynamic traffic scenarios. The results indicate
that the model successfully generalizes to larger queue sets while maintaining stable
performance, as reflected in the stabilization of the reward.

When the number of queues is expanded, the parameters of the neural network
structure in SAC-EWC need to be tuned by increasing the number of neurons, batch
size, and buffer size, which enables the model to capture more complex patterns in
the data. As a result, it enables the model to make more informed decisions, thereby
improving performance and reward.

The implementation of EWC as one mechanism of continual learning requires additional
computational resources due to the regularization term in the loss function. It is, therefore,
essential to balance the benefits of EWC with the available computational capacity. In
this investigation, a random function was used to select an appropriate strength for the
EWC regularization term. Appropriate tuning ensures that the model maintains stability
without restricting its ability to learn new patterns in the network traffic.

The steady decrease in MSE and MAE in both the eight- and twelve-queue sys-
tems suggests effective learning and enhanced prediction accuracy, ensuring reliable
decision-making and consistent performance.

The RMSE results clearly indicate that the SAC enhanced with EWC yields a lower pre-
diction error compared to the baseline SAC model. After approximately 200 episodes,
while the standard SAC stabilizes in the range of 0.07 to 0.09, the enhanced model
further reduces the RMSE and stabilizes between 0.05and 0.07. This improvement
demonstrates the effectiveness of EWC in preserving important learned parameters,
resulting in more accurate and stable policy predictions over time.

In addition to improving prediction accuracy, as shown by the RMSE results, SAC
with EWC also achieves a higher Jain’s Fairness Index, indicating better resource
allocation across various network flows. The fairness values are closer to 1, not only
showing the enhanced model performance but also maintaining fairness in scheduling
decisions. The importance of employing EWC in environments with a WEFQ system
lies in the fact that fairness is as critical as efficiency.

The integration of EWC for continual learning within the DRL algorithm enhances
accumulative rewards over time by preserving effective policies from prior network
states, leading to enhanced performance as the agent encounters new traffic pat-
terns. By mitigating the problem of catastrophic forgetting, the WFQ continual-DRL
algorithm is an effective strategy.

The real traffic in a network revealed a higher reward for two real traffic of various
categories. On the other hand, they are more bursty with higher variance. Further-
more, they offer unpredictable patterns that the SAC with EWC for the proposed
algorithm can exploit, resulting in better learning and higher cumulative rewards
than simulation traffic.

Continual learning through EWC helps retain practical knowledge across similar
queue behaviors in real traffic, enhancing generalization and performance, meaning
that the traffic generated in simulation is more aggressive, indicating that the model
can handle various patterns and categories of real traffic.

Finally, integration of the EWC technique as a continual learning approach into DRL

frameworks, realized here in the form of a new algorithm called WFQ continual-DRL for

WEQ systems, facilitates adaptive dynamic bandwidth allocation, thereby enhancing the

system’s ability to maintain optimal performance across varying network conditions. This

new approach enables more robust and reliable network management, effectively reducing
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packet loss and queue lengths and enhancing the overall quality of service (QoS), although
in real world conditions.

7. Conclusions

In this paper, a new integrated adaptive algorithm called WFQ continual-DRL was
developed to enhance dynamic bandwidth allocation for each queue in a WFQ system.
The proposed algorithm enables the system to obtain a policy agent that learns the optimal
weights for different arrivals of network flows. Our contribution involves integrating the
adopted reinforcement learning algorithm, known as the SAC algorithm, with the EWC ap-
proach, which supports continual learning in the more challenging field of DRL. To enable
this implementation to be compared to the existing extensive telecommunication network,
this investigation considered two scenarios: the first utilized eight queues, while the second
employed twelve. The findings demonstrate that incorporating EWC effectively mitigates
the issue of catastrophic forgetting in DRL models, thereby improving learning stability
and the models” adaptability to new tasks without compromising prior performance. This
achieved high performance by enabling efficient learning, rapid adaptation, and scalability,
even when the number of queues increases. This integration significantly improved the
performance of the measurement system, as reflected in cumulative reward. The results
achieved an improvement in the reward curve in an experiment involving eight queues,
and expanding to twelve queues appears to result in increased and smoother fluctuation
of average reward, indicating improved overall performance of the MSE, and MAE and
resulting in more reliable decision making within WFQ environments, particularly through
dynamic bandwidth allocation. The comparative evaluation between the enhanced WFQ
continual-DRL algorithm demonstrates that integrating EWC significantly improves accu-
racy, as indicated by a lower RMSE, and fairness, as reflected in a higher Jain’s Index of the
learning model. This enhancement of continual learning techniques in DRL and scheduling
is important for resource allocation, mainly in complex network environments. Finally,
training and evaluation of real traffic flows of the dataset indicate the agent to achieve
better performance across diverse conditions, resulting in more adaptable and effective
bandwidth allocation processes across twelve queues simulation, indicating that the model
training is under aggressive traffic. An interesting direction for future study would involve
integrating real network traffic data to effectively assess the algorithm’s performance under
real-world conditions in dynamic and complex network environments.
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Abstract: Millimeter wave (mmWave) technology, with its ultra-high bandwidth and
low latency, holds significant promise for vehicle-to-everything (V2X) communications.
However, it faces challenges such as high propagation losses and limited coverage in
dense urban vehicular environments. Intelligent Reflecting Surfaces (IRSs) help address
these issues by enhancing mmWave signal paths around obstacles, thereby maintaining
reliable communication. This paper introduces a novel Contextual Multi-Armed Bandit (C-
MAB) algorithm designed to dynamically adapt beam and IRS selections based on real-time
environmental context. Simulation results demonstrate that the proposed C-MAB approach
significantly improves link stability, doubling average beam sojourn times compared to
traditional SNR-based strategies and standard MAB methods, and achieving gains of up
to four times the performance in scenarios with IRS assistance. This approach enables
optimized resource allocation and significantly improves coverage, data rate, and resource
utilization compared to conventional methods.

Keywords: mmWave; V2X; RIS; machine learning; multi-armed bandit

1. Introduction

The advent of millimeter-wave (mmWave) technology has sparked a transformative
wave in next-generation wireless communication. In this dynamic landscape, Vehicle-
to-Everything (V2X) communication emerges as a pivotal force poised to reshape the
future of transportation systems [1]. By enabling seamless interaction among vehicles,
infrastructure, pedestrians, and other road users, V2X holds the promise of fostering safer,
more efficient, and smarter transportation networks [2]. However, leveraging mmWave
for V2X introduces significant challenges due to the high-frequency nature of mmWave
signals, including increased propagation loss, susceptibility to interference, and mobility
constraints [3]. Additionally, mmWave small cells operate with highly directional nar-
row beams to maintain high data rates, but this results in frequent beam switching and
handovers as vehicles rapidly move between beam sectors, adding further complexity to
maintaining stable and reliable communication.

To fully harness mmWave’s potential for V2X communication, researchers and en-
gineers are delving into innovative solutions aimed at enhancing signal propagation,
coverage, and reliability. One particularly promising avenue gaining momentum is the in-
tegration of Intelligent Reflecting Surfaces (IRSs) into mmWave V2X systems [4]. Outfitted
with passive reflecting elements, these surfaces excel at redirecting signals when a direct
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link between User Equipment (UE) and a mmWave Base Station (BS) is obstructed [5]. IRS
technology emerges as a focal point in the research community, holding the potential to
significantly boost spectral efficiency and expand communication range [6].

The efficacy of IRS-assisted mmWave V2X communication hinges not only on deploy-
ing IRSs but also on tailoring their functionality to the specific demands and dynamics of
the mmWave V2X environment [7]. Context-awareness becomes paramount in this context,
enabling the system to dynamically respond to real-time changes in vehicular mobility,
traffic patterns, and environmental conditions [8]. Employing context-aware beam selec-
tion strategies alongside IRS technology proves instrumental in enhancing communication
quality and coverage, minimizing latency, and ensuring the reliability of mmWave V2X
communication across diverse scenarios [9].

2. Related Works

Beam management and selection, a fundamental aspect of IRS-assisted mmWave
V2X systems, have been at the forefront of investigation. However, efficiently managing
the beams in such systems, especially coordinating between the BS and IRS for two-hop
transmission, is challenging. Several papers have contributed novel approaches to this
domain, enhancing the efficiency of mmWave V2X communication. A comprehensive
survey by [10] offers a broad overview of IRS applications in vehicular communications,
both ground-based and aerial, highlighting the potential and challenges of IRS-aided 6G
vehicular communications. Additionally, ref. [11] discusses various use case scenarios for
IRS-enabled V2X communications, particularly focusing on vehicular edge computing and
IRS-enabled drone communications to minimize vehicle computational time.

A machine learning-based approach proposed in [12] includes two phases: situational
and mobility awareness. In the situational awareness phase, a model at the BS predicts the
optimal IRS setup for a UE’s location. The mobility awareness phase, at the UE, predicts UE
mobility. This allows for predicting the optimal IRS configuration, and significantly reduces
system overhead during initial access. In highly dynamic scenarios, it achieves higher spec-
tral efficiency by using predicted UE locations. Leveraging location information, ref. [13]
examines the impact of prior location data on channel parameter estimation in IRS-aided
mmWave MIMO (Multiple-Input Multiple-Output) systems. It presents directional training
beams based on rough location data and employs atomic norm minimization for channel
parameter extraction. The authors of [14] introduce real-time software-controlled IRSs and
examine their optimal placement in wireless networks, addressing reliability requirements
for V2X communications. Furthermore, ref. [15] introduces a deep reinforcement learning
algorithm for beamforming optimization in mmWave vehicle-to-infrastructure (V2I) com-
munication systems. This novel algorithm tackles the non-convex and time-varying nature
of joint beamforming matrix optimization for the BS and the IRS. The results demonstrate
substantial network performance improvement, especially in dense V2I network scenarios.

One approach, as proposed in [16], introduces multi-beam training methods for IRS-
assisted multiuser communication, designed to reduce training time without compromising
passive beamforming performance. It achieves this by partitioning IRS elements into sub-
arrays and implementing a multi-beam codebook, thus enabling efficient beam direction
control for different users. Ref. [17] explores the use of IRSs in a millimeter-wave vehicular
communication network, introducing schemes to reduce channel estimation overhead and
considering rate maximization in the uplink. Lastly, the study in [18] employs IRSs to
mitigate Inter-Cell Interference (ICI) by using graph theory to minimize beam collisions.
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Our Contributions

These research findings collectively underscore the evolving landscape of IRS-assisted
mmWave V2X communication, emphasizing innovation in beam management and selection
as a key enabler for its widespread adoption and the improvement in next-generation
vehicular communication systems. In addition, these traditional beam selection strategies
in vehicular mmWave networks often rely on instantaneous signal strength or static location
mapping, which do not reflect future link duration or vehicle mobility patterns. As a result,
they tend to cause frequent handovers and unstable links. In contrast, our proposed
context-aware framework predicts longer-lasting beam assignments based on high-level
contextual factors, reducing switching events and improving average link duration. In this
paper, we proposea Context-aware Multi-Arm Bandit (C-MAB)-based beam selection for
IRS-assisted vehicular communication by incorporating vehicle mobility context under a
realistic vehicular mobility environment. The aim is to establish long-lasting connections,
unlike signal strength-based approaches for end-to-end V2I communication. Note that,
unlike standard C-MAB models, our approach considers a spatiotemporal environment
where vehicle mobility and shared beam resources create interaction between decisions.
While most C-MABs assume static user contexts and independent arm outcomes, our
setting involves overlapping beam coverage, prioritized scheduling, and varying mobility
patterns. Therefore, we define reward as the total connection time achieved under a beam,
conditioned on the vehicle’s context and future trajectory. This formulation aligns more
closely with real-world beam stability concerns and differentiates our work from typical
bandit designs that focus only on immediate signal gain or throughput. The following
describes the main contributions of this paper.

e Context-driven beam and IRS selection: We introduce a novel approach that leverages
a range of contextual factors to enhance the beam and IRS selection process. By
considering variables such as vehicle mobility information (e.g., travel directions and
relative locations) and traffic light information, we improve the beam and IRS selection
process to enable longer-lasting connections. This context-aware selection approach
not only improves the overall connectivity quality but also extends the connection time,
a critical factor in V2X communication, especially for mission-critical applications.

e Predictive testing tool for IRS locations: Recognizing the importance of IRS placement
in achieving optimal signal reflections, we offer a practical tool for assessing the
effectiveness of IRS locations. This tool empowers network planners and engineers
to simulate IRS deployments and assess their impact on signal propagation before
actual implementation. By doing so, we mitigate the risk of suboptimal IRS place-
ment, thereby enhancing the overall performance and robustness of mmWave V2X
communication systems.

e Utilization of traffic light waiting times: This is the first work to incorporate waiting times
at traffic lights as contextual data for predicting beam sojourn times in IRS-assisted
V2I communication. This predictive insight allows for the development of proactive
mobility and resource management strategies. By factoring in traffic light cycles, we
can optimize beam switching, resource allocation, and mobility planning, ensuring
that the V2I communication system remains seamless and uninterrupted, even in
stop-and-go traffic scenarios. Note that the traffic light status can be acquired through
standard V2X interfaces supported by modern infrastructure. Traffic controllers
broadcast phase and timing information (e.g., current light status, remaining time,
next transition) using SPaT messages [19]. These data can be received directly by
the base station via wired connectivity or wirelessly via Roadside Units (RSUs) that
act as V2l relays. In addition, vehicles can share their perception of the traffic light
status through Cooperative Awareness Messages (CAMs) or Basic Safety Messages
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(BSMs), which include location, speed, heading, and, in some cases, braking events
that suggest deceleration due to traffic light stops. These standardized messages allow
the base station to build a synchronized and real-time environmental context, which
includes the dynamic state of the traffic signal affecting each vehicle’s route.

In summary, our contributions encompass not only context-aware beam and IRS
selection for prolonged connection times but also a practical testing tool to optimize
IRS deployment strategies. Moreover, by harnessing waiting times at traffic lights as
predictive context, we enable the development of proactive strategies to enhance mobility
management and resource allocation in mmWave V2X communication. These innovations
collectively pave the way for more robust, reliable, and efficient vehicular communication
systems, crucial for the advancement of smart and safe transportation networks. The
remainder of this paper is organized as follows: Section 2 describes the considered scenario
and formulation of the beam selection problem. In Section 3, the C-MAB based beam
selection algorithm is elaborated. The experimental results are explained in Section 4 to
show the effectiveness of our proposed algorithm. Finally, we draw important conclusions
in Section 5.

3. Scenario Setup and Problem Formulation

We examine a mmWave small cell designed to improve throughput performance
and network capacity for downlink transmission. The small cell BS under consideration
is equipped with an antenna array directed along predefined orientations, though the
number of radio frequency (RF) chains is fewer than the number of antennas. Each antenna
may consist of multiple elements that form a beam directed towards a specific region. As
described in [20], the coverage area of a beam, or beam sector, is ideally spatially separated.
Given the limited RF chains, only a subset of antennas can be activated for downlink at
any time.

The scenario is depicted in Figure 1. The mmWave base station (mmBS), located in
central London, UK, is equipped with 12 antennas oriented to ensure broad coverage. Due
to a limited number of RF chains, the mmBS can activate up to four beams simultaneously,
supporting a maximum of four vehicles at once. Beam coverage is determined by the
vehicle’s presence within a beam’s geometric footprint and the achieved SNR meeting
the threshold for link activation. We adopt a two-slope path loss model to distinguish
line-of-sight (LOS) and non-line-of-sight (NLOS) propagation. If the estimated SNR falls
below a threshold (e.g., 2 dB), coverage is not considered valid. The data rate is modeled as
a constant value during beam association, consistent with baseline mmWave assumptions
and to isolate the impact of connection time from PHY-layer variations. Resource utilization
reflects the number of active beams simultaneously serving distinct vehicles, constrained by
beamforming hardware limits (i.e., max four beams). A higher beam sojourn time implies
better utilization per beam, as it reduces frequent reconfigurations and idle slots.

To further enhance signal coverage and alleviate potential blockages in the urban
environment, several IRS nodes are strategically deployed within the area. These IRS nodes
dynamically reconfigure signal propagation paths, improving beam delivery in NLOS
conditions. Note that the illustrated sector areas are approximate; actual coverage depends
on the channel model, antenna configuration, and IRS-assisted reflections.
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Figure 1. A scenario of a network which consists of a mmBS with 12 beam sectors and multiple IRS
nodes shown on a real-world map of around Bedford Square in London.

This work assumes a carrier frequency of 28 GHz, which has been widely adopted
in 5G NR-based mmWave V2X studies [21-23]. While traditional DSRC (Dedicated Short-
Range Communications) and C-V2X (Cellular V2X) systems operate in the 5.9 GHz band,
the 3GPP n257 (26.5-29.5 GHz) is considered a promising band for ultra-high data rate
and low-latency vehicular applications, particularly in urban environments with managed
infrastructure and directional communication. The adjacent 26 GHz band (n258) is already
approved for V2X use in Europe [22]. Field trials such as autonomous beam-steered
measurement campaigns [23] further validate the viability of the 28 GHz bands for vehicular
communications. Thus, we consider 28 GHz mmWave communication with its path loss
model [21] expressed as:

PL(d) = PL(dp) + 10nlogy,(d/do) + Xq. )

Here, d refers to the distance between the mmBS and vehicle antennas in meters while
X, represents the channel fading (excluded in our analysis), and PL(d) denotes the free
space path loss (FSPL) in decibels (dBs). The FSPL depends on the carrier frequency f,
and is given by 10log,,((47tdof./c)?), with dy = 1 m. We assume a 5 m height difference
between the BS and the vehicle, such that the 2D distance d between two points is related
todasd = \/d2 4 52.

Assuming that vehicles have steerable beam antennas capable of tracking the BS, the
signal-to-noise ratio (SNR) for a vehicle being served is given by:

SNRZPO—PL(d>+Gtx+er_N, (2)
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where pg represents the reference power which is the received power at a reference distance
of dy = 1 m. Gy and G, are the transmitter and receiver antenna gains, respectively, N is
the noise, including thermal noise and the receiver noise figure.

As aforementioned, the deployment of mmWave small cells for V2X communication
introduces a distinct challenge, as narrow beams are used. The short time a vehicle is
present within a beam’s coverage results in frequent handovers and increased signal
overhead. In addition, due to the fluctuating nature of the channel caused by vehicle
mobility, a more conservative approach-using a fixed, robust modulation scheme may
be more suitable than an adaptive modulation scheme. Thus, we assume the BS uses a
constant, resilient modulation scheme, regardless of the reported SNR. To maximize data
transmission in downlink, the radio resource allocation strategy should prioritize vehicles
that stay within the beam for the longest periods.

Let R denote the fixed data rate assigned to each beam when serving a vehicle within
its beam sector. Vehicles that leave the beam sector experience a zero data rate. Consider
a set B(t) of available beams from the mmWave small cell BS at time ¢, where |B(t)| can
be at most 4, representing the maximum number of simultaneously active beams. Let
R;(t) denote the transmission rate of beam i at time t, where R;(t) = R if a vehicle is
being served, and R;(t) = 0 during handovers, when waiting data from the macro BS, or
when no vehicle is within the beam’s coverage. The objective of the proposed resource
allocation strategy is to maximize the total data transmission across all beams over a given
time period T. Minimizing handovers is crucial to achieving this goal, as each handover
introduces a data transmission interruption. Let S; represent the number of serving vehicle
switches for beam i during T and let T;; denote the sojourn time of jth vehicle served by
beam i. By maximizing the vehicle sojourn time within a beam sector, the frequency of
handovers is reduced, thereby increasing overall transmission time. Consequently, the
resource allocation problem can be formulated as:

T Si
max 2 /0 R;(f)dt | or max 2 ZTij . 3)

i€B(t) i€B(t) j=1

To maximize data transmission, the mmBS utilizes all available beams. When a vehicle
receives service within a beam sector, the corresponding beam becomes unavailable for
other vehicles, and the BS selects another beam from the available set to serve a new vehicle.
The BS can either select a vehicle at random or prioritize the vehicle with the highest SNR.
However, as we will demonstrate, the conventional strategy of selecting the vehicle with
the highest SNR may not be optimal for mmWave vehicular networks due to the narrow
beamwidth and frequent handovers. Given the restricted mobility of vehicles within urban
street layouts, we propose leveraging vehicle mobility information as an indirect indicator
of the street’s topology. By constructing vehicle profiles based on their mobility patterns,
this contextual information can be utilized for beam selection. Mobility data, such as vehicle
orientation, position, and distance from the BS (obtained through local measurements or
timing advance), can be employed to enhance the efficiency of beam assignment.

4. Proposed Contextual Multi-Armed Bandit Learning Design

In our previous work [24,25], we demonstrated the effectiveness of the Contextual
Multi-Armed Bandit (C-MAB) algorithm in optimizing beam-level communication in
mmWave vehicular networks. Based on this, our subsequent study [26] extended C-MAB
to relay-assisted V2V-based V2X communication strategies, emphasizing the importance of
contextual information in dynamic environments. These studies highlighted how factors
such as road layout and blockages significantly impact connectivity, which requires careful
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selection of contextual data to improve decision making [24,26]. In this paper, we study
a new environment by incorporating IRSs into vehicular communication, addressing the
challenges posed by dynamic blockages and harsh propagation conditions in mmWave
networks. Unlike relays, IRS extends coverage passively and efficiently but faces key
challenges: it lacks signal amplification, limiting effectiveness in weak links; requires con-
tinuous phase shift adaptation to vehicle mobility; and demands precise beam alignment,
making real-time coordination complex. Additionally, IRS placement is constrained by
existing infrastructure, requiring strategic positioning for optimal coverage. To tackle
these challenges, we incorporate diverse contextual factors—such as vehicle travel direc-
tion, mmBS location, and traffic light information—into contextual learning algorithm
for optimized beam selection, ensuring stable and prolonged connections. Our approach
strategically leverages IRSs to enhance vehicular communication while mitigating their
limitations, enabling robust and adaptive connectivity in dynamic urban environments.
The following seven contexts are incorporated into the proposed C-MAB framework to
enhance beam selection and connectivity:

e Vehicle Travel Direction: {North, East, South, West};

*  Vehicle Travel Direction with respect to mmBS: {Towards, Away};

e Vehicle distance to mmBS: {Close, Mid, Far};

e  Traffic light status: {Red, Green};

° Remaining time for traffic light color change: {Small, Mid, Big};

*  Vehicle Travel Direction with respect to traffic light: {Towards, Away};
*  Vehicle distance to traffic light: {Close, Mid, Far}.

The algorithm utilizes seven distinct contextual features, each represented by a single
character. These characters are concatenated into a seven-character string that encodes
the complete context. Each character corresponds to one specific context, capturing its
current discrete state. For instance, a context string “SFTRSFT” represents a vehicle that
is traveling South (S), is Far (F) from the mmBS, and moving Towards (T) it; while the
nearest traffic light is Red (R), has a Small (S) remaining time before switching, and the
vehicle is Far (F) and moving Towards (T) the light. This context representation balances
environmental richness with computational efficiency, enabling intelligent and adaptive
beam-IRS decision-making in highly dynamic vehicular environments.

The proposed C-MAB algorithm is designed to integrate IRS-assisted links, ensuring
improved coverage and seamless beam allocation in obstructed environments. To mitigate
blockages, IRSs are employed to extend coverage to vehicles experiencing connectivity
disruptions, leveraging V2I communication when needed, as illustrated in Figure 2. By
intelligently selecting direct or IRS-assisted transmission, the algorithm enhances overall
network reliability and connectivity in dense urban settings. It is important to note that,
unlike active antenna arrays or smart antennas, IRS units do not require RF chains or power-
hungry circuitry, which makes them highly energy-efficient and cost-effective. However,
this also introduces certain limitations. First, since IRS elements only reflect incoming
signals, they depend heavily on favorable deployment geometry—that is, they must be
positioned where they can effectively “see” both the BS and the vehicle. In addition,
due to path loss from two-hop reflection (BS—IRS—UE), IRS-assisted links often require
stronger incident signals or tighter phase alignment to be beneficial compared to direct
line-of-sight links. In this work, we adopt the widely used assumption of quasi-static phase
configurations for the IRS, consistent with prior works [27]. The IRS is pre-configured to
reflect signals toward designated zones based on its physical orientation and deployment
geometry. The current algorithm does not perform real-time phase shift optimization
but rather selects among available beam-IRS combinations based on learned context-
specific rewards. This abstraction allows us to focus on the high-level contextual beam
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selection problem without entangling it with the physical-layer phase design. However,
in practice, the integration of dynamic IRS control—particularly under high-mobility
vehicular scenarios—is an open challenge and represents a valuable direction for future
work.

IRS
ANEEEEEEE
|| HEEEE
ENEENEEER
[ | [ [ ]

1 1
| BS-VUE NLOS ==fpp |
1 1
| BS-IRSLOS .
1 1
1 1

IRS-VUE LOS ==Jp

\(« )

mmBS

Figure 2. IRS-assisted beam communication under blockages. The dotted red line with a cross symbol
represents a blocked (NLOS) path between the mmBS and the vehicle UE.

Algorithm 1 presents the C-MAB algorithm designed for a communication scenario
where a BS with with B beams and S distributed IRSs serve vehicles in a dynamic envi-
ronment. The objective is to optimize beam and IRS selection by leveraging contextual
information (c), as detailed in this section, to enhance decision-making. To give an example
of operation of the C-MAB algorithm, let C represent the set encompassing all possible
contextual information, and (b, s, c) denote an ordered triple consisting of beam b, IRS
s, and context c¢. The system records rewards for all combinations of beams, IRSs, and
contexts, forming the set Q¢ = {q(5)|b € B,s € S,c € C}. When a beam b; and an
IRS s; are selected for transmission at time £, an instantaneous context ¢;(t) is observed.
Subsequently, after a vehicle service duration of At, the reward g;(t + At) associated with
the current context is measured. This reward is then utilized to update the average reward
value of context ¢;(t) using the formula:

_ q_c,-(t) : ”c,-(t) +q;(t + At)

Ge,(t+ At) = WOES , @)

where 7, (t) represents the number of times the current context has been observed in
the past.

The learning strategy adopts an exploration-first approach. The algorithm initializes
parameters, including expected rewards (Qj(c)) and observation counts (Nj (c)), for all
beam-IRS configurations. In the exploration phase, a subset of beams is activated randomly,
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and vehicles are also selected randomly based on observed contexts. Depending on beam
availability, transmission occurs directly or via an IRS. The system updates expected
rewards and observation counts through a weighted update rule to adapt to changing
conditions. Transitioning to the exploitation phase after a specified number of exploration
rounds, the algorithm intelligently selects the top K beams with the highest expected
rewards. For each active beam, the algorithm determines the optimal transmission mode
(direct or IRS-assisted) to maximize rewards. Upon connection loss due to blockage or
vehicle movement, the reward values for each context-beam—IRS triplet are updated to
optimize long-term performance.

Algorithm 1 Contextual MAB for Beam and IRS Selection

1: Input: Number of beams B, Number of IRSs S, Contexts C, Exploration rounds T,
Maximum active beams K, Counter for observed (beam,context) pair N

2: Initialize: Q;(c) < 0 and Nj(c) <~ Oforallb € [1,B],s € [1,5],andc € C

3: procedure EXPLORATION

4: while t < T, do

5: Observe context ¢;
6: Randomly activate a set of beams K; from B
7 Randomly select vehicle v; based on c;
8: if There exists b; € K; such that Beam b; can reach v; then
9: Transmit directly via Beam b;

10: Record reward r;

11: else

12: Joint transmission via IRS

13: Record reward r;

14: end if

15: Update N/ (ct) < Ny'(ct) +1

16: Update Q; (ct) < Q! (ct) + % -1

17: end while

18: end procedure

19: procedure EXPLOITATION

20: while t > T, do

21: Observe context c;

22: Select a beam b with highest Q} (c;) values for active transmission

23: for Active Beam b; do

24: if Beam b; can reach v; then

25: Transmit directly via Beam b;

26: Record reward r;

27: else

28: Joint transmission via IRS

29: Record reward r;

30: end if

31: Update N;' (ct) = Ny! (ct) +1

32: Update tat (Ct) — tat (Ct) + 7]\];;@0 STy

33: end for

34: end while
35: end procedure

5. Results and Discussion

In the section, we present experimental results for the proposed C-MAB machine
learning based beam selection. The scenario considered for experiment is presented in
Figure 1, with the system parameters outlined in Table 1. In this scenario, we consider a
standalone single mmBS with 12 beams. At any given time, the BS can only activate four
beams for service. Vehicles are created and absorbed at certain locations on the map. Those
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locations are the main entrance point to the city and the exit point from the city. Moreover,
we also included several main parking spots in the city as vehicle creation and absorption
locations. A pair of vehicle creation and absorption locations is used to create a route
simulating a vehicle either passing through the city, entering to or exiting from the city.
We use A-STAR path finding algorithm [28] to establish the route for vehicles. We assume
that each of these vehicles requires downlink data service when entering the small cell. In
our simulation, there are 50 vehicles which continuously travel on the map. We simulate
three hours of operation, during which the base station begins with full exploration for
learning, and then it switches to full exploitation after the first 50% of the simulation time.
As the Explore-First strategy stops triggering exploration after the learning phase, this
enables us to focus on the study of learning effectiveness acquired during the learning
phase. The key simulation parameters used in our experiments are summarized in Table 1.
Experiments are conducted via our own developed Python Mobility Simulation Platform
(PyMoSim, version 0.8.10). The detailed documentation of PyMoSim, along with example
usage scenarios, is publicly accessible at https:/ /github.com/cfoh/pymosim-doc, accessed
on 22 June 2025. We plan to release the full source code of PyMoSim and our scenario setup
code in the near future).

The proposed C-MAB algorithm is selected for its lightweight, model-free nature,
which makes it well-suited for real-time decision-making at the network edge. Unlike
deep reinforcement learning (DRL) methods, which require large training datasets, exten-
sive tuning, and high computational resources, C-MAB learns directly from interactions
with the environment. This allows it to rapidly adapt to evolving contexts (e.g., vehicle
movement, traffic light transitions) without prior training or simulation. C-MAB is also
advantageous over location prediction or trajectory estimation methods, which typically
rely on accurate positioning data and historical mobility patterns. Instead, our approach
uses high-level context information—such as proximity and direction relative to mmBS or
traffic lights—making it robust even in GPS-challenged environments. However, C-MAB
also has limitations. Its performance can degrade in large or continuous context spaces due
to the need to estimate a reward for every context—action pair. Additionally, C-MAB does
not capture long-term or delayed rewards, which could limit its performance in sequen-
tial decision tasks with temporal dependencies. To address such scenarios, future work
may explore hierarchical or hybrid learning frameworks capable of modeling temporally
extended behavior.

The proposed algorithm does not directly estimate or rely on channel coherence
time, but rather focuses on link-level stability through the observed beam sojourn time.
At mmWave frequencies, where highly directional transmissions are used, the concept
of beam coherence time becomes more critical than traditional channel coherence time.
Beam coherence time denotes the interval during which a beam remains aligned with a
moving user before misalignment occurs and is typically an order of magnitude longer
than the channel coherence time. As argued in [29], frequent realignment based on channel
coherence intervals introduces excessive overhead; instead, beam realignment should occur
on the timescale of the beam coherence time to maintain efficient operation. In our model,
beams are fixed with a 30° beamwidth, which inherently allows for longer beam coherence
times. Beam reselection is triggered only when a user exits the beam sector or when the SNR
falls below a defined threshold. This design choice reduces the need for frequent physical
layer realignment and is well suited for urban vehicular speeds between 30 and 50 km/h
(approximately 8-13.8 m/s). Under such conditions, beam coherence times are typically on
the order of seconds, allowing our algorithm sufficient temporal margin to learn and select
stable beam associations. Even under higher mobility, the C-MAB framework successfully
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identifies long-lasting beam—IRS paths, improving robustness to short beam coherence
intervals and reducing control overhead associated with frequent beam association.

Table 1. Simulation parameters.

Parameter Value

Number of beams per mmBS (Ny,) 12

Carrier Frequency (f;) 28 GHz
Transmit power 30 dBm for BS/23 dBm for vehicles
Path loss exponent (LOS/NLOS) 1.9/3.8

Noise power —90dBm
Vehicle Speed 30-50 km/h
Traffic light duration (Light1/Light2) 22/18's
Simulation time 3h

Sampling time slot 0.1s
Simulation area 800 m x 450 m

5.1. Effectiveness of C-MAB on Connection Time

We conducted a comparative analysis of the C-MAB algorithm against classical MAB,
Best-SNR, and random beam selection schemes, focusing on the average beam sojourn
time. In the Best-SNR approach, the base station opts for a vehicle reporting the strongest
received signal strength in a greedy manner. In our C-MAB, we leverage our contextual
framework stated in Section 4. The beam sojourn time performance among the considered
schemes is compared in Figure 3. After the exploration phase, C-MAB exhibits a notable
increase, while MAB demonstrates only a slight uptick in mean beam sojourn time. This
disparity is attributed to C-MAB’s proficiency in leveraging contextual information for
decision-making, enabling it to outperform MAB by a factor of two, and significantly more
when contrasted with Best-SNR and random selection schemes.
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141 —— Random
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Figure 3. Average beam sojourn time performance of different beam selection schemes.

In Figure 4, the beam sojourn time performance of the proposed C-MAB is illustrated
for all beams. Following the exploration phase, there is a notable increase in the mean
beam sojourn time for most beams as the algorithm transitions into exploration. This
phenomenon is attributed to the increased utilization of certain beams in specific contexts,
leading to longer beam sojourn times during the learning phase. Notably, Beam-8, Beam-5,
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and Beam-3, along with Beam-10 and Beam-6, exhibit enhanced mean beam sojourn times.
The scenario portrayed in Figure 1 is in line with this observation, where the shaded areas
for these beams predominantly represent extended road coverages due to IRSs and higher
line-of-sight (LOS) instances owing to fewer obstructions.
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Figure 4. Average beam sojourn time of twelve beams with C-MAB.

Similar observations can be deduced from Figure 5, which illustrates the total utiliza-
tion ratio of each beam throughout the exploration and exploitation phases. During the
exploration phase, initial beam-sector selections are randomized across sectors. Sectors 2,
12,11, and 1 exhibit an extremely low selection frequency due to inherently minimal ve-
hicle traffic and shorter connection range due to weak received signal strength. Sector 4
similarly experiences limited selection since it lacks IRS deployment, compelling vehicles
traveling north to primarily rely on extended coverage from neighboring Sector 3, which
benefits significantly from IRS support. Sectors 7 and 9 display higher selection rates during
exploration due to heavy traffic on the main road; however, their selections drastically
shrink during exploitation due to short sojourn times. In contrast, Sector 3 experiences
a substantial increase in connection frequency during the exploitation phase, driven by
the synergistic effect of extended signal coverage from IRS deployment and prolonged
connectivity opportunities resulting from vehicles frequently stopping and waiting at
adjacent traffic lights. The C-MAB algorithm dynamically adjusts beam-sector selection
by prioritizing sectors that offer longer and more stable connection times during the ex-
ploitation phase, hence responding effectively to contextual conditions. It intelligently
considers IRS presence and infrastructure placement, consistently selecting sectors with
durable, high-quality connections while systematically deprioritizing sectors characterized
by transient, unstable connections. Consequently, the proposed C-MAB adeptly deal with
environmental and mobility dynamics by aligning specific contexts with available beams
to maximize rewards.

The C-MAB framework is computationally lightweight, making it amenable to real-
time implementation at base stations or edge servers. At each decision epoch, the algorithm
performs a lookup in the reward table indexed by the current context and selects the
beam-IRS pair with the highest historical average. Assuming a bounded context space
(e.g., 36 combinations from 3 distance bins x 3 directions x 2 traffic states), the table remains
compact. No gradient updates or offline training are required. We empirically observe
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rapid convergence: Figure 3 shows that the proposed C-MAB outperforms the classical
MAB by a factor of two only after 5000 s of exploration time. To further improve efficiency,
future extensions may apply context pruning strategies that remove low-utility or rare
contexts from the table, thus focusing learning on high-value decision regions.

Sector-2
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Sector-11

Sector-12

‘Sector-2
) Sector-1
Sector-11
Sector-12

@) (b)

Figure 5. Connection frequency distribution across different beam sectors during (a) the exploration
phase and (b) the exploitation phase after decision given by C-MAB algorithm.

5.2. The Impact of IRSs on Connection Time

The performance of C-MAB with and without IRS is also shown in Table 2. We assume
that an IRS can reflect one of the beams from a BS in a 180 degree perimeter based on its
orientation, which is fixed, providing coverage to one vehicle. Even though the IRS is
passive and thus incurs in more path loss, when strategically placed they achieve more
than a doubling in average connection time with the traditional greedy approach. This
is because it is difficult for a BS to be in LoS with more than one optimum connection
area, such as the waiting zone of a traffic light or a blind spot. Therefore, by using the
IRS as a “mirror”, these spots become “visible” to the BS. When paired with a C-MAB
algorithm, the new connection options can be more intelligently exploited, resulting in
more than a quadrupling of connection time. The proposed algorithm achieves this result
by “memorizing” the conditions that lead to the longest and shortest connection times.
Therefore, we try to avoid connections to vehicles that find themselves in conditions that
might lead to short connections and choose instead those vehicles with conditions prone to
long connections.

Table 2. The impact of IRS usage on connection time with comparison of average connection time (in
seconds) during exploration and exploitation phases with and without IRS assistance.

Case Exploration Explotation
With IRS 5.78 13.51
Without IRS 2.28 3.28

5.3. The Impact of the Traffic Light Context on Connection Time

Our simulation has generated various insightful examples, some of which are straight-
forward while others are more subtle. Generally, vehicles approaching a red traffic light
tend to have longer connections compared to those approaching green lights. However,
multiple context variables and numerous connection points are evaluated simultaneously,
creating interactions that can amplify or diminish individual effects, thus increasing the
complexity of the analysis. Figure 6 specifically evaluates the combined contexts related
to traffic lights. To produce this figure, simulation data was processed by calculating the
average connection duration for each combination of contexts observed. The range be-
tween the shortest and longest bars indicates the discriminatory power of these combined
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contexts—wider variations signify stronger predictive capabilities. For instance, the bar
with the longest average connection time corresponds to a scenario labeled “Green, Small,
Away, Far”, reaching approximately 24 s, although intuitively a vehicle moving away from
a green light that is about to change does not have a relationship directly. This result
emerges, in the considered scenario where two traffic lights are at the end main road, when
a vehicle moving away from one traffic light is simultaneously approaching another traffic
signal at the opposite end of the main road and eventually waits at the second light for an
extended period.

Mean Connection Time Per Combination of Contexts

Green, Small, Away, Far
Green, Mid, Away, Far
Green, Mid, Towards, Far
Red, Big, Away, Far

Red, Big, Away, Close

Red, Mid, Towards, Close
Red, Mid, Away, Close
Red, Big, Towards, Close
Green, Small, Towards, Mid
Red, Big, Towards, Mid
Green, Small, Away, Mid
Green, Big, Away, Far

Red, Big, Away, Mid

Red, Mid, Towards, Mid
Green, Big, Away, Mid

Red, Small, Towards, Close
Red, Small, Away, Mid
Green, Small, Away, Close
Red, Mid, Away, Mid

Green, Small, Towards, Close Description Contexts:
Green, Mid, Away, Mid L
Green, Big, Away, Close Closest traffic light colour {Green, Red}
Green, Mid, Towards, Mid Time until close traffic light changes colour
Green, Mid, Away, Close {Big, Mid, Small}

Red, Small, Away, Close

Green, Big, Towards, Mid

; {Towards, Away}
Red, Small, Towards, Mid Distance from closest traffic light
Green, Big, Towards, Close g

Green, Mid, Towards, Close {Close, Mid, Far}

Direction with respect to the closest traffic light

0 5 10 15 20
Average Connection Time (sec)

Figure 6. The impact of the traffic light on connection time.

Conversely, scenarios positioned at the shorter end of the chart, such as “Green,
Mid, Towards, Close,” yield predictably shorter connection durations due to vehicles
swiftly passing through a green light without stopping. A representative middle-range
scenario, for example, the eighth-longest bar (“Red, Big, Towards, Close”), illustrates a
vehicle approaching a nearby red traffic signal that will remain red for a longer time, thus
extending the connection duration slightly beyond the waiting time at the light. These
nuanced findings underline the value of leveraging machine learning to determine, through
iterative exploration, which combinations of contexts genuinely maximize connectivity
performance. Rather than relying solely on intuitive assumptions, this empirical approach
ensures that subtle yet critical interactions between multiple contextual variables are
effectively identified and utilized.

6. Conclusions

As new technologies constantly emerge to improve the future generation networks,
some existing techniques in mobility management may become under-performing which
directly challenge the overall network performance. Research interests in mobility manage-
ment will be renewed to seek for improved solutions or novel solutions to integrate with
the emerging technologies. The use of IRSs immediately challenge the beam-based mobility
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management by creating more complex multi-cell multi-IRS scenarios where multi-point
beam switching will become a major problem and require new techniques and analytical
approaches to maintain connectivity across the various network attachment points.

In scenarios with large networks high density of BSs, IRSs, and vehicles, the action
space expands to include multi-beam-IRS combinations. This can be accommodated
by extending the reward table and leveraging spatial grouping of IRS regions to reduce
complexity. The proposed C-MAB framework is also highly scalable and remains compu-
tationally feasible under increasing vehicle density. As more vehicles enter the network,
the frequency of context-beam interactions rises, which accelerates convergence and en-
hances learning robustness. The algorithm remains efficient due to its context-conditioned
structure, which naturally partitions the learning problem. Exploring more sophisticated
coordination among IRS panels, including shared context features, is part of our ongoing
and future research.
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Abstract: Optical neural networks are hardware neural networks implemented based on
physical optics, and they have demonstrated advantages of high speed, low energy con-
sumption, and resistance to electromagnetic interference in the field of image processing.
However, most previous optical neural networks were designed for coherent light inputs,
which required the introduction of an electro-optical conversion module before the optical
computing device. This significantly hindered the inherent speed and energy efficiency
advantages of optical computing. In this paper, we propose a diffraction algorithm for
incoherent light based on mutual intensity propagation, and on this basis, we established a
model of an incoherent optical neural network. This model is completely passive and di-
rectly performs inference calculations on natural light, with the detector directly outputting
the results, achieving target classification in an all-optical environment. The proposed
model was tested on the MNIST, Fashion-MNIST, and ISDD datasets, achieving classifica-
tion accuracies of 82.32%, 72.48%, and 93.05%, respectively, with experimental verification
showing an accuracy error of less than 5%. This neural network can achieve passive and
delay-free inference in a natural light environment, completing target classification and
showing good application prospects in the field of remote sensing.

Keywords: natural light processing; mutual intensity propagation; incoherent optical
neural network; target classification

1. Introduction

Traditional remote sensing detection methods, particularly electronic computing-
based image processing algorithms, face numerous challenges, including slow computation
speed and high energy consumption when handling large-scale remote sensing data. These
issues make it difficult to meet the demands for real-time performance and low power
consumption. As remote sensing technology rapidly advances, the number of remote
sensing platforms and sensors continues to increase and is constantly being optimized,
leading to a rapid growth in the volume of massive multi-source remote sensing data [1-3].
Therefore, developing an efficient and low-energy image processing technology has become
an important research direction in the field of remote sensing detection. In recent years,
optical neural networks (ONNSs), as hardware neural networks implemented based on
physical laws, have shown great potential in the field of deep learning [4-7]. Compared
with traditional electronic computing, optical neural networks have advantages such
as high speed, low energy consumption, and resistance to electromagnetic interference,
making them particularly suitable for handling large-scale parallel computing tasks. They
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have already achieved good development in fields such as computer vision [8-20], optical
communication [21-25], and multimodal signal processing [26-36]. However, most existing
optical neural networks are designed for coherent light inputs, which means that in practical
applications, an electro-optical conversion module needs to be introduced before the
optical computing device. This conversion not only increases the complexity of the system
but also significantly hinders the inherent speed and energy efficiency advantages of
optical computing, limiting the application of optical neural networks in actual target
detection tasks.

To overcome this limitation, researchers have begun to explore the design meth-
ods of incoherent optical neural networks (ICONN). Incoherent optical neural networks
aim to directly receive natural light input for inference calculations, avoiding the step of
electro-optical conversion, thereby preserving the high speed and low energy consumption
characteristics of optical computing [37]. M. Kleiner et al. discussed how the performance
of diffractive neural networks is affected by the coherence length and coherence time of the
light source, and they proposed optimization schemes for network design with incoherent
light inputs [38]. M.S.S. Rahman et al. studied the use of spatially incoherent diffractive pro-
cessors to achieve universal linear intensity transformations, demonstrating the application
potential of incoherent optical neural networks in fields such as imaging and signal process-
ing [39]. In the same year, the team also investigated the use of diffractive optical neural
networks for signal restoration in the presence of arbitrary opaque occlusions, showing
the application of robust optical communication systems in complex environments [40]. B.
Rahmani et al. proposed a method for transmitting full-optical images through multimode
fibers using incoherent light, employing diffractive optical neural networks to compensate
for distortions caused by multimode fibers, indicating the feasibility of using incoherent
light in diffractive neural-network-based optical communication and imaging systems [7].
The method proposed by S. Sun’s team, based on partially coherent optical neural networks
(PCONN), although theoretically promising, is limited in practical applications due to the
complexity of coherence measurements, which restricts its performance [41]. The incoher-
ent all-optical methods mentioned above still have defects such as difficulty in training,
large simulation errors, and the need for electrical domain activation.

In response to the aforementioned issues, this paper proposes a diffractive algorithm
for incoherent light based on mutual intensity propagation [42—44] and establishes a model
of an incoherent optical neural network on this basis. The model is completely passive,
directly performing inference calculations on natural light, and it does not require any
electro-optical conversion modules before outputting the light intensity at the detection
surface, thereby achieving target classification in an all-optical environment. The main
contributions of this paper include (1) proposing a new diffractive algorithm for incoherent
light that can effectively handle natural light inputs; (2) establishing an incoherent optical
neural network model based on this algorithm, achieving passive inference, and conducting
simulation tests on the MNIST, Fashion-MNIST, and ISDD datasets, achieving accuracies
of 82.32%, 72.48%, and 93.05%, respectively, and analyzing various factors that may affect
the model’s performance; (3) setting up an optical platform to experimentally verify the
proposed model, with an error in simulation accuracy of less than 5%, proving the model’s
effectiveness and robustness in a natural light environment.

The method proposed in this paper still has room for further development. First,
the model has currently only been tested and verified on image classification datasets,
and in the future, it can be further tested and optimized for object detection tasks on
large-scale remote sensing datasets. Second, because the model directly receives natural
light input, it is difficult for the network to generate nonlinear activation, which limits
the network’s performance on complex tasks. Possible solutions include exploring weak-
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light nonlinear mechanisms for natural light or introducing a small amount of electrical
domain computation to provide nonlinearity. Future research will focus on solving these
problems to further enhance the performance of incoherent optical neural networks in
practical applications.

2. Methods
2.1. Subsection

There are two commonly used analytical algorithms for the diffractive transmission
of incoherent light. One is based on Fourier optics, which calculates the output through
spectral conversion [37,45,46]. This method is usually suitable for simple imaging systems;
otherwise, the propagation modes of different spectral components will vary, causing
the system to be space-variant and resulting in errors. The other is the random phase
superposition method based on statistics [39,47]. This method interprets the input of
incoherent light fields as the superposition of multiple coherent lights with random initial
phases. These coherent lights are transmitted independently, and then the field strength
is calculated separately at the output surface before performing an incoherent average.
To obtain a stable output, this method typically requires a high number of superimposed
layers, resulting in high computational power demand. Moreover, both of the above
algorithms require the input to be completely incoherent light for calculation. In other
words, when there are changes in coherence within the system, they cannot perform
segmented optimization. In practical applications, especially in the field of remote sensing,
long-distance transmission often causes the coherence of the light field to change in various
ways. In this paper, we adopted a transmission theory for incoherent light fields based on
mutual intensity propagation. This method does not rely on statistical laws, which reduces
the computational power demand to a certain extent. Moreover, since the coherence of the
light field is fully preserved, the calculation can start at any point in the system. Therefore,
the system can be modeled in segments, corresponding to the multi-layer network in
neural network algorithms, allowing for layer-by-layer optimization. The following is the
derivation of this transmission model.

In nature, targets can be regarded as incoherent light at the initial plane, that is, the
degree of partial coherence is 0. Therefore, the input light field can be established as

J(P1,Py) =1(P1)8(P — P2) 1)

In Equation (1), ] represents the mutual intensity, I represents the light field intensity,
Py and P, represent the initial plane of the light field emitted by the target, and the delta
function indicates that the value of ] is equal to I only when P; and P, overlap. When P;
and P, do not overlap, ] = 0, indicating complete incoherence.

The general propagation formula for partial coherence can be obtained from the
statistical law of Rayleigh Sommerfeld diffraction formula, that is,

J(Q1, Q) = (u* (Q)u(Qy))

2
- ﬁﬂ JST(P1, Py) explik(ry —r1)] .

K(61) K(6,
I Iy

1 . 1 .
L L~ jldsyds,
I 19]

In Equation (2), J(Q1, Q2) represents the distribution of mutual intensity at the output
plane; r; and r; represent the distances between P, Q; and Py, Q,, respectively; and
K(61) and K(87) represent the tilt factors in diffraction. The above equation represents
the mapping relationship between the mutual intensity of two planes in free space, and
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there is no approximation, which follows the space-invariant principle. Therefore, it can be
established as a convolution formula:

J(Q1,Qz) = [J J(P1, P2)h(Pq)h* (P2)dS,dS;

3
= ](Pl, Pz) *h(PllPZI erQZ) ( )

In Equation (3), h is the point spread function of mutual intensity in free space. Further
solving the Fourier transform of this point spread function allows us to transfer Equation
(2) to the frequency domain calculation, which means that we can greatly accelerate our
calculation process using the fast Fourier transform (FFT) algorithm. As mentioned earlier,
this method can perform segmented optimization on the network.

After the light field has been transmitted, we can process the light field characterized
by partial coherence according to the system requirements to obtain the desired information.
In our task, what we need is the intensity of the final detection plane. Assuming the output
surface coordinates are Q/(x, y), it can be obtained by setting Q71 = Q/;:

1(Qn) =J(Q1, Q2)lq,—ar, (4)

In addition, we also note that in remote sensing scenarios, the targets are usually very
far from the system, and this distance usually satisfies the Fresnel approximation. Then,
we can derive the Van Cittert-Zernike theorem in partial coherent optics:

exp

i 2
J(x1, V1 %2, Va) = (1)121’) [[1(e8) exp{ —inZI(Axoc +AyB) }dcxdfs )

(Az
In Equation (5), « and {3 are the input surface coordinates, and x and y are the output
surface coordinates. The meaning of this theorem is that when the size of the incoherent
target itself and the observation plane are much smaller than the distance between them,
the mutual intensity of the observation plane is only related to the relative distance between
the two points. Specifically, the mutual intensity is proportional to the Fourier transform of
the target intensity. This theorem is also important in our network, as it greatly simplifies
the computational complexity of the input light field when mutual intensity is used as the
propagation dimension, allowing us to directly establish the neural network model from
the first acceptance plane of the system.

2.2. Principle of ICONN

The ICONN model designed in this paper is mainly divided into two modules: the
optical input module and the optical inference module, as shown in Figure 1. In the left
block diagram, the optical field input module is depicted, where the first lens serves as
the system’s optical aperture, primarily used for imaging. According to the resolution
requirements, an aperture is set on the imaging plane of this input module to filter out
a specified small field of view. The small field of view is then transformed into partially
coherent light by the second lens and output to the subsequent inference module. The
main functions of this input module are light collection, image plane segmentation, and
preserving the spatial coherence distribution of the light field.
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Figure 1. System structure diagram of the incoherent optical neural network.

The inference module mainly consists of multiple layers of incoherent optical neural
networks. The optical neural network is composed of discrete diffractive devices. The
spatial light field is modulated by the diffractive devices with linear phase modulation,
and after diffracting a certain distance in free space, it is modulated again by the next
layer of diffractive devices. After multiple layers of modulation and diffraction, the label
distribution preset during the algorithm training phase can be obtained. The label is further
measured by the output module. The modulation range of the diffractive devices is from
0 to 2m. During the training phase, the data type of the phase modulation quantity is set
to float32, and it is re-quantified in the subsequent output manufacturing stage. We will
discuss the impact of this quantization on network performance later in the text.

Here, we consider one modulation plus one free-space diffraction as one layer of the
optical neural network. Therefore, a single-layer optical neural network can be modeled as

2 j2me(ry — 11)

Z]
wij (P Pj) = (5 expl ) (6)
17
n%,j(Pil P]) (Pl/ P]) 1( Xy Xl) : t ]1 ]r e 2 1’1 Pm/ n (7)

In Equation (6), W%,j (Pi, Pj) represents the mutual intensity propagation mode of the
four-dimensional sub-wave source (P;, Pj), where 1 denotes the layer number in the net-
work, and i and j represent a pair of points on the P-plane. z is a constant representing
the center distance between the I-th layer and the next layer. A represents the center wave-
length of the optical field under the quasi-monochromatic approximation, and r; and r;
represent the distances from the sub-wave source to the output point. In Equation (7),
n},j (Py, Pj) represents the output function of the (i, j)-th neuron formed by (P;, Pj) in the I-th
layer of the network, where t| denotes the mutual intensity modulation coefficient of the
diffractive element.

There is a filter in front of the diffractive device, whose main function is to improve
the temporal coherence of the light field and provide quasi-monochromatic light input for
the modulation device. The final output result of the system is received by the detector,
and the classification result is determined by the label area set during the training phase.
The loss of the network is represented as

Loss = MSE(Ig; - scale,I) 8)

In Equation (8), we adopted the mean squared error (MSE) method to calculate our
loss. It represents the label distribution, and different classification tasks correspond to
different label settings. L., represents the network output result, and scale represents a
scaling factor for the output. Since the output of the optical neural network usually does

135



Photonics 2025, 12,278

not perfectly match the label setting, appropriately scaling the label can help the network
converge faster.

Optical neural networks typically have a small field of view, and our system also
has this characteristic because we placed an aperture on the focal plane of the first lens to
perform image plane filtering. However, we can achieve a larger field of view by arraying
the system or through line scanning and area scanning methods. That is, our system
can perform more complex tasks in a natural light environment, such as object detection,
without the need for prior electro-optical conversion, followed by image cutting and using
lasers and spatial light modulators to provide input for the subsequent inference model.
Our method is expected to achieve real-time processing of massive remote sensing data.

3. Simulation and Experiment Results
3.1. Simulation Strategy

The training and simulations were carried out in a CentOS 7.9.2009 environment,
using an Nvidia@4090 graphics card and an AMD EPYC 7282 CPU. The simulation tests
included performance evaluations of ICONNSs with different numbers of layers, while the
experimental tests focused on a single-layer ICONN. We will see in the following text that
the simulation and experimental results for the single-layer case are in good agreement.

We conducted simulation tests on the ICONN model proposed earlier, with the de-
tector ground truth settings shown in Figure 2. The ground truth is circularly distributed
around the center of the effective detection area. The average light intensity within each
square detection region corresponds to the score of a category, and the category with the
highest average light intensity is the output category.

1.0

0.0
0 5 10 15 20 25 30 35 0 5 10 15 20 25 30 35

(a) (b)

Figure 2. (a) The detector ground truth for a ten-class classification task. The overall effective
detection area is 40 x 40 pixels, the scoring box size is 3 x 3 pixels, the distribution radius is 15 pixels,
and the pixel size is 64 um. (b) The detector ground truth for a two-class classification task. The
overall effective detection area is 40 x 40 pixels, the scoring box size is 8 x 8 pixels, the distribution
radius is 10 pixels, and the pixel size is 64 pm.

During the simulation and experimental testing phases, we used the general image
classification datasets MNIST and Fashion MNIST, as well as an infrared ship detection
dataset, ISDD, to evaluate the performance of the ICONN model. The first two image
classification datasets are ten-class, corresponding to the ground truth in Figure 2a. For
the ISDD dataset, we performed preprocessing to conduct binary classification, i.e., ship
present and ship absent, corresponding to the ground truth in Figure 2b. The specific
processing method is as follows: First, we read the labels (boxes) from the annotation files
in the dataset and extracted fixed-width images centered on the label boxes as positive
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samples. Here, we set the width to 40 pixels, which has been verified to cover over 95%
of the target bounding boxes. Then, we randomly generated images from the large image
that do not overlap with the labeled bounding boxes and whose pixel grayscale values
are not all less than 10 as negative samples. The ratio of positive to negative samples
was approximately 1:1. The extracted small images were used as the new classification
dataset for subsequent simulation and experimental testing. All datasets were divided into
training and testing sets in a 4:1 ratio, with a batch size of 20. The loss function was the
mean squared error (MSE) between the network output and the ground truth. The network
operated entirely in the optical domain without the addition of activation functions, and
the learning rate was set to 0.001.

3.2. Simulation Result and Analysis

First, we conducted tests on the general image classification datasets MNIST and
Fashion MNIST. The training was iterated for 30 epochs, and the performance of networks
with 1 to 3 layers was tested. The simulation test accuracies were 79.75%, 82.11%, and
82.32% for MNIST, and 69.76%, 71.67%, and 72.48% for Fashion MNIST. The training results
and inference demonstration are shown in Figures 3 and 4. From the test results, we
can observe that the performance of the ICONN network increased with the number of
layers. However, since the ICONN network is a purely linear light intensity mapping,
this increase is not significant compared to fully connected networks in the electrical
domain or CONN/PCONN with one layer of nonlinear activation. Nevertheless, our
simulation demonstration clearly shows that after increasing the number of layers, the
label distribution on the detection surface was closer to the ideal ground truth. In other
words, most of the energy was concentrated within the label boxes, and the proportion of
light intensity for the correct label was higher. This can avoid misjudgments caused by
insufficient detector sensitivity, noise, pixel alignment errors, etc., and is still helpful in
practical detection tasks.

We also conducted tests on an open-source infrared remote sensing ship detection
dataset. The network was trained for 30 epochs, and the performance of networks with 1 to
3 layers was tested. In line with the application characteristics of optical neural networks,
we processed the remote sensing images based on the annotations in the dataset, with the
processing method described in Section 3.1. The training parameters for the network were
consistent with those in the previous section. The simulation test accuracies for networks
with 1 to 3 layers were 92.15%, 92.89%, and 93.05%, respectively. The training results and
inference demonstration are shown in Figure 5. Similar conclusions can be drawn from the
test results: the performance of ICONN did not significantly improve with an increase in
the number of layers, but the label distribution became more ideal and easier to measure.
Moreover, the excellent performance of our model on the ISDD dataset demonstrated its
great potential in the field of remote sensing detection.

In addition to the number of layers, we conducted simulation tests on other parameters
that may affect the performance of ICONN, including modulation plane pixel density, layer
spacing, and phase modulation bit depth. The modulation plane pixel density refers to the
number of pixels contained in the modulation plane when the area of the modulation layer
remains unchanged. This value can be adjusted by zero-padding the input image. The layer
spacing refers to the diffraction distance of light in free space after passing through one
layer of modulation. The phase modulation bit depth refers to the modulation precision
of the modulation plane. In each of the above tests, the method of controlling variables
was used, and the size of the input image and the size of the modulation layer remained
unchanged. The results are shown in Figure 6.
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Figure 3. (a) The training process of ICONN on MNIST and the confusion matrix on the test set after
training. From left to right are the single-layer, two-layer, and three-layer networks, with test set
accuracies of 79.75%, 82.11%, and 82.32%, respectively. (b) When the handwritten digit “0” is input,
the output demonstration of each layer of the network occurs, and the ten-dimensional feature vector
is calculated according to the set label, as indicated by the red box in the figure, which represents the
average light intensity in each of the ten scoring boxes. The first region is the brightest, indicating
that the network correctly assigns the input to the label “0”.
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Figure 4. (a) The training process of ICONN on Fashion MNIST and the confusion matrix on the test
set after training. From left to right are the single-layer, two-layer, and three-layer networks, with
test set accuracies of 69.76%, 71.67%, and 72.48%, respectively. (b) When the fashion item “T-shirt”
is input, the output demonstration of each layer of the network occurs, and the ten-dimensional
feature vector is calculated according to the set label, as indicated by the red box in the figure, which
represents the average light intensity in each of the ten scoring boxes. The first region is the brightest,
indicating that the network correctly assigns the input to the label “T-shirt”.
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Figure 5. (a) The training process of ICONN on ISDD and the confusion matrix on the test set after
training. From top to bottom are the single-layer, two-layer, and three-layer networks, with test
set accuracies of 92.15%, 92.89%, and 93.05%, respectively. (b) When the label “ship” is input, the
output demonstration of each layer of the network occurs, and the two-dimensional feature vector is
calculated according to the set label, as indicated by the red box in the figure, which represents the
average light intensity in each of the two scoring boxes. The first region is the brightest, indicating
that the network correctly assigns the input to the label “ship”.

The results show that for the three image classification datasets we tested, the original
image resolution and the modulation device resolution had little impact on the network’s
performance. However, the layer spacing, or more precisely, the Fresnel number F, which is
related to the diffraction effect, had a significant impact on the network’s performance. The
Fresnel number is defined as follows:
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Figure 6. Tests of various parameters affecting the performance of ICONN. In the tests, the input
image size and the modulation plane size were fixed, and the network consisted of three layers.
(a) Modulation density test: Different pixel densities of the spectrum and modulation layer were
obtained by adjusting the zero-padding of the input plane. The layer spacing was fixed at 0.1 m,
and the phase modulation bit depth was fixed at 32 bit. (b) Layer spacing test: The number of
modulation plane pixels was fixed at 40 x 40, and the phase modulation bit depth was fixed at 32 bit.
(c) Modulation bits test: The number of modulation plane pixels was fixed at 40 x 40, and the layer
spacing was fixed at 0.1 m.

In Equation (9), d represents the width of the diffraction plane, i.e., the modulation
device, and L represents the diffraction distance, i.e., the layer spacing. When the area of
our modulation device is fixed, if the layer spacing is set too small, the diffraction effect
between layers is weak, and the light field propagation is more akin to geometric optics.
The energy allocation effect brought by phase modulation is very weak, making it difficult
for the model to converge. As the layer spacing increases and the diffraction between
layers approaches Fresnel diffraction, the phase modulation can have a more pronounced
energy allocation effect, making the output results more likely to converge to the preset
label region. For this reason, in diffractive neural networks, increasing the pixel density of
the modulation plane, or the number of neurons, has a limited impact on ICONN. This is
because ICONN is driven by physical computation of diffraction effects, rather than the
mathematically driven computation of electrical neural networks based on parameter scale.
The physical propagation laws of light will somewhat limit the input-output mapping
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relationship. Our simulation results indicate that the network performance is optimal and
stable when the Fresnel number is in the range of approximately 25 to 250. Generally,
a shorter layer spacing can lead to a more compact and stable system. Therefore, it is
sufficient to take the maximum value of the Fresnel number. This conclusion applies to
optical neural networks based on diffraction effects.

The impact of phase modulation bit depth on network performance is also limited. Our
network uses torch.complex64 type data during training, corresponding to a phase mod-
ulation precision of 24 bit. However, when we reduced the modulation precision to 3 bit
during the testing phase, the network performance only dropped by about 1 percentage
point. When reduced to 2 bit, the network performance dropped by 1-3 percentage points.
Three bit means the network can only provide eight modulation phases: —3m/4, —m/2,
—mt/4,0, n/4, m/2, 3n/4, . Similarly, 2 bit can only provide four modulation phases:
—7t/2,0,7t/2, . This demonstrates the remarkable robustness of ICONN to the modula-
tion precision of modulation devices.

3.3. Experiment Result and Analysis

We constructed an ICONN experimental platform to verify our model, with the
experimental optical layout depicted in Figure 7. The right side represents the optical
input module, where we utilized a white light LED (MNWHL4, THORLABS), a polarized
beam splitter, and an amplitude SLM (HDSLMS80RA Plus, UPOlabs) loaded with the target
intensity distribution to simulate incoherent light input from a natural environment. The
left side comprises the optical inference module, which consists of a filter (532 nm =+ 20 nm),
a 4f system, a beam splitter, a polarizer, a phase SLM (PLUTO-2.1, HOLOEYE), and a CCD.
The polarizer is employed to meet the polarization sensitivity requirements of the inference
device, while the filter is used to obtain quasi-monochromatic light to satisfy the modeling
needs. The 4f system is designed to cut the image plane and map the mutual intensity
spectrum plane of the target onto the phase SLM. The phase SLM serves as the modulation
layer in the neural network, modulating the input incoherent light field by loading the
phase distribution trained in the electrical domain.
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Figure 7. Experimental optical layout. The setup consists of three modules: (1) Target source
simulation module (right) with an LED, aperture, polarizing beam splitter (PBS), and amplitude-
type LCoS-SLM for simulating far-field incoherent targets; (2) Light collection module (bottom left)
with lenses, aperture, polarizer, and A/2 waveplate for collecting and adjusting the polarization of
target light; (3) Inference module (top left) with a phase-type LCoS-SLM and detector for outputting
inference results.
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The input image had a pixel density of 80 x 80, with a pixel size of 32 um. The
modulation plane pixel density was set to 40 x 40. The distance from the target (amplitude
SLM) to the front focal plane of the 4f system was set to 0.308 m, which satisfied the Fresnel
approximation. According to the Van Cittert-Zernike theorem, the sampling interval of the
mutual intensity spectrum plane is 64 um. Since the mutual intensity spectrum is a function
of the difference in distance, the length is halved when mapped to a two-dimensional
space. Therefore, the sampling width is 40 x 40, resulting in an inference device size of
256 um x 256 pm. The magnification of the 4f system was set to 1. The spacing between
the phase SLM and the detector was set to 0.1 m, and the phase modulation bit depth
was consistent with the training results, set to 32 bit. A comparison of the experimental
and simulation results is shown in Figure 8a,b. The single-layer network achieved the
best accuracy of 87.57% on the ISDD dataset, demonstrating good agreement between our
experimental and simulation results.

Simulation Experiment

al
all

(b) Simulation Experiment
Accuracy = 92.15% Accuracy = 87.57%

(C) 50

40

30

10

0 10 20 30 40 50

Figure 8. (a) Comparison of simulation and experimental outputs of ICONN on ISDD. The red
box represents the label area for generating feature vectors. (b) Confusion matrix of simulation
and experimental results of ICONN on ISDD. (c¢) Impact of measurement area offset on network
performance. The modulation pixel size was 64 pm, and the detector pixel size was 3.45 um. The
horizontal and vertical coordinates represent the overall offset of the measurement label area, with a
step size of 2 detector pixels.
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The output of the optical neural network’s detection surface also involves a pixel
alignment issue. Especially when the number of network layers is small, the convergence
effect of the output surface is not good, and a large amount of energy does not fall within
the label area. At this time, the accuracy of the label area selection may also have an
undeniable impact on the network performance. Here, we conducted tests based on the
images obtained from the actual detector, performing a sliding test of the label area on the
actual image to observe the impact of measurement area offset on network performance.
The results are shown in Figure 8c. It can be seen from the figure that when the label area
was selected at its best, the test accuracy was 87.57%. When the offset was about 70 pm, the
network performance was still greater than 85%. This offset is already comparable to the
modulation pixel size (64 pm), showing that ICONN has good robustness to measurement
area offset.

4. Discussion

We have proposed an incoherent optical neural network based on mutual intensity
propagation theory, which is more readily convergent. The network operates entirely in
the optical domain and can directly perform computational inference on natural light, thus
featuring ultra-high real-time capability and truly zero energy consumption. Except for
the detector at the final output plane, all other components can operate passively (the SLM
used in the experiment can be replaced by a pre-fabricated DOE component). Therefore,
in the future, more energy can be devoted to reconfigurability, or a portion of electrical
domain computation can be added to provide nonlinearity and enhance performance. Even
in that case, our system would still possess significant advantages in terms of speed and
energy efficiency.

Our network also achieved excellent classification performance in remote sensing data
tests, which is expected to address the data explosion problem currently faced by the remote
sensing field. For example, it can expand the field of view through array integration, serve
as a feature extraction module to compress data, or directly perform target detection tasks.

We also conducted a series of simulations and experimental tests to investigate factors
that may affect the performance of ICONN. The results show that within a certain range,
the pixel density of the modulator has a negligible impact on network performance. In
contrast, the Fresnel number, which is controlled by the layer spacing, has a significant
impact on the network. Specifically, the network performance is optimal and stable when
the Fresnel number is in the range of approximately 25 to 250. Additionally, the modulation
depth of the modulator has a limited impact on network performance, and the performance
stabilizes when the modulation bit depth is greater than 3 bit. Pixel alignment at the
detection plane also affects network performance. When the deviation is less than one pixel
width, the simulation and experimental error is approximately 2-3 percentage points.

In summary, the ICONN network proposed in this paper is capable of directly per-
forming inference using natural light. It features all-optical passive operation, ease of
convergence, zero energy consumption, and zero latency. Moreover, it has demonstrated
excellent robustness and consistency in both simulations and experimental tests. This
paves the way for low-cost and high-efficiency optical computing systems. The network
holds great potential for applications in portable devices, edge computing, infrared remote
sensing, and onboard data processing for satellites.
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Abstract: In today’s era where the demand for computational resources by large models
is increasingly high, optical computing offers an alternative physical platform for compu-
tation. With its high parallelism and the maturation of integrated photonic technologies,
optical computing is expected to further support the computational resources required
by large models. For one-dimensional optical convolution accelerators, existing methods
can fully utilize the working bandwidth of electro-optic modulators and the frequency
resources of light sources. However, most convolution computations currently require the
execution of two-dimensional matrix convolutions, and existing encoding schemes suffer
a drop in terms of effective computations per second when performing two-dimensional
matrix convolutions. In response to this, we propose a new encoding scheme that can fully
utilize the computational resources of optical convolution accelerators. For convolution
operations with a kernel size of M x M, compared to existing encoding schemes, it can
achieve an M-fold increase in effective computation rate. This implies that under the
constraints of essentially the same hardware physical performance, adopting our newly
proposed encoding scheme can achieve a significant improvement in computational per-
formance. We construct an optical convolution acceleration system to demonstrate the
principles of the new encoding.

Keywords: convolution neural network; optical computing; matrix convolution

1. Introduction

The concept of the artificial neural network (ANN) originates from the study of the
mechanisms underlying the biological neural processing of signals. With the increasing
power of electronic integrated circuits, artificial neural networks and large language models
have demonstrated remarkable capabilities across an expanding array of fields, including
image recognition, natural language processing, and autonomous driving. However,
the evolution of traditional electronic computing chips has encountered two significant
limitations: the power consumption wall and the computation rate wall. These constraints
have impeded further enhancements in computational performance, urgently necessitating
the development of new physical computing platforms to surmount these obstacles.

In response to these challenges, a variety of processing chips aimed at intelligent
computing have emerged, such as IBM TrueNorth [1] and Google TPU [2]. These chips
have been designed to accelerate specific types of computations, particularly those involved

Photonics 2025, 12, 26

147

https://doi.org/10.3390 / photonics12010026



Photonics 2025, 12, 26

in deep learning and neural network processing. However, they still operate within the
constraints of electronic computing, which limits their scalability and energy efficiency.
For instance, electronic chips face challenges in handling the massive quantity of data and
complex computations required for training and inference in large-scale neural networks,
leading to increased power consumption and longer processing times.

Optical computing, leveraging the high-speed transmission and high parallelism char-
acteristics of light, stands out as a promising candidate for a high-performance computation
platform. The inherent advantages of optical computing include its ability to perform com-
putations in parallel, its low power consumption, and its potential for high-speed data
processing. These features make it particularly suitable for handling the computationally
intensive tasks required by large-scale artificial neural networks and other advanced Al
applications. For instance, optical computing can process multiple data streams simulta-
neously, reducing the need for sequential processing and enabling faster computation of
complex operations such as matrix multiplications and convolutions.

Currently, research is being conducted into several areas of optical computing, includ-
ing coherent optical computing [3], reservoir computing [4-6], and diffractive network
computing [7-9]. Coherent optical computing utilizes the phase and amplitude of light
waves to perform computations, offering high precision and efficiency. Reservoir comput-
ing, on the other hand, uses the natural dynamics of optical systems to process information,
providing a novel approach to machine learning and signal processing. Diffractive net-
work computing employs diffractive optical elements to create complex neural networks,
enabling efficient and compact optical processing systems.

Notable advancements have been made in multi-wavelength computation, as evi-
denced by the significant progress achieved in this domain [10-13]. Multi-wavelength
computation allows for the simultaneous processing of multiple wavelengths of light,
increasing the computational capacity and efficiency of optical systems. This is particularly
useful in applications such as optical communication and data processing, where large
quantities of data need to be transmitted and processed quickly.

Among these advancements, the employment of high-speed electro-optical modula-
tors facilitates the multiplexing of frequency- and time-domain signals, thereby enabling
optically accelerated matrix convolution operations. Electro-optical modulators are crucial
components in optical computing systems, as they convert electrical signals into optical
signals, allowing for the manipulation and processing of light. The latest work utilizes a
Bragg grating array to optimize electro-optic modulators for the realization of convolution
accelerators [14]. Bragg grating arrays can precisely control the phase and amplitude of
light, enhancing the performance of electro-optical modulators and improving the overall
efficiency of optical convolution accelerators.

For one-dimensional convolution operations, existing computational acceleration
schemes [13] can fully utilize the frequency resources of optical signals and the band-
width of electro-optic modulators for the optical acceleration of computations. However,
considering practical applications, most convolution operations in artificial intelligence
computations are two-dimensional matrix convolutions. Existing encoding schemes may
compromise actual computational efficiency when dealing with two-dimensional matrix
convolutions. When the size of a single convolution kernel is M x M, the number of
effective multiplication and addition operations per second is only % of that for one-
dimensional vector convolutions. This limitation significantly impacts the performance
of optical convolution accelerators in handling complex Al tasks that involve large-scale
two-dimensional data, such as image and video processing.

To address these limitations, we propose a novel matrix-vector mapping encoding
scheme. This scheme can fully utilize the frequency resources of optical signals and the
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bandwidth of electro-optic modulators, achieving the same number of effective multi-
plication and addition operations per second as one-dimensional vector convolutions.
Compared to existing two-dimensional matrix encoding schemes, it offers an M-fold in-
crease in computational operations. This enhancement not only improves the efficiency of
optical convolution accelerators but also paves the way for more complex and larger-scale
neural network applications to be efficiently processed using optical computing platforms.
By overcoming the challenges associated with two-dimensional matrix convolutions, our
proposed scheme enables optical computing to better meet the demands of modern Al
applications, offering a significant step forward in the development of high-performance
computing systems.

Moreover, the proposed encoding scheme has the potential to significantly impact
various domains that rely heavily on convolutional neural networks (CNNs). In the field
of medical imaging, for example, CNNs are extensively used for tasks such as disease
diagnosis, anomaly detection, and image segmentation. By accelerating the convolution
operations in CNNs, our encoding scheme can enable faster and more accurate analysis of
medical images, leading to improved diagnostic outcomes and more efficient healthcare
workflows. In the realm of autonomous vehicles, CNNs play a crucial role in perception
tasks, such as object detection, scene understanding, and navigation. The enhanced compu-
tational efficiency provided by our scheme can contribute to real-time processing of sensor
data, enabling autonomous vehicles to make quicker and more reliable decisions, thereby
enhancing their overall performance and safety.

Furthermore, the scalability of our encoding scheme makes it suitable for integration
with emerging technologies such as quantum computing and neuromorphic computing.
Quantum computing holds the promise of solving complex problems that are intractable
for classical computers, while neuromorphic computing aims to emulate the human brain’s
neural structure and functionality. By combining the strengths of optical computing with
these advanced technologies, we can potentially unlock new levels of computational
power and efficiency, paving the way for breakthroughs in fields such as cryptography;,
optimization, and artificial intelligence research.

The remainder of this paper is organized as follows. In Section 2, we present the
details of the more efficient frequency encoding scheme for optical convolution accelerators.
Section 3 describes the experimental setup and results, demonstrating the effectiveness
of our proposed scheme. Finally, Section 4 discusses the implications of our findings and
suggests directions for future research.

2. More Efficient Frequency Encoding Scheme for Optical
Convolution Accelerator

The optical vector convolution accelerator leverages the high bandwidth characteris-
tics of high-speed electro-optic modulators to perform simultaneous multiplication and
addition operations on optical signals of multiple frequencies [15-17]. The input vector
X € R" is encoded in the form of a time series within a one-dimensional voltage signal.
When the electro-optic intensity modulator is biased at 77/4, its response to the input optical
signal can be approximated as the product of the radio-frequency electrical signal and the
input optical power. The one-dimensional convolution kernel W € R which is the
reversed, W', where W/ = W,,_;, 1, is encoded into the frequency domain of the optical
signal. At timestamp i, the vector W" composed of optical signals of different frequencies
will undergo the same multiplicative factor X;. The total power of the current optical signal
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is given by the sum 2;71:1 X; W]f. The dispersion of the optical fiber is utilized to interleave
the frequencies of the optical signal. The following results are obtained.

Frequenc d
Z XiW] ; Xigj ] = D XisjaWnji = M)

Considering the sampling rate of the electro-optic modulator is (3, which means the
time interval between adjacent elements of vector X is %, and the number of available
frequency points of the optical signal is M, then, within a unit time, the vector convolution
accelerator can perform 2 x () x M multiplication and addition operations. With a sampling
rate of 172 GHz [18] and input of an optical signal with 1400 frequency components [19], the
optical vector convolution accelerator can perform multiplication and addition operations
atarate of 2 x 172 x 1400 = 481 T per second.

Convolution neural networks predominantly require the execution of convolution
operations on two-dimensional matrix inputs. For one-dimensional optical vector convolu-
tion accelerators, performing two-dimensional matrix convolution necessitates an encoding
scheme that transforms the convolution operations between two-dimensional matrices into
computations between one-dimensional vectors.

Taking a 3 x 3 convolution kernel as an example, let the input matrix be X € RN*N,
which is mapped to X' € RI*N? - The mapping is denoted as f : RNVN — RIXN,
An existing mapping scheme, proposed by Xu et al. [13] in 2021, is denoted as
fo : RNXN RIXN*.

fo(X) =X, X = X;j, k= ((i—1)mod 3) + 1+ (j— 1) *3+ [(i —1)/3] *3N  (2)

As shown in Figure 1a, the first 3 rows of the input two-dimensional matrix are taken
and concatenated into a one-dimensional vector by columns, and then this operation is
repeated by taking 3 rows at a time to complete the mapping from a two-dimensional matrix
to a one-dimensional vector. After completing the dimensionality transformation, the one-
dimensional vector is placed into the optical vector convolution accelerator. As shown in
Figure 1b, after frequency interleaving, every three timestamps, one is the value required
for the actual convolution computation. This means that compared to one-dimensional
vector convolution operations, the effective number of computations for two-dimensional
vector convolution after the encoding scheme f is only 1/3 of that of one-dimensional
vectors.

We propose another encoding scheme f; : RN*N — RI*N?,

AX) =X, X} = Xij k=i+(—-1)N (©)]

The matrix at the bottom of Figure 1a concatenates the entire input two-dimensional matrix
into a one-dimensional vector by rows. In the computation, as shown in Figure 1c, we take the
power sum of every three values in the frequency domain W;; ~ W; 3, and then sum X Yi -
It is not difficult to find that compared to the original one-dimensional vector convolution
operation, after adopting the encoding scheme f;, the number of effective computations
is essentially the same as the original, and compared to fy, for a 3 x 3 convolution kernel,
there is a three-fold increase. As showned in Table 1, given a sampling rate of 172 GHz and
an input optical signal with 1400 frequency components, the actual number of effective
multiply—accumulate operations per second required for the two-dimensional matrix
convolution of a 9 x 9 convolution kernel is increased from 2 x 172 x 1400/9 =53.5 T to
2 x 172 x 1400 =481.6 T.
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Figure 1. (a) Image signals converted to one-dimensional signal coding scheme: original scheme
(top), new scheme (bottom). (b) Calculation process of optical convolution for existing scheme [13].
(c) New optical convolution scheme proposed in this work.

Table 1. The number of multiply—add operations performed per second of original scheme and our
scheme for different kernel sizes.

Kernel Size 3x3 5x5 7 X7 9 X9
Original 160.53 T 96.32 T 68.8 T 5351 T
scheme

Our scheme 4816 T 4816 T 4816 T 4816 T

We constructed an optical convolutional neural network computing system to demon-
strate the actual working principle of the new encoding scheme. Figure 2a shows the
structure of the convolutional network, which consists of five layers. From front to back,
they are the input layer of size 28 x 28, a convolutional layer of size 8 x 26 x 26 with 8
convolution kernels each of size 3 x 3, a pooling layer of size 8 x 13 x 13, followed by a
flattening operation, and finally a fully connected layer with 10 nodes and the activation
function SoftMax for recognizing the handwritten digit dataset of the Mixed National
Institute of Standards and Technology database (MNIST), which comprises a total of 50,000
training data entries and 10,000 testing data entries. Out of the 50,000 training data entries,
10,000 were separated as evaluation data during the training process. The overall network
was trained by a computer, with the convolutional calculations performed by the optical
system shown in Figure 2e, and the subsequent fully connected layers and activation
functions completed by an electronic computer.

Eight convolution kernels of size 3 x 3 were transformed into one-dimensional vectors
and encoded onto the frequency domain of the input optical signal. In Figure 2b, for a
single convolution kernel, row-by-row concatenation was performed, and the encoding
operation was completed by a spectral shaper, ensuring that each element corresponded to
the intensity of an optical signal at a specific frequency, with adjacent frequency intervals
of Aw.

For the input matrix, we took the handwritten digit “2” as an example. In Figure 2c, ac-
cording to the encoding scheme f; (3), the two-dimensional input matrix was concatenated
row-by-row to obtain a one-dimensional vector, which was then encoded into the radio-
frequency voltage input of the electro-optic intensity modulator, with adjacent element
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time intervals of 1/(), where Q) is the sampling rate of the arbitrary waveform generator.
The bias of the electro-optic intensity modulator was set to 77/4.

T(u):sin2<”u+cp> z%—i—g% (cng, U < Uy) 4)

The transmittance T of the electro-optic intensity modulator as a function of the
external field voltage U, when the bias ¢ was set to 7, could be approximated as a linear
response, and subtracting the DC term completed the multiplication of the input optical
intensity X; and the modulator radio-frequency voltage W;.

cony LAl L Pooling Flatten Fully-Connected Softmax

C. d.

@

Frequency =———_=2¢

e. r L Frequency

High-dispersion Fiber \

3

Figure 2. (a) Convolutional network model framework. (b) Convolutional kernel decomposition pro-

Light Source s Spectral Shaper — EOM

cess. (c) Image decomposition process. (d) Calculation results after dispersive fiber. (e) Experimental
framework diagram.

To achieve frequency interleaving, the optical convolution system also required a
certain dispersion module to create a time-domain displacement of optical signals at
different frequencies. When the sampling rate of the arbitrary waveform generator is (),
and the frequency interval between adjacent elements of the convolution kernel is Aw, in
a system with a dispersion coefficient of D (ps/(km - nm)), such as an optical fiber, the
required total lengthis L = é Diag - After passing through the dispersion system, the result
shown in Figure 2d was obtained, and the required computational result was obtained
using the calculation method of Figure 1c and a power meter. For the multi-frequency
computation process, taking a 3 x 3 convolution kernel as an example, after the optical
signal passed through the dispersion fiber, a wavelength division multiplexer (WDM) was
used to group every three adjacent frequencies together, and the output was directed to an
optical power meter to measure the optical power sum corresponding to the current step.

For the experimental system we constructed to demonstrate the new encoding scheme
of the optical convolutional neural network, we could calculate the actual number of
effective operations per second and compare it with the existing encoding scheme. As
shown in Figure 3a, we built a light source with 9 frequency teeth, and the electro-optic
modulator operated at a sampling rate of 1.429 GHZ. As shown in Figure 3d, the current
system response had a standard deviation of 0.03987, corresponding to a signal-to-noise
ratio of 27.98 dB. We conducted simulation calculations using this numerical precision and
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obtained the performance of the current demonstration system for the MNIST handwritten
digit recognition task, as depicted in Figure 3f. For one-dimensional vector convolution,
the actual number of computations per second was 2 x 9 x 1.429 = 25.7 G multiplica-
tion and addition operations. After using the encoding scheme fj, the actual number of
computations per second for two-dimensional convolution operations was the same as
for one-dimensional vector convolution. For the encoding scheme fj, the actual number
of computations per second was reduced to 2 x 9 x 1.429/3 = 8.57 G multiplication and
addition operations. It can be seen that when the convolution kernel was a 3 x 3 matrix,
using the new encoding scheme f; for computing matrix convolution had three times
the improvement compared to the existing scheme. For larger convolution kernels, such
as 5 x 5,7 x 7, N x N, the improvement would increase with the increase in N, and it
w3would have N times the improvement compared to the existing scheme.
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Figure 3. (a) System experimental diagram, Dense Wavelength Division Multiplexer (DWDM),
Arbitrary Waveform Generators (AWG), electro-optic modulator (EOM), Photodetector (PD).
(b) Time-domain electrical signals loaded onto the modulator and finally detected by the power meter.
(c) Results of single, small-kernel calculations. (d) Error analysis of the system. (e) Features obtained
by computer calculations of the eight convolution kernels (top) versus features obtained by convolu-
tion of the optical system (bottom). (f) Confusion table. (g) Experimental setup.

3. Experimental Setup

The experimental procedure is meticulously illustrated in Figure 3a. The light source
employed in this study was a continuous-wave laser, which was characterized by a series
of frequency teeth ranging from 192.7 to 194.3 THz, with intervals of 0.2 THz, thereby
comprising a total of nine distinct frequency teeth. Prior to the introduction of the light
through the spectrum shaper, the initial spectral distribution is depicted in Figure 3a.

The spectrum shaper, specifically the Finisar 16000A model, played a crucial role
in encoding the convolution kernel information. That information, initially in a two-
dimensional format, was transformed into a one-dimensional vector and subsequently
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embedded into the spectral profile of the light source. This encoding process was essential
for the subsequent optical signal processing.

The input data for the experiment were derived from the MNIST dataset, which
consists of handwritten digit images. Each image is composed of a 28 x 28 pixel grid,
with grayscale values ranging from 0 to 255. To facilitate the encoding process, these
grayscale values were normalized to the interval [0,1]. The normalized values were
then encoded onto the radio-frequency input of the lithium niobate electro-optic intensity
modulator (iXblue, MX-LN-20, Saint-germain-en-laye, Ile-de-France, France) using an
arbitrary waveform generator (Keysight, M8196A). The arbitrary waveform generator
operated at a sampling rate of 1.429 GHz, as shown in Figure 3b. Under the limitation
of the current electro-optic modulator’s 3 dB bandwidth, we found that at the current
modulation frequency of 1.429 GHz, the system could ensure a high signal-to-noise ratio of
27.98 dB. Upon increasing the modulation frequency, it became challenging to maintain a
high level of signal-to-noise ratio; hence, we chose the current modulation frequency as a
compromise.

Due to the anisotropy of lithium niobate crystals, their electro-optic modulators are
polarization-dependent. Before the optical signal entered the electro-optic modulator, it
was necessary to use a polarization controller to rotate the polarization of the incident light
to the appropriate direction. The electro-optic modulator, which had an approximate half-
wave voltage of 5 V, was biased at 77/4 to achieve a more accurate linear approximation of
the input signal. The output voltage of the arbitrary waveform generator was modulated
to 100 mV to ensure that the response of the optical intensity to the voltage signal could be
approximated linearly.

Following the modulation process, the optical signal passed through an optical fiber
with a dispersion coefficient of 100 ps/(km - nm) and a length of 4375 m. The dispersion
introduced by the fiber was critical for achieving the desired frequency interleaving, which
was essential for the accurate computation of the convolution operations. After traversing
the fiber, the optical signals were measured using an optical power meter (Thorlabs,
RXM40AF, Newton, NJ, USA), as indicated by the orange line in Figure 3b. The measured
signals were then converted into a two-dimensional matrix to facilitate the observation of
the computational results at that stage, as shown in Figure 3c.

For the 8 3 x 3 convolution kernels used in this experiment, their positive and nega-
tive elements were separated to form 16 convolution kernel matrices, each with uniform
sign. The optical system computed the results, which are displayed at the bottom of
Figure 3d. These results were compared with the convolution results obtained directly from
an electronic computer, as shown at the top of Figure 3d. The current computational frame-
work, as depicted in Figure 2a, enabled the system to achieve an approximate recognition
accuracy of 97%, as illustrated in Figure 3e.

4. Discussion

It is a misconception to equate the product of frequency resources and modulation
bandwidth with the actual computational power in existing optical convolution systems. As
illustrated in Figure 1, for a single convolution kernel of size 3 x 3, the actual computational
power is merely one-third of the aforementioned product. This efficiency is likely to
decrease with an increasing convolution kernel size. In our computational framework, the
aforementioned product can be exploited to a high degree of efficiency, albeit at the cost of
additional summing operations at the backend. As a trade-off for improving the efficiency
of matrix convolution, we require additional Dense Wavelength Division Multiplexing
(DWDM) to perform the block summation depicted in Figure 1c. Fortunately, the currently
mature DWDM technology allows us not to worry about this additional cost.
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Currently, in the case of multiple physical computing systems with limited frequency
resources, these can be computed collectively within our framework and subsequently
integrated into a larger system with enhanced computational capabilities. In the demon-
stration experiments, only multiple independent lasers were employed to illustrate that the
subsystems can be integrated into a larger system. In actual deployment, thin-film lithium
niobate on-chip optical frequency combs coupled with on-chip electro-optical intensity
modulators can be utilized to achieve higher integration and more frequency resources,
which is anticipated to facilitate the deployment of optical accelerated computing into
practical applications in a more expedient manner.

Furthermore, our research reveals the potential of optical computing in handling
large-scale datasets. For instance, in image recognition tasks, traditional electronic comput-
ing methods require substantial computational resources and time, whereas our optical
convolution accelerator can significantly enhance computational speed, thus offering a
distinct advantage in real-time image processing and video analysis applications. This
advantage is not only reflected in speed but also in energy efficiency. The energy consump-
tion of optical computing systems is far lower than that of traditional electronic computing
systems, which is crucial for applications that require long-term operation and processing
of large quantities of data.

However, we also recognize that there are challenges in practical applications. First,
the stability and reliability of optical computing systems need to be further improved. For
example, optical signals may be affected by environmental factors during transmission,
such as temperature changes and vibrations, leading to errors in computational results.
Therefore, it is necessary to develop more advanced optical signal processing technologies
and error correction algorithms to ensure the stability and reliability of the systems. Second,
the integration and scalability of optical computing systems also need to be optimized.
Although current technologies for on-chip optical frequency combs and electro-optical
modulators have made some progress, there are still technical challenges in achieving
large-scale integration and diverse functionalities. Future research can explore new ma-
terials and manufacturing processes to improve the integration and scalability of optical
computing systems.

Moreover, the application scope of optical computing systems needs to be expanded.
Currently, optical computing is mainly applied to specific types of computational tasks,
such as convolutional neural networks, and the potential of optical computing in other types
of tasks, such as graph computing and optimization problems, has not been fully explored.
Future research can investigate the possibilities of optical computing in a broader range
of application fields, such as bioinformatics, financial analysis, and weather forecasting,
developing optical computing algorithms and system architectures suitable for these areas.

In summary, our research provides new insights and methods for the development
of the field of optical computing. By proposing a novel frequency encoding scheme and
optimizing system architecture, we have not only improved the computational performance
of optical convolution accelerators but also laid the foundation for the deployment of optical
computing in practical applications. In the future, with the continuous advancement and
innovation of related technologies, optical computing is expected to play a significant role
in more fields, providing more efficient and energy-saving solutions for solving complex
computational problems.
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Abstract: The proliferation of drones in civilian environments has raised growing concerns about
their misuse, highlighting the need to develop efficient detection systems to protect public and
private spaces. This article presents a hybrid approach for UAV detection that combines two artificial-
intelligence-based methods to improve system accuracy. The first method uses a software-defined
radio (SDR) to analyze the radio spectrum, employing autoencoders to detect drone control signals
and identify the presence of these devices. The second method is a computer vision module consisting
of fixed cameras and a PTZ camera, which uses the YOLOvV10 object detection algorithm to identify
UAVs in real time from video sequences. Additionally, this module integrates a localization and
tracking algorithm, allowing the tracking of the intruding UAV’s position. Experimental results
demonstrate high detection accuracy, a significant reduction in false positives for both methods, and
remarkable effectiveness in UAV localization and tracking with the PTZ camera. These findings
position the proposed system as a promising solution for security applications.

Keywords: UAV; SDR; autoencoders; YOLOV10; tracking; localization

1. Introduction

In recent years, due to technological development and cost reduction, unmanned
aerial vehicles (UAVs) have experienced exponential growth, making them devices that
are now accessible for the personal use of any citizen. The increasing popularity of UAVs
can also be attributed to their great versatility, as they offer a wide range of applications,
from recreational and informal uses to professional use in tasks such as search and rescue
operations, fire control, and other natural disaster operations, as described by Shakha-
treh et al., who analyzed the growing use of UAVs in various civilian applications and
the associated challenges [1]. Also, there are more applications. For instance, Khosravi
and Pishro-Nik designed UAVs for Package Delivery and Network Coverage tasks [2].
Others focused on the monitoring and assessment of agriculture, such as Ju and So, who
developed a system using multiple UAVs with a distributed control algorithm for system
performance in the agricultural environment [3].

However, this rise in the use of UAVs has also raised significant security concerns,
as UAVs can be used maliciously. In recent years, the main issues that can arise concerning
the use of UAVs have been analyzed. For instance, the use of UAVs for surveillance
purposes can pose risks to individual and intellectual privacy. Some of the malicious uses
of UAVs are the espionage of essential and famous individuals and industrial espionage
against companies, as explained by Lappa et al., who analyzed the perceptions of forty-
three security specialists on the risks and threats to privacy associated with the use of
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drones for surveillance [4]. Furthermore, there are other threats associated with UAV use,
such as smuggling or even terrorist attacks, as indicated by Yaacoub et al., who analyzed the
emerging threats of drone use in various attacks and countermeasures to prevent them [5].
For this reason, in the face of this emerging threat, the detection and neutralization of UAVs
have become a priority for governments and security organizations worldwide.

The detection of UAVs is a complex challenge due to the diversity in their size, shape,
and modes of operation; each UAV can have a different appearance and methods of
functioning and communication, making it challenging to develop a valid and effective
method for detecting any type of UAV. For this reason, Khan et al. provided a detailed
review and critical analysis of existing techniques for the detection of unauthorized UAVs,
such as acoustic detection, detection through computer vision techniques, detection based
on RF signals, or the use of radar, pointing out their possible advantages and limitations [6].
Each method has its advantages and disadvantages in detection, and most involve using
neural networks to identify the presence of UAVs based on the features extracted by
each technique.

Regarding acoustic detection, this method is based on the identification of sound
characteristics produced by UAVs when they are in operation, mainly due to the propellers’
movement and the motors” noise. Shi et al. developed a detection algorithm using two
arrays of four microphones arranged in a tetrahedral shape which could detect and locate
amateur UAVs utilizing a time delay of arrival (TDOA) algorithm and a support vector
machine (SVM) as a neural network [7]. Acoustic methods are instrumental in environments
where UAVs are not visible, although their effectiveness can be affected by background
noise and weather conditions.

Radar detection involves emitting signals that bounce off the UAV and return to the
receiver to estimate the UAV’s distance, speed, or shape. In [8], Semkin et al. implemented
a detection and classification method based on radar cross-section (RCS) signatures. At the
same time, Ezuma et al. developed a system to detect micro-UAVs using a frequency-
modulated continuous-wave (FMCW) radar along with a constant false alarm rate (CFAR)
detector with adaptive thresholding to detect the presence of UAVs [9].

RF-signal-based detection involves analyzing the communication signals that UAVs
emit and receive during their operation by capturing the RF transmissions between the UAV
and its controller. Machine learning techniques are typically used to classify and identify
whether the signals are coming from a UAV. An example is the study by Kaplan et al.,
which detected the presence of UAVs communicating using the FHSS technique in the
2.4 GHz band. This was performed through an initial cyclostationarity method that reduces
false positives and a variant of the STFT that extracts the necessary parameters to be fed
into the classification algorithms [10].

Lastly, UAV detection using computer vision involves using cameras and advanced
algorithms to identify UAVs in real-time images and videos. These computer vision systems
are mainly based on convolutional neural networks (CNNs) that are trained with large
datasets containing images of UAVs under different conditions. Park et al. analyzed six
object detection models to evaluate the accuracy of each in detecting UAVs using a PTZ
camera [11].

After conducting an in-depth analysis of each of the existing techniques for UAV
detection, it was concluded that none of them is perfect, as they all have some limitations.
However, computer vision techniques and RF signal analysis techniques offer the best
performance, making them the most effective for UAV detection.

Furthermore, it was thought that, since a single technique may have limitations, using
both methods together could enhance the system’s effectiveness. This is because the
limitations of one process can be compensated for by the other, resulting in a final system
with high performance capabilities for UAV detection.

Therefore, this article proposes a hybrid approach integrating a radio spectrum anal-
ysis module employing autoencoders for UAV detection and a computer vision module
based on the YOLOv10 (You Only Look Once) algorithm. Additionally, a localization
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algorithm is developed, where, when two fixed cameras detect a UAV, they indicate the
exact position to the PTZ mobile camera, along with a tracking algorithm that allows the
PTZ camera to follow the UAV continuously.

The rest of the paper is organized as follows: Section 2 reviews the state of the art of
the technologies used in this paper. Section 3 delves into the methodology used to develop
the UAV detection system, explaining the system’s logical and physical architecture and
the algorithms designed for the two modules. Section 4 contains the tests conducted and an
analysis of the results, and, finally, Section 5 presents the conclusions and future directions.

2. Related Work

The algorithms used for UAV detection, whether through RF signals or computer
vision, have evolved over the years due to the specialization and development of UAVs,
which necessitate increasingly novel, effective, and robust algorithms and systems to
counter the threat of UAVs being used for malicious purposes.

Regarding the algorithms used for detection through computer vision, object detection
algorithms are primarily employed, as these techniques use neural networks to locate and
classify objects in an image. This is the goal when using cameras: to identify UAVs from
real-time video feeds. These algorithms have continuously improved, always building
upon CNNs, which are networks capable of recognizing and learning features and patterns
in images [12].

Initially, two-stage detector algorithms were used, including the R-CNN, which has
three steps: feature extraction by generating different regions to be analyzed in the image,
running a CNN on each of these regions, and finally applying an SVM and a linear regressor
to classify the object [13]. An evolution of this algorithm is the Faster R-CNN, which is
faster because it generates regions more efficiently by introducing the region proposal
network (RPN) and unifying the algorithm’s stages [14].

Another object detection technique involves one-stage detectors, which are simpler
and faster than two-stage detectors while maintaining a high level of effectiveness and
accuracy, making them more suitable for real-time applications. Among them is the Single
Shot Multibox Detector (SSD), presented by Liu et al., which achieves very good results in
terms of precision for small objects by performing localization and classification tasks in a
single step [15].

Finally, the most advanced object detection algorithm currently, also a one-stage
detector, is the You Only Look Once (YOLO) algorithm, an algorithm introduced by
Redmon et al. where the image is divided into different regions, and bounding boxes are
predicted in each region along with their probabilities [16].

The YOLO algorithm has continuously advanced with each version, enhancing detec-
tion performance, speed, and accuracy. These improvements have proven valuable in UAV
detection applications across different scenarios [17-19].

The version used in this paper, YOLOV10, introduces two major advancements com-
pared to previous versions: a Consistent Dual Assignments mechanism for NMS-free
training and an Efficiency—Accuracy-Driven Model Design. These innovations include a
lightweight classification head, spatial-channel decoupled downsampling, and rank-guided
block design, which enhance both accuracy and efficiency, as explained by Wang et al. [20].

YOLOvV10 demonstrates superior accuracy and efficiency compared to previous YOLO
versions and other advanced models, making it highly suitable for real-time detection tasks.
As demonstrated by Wang et al. in his article, YOLOvV10 achieves the highest accuracy
(COCO AP%) with lower latency, which underscores its advantages in both precision and
speed for real-time applications.

When it comes to tracking a detected object, Chen et al. presented an algorithm for
the dynamic tracking of UAVs using deep learning techniques. Once the object is identified
with YOLOvV3, a PTZ camera follows the UAV based on its relative position, the PTZ angle,
and the coordinates of its position in the image [21].
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On the other hand, Sie et al. performed tracking using motion detection techniques
with a Kernelized Correlation Filter (KCF) and Discriminative Correlation Filter (DCF).
They also achieved 3D localization of a UAV by triangulating its position from the im-
ages captured from different viewpoints, successfully determining the object’s spatial
coordinates [22].

In terms of identification through radio spectrum analysis techniques, there are several
methodologies and tools employed, as well as a variety of neural network algorithms, for
UAV detection, each with specific characteristics and limitations. Ezuma et al. developed
a system capable of detecting and classifying up to 17 types of UAVs in environments
with interfering Wi-Fi and Bluetooth signals using a multi-stage detection approach that
distinguishes between UAV and interfering device signals and performs classification using
neighborhood component analysis (NCA) [23].

Nemer et al. designed a system that employs four hierarchically organized classifiers.
In this system, the first classifier is responsible for identifying the UAV presence, the second
classifier determines its type, and the last two classifiers are dedicated to identifying the
flight mode of the UAV [24]. For their part, AlKhonaini et al. implemented a similar hierar-
chical classification approach, but used a reinforcement learning algorithm which applies
Monte Carlo sampling to estimate the policy gradient, thus achieving an improvement in
detection and classification accuracy compared to the previous study [25].

In the field of radio fingerprinting detection, software-defined radio (SDR) is common
and frequently used, as it allows the processing of radio-frequency signals through software,
without requiring hardware modifications. Xiang et al. proposed a low-cost solution for
UAV detection which combines an SDR with an antenna array. Through an amplitude
comparison and least squares search method, they succeeded in estimating the angle of
the incident signal, although the system had limitations in urban environments due to
signal interference [26]. Flak developed a continuous monitoring system in the 2.400 GHz
to 2.483 GHz range using a LimeSDR-USB board, which allows the detection of UAV
communication signals by distinguishing specific features [27].

The use of autoencoders has also been presented in the literature for UAV detection,
as it is an appropriate method for anomaly detection. Jiang et al. developed a novel
detection system based on a spatial-temporal autoencoder using a temporal convolution
network (TCN) and CNN along with a dynamic threshold that indicates the presence of
anomalies based on the correlations of the flight data [28].

Basak et al. developed an autoencoder-based system called DEFEND, which uses RF
signals obtained through an SDR as input data and performs two tasks: classifying signals
that are known to the system and detecting those that are not. The novel signals, after being
detected, are clustered based on the extracted features to become signals known to the
system [29].

Contribution of This Paper

The proposed system in this article presents a hybrid approach for detecting intrusive
UAVs, combining two complementary detection techniques to ensure effective and rapid
detection. The employed techniques are the detection of radio signals produced between
the UAV and its controller using autoencoders that can identify anomalies in the analyzed
frequency bands, and visual detection through a camera system with YOLOv10, which can
locate the UAV in 3D and track it using an autonomous PTZ camera. In summary, the main
contributions of this work are as follows:

1.  Development of a detection system using autoencoders based on radio signals that
can operate in various frequency bands up to 100 MHz of bandwidth, with these
bands being selectable to monitor those most likely to be used by intrusive UAVs.
Moreover, the autoencoders do not require a database with UAV signals; they only
need samples of the frequency bands to be analyzed when there are no UAVs present
for training, which simplifies the creation of the database as it does not require data
labeling or samples with an operating UAV.
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2. Development of a scalable system with fixed cameras plus an autonomous PTZ
camera, where all cameras perform detection with the YOLOv10 algorithm trained on
a dataset of over 60,000 images obtained from various online sources.

3. Implementation of a triangulation algorithm with fixed cameras for 3D localization of
the UAYV to provide the exact position to the PTZ camera, in addition to a tracking
algorithm through which the PTZ camera continuously follows the UAV once detected,
keeping it always at the center of the camera’s image to prevent it from being lost.

4. Implementation of the complete system in which both the SDR module and the camera
module are in constant communication to indicate when either of them detects a UAV.
There is also communication using the Contact ID and SIA protocol with an external
alarm-receiving center, which is responsible for deciding the course of action when an
intruding UAV is detected.

3. Methodology

This part of the paper will discuss the algorithms designed for the implementation
of a hybrid drone detection system based on radio spectrum analysis, computer vision
techniques, and localization and tracking procedures. Initially, the hardware used to
construct the integral system will be described.

3.1. Hardware

The developed system is based on two computers that are responsible for controlling
and managing each module. One controls the SDR for the analysis of RF signals. At the
same time, the other is responsible for the computer vision block from the images of the
various cameras. A router is needed to connect the system components via Ethernet for
communication. This allows communication between the computers through sockets and
between cameras through IP addresses, ensuring all devices are on the same local network.

Figure 1 shows all the devices that make up the system. On the left side is the detection
module that uses the RF signals, consisting of the SDR and a PC inside an IP67 protection
box located next to the cameras, and, on the right side of the figure, is the computer vision
module. The router is the central element through which all devices are interconnected
via IP addressing or being physically connected via Ethernet. Likewise, the router also has
Internet access to communicate with the alarm-receiving center (ARC), which is located in
the security company’s facilities.

&

Ethernet connection ¢
PoE connection / ¥ s

USB connection

PROTECTION BOX 1P67 . PLACE TO PROTECT

Figure 1. Physical architecture of the system, where the colour of each arrow indicates the type of
physical connection between the devices.
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The four fixed cameras are the Hikvision DS-2CD2743G0-1ZS model (Hikvision Dig-
ital Technology Co., Ltd., Hangzhou, China). In contrast, the PTZ camera is the Dahua
PTZ1A225-HNR-XA (Zhejiang Dahua Technology Co., Ltd., Hangzhou, China), which is a
camera with a 2 MP CMOS sensor capable of 360° horizontal rotation and 180° vertical tilt,
featuring a 25x optical zoom. Both camera models have a minimum IP66 rating, making
them suitable for outdoor installation, and they support PoE+.

The SDR used for receiving the RF signals is the bladeRF 2.0 micro xA4 (Nuand LLC,
Rochester, NY, USA), which offers a frequency range from 47 MHz to 6 GHz and a sampling
rate of 61.44 MHz, expandable up to 122.88 MHz, with 2 x 2 MIMO. It has an integrated
Analog Devices AD9361 transceiver (Analog Devices, Inc., Wilmington, MA, USA) and an
Altera Cyclone V FPGA (Altera Corporation, ahora parte de Intel Corporation, San Jose,
CA, USA), enabling real-time transmission and reception for advanced applications. It is
physically connected to the computer via USB 3.0.

The two computers used are from the NVIDIA Jetson family and are both powerful
platforms specialized in Al development. The NVIDIA device responsible for the SDR
module is the Jetson Nano Developer Kit (NVIDIA Corporation, Santa Clara, CA, USA),
while the one for the cameras is the Jetson Orin Nano Developer Kit (NVIDIA Corporation,
Santa Clara, CA, USA). The latter is considerably more powerful than the former, as the
computational cost in computer vision applications is high, requiring a device capable of
managing five cameras using YOLOV10.

Finally, to perform IP addressing for the various components, a RG-EG105G-V2 (Ruijie
Networks Co., Ltd., Fuzhou, China) router is used, connecting both computers and the
network cable that provides Internet to communicate with the ARC over the network.
Additionally, the PFS3218-16GT-135 PoE (Zhejiang Dahua Technology Co., Ltd., Hangzhou,
China) switch is used to connect all the cameras as they are all PoE.

3.2. Logic Architecture

Before delving into the development of the algorithms for both modules, it is important
to understand the general logic of the system and how both modules are related and
communicate with each other.

Initially, the system was designed without fixed cameras, only a PTZ camera, so the
SDR module was the first step in detection. When it detected a signal that could be coming
from a UAV, it would alert the PTZ camera module, which would then begin sweeping the
entire area until the UAV was located.

However, the system has been improved with the addition of fixed cameras. Now,
when two fixed cameras simultaneously detect the UAV, they send the exact position to the
PTZ camera, and, once it detects the UAV, it begins to track it. The main objective of the
system is for the PTZ camera to identify the UAV and continuously follow it, allowing the
security company using this system to always know the UAV’s location. For this reason,
the PTZ camera can detect the UAV through two methods:

1.  Through sweeping. This situation occurs either when the SDR module detects the
UAV or when it is detected by only one fixed camera. In both cases, the UAV’s position
is unknown, so the PTZ camera begins to sweep its surroundings to detect it.

2. After being located by two fixed cameras. If two or more fixed cameras detect the
UAV, they send its position directly to the PTZ camera, which then moves directly to
the UAV’s location without needing to sweep.

Furthermore, once the PTZ camera locates the UAY, it tracks it. However, if the UAV
disappears from the camera’s view at any point because it has flown away or moved too
quickly for the camera to follow, the PTZ camera begins a post-loss sweeping period to
relocate it. If the UAV is not found after the sweeping period and no alarm is received from
another camera or the SDR, the UAV is considered to have left the area.

Finally, when the UAV is detected, an alert is sent to the security company’s ARC so
they are aware of the presence of a UAV in the protected area. Once the UAV is located and
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tracked by the PTZ camera, videos of the UAV will be periodically sent to the ARC, along
with a message when the UAV has disappeared.

Communication with the ARC is conducted through the Data Transport Layer Security
(DTLS) protocol, which creates a secure and robust communication link between the
detection system, acting as the client, and the ARC, acting as the server. The alarms
and videos themselves are sent using the SIA DC-09-2021 protocol (Security Industry
Association, Silver Spring, MD, USA). On the other hand, communication between the two
modules is carried out via sockets programmed in Python, just like the rest of the system.

3.3. SDR Module

In the development of the algorithm for the detection of drones through radio sig-
nals using artificial intelligence, it was necessary to consider some conditions that have
influenced the development of the algorithm and the selection of the neural networks to
be used.

Firstly, the system needed to be a generalist to detect any UAYV, regardless of the type,
the communication and control protocols it uses, or the frequency bands it operates on.
This is because the various UAV detection algorithms in the literature focus on detecting
UAVs that use only specific protocols or detect only a single frequency band.

Secondly, the system must be plug and play, meaning its installation should not
require testing or prior training at the deployment site. This implies that the selected
detection technique should not require an extensive and varied database to be created at
the installation site, as would be necessary with supervised methods such as CNNs. These
methods require collecting specific spectral data under different environmental conditions
and with different UAV models.

For these reasons, autoencoders were chosen. These constitute an unsupervised
learning technique that is trained only with unlabeled spectrum samples when no UAVs
are present. This means there is no need to manually generate a database at the deployment
site, ensuring the system meets the plug-and-play condition. Moreover, autoencoders allow
for the creation of a general algorithm, which will be explained later, that is capable of
detecting all types of UAVs as required.

The developed algorithm consists of two parts that run in parallel. The first part is
responsible for receiving and processing the RF signals obtained with the SDR, and the
second part analyzes the samples obtained to identify using the autoencoders whether
there is an intruding UAV based on the radio signals.

3.3.1. Reception and Processing of Data from the SDR

The first part is based on GNU Radio, and its purpose is to capture signals from
different frequency bands, calculate their power, and store them in text files, which will
be used in the second block for detection. Figure 2 shows the structure followed in GNU
Radio, consisting of four GNU Radio blocks. The first two blocks are native to the software,
while the subsequent two have been created based on the project’s requirements.

Options
Title: background 4

Output Language: Python
Generate Options: QT GUI

Variable
1D: samp _rate
Value: 100M

Variable Variable
1D: fft_size 1D: freq
Value: 2,048k Value: 2.45G

Variable
1D: directory
Value: fhome/d...ackground 4

logpewerfft_hamming power_analyzer ff_va
Sample Rate: 100M Sample Rate: 100M

Vector Length: 2.048k Center Frequeney: 2.45G
Reference Seale: 2 Vector Length: 2.048k
Frame Rate: 30 File Directory: /ho..round 4

Figure 2. GNU Radio schematic used to receive signals from the bladeRF SDR and process them for

Variable
1D: time: switch
Value: 2.2k

‘osmocom Source
Device Arguments: bi...sample
Sync: Unknown PPS

Number Channeis: 1

Sample Rate (sps): 100M

Selector
Enabled: Enabled
Number of Inputs: 1
Number of Outputs: 1

Cho: Frequency (Hz): 2.456
Cho: Freq tion (ppm): 0
Cho: DC Offset Mode: 0

Cho: IQ Balance Mode: 0
Cho: Gain Mode: False
Cho: RF Gain (dB): 60
Cho: IF Gain (dB): 20
Cho: BB Gain (dB): 20
Ch0: Bandwidth (Hz): 100M

Input Index: 0
Output Index: 0

input to the detection system.
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The first GNU block, Osmocom Source, is responsible for receiving complex signals
from the bladeRF SDR, where parameters such as the bandwidth, frequency, and gain of
the receiving system are set. The second block, Selector, is used to block data transmission
and is only employed when changing the system’s frequency. If it is not blocked, there is a
risk of data being stored incorrectly.

The third block receives the complex signals from the SDR and calculates the power
in dBm by applying a Hamming window. Finally, the fourth block stores the calculated
power of that frequency band in a text file, creating a separate file for each analyzed band.

Thus, the system first monitors a series of frequency bands with a bandwidth of
100 MHz, then calculates the power at 2048 points within that band, and, finally, stores those
values in a text file that is updated each time values for that frequency band are received.

For the tests conducted, three frequency bands commonly employed in UAV usage are
analyzed: 950 MHz, 2.450 GHz, and 5.80 GHz. In this way, three different files are generated,
containing various samples obtained from each of the frequencies. Each sample consists of
2048 power values, which, together, represent 100 MHz of that particular frequency band.
These samples of 2048 power values are the data input to the autoencoders for detection.

3.3.2. Detecting Algorithm Using Autoencoders

This second part involves analyzing the samples obtained in the first block by in-
putting them into autoencoders to determine if a UAV is present in any of the analyzed
frequency bands.

Autoencoders are used as anomaly detectors within the frequency bands. When
the system is launched for the first time after installation, it begins collecting data from
the bands to be analyzed, which will be used to train the autoencoders. These samples
correspond to the signal power in the absence of a UAV, allowing the training of a specific
autoencoder for each frequency band. This data collection and training process is automatic,
and, once it is complete, the detection system starts, along with the camera module. If the
system shuts down for any reason, it will resume directly with the detection process upon
restarting as the training will already have been completed.

Since the training data correspond to the signal power in the absence of a UAV, when
inference is performed on the signals constantly received from each band, if the input
data do not contain UAV signals, the autoencoders, trained on such data, will reconstruct
the signal with low error. However, if the input data contain UAV signals, which were
not present during training, the reconstruction error will be high, indicating the possible
presence of a UAV.

Figure 3 demonstrates this. In the example on the left, the spectrum of the 2.45 MHz
band and the reconstruction of the band after passing through the autoencoders are shown.
The reconstruction is similar to the input signal, resulting in a low error, as shown in the
black spectrum, indicating no UAV in this band. In contrast, in the example on the right,
the autoencoder is unable to reconstruct the input signals, resulting in a high reconstruction
error, indicating the potential presence of a UAV. The figure was generated in Python 3.8
using the Matplotlib library, employing the power vectors extracted from GNU Radio and
the power vectors obtained after processing them through the autoencoders.

Based on this, the system continuously analyzes each frequency band for anomalies
that could indicate the presence of a UAV. An alert is sent to the camera module only
if anomalies are detected in the same section of the frequency band in two consecutive
readings. An anomaly is considered to be present when the reconstruction error of the
signal in that part of the band exceeds a certain threshold.
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Figure 3. Examples of the performance of the autoencoder-based detection algorithm: (a) shows a
situation of no detection as the autoencoder can reconstruct the input signal properly, (b) shows a
detection in the part surrounded by the red circle, because the reconstruction error there is very high,
as the autoencoder has not been able to reconstruct the input signal, indicating the possible presence
of a UAV.

The requirement of two consecutive readings with anomalies is due to the high likeli-
hood of false positives caused by interfering signals in the frequency bands. An anomaly
detected in a single reading could result from a momentary interference and may not
necessarily indicate the presence of a UAV. Therefore, by requiring anomalies to be recur-
rent in two consecutive readings, the possibility of false positives is reduced, improving
detection accuracy.

The following part explains the steps the algorithm takes to determine if a UAV is
present in a frequency band after two consecutive data readings.

1. Sample Reception: N samples of a specific frequency are received. These samples are
fed into the autoencoder, producing N corresponding reconstructions.

2. Reconstruction Error Calculation: For each sample and its reconstruction, the follow-
ing takes place:

*  Both the sample and its reconstruction are divided into M segments.

*  The reconstruction error is calculated for each segment individually.

e [tis checked whether the reconstruction error in any segment exceeds a prede-
fined threshold.

*  The segments m in sample n where the error exceeds the threshold are recorded.

3.  Storing Results: This process is repeated for all N samples, storing the segments
where the reconstruction error exceeds the threshold for each sample.

4. Segment Analysis: For each segment, the percentage of samples that have exceeded
the initial reconstruction error threshold is calculated.

5. Anomaly Detection: If the percentage in any given segment exceeds a second de-
tection threshold, an anomaly is considered to be present in that segment of the
analyzed frequency.

6.  Detection Confirmation: The process is repeated when N new samples of the same
frequency are received. If an anomaly is detected in the same segment of the frequency
in this second iteration, the presence of a UAV is confirmed.

Figure 4 graphically illustrates step 2, “Reconstruction Error Calculation”, from the
previously described process, while Figure 5 shows the steps of “Storing Results”, “Segment
Analysis”, and “Anomaly Detection”.
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Figure 5. Steps of Storing Results, Segment Analysis, and Anomaly Detection in the autoencoder-

based detection process.

Thus, autoencoders are utilized to identify the presence of potential intrusive UAVs by
analyzing and comparing the RF signals received from each band with the training data of
the band obtained in the absence of UAVs. This approach ensures that the system does not
require the manual creation of a complex database, wherein UAVs would need to be flown
in the installation area in order for UAV signals to be captured for the database. Moreover,
with this approach using autoencoders, the algorithm is capable of identifying all types

of UAVs.
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The architecture of the developed autoencoders can be seen in Figure 6 and is com-
posed of seven layers, where the input layer has 2048 values, corresponding to the length
of the power samples, and the dimensionality is reduced to only 32 neurons. Each
layer has a ReLU activation function, except for the output layer, which uses a linear
activation function.
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Figure 6. Architecture of autoencoders used for drone detection. The green part, enconder, represents
the compression of the input data. The blue is the latent space, which is the representation of
compressed data, and the orange, decoder, represents the reconstruction up to the original dimension.

For the training process, the input data are passed through a Savitzky—Golay (Savgol)
filter, and the model is trained for 400 epochs using the Adam optimizer with an adaptive
learning rate of 0.001 that varies based on the model’s validation performance. The model’s
loss function is the Mean Absolute Error (MAE), which evaluates accuracy by measuring
the average difference between the autoencoder outputs and the original inputs. The MAE
is suitable for this model as it provides a direct measure of the magnitude of the prediction
error in the same units as the original data, facilitating the use of a threshold for detection.

3.4. Computer Vision Module
3.4.1. YOLOV10

As previously explained, all the cameras in the system use YOLOv10 for UAV detection,
utilizing a custom model trained with a dataset comprising the Birds vs. Drones dataset [30],
Maciej and Marek UAV dataset [31], and the GSV-Cities dataset [32]. From these three sources,
60,178 images were used, divided into 48,521 for training and 11,657 for validation.

The reason for using such an extensive dataset is to represent as many real-world
scenarios as possible. It includes images of UAVs of different sizes and types, at various
distances and under different weather conditions, and in diverse flight environments. There
are also background images and elements that could potentially confuse detection, such
as birds.

The training was carried out using the YOLOv10-S model, a small version that balances
speed and accuracy. It is the most powerful version that could be trained using the created
dataset and the selected hyperparameters given that the computer used for training did
not have sufficient computational capacity for more complex architectures.

The training was set to 400 epochs with a batch size of 32 and employed data aug-
mentation techniques. The training process lasted approximately three days and yielded
very good results when analyzing the metrics extracted by YOLOV10, as shown in Figure 7,
achieving very high precision and recall values.
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Figure 7. Results of the model trained with YOLOv10.

3.4.2. Tracking Algorithm

The UAV tracking process is conducted using the PTZ camera once the UAV is detected,
automatically adjusting the camera’s orientation to keep the UAV continuously located,
thanks to the developed algorithm, which is based on three main functions.

The first function involves adjusting the camera’s zoom to optimize the UAV’s size
relative to the total image frame. This is achieved by analyzing the percentage of the
UAV’s area compared to the total area based on the camera’s current zoom, as illustrated in
Figure 8, and then adjusting the zoom to ensure the UAV has a specified size in the frame.

»H
v

Py
Figure 8. Parameters used for zoom adaptation from UAV detection.

The established value for proper operation is to ensure that the detection area repre-
sents between 0.5% and 1.2% of the screen area. If the UAV’s area is above or below these
threshold values, the camera’s zoom is adjusted accordingly.

These limits ensure that the UAV is large enough to be detected by YOLOv10 while
also being small enough relative to the screen to prevent it from quickly disappearing from
the camera’s view due to its rapid movements. If the UAV is too large on the screen, it is
more likely to move out of the camera’s field of view easily.
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The second function is used to calculate the field of view (FoV) of the PTZ camera
based on the current zoom level and knowing the camera’s specifications. It first establishes
a simplified linear relationship between the zoom level (0 to 25) and the focal length
(4.8 mm to 120 mm) using Equation (1), which computes the focal length f(z) from the
zoom level z:

z

f(Z) :fmin+(fmux_fmin)*7 1)

ZOMM 0y

Then, the field of view (FoV) is calculated using the focal length and the camera
sensor’s size, as shown in Equation (2):

d
FoV =2 xarctan (2*(2)) )
where d is the sensor dimension representing the horizontal FoV width and the vertical
FoV height. The sensor size values are assumed to be 5.7 mm X 2.88 mm, based on the
manufacturer’s information.

Finally, the third function calculates the relative movement that the camera must make
on the pan and tilt axes to keep the UAV at the center of the camera view. This function
is based on trigonometry applied to a circle and its chord, where the chord represents the
deviation in the image. The calculation is performed independently for both axes of the
screen (horizontal and vertical).

First, the camera’s FoV is needed from the current zoom level, calculated using the
previous function, as the FoV defines the angle of view (6) that delimits the chord used in
the calculations. To simplify the trigonometric calculations, a circle with a radius of r = 1
is used, allowing the chord length to depend only on the angle 6. Second, it is necessary
to calculate the distance from the center of the circle to the chord ¢y using Equation (3),

as illustrated in Figure 9a.
co = CO0S <Z> *7 3)
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\\\
N
N Co P
r . Y
e /
\\\ /

(@) (b)

Figure 9. Representation of the trigonometry used to calculate ¢( in (a) and deviation in (b), where,
the black dotted line refers to the centre of the image over the centre of the circle and the purple
dotted line to the position where the UAV is located.

Once this value is known, any deviation of the UAV from the center of the image can
be calculated, allowing us to determine &, which represents the angular correction that the
camera must apply to center the UAV. The deviation is the difference calculated between
the midpoint of the image and the center of the detection on the axis. Figure 9b illustrates
how the angular correction is derived from the deviation of the UAV detection from the
center, and Equation (4) provides the value:

4)

(deviation)
« = arctan| ———

€0
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Compared to existing tracking systems, which often rely on fixed zoom levels or less
dynamic orientation adjustments, this algorithm provides a significant improvement in
responsiveness and accuracy. Its reliance on real-time data and camera specifications allow
it to operate effectively without requiring extensive computational resources, making it a
robust and efficient solution for UAV tracking.

The key innovation is the dynamic zoom adjustment, which continuously analyzes
the UAV’s size in the frame to balance visibility and coverage, preventing the UAV from
becoming too small to detect or moving out of view. Additionally, the algorithm calculates
the camera’s FoV in real time based on the zoom level, leveraging the camera’s optical spec-
ifications to fine-tune its orientation with precision. Lastly, to ensure smooth and accurate
tracking, continuous recalibration is carried out based on trigonometric angular correction.

3.4.3. Localization Algorithm

The localization of the UAV is performed using fixed cameras. If two or more cameras
detect the UAV, they send its exact position to the PTZ camera using an approach based on
the intersection of the detection vectors. Figure 10 shows how localization is carried out
when two cameras simultaneously detect a UAV.

—  AXis

———p Start direction

ey Calculated UAV direction
———p Direction to be taken by the PTZ

! = ) Xr1Yr1Zr1

i = X

x z
Xprz¥YprrzZprz r2Yf2%f2

Figure 10. Schematic for UAV position estimation using two fixed cameras.

Each fixed camera has a “start direction”, which is the direction in which the camera is
oriented. When a UAV is detected, the “calculated UAV direction” is computed, indicating
the precise orientation of the UAV relative to the camera that detected it. These calculated
directions are three-dimensional vectors obtained from the start direction of the camera
and its deviation to the central point of the detection box, calculating the deviation angle in
terms of pan (horizontal) and tilt (vertical) within a range of 0° to 360°.

A non-linear least squares optimization method finds the lines” intersection points
representing the fixed cameras’ detection directions. The objective function to minimize is
the sum of the squared distances from an estimated point in three-dimensional space to
each of the lines defined by the detection directions of the cameras. Mathematically, this is

represented by Equation (5):
ﬁ_r—)*_ (”i:P)_’*dz’ *&’Z
di * di

77 is the origin point of camera i, while p is the estimated point in space representing
the UAV’s position and d; is the detection direction of camera i. This calculation is based on

2
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projecting the estimated point onto each of the lines and measuring the Euclidean distance
between the point and its projection.

Minimization of this function is performed using the Sequential Least Squares Pro-
gramming (SLSQP) algorithm from the SciPy library. The goal is to find the values of x, v,z
that minimize the following function (6):

min Z Diz 6)
P

Once the UAV’s position is estimated, the vector connecting the PTZ camera’s position
to the UAV’s position is calculated. This vector is then transformed into pan and tilt units
using Equations (7) and (8), which normalize the calculated angles to an appropriate range
for controlling the PTZ camera:

_atan2(y, x)
pan = L) @)
., arcsin(z)
tilt = —— == ®)

The innovation in the localization method using fixed cameras lies in its combination
of simplicity and precision in determining the UAV’s position. Each camera computes
the UAV’s orientation based on deviations from its initial direction, resulting in three-
dimensional vectors. The intersection of these vectors from multiple cameras is then
calculated using a non-linear least squares optimization method. This approach min-
imizes the Euclidean distance between the estimated point and the vectors, ensuring
precise localization.

This method enhances accuracy without requiring complex hardware setups like
multiple PTZ cameras. Additionally, it operates in real time and integrates seamlessly with
the PTZ camera, directly providing positional data to adjust its focus and tracking. The nov-
elty also lies in its robust mathematical foundation, which employs the SLSQP algorithm,
ensuring efficient and accurate computation, even in dynamically changing scenarios.

4. Results Discussion

To evaluate the performance of the developed algorithms and the overall system,
various tests were conducted to cover as many scenarios as possible. These tests were
performed in different spaces using different types of UAVs and at various times of the day
to assess the response of the SDR module and the cameras to the presence of an intrusive
UAV, thereby determining the system'’s effectiveness in terms of detection.

The testing process was also crucial for analyzing the system’s limitations and identi-
fying which parameters or situations lead to successful or unsuccessful detection. Factors
such as the distance to the UAYV, its speed, and the electromagnetic interference in the
testing environment were considered.

In most of the tests conducted, the results were analyzed separately, examining the
performance of each module individually, as communication between the two modules
has never posed a problem. The primary challenge of the project was to ensure that both
the SDR module with the autoencoders and the computer vision module accurately detect
UAUVs, as well as perform localization and tracking functions appropriately.

Each module presented its challenges. For radio-frequency signals, it was necessary to
determine whether the algorithm based on autoencoders is effective and how parameters
such as the distance of the UAV, which affects the signal strength received by the SDR,
impact performance. Additionally, it was important to examine if the algorithm’s effective-
ness is compromised when operating in environments with numerous interfering signals
in the frequency bands being analyzed.
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For the camera module, the main challenges were related to assessing the detection
performance based on the UAV’s distance and speed, determining whether the localization
system can correctly triangulate the UAV’s position and send the precise location to the
PTZ camera, and, finally, evaluating if the PTZ camera can successfully track the UAV.

4.1. SDR Module Results

The first and primary aspect to analyze in the behavior of the SDR module’s algorithm
was its ability to detect signals from intrusive UAVs. For this purpose, tests were conducted
in different environments where a UAV was flown at various distances to determine if the
system can indicate the presence of a UAV.

Figure 11 shows the results of all the tests conducted, illustrating the detection success
rate as a function of the distance to the UAV. The success rate is simply the percentage of
times the UAV was detected by the algorithm out of the total number of times the UAV
was flown at that distance.
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Figure 11. Detection test results using the SDR module as a function of distance from the UAV.

The results show that the UAV detection system achieved a performance of practically
100% at distances of 10 and 20 m, indicating high accuracy and reliability at close ranges.
However, as the distance increased, the detection efficiency decreased. This trend can
be explained by the signal strength received by the SDR; the further away the UAV is,
the lower the received power, making it more challenging for the algorithm to identify
anomalies in the received signals.

Nonetheless, the results for these longer distances are still favorable, with successful
detection rates of 89% and 83% at distances of 30 and 40 m, respectively, dropping to the
lowest value of 80% at a distance of 50 m.

It is important to note that the effectiveness of the algorithm is significantly influenced
by the dataset used to train the autoencoders. Generally, the larger the dataset, the better
the detection algorithm will perform, as it will have been trained with a greater number
of samples. This is particularly crucial in highly saturated bands like those used by Wi-Fi,
where there are many interfering signals. A more extensive dataset would include more
samples of all these non-UAYV signals.

Ideally, when installing the system, the algorithm should collect data from the spec-
trum of each band for an entire day. This would provide samples of the radio spectrum’s
state in each band when no UAV is present at different times of the day, which is important
as the signals present may vary throughout the day. For these tests, the training was
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conducted with data collected over periods of less than two hours, so, with more data,
detection could be more effective.

The second aspect analyzed was the average time taken to detect the UAV as a function
of distance. As mentioned earlier, greater distances can make detection more challenging
due to the weaker signal strength received, which also results in increased detection time.

Figure 12 illustrates this situation, clearly showing that, as the distance increases,
the time required for the algorithm to identify the presence of the UAV also increases.
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Figure 12. Time required for UAV detection as a function of distance.

At a distance of 10 m, the detection time was minimal because, as previously explained,
determining the presence of a UAV requires detecting an anomaly in the same part of the
frequency band in two consecutive readings of the same band. Therefore, the time needed
to perform two readings of the same band is approximately what was observed for the
10 m distance.

As the distance increases, the detection time also increases because the UAV is not
always detected in two consecutive readings. If the UAV is not detected in one reading,
at least two more readings are needed to make the detection, thereby increasing the time
required. The greater the distance, the weaker the signal received, making it more likely
that detecting the UAV will take longer.

This approach is designed to minimize the number of false positives that the sys-
tem might produce. By requiring two consecutive readings with anomalies in the same
part of the band, the system nearly eliminates false positives, though it makes detection
more challenging.

During testing, the algorithm’s resistance to false positives was also analyzed by
running the system to monitor the frequency bands without flying any UAVs, to check if the
UAYV alarm would trigger when there was none. The results were highly positive, as very
few false positives occurred. The few false positives observed happened in environments
with a lot of interference, such as an office, where the presence of numerous wireless
devices increased the likelihood of false positives. Nevertheless, the system still proved to
be quite robust.

4.2. Computer Vision Module Results

The first aspect to analyze was whether the trained model detects UAVs effectively.
In the YOLOV10 training graphs, the results appeared highly promising, but these were
obtained using static images. To determine if the model truly performs well for the
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developed system, it was essential to test it with real-time images in environments where
the system could be deployed.

For this reason, Figure 13 illustrates the success rate when a UAV was flown at different
distances from the camera. The goal was to verify whether the model detects UAVs properly
and to analyze how distance affects detection.

As can be seen from the results, the overall detection performance was very good. The
detection rate was always above 75% for distances up to 50 m. At closer distances, the UAV
was always detected, with the percentage decreasing as the distance increased, but strong
results were maintained throughout.
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Figure 13. Detection test results using the computer vision module as a function of distance from
the UAV.

It is important to note that the results for this parameter, as well as for the others, were
obtained from performing different tests in various environments to ensure the reliability
of the results. This prevented skewed data that might arise from testing in the same
location repeatedly.

It is also important to indicate that the tests were conducted under conditions where
the UAV could be detected, avoiding flights in darkness or in scenarios with no visibility
where even a human observer would not be able to identify the UAV. Nonetheless, the re-
sults were very positive considering the characteristics of the UAVs used, which were small
devices that can easily blend in with the environment.

The next aspect to analyze was the effectiveness of the tracking algorithm, evaluat-
ing whether the PTZ camera can continuously follow the UAV as it moves through the
environment. Once again, the impact of distance on the tracking process was analyzed.

Figure 14 presents the results of the tracking algorithm. As can be observed, the success
rate no longer followed the same trend with respect to distance. The best results were
obtained at intermediate distances, with the tracking success rate being above 90% for
distances of 20 and 30 m and around 83% for 40 m.

The poorest results were obtained at the shortest and longest distances, but both cases
have a clear explanation. At shorter distances, the quality of tracking decreases because
the angular velocity needed to follow the same movement of the UAV is greater compared
to longer distances. A linear displacement of the UAV at close range results in a more
significant angular change for the camera, which can make tracking more challenging.

At a distance of 50 m, the tracking effectiveness decreased because the model struggled
more to detect the UAV, as seen in Figure 14. At that distance, the detection of the UAV by
the camera was not consistent, which affected the tracking algorithm’s performance. When
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the UAV is not detected, the algorithm lacks the necessary visual reference, reducing the
smoothness of the tracking.

Consequently, it can be concluded that the tracking algorithm functions optimally
as long as the UAV is detected. The reduction in the tracking rate at greater distances is
primarily due to the loss of continuous detection of the UAV, indicating that the smoothness
of tracking heavily relies on the model’s ability to consistently detect the UAV.

Lastly, in terms of localization, the goal was to verify if the algorithm can accurately
send the exact position of the UAV to the PTZ camera. For these tests, the distance was not
a factor to consider since, if the algorithm is correctly developed, once the UAV is detected
by the fixed cameras, the position will be triangulated independently of the distance.
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Figure 14. Tracking test results using the computer vision module as a function of distance from
the UAV.

The only aspect affected by distance is detection, as the UAV must be detected by at
least two cameras to be localized. Thus, at very long distances, it might be more challenging
for both cameras to locate the UAV. However, as soon as the UAV is detected simultaneously
by both cameras, they will send the position.

In the various tests conducted, it was demonstrated that the localization process works
correctly. In all cases where the UAV was detected by two cameras, the PTZ camera moved
to the UAV’s position and was able to detect it.

Figure 15 provides an example of what was displayed on the NVIDIA Jetson Orin
during the localization tests. As shown in Figure 15a, the two fixed cameras simultaneously
detected the UAV while the PTZ camera was pointed in a different direction. Figure 15b
shows the frame where the PTZ camera rotated to the exact position of the UAV after trian-
gulating its position. The time elapsed between both moments corresponded to the time it
took for the camera to complete the rotation, which was less than one second.

It is essential to highlight that, for localization to be effective and accurate, the calibra-
tion of the cameras’ positions and orientations must be precise. When installing the system,
several parameters must be entered into the system before it is launched, including the
exact positions of the cameras and the direction in which their lenses are pointing. If these
parameters are not accurately input, the localization process will fail because the algorithm
will triangulate the UAV’s position based on incorrect camera positions.
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Figure 15. Vision of the cameras in the localization tests. In (a), it is shown that the fixed cameras
simultaneously detected the UAV, while in (b) it is shown that the PTZ camera had already located
the UAV after being provided with its exact position.

5. Conclusions

Throughout this article, we have thoroughly explained the two UAV detection methods
developed as a potential solution to the growing security concerns stemming from the
misuse of UAVs in recent times.

The two developed methods are designed to complement each other, creating a
more effective and comprehensive detection system using artificial intelligence algorithms,
making this system a novel and intelligent solution. We designed the first detection method
based on radio-frequency signals, which are captured and processed by the SDR BladeRF
2.0 micro xa4 (Nuand LLC, Rochester, NY, USA), along with an NVIDIA Jetson Nano
Developer Kit (NVIDIA Corporation, Santa Clara, CA, USA) responsible for running the
detection algorithm.

The developed algorithm is based on autoencoders, which, as discussed, are unsu-
pervised neural networks frequently used for anomaly detection. In this project, multiple
autoencoders were trained, each for a specific frequency band to be analyzed. The input
data consisted of 2048 power values that made up the 100 MHz bandwidth of each band.

A validation system was developed based on the autoencoders, in which a set of
conditions must be met to confirm the presence of a UAV, aiming to balance detection time
with a reduction in false positives.
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The second method involves a module comprising four fixed cameras and a PTZ cam-
era, connected via IP addresses to an NVIDIA Jetson Orin Nano responsible for managing
them. Each camera detects UAVs using a custom-trained YOLOv10 model with over 60,000
images, showing excellent performance in detecting UAVs even at long distances.

The computer vision module also includes the function of tracking the UAV continu-
ously. An algorithm was developed for tracking, ensuring the PTZ camera keeps the UAV
centered in the image. Additionally, a localization system for the UAV was implemented,
allowing the PTZ camera to track the UAV once two or more fixed cameras simultaneously
detected it, calculating the exact position and sending it to the PTZ for tracking.

Both modules are interconnected and communicate in real time to ensure UAV detec-
tion. The developed system also includes a communication protocol using SIA DC-09-2021
(Security Industry Association, Silver Spring, MD, USA), allowing the system to alert a
remote monitoring station (CRA) when a UAV is detected, and periodically sending videos
that enable them to monitor the UAV’s presence and take appropriate actions.

The results indicate that both modules performed well in terms of detection, achieving
high success rates even at distances beyond 40 m. The system’s primary goals are to detect
efficiently while minimizing false positives. This is achieved in the camera module by
implementing techniques that filter out a significant portion of false positives. In the SDR
module, with an adequate database, the percentage of false positives remains minimal.

Both localization and tracking algorithms functioned appropriately, accurately locating
the UAV when it was detected by two cameras, and the tracking algorithm successfully
maintained continuous UAV tracking.

Future improvements could mainly focus on expanding the datasets for both modules
and upgrading the hardware to more powerful devices. With a more extensive and varied
database, YOLOv10 detection could be further improved, enhancing accuracy and reducing
false positives. In the SDR module, a more comprehensive initial dataset of non-UAV
signals used to train the autoencoders would result in better signal reconstruction when no
UAV is present, further improving detection accuracy.

Regarding hardware, this has been the main limitation of the system, as both NVIDIA
devices were operating at their maximum capacity. With a more powerful device for
the SDR module, more frequency bands could be analyzed, and more samples could be
processed per band, significantly improving system performance. In the camera module,
a more powerful device would allow for smoother camera operation, better PTZ tracking
of the UAV, and the ability to incorporate more fixed cameras.

In this sense, the Research and Development department of the Simetria Group will
work on the improvement points indicated above to optimize the performance of the
system and broaden the detection spectrum.
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Abstract: Within the domain of Structural Health Monitoring (SHM), conventional approaches
generally are complicated, destructive, and time-consuming. It also necessitates an extensive array
of sensors to effectively evaluate and monitor the structural integrity. In this research work, we
present a novel, non-destructive SHM framework based on machine learning (ML) for the accurate
detection and localisation of structural cracks. This approach leverages a minimal number of strain
gauge sensors linked via Bluetooth Low Energy (BLE) communication. The framework is validated
through empirical data collected from 3D carbon fibre-reinforced composites, including three distinct
specimens, ranging from crack-free samples to specimens with up to ten cracks of varying lengths
and depths. The methodology integrates an analytical examination of the Shewhart chart, Grubbs’
test (GT), and hierarchical clustering (HC) algorithm, tailored towards the metrics of fracture mea-
surement and classification. Our novel ML framework allows one to replace exhausting laboratory
procedures with a modern and quick mechanism for the material, with unprecedented properties
that could provide potential applications in the composites industry.

Keywords: structural health monitoring; machine learning; BLE sensor; Shewhart chart; Grubbs’ test;
hierarchical clustering; 3D composite

1. Introduction

Structural damage and material ageing in carbon fibre composites significantly reduce
the durability, maintainability, and safety of engineering structures such as wind turbine
blades, aircraft wings, and boat hydrofoils. Well-timed and appropriate evaluation of struc-
tures may prevent catastrophic consequences. Moreover, early detection of deterioration
can alleviate the financial burdens associated with maintenance. Therefore, traditional
laboratory-based SHM methods have been developed to evaluate damage-sensitive at-
tributes such as stress and strain at critical points, alongside electromechanical impedance
techniques and vibration analysis. SHM strategies typically focus on five key aspects:
damage detection, localisation, classification, evaluation, and remaining functional life
prediction [1].

Regarding the composite material, structural monitoring via laboratory equipment,
and workshop techniques, the process can be tedious and non-climate friendly. However,
this procedure can be performed via machine learning (ML) with reasonable accuracy.
Generally, using ML to predict material properties, is faster and more cost-effective than
the traditional laboratory material tests. Moreover, statistical modelling and simulation can
provide diverse and precise information on material performance in different situations that
would not be effortless to be observed using laboratory experiments. Consequently, ML
has gained increasing attention in many SHM applications from fundamental properties
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prediction [2,3] to experimental design instruction [4]. Using an algorithmic approach in
this field will provide high-throughput recognition and quantifications of material damage.

Numerous studies have shown a successful trend in dealing with material science using
machine learning. Kabbani et al. [5] proposed an Artificial Neural Network (ANN) with 90%
accuracy in testing unidirectional fibreglass polypropylene material. Liu et al. [6] optimised
the same algorithm for the failure detection of woven composite. Zhang et al. [7] offered a
high-accurate genetic algorithm to find a link between the mechanical properties and material
concentration. Davidson et al. [8] suggested a Support Vector Machine (SVM) algorithm to
examine fibre-reinforced composite (FRC) properties and their defections. Chapetti [9,10]
applied a short crack and long crack threshold to predict the fatigue propagation of the welded
joints. Bang et al. [11] propose a computational modelling framework to predict titanium
alloys and aluminium alloy crack growth. The same author introduces a UniGrow model
that predicts the fatigue crack growth rate for a given driving force regardless of various
R-ratios [12]. Many other ML approaches have been conducted based on crack growth using
the stress intensity and strain interval [13-16]. Despite notable advances in machine learning-
based SHM, several computational and statistical challenges remain, such as scalability and
measurement, imbalance data, unequal size of the sample, incidental endogeneity, and high
dimensionality. Moreover, material science databases usually are noticeably below average
in size due to tedious and expensive experimental data generation procedures. Scalability
issues, for example, affect the framework’s application in large-scale, real-time monitoring
where high-speed data processing is crucial. Data imbalance, especially given the limited
number of crack samples in real-world datasets, may impact model performance, resulting in
higher false negatives for minor cracks. Addressing high dimensionality and small sample
sizes is essential, as these issues affect the robustness and generalisability of ML models. In
this work, feature selection and dimensionality reduction techniques have been applied to
mitigate these challenges, allowing the model to maintain a high level of accuracy without
becoming computationally burdensome.

The current study proposes a method for accurate crack detection and localisation
using a small number of strain gauge sensors and confirms this method’s feasibility based
on experimental data. Bluetooth strain gauge transmitters have been used to form a sensor
network that covers the surface under study. Each transmitter allows the delivery of a
single data stream to multiple devices such as tablets and computers as well as the remote
configuration of sensors. We demonstrate the potential of the proposed technique via a two-
and four-point bending test performed on a composite material specimen without cracks
and multiple specimens with different lengths and depths of cracks. The focus will be on the
3D woven composite fracture detection under specific load using ML algorithms. A dataset
containing local strains was measured with five strain gauge sensors. The study presents a
framework using ML anomaly detection techniques and classification. To achieve this, we
review the Shewhart chart, Grubbs’ test (GT), and hierarchical clustering (HC) algorithm,
in the context of fracture measurement and classification. The proposed method predicts
and classifies the strain field and related cracks for all specimens considered in the study.
This framework has wide-ranging applications in industries reliant on composite materials,
including the aerospace, automotive, and maritime sectors. Its ability to detect cracks with
minimal sensor requirements reduces the costs associated with extensive instrumentation.
Compared to traditional SHM technologies like non-destructive testing with ultrasound
(e.g., Lamb waves), this machine learning-based approach offers self-acting and adaptability
in harsh environments, making it particularly valuable for remote or submerged structures,
such as aircraft wings, wind turbine blades, and boat hydrofoils. By facilitating early
detection, this framework could significantly reduce maintenance costs and mitigate the
risks associated with catastrophic failures.

2. Materials and Methods

The fabric structure evaluated in this study is layer-to-layer 3D woven [17] that
contains four wefts, six warps, and six binders in the unit cell. To transform this fabric
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into a composite material, two resin systems (R1 and R2) are used within three different
shapes of 3D preform (beam, square, and rectangle). R1 indicates the Prime 37 epoxy
system, whereas R2 is a Pro-set epoxy system. Consolidation via resin transfer moulding
(RTM) [18] builds a solid carbon fibre-reinforced matrix. Carbon fibre-reinforced composite
was used in the vessel’s interior. The material proved to have a better resistance in marine
environments [19]; the smooth external surface of the components is within the limit of
dirt and subsequently, they are less susceptible. The material is also expected to be used as
a composite boat hydrofoil that may experience different forces due to velocity changes,
pressure, and the fluid’s viscosity. Generally, lift and drag forces could be exerted on the
hydrofoil submerged in a stream flow. The hydrofoil surface is subjected to drag force by
the fluid due to uneven pressures and viscous friction [20]. Normally, fluid movement over
the hydrofoil creates two different zones of fluid velocity due to the angle of attack and
the camber. The differences between the velocity of the fluid particles at the higher and
lower surface of the hydrofoil generates a low-pressure zone at the upper surface and a
high-pressure zone at the lower surface. Uneven pressure distribution between the upper
and lower surface of the hydrofoil generates the lift force [21].

In this work, three samples cut from the 3D layer-to-layer composite material discussed
above (Figure 1a) were used. Specimen one was a beam (Bs); a two-point bending test was
performed using a uniaxial experimental setting to determine the strain of the specimens
(Figure 1b). When a beam experiences a bending moment, it will change its shape, and
internal stresses will be developed (Figure 1c). The second specimen was a rectangle sample
(Rs) of a 3D composite with a dimension of 160 x 340 mm that was instrumented with five
strain gauge sensors and subjected to controlled loads. The strain samples were recorded
as a function of fracture development when eleven cracks developed between 3, 4, and
5. The third specimen was a square sample (Ss) with a dimension of 160 x 160 mm that
was equipped with another five strain gauges when ten surface cracks developed between
sensors three and four.

In previous discussions, it was noted that various forces from water flow cause
dynamic stress on hydrofoil structures. BLE technology [22] represents a new generation of
Bluetooth-based strain gauge sensors that offer several advantages for monitoring hydrofoil
structures. BLE sensors can be easily mounted on the inner surfaces of the hydrofoil without
the need for complex wiring, which makes it a suitable choice for underwater scenarios.
In the current study, the sensor system is a compact module that houses the BLE in place
while in use (Figure 2). The module is equipped with a bridging board, a BLE transmitter
board B24-SSBX-A, and a strain gauge sensor. Additionally, it is designed that the coin cell
battery is to be replaced without affecting the system’s functionality.

The BLE sensor network was chosen due to its low power consumption and reliability
in transmitting strain data over extended periods, making it suitable for continuous SHM.
Each sensor module, along with its coin cell battery, provides up to 5 years of operation
under regular load cycles. To prolong battery life, an adaptive power-saving algorithm is
implemented that minimises energy usage when strain changes are within nominal ranges.
This feature enhances the feasibility of deploying BLE sensors in remote or hard-to-access
structural locations where frequent maintenance is challenging.

A compact and low-profile enclosure was designed to house the electronics module
and a battery. The enclosure aligns and supports the spring-loaded connector, ensuring
consistent contact with the strain gauge sensors during use. The modular configuration
and its enclosure allow for easy disassembly and the replacement of parts, maintenance,
battery changes, and adaptation to various locations.
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Specimen 1
°

Specimen 3

(c)

VAV ISV

Figure 1. (a) Ss sample cut from 3D layer-to-layer composite material and its developed length crack
(red arrows show increasing cracks)—lift and drag force’s position on hydrofoil is shown in upper-
right. (b) Schematic of the three-specimen geometry and a crack position. (c) Load configuration
during the experiment. Please note the crack location identified via defined algorithms in framework
in next sections.

The transmitting board and the strain gauge sensor are connected via a bridging board.
To provide the highest sensitivity to strain changes, strain gauges were integrated in a
half-bridge Wheatstone configuration where two active strain gauges are utilised in lieu
of two of the bridge’s four resistors. The configuration is able to measure any variations
in resistance, which can be brought on by any small strain changes or gauge deformation.
The sensor outputs of Bs with various lengths and surface cracks developed are shown in
Figure 3, where the average strain value for each sensor was determined.
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Figure 2. (a) Removable electronic enclosure attaches to the strain gauge electrodes using a holder
permanently fixed on the sample surface. The node can be moved to a new location. (b,c) The
enclosure accommodates a wireless module (BLE), a coin cell battery, supporting electronics, and
a spring-loaded connector. (d) Spring-loaded interconnecting header in contact with copper pads
deposited on the sample surface and connected to the strain gauge sensor. (e) Electronic module
that accommodates BLE sensors, compared with a pen to evaluate the size. (f) The front side of
the bridging board has four resistors. It is a connector between the strain gauge sensors and the
transmitting board.

The BLE sensor value deviates from its mean around the crack zone when the fracture
increments. The initial laboratory experimental results show that the sensors with a continuous
increase in the strain indicate the presence of a crack. Those sensors with a greater distance
may show a fluctuation in strain outputs (Figure 3b). In this study, the two above concepts
are the basis for crack localisation, which will be discussed in the next sections.
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Figure 3. (a) Measured strain vs. sensor number when crack developed through Bs—Figure illustrates
the sensor outputs for various experimental configurations labelled as Exp 1-9. These configurations
correspond to specific load conditions and crack positions as follows: Exp 1 represents a scenario with
minimal strain applied, Exp 2—4 involve moderate strain with an incipient crack in both sides, Exp
5-8 indicate higher strain with multiple surface cracks, and Exp 9 denotes maximum load conditions
under which significant crack propagation was observed after 48 h. Each experiment’s unique setup
is detailed to provide insights into the strain responses across varying crack severities. (b) The
average value of each BLE sensor when cracks developed through Bs [equivalent experiment shown

in (a)].
3. Computational Technique and Framework

The study framework proposes three different algorithmic and statistical techniques to
identify cracks and classify them. All procedures are time independent. Figure 4 provides a
visual summary of the SHM framework, showing the data flow from initial sensor readings
to final crack localisation and classification cycle. This flowchart clarifies the sequence of
algorithmic steps, demonstrating how each component contributes to the overall accuracy
of crack detection.

This section is organised into three units. Initially, the Shewhart control chart [23]
was employed to detect anomalous sensors with a non-random condition [24], where
healthy sample behaviour is also exhibited. Section two defines the hierarchical clustering
algorithm to classify and train a model based on observations of incongruous sensor
output. Furthermore, Grubbs’ test [25] with the corresponding threshold values receives
the classified cracks at the next stage. The threshold values then define a boundary between
the tolerance interval [26] and destructive fracture population.
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Figure 4. Machine learning-based SHM framework.

3.1. Sensor Control Limit

Shewhart control charts are well-known tools for identifying potential Out-of-Control
(O0C) states [27]. The basic principle of the chart is to detect instances where there is an
unnatural deviation between parameters [28]. In general, the chart retains a centreline as
the mean of the process, which can be controlled with an upper control limit (UCL) and a
lower control limit (LCL) set at £30, respectively [29]. The conventional sigma (o) value
can be a moving average, range measurement, standard deviation (SD), or other attributes
as required by the system to measure [24,30]. The process is considered in a control or a
stable phase if the measurement value fluctuates between the LCL and UCL, and out of
control when a single observation is beyond the designated boundary [31]. In the current
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study, the standard deviation has been used to determine how far each BLE sensor’s output
has been located from its mean value when the cracks are developed [32]. Based on our
observation of multiple datasets, the sensor’s standard deviation closer to the crack exceeds
the boundary of the UCL/LCL. This feature helps to localise fractures. Figure 5 compares
five sensors with loads (healthy sample) and the same sensors when cracks developed

through the specimen (damaged sample).

(a)

(b)
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Figure 5. (a) Comparing five sensors’ outputs for Ss before crack development (sensors under load
but in normal phase). (b) Anomalous sensors after crack development through Ss. (c,d) Comparing
five sensor outputs for Rs before and after crack development, respectively. As discussed above, a

sensor close to cracks usually appears out of UCL/LCL interval.

The Shewhart charts can be implemented on all the sensor channels simultaneously. If
the output of each sensor is x, and it is normally distributed with a mean of m and variance

of SD, the confidence interval will be as follows:

X—m
C:
SD%

where SDy =SD+/n, n = number of fractures, and X is the average value of x.

3.2. Agglomerative Hierarchical Cluster Algorithm

The primary purpose of using unsupervised learning algorithms is to identify and
categorise fractures to assess crack levels. This method generates significant clusters at
different levels of a hierarchy. Data obtained from deviant BLE sensors will be fed into the
HC algorithm for further classification. To group similar BLE outputs, a measurement is
required. This measurement can be the distances relative to each other [33-36], meaning
that pairs of sensor observations with closer distances could be grouped in similar clusters.
In this study, the Chebyshev distance [37] between data points is calculated. This process
continues until the intervals between all the observations are calculated and the entire BLE
output is organised into various clusters. The visual representation of hierarchical clusters
is commonly referred to as a dendrogram [38], as shown in Figure 6. The ultrametric
topology illustrates how the fracture observations are developed. All clusters eventually
link to each other to generate larger clusters until all observations in the original dataset
are linked together [34,35]. The height of each link indicates the distance between the two
points that are joined, where a shorter link between two objects represents a closer distance

(and similarity), and a higher link shows dissimilarity between objects [33].
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Figure 6. A dendrogram of six initial surface cracks (left), and equivalent Venn diagram (right). The
dendrogram shows classificatory relationships between samples. The height of links increases when
there is a progression in crack depth.

3.3. Grubbs’ Test

It was perceived that the sensor close to fracture shows an increase in strain measure-
ments when cracks start to form. To prevent deeper cracks, a univariate statistical test [39]
is used to identify outliers, such as crevasses, by setting a threshold condition. Grubbs’ test
(G-test) is employed to detect outliers from the previously categorised high-consequence
HC observations by setting a threshold « [40]. The test iterates and rejects outliers in each
cycle until no exceptional data is detected (Figure 7). The underlying theory of Grubbs’ test
is that the observations are normally distributed [41]. The G-statistic test is determined for
OoC-BLE sensor output as follows:

max(i_y,.,N) X =% |
SD

G — test = 2)
where x is the sensor outputs include healthy (without damage) observation and various
depth crack samples, X is the mean value of the observation, and SD is the standard
deviation of the data. Any result obtained from the G-test and greater than the G critical
value will be eliminated in each cycle. The critical value can be determined as follows:

o (N _ 1)tcrit
crit —
\/N(N—2+t2 )

crit

G

®)

The t..; is a significant level that can be defined via (Z'J‘—N) where « is a condition
threshold. The conventional value for « is 0.5, i.e., 95% of observations are at a confident
level and consider non-outliers [42]. However, in the current study, to avoid potential
hazards at an early stage, another threshold (10%) is evaluated. A reasonable concern
is that a composite material test could contain more than one outlier that can be called
a median hazard observation. GT threshold increments could assist in avoiding system

failure in the recognition of unusual observations prior to main fractures.
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Figure 7. (a) Normal probability plot of developed cracks for Rs before GT application. (b,c) The
same samples after applying GT threshold («); (0.05 % and 10%) with 90% and 99.5 % confidence,
respectively. Please note: GT applied on two other forms of samples and similar results achieved.

4. Discussion and Results

In Section 3.1, we discussed the use of the Shewhart control chart to pinpoint damage.
This chart utilises average values and standard deviation to detect deviations in sensor
output from the mean or change point. Figure 8 illustrates the comparison between the
healthy and damaged sample mean intervals, which are determined by the lower and
upper control limits (LCL and UCL). The Shewhart chart is used to monitor the sensor
output within these boundaries, and any deviation beyond this interval could indicate an
abnormal situation. Therefore, if a sensor’s distribution value shifts from m to m + Ao, as
shown in Figure 8, it would be considered irregular.
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Figure 8. Probability density belonging to sensor 3 (square) on the left, and sensor 2 (rectangle) on
the right, before and after crack development. For square, the process shift (A) is positive, while the
rectangle shows negative variance. This is because the IoT sensors were located on the surface of the
square, while the same sensors were located beneath the surface for the rectangle specimen, resulting
in negative recordings.

The LCL and UCL are completely flexible and obey the sensor outputs. Each sensor
provides various mean and SD values, which could result in non-identical A and control
limit assumptions. However, studies [31,43] proved that neither the number of observations
nor a stringent control limit is effective on the OoC finding.

The Shewhart control chart’s capability to detect the crack location is verified by com-
paring PDF coverage against crack growths for the three experimental samples (Figure 9).
Cracks with a similar size will be grouped into logical ranges or bins. The predicted PDF
curve outcomes show that the curve fit correlated well with the crack growth at different
levels for surface and length cracks. Based on the bin coverage shown in Figure 9, the
prediction accuracy varied between 93% and 97% for Cr, Cs, and Cb, respectively.
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Figure 9. Probability Density Function (PDF) of the prediction error for R, S, and B samples. The
bars represent cracks within each sample, and the curve shows PDF prediction. A better Shewhart

accuracy in predicting the crack location is indicated by greater coverage of the bars by the curve.

The crack information from irregular sensors gains access to the H-cluster algorithm
for classification. The H-clustering algorithm discovered strongly related fractures at a
local level to determine similarity (discussed in Section 3.2). Following this, the algorithm
provides an insight into the data by splitting the cracks into classes of cracks, such that
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cracks in a group are more identical to each other than to cracks in other groups in terms of
depth and length.

The number of clusters is unknown in advance by the algorithm, which makes it a
suitable solution for partitioning our objects via a non-heuristic search [44]. As a result,
the border of fractures could be evaluated, as shown in Figure 10a,b. As the height of the
link increased with the developing cracks, the measurement for the HC algorithm was L
(1), which originated from o. Therefore, the different o values shown in the figure are
derived from Ao = L(u),,; — L(1),. The technique is applied successfully on a variety of

datasets [45-48].
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Figure 10. (a) The difference between link height for ‘ss” using HC algorithm during crack growth.
(b) Repetition of exp a. for ‘rs’. (c) Blue line shows a polynomial model adjusted to the cluster link
using ‘ss’ with R? = %97 to evaluate the prediction accuracy. Each dot represents a link between
developed cracks, and all can be located within 99% of prediction bounds. (d) Repetition of exp c. for
‘bs’ and ‘rs”. R? = %91 for prediction bounds of 95%.

To verify the HC model prediction, a polynomial function from the order of two was
adjusted to cluster links. For the model fit to ‘ss’, R? = %97, and for the one fit to ‘bs+rs’,
an R? = %91 can be achieved. The complete understanding of ‘bs’ behaviour is slightly
complex as compared to the ‘ss” and ‘rs’ sets. It seems the cracks are propagated unevenly
and broad.

However, the different sizes of specimens and the shorter development of cracks could
be calculated as a potential basis for irregularity in the conduct of crack growth, which is
outside the scope of this study.

In terms of Grubbs’ test and predicting deeper cracks, three sets of specimens with
various levels of damage are compared. For a fair comparison, the same values of « = 0.5
and « = 10 that were discussed above are applied (Figure 11). The G-test forms a probability
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that assumes samples belong to the core population, and any sample outside of this interval
will be rejected by the test. The probability distribution will be based on the differences in
sample means, where the boundary could be the sample’s SD [49].
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Figure 11. (a) Applying G-test with a = 0.5. on anomalous sensors of three different shape specimens
(specimen 1: square, specimen 2: rectangle, and specimen 3: beam). Selected « will define one outlier
for specimens 2 and 3 and null for specimen 1. (b) Equivalent experiment with a = 10; here, five
outliers (shown inside the red circle) were selected via G-test from various specimens.

To demonstrate the effectiveness of the proposed ML-based SHM framework, its
accuracy was compared with conventional laboratory-based SHM procedures [50,51],
which typically rely on extensive instrumentation and time-intensive manual assessments.
Traditional methods require numerous sensors placed at critical structural points and
are often destructive or semi-destructive. In contrast, the current framework achieves
comparable accuracy with a reduced sensor count, enabling quicker, non-destructive
assessments. It achieves an overall 95% accuracy, as indicated by the result of three
different algorithms, with only five sensors, confirming a reduction in complexity and cost
while maintaining reliable crack detection.

5. Conclusions

In this study, we proposed an ML framework to localise and classify the cracks, and
furthermore identify the final cracks. We used measured strain as the sole attribute for
this framework. For this reason, three different forms of specimens were monitored with a
Bluetooth-based strain gauge sensor to measure the strain. All three experiments show that
crack development will result in sensor output deviating from its mean value. The sensors
with constant strain increments are closer to the fracture location. We use this feature to
discover the crack location between the sensors using the Shewhart control chart. The use
of this protocol has proved that those sensors close to fracture show SD violation from
the LCL and UCL. The capability of the Shewhart control chart was verified using a PDF
curve with accuracy values >93%. The hierarchical clustering algorithm also assists one
in detecting crack development using its links. Subsequently, a polynomial function was
employed to evaluate HC patterns swapping samples from three specimens. To this extent,
prediction accuracy >91% for each model was achieved, which will enhance the speed
and accuracy of material discovery. In addition, a G-test was applied to avoid meeting
destructive fracture population and predict fatigue cracks. With limited data in hand, two
thresholds were defined to distinguish the confidence interval.

Currently, this framework shows the increment in the surface crack depth and length
but is not very specific in the dimensions. Future work will focus on improving model
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precision in classifying the crack depth and length, as current estimates are approximate.
Moreover, incorporating other sensor types (e.g., ultrasonic or thermographic sensors)
could broaden the framework’s applicability to diverse structural materials.
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Nomenclature
3D Composite = Three dimensional Composite
ANN Artificial Neural Network
BLE Bluetooth Low Energy
Bs Beam sample
Cr, Cs, Cb Crack levels for different sample types (Rectangle, Square, Beam)
G-test Grubb’s test
HC Hierarchical Cluster
L link (cluster)
LCL Lower Control Limit
ML Machine Learning
OoC Out of Control
PDF Probability Density Function
Rs Rectangle sample
RTM Resin Transfer Moulding
SD Standard Deviation
Ss Square sample
SVM Support Vector Machine
UCL Upper Control Limit
Ao strain range
p average value (mean)
o strain
References
1. Chen, H.-P; Ni, Y.-Q. Introduction to Structural Health Monitoring. In Structural Health Monitoring of Large Civil Engineering
Structures; John Wiley & Sons Ltd.: Hoboken, NJ, USA, 2018; pp. 1-14. [CrossRef]
2. Gisario, A.; Mehrpouya, M.; Rahimzadeh, A.; De Bartolomeis, A.; Barletta, M. Prediction Model for Determining the Optimum
Operational Parameters in Laser Forming of Fiber Reinforced Composites. Adv. Manuf. 2020, 8, 242-251. [CrossRef]
3. Legrain, F; Carrete, J.; van Roekeghem, A.; Curtarolo, S.; Mingo, N. How Chemical Composition Alone Can Predict Vibrational
Free Energies and Entropies of Solids. Chem. Mater. 2017, 29, 6220-6227. [CrossRef]
4. Raccuglia, P; Elbert, K.C.; Adler, PD.F; Falk, C.; Wenny, M.B.; Mollo, A.; Zeller, M.; Friedler, S.A.; Schrier, ].; Norquist, A.J.
Machine-Learning-Assisted Materials Discovery Using Failed Experiments. Nature 2016, 533, 73-76. [CrossRef] [PubMed]
5. Kabbani, M.S.; El Kadi, H.A. Predicting the Effect of Cooling Rate on the Mechanical Properties of Glass Fiber—Polypropylene
Composites Using Artificial Neural Networks. J. Thermoplast. Compos. Mater. 2018, 32, 1268-1281. [CrossRef]
6.  Liu, X,; Gasco, F; Goodsell, J.; Yu, W. Initial Failure Strength Prediction of Woven Composites Using a New Yarn Failure Criterion
Constructed by Deep Learning. Compos. Struct. 2019, 230, 111505. [CrossRef]
7. Zhang,S.L.; Zhang, Z.X,; Xin, Z.X; Pal, K.; Kim, J.K. Prediction of Mechanical Properties of Polypropylene/Waste Ground Rubber

Tire Powder Treated by Bitumen Composites via Uniform Design and Artificial Neural Networks. Mater. Des. 2010, 31, 1900-1905.
[CrossRef]

193



J. Sens. Actuator Netw. 2024, 13, 79

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.
22.

23.

24.
25.

26.
27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

Davidson, P.; Waas, A.M. Probabilistic Defect Analysis of Fiber Reinforced Composites Using Kriging and Support Vector
Machine Based Surrogates. Compos. Struct. 2018, 195, 186-198. [CrossRef]

Chapetti, M.D. Fatigue Propagation Threshold of Short Cracks Under Constant Amplitude Loading. Int. |. Fatigue 2003, 25,
1319-1326. [CrossRef]

Chapetti, M.D.; Jaureguizahar, L.F. Fatigue Behavior Prediction of Welded Joints by Using an Integrated Fracture Mechanics
Approach. Int. |. Fatigue 2012, 43, 43-53. [CrossRef]

Bang, D.; Ince, A.; Noban, M. Modeling Approach for a Unified Crack Growth Model in Short and Long Fatigue Crack Regimes.
Int. ]. Fatigue 2019, 128, 105182. [CrossRef]

Bang, D.; Ince, A.; Tang, L. A modification of Unigrow 2-parameter Driving Force Model for Short Fatigue Crack Growth. Fatigue
Fract. Eng. Mater. Struct. 2018, 42, 45-60. [CrossRef]

Newman, J.C.; Annigeri, B.S. Fatigue-Life Prediction Method Based on Small-Crack Theory in an Engine Material. J. Eng. Gas
Turbines Power 2011, 134, 032501. [CrossRef]

Lam, T.; Topper, T.; Conle, F. Derivation of Crack Closure and Crack Growth Rate Data from Effective-Strain Fatigue Life Data for
Fracture Mechanics Fatigue Life Predictions. Int. J. Fatigue 1998, 20, 703-710. [CrossRef]

Noroozi, A.; Glinka, G.; Lambert, S. A Study of the Stress Ratio Effects on Fatigue Crack Growth Using the Unified Two-Parameter
Fatigue Crack Growth Driving Force. Int. |. Fatigue 2007, 29, 1616-1633. [CrossRef]

Santus, C.; Taylor, D. Physically Short Crack Propagation in Metals during High Cycle Fatigue. Int. |. Fatigue 2009, 31, 1356-1365.
[CrossRef]

Perera, Y.S.; Muwanwella, RM.H.W.; Fernando, P.R.; Fernando, S.K.; Jayawardana, T.S.S. Evolution of 3D Weaving and 3D
Woven Fabric Structures. Fash. Text. 2021, 8, 11. [CrossRef]

Dai, D.; Fan, M. Wood Fibres as Reinforcements in Natural Fibre Composites: Structure, Properties, Processing and Applications.
In Natural Fibre Composites; Woodhead Publishing: Sawston, UK, 2014; pp. 3—65. [CrossRef]

Rubino, E; Nistico, A.; Tucci, F.; Carlone, P. Marine Application of Fiber Reinforced Composites: A Review. |. Mar. Sci. Eng. 2020,
8, 26. [CrossRef]

Manwell, ].E; McGowan, J.G.; Rogers, A.L. Wind Energy Explained: Theory, Design and Application; John Wiley & Sons: Chichester,
UK, 2006; Volume 30, pp. 169-170. [CrossRef]

Muratoglu, A.; Yuce, M.I. Performance Analysis of Hydrokinetic Turbine Blade Sections. J. Int. Soc. Sports Nutr. 2015, 2, 1-10.
Furst, J.; Chen, K.; Kim, H.-S.; Bonnet, P. Evaluating Bluetooth Low Energy for IoT. In Proceedings of the 2018 IEEE Workshop on
Benchmarking Cyber-Physical Networks and Systems (CPSBench), Porto, Portugal, 10-13 April 2018; pp. 1-6.

Vermaat, M.B.; Ion, R.A.; Does, RJ.M.M.; Klaassen, C.A.]. A Comparison of Shewhart Individuals Control Charts Based on
Normal, Non-parametric, and Extreme-value Theory. Qual. Reliab. Eng. Int. 2003, 19, 337-353. [CrossRef]

Roes, K.C.B.; Does, R.J.M.M. Shewhart-Type Charts in Nonstandard Situations. Technometrics 1995, 37, 15-24. [CrossRef]
Aslam, M. Introducing Grubbs'’s Test for Detecting Outliers Under Neutrosophic Statistics—An Application to Medical Data. J.
King Saud Univ. Sci. 2020, 32, 2696-2700. [CrossRef]

Young, D.S. Statistical Tolerance Regions: Theory, Applications, and Computation. Technometrics 2010, 52, 143-144.

Zhou, C.; Zou, C.; Zhang, Y.; Wang, Z. Nonparametric Control Chart Based on Change-Point Model. Stat. Pap. 2007, 50, 13-28.
[CrossRef]

Raji, L.A.; Lee, M.H,; Riaz, M.; Abujiya, M.R.; Abbas, N. Outliers Detection Models in Shewhart Control Charts; An Application in
Photolithography: A Semiconductor Manufacturing Industry. Mathematics 2020, 8, 857. [CrossRef]

Koutras, M.V.; Bersimis, S.; Maravelakis, P.E. Statistical Process Control using Shewhart Control Charts with Supplementary
Runs Rules. Methodol. Comput. Appl. Probab. 2007, 9, 207-224. [CrossRef]

Ryan, T.P. Statistical Methods for Quality Improvement; John Wiley & Sons: New York, NY, USA, 2011.

Albers, W.; Kallenberg, W.C. Estimation in Shewhart Control Charts: Effects and Corrections. Metrika 2004, 59, 207-234. [CrossRef]
Steiner, S.H.; Geyer, P.L.; Wesolowsky, G.O. Shewhart Control Charts to Detect Mean and Standard Deviation Shifts Based on
Grouped Data. Qual. Reliab. Eng. Int. 1996, 12, 345-353. [CrossRef]

Murtagh, F; Contreras, P. Algorithms for Hierarchical Clustering: An Overview. WIREs Data Min. Knowl. Discov. 2011, 2, 86-97.
[CrossRef]

Nielsen, F. Hierarchical Clustering. In Introduction to HPC with MPI for Data Science; Springer: Cham, Switzerland, 2016;
pp. 195-211. [CrossRef]

Murtagh, F. Hierarchical Clustering. In International Encyclopedia of Statistical Science; Springer: Berlin/Heidelberg, Germany, 2011;
pp. 633-635. [CrossRef]

Zhang, T.; Ramakrishnan, R.; Livny, M. Birch: An Efficient Data Clustering Method for Very Large Databases. In Proceedings of
the 1996 ACM SIGMOD International Conference on Management of Data, Montreal, QC, Canada, 4-6 June 1996; pp. 103-114.
[CrossRef]

Zhu, Y,; Zhu, L.; Xiao, Y.; Zha, M.; Hu, T.; Xiang, M. Research on Hierarchical Clustering Leach Protocol Optimization Algorithm
Based on Chebyshev Distance. . Phys. Conf. Ser. 2023, 2456, 012040. [CrossRef]

Tibshirani, R.; Walther, G.; Hastie, T. Estimating the Number of Clusters in a Data Set via the Gap Statistic. J. R. Stat. Soc. Ser. B
2001, 63, 411-423. [CrossRef]

194



J. Sens. Actuator Netw. 2024, 13, 79

39.

40.

41.

42.

43.

44.
45.

46.

47.
48.
49.

50.
51.

Kachigan, S.K. Statistical Analysis: An Interdisciplinary Introduction to Univariate & Multivariate Methods; Radius Press: New York,
NY, USA, 1986. [CrossRef]

Grubbs, EE. Sample Criteria for Testing Outlying Observations. Ann. Math. Stat. 1950, 21, 27-58. [CrossRef]

Stefansky, W. Rejecting Outliers in Factorial Designs. Technometrics 1972, 14, 469-479. [CrossRef]

Cohn, T.A.; England, J.E; Berenbrock, C.E.; Mason, R.R.; Stedinger, ].R.; Lamontagne, J.R. A Generalized Grubbs-Beck Test
Statistic for Detecting Multiple Potentially Influential Low Outliers in Flood Series. Water Resour. Res. 2013, 49, 5047-5058.
[CrossRef]

Tsai, T.-R.; Lin, J.-].; Wu, S.-].; Lin, H.-C. On Estimating Control Limits of X~ Chart When the Number of Subgroups is Small. Int.
J. Adv. Manuf. Technol. 2005, 26, 1312-1316. [CrossRef]

Blumenfeld, D. Operations Research Calculations Handbook; Taylor & Francis: London, UK, 2009.

Fung, B.C.; Wang, K.; Ester, M. Hierarchical Document Clustering Using Frequent Itemsets. In Proceedings of the 2003 STAM
International Conference on Data Mining, San Francisco, CA, USA, 1-3 May 2023.

Malik, H.H.; Kender, J.R. High Quality, Efficient Hierarchical Document Clustering Using Closed Interesting Itemsets. In
Proceedings of the Sixth International Conference on Data Mining (ICDM’06), Hong Kong, China, 822 December 2006;
pp. 991-996.

Xiong, H.; Steinbach, M.; Tan, P-N.; Kumar, V. HICAP: Hierarchical Clustering with Pattern Preservation. In Proceedings of the
2004 SIAM International Conference on Data Mining, Lake Buena Vista, FL, USA, 22-24 April 2024.

Beil, E; Ester, M.; Xu, X. Frequent Term-Based Text Clustering. In Proceedings of the Eighth ACM SIGKDD International
Conference on Knowledge Discovery and Data Mining, Edmonton, AB, Canada, 23-26 July 2002; pp. 436-442.

Grubbs, EE. Procedures for Detecting Outlying Observations in Samples. Technometrics 1969, 11, 1-21. [CrossRef]

Anand, Y.; Dutta, V. Testing of Composites: A Review. Int. ]. Adv. Mater. Manuf. Charact. 2013, 3, 359-363. [CrossRef]

Saba, N.; Jawaid, M.; Sultan, M.T.H. An overview of mechanical and physical testing of composite materials. In Mechanical and
Physical Testing of Biocomposites, Fibre-Reinforced Composites and Hybrid Composites; Woodhead Publishing: Sawston, UK, 2019;
pp. 1-12. [CrossRef]

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.

195



Journal of

Sensor and
Actuator Networks

Article

Energy-Efficient Online Path Planning for Internet of Drones
Using Reinforcement Learning

Zainab AlMania 12, Tarek Sheltami *, Gamil Ahmed 1, Ashraf Mahmoud ! and Abdulaziz Barnawi 3

Computer Engineering Department, Interdisciplinary Research Center of Smart Mobility and Logistics, King
Fahd University of Petroleum and Minerals, Dhahran 31261, Saudi Arabia; g202102670@kfupm.edu.sa (Z.A.);
gamil.ahmed@kfupm.edu.sa (G.A.); ashraf@kfupm.edu.sa (A.M.)

Computing Department, Applied College, Imam Abdulrahman Bin Faisal University,

Dammam 34212, Saudi Arabia

Computer Engineering Department, Interdisciplinary Research Center for Intelligent Secure Systems, King
Fahd University of Petroleum and Minerals, Dhahran 31261, Saudi Arabia; barnawi@kfupm.edu.sa

*  Correspondence: tarek@kfupm.edu.sa; Tel.: +966-13-860-4678

Abstract: Unmanned aerial vehicles (UAVs) have recently been applied in several contexts due to their
flexibility, mobility, and fast deployment. One of the essential aspects of multi-UAV systems is path
planning, which autonomously determines paths for drones from starting points to destination points.
However, UAVs face many obstacles in their routes, potentially causing loss or damage. Several
heuristic approaches have been investigated to address collision avoidance. These approaches are
generally applied in static environments where the environment is known in advance and paths are
generated offline, making them unsuitable for unknown or dynamic environments. Additionally,
limited flight times due to battery constraints pose another challenge in multi-UAV path planning.
Reinforcement learning (RL) emerges as a promising candidate to generate collision-free paths for
drones in dynamic environments due to its adaptability and generalization capabilities. In this study,
we propose a framework to provide a novel solution for multi-UAV path planning in a 3D dynamic
environment. The improved particle swarm optimization with reinforcement learning (IPSO-RL)
framework is designed to tackle the multi-UAV path planning problem in a fully distributed and
reactive manner. The framework integrates IPSO with deep RL to provide the drone with additional
feedback and guidance to operate more sustainably. This integration incorporates a unique reward
system that can adapt to various environments. Simulations demonstrate the effectiveness of the
IPSO-RL approach, showing superior results in terms of collision avoidance, path length, and energy
efficiency compared to other benchmarks. The results also illustrate that the proposed IPSO-RL
framework can acquire a feasible and effective route successfully with minimum energy consumption
in complicated environments.

Keywords: IoDs; IPSO; reinforcement learning; Q-learning; actor—critic

1. Introduction

Recently, the use of unmanned aerial vehicles (UAVs), known as drones, has been
receiving extensive attention for several applications. The flexibility, agility, and mobility
features of UAVs allow them to achieve tasks that are difficult for humans such as mon-
itoring, surveillance, medical supplies, military, telecommunications, rescue operations,
and delivery [1-3]. Furthermore, as technology advances, drones gain new capabilities
and become increasingly autonomous. Due to the goals of heterogeneity, communication
technology, and hardware/software constraints, the internet of drones (IoDs) needs to
collaborate to accomplish tasks that exceed their individual capabilities [4].

The efficient and safe navigation of drones to their intended destinations is hindered
by various types of obstacles, both static and dynamic. The presence of these obstacles
has a significant impact on the performance of drones, particularly in densely populated
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areas. Therefore, successfully completing missions in such environments poses a critical
challenge, imposing the development of an intelligent and efficient technique that allows
UAVs to modify their flight paths in real-time to ensure collision-free journeys towards
their destinations. This is considered as a challenging task, especially with dense swarms
and various environment constraints [5,6].

Numerous approaches have been employed to address UAV path planning, including
meta-heuristic algorithms such as the genetic algorithm (GA) [7], artificial bee colony
(ABC) [8], and particle swarm optimization (PSO) [9]. However, these approaches often
suffer from slow convergence and the problem of getting stuck in local optima. In re-
sponse to these limitations, researchers have made efforts to enhance the optimality and
convergence speed of some meta-heuristics, such as PSO, resulting in the development
of improved particle swarm optimization (IPSO) [10]. Nonetheless, these approaches are
primarily effective in static environments and are not suitable for unknown or dynamic
environments.

Recently, the use of machine learning, including reinforcement learning, alongside
other methods has enhanced the automation of drones and transferred them qualitatively to
achieve different goals and objectives. Learning through interactions with the environment
forms the core concept on which reinforcement learning is based, and this is precisely what
drones require for autonomous navigation [11-13].

Despite the massive number of studies addressing loDs path planning in the literature,
most of these studies focus on addressing path planning in static environments where the
information of the environment is known in advance and the paths are generated offline. In
dynamic environments, information about the environment is not known in advance, and
the path is generated online in a drone field of view. To complete these tasks, loDs require
a sophisticated technique for autonomous flight in the area filled with static and dynamic
obstacles, which is still challenging [14]. Additionally, in increasingly complex mission
situations with high drone densities, drones face new challenges as they become closer to
obstacles or each other. In such situations, IoDs path planning becomes a significant aspect
of autonomous navigation [15,16].

Another challenge is the inherent constraints that limit the complete realization of
drones’ capabilities [17]. The primary limitation is the lifespan of onboard batteries, which
restricts the duration of their flights. Consequently, many applications fall short of achieving
their maximum potential. Furthermore, in scenarios involving extensive flight paths across
large areas, minimizing the energy consumption of UAVs is essential to establish a safe
route and successfully reach their destinations.

To address these challenges, we propose an energy-efficient online static and dynamic
collision avoidance framework for IoD formation to tackle the multi-UAV path planning
problem in a fully distributed reactive manner.

The proposed approach incorporates environmental information and introduces a
novel reward structure that can be applied to various environments. The framework
combines IPSO guidance obtained through an IPSO path planning algorithm with local
RL-based planning. The local RL-based planner considers the surrounding environmental
information, including static and dynamic obstacles, as well as other UAVSs, to generate
appropriate actions. The objective is to avoid potential collisions while following the fixed
IPSO guidance. By integrating IPSO guidance and local RL-based planning, the framework
facilitates end-to-end learning in dynamic environments. The local planner utilizes spatial
and temporal information within a local area, such as the UAV’s field of view, to make
real-time decisions and navigate effectively.

The proposed IPSO guidance approach ensures scalability by enabling the UAV to
learn and navigate using a fixed-sized learning model, even in large-scale environments. It
provides a consistent reference path for the UAV while allowing the local RL-based planner
to adapt and make responsive decisions based on the current environmental conditions.
To achieve this, a reward function will be designed to combine and consider the IPSO
guidance in calculating a reward.
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The rest of this work is organized as follows: in Section 2, previous related works will
be reviewed, covering different techniques that are used in path planning and collision
avoidance. Section 3 explains the proposed energy-efficient online reinforcement learn-
ing for IoD path-planning description, thoroughly explaining the methods used and the
proposed solution. Section 4 explains the simulation results and discussion. Finally, the
conclusion are presented in Section 5.

2. Related Work

Drones can be used in path planning, monitoring and coordinating remote objects
such as ground vehicles using different algorithms and techniques. These methods can be
classified into non-reinforcement learning methods and reinforcement learning methods.

2.1. Non-Reinforcement Learning Methods

Non-reinforcement learning methods include different algorithms, some of them
inspired by biological systems and natural processes.

In ref. [5], an algorithm that helps the swarm avoid obstacles was proposed. These
obstacles can be dynamic or static, with altered sizes in a limited detection area in order to
reduce energy consumption. The algorithm utilizes a gradient-based approach for quick
and rapid convergence. Also, the proposed solution allows the drones to fly vertically
while hovering or turning around. The results demonstrate the accuracy and efficiency of
the proposed algorithm in high-collision-risk scenarios within dense environments with
obstacle speeds of up to 10 m/sec.

The authors of ref. [10] generated a 3D path to assist a swarm of drones in reaching
their destination without colliding with other drones or encountering terrain obstacles.
They used chaos map logic to start the PSO. Furthermore, optimized adaptive mutation is
used to balance the global and local search. Dormant particles are replaced by new active
particles to push the arrangement toward a global ideal. Monte Carlo simulations are
performed, and the outcomes are compared with standard PSO and recent work.

In [18], A path planning scheme is proposed for guiding the UAVs from the start
position to their final position. Offline planning creates a predetermined path that the
drone traverses while avoiding obstacles. Combining path control and collision avoidance
control results in this optimality. Additionally, each of these tasks can be completed on its
own, and the movement approach was created by merging them all together. To construct
the track control rule, they calculate the path errors from the geometric relationship between
the predetermined path and the UAVs. The optimal avoidance maneuver is determined by
utilizing angles and zone risk in the collision avoidance strategy.

Population-based evolutionary algorithms have made substantial strides recently [19,20].
To avoid collisions, these strategies rely on computational techniques. Numerous optimiza-
tion strategies are therefore suggested to deal with this complexity of computation. Many
researchers have been drawn to using these techniques for drone path planning like PSO,
ABC, GA, and ant colony optimization (ACO) [21]. Based on kinematics, limitations of
navigation, and collision probability, an innovative approach, the fast geometric avoidance
algorithm (FGA), is suggested in ref. [22] by joining the start time from geometric and
critical avoidance. Diverse threat levels were assigned to avoid obstacles sequentially based
on time, reducing the computational time compared to other works.

2.2. Reinforcement Learning (RL) Methods

Reinforcement learning (RL) is also one way to make the drones reach their desti-
nation using optimal paths while avoiding obstacles and conserving energy [11,12,23,24].
However, one of the recent twin-delayed deep deterministic policy gradients (TD3) [11]
suffers from energy issues.

To solve the problem of multiple drone collaborative path planning in complicated
situations with various constraints, the authors of ref. [25] proposed a multi-mode collab-
oration based on RL with a multi-objective PSO algorithm (MCMOPSO-RL) to find the
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best paths and deal with constraints simultaneously. Another study proposed a hybrid
path planning algorithm based on RL and PSO to address the path planning problem
of intelligent driving vehicles [26]. The authors of ref. [27] used a modified Q-learning
algorithm and a state action reward state action algorithm (SARSA) to plan the trajectories
of drones. The modified algorithm showed better results, reducing the path length and
computation time compared with SARSA. In terms of obstacle avoidance, the proposed
method uses a deep Q-learning network in a 3D environment using AirSim. Another study
suggests using reinforcement learning to address the collision avoidance problem and find
an optimal path (forward and backward) to solve the no-return problem [28].

A hybrid path planning algorithm that uses deep RL for local planning and an anytime
graph-based path planning algorithm was applied to real-time planning for an autonomous
UAV [29]. The authors of ref. [30] suggested an independent policy algorithm with C51
dueling using deep Q-learning (C51-Duel-IP). A swarm of UAVs can use this algorithm to
find the best path in a communication-denial environment.

In ref. [31], a deep reinforcement learning algorithm consisting of hindsight experience
replay (HER) and soft actor—critic (SAC) was proposed, called SACHER. This algorithm
works to find an optimal trajectory with obstacle avoidance. HER was used to enhance
learning and the sample efficiency of SAC. The proposed solution showed a better result
compared with DDPG and SAC, with a 66.08% success rate.

A system for path planning of UAV swarms using Q-learning with artificial neural
networks (ANNSs) was proposed [32]. The goal is to provide full coverage of an area with
static obstacles without requiring prior information or goals apart from the provided map.
The experiment was conducted using different sizes of maps, varying numbers of UAVSs,
and different obstacle configurations. The results indicated that as the number of UAVs
increased, the system achieved solutions with fewer movements.

Another approach [33] utilizes a laser to scan the data around the UAV, providing a
simulation closer to the real-world environment. This approach uses the soft actor—critic
(SAC) algorithm to plan the path and navigate around obstacles to reach the destination.
Then, a sampling-based mechanism is used to create a reference point that the UAVs
can follow. These points are updated continuously. The results show how effective the
technique is in the training process and task performance, with an 80% success rate in
achieving the goal points.

RL can also be a great solution in hazardous weather conditions. A challenge faced
by UAVs while navigating in complicated environments, particularly urban areas with
dynamic factors such as wind zones, was addressed by proposing a multi-objective navi-
gation reinforcement learning algorithm (MONRL) [34]. This algorithm enables UAVs to
navigate and avoid obstacles in unknown environments with varying wind conditions.
The algorithm uses DRL with a memory architecture to build the navigation policies that
improve the UAV’s path while decreasing the impact of winds.

An algorithm was proposed to tackle the time-constrained path planning challenge for
UAVs in complex and unknown environments [35]. It involves utilizing off-policy RL along
with an enhanced exploration mechanism known as the improved exploration mechanism
(IEM), which also incorporates prioritized experience replay (PER) and curiosity-driven ex-
ploration to optimize the path planning process for UAVs. The research aims to enhance the
effectiveness and efficiency of path planning for UAVs in complicated environments. The
simulations showed that the proposed method, which included the improved exploration
mechanism (IEM), was superior to the original off-policy RL algorithms. The algorithm
was able to decrease the time needed for path planning and successfully rescue all the
individuals who were trapped.

A study [36] was proposed to dynamically choose the number of iterations for Q-
Learning to overcome the problems that occur due to poorly chosen iteration numbers,
such as taking a very long time or not giving an optimal path. This approach was compared
to Q-Learning with unchanged iteration numbers, as well as other algorithms like A*,
rapid-exploring random tree, and PSO. The proposed method demonstrated effectiveness
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and reliability in online path planning for unknown complex environments. Experiments
were conducted in various environments to evaluate different factors like memory usage,
time, path length, CPU utilization, and completeness. The results showed a remarkable
performance for the proposed algorithm, comparable to or better than A*, while keeping
computational requirements low and ensuring maximum completeness.

Another study [37] combined deep Q-network (DQN) with artificial potential field
(APF) in a method called B-APFDQN to improve the efficiency and effectiveness of path
planning. They used B-spline to make the path smoother. Q-Learning with a shortest
distance prioritization policy was suggested for efficiently planning the paths for drones
while avoiding both static and dynamic obstacles [38].

The performance of the proposed algorithm was compared to other path planning
algorithms such as Dijkstra, A*, and SARSA in terms of path length and learning time. The
proposed algorithm demonstrated improved performance, even when more obstacles were
added. An enhanced dueling double deep Q network (D3QN) with a prioritized experience
replay mechanism was utilized in ref. [39], and the algorithm’s network structure was
designed. This work aimed to plan the path of UAVs in dynamic scenarios. They trained
the drone in the static scenario and then retrained it in the dynamic scenario. Table 1 shows
a summary of the reviewed RL works.

The previously reviewed works suggest solving some aspects of the problems that
drones encounter during their flight while disregarding others. Some of the simulations
were conducted in known environments or with static objects, but UAVs usually face
more challenging situations. Some research has been conducted in two-dimensional en-
vironments, neglecting 3D environments. Other approaches proposed RL for UAV path
planning but neglected dynamic obstacles and IoD formation. More importantly, most of
the literature neglects the energy consumption of drones during missions. In this work, we
will address these issues.

Table 1. Summary of RL works reviewed.

Problem . PR

Ref. Date Addressed Algorithm Used Limitations

4] 2020 COH.ISIOII Two-stage RL Not accurate when
avoidance scenario is changed
Path planning Advanced

[11] 2021  and energy Static environment
consumption TD3

[23] 2021 Path planning and DDQNs Static environment
data harvesting

9] 2021 Eﬁ;hofi)l;r;?llgg iADA*, DQN, Obstacles move in

. and DDPG constant directions/speeds

avoidance
Energy consumption, .

[12] 2022  coverage, and SBG-AC D;(tihnol’;ii(i:l;ess
connectivity path p &

[25] 2022  Path planning MCMOPSO-RL  Static environment

[28] 2022 Path Planmn.g and convex-TSP Static environment
collision avoidance
Path planning Avoiding dynamic

[27] 2023  and obstacle SARSA and obstacles if moving

avoidance Q-learning at very low speeds
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Table 1. Cont.

Problem . T
Ref. Date Addressed Algorithm Used Limitations
Path plannin .
[30] 2023  and obstacle C51-Duel-IP Did not address
avoidance power consumption
Path planning
[31] 2023 and obstacle SACHER Static environment
avoidance
. Deals with static
[37] 2023 Path planning DON and APF obstacles
[38] 2023 Path planning and Q-learning Considered only
obstacle avoidance and SDP 2D environments
. Q-learning UAVs flying at the
[32] 2024 Path planning and ANN same height
. Soft actor—critic
[33] 2024 Path planning (SAC) algorithm -
Path planning Works only
[34] 2024 in urban wind zones (MONRL) with specific conditions
RAPER,
[35] 2024 Path planning Q-learning -
and IEM.
Path planning and . Deals with static
[36] 2024 obstacle avoidance Q-learning obstacles.
[39] 2024  Pathplanningand D3QN It is work on 2D

obstacle avoidance

3. Energy-Efficient Online Reinforcement Learning for IoD Path-Planning Description

This section provides a comprehensive overview of the system components and
their respective roles. Thus, IPSO, Q-learning and actor—critic DRL will be presented.
Additionally, the integration between these components within our proposed solution will
be detailed.

3.1. Energy Model for IoD Path Planning

The energy model is essential in the path planning process. Despite their increasing
popularity and numerous advantages, drones still face inherent limitations that restrict their
full potential. The most significant limitation is the short lifespan of their on-board batteries,
which is regarded as their primary drawback [40]. When we incorporate the energy model
into the path planning and navigation algorithms, the framework can optimize the drone’s
trajectory to minimize overall energy consumption. By encouraging the drone to follow the
IPSO path and providing higher rewards as it approaches the goal, the process enhances
energy efficiency. The reward structure motivates the drone to take the most efficient route,
minimizing unnecessary movements and thus conserving energy. Thus, when the drone
navigates the path, at each step, the energy is calculated, and an amount of reward will be
added depending on that energy. To do so, we use the following formula:

Ry =1+ (05(1/(1+ E))), )

where R; is the cumulative reward, r; is the current reward, and E is the energy required
to reach the goal or the destination. In this work, we apply the energy model applied in
ref. [41] to accurately determine the energy consumption during a drone’s flight mission.
The model explains various maneuvering activities described by the energy model. The
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energy consumption for vertical flight over a distance Ah and velocity vj;,,; is calculated
as shown in Equation (2):

Ah

Ectimp (Bh) = Petjmp——— 2
Oclimb
The energy required for vertical descent over a distance Al and velocity v is given
by Equation (3):
Ah

Edesc(Ah) = Piesc . 3)

Udesc

The energy required to hover in place from time f; to time ¢, is given by Equation (4):

Enover = Phover(tZ - tl)' 4
A horizontal flight as a function of velocity is given by Equation (5):

d
Ehoriz = PDE/ (5)

where d is the horizontal distance and v is the horizontal speed. Measurements were
conducted to determine the power and time required for the rotations, where the angular
speed was assumed to be wy;, (2.1 rad/s) and a constant power of Py, (225 W/s) was
maintained throughout the rotation. Based on these assumptions, the energy needed to
cover an angle 6 were calculated as shown in Equation (6):

A6
Eturn - Pturni (6)

Wturn

Therefore, the overall energy can be written in Equation (7) as follows:

E = Elimp + Edesc + Enover + Enoriz + Eturn (7)

3.2. Planning the Path Using Improved Particle Swarm Optimization

IPSO is a modified version of the standard PSO meta-heuristic approach. The aim is
to generate the UAVs’ paths that ensure the shortest and obstacle-free path, which has a
significant effect on the mission of the drones in terms of time and energy consumption.
It should be noted that in our proposed solution, the IPSO algorithm is applied offline in
static environments. Thus, the paths generated by IPSO avoid only static obstacles during
the mission. The IPSO incorporates three main enhancements to standard PSO that will be
explained along with other components in the next subsections. The main enhancements
include improvements in the initialization stage of swarm particles using a chaos map,
improvements in the updating strategy using an adaptive mutation strategy, and inactive
particle replacement.

3.2.1. Initialization Using the Chaos Map

To improve the initial distribution of particles in the searching space, the IPSO al-
gorithm operates a chaos map logic for the initialization of the particle population. This
initialization technique helps improve the convergence speed and quality of the solutions.
Chaos-based particles utilize the logistic map to obtain the initialization formation. The
simplest logistic map presented in [10] is applied to IPSO using Equation (8):

Xns1) = f(uXn) = pXu(1— Xa) 8

where n =0, 1, 2, 3... and X represent the chaos variable, while y is a predetermined
constant called the bifurcation coefficient.

To effectively demonstrate the superiority of logistic map initialization over random
initialization, visual representations of 10,000-time iterations in MATLAB are presented in
Figure 1 [42]. The graphical analysis clearly indicates that the distribution of the logistic
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chaos map exhibits greater uniformity compared to that of the rand function. This enhanced
uniformity contributes to a broader spectrum of potential flight paths for UAVs.

Value
Value

o mMrhMuMMi‘Mmhm.mm o NI ._uu.l‘t. AJ.Jh.mlLllL..,l.l‘LlL“.nlml.lhh‘ujl‘lm.‘. U
[ 2000 4000 6000 8000 10000 0 2000 4000 6000 8000 10000
Iterative times of rand function Iterative times of Logistic chaos
(a) Rand function map (b) Logistic chaos map

Figure 1. Random function compared with logistic map [42].

3.2.2. Adaptive Mutation Strategy

The primary goals of particles in the optimization process are searching and conver-
gence to achieve the optimal solution. Therefore, the particle needs to initially search
(explore) to enhance the diversity, then convergence will be obtained in the second stage.
To address issues like exploration efficiency and premature convergence, this strategy is
proposed. The strategy adjusts the mutation rate based on the particles’ fitness values
to balance the exploitation and exploration of the searching space. To achieve that, the
adaptive mutation strategy uses Equation (9):

x(1+1t) =x(t) +ev(l+t), 9)

wheret is the current simulation time, v is the velocity, and { selects the particle’s movement
speed. A high value of ¢ helps in rapid exploration of the area but may affect the fine-
tuned optimization. On the other hand, a low value of ¢ increases the convergence and
adjusts the solution. Accordingly, for an effective optimization process, the particles
must initially explore extensively and make significant leaps towards searching regions.
As the iterations progress, the speed of the particles should decrease to facilitate rapid
convergence. Consequently, e should dynamically change with each iteration, as indicated
by the following Equation (10):

(Smax - gmin) *t

€= Emax — MaxIt ! (19

where €, < €ax, and they are constant values. The current time and the total simulation
time are t and MaxIt, respectively.

3.2.3. Inactive Particle Replacement

One main enhancement of the IPSO algorithm is replacing inactive particles with new,
fresh particles. Inactive particles are those that have not been able to participate effectively
in the searching process. This occurs when the particles lose the ability to search globally
or even locally, such as when they fail to discover a better position, leading to premature
convergence. Therefore, by replacing them with fresh ones, the searching process will
converge towards the global optimum rather than getting stuck in the local optimum.
Additionally, the algorithm incorporates other crucial components that contribute to its
overall functionality and efficacy. These components will be highlighted to provide a
comprehensive understanding of the IPSO algorithm.

3.2.4. Social Acceleration Coefficient

A crucial role is played by the acceleration coefficients in the IPSO algorithm, indicating
the weight of the stochastic acceleration. By multiplying these coefficients, c1 and c2, with
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random vectors, rl1 and 12, they introduce controllable stochastic effects on the velocity
of the formation of the IoDs. Furthermore, the coefficients represent the weights that are
assigned to share the information between particles. For example, if c1 = c2 = 0, the particle
will solely rely on its own knowledge. Conversely, if c1 > c2, the particles will manage to
gravitate towards local attractors (pBest), while if 2 > c1, it will cause the particles to lean
towards the global attractor (gBest). Thus, the choice of c1 and c2 determines the balance
between exploration and exploitation within the searching space.

3.2.5. Inertia Weight (w)

The optimization algorithm’s performance depends on balancing global and local
searching. To accomplish this, the concept of inertia weight is employed to effectively
manage the exploitation and exploration in the searching process. To provide further clarity,
a large value of w promotes exploration by encouraging the algorithm to explore a wider
space, while a small value enables exploitation by focusing on exploiting promising regions.
As a result, some studies have proposed adapting w linearly, as demonstrated in [10]. The
linear adaptation of w is presented as shown in Equation (11):

(MaxIt —t)

W) + Wiin (11)

w(t) = —Wmax
here, t represents the current time, while MaxIt is the higher simulation time. w,,;,
and wy,qx correspond to the minimum and maximum values of the inertia weight. By
utilizing this linear adaptation, the w value will change dynamically over time, gradually
transitioning from wjyay to Wy, as the simulation progresses. This adaptive approach
allows the algorithm to make a necessary balance between exploitation and exploration
throughout the optimization process. In light of the aforementioned considerations, it can
be generally stated that the IPSO algorithm consists of many parts. It starts by initializing
all parameters, creating the initial position, velocity, and solution of all the particles. After
that, the process of planning the path will be carried out by obtaining the parameters and
environment constraints to return feasible paths to the destination with corresponding
average fitness. The improvements mentioned for the PSO are added to increase the search
efficiency. Furthermore, as discussed previously, adaptive adjustment of € and wy,qx 0ccurs
at each iteration. At the end of each iteration, the trail of each particle is evaluated. If
the trail exceeds the threshold, the inactive particle will be replaced with a refreshed one.
Then, the algorithm will be repeated until an optimal solution is attained or the time limit
is reached.

3.3. Q-Learning Algorithm

The Q-learning algorithm is an RL algorithm that focuses on how an agent can learn
from the environment by making sequential decisions that maximize the cumulative
rewards. RL has undergone significant advancements and refinements. The Q-learning
algorithm is a model-free and off-policy RL method. The agent of Q-learning is a value-
based agent trained to estimate the return or future rewards during the learning process.
Thus, the agent will select and output the action for which the greatest return will be
obtained using the concept of a Q-value. The Q-value is the content of the Q-table; the
rows and columns of the Q-table represent the states and actions. Initially, all the Q-values
are random or zeros. Then, the Bellman equation is employed to obtain the Q-value. The
max Q-value representing the best action should be selected for a particular state. Thus, Q-
learning as an RL algorithm needs to use the sequential behavior decision problem, which
is defined by the Markov decision process (MDP). The process of the Bellman equation is
formulated by using the MDP and the value function. In the next subsection, a detailed
explanation will be provided for the Markov decision process, the value function, and the
Bellman equation, which form the foundation of RL algorithms.
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3.3.1. Markov Decision Process (MDP)

The MDP captures the idea of the agent interacting with the environment over several
time steps. At each time step, the agent takes an action A after observing the current state
of the environment S and accordingly will obtain reward R [43,44]. The environment of the
agent is probabilistic, meaning that after the action is taken, the transition of the state and
the compensation are random. Policies are selections of actions that should be performed
in a specific state, which can be formulated using MDP [45]. The MDP consists of the
following components:

State: The environment’s state at time step t denoted by St, which represents the
state of the environment at that moment. The agent has access to a set of observable
states, denoted as S, which refers to the observations made by the agent regarding its own
situation [46].

Action: The action refers to a set of possible actions denoted as A within a given
state S. The action At is the action that occurs at time step t. Typically, the agent’s available
actions remain the same across all states. Thus, a single representation can be used to
indicate the set of actions A [47].

Policy: Policy in RL can be defined as the behavior of the agent at a given time. In
other words, the policy converts the perceived states to actions to be taken when in those
states. Policy can be a complicated searching process that needs significant computational
resources, or it can be as simple as a lookup table or a small function. The policy represents
an essential part of RL, in the sense that the agent cannot determine the behavior without
it. In general, the policies specify the probabilities for each action [12]. The 7 in Equation
(12) is the policy probability that the agent may choose an action a in a state s at time step t.

7t(als) = P[A; = a|S; = 5] (12)

Reward: The goal of an RL problem can be defined by the reward signal. The
environment will give the RL agent numerical value called the reward. Therefore, the
agent’s role is to try to maximize the total reward that receives over running time. Thus,
the reward signal R defines what are the good and bad actions the agent can make.

Discount factor: The discount factor or discount rate is denoted by . Its value is
between 0 and 1, determining the importance of future rewards compared to immediate
rewards. In each state, when the agent takes an action, it will receive a reward as compen-
sation [12]. The discount factor allows the agent to balance between immediate rewards
and delayed rewards by enabling it to make decisions that align with either short-term or
long-term objectives based on the chosen value of v. The choice of discount rate depends
on the specific problem and the agent’s goals. A lower discount rate may be suitable for
situations where immediate rewards are of importance, while a higher discount rate may
be more appropriate when long-term cumulative rewards are the primary focus [48].

Value Function: The value function is a key concept in RL. It provides the prediction
of the expected future reward that can be achieved if the agent follows a particular policy. It
measures how each state or state-action pair performs [49]. The value function is linked to
the Bellman equation, describing the relationship between the state’s value and the values
of its neighboring states [50].

3.3.2. Bellman Equation

Q-learning algorithms use the Bellman equation as an exploitation—exploration strat-
egy to update the Q-values and to improve the policy over time. Q-learning iteratively
updates the Q-values, which represent the expected cumulative reward for taking a partic-
ular action in a given state. After using the Bellman equation to derive the Q-values, the
best action is selected based on the max Q-value for a particular state [50]. Equation (13) is
simplified to obtain the Q-value [45], while Equation (14) uses the temporal difference:

Q" (s,a) = rt +ymaxQ(s(;11), ) (13)
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Q" (s,a) = Q(s(s-1),a(-1)) + o.(re +ymaxQ(ss11),4) — Q(s-1),a4-1)))  (14)

Table 2 below provides more clarity about the equations.

Table 2. Clarification of parameters in Equations (13) and (14).

Parameter Name Description

s Current state
Action taken in the current state
Tt Reward at moment t
o Learning rate, value between 0 and 1
Discount factor, value between 0 and 1
Q" (s,a) New Q-value for action a after taking state s
Q(s(t-1),a(1-1)) Old Q-value for action a after taking state s
maxQ(s(;11), ) Maximum expected value among the policies that
the agents can receive

(re +ymaxQ(s41),a) — Q(S(1-1),a(-1))) Temporal difference

3.4. Deep Reinforcement Learning (DRL)

After providing an overview of Q-learning, which is one of the traditional RL algo-
rithms, we explore the advancements made in the field of deep reinforcement learning
(DRL). DRL combines the principles of RL with the powerful function approximation
capabilities of deep neural networks, allowing for the efficient learning of complex, high-
dimensional environments. Thus, the key advantage of DRL is its ability to handle large
state and action spaces like what we have in path planning in a 3D environment, which
are often present in real-world problems. Deep neural networks can effectively learn
to represent the value function or the policy, enabling the agent to make informed deci-
sions in complex environments [51]. An alternative approach in DRL is the actor—critic
model, which combines two methods, policy-based and value-based methods, to utilize
the strengths of both. The next subsection provides a detailed explanation of the actor—
critic model.

Actor—Critic Model

The actor—critic model is a method that combines the strengths of value-based methods
like Q-learning and policy-based methods like policy gradients to help the agent learn
both the value function and the policy. This approach can often lead to more stable and
efficient learning, as the critic provides valuable guidance to the actor. The actor can focus
on exploration and policy optimization, while the critic provides a stable and informative
value function to guide the actor’s updates [12,51].

Neural Networks: When dealing with complex problems, the Q-table used in rein-
forcement learning needs to store a very large number of states and actions. This can result
in a significant slowdown in the training speed and reduce the overall effectiveness of the
approach. Path planning and obstacle avoidance are examples of complex problems of this
nature. To address this, a neural network is used to calculate values rather than relying
solely on the Q-table. By using the DRL, the system can handle the large number of states
and actions required for the complex obstacle avoidance problem without the performance
issues associated with a Q-table of that scale [27]. In DRL, the neural networks are used as
the function approximators for both the policy and value functions. The specific neural
network architectures can vary depending on the problem domain [52]. The actor—critic
model involves two main components:

1. Actor network: This network is responsible for mapping the current state to actions
and effectively learning the policy that determines the agent’s behavior. It aims to
maximize the expected cumulative reward.
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2. Critic network: This network evaluates the actions taken by the actor network and
provides feedback about the quality and precision of those actions. It learns to estimate
the value function, which represents the expected future reward [51,53].

Experience replay memory: Experience replay memory is a popular technique used
in deep Q-learning (DQL). It helps to reduce the correlation between samples, which
improves the efficiency of the learning process [52]. There are some limitations of DON
that experience replay memory addresses:

1. The optimal policy is deterministic, which limits its use in adversarial domains where
more flexibility is needed.

2. Finding the best action with respect to the Q-function can be computationally expen-
sive, especially when there are many possible actions [54].

Experience replay memory refers to the storage of the agent’s past experiences (state,
actions, rewards, next states) in a replay buffer. During training, the agent periodically
samples a batch of experiences from this buffer and uses them to update the neural network
parameters rather than just using the most recent experience. The main benefit of using
such memory is that by sampling the experiences randomly from the buffer, it breaks the
correlation between consecutive samples that occurs during learning. This can lead to
more stable and efficient learning. Also, the reuse of past experiences allows the agent to
learn more from the number of interactions with the environment. Additionally, replaying
the past experiences helps the agent retain knowledge about earlier parts of the task,
preventing it from forgetting important information. Therefore, the combination of the
actor—critic method and experience replay can lead to powerful and data-efficient training
of the agent [51,52].

3.5. Proposed IPSO-DRL System Model

In our proposed solution, IPSO and RL-based methods are integrated to formulate
the IPSO-RL framework. The system model of the proposed framework is illustrated
in Figure 2. The IPSO and DRL components are described above. The construction of
this framework considers the surrounding environmental information, including static
and dynamic obstacles, as well as other UAVs, to generate appropriate actions while
considering energy consumption. One key feature of our proposed framework is scalability,
even in large-scale environments, by utilizing the IPSO guidance, enabling the UAV to
learn and navigate using a fixed-sized learning model. By incorporating IPSO guidance,
the framework maintains its efficiency and effectiveness in complex environments. The
RL-based planner utilizes spatial and temporal information within a local area, such as the
UAV’s field of view (FoV), as shown in Figure 2, to make real-time decisions and navigate
effectively. To drive the learning-based planning process, a reward function is designed to
combine and consider the IPSO guidance in calculating the reward, motivating the UAVs
to explore various potential solutions while encouraging convergence in the learning-based
planning process. The FoV observation, as well as IPSO guidance, are utilized as inputs to
the CNN that learns from current observation, IPSO guidance, and historical information,
predicting an appropriate action.

The process begins by initializing the environment, which involves creating a random
map containing static obstacles, dynamic obstacles, and drones, which represents the RL
agents. Next, the start and end coordinates are established. The energy-efficient path
planning conducted using the IPSO algorithm ensures minimum energy consumption
and avoids static obstacles. The IPSO path serves as a consistent reference for the drone,
allowing the RL-based planner to adapt and make responsive decisions based on real-time
environmental conditions. After the establishment of the path, the drone navigates the
environment using an RL-based planner—in our case, Q-learning or DRL—to reach its
goal by generating appropriate actions. The drone receives positive rewards for following
the IPSO path, making this path preferable to others. Conversely, if the drone collides
with any obstacles or goes outside the boundary, it incurs a negative reward or penalty.
Additionally, the drone earns positive rewards as it follows IPSO path or gets closer to
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the goal, encouraging its learning process. The highest reward is given when the drone
successfully reaches the goal, to reinforce the correct completion of the task. Energy
consumption is a critical factor in drone path planning; therefore, we provide higher
rewards when the drone follows the IPSO path to encourage the drone to use it. Also, for
each step, the drone will receive a reward that corresponds with its approach to the goal.
This process will lead to enhanced energy efficiency. Figure 3 shows the flowchart of the
IPSO-RL framework.
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Figure 2. Proposed IPSO-DRL system model.
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Figure 3. Flowchart of IPSO-RL framework.

3.5.1. Reward Function Structure

The reward function of the proposed approach is designed to manage the movement
of the drones within the environment by calculating the reward that helps the agent nav-
igate around obstacles effectively to reach the destination. To accomplish this, this part
of the proposed solution is organized into functions and helper methods that collectively
constitute the goal of the reward operation. The helper methods include methods for
calculating the distance and another method for the dictionary to return rewards based on
different cases. The drone will face several cases while navigating toward the goal, like
obstacles or the IPSO path. These cases are carefully identified and processed to ensure the
best learning for the drone. These cases are treated in this sequence with related rewards

and processes:

e If the drone reaches the goal, a large positive reward is defined.

e If the drone collides with obstacles or goes out of bounds, a large negative reward is

defined.

e If the drone reaches one of the locations on the IPSO path, a large positive reward is
defined, as well as more rewards for being near the goal. This reinforces the drone to

follow the IPSO guidance.

e  If the drone reaches a free cell that is not part of the IPSO guidance, a small negative
reward is defined. This discourages deviation from the reference path. Also, this small
negative reward is subjected to change depending on the distance from that point to

the goal.
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After setting up the environment and implementing the necessary functions, the train-
ing process commences using two distinct approaches: Q-learning and actor—critic DRL.

3.5.2. Q-Learning Approach

For the Q-learning approach, we trained the drone by iteratively updating the Q-
values based on the agent’s interactions with the environment. This required the agent
to observe the current state, select an action, receive a reward, and then update the Q-
value estimate accordingly. The goal of this training was to enable the agent to learn the
optimal action—value function, which would guide the drone’s decision-making process.
Algorithm 1 presents the pseudocode that we use in our approach.

In contrast, we use the actor—critic model as our DRL approach, utilizing a more
sophisticated neural network architecture. This method consists of two main components:
the actor network and the critic network. The actor network is responsible for selecting the
most appropriate actions based on the current state, while the critic network evaluates the
quality of those actions and provides feedback to the actor network. Through this iterative
process of action selection and value estimation, the drone is able to learn a more complex
and effective policy for navigating the environment. Algorithm 2 is the pseudocode that
explains the general structure of the training process of the IPSO-DRL framework.

Algorithm 1: Pseudocode of Q-learning of the IPSO-RL framework

Initialization:-Initialize the environment boundary;
-Initialize Q-table g-table with zeros;
-Set hyperparameters: learning rate (), discount factor (-y),
exploration rate (€) and the € decay rate;
-Initialize variables: Episodes, Epochs, reward, all rewards ;
for i < 1 to Episodes do
Reset the environment to initial state;
for j + 1 to Epochs do
Choose an action using e-greedy policy based on Q-table ;
Take the chosen action;
Calculate the reward based on action and IPSO guidance information;
Obtain next state;

if numEpochs is greater than the inverse of e_Decay then
| setato0.01;
end
while episode is not done do
if RandomNum is less than € then
| The action is selected randomly from the actions set;
else
| The action is selected as argmax of the Q-table;
end
[next state, reward, done]«— Apply action;
Update the cumulative reward;
Update the Q-table with the new value;
Update the state to the next state;

end
end

end
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Algorithm 2: Pseudocode of actor—critic of the IPSO-DRL framework
Initialization:
Initialize the environment boundary, and obstacles.;
for Each UAV; in IoDs do
Initialize starting and destination point ;
Initialize the actor network;
Initialize the critic network;
Initialize the target actor network;
Initialize the target critic network, Initialize experience replay buffer «;
end

Define store_experiences, target_model, actor;
Set hyperparameters: ¢, e_decay, e_min, batch_size, timesteps_per_episode, and
numEpisodes.
for Each episode in Episodes do
for Each time t in timesteps do
for Each UAV; in IoDs do
Action < agent.actor(state, ¢,IPSO Guidance);
next state, reward, done + Apply action;
Store experience (state, action, reward, next_state, done) in «;
Update state to next_state;
if length(x) > batch_size then
| Retrains the Q-network using a minibatch from the replay buffer;
end
if episode done then
| Align target model and break;
end

end

end
end

4. Simulation Results and Discussion

To evaluate our proposed framework for planning the path and avoiding obstacles
with minimum energy consumption, we carried out a simulation in a dynamic environment.
In the following subsections, we explain the relevant parameters and discuss the results.

4.1. Parameter Settings

The hardware and software specifications are illustrated in Table 3.

Table 3. Hardware and software specifications.

Hardware/Software Description
Operating system macOS Sonoma
Processor Apple M2/Intel i5
Memory 8GB/16GB
Python 3.10.10
TensorFlow 2.15.0

We use the epsilon decay technique to balance the agent exploration and exploitation.
The parameters setting are listed in Table 4.
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Table 4. Parameters used in Q-learning.

Parameter Name Value

Learning rate («) 0.01

Discount factor (7) 0.99

Exploration rate (¢) 1.0, decaying to 0.02 over time

The environment is simulated with static obstacles and dynamic objects, where drones
navigate to plan the path. Our environment is 8 x 8 x 4. It contains three static obstacles
and two dynamic objects, in addition to our drones, which are the RL agents. The speed is
assumed to be 10 m/s for the drones and 1 m/s for dynamic obstacles.

Finally, Table 5 clarifies the parameters used in training the DRL approach.

Table 5. Parameters used in DRL.

Parameter Name Value

Learning rate («) 0.0001

Discount factor () 0.95

Exploration rate (¢) 1.0, decaying to 0.01 over time
Batch size 64

Replay memory size 1000

4.2. Simulation Results

In this section, we present the simulation results for our proposed IPSO-RL framework.
We conducted several comparative analyses to demonstrate the validity and effectiveness of
the proposed method. First, we examined the outcomes of integrating the IPSO algorithm
with the Q-learning method and analyzed the effects of incorporating the energy model into
the framework by comparing the results with and without the energy model. Second, we
further expanded our analysis by comparing the performance of our IPSO-RL framework
against the DRL approach. This comparison helps to evaluate the advantages and trade-offs
of using the IPSO-RL framework versus a more advanced DRL technique. Finally, we
compared our findings from the IPSO-DRL framework against a recent study in the field.
This comparative analysis provides valuable insights into how our proposed IPSO-DRL
framework fares against state-of-the-art techniques in the literature.

4.2.1. IPSO-RL results

To achieve optimal performance, we examined various sets of parameters across
50,000 episodes. When we identified promising results, we extended the range and con-
ducted additional training with those parameters to confirm their efficacy. Figure 4 depicts
the drone’s performance during the training process. We experimented with different e
values of 0.99, 0.5, and 0.1, in addition to the decaying technique. Moreover, we tested «
values of 0.0001, 0.001, 0.01, and 0.1 and 7y values of 0.99 and 0.
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Figure 4. Cumulative reward with respect to the number of episodes for different values of «, 7,
and e.

4.2.2. DRL Results

First, we used our proposed framework to train the drone for 250,000 episodes using
Q-learning under two conditions, one with the energy model included and one without. By
monitoring the reward amount during training, we are able to observe the learning progress
and the differences between the two approaches. When the energy model was included,
we observed a significant improvement in the drone’s performance after approximately
15,000 episodes. The cumulative reward steadily increased, indicating continuous learning
and enhancement, and it became relatively stable after approximately 30,000 episodes,
indicating that the drone had reached an optimal level of learning and performance.
Figure 5 shows a smaller scale of the learning process to visualize the interval where
the gradual increase of the reward occurs, while Figure 6 shows the cumulative reward
obtained by the drone throughout the whole learning process. The reward amount shown
in the figures indicates that the drone was able to learn to operate in a more energy-efficient
manner. Figure 7 shows the energy consumption during the learning process and how it
decreases significantly as the number of episodes increases, indicating that the drone is
able to learn and optimize its energy usage over time.
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In contrast, without the energy model, the improvement in performance is much
slower. The improvement was noticed after approximately 150,000 episodes. Figure 8
shows where the exponent of the learning process starts. It begins after approximately
135,000 episodes and reaches its optimal after 155,000 episodes. Figure 9 shows the cumula-
tive reward curve without using the energy model for all episodes.
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We also analyzed the average reward curve, which provides an overall measure of the
drone’s learning progress. With the energy model included, the moving average reward
curve showed clear improvements over time, as depicted in Figure 10, demonstrating that
the drone is able to learn more effective and comprehensive behaviors.
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Figure 9. Reward curve for IPSO-RL without the energy model.

Without the energy model, the improvement in the moving average reward curve was
more gradual and less apparent in comparison, as illustrated in Figure 11.

Next, we compared the performance of both the Q-learning RL (IPSO-RL) with the
actor—critic DRL (IPSO-DRL). We can notice the rapid improvement of the IPSO-DRL model,
shown in Figure 12, compared with the IPSO-RL model. Also, the upward trend in the
average reward over the training indicates that the DRL model can learn more effectively
within fewer episodes.
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In contrast, the IPSO-RL plot (Figure 6) displays a more gradual improvement in the
reward curve. While the IPSO-RL approach still demonstrated a positive learning trend,
the magnitude of the rewards achieved was generally lower compared to the IPSO-DRL.

This difference in performance can be attributed to the inherent strengths of DRL
techniques, such as their ability to effectively capture complex relationships and patterns in
high-dimensional state spaces. The use of deep learning in the IPSO-DRL approach allows
the agent to learn more expressive and efficient representations of the problem, leading to
faster convergence and higher-quality solutions.

Finally, we compared our result of IPSO-DRL with a recent study. The study suggests
using an improved DRL technique to solve the path planning problem in dynamic environ-
ments, employing the Q-function approximation of the prioritized experience replay D3QN
to estimate the agent’s action Q-values. The algorithm’s network structure combines a
competitive neural network architecture with double Q-learning and prioritized experience

216



J. Sens. Actuator Netw. 2024, 13, 50

replay. The simulation of the study was implemented using the TensorFlow platform. The
environment includes static obstacles that the drone is trained to avoid; after that, the
same model is used to train the drone with the dynamic obstacles. The dynamic obstacles
are added randomly to the environment, and their movements are randomly generated
as well. The reward function penalizes collisions with obstacles and rewards progress
towards the goal. The start and goal positions for the drone are randomly generated within
the environment. Figure 13 depicts the reward curve for the study. We can notice the
improvement in the DRL technique for dynamic path planning. However, the reward curve
depicted in these results, although improving over time, stabilizes at a lower cumulative
reward compared to our framework. We can notice that our framework is able to reach a
much higher level of cumulative reward compared to the previous study, highlighting a
superior learning capability of the IPSO-DRL framework.
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Figure 13. Reward curve for the recent study.
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Through these comprehensive comparisons, we aimed to thoroughly assess the merits
of the IPSO-RL framework and its ability to address the complexities involved in the
problem at hand.

4.3. Discussion

This study highlights that the proposed IPSO-DRL framework significantly generates
online energy-efficient paths for IoDs in dynamic environments compared to other existing
methods. Furthermore, the proposed IPSO-RL framework acquires a feasible and effective
route successfully with minimum energy consumption. The reason behind this can be
attributed to the adaptive learning capabilities of the solution that integrates IPSO with
RL. A significant improvement in the drone’s performance, with the cumulative reward
steadily increasing when the path is optimized for energy consumption minimization,
indicated continuous learning and enhancement. This suggests that the drone had reached
an optimal level of learning and performance. The energy consumption during the learning
process significantly decreased as the number of episodes increased, indicating that the
drone learned to optimize its energy usage over time. Moreover, the performance compari-
son of Q-learning with the actor—critic DRL models showed a much earlier improvement in
the IPSO-DRL. The superior performance of the IP-SO-DRL model is attributed to its ability
to capture complex relationships in high-dimensional state spaces through deep learning,
leading to faster convergence and higher-quality solutions. Furthermore, our IPSO-DRL
framework outperforms the recent study on dynamic path planning, demonstrating supe-
rior learning capabilities and achieving higher results. Unlike previous approaches that rely
on static environments, our method dynamically adjusts paths in response to surrounding
environmental changes, resulting in a more efficient solution. These findings suggest
that implementing IPSO-RL in IoD systems leads to more sustainable and cost-effective
operations, especially in energy-constrained environments.

The main limitation of our study is that it assumes all UAVs are flying at a fixed
altitude. This choice was made to ensure a consistent resolution in applications that require
the collection of useful information from the environment. Thus, this framework can not
address different altitudes of IoD formations.

5. Conclusions

In this work, we proposed a novel approach for planning collision-free paths for
UAVs operating in unknown, dynamic, 3D environments. By integrating the improved
particle swarm optimization (IPSO) algorithm with reinforcement learning (RL), the de-
veloped IPSO-RL framework could generate energy-efficient and collision-free paths for
drones in real-time. The proposed framework offered a flexible and adaptive solution
for UAV path planning, capable of responding to dynamic environmental changes, thus
addressing the limitations of traditional heuristic methods designed for static environments.
Additionally, incorporating an energy model into the RL reward structure allowed the
drone to optimize the energy of paths, leading to more sustainable and enduring drone
operations. We conducted simulations to evaluate our proposed solution, training the
drone for 250,000 episodes using Q-learning and actor—critic algorithms within the IPSO-
RL framework. We tested the framework under two conditions: with and without the
energy model included. The extensive simulations highlighted the superior performance
of the IPSO-DRL approach compared to other benchmarks in terms of collision avoidance,
path length, and energy consumption. By addressing the critical challenges of collision
avoidance and energy efficiency, this research advances the state-of-the-art in autonomous
UAV navigation. The proposed framework represents a significant step towards enabling
safe and sustainable UAV operations in complex, dynamic environments.

In future work, we will considered variable altitudes of IoDs, requiring a sophisticated
reward function. We will also optimize the UAV system to incorporate weather conditions
and other constraints.
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Abstract: Automatic Modulation Recognition (AMR) is a key technology in the field of cognitive
communication, playing a core role in many applications, especially in wireless security issues.
Currently, deep learning (DL)-based AMR technology has achieved many research results, greatly
promoting the development of AMR technology. However, the few-shot dilemma faced by DL-
based AMR methods greatly limits their application in practical scenarios. Therefore, this paper
endeavored to address the challenge of AMR with limited data and proposed a novel meta-learning
method, the Multi-Level Comparison Relation Network with Class Reconstruction (MCRN-CR).
Firstly, the method designs a structure of a multi-level comparison relation network, which involves
embedding functions to output their feature maps hierarchically, comprehensively calculating the
relation scores between query samples and support samples to determine the modulation category.
Secondly, the embedding function integrates a reconstruction module, leveraging an autoencoder
for support sample reconstruction, wherein the encoder serves dual purposes as the embedding
mechanism. The training regimen incorporates a meta-learning paradigm, harmoniously combining
classification and reconstruction losses to refine the model’s performance. The experimental results
on the RadioML2018 dataset show that our designed method can greatly alleviate the small sample
problem in AMR and is superior to existing methods.

Keywords: few-shot learning; automatic modulation recognition; relation network; deep learning

1. Introduction

AMR is an important step between signal detection and demodulation [1]. As a key
technology in the field of cognitive communication, AMR is a prerequisite for achieving
efficient spectrum sensing and understanding, and it is widely used in wireless monitoring,
signal interception and interference problems [2].

For a long time in the past, maximum likelihood theory and expert feature extraction
were the main methods for solving AMR problems. Based on the maximum likelihood
theory method, it is necessary to first obtain the statistical characteristics of the modulated
signal, then construct a decision criterion and finally construct a maximum likelihood
classifier. In theory, this type of method can bring high recognition accuracy, but its high
computational complexity and strong dependence on prior knowledge limit its application
in practical problems. The method based on expert features relies on expert knowledge
in the field of signal processing, designing feature-extraction models that can distinguish
different modulation signals manually, and then designing classifiers for recognition. The
recognition accuracy of this type of method depends on the extracted statistical features
and is limited by the weak learning ability of traditional classifiers [3].

In recent years, deep learning technology has shown excellent feature-extraction
and data-analysis capabilities in fields such as image processing and natural language
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processing, and it has been widely applied in wireless communication [4]. At the same time,
it also provides a data-driven research approach for AMR. The AMR method based on
deep learning utilizes a deep neural network model to learn data distribution from a large
number of historical signal samples, extract more robust and effective signal features and
use them to distinguish different modulation categories. Recent research has shown that
signal modulation-recognition methods based on deep learning have higher recognition
performance compared to traditional methods [5].

However, most DL-based AMR studies assume sufficient historical signal samples for
training deep neural network models and assume that the sample categories are the same
when training offline and deploying applications in practice. In practical scenarios, fulfilling
this assumption is inherently difficult. Firstly, this is due to the dynamically complex
electromagnetic environment, which constantly faces interference from a multitude of
sources: various wireless communication devices, different electronic instruments and the
ever-changing influences of natural phenomena, including weather fluctuations and terrain
characteristics. This continuous change leads to rapid fluctuations in signal characteristics,
making it difficult to obtain widely applicable and high-quality signal samples as the
samples collected at one time may not represent the situation at other times. Secondly, the
collection of high-quality signal samples often requires high-performance measurement
equipment and professional data-collection techniques, which brings significant economic
and operational burdens. The signal samples also require precise labels for model training,
but obtaining accurate labels is also a challenging task. This not only requires a high level of
professional knowledge but may also involve a lot of manual work, especially when facing
diverse signal types generated by complex electromagnetic environments [6]. Therefore,
in practical scenarios, AMR often faces the few-shot challenge, which greatly limits the
implementation and widespread application of deep learning-based signal modulation-
recognition methods in practical scenarios.

In the field of image recognition, the few-shot problem has also received sufficient
attention, and methods such as data augmentation and meta-learning have been proposed
to solve the few-shot dilemma. Among them, meta-learning is considered the most promis-
ing method for solving small sample problems [7]. Its idea is to continuously construct
small sample training tasks on the source domain dataset so that the model can distin-
guish similarities and differences between different categories. Even when facing new
small sample tasks in the target domain, it can still have good recognition performance.
Metrics-based meta-learning methods, such as prototype networks (PNs) [8] and relation
networks (RNs) [9], have been widely studied and applied due to their simple structure,
ease of training and good performance.

Therefore, this paper proposes a few-shot AMR method based on a multi-level com-
parison class reconstruction relation network (MCRN-CR) based on the meta-learning
paradigm, aiming to solve the few-shot problem faced in AMR.

The main contributions of this article are as follows:

(1) A meta-learning paradigm is proposed for the FS-AMR problem. By utilizing existing
source domain datasets and constructing meta-task training methods, the model can
distinguish differences between different categories and can be well generalized to
target domain classification tasks. Namely, it can attain satisfactory classification
performance on the target domain with either no or minimal training samples from
the target domain.

(2) A multi-level embedding comparison relationship network has been proposed. Based
on the relation network architecture in meta-learning, we propose an improved
version, which involves multi-level measurement of the deep and shallow features
output by the embedding function, synthesizing the relationship score of the test
sample relative to the support category and using this to determine the category of the
test sample. Compared to general relational networks, the comprehensive comparison
of deep and shallow features can minimize the confusion of different modulation
categories in the metric space as much as possible.
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(3) A class reconstruction meta-learning framework was proposed. The class reconstruc-
tion network consists of an encoder and a decoder, where the encoder serves as an
embedding function and the decoder reconstructs the potential representation of the
sample into the original signal. Furthermore, by combining class reconstruction loss
and classification loss to jointly train the model, more robust feature representations
can be learned, reducing the impact of noise on recognition performance.

The rest of this article is organized as follows. In the second section, relevant works
on AMR are introduced, including traditional AMR methods, DL-based AMR methods
and FS-AMR methods. In the third section, the relevant theories and methods of this
article are introduced. The fourth section provides a detailed introduction to the multi-level
comparison relation network proposed in this article, which combines class reconstruction.
The fifth section provides detailed experimental results and discussion. Finally, a summary
of the entire article was provided.

2. Related Works

This section focuses on the problem of AMR, introducing traditional AMR methods,
DL-based methods and existing FS-AMR methods.

2.1. Traditional AMR Methods
2.1.1. Maximum Likelihood Theory-Based AMR Method

The modulation-recognition method based on maximum likelihood theory analyzes
signal characteristics through probability theory, and its modulation-recognition process
is a multi-hypothesis testing problem. This method is based on the likelihood function
of electromagnetic signals, using the comparison results of the likelihood ratio and set
threshold as the basis for judgment. Common methods include average likelihood ratio test
(ALRT) [10], generalized likelihood ratio test (GLRT) [11] and mixed likelihood ratio test
(HLRT) [12]. This type of method has the best signal feature performance in ideal channels,
but it has high computational complexity and requires complete signal prior knowledge,
making it susceptible to environmental interference factors.

2.1.2. Expert Features-Based AMR Method

Feature extraction is a process of data mapping, which involves mapping the original
signal data to a specific feature space. The purpose of feature mapping is to generalize
the differences between modulation categories, reduce data dimensionality, and improve
algorithm efficiency. Common signal features include the following: (1) instantaneous
features; (2) statistical characteristics; (3) transform domain features [6].

Instantaneous features describe the instantaneous properties of a signal in the time
domain. It mainly considers the instantaneous change characteristics of the signal at a cer-
tain moment or period [13]. Common instantaneous characteristics include instantaneous
amplitude, instantaneous frequency and phase. Statistical features are obtained through
statistical analysis of signals. They describe the probability distribution, average level, dis-
persion degree and other characteristics of signals, mainly including high-order moments,
high-order cumulants and cyclic cumulants [14,15]. The transformation domain feature
is acquired through the mathematical transformation of a signal, such as using methods
like the short-time Fourier transform or wavelet transform. These methods convert the
signal from the time domain to the frequency domain or other transformation domains,
revealing valuable information such as the frequency, phase and energy of the signal. The
commonly used transform domain features mainly include wavelet transform features,
spectral analysis features, time-frequency maps, constellation maps [16], etc.

Feature extraction is fundamental in expert feature-based methods and requires a
high level of expertise. The effectiveness of features directly impacts the final classification
performance. However, this method is limited by its reliance on a single feature, which con-
strains its data representation capability and, consequently, caps its performance potential.
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Additionally, feature extraction and classifier design are conducted separately, resulting in
low automation and high time costs.

2.2. DL-Based AMR Methods

The deep learning-based AMR method uses deep neural network models for feature
extraction and classification. Compared with traditional methods, the deep learning-based
method achieves higher recognition accuracy, stronger generalization ability and wider
applicability, thus gaining widespread attention. From the perspective of network structure,
currently, the types of deep neural networks (DNNs) used for designing modulation
recognition include Convolutional Neural Networks (CNNs), Recurrent Neural Networks
(RNNSs) and their hybrid networks.

2.2.1. CNN-Based AMR Methods

O’SHEA et al. first proposed a modulation-recognition neural network model for di-
rectly processing raw In phase and Quadrature (I/Q) signals in 2016. Although this model
only uses a simple CNN structure, its recognition performance far exceeds traditional artifi-
cial feature methods. At the same time, the author also opened up the RadioML2016.10a
and RadioML2016.10b datasets, greatly promoting the development of this field. Further-
more, classic deep learning architectures such as VGG [17] and ResNet [18], which are
widely used in the image field, have also been applied to AMR problems. O’'SHEA released
the RadioML2018.01A dataset in 2018 and compared the classification performance of two
types of networks for AMR. The experiment proved that the ResNet structure with skip
connections could bring better recognition accuracy under a high signal-to-noise ratio.
In addition, the author also compared the recognition performance of the model with
different convolutional layers in VGG and different residual block numbers in ResNet and
pointed out that a too-deep network architecture not only cannot bring higher recognition
performance [19] but also can bring higher complexity and computational complexity,
leading to overfitting of the model during training.

In addition to processing 1/Q signals directly, the original I/Q data is typically pre-
processed and transformed into other forms of features. Corresponding DNN models are
then developed for deep feature extraction and recognition. Constellations [20], spectro-
grams [21], as well as cyclic spectrograms [22], eye charts [23], amplitude histograms [24],
etc., are all used as data preprocessing forms in AMR problems. In contrast, the DL-AMR
method with preprocessed form has stronger comprehensibility, but there is additional com-
putational complexity in the process of converting I/Q signals into images. The DL-AMR
method, which directly processes 1/Q signals, does not require additional preprocessing
processes, requires less computation and has a higher degree of automation.

2.2.2. RNN-Based AMR Methods

Note that the modulated signal is a time series, and CNNs typically struggle to capture
temporal features well, so RNN-based AMR methods are gradually being proposed. A
new AMR method based on RNN is proposed in [25], which uses gated recurrent units
(GRUs) to achieve better recognition accuracy than some CNN models. The author of
reference [26] converted the I/Q signal into amplitude and phase (A/P) and input it into
LSTM, achieving high recognition accuracy.

2.2.3. Hybrid AMR Method of CNN and RNN

Based on a single CNN or RNN network architecture, it is difficult to simultaneously
focus on the spatial or temporal characteristics of wireless signals. Using only one type
may not achieve optimal performance. Therefore, some scholars have proposed an AMR
model that combines the two network architectures. A Convolutional Long Short Term
Deep Neural Network (CLDNN) model is proposed in [26], consisting of one LSTM and
three CNN layers. This model has a skip connection before LSTM, bypassing two CNN
layers, aiming to provide longer temporal correlation information for the extracted features.
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Reference [27] proposes another CLDNN2 model without bypass layer connections, which
can achieve higher recognition accuracy than CLDNN at the cost of increasing the number
of layers and parameters. Inspired by the excellent feature-extraction characteristics of
hybrid models and the complementary information present in individual channels, refer-
ence [28] proposes a new multi-channel deep learning model (MCLDNN), which utilizes
single and combined I/Q symbols of received data to extract features from a spatiotemporal
perspective, achieving high recognition performance.

2.2.4. Other Network Architecture-Based AMR Method

In addition to CNN and RNN, popular network structures in deep learning such as
Complex Value Neural Networks (CVNN), Graph Neural Networks (GNN) and Trans-
former have also been used in the study of AMR problems. Compared with traditional
real neural networks, CVNN can simultaneously process data containing both real and
imaginary parts, providing richer and more diverse feature-expression capabilities than
real neural networks [29]. Therefore, CVNN is very suitable for processing periodic signals.
Reference [30] proposed a novel AMR model based on CVNN and found that complex-
valued operations are more effective in helping neural networks extract correct statistical
information than real-valued operations at low signal-to-noise ratios. To reduce the ad-
ditional computational cost of complex convolution, reference [31] proposes an AMC
model based on complex depthwise separable convolution (CDSCNN) to achieve a balance
between classification accuracy and model complexity. When the essence of a problem
can be represented by a graph structure, a graph neural network (GNN) can be used to
solve the problem [32]. Reference [33] first proposed an automatic modulation-recognition
model based on Graph Convolutional Neural Network (GCN). Transformer [34] has also
been proven to be useful for solving AMR tasks. For example, the Mcformer model in
reference [35] achieved good classification performance by extracting global information
from time-domain signals through the Transformer.

2.3. FS-AMR Methods

Based on different research approaches to solving few-shot problems, we divide them
into data-driven few-shot learning methods and model-driven few-shot learning methods.

2.3.1. Data-Driven FS-AMR Methods

The data-driven approach mainly focuses on how to enhance or expand existing small
training samples and improve the learning performance of the model under few-shot
conditions. When the labeled samples are insufficient, on the one hand, simple data trans-
formations such as cropping and concatenation, and adding noise can be used to expand
the training samples. On the other hand, Generative Adversarial Networks (GAN) can
be used to generate virtual data. Based on the characteristics of electromagnetic signal
data, reference [36] analyzed and applied several simple and effective time-series enhance-
ment methods that conform to the characteristics of electromagnetic signals, including
noise disturbance, amplitude and time delay transformation, frequency shift and phase
shift. Finally, the effectiveness of the proposed simple data-augmentation method in small
sample radiation signal-recognition tasks was verified through experiments. The author
of reference [37] used GAN to generate pseudo data similar to the original signal and
reversed the original signal and false signal to further increase sample diversity. Finally,
the effectiveness of data augmentation based on the GAN method was verified in a CNN
network model.

2.3.2. Model-Driven FS-AMR Methods

This type of method focuses on designing and optimizing model structures, learning
strategies or optimization algorithms, enabling them to have inherent few-shot learning
capabilities and efficiently learn and generalize under limited data. Meta-learning is a
commonly used learning framework for such methods, which enables machines to learn
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to learn and distinguish similarities and differences between things. Metrics-based meta-
learning, such as prototype networks [8] and relational networks [9], is a simple and
efficient method for solving few-shot problems. Reference [38] proposes a novel small
sample learning framework called Attention Relationship Network (AMCRN), which
introduces channel and spatial attention to learn more effective feature representations of
supporting samples and uses the relationship network as the learning architecture. The
experimental results show that even with only one supporting sample, this method can
achieve excellent performance in fine-grained signal modulation recognition and is robust
to low signal-to-noise ratio conditions. References [39,40] also proposed corresponding
small sample modulation-recognition frameworks based on relational networks. Both
use one-dimensional convolution and denoising autoencoder as embedding functions for
feature extraction. The experimental results show that compared with traditional FSL
algorithms, the method based on relational networks can achieve higher classification
accuracy in signal modulation recognition. In addition, reference [41] also proposed the
AMR-CapsNet method based on capsule networks to solve the problem of few-shot AMR
and achieved good classification results.

3. Signal Model and Basic Theory
3.1. Signal Model
AMR is a prerequisite for signal demodulation. The module for processing modulation
classification is usually deployed at the receiving end of the entire communication system,
sending the received modulation information to the demodulator, which then demodulates it.
In wireless communication systems, the received signal can be represented as [42]:

X(t) = h(t) x s(t) +n(t), 1)

where h(t) represents the wireless channel pulse response, s(t) represents the modulated
signal generated by the transmitter, and 7(t) represents the most basic additive Gaussian
white noise (AWGN).

After orthogonal sampling by the receiver, the same I/Q signal X(1) is obtained:

X(N) = Kx{,x?), (xé,ng),. o (xi,,x]%)}, 2)

where N is the sampling length. Therefore, when I/Q signals are used as network inputs,
their data format can be written as:

1 I I
X X e X
X, _ 1 2 N . 3
input |fﬁQ sz o x]% ( )

AMR can be described as determining the modulation method of s(t) by observing the
signal X(t).
3.2. Description of DL-Based AMR Methods

In DL-based AMR tasks, the collected historical signals are usually used as training
data, and known modulation methods are used as labels to train deep neural networks and
obtain recognition models.

Given the training sample set

D={(x1,11), (x2,v2), +, (Xm,ym)}, m=1,2,--- M, (4)

Among them, x,, is the m-th sample data, y,, is the true label of the m-th sample, with
a value range of label number, y,, € (0,1,2,---,L — 1). The training task is to obtain the
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optimal parameters of the given model by learning the training sample set under the given
optimization objective conditions:

M M
6 = argmin Y loss(§m, ym) = argmin Y loss(Modelg(x), Ym)- (5)
(Xm/ym)eDmil (xm,ym)eszl

Then, by applying the trained model parameters 0, substituting them into the Model
and testing the test sample set, we can infer the category of the test samples and obtain a
measure of the Model’s generalization ability.

However, the actual signal environment is very complex, and various electromagnetic
activities interact with each other, making it difficult to obtain sufficient high-quality labeled
samples. Therefore, the training samples cannot accurately represent the data distribution,
which makes it difficult for deep neural network models to learn appropriate parameters.
This results in significant classification model errors and poor generalization ability. This is
the few-shot dilemma faced by AMR.

3.3. Metrics-Based Meta-Learning

Meta-learning is an important method for solving few-shot problems. Unlike tradi-
tional deep learning methods, its purpose is to enable machines to learn to learn and have
the ability to distinguish similarities and differences between things, rather than learning a
classification model specific to a specific task. We assume that the training set Dy, train in
the source domain and the testing set Dp.test in the target domain have different categories.
The basic idea of meta-learning is to construct meta-tasks on the source domain training
set, and through training on different meta-tasks, make the machine have good general-
ization ability when facing different classification tasks, and thus have good recognition
performance on target domain testing tasks.

Metrics-based meta-learning consists of an embedding function and a metric function
defined in the representation space. As shown in Figure 1, the embedding function is used
to extract prototype features of different categories, and the measurement function is used
to measure the similarity between the test sample and different categories. The higher the
similarity, the closer it is to that category. In meta-learning, one training iteration is called
an Episodic, which is a C-Way K-shot classification task. C-Way K-shot task extraction refers
to randomly selecting C categories from the training set, with K samples taken from each
category to form a support set, and then extracting Q samples as a query set. The category
labels of the support set are known and are used to construct the embedding benchmark of
category C in the metric space, while the query set is the sample to be predicted.

Figure 1. Schematic diagram of measurement space.

Figure 2 is a schematic diagram of signal modulation recognition using a relational
network in a 5-way 1-shot scenario. The embedding function and relation metric function
of the relational network are fy and g,, respectively. Assuming the support sample is x; and
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the query sample is x;, the embedding function calculates the embeddings fo(x;) and fp(x;),
and then concatenates the two feature maps:

Z(fo(xi), fo(xj)), (6)

and feed the results into the relationship metric function to calculate the relation score,
which is the similarity score:

rij = 8o (Z(fo(xi), fo(x;)))- 7)

Support Samples

. Feature Map Concatenation
Relation Score
[]

So

Embedding Function

8o 1

10J09A A103918))

Relation Function

P ;

. M‘ Query Samples

Figure 2. AMR method based on relational networks.

Finally, the category of the query sample will be determined based on the relation
score. During the training process, minimize the objective function to seek the optimal
solution 0 related to ¢, which enables the network to optimize task modeling, and quickly
converge when accepting new small sample tasks.

4. The Proposed Method

This section will introduce the AMR method based on MCRN-CR in three parts: (1) the
framework of MCRN-CR, (2) the details of MCRN-CR and (3) the training steps.

4.1. The Framework of MCRN-CR

To solve the few-shot dilemma in AMR, this paper proposes a class reconstruction
relation network based on multi-level comparison (MCRN-CR), whose framework structure
is shown in Figure 3. MCRN-CR consists of two parts: class reconstruction and multi-
level comparison relation network. The class reconstruction part is used to generate low-
dimensional latent representations of input samples, which is the embedding of support
samples and query samples. The multi-level comparison relation network is an improved
version of the relation network, used to achieve recognition tasks under few-shot conditions.
It should be noted that Figure 3 is a schematic diagram. Although there are only 4-levels of
MCRN-CR in Figure 3, we can construct models at any level. In this article, we construct a
5-level MCRN-CR.
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Figure 3. The overall framework diagram of the proposed MCRN-CR.

During the training process, the class reconstruction part first generates a low dimen-
sional latent representation zs of the support sample x;. On the one hand, zs participates
in the similarity calculation between query samples. On the other hand, it needs to be
further fed into the decoder to generate the reconstruction support sample ;. To eliminate
the influence of noise, when further calculating the reconstruction loss Ly, a high signal-
to-noise ratio sample x;* with the same category as the supporting sample is used as the
reconstruction target,

_ 2
Lie = E( % —x*[I3)- ®)
Then, the classifier in the MCRN part predicts the class labels of the query samples
and calculates the cross-entropy classification loss with the real labels:

Lee = —E(ylogy). )

The class reconstruction part helps the encoder as an embedding function extract more
recognizable sample features, increase the differences between different class embeddings
and thus improve signal-recognition performance under few-shot conditions. In MCRN-
CR, L, and L, together constitute the model’s loss, with coefficients of A, and A,.. We
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believe that classification loss is more important for model training in the classification task
of this article; therefore, A.. and A, is set to 0.8 and 0.2, respectively.

L= AceLce + )\reLre~ (10)

4.2. The Details of MCRN-CR
4.2.1. The Structure of Improved Relational Networks MCRN

We believe that in order to match query samples and support categories accurately,
it is necessary to learn nonlinear distances at different feature levels on both deep and
shallow abstract features and comprehensively calculate relation scores. Therefore, in
response to AMR, this paper proposes a multi-level comparison relation network, as shown
in Figure 3. The multi-level comparison relation network includes an embedding module
and a relation-measurement module, where the embedding module is composed of the
encoder of the class reconstruction part.

Specifically, the support sample and query sample are, respectively, embedded to
generate the v-th level feature map z{ = f7'(x;) and z}’ = f§ (xj), then concatenate it into
[z7, z}’] and send it to the corresponding v-level relation module for comparison.

At the v — 1 level, the relation module outputs the similarity feature maps of samples
x; and x;. The v-th level relation module takes both the embedding outputs of the v-th level
support and query samples as inputs and the similarity feature maps of the v — 1 level
relation module as inputs:

8 = g([zf,z}’,ggfl]). (11)

For the first level relationship module, since it does not have the input of the previous
one, it is assumed that

gl(P :ng},zﬂ). (12)

Assuming ¢(.) represents average pooling and fully connected operations, the similar-
ity (relationship) score between the support samples and query samples output by each
relationship module in the feature map at level v is:

r?,j = q(gZ). (13)

The similarity score between the further query sample x; and each supporting category
Y is:

v
rej = le;zrg,j, c=12...,C (14)
=

Among them, w;; = a* (gg j) represents the scalar attention weight of the relation

scores at all levels, a” is a fully connected layer, the activation function is sigmoid and the
weight parameters of a” are included in the relationship module.

4.2.2. The Class Refactoring in MCRN-CR

The class reconstruction part includes two parts: the encoder and the decoder. The
encoder generates the potential feature-expression zs of the supporting sample x;, and
the decoder further reconstructs the supporting sample ;. After training, the smaller the
reconstruction error, the better zs can represent the sample features. Since complex neural
networks can handle data containing both real and imaginary parts, providing richer and
more diverse feature-expression capabilities than real neural networks, this paper adopts
complex convolution as the basic unit of encoders and decoders. As shown in Figure 4, the
structure of the encoder and decoder includes five layers of complex convolution.
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Figure 4. Structure of encoder and decoder.

4.2.3. Relation Metric Module

The relation metric module calculates the nonlinear distance between query samples
and support categories, obtains the relationship score between each sample and different
category families and further determines the category of query samples. Table 1 shows the
specific structure of the relationship-measurement module.

Table 1. Structure of relationship module.

Layer Structure

RM1 Conv1d (out_channels = 64, kernel_size = 4, stride = 2)
ReLU + BN

RM?2 Conv1d (out_channels = 64, kernel_size = 4, stride = 2)
ReLU + BN

RM3 Convld (out_channels = 64, kernel_size = 4, stride = 2)
ReLU + BN

RM4 Conv1d (out_channels = 64, kernel_size = 4, stride = 2)
ReLU + BN

RM5 Conv1d (out_channels = 64, kernel_size = 4, stride = 2)
ReLU + BN

4.3. Training Procedure

During training, C-way K-shot tasks will be extracted from the training set for each
iteration, obtaining the support set Dg = {(x;, y;) }i~; and query set Dg = {(x;,y;) }?:1
for each training task, wherem =K x Candn=Q x C.

Subsequently, according to Section 3.2, calculate the relationship score 7. ; between
each query sample x; and each support category y., and further determine the predicted
label i/ for the query sample. Secondly, the hidden layer feature z; of the support sample
calculated by the encoder is further fed into the decoder to reconstruct the support sample
Xs. Then, based on the predicted labels and reconstructed samples, the classification error
and reconstruction error are settled separately. Finally, the error is backpropagated, and
the encoder and decoder parameters of the class reconstruction part and the relationship
module parameters are updated. Algorithm 1 describes the complete training process of
MCRN-CR.
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Algorithm 1: Training process of AMR model based on MCRN-CR.

Symbol Description:

E: The number of training iterations, the size of Episodic;

O, 4., ¢: Parameters are encoder, decoder and relationship module, respectively;

Ien, It go, Irym: Learning rates of the encoder, decoder and relation module, respectively;
Ace, Are: @ scalar used to balance the overall training loss.

Training iteration:
1: For Episodic=0to E — 1:
Task Extraction from Dy, train, get Support set Ds and Query set D;
3: x* <= The mean value of the samples corresponding to the category of all supporting
samples in the current task at the highest SNR;
Forward propagation:

N

4: Calculate the levels of embeddings z{ and z;-’ for support samples and query samples:
2= f3(xi), 2= 3 (%);
5: Calculate support category feature embeddings:
z% < The mean embedding of K supporting samples in each category;
6: Calculate the relationship score between query samples and support categories:
4

rej = LWy e=h 2 G
o=

7: Category labels for predicted quer}; samples:
§ = argmax <7’c,j>;
8: Calculate the output of the decoder:

9: Calculate losses:
Lee= Lee (]?/ y )
Lye= Lye (f/ xt),
L= AceLre + AreLre;

10: Error backpropagation, updating parameters:

6 < Adam(Vy, L, I7en, 0)

Gde — Adam(ngu, L, li’de, Gde);

¢ < Adam(Vy, L, I, 0)
11:End for.

5. Experiment and Discussion
5.1. Dataset and Experimental Setup

To verify and evaluate the effectiveness of the proposed method, experiments were con-
ducted on the RML2018.01A modulated signal dataset in this paper. This dataset consists
of 24 types of modulation signals, with each signal sample containing two channels of I/Q
data in the format of [1024,2]1024 x 2, with a signal-to-noise ratio range of —20 dB~30 dB
and an interval of 2 dB. A single category has 4096 samples at each signal-to-noise ratio,
totaling 2,555,904 pieces of data.

Firstly, divide the dataset into 14 modulation categories as known source domain
training sets and the other 10 as target domain datasets. Due to the large size of the original
dataset, it is redundant for the experiment in this article. Therefore, only 1000 samples were
taken for each category under a single signal-to-noise ratio. The existing training samples
in the target domain are usually scarce in few-shot scenarios. Therefore, to comply with
this setting, a subset of the target domain dataset will be divided as a known small sample
dataset, with a quantity of 2% of the target domain samples. For each signal-to-noise ratio,
20 samples will be taken for a single modulation method. During each testing process, the
support set is extracted from that subset. The remaining part is the test set, from which
query samples are extracted during each test. The specific division is shown in Table 2.

233



Sensors 2024, 24, 4421

Table 2. Dataset partitioning.

Sample

Dataset Name Modulation Category Quantity

128QAM, 32PSK, 16 APSK, 32QAM, FM,
Source domain Training set GMSK, 32APSK, 64QAM, BPSK, 8PSK, 14 x 24 x 1000
AM-SSB-SC, 4ASK, 16PSK, 64APSK

128 APSK, AM-DSB-SC, AM-SSB-WC,
Support subset QPSK, 256QAM, AM-DSB-WC, OOK, 10 x 24 x 20
16QAM, OQPSK, 8ASK

128APSK, AM-DSB-SC, AM-SSB-WC,
Test set QPSK, 256QAM, AM-DSB-WC, OOK, 10 x 24 x 980
16QAM, OQPSK, 8ASK

Target domain

The hardware environment for the experiment was as follows: Intel (R) Core (TM)
i7-10700k CPU@3.8GHz NVIDIA GeForce GTX3090 GPU. The software environment was
as follows: Python 3.8, PyTorch deep learning framework.

5.2. Comparison of Recognition Performance with Other Models

To verify the effectiveness and superiority of the proposed method under few-shot
conditions, we compared the recognition performance of MCRN-CR with other networks
under the 5-way 5-shot setting. The compared models include the most recent FS-AMR
methods, AMCRN [40], AMR-CapsNet [42], Prototype Networks (PNs) [8] and Relation
Networks (RNs) [9] for few-shot learning methods in the image domain. At the same time,
in order to demonstrate that the proposed method can solve the small sample dilemma
faced by traditional deep learning methods, a complex neural network-based automatic
modulation-recognition model AMR-CVNN is formed by adding a classifier to the structure
of the encoder mentioned above, and it is used as a comparison term. To ensure the fairness
of the experiment, AMR-CapsNet and AMCRN maintain the same settings as the original
text. The laboratory settings for PNs and RN are consistent with MCRN-CR. AMR-CVNN
adopts the idea of transfer learning, first pre-training on the source domain dataset and
then fine-tuning the weight parameters on the target domain dataset.

Figure 5 shows the recognition accuracy of all comparison models on a given dataset
under all SNRs. It shows that when the SNR is greater than 0 dB, the proposed method
MCRN-CR has the best recognition performance. When the SNR is below 0 dB, the
recognition performance of all metric-based meta-learning methods is not significantly
different, but the recognition performance of MCRN-CR is much higher than that of AMR
CapsNet and AMR CVNN.

Table 3 presents more specific identification performance statistics for each compar-
ative model. The highest recognition accuracy of MCRN-CR reached 89.25%. Under all
SNRs, the average recognition accuracy of MCRN-CR reached 65.98%. When SNR > 0 dB,
the average recognition accuracy reached 87.41%. Compared to AMR-CVNN, the aver-
age recognition accuracy of MCRN-CR has increased by nearly 10% below 0 dB, 5.86%
above 0 dB and 8.04% above all signal-to-noise ratios. Therefore, it can be proven that the
MCRN-CR proposed in this article can effectively solve the small sample dilemma faced by
traditional deep learning methods in AMR problems.
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Figure 5. The recognition accuracy of different models at all SNRs.

Table 3. Comparison of average recognition accuracy of different methods.

Model ~20:2:-2 dB 0:2:30 dB ~20:2:30 dB Highest
Accuracy
MCRN-CR 31.69% 87.41% 65.98% 89.25%
AMR-CapsNet [42] 19.22% 44.42% 34.73% 46.40%
AMCRN [40] 32.13% 83.09% 63.49% 86.25%
PN [8] 30.93% 83.00% 62.98% 85.41%
RN [9] 30.72% 84.08% 63.56% 86.68%
AMR-CVNN 20.16% 81.55% 57.94% 85.04%

Figure 6 shows the confusion matrix of all models at the 12 dB SNR. The horizontal
axis of the confusion matrix represents the actual modulation category, and the vertical
axis represents the modulation category predicted by the model. It can be seen that when
distinguishing between high-order digital modulation signals 16QAM and 256QAM, as
well as analog signals AM-DSB-SC and AM-DSB-WC, there is still some confusion in
MCRN-CR, which is the main reason for the bottleneck in model-recognition performance.
The same applies to models other than MCRN-CR. Therefore, we believe that the proposed
AMR method based on the meta-learning paradigm can solve the problem of small samples,
but for some easily confused signals, it is necessary to design a feature-extraction network
with stronger feature-extraction capabilities to extract finer features and achieve the goal of
distinguishing confused signals.
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Figure 6. Confusion matrix diagram at the 12 dB SNR.

5.3. Structural Effectiveness Analysis

This section analyzes the impact of multi-level comparison operations and the intro-
duction of class reconstruction modules in the proposed framework. Therefore, four control
groups were set up: MCRN-CR, MCRN, RN-CR and RN. Among them, MCRN, RN-CR
and RN, respectively, remove the class reconstruction part, the multi-level comparison part
and the class reconstruction part and multi-level comparison part.

Figure 7 shows the recognition performance curves of four control groups at all
SNRs, while Table 4 presents further experimental results and statistical data. It can be
seen that with the addition of class reconstruction modules and multi-level comparison
operations on the basis of the original RN model, the recognition performance has also been
correspondingly improved. Figure 8 shows the confusion matrix of four control models at
the 12 dB SNR. The figure shows that the basic model RN has more severe confusion for
modulation signals 16QAM and 256QAM, as well as modulation signals AM-DSB-SC and
AM-DSB-WC. The addition of class reconstruction modules and multi-level comparison
operations has somewhat alleviated their confusion. This proves that our design concept is
correct and effective, the addition of class reconstruction modules enhances the ability to
accurately express potential features of samples, while multi-level comparison operations
can make comprehensive decisions on the abstract expression of samples at different levels,
thereby improving the decision-classification ability of the model.

Table 4. Comparison of average recognition accuracy of different control models.

Model ~20:2:—2 dB 0:2:30 dB ~20:2:30 dB Highest
Accuracy
MCRN-CR 31.69% 87.41% 65.98% 89.25%
MCRN 31.42% 86.24% 65.15% 88.15%
RN-CR 31.02% 85.16% 64.34% 87.80%
RN 30.72% 84.08% 63.56% 86.43%
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Figure 7. The recognition accuracy of the comparison model at all SNRs.
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Figure 8. Confusion matrix diagram of the control model at the 12 dB SNR.

5.4. Comparison of Recognition Performance under Different C-Way K-Shot Settings

This section conducted experimental exploration of different values of C and K to
further verify the impact of the number of categories C extracted during the construction of
the meta task and the number of samples K extracted for each category on the recognition

accuracy of the algorithm proposed in this paper.
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Firstly, we fix C = 5 and then take K =1, 5, 10, 15 and 20 for experiments. As shown in
Figure 9, the recognition performance of the model varies with the SNR under different
sample sizes. From the graph, it can be seen that as the K value increases, the recognition
performance of the model also improves further. According to the aforementioned theory,
the method proposed in this article determines its category by comparing the relation scores
between query samples and category features in the metric space. Therefore, changing
the K value for training and testing will definitely impact recognition performance. More
specifically, the metric-based theory suggests that each category has a feature embedding
in the metric space that is far from each other. The mean of each category’s support sample
feature vectors is used in the relation network as the class feature embedding. As the K
value increases, the estimation of class feature embedding becomes more accurate, resulting
in smaller recognition errors when further determining the category of the test sample,
thereby improving the overall recognition performance. When the value of K increases
from 1 to 5, there is a significant improvement in recognition performance. However,
when K > 5, further increasing the value of K has a more gradual effect on recognition
performance. Specifically, when K increased from 1 to 5, the average recognition accuracy
of the model increased from 61.54% to 65.98% and the performance improved by 4.44%.
When K increased from 5 to 20, the average recognition accuracy of the model increased
from 65.98% to 66.86%, and the recognition performance only improved by 0.88%. This
also indicates that the algorithm proposed in this article does not require many supporting
samples, but it can still achieve excellent recognition performance.
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Figure 9. Recognition accuracy curves of models under different K values.

Secondly, fix K = 5 and conduct experiments with C =3, 5 and 10 to verify the impact of
the number of supporting sample categories C on recognition performance. Figure 10 shows
the model-recognition accuracy variation curve with SNRs for different C values. It can be
seen from the figure that as the C value increases, the overall recognition performance of
the model decreases. When C increased from 5 to 10, the overall recognition accuracy of
the model decreased from 65.98% to 50.70%, and the recognition performance decreased by
15.28%. We believe that as the C value increases, i.e., the number of supporting categories
increases, the decision space for model category inference will become larger. On the one
hand, this increases the difficulty of learning the model. On the other hand, it increases the
difficulty of judging the relation between query samples and supporting categories in the
metric space, leading to a decrease in the overall recognition performance of the model.
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Figure 10. Recognition accuracy curves of models under different C values.

6. Conclusions

This article proposes a novel meta-learning method called Multi-level Comparison Re-
lationship Network (MCRN-CR) with class reconstruction to address the few-shot dilemma
in AMR. In this method, a multi-level comparison relation network structure is designed,
which outputs feature maps through embedding functions, comprehensively calculates
the relationship scores between query samples and support samples and determines the
modulation category. At the same time, a class reconstruction module is introduced for the
embedding function in the network. An autoencoder is used to reconstruct the supporting
samples, and its encoder is used as the embedding function. The meta-learning training
paradigm is used to train the model, combining classification error and reconstruction
error. The experimental results on the RadioML2018 dataset show that MCRN-CR can
significantly alleviate the small sample problem in AMR, and its performance is superior
to existing methods. This study provides new ideas for solving AMR problems under
few-shot conditions and has important application value in related fields such as wireless
security. However, it should be acknowledged that in the experiment of this article, the
category spaces of the source domain and the target domain are both small. Therefore,
in future work, we will collect more diverse training samples from the source domain
to support the model’s training and achieve good recognition performance on the target
domain test set with a larger category space.
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Abstract: In indoor visible light communication (VLC), the received signals are subject to severe
interference due to factors such as high-brightness backgrounds, long-distance transmissions, and
indoor obstructions. This results in an increase in misclassification for modulation format recognition.
We propose a novel model called VLCMnet. Within this model, a temporal convolutional network
and a long short-term memory (TCN-LSTM) module are utilized for direct channel equalization,
effectively enhancing the quality of the constellation diagrams for modulated signals. A multi-mixed
attention network (MMAnet) module integrates single- and mixed-attention mechanisms within a
convolutional neural network (CNN) framework specifically for constellation image classification.
This allows the model to capture fine-grained spatial structure features and channel features within
constellation diagrams, particularly those associated with high-order modulation signals. Experi-
mental results obtained demonstrate that, compared to a CNN model without attention mechanisms,
the proposed model increases the recognition accuracy by 19.2%. Under severe channel distortion
conditions, our proposed model exhibits robustness and maintains a high level of accuracy.

Keywords: modulation format recognition; convolutional neural network; visible light communication;
attention mechanism; channel equalization

1. Introduction

Direct current biased optical orthogonal frequency division multiplexing (DCO-
OFDM) is a mature modulation technique widely adopted in indoor visible light communi-
cation (VLC) systems. To ensure optimal transmission performance and reliability, adaptive
modulation should be carried out according to different channel conditions; hence, the re-
ceiver must autonomously detect and identify the modulation format of the received signals.
However, challenges, such as high-brightness environments, long-distance transmission,
and indoor obstructions, significantly reduce the signal-to-noise ratio (SNR), which, in turn,
affects modulation format recognition (MFR) performance. Therefore, automatic modulation
recognition methods under low SNR conditions have gained increasing attention.

Modulation format recognition techniques are generally classified into two categories:
likelihood-based methods and feature-based methods [1]. Likelihood-based approaches,
although typically characterized by higher accuracy, often require substantial amounts of
prior information and higher computational complexity. Feature-based methods rely on
extracting key features from the signals, such as higher-order accumulations [2], sequence
features [3], and image features [4]. These methods generally exhibit higher computational
efficiency, and their recognition results tend to be more interpretable and analyzable.
However, improper feature selection can lead to decreased recognition performance.

Initially, the modulation format recognition technique rapidly developed in the field
of radio communications [5-7]. In recent years, numerous machine learning algorithms
have also made strides in the field of MFR in optical communications [8-13]. While
inputting time-series signals can capture the complete dynamic characteristics of signals
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over time, severe noise interference may cause modulation features to become blurred, thus
increasing the difficulty of recognition. Constellation diagrams, by mapping signals onto
discrete points, present unique patterns for different modulation formats; hence, utilizing
constellation diagrams for modulation format recognition can mitigate the impact of noise.

Zhen. Z et al. employed an improved AlexNet [14] to classify constellation diagrams of
the same six modulation formats, achieving a recognition accuracy of 77.45% across the SNR
range of 0 dB to 15 dB. The incorporation of data augmentation (DA) operations was able
to further improve the recognition accuracy to 88%, showcasing the potential of advanced
image processing techniques in optical communication. Ma et al. [15] investigated a blind
modulation format recognition method based on constellation diagrams derived from
channel estimation in an OFDM system. They employed a combination of a peak density
clustering algorithm and K-nearest neighbor (KNN) regression. At an OSNR of 30 dB and
above, high-order modulation signals achieved a recognition accuracy of 80%. However,
studies regarding low OSNR environments were not conducted.

Some research efforts are focusing on the preprocessing of constellation diagram
features. W. Liu [16] proposed a novel modulation classification scheme for optical com-
munications. Within an SNR range of 0 dB to 15 dB, the original constellation diagrams
are preprocessed into density constellation maps, which are used for classifying six dif-
ferent modulation formats. Due to the reduced Euclidean distance in normalized density
constellation diagrams, the accuracy rate at an SNR of 0 dB is merely 54%. In addition,
a fan-beam projection algorithm to handle constellation diagrams was presented in [17].
Wei et al. [18] utilized probabilistic constellation shaping to modify the distribution of
signal constellation points, aiming to enhance the quality of constellation diagrams and
enhance recognition accuracy.

The complexity and nonlinearity of VLC channels result in the received signal’s
constellation diagram deviating from a standard lattice structure with each constellation
point appearing stretched inward toward the center [19]. Pre-distortion [20-23] is a valid
equalization scheme for compensating the memory nonlinearity. Nevertheless, some
additional physical circuits must be devised to assist the pre-distortion at the transmitter.
Unlike the fomer method, nonlinear post-equalization (NPE) is a superior and cost-effective
technique as it can address the comprehensive nonlinearity of the LED and optical channel
cascade. H. Chen et al. [24] introduced a collaborative time-frequency deep neural network
(TFDNet) to mitigate nonlinear distortions in VLC systems. Miao et al. [25] also presented
a model-driven deep learning (DL) equalization scheme aimed at resolving severe channel
impairment issues. In [26], a CRNN-based equalizer employing a combined method of
CNN and LSTM was proposed, which achieved an accuracy rate of 90% for identifying
quadrature phase shift keying (QPSK) signals when the SNR exceeded 10 dB. However, the
symbol error rate rose above 30% when the SNR fell below 0 dB. To simplify the model,
Costa et al. [27] proposed a channel equalization scheme based on a one-dimensional CNN,
which eliminated the need for channel estimation interpolation operations. But the bit error
rate (BER) increased to 1% at 4 dB. A novel equalizer based on a gated recurrent unit (GRU)
neural network was introduced for the first time to mitigate both linear and nonlinear
distortions in carrier-less amplitude phase (CAP) band-limited VLC systems [28]. A hybrid
temporal CNN with frequency domain assistance was employed to enhance the nonlinear
compensation efficiency of the CAP underwater VLC system [29]. Nonetheless, the training
datasets utilized in these research works consisted of real-numbered signals that were
not down-sampled, thus lacking direct relevance to the efficiency of complex-valued VLC
systems, leading to limited generalization capacity. Moreover, the up-sampling factor
further adds to the computational complexity.

In summary, we choose constellation diagrams as the primary feature for addressing
the MER problem in indoor visible light communication, and employ channel equalization
to restore the constellation diagrams. This paper introduces a novel model, termed the
visible light communication modulation recognition network (VLCMnet), which consists
of TCN-LSTM and MMAnet modules. It leads to increased robustness of the modulation
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format recognition model, enabling accurate signal identification even under harsh channel
conditions. The major contributions of this paper are as follows:

(1) A novel channel equalization model is proposed, named TCN-LSTM. Firstly, a tem-
poral convolutional network (TCN) [30] is used to extract deep local features from
the signal, followed by a two-layer LSTM network that screens critical information
and suppresses noise. The model significantly improves the quality of constellation
diagrams at low SNR.

(2) At the recognition stage, a constellation diagram classifier based on a multi-mixed
attention network (MMAnet) is proposed. It integrates shallow feature extraction,
single attention, and hybrid attention mechanisms, possesses multi-scale feature
fusion capabilities, and effectively captures crucial spatial structure and channel
features within constellation diagrams, thereby significantly boosting the model’s
recognition performance.

The rest of this paper is organized as follows: Section 2 introduces the indoor visible
light communication system based on DCO-OFDM. Section 3 provides a detailed descrip-
tion of the principles behind the TCN-LSTM and MMAnet models. Section 4 discusses the
performance advantages and disadvantages of our proposed MFR model from multiple
perspectives. Finally, we conclude the full article in Section 5.

2. DCO-OFDM System

The DCO-OFDM system comprises a transmitter, intensity modulation, a direct detec-
tion (IM/DD) channel, and a receiver. A common modulation scheme is M-ary quadrature
amplitude modulation (M-QAM), as shown in Figure 1. The VLCMnet model proposed
in this paper serves as an intelligent channel equalization and modulation format identifi-
cation module within the receiver. The modulation formats studied in this paper include
M-QAM (where M =4, 8, 16, 32, 64).
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Figure 1. VLCMnet-based modulation format recognition framework for DCO-OFDM. (a) Transmitter
side of the visible system. (b) IM/DD channel. (c) MFR based on VLCMnet. (d) Receiver.

At the transmitter end, firstly, M-QAM and constellation mapping are adopted to
generate OFDM symbols. The information bits are mapped into real-valued symbols and
the inserted cyclic prefix. Then, the bipolar baseband signal x(#) is transformed into a
unipolar signal by adding a direct current (DC) bias. Finally, the light-emitting diodes
(LEDs) are used to generate modulated unipolar light signals. The IM/DD channel consists
of a modulator at the transmitting end, a transmission medium, and a photodetector at the

244



Photonics 2024, 11, 403

receiving end. During transmission along the optical link, the signal is subject to additive
white Gaussian noise (AWGN) interference. Taking all these factors into account, the output
y(n) of the channel can be expressed as:

y(n) = Rpp x f{(x(n) + Ipc) * hy(n)} * hy(n) 4+ e(n), (1)

where h1(n) represents the memory effect nonlinearity compensation of the LED, and
hy(n) denotes the channel impulse response (CIR) function of the optical propagation link.
R,,, stands for the photoelectric conversion coefficient of the photodiode (PD), and I,
signifies the DC component. ¢(1) represents the Gaussian distribution channel noise. The
* indicates convolution. A range of diverse input current values were chosen to measure
the real output brightness of the LEDs corresponding to each input current value. The
errors between the measured data and the curves were reduced to a minimum using the
least squares method. This enabled the identification of the polynomial function that most
accurately matched the data points. The coefficients of the third-order polynomial were
established as 0.2855-1.0886, 2.0565, and —0.0003. The function f(-) adopted to describe
the memoryless nonlinear response of the LED can be calculated by:

F(x) = 0.2855x% — 1.0886x2 -+ 2.0565x — 0.0003. @)

As the modulation frequency increases, the modulation efficiency of the LED gradually
decreases, exhibiting a low-pass filter effect. The pulse response h; (1) can be represented as:

h1(n) = exp(=27nfo), ®)

where f; denotes the 3 dB cut-off frequency. Considering that light travels through multiple
reflections and scatterings before reaching the receiver, a multi-path propagation model
for VLC channels is established using ray tracing methods. The channel impulse response
hy(n) is related to the path length and number of reflections for each individual ray and
can be calculated as follows:

N,
hy(n) = Z pid(n — 1), 4)
i=1

where N, represents the number of rays received by the detector, p; denotes the optical
power of the ith ray, and 7; signifies the delay of the ith ray. The impulse response of a
photodetector can be approximately modeled as the product of a Dirac delta function and

the photoelectric conversion coefficient R, given by the following formula:

hpp(n) = Rppd(n). 5)

The output signal y(n) is affected by the memoryless nonlinearity of the light-emitting
diodes and multipath effects in the optical transmission link, causing the constellation
points to deviate from their intended grid locations, resulting in degraded constellation
diagram quality. Therefore, channel equalization techniques are needed to improve the
distribution of points on the constellation diagram, bringing it closer to the ideal state.

In this paper, the VLCMnet model first employs an integrated neural network model
to accomplish the task of channel equalization, following which it utilizes constellation
diagrams along with the neural network model for modulation format recognition. The
system unmaps the signal based on the category information outputted by the model to
recover the original information bits.

3. Proposed Method

This section outlines the architecture and components of VLCMnet, a novel approach
for modulation format recognition in VLC systems. We detail the overarching structure
of VLCMnet, followed by specific discussions on the roles and functionalities of the TCN-
LSTM and MMAnet modules within our system.
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3.1. Overall Architecture of VLCMnet

As illustrated in Figure 1c, VLCMnet’s architecture integrates three primary compo-
nents: a TCN-LSTM module signal equalization module, a signal preprocessing module,
and a MM Anet module. Firstly, the TCN-LSTM module reconstructs y(n) into x’(n). Sub-
sequently, preprocessing operations, such as removing the CP and generating constellation
diagrams, are performed. Finally, through the extraction of constellation diagram features
by MMAnet, the modulation format is recognized.

3.2. TCN-LSTM for Channel Equalization

In the channel, noise and multipath fading cause diffusion and displacement of points
on the constellation diagram. To mitigate these adverse effects, we propose the TCN-
LSTM model to achieve channel equalization, as shown in Figure 2. This is because LSTM,
although powerful, is not particularly adept at capturing local features in both space and
time for transient distortions in communication channels. The TCN network complements
LSTM'’s limitations in this regard.
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\2 Block
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Figure 2. The hierarchical structures of TCN-LSTM.

The model training process is as follows: Using a sliding window to segment the input
signal, the sequence y(n) is fed into five residual modules in TCN to be computed. Each
module consists of one-dimensional dilated convolutions, causal convolutions, weighted
normalization, and one-dimensional convolutional residual connections. By expanding the
receptive field and alleviating gradient vanishing, noise-induced point spread and constel-
lation map distortion can be recognized and mitigated. The output from the TCN network
further undergoes processing by two layers of LSTMs. The first LSTM layer captures
short-term and local dependencies within the signal sequence, removing easily discernible
high-frequency noise or periodic disturbances. The second LSTM layer more effectively
captures long-range temporal dependencies, demonstrating increased robustness when
dealing with non-stationary noise and abrupt signal changes. The model employs the mean
squared error (MMSE) as its loss function. Through training, the fully connected layer
outputs predict results x(1), aiming to restore the original transmitted data sequence x (1)
as closely as possible.

3.3. MMAnet for Modulation Format Recognition

Traditional convolutional neural networks, relying solely on local convolution oper-
ations, are unable to fully capture the global spatial layout and structural relationships
in constellation diagrams. A single attention mechanism can only focus on one aspect of
the features, whereas multiple attention mechanisms can extract features from multiple
perspectives, constructing a more complex nonlinear model that enhances the model’s
expressive capability. We propose the MMAnet model, aimed at enhancing the accuracy
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of MFR in severely distorted channel environments. It comprises three main modules: a
shallow feature extraction (SFE) module, a multi-channel mixed attention (MCMA) module,
and a feature fusion classification (FFC) module, as shown in Figure 3.

MCMA

BeS
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Output
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Figure 3. The overall network framework of our proposed MMAnet.

Single Attention Flatten

The input data consist of constellation diagrams after preprocessing steps such as
channel equalization and CP removal. The training samples are denoted as X., which
are composed of vectors [x,y], where x represents a grayscale matrix of the constella-
tion diagram with dimensions 64 x 64, and y indicates the corresponding modulation
format type.

The SFE module is composed of three convolutional layers. Through this module,
the raw constellation diagrams undergo a progressive extraction and transformation of
features from lower to higher levels, culminating in the output vector X..

The MCMA submodule is the key component of the MMAnet module. It consists of
two single attention (SA) submodules and one mixed attention (MA) submodule, as shown
in Figure 4. After the inputimage X, undergoes processing through the SA modules, crucial
features X, ,, are extracted from critical regions on the constellation diagram. Subsequently,
the MA submodule focuses channel attention and spatial attention onto feature responses
across different channels, as well as the positions and adjacency relationships among
the constellation points. Ultimately, this enables the classification model to enhance its
understanding of the modulation signal characteristics, outputting effective features X,,.
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Figure 4. The architecture of the proposed MCMA module.

The SA module employs a single attention mechanism to process constellation dia-
grams. It consists of a convolutional block attention module (CBAM) and two convolutional
layers. To enhance the model’s ability to learn complex and subtle features in constellation
charts, here, we use two consecutive single-attention modules in series with the aim to
realize multi-level feature extraction and dynamically adjust the focus on different features.
Input feature X first passes through the channel attention module (CAM) in CBAM, using
average pooling and max pooling techniques to compress the spatial dimensions of the
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input features. Subsequently, the compressed feature vectors are processed through two
fully connected layers. Finally, the generated channel attention coefficients vector M.(Xs)
is element-wise multiplied with the original input feature map X, to produce a weighted
feature map X’s. The computation formula is as follows:

M.(Xs) = c[MLP(AvgPool(Xs))] + MLP[MaxPool (Xs)] ©)
:U(W1<WO(XSng))) + Wi (Wo(Xsiuax)),

X5 = Mc(Xs) ® Xg, ()

where W, and W, are the weight parameters of the two fully connected layers, respectively.
After filtering out redundant information, the spatial attention module (SAM) focuses
on the spatial layout of feature maps pertaining to different modulation formats. Firstly,
by performing global average pooling and global maximum pooling on the input feature
maps, spatial feature statistics information at different scales is obtained. Finally, two fully
connected layers are employed to generate the attention weight map. The formula for the
output Xg is:
Ms(X%5) = o(f7*7 ([AvgPool (X%); MaxPool (X5)])) (8)

X4 = Ms(X%) @ X5. )

After obtaining the attention weight maps, further processing is carried out through
two subsequent convolutional layers to maintain the depth of the entire network and refine
and transform the features guided by attention. The output vector from the first-stage SA
module is denoted as X ,,. This process is then repeated, culminating in the final output
referred to as X, ,,.

The feature maps are fed into the MA module, which is capable of integrating feature
information across different scales, thereby enabling the model to adapt to variations in
constellation diagrams under varying channel conditions. The MA module consists of a
CBAM as well as a squeeze-and-excitation networks (SE) submodule. The input vector X, ,,
undergoes processing by the CBAM to generate an attention weight map X,,,. Following
this, the output vector X, , is produced through two convolutional layers. The SE module
enhances the dynamic selection and amplification of features within the constellation
diagram of the input modulated signal. Initially, after the convolutional operations, an
output vector U is obtained, consisting of C feature maps, each with dimensions H x W.
Each u_ represents the cth two-dimensional matrix within U. Subsequently, the squeeze
operation, achieved through global average pooling, maps the output dimension from
H x W x Ctoal x1x Cmatrix, which is the statistical vector of global information for
each channel. Finally, the excitation operation carried out by the two fully connected layers
performs nonlinear transformations to model and reweight the importance of each channel.
The formula for calculating each channel attention weight vector s is:

s = Fox(z, W) = 0(g(z, W)) = 0(W6(Ws2)), (10)

where F,; represents the dynamic weighting function for channel features. z denotes
the input feature map, W signifies the weight matrix of the reduction layer, and W,
represents the weight matrix of the expansion layer. J denotes the rectified linear unit
(ReLU) activation function, and ¢ represents the sigmoid activation function. Fy,;, denotes
a scale adjustment operation function. s, refers to the cth element of the attention weight
vector, while u, represents the feature of the cth channel in the input feature map. The final
output X,, is derived as:

XM = Fycate(ttc,Sc) = Scile. (11)

The FFC module consists of a flattening layer and a dense layer. The constellation
map features X, extracted by the preceding module undergo nonlinear transformations
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within the FFC, followed by the computation of matching probabilities through the Softmax
activation function to generate the output §J. The computation formula is as follows:

. _ exp(o;)
7; = softmax(o) = Seexplon)” (12)

The output of training samples is represented using one-hot encoding, denoted as
v = [y1,Y2, ., y5]". The highest predicted value in 7; is taken as the output category y,,
which represents the category of the modulation format.

4. Results and Discussion
4.1. Experiment Details

The VLC experimental setup encompasses an array of equipment, including a source
computer, an arbitrary function generator, an amplifier, a bias-T, an LED, a photodiode,
and a mixed-domain oscilloscope. The parameters for these components are meticulously
outlined in Table 1.

Table 1. Devices and parameters of the VLC system prototype.

Device/Parameter Value

Arbitrary function generator Tektronix AFG3152C
Amplifier Mini-Circuits ZHL-6A-S+
Bias-T SHWBT-006000-SFFF
PD PDA10A-EC
Responsivity of PD 0.44 A/W at 750 nm
Mixed-domain oscilloscope Tektronix MDO
Power of LED 735W

The entire model training involves TCN-LSTM for channel equalization on received
signals, as well as MM Anet for classifying the generated constellation diagrams. Table 2
lists the configurations of the training parameters. It also presents the training parameters
of the original 9-layer CNN before the algorithmic improvements.

Table 2. Network training parameters.

Parameters TCN-LSTM CNN MMAnet
Optimizer Adam Adam Adam
Learning rate 0.0001 0.00001 0.00001
Epochs 2000 200 200
Datatype Sequence Image Image
Loss fuction mse categorical_crossentropy  categorical_crossentropy
Activation function tanh softmax softmax
Batch size 64 32 32

The training dataset consists of 21,000 constellation diagrams, while the testing dataset
includes 5250 constellation diagrams. The data were collected from received signals
under 21 different SNR conditions ranging from —10 dB to 30 dB with an interval of 2
dB. Both the original CNN and the MMAnet models have their input data undergo an
image preprocessing procedure before training, including cropping, grayscale conversion,
and normalization. First, the CV2 library is utilized to resize the images to a dimension
of 64 x 64. Following this, transformation is applied to obtain grayscale images of the
constellation diagrams. Lastly, each pixel value is divided by 255. The experiments were
executed using Python 3.9 and Keras 2.6.0 on an NVIDIA GeForce RTX 3060 GPU (NVIDIA,
Santa Clara, CA, USA).
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4.2. Evaluation Metrics

To quantitatively assess the performance of our model, we employed standard evalua-
tion metrics, including the loss value, accuracy, recall, F1-score, kappa coefficient, and mean
average precision (mAP). The kappa coefficient measures the consistency between model
predictions and true labels (values range from 0 to 1, with higher values indicating superior
consistency). The mAP represents class-wide average precision, which is calculated by a
weighted average, combining the recall and precision of each class. The formulas for these
metrics are as follows:

_1
mAP_E

HM}

(AP),, (13)

kappa = (po — pe)/ (1 — pe) = (gl Xii/N — ,;1 Xiyx4i/N?)/(1— ;l xi1x4i/N?), (14)

where x,; denotes diagonal elements in the confusion matrix, x, , x; represent the sum
of the row and column elements for 7, respectively, and N is the total element count. p,
denotes the agreement observed, while p, denotes the agreement expected by chance.

4.3. Channel Equalization Effects on Classification Performance

We trained a 9-layer CNN model as our baseline for evaluating VLC modulated
signal recognition capabilities. The detailed structural parameters of this benchmark
model are shown in Table 3. The classification performance of the benchmark model
was compared with classical image classification networks, including Googlenet, Vgg16,
Alexnet, and Resnet.

Table 3. Parameter settings of CNN.

Layer Filters Kernel Size Layer Filters Kernel Size
Conv2D-1 64 7x7 MaxPooling \ 2x2
MaxPooling \ 2x2 Conv2D-6 256 3x3
Conv2D-2 128 3x3 Conv2D-7 256 3x3
Conv2D-3 128 3x3 MaxPooling \ 2x2
Conv2D-4 64 3x3 Conv2D-8 64 5x5
Conv2D-5 64 3x3 Conv2D-9 64 5x5

The experiments were performed with five prevalent convolutional neural network
models for modulation recognition without channel equalization, respectively. Figure 5
presents a comparative analysis of their test accuracies. There is a uniform improvement in
recognition accuracy across all models as SNR increases. The CNN model performs best,
followed by Googlenet. When the SNR is higher than 26 dB, all models can achieve an
accuracy of 100%. The CNN model achieves a modulation recognition accuracy of 80%
when SNR is 14 dB, which represents an improvement of about 2 dB to 8 dB over the other
four models. But at SNRs below 10 dB, the recognition accuracies are below 60%. Due
to the possibility of noise masking the unique time-frequency characteristics inherent in
different modulation signals, the challenge of improving recognition accuracy persists.
Consequently, we deploy a TCN-LSTM model at the receiver end with the objective of
enhancing the quality of the constellation diagrams.

After adding the TCN-LSTM module, both the CNN and Googlenet models achieved
an average accuracy improvement of over 6%, as depicted in Figure 6. In the range from
0 dB to 10 dB, the CNN model exhibited significant performance enhancement. At an
SNR of 6 dB, the CNN model reached an accuracy close to 100%. The threshold of the
signal-to-noise ratio required for accurate signal recognition by the CNN model dropped
by 14 dB compared to Googlenet.

The changes in constellation diagrams before and after equalization can be observed
in Figure 7. The first row of this figure shows the constellation diagrams of the five
modulated signals without channel equalization. It visually illustrates that noise-induced
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point spreading diminishes the clarity between adjacent constellation points. After channel
equalization by TCN-LSTM, the amplitude and phase distortions introduced by the channel
are significantly mitigated. The constellation points are more clustered, the distribution
becomes more regular, and the edge clarity improves. Therefore, it becomes easier to
distinguish the modulated signals, especially the 8QAM signals.

—6— Googlenet
[ |—8—Vggl6
08k —v— Alexnet

’ —&— Resnet
| |—&— CNN

Accuracy
o

=]

w
for -
e

-10 -5 0 5 10 15 20 25 30
SNR (dB)

Figure 5. The recognition accuracy of five models on test samples at various SNRs.
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—8—CNN

—&— Googlenet+TCN-LSTM | |
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'—10 -5 0 5 10 15 20 25 30
SNR (dB)

Figure 6. A comparison of modulation recognition accuracy before and after incorporating the
TCN-LSTM module into both the CNN and GoogleNet models.
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Figure 7. Comparing the constellation diagram quality for modulated signals under two conditions.
(a—e) Without TCN-LSTM. (f—j) With TCN-LSTM.
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The following experiments illustrate the effect of our proposed channel equalization

model on the overall recogniton accuracy of the different modulated signals. Figure 8
presents a detailed comparison of the performance differences before and after combining
the TCN-LSTM model with the CNN model, leading to the following conclusions:

)

@)

®)

After adding a TCN-LSTM module for channel equalization prior to modulation
recognition, the modulation recognition accuracy of 4QAM, 8QAM, 16QAM, 32QAM,
and 64QAM increased by 4.2%, 1.7%, 8.1%, 6.8%, and 6.1%, respectively. The TCN
model efficiently extracts both local and global temporal features, which contributes
to the attenuation of high-frequency noise. The LSTM, through its gating mechanism,
captures time-contextual information within the signal. Two models are cascaded to
achieve complementary advantages.

There are differences in recognition accuracy among the various signal types. Lower-
order QAM modulation formats generally exhibit higher recognition accuracy. Higher-
order modulation signals tend to suffer from more misclassifications or missed detec-
tions compared to lower-order modulation. The main reason is that lower-order QAM
constellation diagrams have simpler distributions and larger point spacings. Due to
interference, such as burst noise and multipath fading, the constellation diagrams of
16QAM, 32QAM, and 64QAM become more alike due to blurring.

There are two noteworthy recognition results. After channel equalization, there is
only a marginal improvement in the recognition accuracy for SQAM. The recognition
rate for 32QAM remains higher than that of 16QAM and 64QAM. The underlying
reason is that the constellation pattern of 8QAM distinctly differs from those of other
signals. Even under poor channel conditions that cause blurriness in the constella-
tion diagrams, 8QAM is relatively easier to discern. For 16QAM and 64QAM, their
constellation diagrams are arranged in a square lattice pattern, making them quite
similar in shape. The 32QAM scheme is composed of two orthogonally superimposed
16QAM constellation diagrams. It possesses unique boundary shapes at the points of
maximum and minimum amplitudes and thereby has relatively higher distinctions.

Although the use of the TCN-LSTM model proposed in this paper to accomplish

channel equalization results in more time-consuming training of the entire modulation
recognition model, the prediction execution time of the TCN-LSTM + CNN model during
testing is only 0.35 s longer than that of the CNN model alone. In summary, while the
introduction of the TCN-LSTM model has indeed led to an increase in the overall average
accuracy of the CNN model from 0.795 to 0.838, its performance remains unsatisfactory
when dealing with the recognition of higher-order modulation formats. Therefore, deeper
mining of constellation diagram features for higher-order modulation formats is needed.

1

Accuracy
© © o o o
N w S (%] o
:

o
=

I CNN
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Figure 8. Prediction accuracy for different modulation formats across all SNRs.
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4.4. MFR Performance Analysis Based on VLCMnet

In this section, the modulation format recognition model employs the sub-module
MMAnet of our proposed VLCMnet model, which introduces a multi-attention mechanism
into the original 9-layer CNN model. Based on the experimental results, we initially
assessed the models using the loss function, followed by conducting a comparative analysis
of the recognition accuracy of different models, and ultimately analyzed the differences
in constellation diagram features extracted by the convolutional layers before and after
the attention mechanism is integrated. The specific network structure and corresponding
output dimensions are presented in Table 4.

Table 4. The structural parameters of MMAnet.

Layer Name Output Shape
Conv2d-1 (64, 64, 64)
SFE MaxPooling2D (32,32, 64)
Conv2D-2 (32, 32, 128)
Conv2D-3 (32,32, 128)
cbam_block1 (32,32, 128)
SA1 Conv2D-4 (32,32, 64)
Conv2D-5 (32,32, 64)
cbam_block2 (32,32, 64)
SA2 Conv2D-6 (32, 32, 256)
Conv2D-7 (32, 32, 256)
cbam_block3 (32, 32, 256)
MA Conv2D-8 (32,32, 64)
Conv2D-9 (32,32, 64)
Se_block (32,32, 64)
Flatten (65, 536)
FEC Dense (5)

The following compares the convergence speed and fitting degree of the CNN and
MMAnet models. The curves showing the change in training and validation losses are
displayed in Figure 9. For both models, the validation losses do not notably exceed the
training losses, indicating no signs of overfitting. MMAnet reaches a loss value of 0.05 at the
50th generation and converges after the 100th generation, suggesting a faster convergence
rate compared to CNN. The validation loss curve for CNN exhibits slight oscillations, and
its validation loss is on average 0.1 higher than that of MMAnet, indicating that CNN is
less capable of learning from data with substantial noise compared to MMAnet.

1.4

=—— MM Anet-trainloss
————MMAnet-valloss
= CNN-trainloss
—— CNN-valloss

Loss

0 50 100 150 200
Epoch

Figure 9. Comparison of CNN and MMAnet loss function curves.
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Our proposed algorithm can enhance the recognition accuracy of modulation formats
in indoor visible light communication under severe channel distortion. Table 5 presents the
accuracy and mAP values of six models across a range of SNRs from 0 dB to 12 dB. The
experimental results demonstrate that, under extremely adverse channel conditions (SNRs
of 0 dB and 4 dB), the VLCMnet model achieves recognition rates exceeding those of other
models by more than 7%, and also shows an improvement of over 6% in mAP for various
categories of modulation formats. At an SNR of 12 dB, all six models are virtually capable
of correctly identifying all sample categories in the test set.

Table 5. Comparison of test accuracies for six models under different SNRs.

SNR (dB) 0 4 8 12 Average
TCN-LSTM + Alexnet 0.648 0.724 0.916 0.984 0.782
TCN-LSTM + Resnet 0.684 0.802 0.968 0.996 0.799
ACC TCN-LSTM + Vggl6 0.728 0.824 0.985 1 0.814
TCN-LSTM + Googlenet 0.732 0.902 0.988 1 0.822
TCN-LSTM + CNN 0.788 0.922 1 1 0.838
VLCMnet 0.933 0.992 1 1 0.948
TCN-LSTM + Alexnet 0.674 0.743 0.934 0.994 0.791
TCN-LSTM + Resnet 0.712 0.825 0.984 1 0.812
MAP TCN-LSTM + Vggl6 0.752 0.847 1 1 0.826
TCN-LSTM + Googlenet 0.754 0.914 1 1 0.833
TCN-LSTM + CNN 0.822 0.941 1 1 0.847
VLCMnet 0.936 1 1 1 0.955

The TCN-LSTM channel equalization algorithm plays a pivotal role here. Concurrently,
itis noted that MM Anet adopts a hybrid attention mechanism, dynamically allocating atten-
tion weights to the most critical channels and spatial locations, enabling the model to better
focus on key spatial regions that determine the position and distribution of constellation
points, thereby ignoring background noise or other non-critical spatial information. So this
model improves its fine-grained parsing capability of constellation diagrams, subsequently
boosting both recognition accuracy and stability.

The VLCMnet model demonstrates a more accurate ability to identify multi-level QAM
modulation formats even under severe channel distortion, indicating that the MMAnet
submodule enhances the feature representation of the constellation diagram. We perform
feature map visualization on the convolutional layers of both the TCN-LSTM + CNN model
and the VLCMnet model. The experimental analysis examines the capacity of both models
to capture fine-grained constellation diagram features at an SNR of 4 dB, as shown in
Figure 10.

(a) 4QAM (b) 8QAM (c) 16QAM (d) 32QAM (e) 64QAM

(f) 4QAM (g) 8QAM (h) 16QAM (i) 320AM (j) 64QAM

Figure 10. (a—e) Feature maps of the constellation diagrams extracted by CNN. (f-j) Feature maps of
the constellation diagrams extracted by VLCMnet.
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The feature maps of CNN have distinct features in 4QAM and 8QAM, and the detailed
features in 16QAM, 32QAM, and 64QAM are not obvious. In contrast, there are numerous
regions with varying color depths in VLCMnet. The internal features of the 16QAM,
32QAM, and 64QAM constellation diagrams are assigned different weights. It indicates
that after incorporating multiple attention mechanisms, the convolutional layers focus
more intently on the image areas that are most crucial for the recognition task, resulting
in clearer and more pronounced feature outlines and structures within the feature maps,
which are related to the arrangement patterns and distribution shapes of the constellations
for different signals. Consequently, the VLCMnet model successfully captures intricate
edge and interior features in the constellation diagrams, thereby enhancing the model’s
generalization capability.

4.5. The Impact of Multi-Attention Mechanisms on VLCMnet Performance

In this section, we discuss the impact of multiple attention mechanisms on the modu-
lation format recognition performance of the VLCMnet model. Here, the model without
any attention mechanism is denoted as (Base), the model using only a single attention
mechanism is referred to as (W/O MA), the model employing only a mixed attention mech-
anism is termed (W/O SA), and the model using multi-attention mechanisms is denoted as
(With All).

As shown in Figure 11, when different attention mechanisms are incorporated into
the classification model, the accuracy for recognition consistently surpasses that of models
with no attention mechanisms. Within the SNR range from —10 dB to 0 dB, the recognition
accuracy can be improved by more than 15%.

e
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Accuracy
o
[}
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4 5 —6— Base
04 —9—W/O SA | |
: i —&8—W/0O MA
—A— With all
03¢ : : : ' : ' :
-10 -5 0 5 10 15 20 25 30
SNR (dB)

Figure 11. An analysis of ablation experiments on the modulation recognition model with the
inclusion of different attention mechanisms.

To evaluate the effect of different attention mechanisms on the recognition performance
for each modulation format, an ablation study was conducted on 5250 test samples. The
classification confusion matrix is shown in Figure 12.

(1) Asshown in Figure 12a, without attention mechanisms, the features extracted from the
convolutional layers tend to be susceptible to noise and irrelevant feature interference.
While the model demonstrates relatively high accuracy in recognizing lower-order
modulations, particularly 8QAM, there exist numerous errors in recognizing higher-
order modulations. For instance, 154 instances of 16QAM are misclassified as 64QAM.

(2) Figure 12b shows that the recognition performance improves a little if only the SA
module is introduced into VLCMnet. The number of misclassifications for higher-
order modulations decreases but not significantly. The recognition accuracy of 64QAM
is almost unchanged. It is easily confusedly recognized as 16QAM and 32QAM, possi-
bly due to inadequate extraction of spatial structure features within the distribution of
constellation points.
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(3) Figure 12c shows that when solely the MA module is incorporated, VLCMnet exhibits
a better enhancement in recognition performance compared to when only the SA
module is added. The recognition accuracy for all five modulation formats improves.
In particular, the recognition accuracy of 64QAM is improved by 11%. The proportion
of 64QAM being misclassified as 32QAM notably declines.

(4) Figure 12d demonstrates that the inclusion of both SA and MA modules in VLCMnet
is more helpful in improving the model performance. The misclassification between
16QAM and 64QAM is further reduced. The recognition accuracy for higher-order
modulations increases by more than 13% compared to the Base model.

True labels

64QAM 32QAM 16QAM 8QAM 4QAM
True labels

64QAM 32QAM 16QAM 8QAM 4QAM

4QAM  8QAM 16QAM 32QAM 64QAM } 4QAM  8QAM 16QAM 32QAM 64QAM
Predicted labels Predicted labels

(a) Base (b) w/OMA
1000 1000
800

800

600 600

True labels

64QAM 32QAM 16QAM 8QAM 4QAM
True labels

64QAM 32QAM 16QAM 8QAM 4QAM

-400 -400

-200 -200

4QAM  8QAM 16QAM 32QAM 64QAM } 4QAM  8QAM 16QAM 32QAM 64QAM
Predicted labels Predicted labels

(c)w/0sA (d) with All
Figure 12. Confusion matrixes at Base, W/O MA, W/O SA, and With All.

In summary, VLCMnet is able to concentrate on critical point-position features via
its SA module and simultaneously attend to key spatial structures in the distribution of
constellation points through its MA module, thereby enhancing the model’s recognition
accuracy and robustness, particularly for higher-order QAM modulation signals.

4.6. Comprehensive Evaluation of Model Performance

This section first discusses the impact of system transmission data volume indicators
on model performance and subsequently conducts a comparative analysis of the generaliza-
tion capability and network complexity among six models. The IFFT length and the carrier
count represent the number of subcarriers used by the transmitter to generate OFDM
symbols and actually carry the data payload.

As shown in Figure 13a, the recognition accuracy of the model increases with growth
in the IFFT length. When the carrier count is 256 and the IFFT length is 2048, the model
performance outperforms other combinations of carrier counts. However, both parameter
values should not be excessively large, as this can lead to oversampling, causing severe point
overlapping in the constellation diagram, which, in turn, reduces the recognition accuracy.

The Rx data length refers to the length of the effective data payload at the receiver
end. As illustrated in Figure 13b, when the Rx data length ranges from 20,000 to 60,000, the
model accuracy generally exhibits an upward trend as the data length increases. The model
performs optimally at a length of 41,600. However, excessive increase in the Rx data length
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Accuracy

can, conversely, introduce more noise and redundant information, reducing the clarity of
the constellation diagram and recognition accuracy.
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Figure 13. (a) Comparison of recognition accuracy for different channel parameters. (b) Comparison
of recognition precision for different Rx data length.

In the following, the MMAnet module within the VLCMnet model is replaced with
five alternative convolutional neural networks, and a comprehensive comparison of the
classification performance and complexity differences among these models is presented, as
shown in Table 6. The model complexity is assessed using million floating-point operations
per second (MFLOPs) and the number of parameters. The generalization ability of the
model is evaluated using the F1-score, recall, and accuracy metrics.

Table 6. Comparison of the comprehensive performance of the models.

Method MFLOPs Parameters (M) Recall F1 Accuracy
Alexnet 43.19 21.59 0.783 0.781 0.782
Resnet 42.56 21.28 0.801 0.800 0.799
Vggl6 33.75 16.88 0.816 0.815 0.814
Googlenet 12.01 6.01 0.823 0.822 0.822
CNN 3.2 1.6 0.839 0.838 0.838
MMAnet 3.9 1.9 0.949 0.948 0.948

The experimental results indicate that MMAnet achieves higher precision with rela-
tively lower computational requirements. Although CNN has the lowest complexity, its
accuracy is 11% lower than that of MMAnet. The precision and complexity of Googlenet
are moderate. AlexNet and Vgg16 are both complex models and show inferior precision.
Therefore, the proposed model in this paper possesses good generalization capabilities, fast
training speed, and convenient model deployment.

In Section 4.3, it is reported that the average accuracy achieved by a 9-layer CNN model
for modulation recognition was only 0.795, whereas our proposed VLCMnet reaches an
accuracy of 0.948, representing a 19.2% improvement over the CNN model. This indicates
that the model effectively mitigates channel-induced interference and accurately captures
and discriminates key features of different modulation formats.

5. Conclusions

In this paper, we propose the VLCMnet model for DCO-OFDM systems, an integrated
deep learning-based network model aimed at addressing the problem of low accuracy in
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modulation format recognition under severe channel distortion conditions. We analyze the
model characteristics from several aspects, including the changes in model performance
before and after channel equalization, the effects of different attention mechanisms on
model performance, the model complexity, and the effects of the system input parameters.
The experimental results show that the TCN-LSTM module effectively extracts temporal
and frequency local features of the signals, and performs repair on impaired signals. The
MMAnet module introduces a multi-attention mechanism in the CNN, which captures
diverse feature information from distinct subspace perspectives, and contributes to improv-
ing recognition accuracy. In summary, the modulation format recognition model presented
in this paper can effectively reduce the confusion and misclassifications for higher-order
modulation formats. It exhibits strong robustness, computational efficiency, and effective-
ness. This model plays a significant role in promoting the task of modulation recognition
under complex channel environments.
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Abstract: Orthogonal Frequency Division Multiplexing (OFDM) is the modulation technology used in
Fourth Generation (4G) and Fifth Generation (5G) wireless communication systems, and it will likely
be essential to Sixth Generation (6G) wireless communication systems. However, OFDM introduces
a high Peak to Average Power Ratio (PAPR) in the time domain due to constructive interference
among multiple subcarriers, increasing the complexity and cost of the amplifiers and, consequently,
the cost and complexity of 6G networks. Therefore, the development of new solutions to reduce
the PAPR in OFDM systems is crucial to 6G networks. The application of Machine Learning (ML)
has emerged as a promising avenue for tackling PAPR issues. Along this line, this paper presents
a comprehensive review of PAPR optimization techniques with a focus on ML approaches. From
this survey, it becomes clear that ML solutions offer customized optimization, effective search space
navigation, and real-time adaptability. In light of the demands of evolving 6G networks, integration
of ML is a necessity to propel advancements and meet increasing prerequisites. This integration not
only presents possibilities for PAPR reduction but also calls for continued exploration to harness its
potential and ensure efficient and reliable communication within 6G networks.

Keywords: 6G networks; PAPR reduction; artificial intelligence; machine learning

1. Introduction

Over the last few decades, mobile communication networks have undergone constant
evolution. In the 1980s, a significant milestone in global telecommunications was reached
with the emergence of First Generation (1G) mobile communication networks [1]. During
this period, various 1G standards were developed around the world. The United States
adopted Advanced Mobile Phone System (AMPS) as a prominent standard for 1G, employing
Frequency Division Multiple Access (FDMA) to provide voice services [1-4]. Internationally,
different 1G standards gained recognition. The Nordic Mobile Telephone (NMT) system,
originating in the Nordic countries and operating on the 450 MHz frequency band, became
notable [5,6]. The United Kingdom and some other regions embraced the Total Access
Communication System (TACS), operating at around 900 MHz [7]. Japan implemented the C-
450 standard, an analog cellular system on the 450 MHz band [8,9], while France contributed
to 1G with the Radiocom 2000 system [8,10]. Although they are predominantly based on
analog technology, these 1G standards played a crucial role in the delivery of essential voice
services. However, they faced limitations in terms of capacity, security, and efficiency [11,12].

The progression to digital technologies in subsequent generations, beginning with
Second Generation (2G), led to significant improvements in communication quality and
security and the introduction of data services in addition to voice communication [13].
Mobile communication networks entered the 2G era in the 1990s, revolutionizing telecom-
munications through widespread adoption of the Global System for Mobile Communi-
cations (GSM) standard. This advancement enabled digital encryption of data and voice
signals, introduced features like roaming, and optimized spectrum utilization [14-16]. The
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2G networks continued to evolve, resulting in so-called 2.5 Generation (2.5G) systems,
which introduced a new packet switching technique and provided enhanced voice and
data services to users [1]. The 2.5G networks brought important improvements that not
only evolved the data rate but also improved established voice communications. These
laid the foundations for high-performance mobile communications, laying solid ground
for the next generations of mobile communication systems [17,18].

The constant evolution of wireless technologies led to an exponential necessity for
high data rates and support for a large number of devices. Therefore, Third Generation (3G)
mobile communication networks introduced mobile broadband services and improved
data rates compared with previous generations [19,20]. In addition, 3G networks met the
requirements of important vertical applications that require the exchange of high-definition
images and videos, such as video calls and mobile Television (TV) [21,22]. The 4G mo-
bile communication networks introduced a paradigm shift by adopting communication
based on the Internet Protocol (IP). The 4G networks were meticulously designed to har-
ness augmented bandwidths and elevated transmission data rates, allowing improved
mobile broadband services, seamless web browsing, uninterrupted high-definition video
streaming, substantially reduced latency, and a seamless handover [23-26]. These advance-
ments were made possible through the development of cutting-edge technologies, such
as Multiple-Input Multiple-Output (MIMO) and advanced signal processing techniques.
Furthermore, 4G networks introduced OFDM in its physical layer, seamlessly aligning with
the intricate demands for flexibility of 4G networks [1]. The use of the OFDM technique
allows the system to use the available bandwidth efficiently and consequently makes the
system less susceptible to interference, improving its spectral efficiency [27,28].

To meet the demands of an unprecedented number of connected devices, 5G mobile
communication systems began to be implemented in 2020. These 5G networks will be able
to support ultralow latency (~1 ms), ultrahigh data rates (~10 Gbps), high connectivity
(~1 million/km?) and reliability (~10~°), and ultralow energy consumption. Furthermore,
seamless integration of small cells and massive MIMO antennas has become essential
to achieve the desired network capacity and coverage, especially in densely populated
areas [29-31]. Additionally, 5G networks support communications at high frequencies (i.e.,
Millimeter Wave (mmWave) bands), which open up a range of possibilities, particularly
in the context of the Internet of Things (IoT) [32]. Despite the ongoing deployment of 5G
networks, both academia and industry have focused their attention on the development of
6G mobile communication networks, which are envisioned to present extraordinary ad-
vancements in terms of data rates, energy efficiency, latency, and reliability when compared
with 5G networks. However, the architecture and performance components of 6G networks
remain mostly undefined [33,34]. Despite this, to meet their anticipated requirements,
existing communication systems will have to undergo a series of transformations that will
allow them to operate under the conditions imposed by future 6G networks. These changes
will affect all levels of communication, from the application layer to the physical layer.
Within this transformative landscape, it is expected that the strategic integration of ML
techniques plays a crucial role [35,36]. At the same time, a wide spectrum of modulation
techniques are being investigated or proposed, including OFDM and its variants, to achieve
a high level of spectral efficiency [37—40].

OFDM is the modulation technique for 4G and 5G wireless systems and is expected to
remain indispensable to meet the rigorous demands of 6G networks [4143]. Unlike their
predecessors, 6G networks operate at higher frequencies and broader bandwidths, presenting
distinctive challenges for the deployment of OFDM, particularly concerning issues such as
a high PAPR and Inter-Carrier Interference (ICI), as outlined in [44]. In addition, OFDM is
highly regarded for its ability to handle frequency selective fading, efficient spectrum usage,
and resistance to interference [45]. However, it faces obstacles due to the close spacing of
the subcarriers inherent in its design, which leads to a high PAPR. This elevated PAPR has
several implications. First, it can result in intermodulation distortion, degrading the quality
of the transmitted signal. Moreover, it decreases the efficiency of the amplifiers used in the
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system, as they must accommodate the high peaks by operating with a broader dynamic
range. Finally, a high PAPR can cause unwanted signals to escape into neighboring frequency
bands, causing interference with other wireless systems [46,47].

In scenarios where a high PAPR is not effectively managed, advanced signal process-
ing and amplifier designs are needed, which can introduce additional delays in signal
transmission and reception. These delays can lead to increased latency, which is undesir-
able in 6G networks that strive for ultralow-latency communication [48]. Consequently,
optimizing the PAPR is crucial not only to mitigating interference, achieving high spec-
tral efficiency, and reducing distortion, as previously mentioned, but also to obtaining
low-latency signals in the context of 6G networks [49].

The literature is filled with a wide range of strategies designed to address the challenge
of reducing the PAPR in communication systems [50]. These strategies encompass a spec-
trum of approaches, including conventional methods tested over time and more advanced
techniques [51]. Some of these prominent techniques are clipping and filtering, Partial
Transmit Sequence (PTS), Selected Mapping (SLM), interleaving, Tone Injection (TI), Tone
Reservation (TR), and Active Constellation Extension (ACE). Clipping and filtering have
gained recognition for their simplicity and effectiveness in mitigating the PAPR. However,
they come with a notable caveat: the potential introduction of signal distortion, which can
compromise the overall transmission quality [52,53]. PTS distinguishes itself through its
ability to achieve substantial reductions in the PAPR. However, this method has a trade-off:
it is a complex and computationally demanding approach that requires multiple iterations
to achieve its objective [54,55]. SLM represents another powerful strategy for reducing
the PAPR, with the added benefit of being less susceptible to signal distortion. However,
it places significant demands on processing power and is sensitive to nonlinear channel
conditions [56,57]. Interleaving exhibits effectiveness in PAPR reduction, particularly when
used in conjunction with other techniques. However, its efficacy depends on specific
configurations and may not yield optimal results when used alone [58,59]. Moreover, TI
has emerged as an effective method for PAPR reduction, and it is less prone to distortion.
However, to optimize its performance, it may require access to additional channel infor-
mation [60]. TR shines in its high effectiveness in PAPR reduction, particularly in systems
with nonlinear channels. However, it is a complex method that demands the allocation of
additional tones, which can result in a reduction in spectral efficiency [61]. Finally, ACE
stands out as another powerful tool in the arsenal for PAPR reduction, offering greater
flexibility with different constellation schemes. However, it introduces some overhead and
requires careful allocation of constellation points [62].

Motivated by the importance of the previously described PAPR techniques, in [50],
the authors presented a review of the literature, recent research findings, simulations, and
complexity analyses of these techniques. Organized into three primary categories for PAPR
reduction schemes (i.e., signal distortion, multiple signaling, and coding), the paper presents a
systematic approach to comprehending various methods that address the high PAPR challenge
in OFDM systems. It serves as an invaluable resource for emerging researchers seeking a
comprehensive understanding of the PAPR. However, the techniques discussed in [50] for
PAPR reduction in wireless communication systems may fall short in addressing the complex
and dynamic nature of the problem. Conventional approaches often rely on predefined signal
processing strategies and parameter configurations which might not sufficiently adapt to the
evolving conditions of wireless channels. While these methods may offer some degree of
PAPR reduction, they might lack the adaptability required to consistently maintain optimal
signal quality in the face of changing communication environments. Therefore, the authors
of [50] acknowledged the significance of classical techniques, but they notably refrained from
delving into ML approaches for PAPR reduction.

1.1. Contributions

To overcome the limitations of classical PAPR reduction techniques, recent works
have revealed exciting prospects for applying ML to significantly reduce the PAPR while
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keeping the computational complexity at a minimum, which we will elaborate upon in
more detail in Section 4, demonstrating that the use of ML has great potential for the field of
wireless communications. Therefore, motivated by the importance of ML to 6G networks,
this work presents a comprehensive review of PAPR reduction techniques based on ML.
More specifically, this survey not only outlines various approaches but also presents the
results, contributions, and limitations associated with several methods based on ML. In
the process, this study endeavors to provide readers with comprehensive insights into the
application of ML in this specific domain. In this context, it is worth highlighting that our
research occupies a unique and indispensable position within the existing scholarly body
of work because, to the best of our knowledge, this is the first work to present a review of
ML-based techniques for PAPR reduction. Consequently, the main contributions of this
paper can be summarized as follows:

*  We present a comprehensive analysis of the classical PAPR solutions, highlighting
their main features, advantages, and challenges;

*  We present a concise review of the main PAPR reduction approaches based on ML
and describe their main features, advantages, and challenges;

*  We discuss the role of ML in the PAPR issue for 6G networks, giving directions for
future work.

1.2. Research Methodology

To select the previously cited works, we considered the following methodology:
(1) We identified relevant keywords that were aligned with the scope of the survey. These
keywords included terms like PAPR, ML, and OFDM. (2) We performed comprehensive
searches of several recognized academic databases, including Elsevier, IEEEXplore, and
SpringerLink. We used the keywords defined in the first step to find potentially relevant
articles. (3) The articles found were initially filtered based on titles and abstracts to ensure
that they were directly related to our research scope. Articles that did not meet the
criteria were excluded. Special care was taken to avoid articles published in scientific
events without peer review or little recognition. (4) Finally, after the initial filtering, we
proceeded to the full reading of the selected articles. This allowed us to make an assessment
of their contributions and overall relevance. Some references from the selected works
were separated for detailed reading and cataloging, feeding back into the process. To
finish, Figure 1 illustrates the post-selection distribution of the selected articles across the
databases.

B [EEE Xplorer
H Elsevier

® SpringerLink

Figure 1. Illustration of the post-selection distribution across the databases.

To improve the readability of this survey, its organization is illustrated in Figure 2.
The remainder of this paper is organized as follows. Section 2 presents a review of the
main concepts of the OFDM modulation technique. Section 3 reviews the classical PAPR
reduction techniques. Section 4 reviews the PAPR solutions based on ML. Section 5
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describes the main challenges of applying ML techniques to PAPR optimization. Finally,
Section 6 concludes the paper.

1 INTRODUCTION
2 OFDM

e 3 CLASSICAL PAPR REDUCTION APPROACHES
TECHNIQUES BASED ON

MACHINE LEARNING
4 ROLE OF ML IN PAPR REDUCTION

5 FUTURE DIRECTIONS

6 CONCLUSION

Figure 2. Organization of this survey.

2. OFDM

Frequency Division Multiplexing (FDM) and OFDM are pivotal multiplexing and mod-
ulation techniques with deep historical roots and practical significance in contemporary
wireless communication systems [63,64]. Their development over time has been driven by the
imperative need to overcome a range of challenges associated with wireless data transmis-
sion, including issues such as interference, fading, and the constraint of limited bandwidth.
These technologies serve as the foundation for numerous communication standards and
are expected to continue to play a crucial role in the evolution of wireless communication
systems [49,64,65].

More specifically, FDM is a classical multiplexing technique that splits the available
frequency spectrum into multiple nonoverlapping bands, with each band allocated to
a different channel or user. Each channel operates at a specific frequency, and multiple
channels can coexist in the same communication medium without interference [66]. On
the other hand, OFDM divides the available frequency spectrum into multiple orthogonal
subcarriers, which are closely spaced, and each subcarrier is allocated a portion of the data,
efficiently utilizing the spectrum. The orthogonality between subcarriers prevents interfer-
ence, enhancing reliability [67]. Therefore, as illustrated in Figure 3, FDM modulation is
less efficient in terms of spectrum utilization compared with OFDM [68].

VaVara i

OFDM spectrum f

\

FDM spectrum f

Figure 3. Ideal spectrum illustration for FDM and OFDM techniques.

In broadband communication systems, OFDM enables simultaneous data transmission
by splitting the spectrum into multiple orthogonal subcarriers. The OFDM modulation
relies on Inverse Fast Fourier Transform (IFFT) for transmission and Fast Fourier Transform
(FFT) for reception. More specifically, the IFFT allocates data symbols to subcarriers, with a
Cyclic Prefix (CP) added before transmission to avoid multipath effects, resulting in the
signal x(n) [69]. The CP provides a guard period for the demodulation process, removing
delayed echoes and facilitating accurate symbol detection in the frequency domain [70].
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It is imperative to emphasize the importance of meticulously choosing the CP length
with due regard to the expected channel delay spread [71]. Prudent selection of the CP
length holds the utmost importance in wireless communication systems, especially in
digital communication systems such as those used in mobile networks, Wi-Fi, and various
wireless technologies [72]. This careful consideration plays a crucial role in minimizing
the effects of temporal dispersion, ensuring reliable signal transmission, and enabling
precise data reception. A well-considered choice for the CP length enhances the overall
resilience and optimal functionality of the communication system [73,74]. For clarity,
Figure 4 illustrates the OFDM transmitter/receiver system.
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Modulation .
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___________________________________________
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Demodulation

Figure 4. Block diagram of a baseband OFDM system.

One of the main technical challenges inherent to OFDM systems is the emergence of
an amplitude peak in the time domain due to constructive interference among multiple
subcarriers. This intricate phenomenon is conventionally called the PAPR issue [75]. The
PAPR has been a fundamental metric that characterizes the behavior of multicarrier signals,
and it can be defined as [50]

PAPR — %(”)f (1)
Efx(n)|
where E|x(n)| is the mean value of the OFDM signal x(n) and max|x(n)| denotes the
maximum amplitude peak of the OFDM signal.

As the number of carriers increases, phase accumulation arises among specific carriers
during transmission amplification [76]. This results in power peaks (i.e., the amplitude of
the signal reaches saturation levels which induce signal clipping and, consequently, result
in abrupt discontinuities that add noise due to the superposition of multiple signals). In the
context of OFDM, excessive noise can amplify interference between adjacent frequency bands,
adversely affecting both the upper and lower bands. Therefore, a high PAPR value indicates a
more pronounced deviation of the signal from its average power level, which results in lower
amplifier performance and leads to height saturation and noise generation [77,78].

Figure 5 illustrates the Complementary Cumulative Distribution Function (CCDF) of
the PAPR across different numbers of subcarriers (32, 128, 512, and 2048) with 16 Quadrature
Amplitude Modulation (QAM) and with two of each subcarrier serving as pilot subcarriers,
bearing the values —1 and 1. This arrangement resulted in a batch size of 1000, forming a
matrix with 1000 rows and N columns. Notably, the pilot subcarriers were strategically
placed in the second and N-2 columns. In addition, the CCDF is a valuable tool for as-
sessing the reliability of a signal at various PAPR levels. This helps us understand the
likelihood of the signal functioning correctly and maintaining its integrity.

Notably, from Figure 5, an observable trend emerges: higher subcarrier counts cor-
relate with elevated PAPRs. This outcome is a consequence of the cumulative impact of
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subcarrier summations during the amplification process, as previously discussed. The
graphical representation underscores the direct relationship between the number of sub-
carriers and the resulting PAPR, providing valuable insights into the system performance
under varying configurations.

1.0

0.8 1

0.6

CCDF
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PAPR (dB)
Figure 5. CCDF of the PAPR for 32, 128, 512 and 2048 subcarriers.
3. Classical PAPR Reduction Approaches

In the domain of OFDM systems, numerous techniques have been devised to mitigate the
problem of the PAPR, which is a widespread issue in these systems. Such techniques can be
classified into signal distortion approaches, sighal scrambling methods, and hybrid and coding
techniques [79,80]. However, this survey focused specifically on signal distortion approaches
and signal scrambling methods. This is because our emphasis is on solutions that strike a
harmonious balance between efficacy and simplicity, rendering them more accessible and
applicable in practical implementations of OFDM systems [81]. Signal distortion approaches
involve making direct modifications to the original signal in an effort to reduce the PAPR
while striving to maintain the quality of the data [82]. These strategies include actions such as
cutting, filtering, and ACE. In contrast, signal scrambling methods take an indirect approach
to reduce the PAPR by carefully altering the signal without causing significant distortion to
the data. Techniques falling within this category include SLM, PTS, interleaving methods, TI,
and TR. The choice of technique to use depends on the specific requirements, trade-offs, and
limitations of the particular communication system under consideration [80,83]. The main
classical PAPR reduction techniques previously cited are described next.

3.1. PTS

The PTS technique is utilized in digital communication systems to address the challenge
of a high PAPR in Transmit (Tx) signals without adding distortion to the signal. This method
involves dividing the input data stream into multiple sub-blocks which are independently
modulated. After splitting the data stream, the Inverse Discrete Fourier Transform (IDFT) of
each sub-block is obtained and weighted by a phase factor which is optimized to minimize the
PAPR of the sum of the signals of all sub-blocks [84]. The main step of the PTS technique is
the phase optimization process, which strategically manipulates the phases of the sub-blocks
within the signal without altering the original Tx signal [85]. In this technique, the reduction
in the PAPR is dependent on the sub-blocks” size and the number of allowed phase factors.
Despite its effectiveness in mitigating PAPR issues, the PTS computational complexity can
pose challenges, particularly depending on the modulation order [86-88]. In addition, it
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is important to highlight that the PTS technique needs some bits of side information to be
transmitted, conveying the phase factors, which reduces its spectral efficiency.

Integration of the PTS scheme into OFDM systems is pivotal for reducing the PAPR
and enhancing Bit Error Rate (BER) performance. Figure 6 visually depicts this integration,
illustrating how the PTS scheme is implemented within an OFDM system [89,90]. In
Figure 6, the phase optimization is particularly emphasized after the IDFT operation [91].
By judiciously selecting these phase coefficients, the PTS technique minimizes constructive
interference, leading to an overall reduction in the PAPR of the Tx signal. This reduction is
highly desirable as it not only enhances BER performance but also improves the reliability
and resilience of the wireless communication system [87,88].
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Figure 6. Block diagram of OFDM transmitter with PTS.

3.2. SLM

In SLM, the process of generating alternative signals from a single information signal
involves a systematic and adaptive approach. This involves creating a set of potential
signals, called “candidate signals”, by introducing variations based on different phase
sequences. These candidate signals are then subject to adaptive optimization techniques,
and then the signal with the minimum PAPR is transmitted [92]. To elaborate further, think
of these candidate signals as alternative versions of the original signal, with each slightly
modified in a systematic way. The variations are introduced in a controlled manner to
cover a range of possibilities. Then, adaptive optimization techniques come into play to
dynamically refine these candidate signals during the transmission process [93,94].

Once generated, the signals undergo a thorough evaluation with careful scrutiny to
identify the one with the lowest PAPRs. This comprehensive method ensures both the
efficiency and reliability of the transmission. The ultimate goal of SLM is to minimize signal
distortion and enhance power efficiency, a critical aspect of the overall performance of the
communication system. Furthermore, the selected phase sequence needs to be transmitted
as side information so that the receiver can recover the original sequence, leading to a
reduction in the spectrum efficiency. Moreover, it is important to note that the computa-
tional complexity of SLM increases with the number of candidate signals generated [94,95].
Each signal requires meticulous evaluation and comparison, increasing the computational
overhead, especially when dealing with a large number of candidates [96].

In essence, SLM involves a careful and adaptive exploration of potential signal variations
to optimize the transmission process, ensuring both efficiency and reliability in communica-
tion systems. Figure 7 provides a visual representation of this approach in the Tx, highlighting
the strategic incorporation of signals before the IDFT process to optimize power efficiency
within the signal. These preemptive signals are meticulously crafted to alleviate the elevated
PAPR encountered in the transmitted signal [94,97,98]. Moreover, from Figures 6 and 7, it is
possible to verify that the phase variation is applied at different points in the transmitter in
PTS and SLM, producing different results but with the same goal.

SLM’s effectiveness is attributed to its capability to substantially decrease the PAPR
while causing a smaller impact on the spectral efficiency with respect to PTS. The direct
approach of SLM and its proven success in PAPR reduction position it as a preferred method
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for striking a balance between reducing the PAPR and preserving spectral efficiency in
OFDM communication systems [94,97,98].
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Figure 7. Block diagram of OFDM transmitter with SLM.
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3.3. Interleaving

This PAPR reduction technique is similar to the SLM and PTS approaches, but in the
interleaving technique, interleaves are considered to generate multiple signals instead of
phase sequences. More specifically, the interleaving technique rearranges the order of the
transmitted symbols to decrease the chances of encountering high-power peaks. Then, the
signal with the smallest PAPR is chosen for transmission. By interleaving the symbols, the
high-power peaks are more evenly spread out, reducing the likelihood of their occurrence [99].
This enhances the BER performance by mitigating the impact of significant power variations.
Moreover, interleaving does not introduce additional signal distortions or require intricate
processing, ensuring a low BER [100]. However, to correctly decode the transmitted signal, it
is necessary to transmit some side information bits to inform the receiver which interleaver
was considered to generate the selected signal for transmission [99,100].

Regarding complexity, the interleaving process is generally straightforward, typically
involving symbol permutation according to a predefined pattern. Its computational com-
plexity is usually low, making it a practical choice for implementation in communication
systems [101]. However, it is essential to note that the interleaving technique cannot achieve
the same level of PAPR reduction as more advanced techniques like SLM. Therefore, the
achieved PAPR reduction through interleaving should be carefully balanced with the
desired BER performance. In comparison with SLM and PTS, interleaving introduces a
distinct dimension to signal processing, emphasizing error resilience and the ability to
recover from channel-induced disruptions [99,102]. Figure 8 illustrates a block diagram of
the OFDM transmitter with the interleaving approach. This visual representation provides
a clear overview of how the interleaving technique is applied in an OFDM system to reduce
the PAPR and improve BER performance [99].
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Figure 8. Block diagram of OFDM transmitter with interleaving.
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3.4. Clipping and Filtering

Clipping and filtering play a pivotal role in the management of both signal character-
istics and system performance. This PAPR reduction approach limits the signal power to a
predetermined Clipping Level (CL) by using a clipper (i.e., if the signal exceeds the CL, then
the signal is clipped; otherwise, the signal does not suffer any change). Clipping serves as a
highly effective approach to governing signal amplitudes and diminishing the PAPR without
the need for side information at the receiver [103]. However, although the clipping strategy is
performed at the transmitter, the receiver must estimate the location and size of the clip, which
is difficult in practice and results in the introduction of nonlinear distortions, thereby bearing
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implications for BER performance. The distortions that arise from clipping can lead to an
increased BER, particularly when the clipping threshold is aggressively configured [103,104].

In contrast, filtering the signal after clipping is a key solution to reducing these distortions
and consequently increasing the overall signal quality [105]. Filtering can eliminate out-of-
band distortions, thereby fostering spectral efficiency and curtailing interference with adjacent
channels [106]. Nonetheless, it is crucial to strike a balance between mitigating out-of-band
distortions and reducing the peak power of the signal, as excessive filtering may give rise to
power inefficiencies [107]. Furthermore, it is worth noting that the intricacy of the clipping
and filtering processes can impose a high computational demand on the system due to the
incorporation of advanced filtering algorithms or iterative procedures. Consequently, system
designers must evaluate the trade-offs between computational complexity, BER, and power
efficiency during the implementation of these approaches [108,109].

The above considerations underscore the importance of carefully configuring and
optimizing the clipping and filtering processes to attain the desired signal quality while
reducing the system complexity, BER, and power consumption [106]. Figure 9 depicts the
implementation of clipping and filtering at the OFDM transmitter to manage the PAPR,
optimize BER performance, and enhance signal quality [110].
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Figure 9. Block diagram of OFDM transmitter with clipping and filtering.
3.5. Tl and TR

Tl is an approach that involves the injection of specific tones or subcarriers into the
transmitted signal to mitigate high-power peaks [111]. The primary goal of TI is to strate-
gically redistribute the power peaks across the signal, resulting in a reduced PAPR [112].
One of the key advantages of the TI method is the ability to improve the BER performance
while maintaining relatively low complexity. In addition, the TI technique does not need
side information at the receiver. Therefore, the TI approach introduces minimal signal
distortions and can be implemented with modest computational resources [113,114]. On
the other hand, TR is a distinct technique that focuses on allocating a portion of the avail-
able subcarriers in an OFDM system for the inclusion of additional tones. These reserved
tones are carefully designed to nullify high-power peaks in the transmitted signal. The TR
method aims to enhance the BER performance by mitigating the effects of significant power
variations [115,116]. Similar to the TI approach, TR can be implemented with relatively low
complexity, as it involves generating and adding reserved tones to the signal [117]. How-
ever, different from the TI method, the TR approach requires additional side information at
the receiver to correctly decode the received signal [117].

In addition, TI is known for its efficient redistribution of power peaks, which directly
contributes to reducing the PAPR and improving the BER. Moreover, TI introduces min-
imal distortions and is suitable for practical applications [118]. On the other hand, TR
offers a dedicated approach by reserving specific subcarriers for additional tones, further
reducing the impact of power variations on the transmitted signal. The choice between
TI and TR should be made based on the specific requirements and characteristics of the
communication system [119,120]. TI and TR are not one-size-fits-all solutions, and their
effectiveness can vary depending on factors such as the number of reserved tones, their
positioning, and the prevailing channel conditions [121]. Both techniques require careful
consideration of the trade-off between PAPR reduction and BER performance [122]. Finally,
Figures 10 and 11 illustrate the block diagram of the OFDM transmitter for TR and TI,
respectively [123]. From these figures, it is possible to verify that, different from TI, the TR
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approach adds nulls in the data subcarrier positions to avoid the high-power peaks in the
transmitted signal [50]. The presence of zeros in TR serves to generate interference patterns,
aiding in a reduction in the PAPR when integrated with the primary data signal. This forms
a crucial component of the design approach aimed at efficiently mitigating or minimizing
peaks within the transmitted signal. In contrast, TI accomplishes PAPR reduction by intro-
ducing artificial tones directly into the primary data signal. The lack of zeros between data
subcarriers streamlines the injection of these tones, and optimization algorithms ensure
that these artificial tones interact seamlessly with the data subcarriers [50,120,122,123].
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Figure 10. Block diagram of OFDM transmitter for TR.
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Figure 11. Block diagram of OFDM transmitter for TI.

3.6. ACE

The ACE technique is used to expand the constellation points within a transmitted
signal to reduce the impact of high-power peaks [124]. More specifically, the constella-
tion points are extended toward the outside of the original constellation, and regions
named “feasible regions” are created as illustrated in Figure 12 [123]. This expansion
of constellation points enlarges the signal space, resulting in a more even distribution
of signal amplitudes and, consequently, a lower PAPR and BER due to reduction of the
influence of significant power fluctuations [125]. Furthermore, the ACE technique does
not require any side information at the receiver and does not add distortions in the signal
as it is considered a signal scrambling approach. Implementation of the ACE technique
presents moderate complexity and requires adjustments to the way constellation points
are mapped and processed [126,127]. ACE introduces some additional computational load,
as expanding constellation points requires careful design considerations and may require
iterative optimization algorithms [128]. Nevertheless, its complexity remains manageable
and practical for implementation [129].

It is crucial to understand that the effectiveness of ACE in reducing the PAPR, and its
impact on the BER depends on various factors [130]. These factors include the specific con-
stellation design, Signal-to-Noise Ratio (SNR), and channel impairments. When selecting
and optimizing extended constellation points, a balance must be struck between reducing
the PAPR and maintaining BER performance [131,132]. In some situations, expanding
constellation points can introduce additional signal distortions, which could potentially
lead to an increased BER. Therefore, a trade-off between PAPR reduction and the BER
needs to be carefully considered [133].

We finish with Table 1, which summarizes the main features of the aforementioned
PAPR reduction techniques. More specifically, Table 1 compares the classical PAPR tech-
niques in terms of computational complexity, BER escalation, the need for side information,
and whether the technique adds distortion to the signal or not. Evaluating these factors is
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crucial for determining the efficacy and cost-benefit of a given method [132]. In addition,
for more details about the classical PAPR reduction techniques, readers should consult [50].

Figure 12. ACE constellation for 16 QAM.

Table 1. Comparison between PAPR reduction techniques.

Technique BER Increase Complexity Side Information Add Distortion
PTS no high yes no
SLM no high yes no
Interleaving no high yes no
Clipping and Filtering yes low no yes
TI no high no no
TR no high yes no
ACE no high no no

4. Role of ML in PAPR Reduction

The techniques discussed in Section 3, covering PAPR reduction in wireless commu-
nication systems, may fall short in addressing the complex and dynamic nature of the
problem. Conventional approaches often rely on predefined signal processing strategies
and parameter configurations that might not sufficiently adapt to the evolving conditions
of wireless channels. While these methods may offer some degree of PAPR reduction, they
might lack the adaptability required to consistently maintain optimal signal quality in the
face of changing communication environments. On the contrary, ML plays a key role in
overcoming these limitations. It offers a more sophisticated and adaptive approach to PAPR
reduction in OFDM systems [134]. ML algorithms demonstrate remarkable capabilities in
finding intricate patterns within PAPR levels, making accurate predictions about future
PAPR levels [135,136]. The ability to dynamically adjust transmission parameters in real
time further distinguishes ML techniques, ensuring a continuous optimization process that
minimizes PAPR levels while preserving the optimal signal quality.

Moreover, ML enables exploration in a vast solution space of signal processing strate-
gies and parameter configurations, leading to the identification of high-performance ap-
proaches for PAPR reduction [137]. Through algorithmic optimization and feature selection,
ML assists in the development of PAPR reduction strategies that strike a balance between
performance and complexity. This is crucial for practical implementation in real-world
communication systems. The adaptability of ML techniques ensures seamless integration of
PAPR reduction strategies within dynamic communication systems [138]. This adaptability
adapts to the evolving requirements of communication systems, accommodating changes
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in the environment and communication protocols [139]. Therefore, ML not only assists
with reducing the PAPR but also contributes to achieving notable enhancements in signal
quality by minimizing signal distortion and optimizing power consumption [140].

4.1. ML Technique Review

Motivated by the above cited advantages, several works in the literature explored
different ML techniques [134,135,141-155] to reduce the PAPR. Therefore, to improve
the understanding of readers not particularly familiar with ML, we next present a brief
explanation of the ML techniques considered by the surveyed papers.

4.1.1. Artificial Neural Network (ANN)

An ANN is an ML technique that is inspired by the functioning of the human brain.
It is made up of fundamental units called neurons, which are organized in layers. The
input layer receives the initial data and passes them to the next layer. Each neuron in this
layer represents a specific feature of the input data. Hidden layers are intermediate layers
between the input layer and the output layer. Each neuron in a hidden layer processes
information from previous neurons and forwards it to the next one. The output layer
generates the final result of the neural network. This output can be a rating, a continuous
value, or any other form of representation, depending on the task performed by the
network. Each connection between neurons has an associated weight, determining the
strength and direction of the influence of one neuron on the other. During training, the
network adjusts these weights to minimize the difference between the predicted outputs
and desired outputs using a process called backpropagation. This involves calculating
the error at the network output and adjusting the weights back across layers to improve
prediction accuracy. This process is repeated iteratively with training datasets until the
network achieves satisfactory performance [156,157].

4.1.2. Deep Neural Network (DNN)

A DNN with encoder and decoder architecture is often used in Deep Learning (DL)
tasks, such as autoencoder models, and also in more complex architectures, such as those
used in convolutional neural networks. More specifically, the encoder presents five com-
ponents: (1) an Fully Connected (FC) layer, which is a dense layer that connects each
neuron to all neurons in the next layer, making it easier to capture global patterns in
the data; (2) Batch Normalization (BatchNorm), a component which normalizes the acti-
vation values, reducing internal covariance and consequently accelerating training and
improving generalization; (3) Rectified Linear Unit (ReLU), an activation function that
introduces nonlinearity to the model, allowing the incorporation of complexity between
layers; (4) another FC layer, namely a dense layer which possibly has fewer neurons than
the previous layer, helping to compress information; and (5) a sigmoid function, which is a
final activation function in the encoder layer. It can be used to generate values between 0
and 1, being useful in binary classification problems or representing probabilities [158].

In addition, the decoder is composed of the same components as the encoder, but in the
decoder, the FC layer receives the compressed representation of the encoder data and seeks
to reconstruct the original data. Similar to the BatchNorm layer in the encoder, it normalizes
the activation values during training to speed up convergence. ReLU adds nonlinearity
to the network, enabling the learning of complex relationships in the data. The FC layer
generates the final output of the decoder, which must be a reconstruction of the original
data. BatchNorm normalizes the activation values before the last ReLU layer in the decoder.
ReLU is the last activation layer to introduce nonlinearity in the decoder output [159].

4.1.3. Monte Carlo Tree Search (MCTYS)

The MCTS emerges as an innovative approach to deal with complex search problems
in vast and little-explored decision spaces. This method is based on stochastic simulation
and adaptive evaluation, offering an effective solution for situations where an exhaustive
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search of all possibilities is impractical. In simple terms, MCTS represents the problem
as a tree, where each node represents a possible state and the edges indicate achievable
actions. Starting from a root node that represents the initial state of the problem, MCTS
follows an iterative process that involves selection, expansion, simulation, evaluation, and
backpropagation. This adaptive approach allows one to explore the decision tree efficiently,
focusing efforts on the most promising areas of the search space. MCTS excels in scenarios
in which the absence of an explicit model of the environment or an extensive search space
makes exhaustive searching impractical. By incorporating stochastic simulations and
dynamic evaluations, MCTS proves to be a useful tool for solving complex problems,
providing practical and adaptable solutions in diverse applications [160].

4.1.4. Deep Unfolding Network (DUN)

A DUN is a specific type of model-driven Neural Network (NN) that operates in layers.
Each layer performs progressive analysis of the data, learning more complex representations
over time. It is interesting to think of this as a series of observation steps, starting with
simple details and gradually moving to more abstract features. This process allows the
network to understand patterns and become effective in performing complex tasks [161].

4.1.5. Random Sample Consensus (RANSAC)

RANSAC is an iterative ML method that is used to estimate the parameters of a
mathematical model considering a database that contains outliers. This non-deterministic
method is widely used when there is a large amount of noisy data, and the main goal is to
design a model that fits the data well. Then, RANSAC can be used to classify the remaining
data as either inliers or outliers until a satisfactory model is found [134].

Finally, the next subsection presents a concise review of PAPR reduction solutions
based on ML as documented in the literature. This exploration aims to provide insights
into the diverse range of ML techniques employed to address the challenges associated
with the PAPR in wireless communication systems.

4.2. PAPR Reduction Approaches Based on ML

As previously mentioned, ML is a key to solving the PAPR issue in OFDM systems.
Therefore, several works in the literature have studied the application of different ML tech-
niques to reduce the PAPR [134,135,141-155]. Therefore, as the main goal of this paper is to
show the role of ML in PAPR reduction, we next present the reviewed papers, which are
organized following the considered ML area, and describe their main contributions, features,
and limitations.

4.2.1. ANN [135,141-146]

The main ML technique considered in the literature to solve the PAPR reduction
problem is the ANN [135,141-146]. These proposed solutions present the same main steps,
which are illustrated in Figure 13. More specifically, when an ANN technique is considered,
the OFDM signal generated by the IFFT is the input of the ANN, which is composed of
multiple FC layers. For each layer, a weight matrix and a bias matrix are applied to find the
weighted sum of the inputs, and then an activation function is considered. In a supervised
training process, these weights are optimized with the goal of minimizing a cost function,
as with the PAPR. Then, in regular operation, the trained ANN is used to generate an
OFDM signal with a low PAPR.

After understanding the basic operation of an ANN-based PAPR reduction solution,
we can discuss in more detail the main approaches in the literature [135,141-146]. More
specifically, in [141], an innovative approach is proposed to mitigate the PAPR in a Visible
Light Communication (VLC) Direct Current-biased Optical OFDM (DCO-OFDM) system,
employing a deep autoencoder. This method leverages a deep autoencoder to diminish
the PAPR by inputting the constellation symbols into the autoencoder. When introducing
a novel PAPR reduction scheme for VLC DCO-OFDM, the performance of this approach
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was scrutinized in comparison to conventional methods using CCDF. The proposed
deep autoencoder demonstrated a notable 6.5 dB reduction in the PAPR within the VLC
DCO-OFDM system while preserving an acceptable BER and efficiently curtailing the
PAPR for high-speed data transmission. In [142], the authors introduced a novel method
called Neural Network ACE (NN-ACE), and this paper aims to mitigate the PAPR in OFDM
systems. NN-ACE involves extending the constellation using an autoencoder, where the
autoencoder is trained to expand the input symbols in the complex domain, resulting in
a reduced PAPR. In diverse channel conditions, NN-ACE demonstrates similar effects in
extending Quadrature Phase Shift Keying (QPSK) constellations and reducing the PAPR
compared with traditional ACE methods. However, it surpasses conventional schemes.
When analyzing the CCDF curves of the PAPR and the symbol power, it is possible to
note that while the ACE method decreases the PAPR, it comes at the expense of increased
signal power. On the other hand, NN-ACE achieves a lower PAPR but at the cost of higher
power consumption. Notably, when NN-ACE is implemented, there is a degradation in
the overall BER performance.
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Figure 13. Illustration of the ANN transmitter.

In addition, the authors of [143] presented an innovative approach to improving the
efficiency of indoor VLC-OFDM systems. It addresses challenges like a high PAPR and
Light Emitting Diode (LED) nonlinearity by using a unique PAPR reduction scheme involv-
ing weighted autoencoder and amplitude clipping techniques. DL is applied for adaptive
acquisition and optimization of the constellation mapping, de-mapping, and phase factors.
The study systematically investigated the impact of hyperparameters, network architecture,
and channel types on performance metrics, focusing on the BER and PAPR. The results
show that the hybrid autoencoder method achieved a significant PAPR reduction of about
12 dB, demonstrating resilience to LED nonlinearities and improved BER performance
compared with conventional methods. Tailored for Layered Asymmetrically Clipped
OFDM (LACO-OFDM)-based VLC systems, the hybrid autoencoder network adapts to
diverse channel conditions, leading to a substantial reduction in the PAPR. The simulation
results suggest seamless integration into typical VLC-OFDM systems, offering favorable
PAPR and BER performance even in the presence of Inter-Symbol Interference (ISI) in the
diffused optical wireless channel. While acknowledging limitations in real-world imple-
mentations and variations in system conditions not fully captured in simulations, the study
provides valuable insights into addressing challenges in indoor VLC-OFDM systems.

In [144], the mitigation of the PAPR in a Generalized Frequency Division Multiplexing
(GFDM) system was accomplished through the utilization of an encoder-decoder NN,
commonly referred to as an autoencoder. The assessment of the proposed PAPR-Reducing
Network (PRnet) strategy was carried out by analyzing the CCDF of the PAPR. The
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effectiveness of this approach was substantiated through a comparative analysis against
conventional methods, illustrating its superior capability in PAPR reduction. Moreover, the
authors of [145] introduced a new method for mitigating the high PAPR issue in wireless
transmitters using OFDM systems. The proposed method utilizes a real-valued NN, which
consists of a PAPR reduction module and a PAPR decompression module. These modules
are jointly trained offline to simultaneously reduce the PAPR and minimize the BER. At
the receiver, the PAPR decompression module aids in signal reconstruction to minimize
the BER without introducing significant distortion. Through extensive simulations, the
method demonstrated superior performance in terms of the PAPR and BER compared with
existing methods like clipping, the NN model, and PRnet. Notably, there was a reduction
in the BER of 3.5 times at a 20 dB SNR. Importantly, the proposed method exhibited lower
computational complexity than PRnet, making it a promising solution. It is crucial to
acknowledge the limitations and specify scenarios where the proposed method remains
applicable, such as in MIMO systems, without impacting the overall system structure.
The work in [135] aimed to tackle the challenge of nonlinear relationships between the
intended and actual PAPR in frequency-selective PAPR reduction. The proposed solution,
PAPRer, employs a novel ML-based approach to automatically and precisely adjust the
optimal PAPR target. This involves utilizing features related to the clipping noise filter and
minimizing a defined loss function through supervised learning. In the context of 5G New
Radio, PAPRer was demonstrated through numerical evaluations to predict and adjust
optimal PAPR targets with high accuracy. The complexity assessment presented indicates
that PAPRer strikes a favorable balance between performance and complexity. Moreover,
the article proposes an ML-based method specifically addressing Inter-Carrier Waveform
(ICWEEF). It highlights the capability of this method to accurately predict optimal PAPR
targets. Moreover, the authors of [146] emphasized the LSTM-Autoencoder (LSTM-AE)
model for its ability to handle variable input sequential data and its flexibility in finding a
compromise between the PAPR and BER through hyperparameter tuning. This paper aims
to tackle the PAPR issue in OFDM systems specifically within VLC. The proposed solution
involves employing an LSTM-AE, a combination of an autoencoder and Long Short Term
Memory (LSTM), to efficiently learn a concise representation of the input and accommodate
variable-length sequences. The proposed LSTM-AE model presented superior performance
in terms of the PAPR compared with various existing strategies, all while maintaining a
balance with the BER. The conclusion asserts the model’s superiority in simulations over
traditional schemes. Nevertheless, the text acknowledges certain limitations, underscoring
the importance of further research, particularly in the development of faster training
methods for larger OFDM systems with increased subcarriers and modulation orders.

422. DL [147-154]

Another area of ML largely considered to solve the PAPR optimization problem is
DL [147-154]. As for the ANN-based approaches, the DL-based solutions usually consider
the same basic operation [147-154]. Therefore, the basic blocks of the main DL technique
considered in the literature (i.e., DNN) is illustrated in Figure 14, where it is possible to
verify that, different from the ANN, a DNN based on an autoencoder (encoder/decoder)
is composed of the cascaded sublayer which contains FC dense layers, normalization
algorithms, and activation functions. These sublayers are responsible for learning, through
a supervised training process, an efficient abstract representation of the OFDM signal
generated by the IFFT and generating a new OFDM signal based on superimposing the
output signals. The generated OFDM signal should present a low PAPR.
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Figure 14. Illustration of the DNN transmitter.

Among some relevant works considering DL techniques to reduce the PAPR in OFDM
systems [147-154]. In [147], the authors employed a DL paradigm featuring an autoencoder
network that proved to be highly effective in addressing the nonlinearity induced by
LED in VLC. The transmitter integrates a DNN employing Discrete Fourier Transform
Spread (DFT-S), while the receiver is bifurcated into two subnets. The cost function,
encompassing both autocorrelation and the mean square error, contributes to the scheme’s
superior performance in terms of the BER and training speed. This model-driven DL
approach incorporates an autoencoder network with distinct encoder and decoder subnets
for symbol mapping and detection. To tackle LED nonlinearity within VLC employing
OFDM, an autoencoder-based NN, enriched with expert domain knowledge, was deployed.
The architecture and loss function of the autoencoder network were meticulously designed
to encapsulate expert knowledge, and an investigation into the impact of the regularization
parameter and training SNR on the network was conducted. The proposed NN, infused
with expert domain knowledge, adeptly mitigated LED nonlinearity, nonlinear distortions,
and ISI while remaining compatible with CP removal. It efficiently addressed interference
stemming from multipath channels, thereby enhancing overall performance. Moreover,
in [148], the innovative Tone Reservation Network (TRNet) scheme, grounded in DL
principles, was devised to effectively diminish the PAPR. TRNet exhibits adaptability to
input signals, strategically generating signals that neutralize peaks. Through simulations,
it was evident that the proposed TRNet outperformed the other strategies in terms of
PAPR reduction, achieving notable results with a reduced number of reserved tones. The
efficacy of TRNet in PAPR reduction within OFDM signals was convincingly demonstrated.
Notably, TRNet contributed to accelerated training speeds while maintaining commendable
BER compensation. This DL-based TRNet scheme showcased its superiority in PAPR
reduction with fewer tones, ultimately enhancing bandwidth efficiency in OFDM systems.
The utilization of an Feedforward Neural Network (FENN) within TRNet further solidified
its capability to generate peak-canceling signals, further emphasizing its effectiveness in
addressing PAPR challenges.

A novel DL algorithm guided by a model was introduced in [149] to effectively miti-
gate the PAPR in OFDM systems. This algorithm incorporates an iterative peak-canceling
signal generation scheme within a DL network. The trainable parameters within this
scheme optimize both the clipping threshold and the weights of the time domain kernel
function, resulting in comparable PAPR performance to existing approaches. Notably,
this algorithm achieves these outcomes with a commendable reduction in complexity
and training costs. Furthermore, the proposed tone reservation algorithm, grounded in a
model-driven DL approach, is specifically designed for PAPR reduction. The fusion of a
physical model with DL enhances its overall performance and provides a more insightful
interpretation of the results. This innovative approach represents a significant stride in
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addressing PAPR challenges, combining efficiency with a more comprehensive understand-
ing of the underlying processes. Moreover, a groundbreaking adaptive modulation scheme
attuned to the intricacies of the PAPR was innovatively introduced in [150] to enhance the
energy efficiency of OFDM. The task of maximizing energy efficiency was aptly framed
with meticulous considerations for power and modulation constraints. Confronted with
the non-convex nature of this optimization challenge, a cutting-edge solution grounded
in online DL was proposed. This pioneering protocol demonstrated a substantial increase
in energy efficiency, achieving a remarkable gain of up to 3 dB. Notably, in comparison
with conventional PAPR-unaware protocols, the PAPR-aware adaptive modulation scheme
reduced the PAPR by an additional 3 dB. The methodology hinges on the application of
online DL for optimization purposes.

In [151], the authors delved into an in-depth exploration of a DNN-based receiver
tailored to LACO-OFDM systems. In this comprehensive analysis, various schemes were
meticulously compared, scrutinizing their spectral efficiency and complexity. The study
also addressed the determination of the minimum number of FC layers essential for op-
timal signal detection. Introducing a novel approach termed O-OFDMNet, the paper
leveraged DL techniques for encoding and detection in LACO-OFDM, DCO-OFDM, and
low-complexity LACO-OFDM systems. Impressively, O-OFDMNet achieved throughput
levels akin to Radio Frequency (RF)-OFDM, maintaining a moderate level of complexity.
Noteworthy is its superior resilience to practical optical channel conditions when bench-
marked against existing counterparts. The DL-enhanced O-OFDMNet not only matches
the spectral efficiency of classical RF-OFDM but also stands out as a power-efficient so-
lution. It succeeds in reducing the BER and PAPR, concurrently enhancing the capacity.
Furthermore, O-OFDMNet exhibits robustness against noise and distortion, showcasing a
shortened runtime for added efficiency. Moreover, the authors of [152] proposed a DUN
called the PR-DUN model, which was intricately crafted to address the challenge of the
PAPR in OFDM systems, employing a technique known as deep unfolding. This model
dynamically adjusts its parameters through backpropagation and minimizes a loss function
intricately linked to the PAPR. Notably, the PR-DUN model accommodates any transmit
power constraint, providing fine-tuned control over power increases. These distinctive
features collectively empower the PR-DUN model to achieve a more substantial reduction
in the PAPR alongside a diminished BER. It is worth highlighting the commendable compu-
tational efficiency of the PR-DUN model when compared with other similar solutions. The
incorporation of trainable parameters and a stochastic optimization algorithm allows the
model to optimize its variables for effective PAPR reduction. The utilization of the ReLU
activation function within its layers adds to the model’s adaptability and performance.

A method leveraging soft clipping was introduced in [153] for Tensor-train Residual
Deep Neural Network (TT-RDNN), aiming to deterministically diminish the PAPR. The
traditional Residual Deep Neural Network (RDNN) is replaced with a TT-RDNN, resulting
in a reduction in the parameters and memory usage. The efficacy of the TT-RDNN was
thoroughly assessed across diverse modulation alphabets. A pioneering DL architecture
was proposed to strategically lower the PAPR of OFDM systems. This innovative archi-
tecture ensures a linear power amplifier response with a deterministic threshold while
minimizing performance loss. The incorporation of tensor-train decomposition in the
architecture not only reduces the parameters but also accelerates training and lowers mem-
ory usage. The outcome was a DL model that significantly lowered the PAPR of OFDM,
adhering to spectral mask requirements and minimizing performance loss. In summation, a
learning-driven strategy was harnessed to jointly formulate the transmit and receive filters
in communication systems [154], with the primary goal of maximizing the achievable infor-
mation rates while adeptly managing the Adjacent Channel Leakage Ratio (ACLR) and
PAPR. In stark contrast to conventional techniques, this approach achieved a substantial
reduction in both the ACLR and PAPR, paving the way for the transmission of competitive
rates within a 3rd Generation Partnership Project (3GPP) multipath channel. Crucially,
this learning-based method seamlessly integrates into the transmitter without introducing
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any supplementary complexity, rendering it particularly advantageous for 6G networks.
The joint design of transmit and receive filters is facilitated by an NN-based detector for
waveform learning. The method not only optimizes waveform design for communication
systems, ensuring competitive rates with diminished ACLRs and PAPRs, but it also enables
the multiplexing of multiple users through joint optimization. Importantly, it achieves
these enhancements without a significant loss in the information rate when compared
with conventional baselines. Furthermore, a reduction in the ACLR and PAPR is achieved
without adding complexity to the transmitter, underscoring the efficiency and practicality
of this proposed approach.

4.2.3. Other ML Techniques [134,155]

In addition to previously considered ML techniques, a few works in the literature
explored different ML techniques. For example, in [155], the authors presented a low-
complexity method for reducing the PAPR in OFDM signals using MCTS. The MCTS
strategy is used to create a tree structure that represents the searching space and searches
for the optimal solution by sequentially finding a path from the root node to a leaf node.
Figure 15 illustrates the MCTS strategy for PAPR reduction, from which it is possible
to observe that the MCTS receives the OFDM signal generated by the IFFT or another
classical PAPR reduction method, and after this, the MCTS is used to search for the optimal
phase vector and generate a new OFDM signal with a low PAPR. More specifically, the
authors outlined proposals for a low-complexity approach aimed at mitigating the PAPR
of OFDM signals. The proposed method leverages the MCTS to enhance PAPR reduction,
emphasizing a delicate equilibrium between minimizing the PAPR and efficiently managing
computational load. In addition, to introducing the proposed low-complexity PTS method,
the authors also considered the conventional reduced complexity PTS method and the
iterative flipping PTS method. They further introduced the Monte Carlo PTS (M-PTS)
method, which integrates the MCTS to reduce the PAPR in OFDM. In addition, this
paper underscores the novel combination of the MCTS with dominant PTS methods as
an effective strategy for complexity reduction. According to the proposal, this method
significantly decreases computational complexity by a factor of 35, claiming a noteworthy
0.2 dB enhancement in the PAPR at half the computation cost. However, it is crucial to note
that the proposed method does exhibit a PAPR performance degradation of 1.16 dB.

Finally, the authors of [134] introduced a novel ML technique for the purpose of
diminishing the PAPR in massive MIMO OFDM systems. This approach optimizes the
PAPR by considering a model fitting method named RANSAC. This optimization process
is conducted by generating multiple candidate approximations obtained by randomly
subsampling the grid points. Then, RANSAC is considered to detect the number of outliers
(larger distance of the considered optimization function) in each generated candidate.
Therefore, the determined best model is the one that minimizes the number of outliers.
In addition, PAPR reduction is also accomplished through diverse methods, including
clipping and filtering, ACE, TR, Selective Tone Reservation (STR), and Unused Beam
Reservation (UBR), as summarized in Figure 16. Additionally, the DNN and Self-Organized
Map (SOM) techniques are integrated into the process. This ML-based approach proves
effective in significantly reducing the PAPR within a massive MIMO system employing
OFDM. To alleviate the laborious task of manually tuning the hyperparameters for various
scenarios, the introduction of an optimal hyperparameter function computation emerges
as a practical solution, streamlining the optimization process.
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Figure 15. Illustration of the MCTS transmitter.
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Figure 16. Illustration of the RANSAC transmitter [134].

Finally, from the previous detailed discussion about the ML-based PAPR reduction
approaches, we can say that the spectral efficiency, computational complexity, BER, and
PAPR are crucial elements, each presenting specific challenges. Finding the ideal ML ap-
proach demands a balance between these factors while considering their interactions. Each
technique has different characteristics and performance levels in several aspects. Therefore,
choosing the most appropriate technique depends on the specifics of the evaluated scenario
and its requirements. In some situations, the complexity of the process increases, but the
performance in terms of PAPR reduction stands out, ultimately paying off. On the other
hand, in different contexts, an increase in complexity cannot be tolerated, or even some
latency constraints influence the decision.

The applicability of each technique depends on the specific needs of each implementa-
tion. It is essential to consider the trade-offs between the spectral efficiency, computational
complexity, BER, and PAPR, seeking to find the ideal balance to meet the objectives of the
communication system in question. Moreover, we can also verify that each work addresses
a distinct system model, incorporating specific modulation schemes and varied OFDM
parameters. Due to these differences, a direct comparison between the amount of PAPR
reduction that each one attains would be unfair and even potentially misleading, as each
approach has its own particularities, including the considered level of BER degradation.

Therefore, Table 2 summarizes the performance of all reviewed ML-based methods
in terms of PAPR reduction when compared with the classical approaches presented in
Section 3. From Table 2, it is possible to verify the superiority of the ML-based approaches
when compared with classical PAPR methods, showing the importance of studying new
ML techniques to solve the emerging PAPR reduction problem. To finish, this table serves
as a valuable resource for researchers and practitioners looking to explore and compare
different ML-based PAPR reduction methods. However, each technique has different
characteristics and performance levels in several aspects. Therefore, choosing the most
appropriate technique depends on the specifics of the evaluated scenario and requirements.
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In some situations, the complexity of the process increases, but the performance in terms of
PAPR reduction stands out, ultimately paying off. On the other hand, in different contexts,
an increase in complexity cannot be tolerated, or even some latency constraints influence
the decision. Therefore, it is quite hard (if possible) to answer which one is preferable. It is
crucial to carefully evaluate the individual needs of each situation before deciding which
technique to adopt. Finally, Table 3 summarizes in chronological order the PAPR solutions
based on ML cited previously, providing a comprehensive understanding of their proposed
methods and goals. In addition, Table 4 describes the main contributions and limitations of
the previously described works.

Table 2. Reduction in the PAPR achieved by the ML-based techniques when compared with classical

PAPR methods.
Reference PTS SLM Clipping and TR ACE
Filtering

[141] 4dB - 7 dB - -
[143] - 9 dB 6.5 dB - -
[147] 3dB - - - -
[142] - - - - 5dB
[148] - - 45dB 7 dB -
[145] - - 3 dB - -
[134] - - 45dB - -
[149] - 2dB - . -
[155] 2.5dB - . - .
[146] - - 2.7 dB - -
[152] - 3dB - - -
[153] - - 4dB - -
[144] . 7 dB . - -

Table 3. Overview of the state of the art of PAPR reduction approaches based on ML (2019-2023).

Year Reference ML Technique Goal

2019 [141] ANN Minimize the PAPR.

2019 [143] ANN Enhance indoor VLC-OFDM system performance.
2019 [147] DNN Enhance BER performance in VLC.

2019 [142] ANN Reduce the PAPR of OFDM symbols.

2020 [148] DNN Used to generate peak-canceling signal to reduce PAPR.
2020 [145] ANN Reduce PAPR in wireless transmitters.

2020 [134] RANSAC PAPR Reduction in Massive MIMO

2021 [149] DNN PAPR reduction in OFDM system.

2021 [151] DNN PAPR reduction using O-OFDMNet.

2021 [155] MCTS PAPR Reduction for OFDM signals.

2022 [146] ANN Enhance VLC system performance by reducing PAPR.
2022 [152] DUN Address PAPR challenges and power constraints.
2022 [135] ANN Frequency-selective PAPR reduction.

2022 [153] DNN Mitigate high PAPR in multicarrier transmissions.
2022 [154] DNN Enhance spectral efficiency and mitigate PAPR issues.
2023 [150] DNN Maximize energy efficiency and reduce PAPR.

2023 [144] ANN Reduce PAPR of GFDM.
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Table 4. Contributions and Limitations of the PAPR reduction approaches based on ML (2019-2023).

Reference Contributions Limitations
[141] PAPR is reduced to 6.5 dB compared with  Lack of complexity comparison, unclear if reducing PAPR maintains
conventional methods. original BER, uncertainty about system performance impact.
[143] A 12 dB PAPR reduction and improved Real-world implementations, variations in system conditions not fully

BER performance.

captured in simulations.

[147] Effective LED nonlinearity mitigation and  The randomness and instability of network training indicates that there
improved BER performance. may be challenges in the neural network training phase, making it a

challenge to obtain more reliable and consistent performance.

[142] Achieve a lower PAPR and reduce the BER  NN-ACE raises power consumption. Degradation in overall BER perfor-
in a nonlinear channel model. mance when NN-ACE is implemented.

[148] Provide better PAPR reduction perfor- Considerable computational effort and time in the training phase.
mance with fewer TRs.

[145] PAPR reduction and BER minimization = Absence of exploration of trade-offs between PAPR reduction and other
through joint offline training. performance metrics.

[134] PAPR reduction based on the classical Time-consuming optimization of hyperparameters. RANSAC requires a
ML approaches. high number of iterations.

[149] Achieve comparable PAPR performance Risk of overfitting due to excessive training data and numerous trainable
with low complexity and training costs. parameters. Subpar performance is observed when the number of peak

subcarriers exceeds a specific value.

[151] O-OFDMNet optimizes BER and PAPRin  Heightened complexity in LACO-OFDM results in significant nonlinear
soft decision channel decoder. distortion, primarily due to the high PAPR of the transmitted signal.

[155] Reduced complexity, PTS and PAPR per- As PAPR decreases, finding an optimal phase vector becomes harder.
formance improvement. The proposed method presents a PAPR drop of 1.16 dB.

[146] PAPR reduction method that effectively High time consumption in the training process.
improves VLC performance while achiev-
ing a balanced compromise with the BER.

[152] Significant PAPR reduction, BER, and re- Performance enhancement reaches saturation point due to a constraint
duced computational load. on the transmit power. More reserved subcarriers lead to an increase in

power requirements, potentially generating additional side lobes.

[135] PAPRer offers favorable performance Lack of comparison of computational complexity.
complexity  for  frequency-selective
PAPR reduction.

[153] PAPR reduction while upholding spectral =~ Does not consider important trade-offs, such as spectral efficiency and po-
efficiency and minimizing in-band distor- tential nonlinear distortion in systems where the PAPR exceeds the IBO.
tion through the TT-RDNN technique.

[154] PAPR reductions compared with tradi- Difficulty balancing trade-offs in information rate, ACLR, and PAPR.
tional methods. Challenges in multiplexing and better interpretation of learned filters.

[150] A DL solution for a 3 dB higher energy Lack of complexity analysis, feasibility for implementation, and poten-
efficiency and a 3 dB PAPR reduction com-  tial drawbacks.
pared with conventional methods.

[144] The PAPR and BER of the GFDM system  Lack of computational complexity analysis.

are minimized considerably.

4.3. Limitations of ML-Based PAPR Reduction Approaches

Previously, we presented a deep discussion about the main features of the PAPR
reduction approaches based on ML in the literature. However, it is essential to discuss
the main limitations of the existing solutions to identify possible open research topics.
Therefore, we next present a discussion over the main limitations of each previously cited
work categorized by the ML technique considered.
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4.3.1. ANN [135,141-146]

The work in [141] has a couple of important missing points. First, it does not compare
how complex the methods are. Second, to understand the BER better, it is crucial to
compare it with the original signal and the methods used in the paper. Unfortunately,
the paper does not do this. It is unclear if reducing the PAPR keeps the original BER or
if the system loses performance in terms of the BER. This missing information makes it
hard to fully grasp how reducing the PAPR affects the system performance. In [142], when
analyzing the CCDF curves of the PAPR and the symbol power, it is possible to note that
while the ACE method decreased the PAPR, it came at the expense of increased signal
power. On the other hand, NN-ACE achieved a lower PAPR but at the cost of higher power
consumption. Notably, when NN-ACE was implemented, there was a degradation in the
overall BER performance. The simulation results in [143] suggest seamless integration
into typical Visible Light Communication OFDM (VLC-OFDM) systems, offering favorable
PAPR and BER performance even in the presence of ISI in the diffuse optical wireless
channel. While acknowledging limitations in real-world implementations and variations
in system conditions not fully captured in the simulations, the study provides valuable
insights into addressing challenges in indoor VLC-OFDM systems. The work in [144] did
not consider the computational complexity of the system, and this information is crucial
for evaluating if reduction of the PAPR is applicable or not.

In addition, the authors of [145] mentioned that the proposed method can be used
in MIMO scenarios, but they did not provide specific details about the challenges or
limitations it might encounter in such situations. The impact on the actual performance
of the system in practical MIMO set-ups was not discussed. While the paper notes an
improvement in the BER with a reduced PAPR, it does not delve into the trade-off between
reducing the PAPR and its potential impact on other important performance metrics. There
could be instances where optimizing for one parameter adversely affects another. The paper
also does not address how the proposed method reacts to changes in channel conditions
or variations in transmission environments. In real-world applications, the robustness of
the method to dynamic channel conditions is crucial, and this aspect was not covered. The
work in [135] has two notable shortcomings. First, it does not provide a comparison of
computational complexity, a crucial aspect that remains unexplored. Second, although
the paper includes a table comparing BER and PAPR loss, there is a lack of a detailed
explanation in the text. This omission makes it challenging for readers to comprehend
whether the BER after PAPR reduction aligned with the original BER, a vital consideration
in evaluating the effectiveness of PAPR reduction methods. The authors of [146] recognized
certain limitations and emphasized the need for further research, especially in the area
of developing faster training methods. This is particularly important for larger OFDM
systems that have increased subcarriers and modulation orders. The acknowledgment
highlights the awareness of existing constraints and directs attention toward addressing
these challenges through advancements in training methodologies.

4.3.2. DL [147-154]

The suggested NN in [147], incorporating specialized domain knowledge, effectively
minimizes issues related to LED nonlinearity, nonlinear distortions, and ISI. Additionally, it
remains compatible with CP removal. The NN handles interference arising from multipath
channels, contributing to an overall enhancement in performance. TRNet in [148] has a sub-
stantial training burden, indicating a considerable amount of computational effort and time
needed during the training phase. Despite acknowledging this training burden, it is high-
lighted that the execution time of TRNet is significantly lower than that of the TR technique
when utilizing the trained model. The comparison mainly concentrates on the execution time
and time complexity rather than the training time. Although TRNet demonstrates efficiency
during execution, the acknowledgment of the training burden underscores its practicality in
scenarios involving the processing of a large number of symbols. The proposed algorithm
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in [149] demonstrated better learning capabilities when compared with traditional algorithms,
even though its PAPR performance fell short of PRnet. The observation that excessive training
data and too many trainable parameters can result in redundancy implies a potential risk of
overfitting. Notably, the algorithm demonstrated subpar performance when the number of
peak subcarriers surpassed a specific value.

The limitation of the scheme in [150] is that it is described as PAPR-unaware, indicating
it does not consider the PAPR in its optimization. This could be problematic in situations
where the PAPR is crucial, and not factoring it in might lead to suboptimal performance.
Furthermore, the paper offers limited details about the proposed PAPR-aware scheme,
making it difficult to evaluate its complexity, feasibility for implementation, and potential
drawbacks. This lack of information hinders a comprehensive understanding of the pro-
posed scheme’s characteristics and its effectiveness in addressing PAPR-related challenges.
When employing advanced schemes like LACO-OFDM in [151], the transceiver system
experienced heightened complexity. This complexity escalation can result in significant
nonlinear distortion of the signal, primarily due to the high PAPR of the transmitted signal.
Improving PAPR reduction in [152] was achieved by increasing the number of reserved
subcarriers. Nevertheless, this performance enhancement reached a saturation point due to
a constraint on the transmit power. As more subcarriers were reserved, there was an associ-
ated increase in power requirements, potentially leading to the generation of additional
side lobes. In [153], the authors suggested that the proposed TT-RDNN method offers
advantages in terms of a deterministic PAPR, performance compared to certain existing
methods, and the consideration of spectral mask requirements. However, it is important to
consider trade-offs, such as spectral efficiency and potential nonlinear distortion in systems
where the PAPR exceeds the IBO. The results in [154] indicate that the proposed method
allows fine control over the trade-off between the information rate, ACLR, and PAPR. On
the Additive white Gaussian noise (AWGN) channel, the learned waveforms achieved
competitive rates with conventional waveforms but exhibited significantly lower ACLRs.
Lower PAPRs were also possible, though at the cost of a rate loss. The method appears to
offer advantages in terms of fine-tuning trade-offs in communication system design, but
there are challenges and areas for further exploration, especially for understanding the
learned filters and extending the method to different scenarios and technologies.

4.3.3. Other ML Techniques [134,155]

The limitation in [155] is that as the PAPR decreased, it became more challenging
to find a better phase vector for achieving a lower PAPR. Consequently, the marginal
contribution of the complexity parameter diminished, leading to flattened curves when
the parameter was large. However, it is crucial to note that the proposed method did
exhibit PAPR performance degradation of 1.16 dB. Finally, in [134], the authors presented a
manual optimization of the hyperparameters for each particular situation, a laborious and
time-consuming process. In the case of Ridge models, an analytical solution was employed,
while in the case of RANSAC, the number of iterations reached a magnitude of 10°.

4.4. Overall ML Technique Limitations

Minimizing the PAPR in wireless communication systems presents a significant chal-
lenge, and ML-based approaches have been investigated to address this issue. However, it
is crucial to recognize the general limitations associated with these techniques. We highlight
below some of these limitations regarding the methods specifically mentioned in this paper:

e Computational Complexity: ML methods often consider complex models with nu-
merous parameters. The requirement of substantial computational resources for train-
ing and optimizing these models may limit their applicability in hardware-constrained
environments [35].

e Interpretability: Lack of interpretability is a known characteristic of NN, includ-
ing ANNs and DNNs. Understanding how these models make specific decisions
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can be challenging, making it difficult to justify the choices made during the PAPR
minimization process [162].

e  Sensitivity to Training Data: ML methods such as the ANN and DNN are sensitive
to the quality and quantity of the training data. If data are not representative or
comprehensive enough, then models may fail to generalize to new scenarios, resulting
in suboptimal performance [39].

e Limitations of Generalization: Techniques like MCTS may face difficulties in gener-
alizing to situations outside the training set. Variations in communication channel
conditions can compromise the ability of these methods to adapt effectively, leading
to less efficient results [163].

e  Extensive Training Requirements: Models such as the DUN may require extensive
training to achieve satisfactory performance, which may be impractical in scenarios with
limited availability of labeled data or when training needs to occur in real time [164].

e  Theoretical Limitations: Certain methods, such as RANSAC, may be based on specific
theoretical assumptions that may not be fully valid in all practical situations. Variations
in channel conditions can compromise the effectiveness of these methods [134].

e  Trade-off between Accuracy and Computational Time: PAPR optimization often
involves a trade-off between accuracy and processing time. More accurate methods,
such as the MCTS and DUN, may require more computational time and are impractical
in real-time applications [165].

5. Future Directions

In the foreseeable future, addressing numerous challenges within wireless commu-
nication systems is paramount, particularly in the context of ML algorithms. Herein, we
discuss the challenges of ML in the context of the PAPR.

5.1. ML Training

The effectiveness of ML models in optimizing the PAPR hinges on high-quality train-
ing data. Acquiring and managing such data poses challenges, leading to the need for
protocols in data collection and annotation. To address data scarcity, generative models
and data augmentation techniques are essential [45,166].

5.2. Generalization across Diverse Scenarios

Generalizing ML models across varied channel conditions, signal types, and evolving
wireless standards is a significant challenge. Resilient models that adapt to diverse sce-
narios require a multi-faceted strategy, including meta-learning, transfer learning, domain
adaptation, and the infusion of domain-specific knowledge [45,166].

5.3. Resource Constraints in IoT Deuvices

Implementing ML techniques in resource-constrained devices, such as those in the IoT,
introduces challenges. Techniques like model compression, quantization, and hardware
acceleration are crucial to balancing computational demands with device constraints [167-
169].

5.4. Real-Time Implementation

Real-time implementation of ML-based PAPR optimization, especially in upcoming
wireless standards like 6G, remains a challenge. Low-latency operation demands opti-
mized algorithms and efficient inference techniques, such as model quantization, model
parallelism, and hardware accelerators [170-172].

5.5. Computational Complexity

The computational complexity associated with ML techniques, particularly DL models,
presents a central challenge. Specialized hardware and streamlined software frameworks
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are required to expedite the execution of resource-intensive algorithms, avoiding bottle-
necks in real-time wireless communication [173,174].

5.6. Adaptability to Dynamic Conditions

Ensuring the adaptability of ML models to rapidly changing wireless environments is
an ongoing concern. Techniques like meta-learning, continuous learning, and Reinforcement
Learning (RL) are under exploration to make ML models more agile and responsive to
dynamic network conditions [175,176].

5.7. Energy Efficiency

Energy efficiency is critical for ML-enabled wireless systems, particularly in battery-
powered devices. Optimizing energy consumption during training and inference involves
techniques such as model sparsity, energy-efficient hardware, and dynamic power manage-
ment [177-179].

5.8. Standardization for Seamless Integration

The seamless integration of ML into PAPR optimization solutions relies on standard-
ized interfaces. Open standards and interoperability protocols are essential for the adoption
of ML techniques in the wireless industry, encompassing communication, data formats,
model interchangeability, and security protocols [180,181].

5.9. Robust Wireless Communication Infrastructure

The establishment of a robust wireless communication infrastructure has necessitated
addressing prevalent issues such as bit errors, heightened power consumption, and signal
distortion. One solution involves deploying sophisticated error correction codes, employ-
ing modulation techniques, and implementing innovative signal processing methods to
enhance the resilience of communication links against data corruption.

5.10. Power Management

Efficient power management is a critical aspect, and it is achieved through the uti-
lization of intelligent algorithms that meticulously balance signal strength and power
consumption. Simultaneously, the integration of advanced filters and shaping techniques
plays a pivotal role in reducing distortion, ensuring clarity of communication.

6. Conclusions

This paper has provided a comprehensive overview of the techniques used in the litera-
ture for reducing the PAPR in OFDM systems. We discussed various traditional approaches,
novel schemes, and emerging trends in the field. The literature review revealed that conven-
tional techniques, such as PTS, SLM, and clipping, among other techniques, have been widely
studied and utilized for PAPR reduction in OFDM. These methods have shown significant
improvements in reducing the PAPR. However, they often come with certain drawbacks, such
as increased complexity, BER, and distortion. One of the notable advancements in recent years
is the integration of ML techniques for PAPR reduction. ML-based approaches have shown
great potential in addressing the challenges associated with the PAPR in OFDM systems.
These methods leverage the power of data-driven learning and optimization to adaptively
and intelligently reduce the PAPR while preserving system performance.
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Acronyms and Symbols

1G First generation

2G Second generation

2.5G 2.5 generation

3G Third generation

3GPP 3rd Generation Partnership Project

4G Fourth generation

5G Fifth generation

6G Sixth generation

ACE Active constellation extension

ACLR Adjacent channel leakage ratio

AMPS Advanced Mobile Phone System

ANN Artificial neural network

AWGN Additive white Gaussian noise
BatchNorm Batch normalization

BER Bit error rate

CCDF Complementary cumulative distribution function
CpP Cyclic prefix

CL Clipping level

DL Deep learning

DCO-OFDM DC-biased optical OFDM

DFT-S Discrete Fourier transform spread
DNN Deep neural network

DUN Deep unfolding network

FC Fully connected

FDM Frequency division multiplexing
FDMA Frequency division multiple access
FFNN Feedforward neural network

FFT Fast Fourier transform

GFDM Generalized frequency division multiplexing
GSM Global System for Mobile Communications
IBO In-band outage

ICI Inter-carrier interference

ICWEF Inter-carrier waveform

IDFT Inverse discrete Fourier transform

IFFT Inverse fast Fourier transform

IoT Internet of Things

P Internet Protocol

ISI Inter-symbol interference
LACO-OFDM Layered asymmetrically clipped OFDM
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LED Light-emitting diode

LSTM Long short-term memory
LSTM-AE LSTM autoencoder

MCTS Monte Carlo tree search

MIMO Multiple-input multiple-output

ML Machine learning

mmWave Millimeter wave

M-PTS Monte Carlo PTS

NN Neural network

NN-ACE Neural network ACE

NMT Nordic Mobile Telephone

OFDM Orthogonal frequency division multiplexing
O-OFDM Optical OFDM

PTS Partial transmit sequence

PAPR Peak-to-average-power ratio

PRnet PAPR-reducing network

QAM Quadrature amplitude modulation
QPSK Quadrature phase shift keying
RANSAC Random sample consensus

RDNN Residual deep neural network
ReLU Rectified linear unit

RF Radio frequency

RL Reinforcement learning

SLM Selected mapping

SNR Signal-to-noise ratio

SOM Self-organized map

STR Selective tone reservation

TACS Total Access Communication System
TI Tone injection

TR Tone reservation

Tx Transmit

TT-RDNN Tensor-train residual deep neural network
TRNet Tone reservation network

vV Television

VLC Visible light communication
VLC-OFDM Visible light communication OFDM
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