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Abstract

The widespread deployment of Internet of Things (IoT) environments has led to an in-
creasing number of cyberattacks, highlighting the need for efficient and accurate intrusion
detection systems. Over the last few decades, Intrusion Detection Systems (IDSs) have
been proposed to tackle this challenge. However, IDSs face challenges when dealing with
high-dimensional IoT data that include redundant or irrelevant features, which can lead
to increased false positives and decreased detection performance. An optimization-based
IDS framework is one of the solutions for reducing data dimensionality and improving
detection accuracy. However, the serial implementation of this type of IDS suffers from high
computational time as the volume of data and its dimensionality increase. In this paper,
we propose a scalable distributed island-based feature selection IDS using Apache Spark
(version 3.5.6), called DISFS-IDS. DISFS-IDS follows a two-level partitioning strategy—data
and population—to distribute the workload across worker nodes in order to identify the
most informative features while achieving high detection accuracy. Using binary and
multiclass IoT datasets, the experimental results demonstrate that DISFS-IDS achieves sta-
tistically comparable detection performance to the serial SFOA-based IDS while selecting a
smaller subset of features. Moreover, DISFS-IDS provides effective feature reduction and
competitive or superior performance compared with Spark-based filter feature selection
methods. In the scalability analysis, DISFS-IDS achieves significant speedup as the number
of islands increases while maintaining high parallel efficiency.

Keywords: Internet of Things (IoT); intrusion detection system (IDS); optimization algorithm;
feature selection; big data; Apache Spark

1. Introduction
Recently, the Internet of Things (IoT) has increasingly been integrated into many

domains, such as healthcare, smart homes, and transportation. It allows heterogeneous
IoT devices from various vendors to communicate and operate together efficiently. Despite
these advantages, the rapid deployment of IoT devices introduces security vulnerabilities
because most of these devices have limited computational resources and weak security
configurations. Therefore, detecting attacks in real time poses a challenge for researchers to
design smart and adaptive Intrusion Detection Systems (IDSs) [1].

IDSs are commonly classified as anomaly-based or signature-based IDS. Anomaly-
based IDS compares the normal behavior baseline with the current traffic to detect any
anomalous traffic. In a signature-based IDS, the system adapts stored signature patterns to
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detect any malicious traffic. These types of IDSs encounter challenges when dealing with
the rapidly changing nature of IoT-based threats.

Recently, various distributed frameworks, including federated intrusion detection
and Spark-based cybersecurity solutions, have been proposed to address scalability and
large-scale data processing challenges [2–5]. However, to the best of our knowledge, limited
research has investigated distributed wrapper-based feature selection using metaheuristic
optimization on Apache Spark for intrusion detection systems. This highlights a significant
research gap and motivates the development of a distributed metaheuristic-based feature
selection framework.

In the last decade, several studies have employed nature-inspired optimization tech-
niques as wrapper-based feature selection (FS) methods across various domains in a serial
manner [6–9]. The robustness and efficiency of these approaches have encouraged re-
searchers to design and develop IDS models by integrating machine learning algorithms
with nature-inspired optimization techniques to enhance IDS capabilities [10–14]. This
integration demonstrates effective performance in improving detection accuracy while
reducing data dimensionality.

Despite these advantages, most existing optimization-based feature selection meth-
ods for intrusion detection systems are implemented in a serial manner [10–14], resulting
in increased computational overhead as IoT data grow in size and complexity. Conse-
quently, scalability becomes a significant challenge when these methods are applied to
large-scale IoT traffic datasets. In addition, there is a notable lack of approaches that inte-
grate optimization-based feature selection methods for intrusion detection systems with
distributed computing environments, such as Apache Spark, to enable scalable and efficient
processing of large-scale data.

To address the above limitation, we propose a Distributed Island-Based Feature Selec-
tion framework for Intrusion Detection Systems (DISFS-IDS) using Apache Spark. DISFS-
IDS is designed to efficiently process large-scale IoT datasets while maintaining high
detection performance and reducing feature dimensionality. The framework adopts a
distributed independent island architecture and a two-level partitioning mechanism. In
this mechanism, both the training data and the global population are partitioned across
islands, enhancing parallel efficiency and maintaining population diversity throughout the
optimization process.

For feature selection, DISFS-IDS employs the Starfish Optimization Algorithm (SFOA),
a recent bio-inspired metaheuristic introduced in 2025 by Zhong et al. [15]. SFOA was
selected due to its demonstrated effectiveness in solving global optimization problems and
its competitive performance against more than 100 optimization algorithms reported in the
original study. The main contributions of this paper are summarized as follows:

• A Distributed Island-based Feature Selection framework (DISFS-IDS) using Apache
Spark is proposed for intrusion detection systems to effectively process large-scale IoT
datasets across distributed computing nodes.

• An independent island architecture is proposed to minimize synchronization and
communication overhead in distributed environments.

• A two-level partitioning strategy is proposed, in which both the dataset and the opti-
mization population are partitioned across islands. Each island independently performs
feature selection, thereby improving scalability and reducing computational time.

• An adaptive threshold aggregation strategy is proposed to extract the final set of
informative features. The threshold is dynamically determined based on the mean
and standard deviation of the normalized feature scores, enabling the automatic
identification of the most relevant features.
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• The proposed IDS framework is designed to be classifier-independent and optimization-
independent, allowing the use of different machine learning classifiers and optimiza-
tion algorithms within the same distributed framework.

• DISFS-IDS is evaluated using binary and multiclass datasets covering various IoT
attack scenarios. The experimental results are reported in terms of execution time,
number of selected features, and detection performance metrics.

The rest of this paper is organized as follows. In Section 2, we review previous studies
on intrusion detection, focusing on optimization-based feature selection and detection im-
provement. Section 3 introduces the original SFOA. The proposed distributed island-based
feature selection IDS is presented in Section 4. Section 5 presents the datasets, experimental
setup, and evaluation metrics. Experimental results are analyzed and discussed in Section 6.
Finally, Section 7 provides the conclusions and suggests possible directions for future work.

2. Related Works
This section presents recent related research works that use the adopted metaheuristic

optimization algorithms as wrapper-based feature selection techniques in the intrusion
detection systems. The motivation behind the use and adoption of metaheuristic optimiza-
tion algorithms by researchers is primarily attributed to their ability to effectively handle
complex optimization problems, as well as their simplicity of implementation [16].

Almseidin et al. [10] developed an intrusion detection system (IDS) that integrates
Artificial Rabbit Optimization (ARO)-based feature selection with a Decision Tree classifier
to identify botnet attacks in IoT environments. The proposed IDS was evaluated using the
N-BaIoT dataset, which includes various botnet attack scenarios. The findings indicated
that the model achieved competitive performance compared to filter-based methods in
terms of both detection effectiveness and feature space reduction.

Elsaid et al. [11] proposed two intrusion detection approaches that combine Grey Wolf
Optimization (GWO) with deep learning models, specifically GRU and LSTM, to reduce
feature space and improve detection performance. Using NSL-KDD and UNSW-NB15
datasets, the experimental results demonstrate that the suggested model obtained 94%
accuracy in anomaly detection and 92% in signature-based detection, showing improved
results compared to previous studies.

Maazalahi and Hosseini [12] investigated the impact of Botnet attacks in IoT-based
smart environments; they have highlighted their potential consequences on system security.
They proposed an intrusion detection system that combines machine learning and meta-
heuristic optimization to improve the detection of different types of botnet attacks. Their
approach was relying on the Sailfish Optimizer (SFO) to be employed as a wrapper-based
feature selection method, and its output was used to initialize the Whale Optimization
Algorithm (WOA) with promising candidate solutions. Furthermore, they utilized Particle
Swarm Optimization (PSO) integrated with K-means clustering as the detection module.
They used the BoT-IoT dataset, and the results of their proposed IDS achieved accuracies of
0.998 under controlled conditions and 0.955 under more realistic conditions, demonstrating
its effectiveness across different evaluation settings.

In addition, Al Mazroa and his research team [13] examined the integration of binary
GWO as a wrapper-based feature selection method within a deep learning framework. The
optimizer was utilized to select the most important features, which were then fed into a deep
neural network model called the Elman Spike Neural Network (ESNN). ESNN acted as the
detection model, enabling the identification of different types of cyberattacks. To further
improve performance, the researchers employed the Archimedes Optimization Algorithm
(AOA) for hyperparameter tuning. Their proposed approach was evaluated on selected
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datasets, achieving an accuracy of 99.12% on NSL-KDD and 99.36% on CIC-IDS2017 in a
cyber–physical systems setting.

The authors [14] proposed a hybrid intrusion detection system that combines the
Grey Wolf Optimizer (GWO) and the Quantum Binary Bat (QBB) algorithm to select a
subset of features. The proposed approach employs several classifiers during the wrapper
stage, including Naive Bayes (NB), K-Nearest Neighbor (KNN), and Random Forest (RF).
Experimental results on the UNSW-NB15 dataset demonstrated that the proposed IDS
model achieved a detection accuracy of 98.5% using the RF classifier.

In [17], the authors proposed a hybrid wrapper-based feature selection method to
improve detection accuracy and reduce false alarm rates by selecting optimal feature sub-
sets. In this work, the Grey Wolf Optimizer (GWO) and the Lion Optimization Algorithm
(LOA) were used to select optimal feature subsets for a Random Forest (RF) classifier.
Experimental results on the CICDDoS2019 and UNSW-NB15 datasets demonstrated the
effectiveness of the proposed method in detecting different types of cyberattacks.

Pourardebil et al. [18] introduced a hybrid machine learning-based feature selection
framework for intrusion detection in distributed IoT environments. The framework consists
of four phases: data preprocessing, filter-based feature ranking, feature subset optimization,
and classification. In this framework, three filter-based feature ranking methods and fuzzy
TOPSIS were first employed to generate a consensus set of top-ranked features. Then,
a novel Discrete Grey Wolf Optimization (DGWO) algorithm was used to optimize the
selected feature subset. Using the NSL-KDD and UNSW-NB15 datasets, the experimental
results demonstrated that the proposed approach outperformed several state-of-the-art
methods in terms of accuracy, precision, recall, F-score, and specificity.

Rani and Reddy [19] explored the limitations and challenges of existing intrusion
detection systems, including the lack of generalization capability. To address this issue,
they proposed a hybrid intrusion detection framework that combines deep learning with
metaheuristic optimization techniques. They begin with data preprocessing, including
duplicate removal and normalization. After that, an autoencoder is used to extract deep
features. Their approach then applies feature selection based on an improved Chimp
Optimization Algorithm (IChOA). Finally, the selected features are fed into DINet, a deep
learning model that integrates Deep Temporal Convolution Networks (DTCNs) and Gated
Recurrent Units (GRUs). Their experimental results show that the proposed model achieves
high accuracy and precision rates of 97%.

Furthermore, Ogunseyi and Thiyagarajan [20] proposed an intrusion detection model
based on a deep learning approach that integrates both statistical methods and metaheuris-
tic algorithms to select the most relevant features. Their model is built on a Long Short-Term
Memory (LSTM) network and was evaluated using two IoT datasets (NF-BoT-IoT-v2 and
IoTID20). The results revealed that the achieved accuracy rates were approximately 98.42%
on the NF-BoT-IoT-v2 dataset and 89.54% on the IoTID20 dataset.

In the same context, Benmalek and Seddiki [21] proposed an anomaly-based intrusion
detection system using various machine learning and deep learning techniques. In their
model, Particle Swarm Optimization (PSO) is employed for feature selection. Using the
RTIoT2022 dataset, the results indicated that the combination of categorical boosting and
PSO achieved higher performance compared to other methods.

The authors in [22] proposed a dynamic feature selection approach based on the En-
hanced Gorilla Troops Optimizer (EGTO) to identify the most relevant features for intrusion
detection systems. The proposed method was applied and evaluated on intrusion detection
datasets. The experimental results demonstrated that the method outperformed traditional
approaches in terms of both feature selection quality and classification performance.

https://doi.org/10.3390/bdcc10070208

https://doi.org/10.3390/bdcc10070208


Big Data Cogn. Comput. 2026, 10, 208 5 of 20

Moreover, the authors in [23] introduced a new wrapper-based feature selection
method using the Scatter Search (SS) algorithm. This proposed method is integrated with a
support vector machine to detect cyberattacks. In this work, the NSL-KDD dataset was
used to evaluate the suggested model, and the experimental results revealed that their
approach achieved a high detection accuracy of 99%, a low false alarm rate of 0.02, and
selected only 17 out of 41 original features.

The authors in [24] proposed an intrusion detection framework that integrates Linear
Discriminant Analysis (LDA) for dimensionality reduction and an Enhanced Whale Opti-
mization Algorithm (EWOA) for feature selection to improve detection accuracy and reduce
the false alarm rate. The framework employs an ensemble classifier based on Random
Forest (RF) and XGBoost. Using the NSL-KDD dataset, the results demonstrated that the
proposed method achieved a classification accuracy of 96.08%, a detection rate of 94.03%,
and a false alarm rate of 0.01%.

In [25], the authors investigated the impact of feature selection techniques on improv-
ing the performance of intrusion detection systems using Deep Neural Networks (DNNs).
Several feature selection methods were evaluated, including correlation-based feature
selection and information gain. Using the oversampled NSL-KDD dataset, the combination
of SHAP and correlation analysis achieved the best performance, attaining an F1-score of
98.9% while reducing the number of selected features.

In [26], the authors proposed a hybrid framework that integrates wrapper-based
feature selection with deep learning techniques. The framework first applies a machine
learning-based wrapper feature selection method to identify the most relevant features
from the UNSW-NB15 dataset. The selected feature subset is then used as input to a
Multi-Head Attention-based Transformer model. Experimental results demonstrated
that the proposed approach effectively reduced feature dimensionality while improving
detection performance.

As summarized in Table 1, existing studies have made valuable contributions to im-
proving intrusion detection systems through optimization-based feature selection and ad-
vanced learning models. However, these optimization-based feature selection approaches
are typically implemented in a serial and centralized manner, with researchers primarily
focusing on improving detection performance and reducing dimensionality while often
overlooking computational cost. This limits their scalability when applied to large-scale
IoT data, and the integration of such approaches with distributed computing frameworks
remains largely unexplored. To address these limitations, this paper proposes DISFS-IDS
using Apache Spark, which employs an independent-island architecture, a two-level par-
titioning strategy, and an adaptive threshold aggregation mechanism to enable scalable
distributed feature selection for large-scale IoT intrusion detection systems.

Table 1. Summary of Recent Related Work on Optimization-Based Intrusion Detection Systems
(2024–2025).

Ref. Year Technique Scalability Primary Focus

[10] 2024 ARO + Decision Tree Serial IoT botnet detection with feature reduction

[11] 2024 GWO + Deep Learning model Serial
GWO + IDS feature selection with deep
learning for improved accuracy and
efficiency

[12] 2025 SFO + WOA + PSO + K-means (hybrid) Serial Botnet detection with feature selection and
hybrid optimization

[13] 2025 Binary GWO + ESNN + AOA Serial
Cyberattack detection in cyber–physical
system with feature selection and DL
optimization
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Table 1. Cont.

Ref. Year Technique Scalability Primary Focus

[14] 2025 GWO + QBBA (hybrid) + machine learning
classifiers Serial IDS feature selection and attack detection

with reduced features

[17] 2025 GWO + LOA + Random Forest Serial IDS feature selection and intrusion
classification with improved performance

[18] 2025 Filter methods + Fuzzy TOPSIS + DGWO Serial Multi-phase hybrid optimization for IDS
feature selection

[19] 2025
Improved Chimp Optimization Algorithm
(IChOA) + Autoencoder + TCN-GRU
(DINet)

Serial IDS feature selection and deep
learning-based intrusion detection

[20] 2025 Statistical methods + Metaheuristic FS +
LSTM + XAI (LIME, SHAP) Serial Explainable IDS with feature selection and

improved detection accuracy

[21] 2025 PSO + ML/DL models (CatBoost, CNN,
LSTM) Serial IoT IDS feature selection and anomaly

detection with improved performance

[22] 2025 EGTO (Enhanced Gorilla Troops Optimizer) Serial IDS feature selection optimization for
improved intrusion detection

[23] 2025 Scatter Search + SVM Serial IDS feature selection with reduced features
and high detection accuracy

[24] 2025 LDA + EWOA + RF + XGBoost Serial
IDS feature selection and classification with
improved accuracy and reduced false
alarms

[25] 2025 SHAP + Correlation FS + Information Gain
+ DNN Serial IDS feature selection using XAI for

improved accuracy

[26] 2025 Wrapper FS + Transformer (Multi-Head
Attention) Serial IDS feature selection and intrusion

detection with improved accuracy

Our Proposed
DISFS-IDS – Distributed Island-Based Feature Selection

(DISFS-IDS) + Decision Tree Distributed
Scalable distributed IDS feature selection
with reduced features and high detection
performance

3. Starfish Optimization Algorithm (SFOA)
In [15], Zhong et al. proposed a novel optimization method known as the Starfish

Optimization Algorithm (SFOA) that simulates the exploring, preying, and regeneration
behaviors of starfish. In SFOA, a hybrid exploration strategy combines five- and one-
dimensional search mechanisms. This hybrid pattern addresses the slow convergence
of unidimensional search and the inefficiency of vectorial search methods. During the
exploration phase, the SFOA applies a five-dimensional search approach for optimization
problems with dimensionality (D) greater than five and a unidimensional search for dimen-
sionality less than or equal to five dimensions. All notations used throughout this paper
are summarized in Table 2.

Table 2. Summary of notations used throughout the paper.

Notation Description Notation Description

t Current Iteration Tmax Maximum iterations
d Dimension Xt

d Current position of a starfish
Xt+1

d Updated position of a starfish Bestt
d Current best position

Et Energy of the starfish dm Distance from the global best
Psize Population size Fitness Fitness value
Error Classification error w1, w2 Weighting factors
M Number of islands Sj Feature importance score

x(m)
j Feature selection indicator Fselected Selected features

Ftotal Total features T Adaptive threshold
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In a problem with D > 5, the starfishes (individuals) utilize all five arms to explore
the neighboring regions of the search space efficiently. Furthermore, the movement of each
arm is influenced by the best starfish (Best) in the population, improving search efficiency.
Mathematically, the position of the starfish X at iteration (t) is updated as follows:

Xt+1
d =

Xt
d + α(Bestt

d − Xt
d) cos θ, if r ⩽ 0.5

Xt
d − α(Bestt

d − Xt
d) sin θ, if r > 0.5

(1)

α = (2r − 1)π (2)

θ =
π

2
· t

Tmax
(3)

where t is the current iteration, Best refers to the best starfish in the population at iteration t, r
is a random number in the range [0, 1], and Tmax represents the total number of iterations. The
variable d denotes the chosen dimension, while α and θ adjust the influence of the distance
between the current position of a starfish and the best starfish along the selected update
dimensions. To maintain search capability and enhance efficiency compared to the vectorial
search pattern, only five dimensions of the position are updated. However, if an updated
dimension falls outside the predefined boundary, the arm remains at its previous position.

When D ⩽ 5, the exploration phase updates the positions of the starfishes using a
one-dimensional search approach. In this case, each starfish explores the search space
through only one of its arms, and its movement is influenced by positional information
obtained from other starfishes. The position update is given as follows:

Xt+1
d = EtXt

d + α1(Xt
r1,d − Xt

d) + α2(Xt
r2,d − Xt

d) (4)

Et =
Tmax − t

Tmax
cos θ (5)

where Xr1 and Xr2 are two randomly selected starfishes, and α1 and α2 are two random
numbers in the range (−1, 1). Here, if the new position of a starfish lies outside the
predefined boundary, it is more likely to remain at its previous one rather than move to the
updated position.

For the exploitation phase, SFOA mimics the preying behavior and regeneration
strategy of starfish. During the preying process, a parallel bidirectional search strategy is
employed, utilizing information from other starfishes as well as the current best starfish in
the population. In this phase, five distances between the position of the best starfish and the
remaining starfishes are first calculated. Then, two of these distances are randomly selected
and used to update the position of each starfish. The distances are defined as follows:

dm = (Bestt − Xt
mp) (6)

Here, dm represents the five distances calculated between the best starfish in the population
and the other starfishes, while mp denotes five starfishes randomly selected from the popu-
lation. Based on this, the position update rule during the preying behavior is formulated
as follows:

Xt+1 = Xt + r1dm1 + r2dm2 (7)

Here, r1 and r2 are random numbers in the interval (0, 1), and dm1 and dm2 are randomly
selected distances from the set dm.

Moreover, SFOA models the regeneration behavior observed in starfish, which are
vulnerable to predators during hunting. This mechanism is applied only to the last starfish
in the population (i = N). Since regeneration is inherently a slow biological process, the
corresponding position update is modeled using a slower movement strategy. This phase
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is essential for avoiding local optima and improving global convergence. Mathematically,
the update of the last starfish during the regeneration phase is defined as follows:

Xt+1 = exp(−t × Psize/Tmax)Xt (8)

where Psize is the population size.
In SFOA, the GP parameter plays an important role in guiding the search behavior

by regulating the trade-off between exploration and exploitation. A higher value of GP

encourages SFOA to explore a wider region of the search space, helping to avoid prema-
ture convergence to local optima. In contrast, a lower value directs the search toward
exploitation, allowing SFOA to focus more on refining the best solutions found so far.

4. DISFS-IDS: A Distributed Intrusion Detection System Using
Island-Based Feature Selection

In this paper, we propose an island-based intrusion detection system (IDS) framework
using Apache Spark, called DISFS-IDS. In the proposed framework, the dataset is parti-
tioned into multiple islands while preserving the class distribution across all partitions. In
addition to data partitioning, the global population is also divided among the islands, such
that each island maintains and evolves its own local sub-population of candidate solutions.

Each island independently applies the Starfish Optimization Algorithm (SFOA) to its
local data subset to identify an optimal feature subset for the Decision Tree (DT) model (ker-
nel). Notably, no migration is performed between islands during the optimization process,
allowing fully independent parallel exploration and reducing communication overhead.

The DT model was selected during the optimization process because it has been
widely adopted in wrapper-based feature selection studies due to its efficiency and ability
to provide reliable fitness evaluations while maintaining a reasonable computational cost.
Nevertheless, the proposed DISFS-IDS framework is classifier-independent and can be
integrated with different machine learning models.

After the completion of all local optimization processes, the selected feature subsets
from all islands are collected and integrated using a rank-based aggregation mechanism to
construct a reliable and high-quality global feature subset. Figure 1 illustrates the architecture
of the DISFS-IDS.

In the optimization phase, SFOA is employed to identify an optimal subset of features
for the DT classifier to achieve high detection performance. The individuals (starfishes) are
encoded as a binary string, as shown in Figure 2.

Each individual represents a potential solution (subset of features) for the problem.
The fitness function, which the SFOA aims to minimize, is computed as a combination
of classification error and the proportion of selected features. The fitness function [27] is
presented as

Fitness = w1 · Error + w2 ·
Fselected

Ftotal
(9)

Here, Error refers to the classification error rate of the DT model evaluated on the vali-
dation data, while Fselected and Ftotal represent the number of selected and total features,
respectively. The coefficients w1 and w2 are weighting factors that balance the classification
error and the selected feature ratio, with their sum equal to one (w1 + w2 = 1). This balance
ensures that the DISFS-IDS not only finds feature subsets that achieve high classification
performance but also promotes feature reduction. In this work, the weights were set to
w1 = 0.99 and w2 = 0.01 [27].

For selecting the final feature subset, an adaptive threshold-based strategy is used to
determine the final feature subset based on the aggregated feature importance scores. First,
the importance score of each feature is computed by aggregating the feature selections
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obtained from all islands. Let M denote the number of islands. The importance score of
feature j is defined as

Sj =
1
M

M

∑
m=1

x(m)
j (10)

where x(m)
j ∈ {0, 1} indicates whether feature j is selected by the m-th island.

The obtained feature scores are normalized. Then, an adaptive threshold T is computed
based on the mean µŜ and standard deviation σŜ of the normalized scores Ŝ, as follows:

T = µŜ + 0.5 · σŜ (11)

Finally, features with normalized scores greater than or equal to T are selected to form
the final feature subset.

Figure 1. Architecture of the proposed DISFS-IDS framework, including data partitioning, distributed
feature selection, and intrusion detection evaluation.

Figure 2. Binary encoding of an individual solution for feature selection.

5. Experimental Setup and Datasets
This section first introduces the IoT datasets used in the study and then outlines the

experimental setup and evaluation metrics.

5.1. IoT Datasets

In this work, the proposed detection model was evaluated using three publicly and
widely used IoT datasets:

https://doi.org/10.3390/bdcc10070208
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• The TON_IoT [28–35], dataset was created and generated using a testbed environ-
ment comprising IoT and IIoT devices distributed across edge, fog, and cloud layers.
It contains normal network traffic, and various cyberattacks—such as DoS, DDoS,
and ransomware—were executed against web applications, IoT gateways, and com-
puter systems within the IIoT network. This dataset contains 21,104 instances and
124 features.

• The CIC-MalMem-2022 [36] dataset is a publicly available dataset that was generated
by the Canadian Institute for Cybersecurity. This dataset is well-balanced and contains
a total of 58,596 memory dump records, equally divided between benign and malicious
samples. It includes various malware types such as spyware, ransomware, and
trojan horses. Each sample is represented by 57 features that capture memory-based
indicators of malicious behavior.

• The CIC-Darknet [37] dataset was generated to represent Darknet traffic, including
VPN and Tor traffic, and was originally introduced by the Canadian Institute for
Cybersecurity. This dataset contains over 140,000 instances with 85 features, derived
from both normal and malicious activities.

The IoT datasets were selected to provide a comprehensive evaluation of the perfor-
mance of DISFS-IDS across different IoT attack scenarios. In addition, their high dimen-
sionality and large number of instances create a challenging environment for assessment.

The studied IoT datasets were preprocessed consistently for DISFS-IDS. Identifier
features such as IP addresses were removed, instances with missing values were excluded,
and all remaining features were normalized to [0, 1].

5.2. Setup and Metrics

In this paper, the experiments were conducted on an Amazon EMR cluster us-
ing m4.xlarge instances to evaluate the performance and scalability of DISFS-IDS. Each
m4.xlarge instance contains four virtual CPUs and 16 GB of memory.

To evaluate the robustness and effectiveness of the proposed DISFS-IDS across all
datasets, several performance metrics were considered, including accuracy, F1-score, and
feature reduction ratio.

For scalability analysis, the speedup metric was used to measure the efficiency of
parallel execution as the number of computing nodes increases, while keeping the problem
size constant (i.e., dataset size and population size). The speedup is defined as:

Speedup(p) =
Tserial

Tp
(12)

where Tserial denotes the execution time of the serial implementation, Tp represents the
execution time using p computing nodes (or islands), and p is the number of nodes.

6. Experiments and Results
This section presents a comprehensive evaluation of DISFS-IDS. First, a detailed anal-

ysis of its detection performance across the studied IoT datasets is provided. Next, the
scalability performance of DISFS-IDS is evaluated in terms of speedup. Then, a compu-
tational complexity analysis is presented. Finally, an ablation study is conducted. In all
experiments, the population size and the maximum number of iterations were fixed at 200
and 100, respectively.

6.1. Detection Performance Analysis

This subsection evaluates the detection performance of DISFS-IDS through compar-
isons with the serial implementation, distributed feature selection baselines, alternative
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optimization algorithms, and state-of-the-art methods. In addition, the generalization
capability of the selected feature subsets is investigated.

6.1.1. Comparison with the Serial Baseline

The performance and effectiveness of the proposed DISFS-IDS model were evaluated
on both binary and multiclass IoT datasets. The DISFS-IDS was executed using 2 and
4 islands (worker nodes) on the Amazon EMR cluster, referred to as DISFS-IDS (I2) and
DISFS-IDS (I4), respectively. The evaluation results are reported in terms of accuracy and
F1-score. Furthermore, the obtained results were compared with those of the serial version
to highlight the advantages of the distributed framework.

For a fair comparison with the serial method, both the serial method and DISFS-IDS
use the same population size of 200 and a maximum of 100 iterations. These values were
selected to provide a balance between search capability and computational cost and were
kept constant across all experiments. In addition, the GP parameter of SFOA is set to
0.5 following the recommendation of the original SFOA paper [15], where this value was
determined through sensitivity analysis. The DT classifier is used as the base classifier with
identical parameter settings in all experiments.

To ensure statistical reliability, each experiment was repeated 20 times using dif-
ferent random train–test splits. The mean and 95% confidence interval margin of error
(CI95_MOE) for each metric were reported. In addition, the Wilcoxon signed-rank test was
performed at a significance level of 0.05, and the corresponding p-values were provided.

Table 3 presents the experimental results obtained by DISFS-IDS and the serial feature
selection approach in terms of accuracy, F1-score, and the number of selected features.
As shown in the table, both DISFS-IDS (I2) and DISFS-IDS (I4) achieved a detection per-
formance of 99.99% on the TON_IoT binary dataset, which is very close to that of the
serial method. The Wilcoxon signed-rank test indicates that there is no statistically signif-
icant difference in accuracy or F1-score between the serial method and DISFS-IDS using
either 2 or 4 islands. However, DISFS-IDS (I2) and DISFS-IDS (I4) selected fewer features,
approximately 39–40, compared to the serial method (approximately 46 features).

Table 3. Performance comparison of Serial SFOA and DISFS-IDS across the studied datasets.

Dataset Method Accuracy
(%)

F1-Score
(%)

# Selected
Features

TON_IoT

Serial (S) 100.00 ± 0.00 100.00 ± 0.00 46.7 ± 1.75
DISFS-IDS (I2) 99.99 ± 0.01 99.99 ± 0.01 39.5 ± 1.51
DISFS-IDS (I4) 99.99 ± 0.005 99.99 ± 0.005 40.2 ± 1.87
p-value (S vs. I2) 0.5000 (T) 0.5000 (T) 0.0019 (W)
p-value (S vs. I4) 1.0000 (T) 1.0000 (T) 0.0019 (W)

CIC-MalMem-2022

Serial (S) 99.95 ± 0.015 99.95 ± 0.015 18.73 ± 1.41
DISFS-IDS (I2) 99.93 ± 0.031 99.93 ± 0.031 17.66 ± 1.18
DISFS-IDS (I4) 99.94 ± 0.012 99.94 ± 0.012 16.47 ± 1.08
p-value (S vs. I2) 0.3281 (T) 0.3281 (T) 0.3998 (T)
p-value (S vs. I4) 0.3865 (T) 0.3865 (T) 0.0088 (W)

CIC-Darknet

Serial (S) 92.98 ± 0.128 92.92 ± 0.233 40.80 ± 2.67
DISFS-IDS (I2) 92.76 ± 0.192 92.84 ± 0.230 23.60 ± 1.12
DISFS-IDS (I4) 93.00 ± 0.046 92.94 ± 0.074 22.60 ± 0.60
p-value (S vs. I2) 0.2246 (T) 0.9218 (T) 0.0019 (W)
p-value (S vs. I4) 0.7578 (T) 0.3125 (T) 0.0019 (W)

Note: Performance values are reported as mean ± CI95_MOE. (W) indicates that DISFS-IDS performs significantly
better than Serial, (T) indicates no statistically significant difference, and (L) indicates that DISFS-IDS performs
significantly worse than Serial. # indicates the number of selected features.
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Similar observations can be made for the CIC-MalMem-2022 binary dataset. Both
versions of DISFS-IDS achieved nearly identical accuracy and F1-score values compared
to the serial method, reaching approximately 99.93–99.94%, with no statistically signifi-
cant difference (p-values > 0.05). In terms of the number of selected features, DISFS-IDS
(I2) and DISFS-IDS (I4) reduced the feature subset to approximately 16–17 features, com-
pared to 18 features in the serial method. Notably, DISFS-IDS (I4) showed a statistically
significant reduction in the number of selected features compared to the serial approach
(p-value = 0.0088).

For the CIC-Darknet multiclass dataset, a similar pattern is observed. DISFS-IDS (I2)
and DISFS-IDS (I4) achieve detection performance comparable to the serial method, with
no statistically significant difference in terms of accuracy and F1-score (p-values exceed
0.05). In contrast, the use of 2 and 4 islands significantly reduces the feature subset size to
approximately 22–23 features, compared to around 40 features in the serial method.

Figure 3 shows the feature reduction ratio obtained by the serial method and DISFS-
IDS across different datasets. As can be observed, DISFS-IDS achieves higher feature
reduction ratios than the serial method across all datasets. This confirms the ability of DISFS-
IDS to select a more compact feature subset while improving computational efficiency.

Overall, DISFS-IDS achieves detection performance that is statistically comparable
to the serial method. In addition, it significantly reduces the number of selected features,
indicating its ability to identify a more compact and informative feature subset without
compromising detection performance.

Figure 3. Feature reduction ratio (%) achieved by the serial and distributed DISFS-IDS variants using
2 and 4 islands across the TON_IoT, CIC-MalMem-2022, and CIC-Darknet datasets. The best results
are marked with an asterisk (*).

6.1.2. Comparison with Distributed Feature Selection Baselines

In this experiment, we compared the performance of DISFS-IDS with three distributed
feature selection baselines available in Apache Spark MLlib [38]: Spark Random Forest
Feature Importance (Spark-RF), Spark Univariate Feature Selector (Spark-UFS), and Spark
Variance Threshold Selector (Spark-VTS). For a fair comparison, the feature subsets selected
by all Spark-based baselines were evaluated using the same Decision Tree classifier em-
ployed by DISFS-IDS. Furthermore, each Spark-based baseline was independently executed
20 times using different random train–test splits, and the reported results correspond to the
average performance over all runs.
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Table 4 presents the results of the distributed feature selection baselines and DISFS-
IDS across the studied datasets. The results show that DISFS-IDS achieves competitive or
slightly superior detection accuracy compared with the Spark-based baselines. Although
Spark-RF selects fewer features on the binary datasets, DISFS-IDS maintains comparable
accuracy on TON_IoT and achieves the highest accuracy on CIC-MalMem-2022. For CIC-
Darknet, a multiclass dataset, DISFS-IDS outperforms the Spark-based baselines in terms
of both detection accuracy and feature reduction. These findings confirm the effectiveness
of DISFS-IDS in identifying informative feature subsets while maintaining competitive
or superior intrusion detection performance compared with the distributed Spark-based
feature selection baselines.

Table 4. Comparison of DISFS-IDS and distributed Spark-based feature selection baselines.

Dataset Method Accuracy (%) # Selected Features

TON_IoT

Spark-RF 99.99 ± 0.007 19.6 ± 1.48
Spark-UFS 99.99 ± 0.007 104.0 ± 0.00
Spark-VTS 99.99 ± 0.007 104.7 ± 0.35
DISFS-IDS (I2) 99.99 ± 0.010 39.5 ± 0.51
DISFS-IDS (I4) 99.99 ± 0.005 40.2 ± 1.87

CIC-MalMem-2022

Spark-RF 99.92 ± 0.040 13.0 ± 0.65
Spark-UFS 99.93 ± 0.030 51.1 ± 0.23
Spark-VTS 99.93 ± 0.030 39.0 ± 0.00
DISFS-IDS (I2) 99.93 ± 0.031 17.66 ± 1.18
DISFS-IDS (I4) 99.94 ± 0.012 16.47 ± 1.08

CIC-Darknet

Spark-RF 92.53 ± 0.27 28.20 ± 1.54
Spark-UFS 92.57 ± 0.25 60.90 ± 0.23
Spark-VTS 92.57 ± 0.25 61.00 ± 0.00
DISFS-IDS (I2) 92.76 ± 0.192 23.6 ± 1.12
DISFS-IDS (I4) 93.00 ± 0.046 22.6 ± 0.60

Note: The best results are reported in bold. # indicates the number of selected features.

6.1.3. Comparison with Alternative Optimization Algorithms

In this subsection, we evaluate the performance of SFOA by comparing it with other
well-known metaheuristic algorithms, including Particle Swarm Optimization (PSO) [39]
and Grey Wolf Optimization (GWO) [40], as wrapper-based feature selection methods under
the same distributed framework. Since DISFS-IDS is designed as an optimizer-independent
framework, different optimization algorithms can be integrated into the framework without
modifying the underlying distributed architecture. To ensure a fair comparison, each algo-
rithm was independently executed 20 times using identical parameter settings, including
four islands and the same Decision Tree (DT) classifier. The comparison aims to assess the
effectiveness of SFOA relative to alternative optimization algorithms in terms of detection
performance and feature reduction capability across the evaluated datasets.

Table 5 presents the results obtained by SFOA, PSO, and GWO under the proposed
DISFS-IDS framework. For the TON_IoT dataset, all optimizers achieved nearly identical
detection performance, with an accuracy of 99.99%. However, GWO selected the smallest
feature subset compared to PSO and SFOA. For the CIC-MalMem-2022 dataset, SFOA and
PSO achieved the highest accuracy (99.94%), while SFOA selected the fewest features. For
the multiclass CIC-Darknet dataset, SFOA outperformed both PSO and GWO in terms of
accuracy, achieving 93.00%, while also selecting fewer features. These findings demonstrate
that SFOA provides the most consistent balance between detection performance and feature
reduction across the evaluated datasets, supporting its selection as the optimization engine
of the proposed DISFS-IDS framework.
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Table 5. Comparison of SFOA, PSO, and GWO under the DISFS-IDS framework. Results are reported
as Mean ± CI95_MOE over 20 independent runs.

Dataset Optimizer Accuracy (%) # Selected Features

TON_IoT
SFOA 99.99 ± 0.005 40.2 ± 1.87
PSO 99.99 ± 0.005 39.4 ± 1.22
GWO 99.99 ± 0.005 38.9 ± 1.18

CIC-MalMem-2022
SFOA 99.94 ± 0.012 16.47 ± 1.08
PSO 99.94 ± 0.016 17.27 ± 0.77
GWO 99.92 ± 0.026 18.20 ± 1.45

CIC-Darknet
SFOA 93.00 ± 0.046 22.6 ± 0.60
PSO 92.09 ± 0.66 23.4 ± 2.26
GWO 91.96 ± 1.41 23.4 ± 1.11

Note: The best results are reported in bold. # indicates the number of selected features.

6.1.4. Generalization Analysis

To investigate the classifier dependency of wrapper-based feature selection, we eval-
uate the generalization capability of the feature subsets selected by DISFS-IDS using a
Decision Tree (DT) as the wrapper classifier. The selected feature subsets were subsequently
evaluated using Random Forest (RF) and XGBoost (XGB) classifiers. These classifiers
represent different learning paradigms, namely bagging and boosting, respectively. In this
experiment, DISFS-IDS was executed using four islands, and the results are presented in
Table 6.

Table 6. Performance comparison of different classifiers using the features selected by DISFS-IDS (I4).

Dataset Classifier Accuracy (%) ± CI95_MOE F1-Score (%) ± CI95_MOE

TON_IoT
DT 99.99 ± 0.01 99.99 ± 0.01
RF 99.99 ± 0.01 99.99 ± 0.01
XGB 99.95 ± 0.04 99.95 ± 0.04

CIC-MalMem-2022
DT 99.94 ± 0.012 99.94 ± 0.012
RF 99.99 ± 0.040 99.99 ± 0.040
XGB 100.00 ± 0.050 100.00 ± 0.050

CIC-Darknet
DT 93.00 ± 0.046 92.94 ± 0.074
RF 97.00 ± 0.38 97.00 ± 0.38
XGB 97.61 ± 0.12 97.61 ± 0.11

Note: The best results are reported in bold.

As shown in Table 6, DT, RF, and XGB classifiers achieved outstanding detection
performance on the TON_IoT and CIC-MalMem-2022 datasets. For the multiclass CIC-
Darknet dataset, RF and XGB significantly outperformed DT, achieving accuracy values
of 97.00% and 97.59%, respectively, compared to 93.00% for DT. These results confirm
that the selected feature subsets are not specific to the Decision Tree classifier used during
wrapper optimization. In addition, the findings indicate that the feature subsets selected
by DISFS-IDS generalize well across different classifiers, demonstrating the robustness and
effectiveness of the DISFS-IDS.

6.1.5. Comparison with State-of-the-Art Methods

To demonstrate the effectiveness of DISFS-IDS, its detection performance using Deci-
sion Tree (DT), Random Forest (RF), and XGBoost (XGB) classifiers was compared with
recent related studies, as shown in Table 7. The selected studies were chosen based on
their reported performance on the evaluated datasets. The results indicate that DISFS-IDS
achieves competitive or superior detection performance across all datasets. Furthermore,
DISFS-IDS maintains high detection accuracy while reducing the feature dimensionality
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through a distributed feature selection process, demonstrating the effectiveness of the
proposed distributed framework for scalable IoT intrusion detection.

Table 7. Comparison of the classification accuracy achieved by DISFS-IDS and recent related studies.

Dataset Reference Method Accuracy (%)

TON_IoT

Mohamed et al. [41] ReliefF + MNN 98.39

Yaras et al. [42] CNN-LSTM 98.75

This Work

DISFS-IDS (DT) 99.99

DISFS-IDS (RF) 99.99

DISFS-IDS (XGB) 99.95

CIC-MalMem-2022

Carrier et al. [36] Ensemble 99.00

Dener et al. [43] DCNN 99.97

Roy et al. [44] MalHyStack 99.98

This Work

DISFS-IDS (DT) 99.94

DISFS-IDS (RF) 99.99

DISFS-IDS (XGB) 100.00

CIC-Darknet

Karagöl et al. [45] RF + SMOTE 97.16

Akour et al. [46] RF + PCA 97.60

This Work

DISFS-IDS (DT) 93.00

DISFS-IDS (RF) 97.00

DISFS-IDS (XGB) 97.61
Note: The best results are reported in bold.

6.2. Scalability Analysis

In this experiment, we evaluate the scalability performance of DISFS-IDS compared to
the serial method. Table 8 presents the runtime (in seconds) for both the serial method and
DISFS-IDS, along with the corresponding speedup of DISFS-IDS across all datasets.

For the TON_IoT dataset, the execution time decreases from 4709 s in the serial version
to 1058 s and 412 s using 2 and 4 islands, respectively, corresponding to speedup values of
4.45× and 11.43×.

Table 8. Execution Time and Speedup Analysis of DISFS-IDS Compared with the Serial Baseline.

Dataset
Execution Time (s) Speedup

Serial (S) DISFS-IDS (I2) DISFS-IDS (I4) I2 I4

TON_IoT 4709 1058 412 4.45 11.43
CIC-MalMem-2022 6669 947 362 7.04 18.32
CIC-Darknet 29,525 4802 1935 6.15 15.26

For the CIC-MalMem-2022 dataset, DISFS-IDS significantly reduced the execution time
from 6669 s to 947 s (I2) and 362 s (I4), achieving speedups of 7.04× and 18.32×, respectively.

For the CIC-Darknet dataset, which has the highest computational cost due to its
larger size, DISFS-IDS reduced the execution time from 29,525 s in the serial version to
4802 s (I2) and 1935 s (I4), resulting in speedups of 6.15× and 15.26×, respectively.

Another notable observation from the scalability results is the superlinear speedup
achieved with 2 and 4 computing nodes. This is due to the two-level partitioning strategy
of DISFS-IDS, where both the dataset and the population are distributed across islands.
Thus, each island processes a smaller workload, reducing the cost of classifier-based fitness
evaluation. In addition, smaller data partitions improve memory utilization and cache
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efficiency, while the independent island architecture minimizes communication overhead.
Overall, the scalability results demonstrate that DISFS-IDS achieves high speedup as the
number of islands increases while maintaining high parallel efficiency. Furthermore, it
scales well with an increasing number of islands. A detailed computational complexity
analysis is presented in the next section.

Although the scalability analysis was conducted using 2 and 4 islands (computing
nodes), the DISFS-IDS framework is designed to support a larger number of islands. As the
number of islands increases, the computational workload assigned to each island decreases,
potentially leading to further reductions in execution time. However, at higher levels of
parallelism, factors such as Spark scheduling overhead, resource contention, and commu-
nication overhead may become more significant. Nevertheless, DISFS-IDS employs an
independent island architecture that minimizes synchronization and communication over-
head, enabling the framework to maintain good scalability on larger clusters. Furthermore,
Apache Spark provides distributed memory management and fault-tolerance mechanisms
that enhance resource utilization and ensure reliable execution in distributed environments.

6.3. Computational Complexity Analysis

Let N be the number of instances, D the number of features, Psize the population size, T
the number of iterations, and K the number of islands. Let DTtime denote the computational
cost of training and evaluating the Decision Tree classifier for a given feature subset.

In the serial version, the computational complexity is dominated by the fitness evalua-
tion, which requires training a Decision Tree for each candidate solution. Thus, the overall
complexity can be expressed as:

O(Psize × T × DTtime)

In the proposed distributed framework, both the dataset and the population are
divided across K islands. Each island processes approximately N

K instances and Psize
K

candidate solutions. Accordingly, the computational complexity per island becomes:

O
(

Psize
K

× T × DT(K)
time

)

where DT(K)
time denotes the Decision Tree training and evaluation cost on N

K instances.
This analysis demonstrates that the proposed distributed framework significantly

reduces the computational cost compared to the serial version by leveraging parallel ex-
ecution and distributing the workload across islands. Furthermore, communication and
synchronization overhead are minimized through the use of an independent island archi-
tecture. However, the actual performance in distributed environments may also be affected
by factors such as Spark scheduling overhead, data serialization, and memory constraints.

6.4. Ablation Study

In this subsection, an ablation study is conducted to investigate the impact of the
adaptive thresholding strategy and the migration-free island mechanism in DISFS-IDS. All
experiments were performed using four islands on the CIC-Darknet multiclass dataset to
evaluate the contribution of each component to the overall framework performance.

6.4.1. Effect of the Thresholding Strategy

To assess the impact of the thresholding mechanism used in DISFS-IDS, an ablation
study was conducted by comparing the mean thresholding strategy (T = µS) with the
proposed mean–standard deviation thresholding strategy (T = µS + 0.5 · σS). In this
experiment, DISFS-IDS was configured with four islands and SFOA as the underlying
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optimization algorithm. Each strategy was run 20 independent times using different
random train–test splits.

Table 9 presents the results obtained using the mean threshold and the proposed
mean–standard deviation thresholding strategy. For the TON_IoT and CIC-MalMem-
2022 datasets, both strategies achieved the same detection accuracy, while the proposed
mean–standard deviation threshold selected fewer features. For the multiclass CIC-Darknet
dataset, the proposed strategy improved the detection accuracy to 93.00% compared with
the mean threshold, while also selecting fewer features. These findings demonstrate the
effectiveness of the proposed thresholding strategy in identifying more informative feature
subsets without reducing detection performance.

Table 9. Ablation study of the thresholding strategy. Results are reported as Mean ± CI95_MOE over
20 runs.

Dataset Threshold Strategy Accuracy (%) # Selected Features

TON_IoT T = µS 99.99 ± 0.011 65.80 ± 3.87
T = µS + 0.5 · σS 99.99 ± 0.005 40.20 ± 1.87

CIC-MalMem-2022 T = µS 99.94 ± 0.053 26.60 ± 2.72
T = µS + 0.5 · σS 99.94 ± 0.012 16.47 ± 1.08

CIC-Darknet T = µS 92.60 ± 0.709 36.60 ± 2.58
T = µS + 0.5 · σS 93.00 ± 0.046 22.60 ± 0.60

Note: The best results are reported in bold. # indicates the number of selected features.

6.4.2. Comparison of Migration and Independent Islands

To investigate the impact of the independent-island architecture in DISFS-IDS on
detection performance, feature reduction, and computational efficiency, an ablation study
was conducted by comparing two variants of the framework: a migration-based variant
and an independent-island variant. In the migration-based variant, the best solutions
are periodically exchanged among islands at fixed migration intervals. In contrast, the
independent-island variant does not perform migration, allowing islands to evolve inde-
pendently throughout the optimization process. This design helps preserve population
diversity while reducing communication and synchronization overhead in Apache Spark.

In this experiment, both variants of DISFS-IDS were executed using four islands,
with SFOA as the underlying optimization algorithm. The evaluation was conducted
on two datasets: CIC-MalMem-2022, representing a binary classification problem, and
CIC-Darknet, representing a multiclass classification problem. Each variant was executed
20 times using different random train–test splits. Table 10 presents the results obtained by
the migration-based and independent-island variants.

Table 10. Comparison of migration and independent islands in DISFS-IDS.

Dataset Method Accuracy (%) # Selected Features Execution Time (s)

CIC-MalMem-2022 Independent Islands 99.94 ± 0.012 16.47 ± 1.08 362 ± 5
Migration-based 99.94 ± 0.016 16.60 ± 0.86 409 ± 10

CIC-Darknet Independent Islands 93.00 ± 0.046 22.60 ± 0.60 1935 ± 15
Migration-based 92.93 ± 0.51 23.20 ± 2.38 2045 ± 12

Note: # indicates the number of selected features.

As shown in Table 10, the migration-based and independent-island variants achieved
nearly identical performance in terms of detection performance and feature reduction on
both the CIC-MalMem-2022 and CIC-Darknet datasets. However, the independent-island
variant achieved lower execution times across both datasets than the migration-based
variant. This improvement can be attributed to the elimination of the communication and
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synchronization overhead associated with exchanging solutions among islands. These
results demonstrate that the independent-island architecture achieves a balance between
detection performance and computational efficiency, supporting the use of the independent-
island architecture in DISFS-IDS.

7. Conclusions
In this paper, we proposed DISFS-IDS, a scalable island-based feature selection frame-

work for IoT intrusion detection using Apache Spark. DISFS-IDS adopts a two-level
partitioning strategy to distribute the workload across worker nodes. The primary objec-
tive of the framework is to reduce computational time and dataset dimensionality while
maintaining high detection performance.

Comprehensive experiments were conducted using three widely used IoT datasets
covering both binary and multiclass classification scenarios. The experimental results
demonstrated that DISFS-IDS achieves statistically comparable detection performance, in
terms of accuracy and F1-score, to the serial implementation. Furthermore, DISFS-IDS
achieves competitive or superior detection performance while maintaining effective feature
reduction compared with Spark-based filter feature selection methods. Additional analyses
showed that the proposed framework scales efficiently with increasing dataset size and
dimensionality, making it suitable for large-scale IoT intrusion detection environments.

Overall, the results confirm that DISFS-IDS effectively balances detection performance,
feature reduction, and computational efficiency, highlighting its potential as a practical
distributed feature selection framework. Although DISFS-IDS achieved promising results,
its effectiveness has only been evaluated on widely used IoT intrusion detection datasets.
Therefore, its applicability to other cybersecurity datasets and real-world streaming envi-
ronments remains to be investigated. Furthermore, large-scale deployment factors, such as
network latency and fault tolerance, were not extensively evaluated and remain subjects
for future investigation.

Future work will investigate alternative strategies for constructing the final feature
subset, such as weighted majority voting. In addition, we plan to evaluate the proposed
framework in other application domains, including healthcare, and conduct more compre-
hensive scalability and latency analyses using real-world large-scale datasets.
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