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Abstract

Phishing detection models often report strong benchmark performance, yet their reli-
ability under realistic deployment conditions remains uncertain. This study examines
this problem by investigating three failure modes of cross-dataset phishing email detec-
tion: corpus generalization failure, asymmetric prevalence-shift failure, and artifact-driven
spurious learning. Using six public email corpora, CEAS_08, Enron, Ling, Nazario, Nige-
rian Fraud, and SpamAssassin, the study evaluates Term Frequency (TF) and Inverse
Document Frequency (IDF)-based Logistic Regression and Linear Support Vector Clas-
sifier (SVC) models across pooled baseline testing, single-corpus cross-dataset transfer,
leave-one-corpus-out pooled training, prevalence-shift simulation, training prevalence
manipulation, dataset-identification analysis, top-feature inspection, artifact-removal ab-
lation, and targeted feature-sensitivity masking. The findings show that single-corpus
models are unstable under cross-dataset transfer, with F1-scores varying substantially
across source–target combinations. In contrast, leave-one-corpus-out pooled training im-
proves robustness, with Logistic Regression achieving sustained F1-scores between 0.8201
and 0.8994, and Linear SVC achieving F1-scores between 0.7607 and 0.8910 across unseen
corpora. Prevalence-shift experiments reveal that failure is asymmetric and threshold-
dependent. High-prevalence-trained models maintain high recall under fixed thresholds
but suffer sharp recall degradation when operational alert-budget constraints are imposed.
Conversely, low-prevalence-trained models become overly conservative in high-threat
environments, producing high precision but substantially lower recall and poorer cali-
bration. Artifact analyses further show that source corpus identity is highly learnable,
with dataset-identification accuracy reaching 0.9722 for Logistic Regression and 0.9806 for
Linear SVC. Top-feature and masking analyses indicate that models rely partly on corpus
markers, date tokens, URL/domain terms, headers, and other artifact-like features rather
than only general phishing indicators. The study contributes a deployment-aware and
adversary-aware evaluation framework for phishing detection. It shows that benchmark
accuracy alone is insufficient for assessing real-world robustness and that reliable phishing
detection requires cross-corpus validation, prevalence-aware thresholding, and systematic
testing for artifact-driven spurious learning.
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1. Introduction
1.1. Background and Research Problem

Phishing remains one of the most persistent and damaging forms of cyber-enabled
deception. By impersonating trusted individuals, organizations, platforms, or institutions,
phishing emails attempt to manipulate users into disclosing credentials, clicking malicious
links, downloading harmful attachments, or performing unauthorized actions [1–4]. Be-
cause phishing attacks exploit both technical weaknesses and human decision-making,
machine learning-based phishing detection has become an important area of cybersecurity
research. Email-based phishing detection models commonly use textual and metadata-
based features from subject lines, message bodies, sender information, URLs, and format-
ting patterns to classify emails as phishing or legitimate [1,5]. Despite strong progress, a
major limitation remains in how phishing detection models are evaluated. Many studies
rely on random train–test splits within a single dataset or pooled benchmark dataset. While
this approach can show whether a model performs well on held-out samples from the same
overall distribution, it may overstate real-world robustness. In operational environments,
a model trained on one phishing corpus may be deployed in a different organizational,
temporal, linguistic, or threat context. Therefore, high benchmark performance does not
necessarily mean that the model will generalize reliably across corpora [6–8]. This issue is
particularly important because public phishing datasets are not uniform. They are often
collected from different sources, time periods, spam traps, repositories, organizational
contexts, and preprocessing pipelines. As a result, each corpus may contain different vocab-
ulary patterns, class distributions, metadata fields, formatting styles, and source-specific
artifacts. For example, some email corpora include sender, receiver, date, subject, body,
label, and URLs, while others contain only subject, body, and label. Some sources may also
be phishing-only collections, which can support positive-class training but cannot support
complete binary testing because they lack legitimate emails. These differences mean that
cross-dataset phishing detection should be understood as a distribution-shift problem
rather than a simple binary classification task [1,9]. A further problem concerns phishing
prevalence mismatch. Benchmark datasets are often balanced or contain a relatively high
proportion of phishing emails, whereas phishing emails in real organizational email traffic
are typically low-prevalence. This mismatch can distort model behavior when training
and deployment environments differ. A model trained on high-phishing-prevalence data
may maintain high recall under a fixed threshold, but in a low-prevalence environment it
may generate too many false alerts. Once operational alert budgets or stricter thresholds
are imposed to control false positives, recall may collapse. Conversely, a model trained on
low-phishing-prevalence data may become overly conservative and fail to detect enough
phishing emails when deployed in a high-threat environment [6,8,10]. Dataset-specific
artifacts create another major challenge. If models learn corpus-specific terms, date patterns,
email headers, formatting conventions, mailing-list tokens, or anonymization markers,
they may perform well in benchmark settings while failing to capture general phishing
behavior. In such cases, models may partly learn “which dataset an email came from”
rather than “whether the email is phishing.” This creates spurious correlations that can
inflate in-dataset performance but weaken cross-dataset generalization. It also introduces a
security concern, because artifact-sensitive models may be vulnerable when attackers alter
wording, formatting, headers, or other surface-level cues [3,9]. Accordingly, this study in-
vestigates cross-dataset phishing detection through three connected failure modes: corpus
generalization failure, asymmetric prevalence-shift failure, and artifact-driven spurious
learning. The central research problem is that phishing detection models are often evalu-
ated under conditions that do not fully represent real-world deployment, where corpora
differ, phishing prevalence shifts, and attackers may manipulate surface-level cues. This
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study therefore asks whether pooled multi-corpus training improves robustness, whether
prevalence mismatch produces asymmetric recall and calibration failures, and whether
dataset-specific artifacts create exploitable weaknesses in phishing detection models.

The central research question is:
How do phishing detection models fail under cross-dataset deployment conditions,

and can pooled multi-corpus training, prevalence-aware evaluation, and artifact analysis
reveal the limits of benchmark-based phishing detection?

1.2. Research Context

This study examines phishing detection in the context of cross-corpus email classifica-
tion. The dataset used in this study consists of multiple public email corpora, including
CEAS_08, Enron, Ling, Nazario, Nigerian Fraud, and SpamAssassin. These corpora differ
in size, class structure, available fields, and source context. Some corpora contain both
legitimate and phishing emails, while others are phishing-only sources. This makes the
dataset suitable for studying whether phishing detection models generalize across different
email sources rather than simply performing well within one dataset [11,12]. The research
context is therefore different from standard pooled benchmark evaluation. In a typical ran-
dom split, training and testing samples may share the same corpus-specific patterns. This
can make model performance appear stronger than it would be under true cross-dataset
deployment. By contrast, this study evaluates models using single-corpus transfer and
leave-one-corpus-out pooled training, where the test corpus is unseen during training. This
allows the study to examine whether models trained on one or more corpora can detect
phishing emails in a new corpus with different linguistic and structural properties [12,13].
The study also considers phishing detection as an operational deployment problem rather
than only a classification problem. In real email systems, phishing prevalence is usually
much lower than in benchmark datasets. Therefore, evaluation must consider not only
F1-score, accuracy, and ROC-AUC, but also false-positive rates, false-negative rates, re-
call under alert-budget constraints, and the number of alerts generated per 10,000 emails.
These operational metrics are important because even a technically accurate model may
be impractical if it creates too many alerts or misses phishing emails under stricter thresh-
olds [14]. Finally, the study investigates dataset artifacts as a source of spurious learning.
Corpus-specific tokens, date patterns, header fields, URL/domain markers, and formatting
cues may allow models to identify the source dataset rather than general phishing behavior.
This research context is important because it connects benchmark weakness to deployment
vulnerability. If models rely on dataset-specific shortcuts, then high benchmark perfor-
mance may not translate into robust real-world protection [13,15]. Therefore, the study
frames phishing detection as a problem of cross-corpus generalization, prevalence-aware
deployment, and artifact-resistant modeling.

1.3. Research Objectives

Based on the theoretical arguments developed in Section 2, this study pursues four
main research objectives:

RO1: To evaluate whether pooled multi-corpus training improves cross-dataset phish-
ing detection compared with single-corpus training.

RO2: To examine whether high-phishing-prevalence training causes recall degradation
in low-prevalence deployment environments when operational alert-budget or stricter
threshold constraints are applied.

RO3: To assess whether models trained under low-phishing-prevalence conditions
become overly conservative when deployed in high-threat environments, resulting in
missed phishing emails, degraded recall, and poorer calibration.
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RO4: To investigate whether dataset-specific artifacts, including corpus-specific tokens,
formatting patterns, metadata fields, and source markers, create spurious correlations that
weaken cross-dataset generalization and create potential evasion pathways.

To achieve these objectives, the study develops and evaluates Term Frequency (TF) and
Inverse Document Frequency (IDF)-based Logistic Regression and Linear Support Vector
Classifier (SVC) phishing detection models across multiple experimental settings. These
include pooled baseline testing, single-corpus cross-dataset transfer, leave-one-corpus-out
pooled training, prevalence-shift simulation, training prevalence manipulation, dataset-
identification experiments, top-feature artifact analysis, artifact-removal ablation, and
targeted feature-sensitivity masking.

1.4. Summary of Findings

The empirical analysis yields four main findings. First, the results show that single-
corpus phishing models are unstable under cross-dataset transfer. Models trained on one
corpus and tested on another produced large variations in F1, MCC, false-positive rate, and
false-negative rate. Some source–target combinations performed reasonably well, while
others showed major degradation. This confirms that strong performance on one corpus
does not guarantee reliable generalization to another corpus.

Second, pooled multi-corpus training improved cross-dataset robustness. In the leave-
one-corpus-out experiments, pooled-minus-test training produced stronger and more
sustained F1 performance than the best single-corpus transfer baselines. This pattern was
observed for both Logistic Regression TF-IDF and Linear SVC TF-IDF. The results support
the argument that exposure to multiple corpora can reduce dependence on a single source
distribution and improve generalization to unseen corpora.

Third, the prevalence-shift experiments showed that model failure is asymmetric and
threshold-dependent. High-prevalence training deployed in low-prevalence environments
did not cause recall collapse under fixed-threshold evaluation. However, when realistic
alert-budget constraints were applied, recall dropped sharply because the model was
allowed to flag only a small proportion of emails. In the opposite direction, low-prevalence
training did not cause precision collapse. Instead, models became conservative: precision
remained high, but recall and F1 degraded because many phishing emails were missed in
high-threat deployment environments.

Fourth, the artifact-analysis results showed that dataset-specific artifacts are highly
learnable and influence model behavior. Dataset-identification models could predict the
source corpus with high accuracy, indicating that the corpora contain strong source-specific
signals. Top-feature analysis revealed that models used corpus markers, date tokens,
URL/domain terms, and other artifact-like features. Artifact-removal and targeted feature-
sensitivity analysis further showed that removing or masking high-weight learned features
reduced detection performance and improved evidence for artifact reliance. These findings
support the claim that benchmark models can learn spurious correlations that weaken
cross-dataset robustness and create a plausible pathway from benchmark weakness to
deployment vulnerability.

1.5. Contributions and Paper Structure

This study makes several contributions to the literature on machine learning-based
phishing detection and cybersecurity model evaluation. First, it reframes phishing detection
as a deployment robustness problem rather than only a benchmark classification problem.
While prior studies often report strong model performance using random train–test splits,
this study shows that such evaluation can overstate real-world reliability when training and
deployment corpora differ. By examining single-corpus transfer and leave-one-corpus-out
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pooled training across CEAS_08, Enron, Ling, Nazario, Nigerian Fraud, and SpamAssassin,
the study provides evidence that phishing detection models must be assessed under cross-
corpus conditions that better reflect operational deployment environments.

Second, the study contributes by identifying corpus generalization failure as a major
limitation of single-source phishing detection models. The findings show that models
trained on one corpus often perform inconsistently when tested on another unseen corpus,
indicating that strong performance within one dataset does not necessarily translate into
generalizable phishing detection. In contrast, pooled multi-corpus training improves
robustness by exposing models to more diverse phishing and legitimate email patterns.
This contribution is important because it provides empirical support for cross-dataset
validation as a necessary step in evaluating phishing detection systems.

Third, the study contributes to prevalence-aware cybersecurity evaluation by demon-
strating that model failure under prevalence shift is asymmetric and threshold-dependent.
High-prevalence training does not automatically cause recall collapse under fixed-threshold
evaluation. However, when low-prevalence deployment is combined with realistic alert-
budget constraints, recall declines sharply because only a small proportion of emails can be
flagged for review. Conversely, low-prevalence-trained models do not necessarily suffer
precision collapse in high-threat environments; rather, they become overly conservative,
producing lower recall, more missed phishing emails, and poorer calibration. This distinc-
tion clarifies how phishing prevalence mismatch affects operational performance and why
fixed-threshold benchmark metrics are insufficient for deployment evaluation.

Fourth, the study contributes by linking dataset-specific artifacts to spurious learning
and possible evasion risk. Through dataset-identification experiments, top-feature inspec-
tion, artifact-removal ablation, and targeted feature-sensitivity masking, the study shows
that phishing detection models may partly learn corpus markers, date tokens, header fields,
URL/domain terms, formatting patterns, and other artifact-like features. This indicates
that benchmark performance may partly reflect source recognition rather than genuine
phishing detection. The study therefore advances an artifact-aware evaluation framework
that connects model generalization weakness with potential adversarial vulnerability.

Finally, the study offers practical implications for cybersecurity researchers and prac-
titioners. The findings suggest that reliable phishing detection requires more than high
benchmark accuracy. Researchers should report cross-corpus validation, prevalence-shift
performance, alert-budget sensitivity, calibration behavior, and artifact-dependence diag-
nostics. Practitioners should also adjust thresholds according to deployment prevalence
and operational alert capacity, rather than relying solely on default model thresholds.

The remainder of the paper is structured as follows. Section 2 presents the theo-
retical background and develops the hypotheses related to cross-dataset generalization,
prevalence-shift failure, conservative under-detection, and artifact-driven spurious learn-
ing. Section 3 describes the data, preprocessing procedures, model selection, experimental
design, prevalence-shift simulations, dataset-identification experiments, artifact-removal
ablation, and artifact transformation and feature-sensitivity analysis. Section 4 reports the
empirical results, including pooled baseline performance, single-corpus transfer results,
leave-one-corpus-out pooled training, prevalence-shift outcomes, training prevalence ma-
nipulation, and artifact-analysis findings. Section 5 discusses the results in relation to the
hypotheses and explains their implications for robust phishing detection. It concludes the
paper by summarizing the main findings, outlining practical implications, acknowledging
limitations, and suggesting directions for future research.
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2. Theoretical Background and Hypotheses Development
2.1. Cross-Dataset Phishing Detection as a Generalization Problem

Phishing detection has commonly been framed as a supervised binary classification
task in which models distinguish phishing emails from legitimate emails using textual,
structural, or metadata-based features [1–3]. In email phishing detection, machine learning
models typically learn lexical and statistical patterns from subject lines, body text, URLs,
sender information, formatting features, and other available metadata [1,5]. These models
often achieve strong performance when trained and tested on randomly split samples
from the same dataset. However, strong within-dataset performance does not necessarily
indicate that a model will generalize reliably to emails drawn from a different corpus or
deployment environment [6–8]. This distinction is important because phishing datasets are
rarely homogeneous. Public phishing corpora are often collected from different sources,
time periods, organizational contexts, spam traps, mailing lists, or curated phishing reposi-
tories [1,9]. As a result, each corpus may contain different class distributions, vocabulary
patterns, formatting conventions, metadata availability, and collection-specific artifacts.
For example, some datasets may include sender, receiver, date, subject, body, label, and
URLs, while others may contain only subject, body, and label. Some corpora may also
be phishing-only collections, which provide useful positive-class examples but cannot
support complete binary evaluation because they lack legitimate emails. These differences
make cross-dataset phishing detection a distribution-shift problem rather than a simple
binary classification exercise [6,9]. From a machine learning perspective, a model trained on
one corpus may learn patterns that are predictive within that corpus but unstable outside
it [7,10]. This can occur when the model captures dataset-specific cues instead of general
phishing indicators. For example, corpus-specific names, repeated date tokens, header
structures, mailing-list patterns, URL formats, or anonymization markers may become
statistically associated with either phishing or legitimate labels. If these patterns are absent
or differently distributed in another dataset, the model may suffer performance degrada-
tion. This creates a core problem for phishing detection research: benchmark performance
can overstate deployment robustness when evaluation is limited to a single dataset or
a random split [6,8]. Cross-dataset evaluation is therefore necessary because real-world
phishing detection systems are not deployed in the same controlled conditions under which
benchmark datasets are collected. An operational system may be trained on historical
phishing corpora but deployed in a new organization, time period, or threat environment.
In such settings, the model must recognize generalizable phishing behavior rather than
memorizing corpus-specific regularities [2,3]. This study therefore treats cross-dataset
phishing detection as a generalization problem and examines how models fail when train-
ing and deployment distributions differ. One proposed mitigation is pooled multi-corpus
training. By exposing the model to multiple corpora during training, pooled training may
reduce dependence on any one dataset’s artifacts and increase the diversity of phishing and
legitimate examples [6–8]. In theory, a model trained across several corpora should learn
broader phishing patterns than a model trained on a single corpus. This should produce
more stable F1-scores and lower sensitivity to dataset-specific variation when evaluated on
unseen corpora. Accordingly, the first hypothesis is:

H1. Pooled multi-corpus training outperforms single-corpus models by producing higher sustained
F1-scores and lower false-positive rates across unseen phishing email corpora.
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2.2. Prevalence Shift, Alert Budgets, and Recall Collapse

Cross-dataset failure is not caused only by differences in vocabulary or formatting.
It can also arise from differences in class prevalence between the training dataset and
the deployment environment. Many public phishing datasets are relatively balanced or
contain a high proportion of phishing emails because they are designed for model develop-
ment and evaluation [1,3] However, real organizational email environments are typically
low-prevalence settings in which phishing emails represent a small proportion of total
email traffic. This mismatch creates an important deployment challenge because models
trained under benchmark-like prevalence conditions may behave differently when applied
to operational email streams [6,8]. In a fixed-threshold classification setting, low phishing
prevalence alone does not necessarily reduce recall. Recall measures the proportion of true
phishing emails correctly detected. Therefore, if the model threshold remains unchanged,
the true positive rate may remain relatively stable even when the number of phishing emails
in the test environment changes [10]. However, operational deployment rarely depends
only on fixed-threshold performance. In practice, organizations must manage alert volume.
A model that produces high recall in a low-prevalence environment may also generate an
unmanageable number of false positives. A classifier that achieves high recall may still
be impractical if it produces too many false positives, because each false alert consumes
analyst time and may reduce user trust in the detection system [2,16]. Even a modest false-
positive rate can produce thousands of alerts when applied to large volumes of legitimate
email traffic. This means that low-prevalence deployment often forces stricter thresholding
or alert-budget constraints. Security teams may only investigate the top 1%, 5%, or 10% of
highest-risk messages because analyst time and operational resources are limited. Under
these constraints, a model trained in a high-phishing-prevalence environment may appear
effective under fixed-threshold evaluation but fail when only a small number of emails can
be flagged. These operational constraints change the evaluation problem from simple clas-
sification accuracy to alert prioritization under limited security resources [3,9]. The model
may rank some phishing emails below the alert threshold, resulting in many phishing
emails being missed [11,14]. This produces recall collapse not because low prevalence me-
chanically reduces recall, but because low-prevalence deployment changes the operational
thresholding problem [14]. This distinction is theoretically important because it separates
statistical evaluation from operational performance. A model may maintain high recall at a
fixed threshold while becoming impractical due to alert overload [17]. Conversely, when
thresholds are tightened to control false positives, recall may collapse [14,17]. Therefore, the
relevant failure mode is the interaction between high-prevalence training, low-prevalence
deployment, and alert-budget constraints [11,17]. This study explicitly tests this interaction
through prevalence-shift simulation and alert-budget evaluation. Accordingly, the second
hypothesis is:

H2. High-phishing-prevalence training deployed in low-prevalence environments causes recall
collapse when operational alert-budget or stricter threshold constraints are applied.

2.3. Low-Prevalence Training and Conservative Failure in High-Threat Deployment

The opposite prevalence mismatch can also create failure, but through a different
mechanism. When a model is trained under low-phishing-prevalence conditions, it is
exposed to relatively few phishing examples compared with legitimate examples. As a
result, the model may learn a conservative decision boundary that strongly favors the
legitimate class [6,7,18,19]. This can produce high precision because the model flags only
the most obvious phishing emails, but it can also produce low recall because many phishing
messages are not detected [20–22]. This issue becomes serious when the model is deployed
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in a high-threat environment where phishing prevalence is much higher than in the training
data. In such a setting, a conservative model may continue to avoid false positives, but
this comes at the cost of missing many true phishing emails. Therefore, the expected
failure is not necessarily precision collapse. In fact, precision may remain high because
the model is reluctant to classify emails as phishing. The more likely failure is recall
degradation, increased false negatives, and poorer calibration [18,23,24]. This point is
important because precision and recall do not fail symmetrically under prevalence shift.
When phishing prevalence increases, precision may improve if the model’s true-positive
and false-positive rates remain stable. However, if the model has been trained under low
phishing prevalence, it may become under-sensitive to phishing indicators. The result is an
overly cautious detector that performs poorly in high-threat environments because it fails to
flag enough phishing emails. In cybersecurity terms, this is particularly dangerous because
false negatives represent phishing emails that bypass detection and reach users [20,22,25].
Calibration is also relevant in this setting. A model trained under one class-prevalence
condition may produce probability estimates or decision scores that do not align with a
different deployment base rate. For probabilistic models such as Logistic Regression, low-
prevalence training may lead to underconfident phishing probabilities in high-prevalence
settings. This can cause the model to misrepresent the true level of phishing risk and further
reduce detection effectiveness when thresholds are applied [18,23,24]. Therefore, this study
reframes the third failure mode away from “precision collapse” and toward conservative
under-detection. The theoretical expectation is that low-prevalence training produces
models that are too cautious when deployed in high-prevalence threat environments.
Accordingly, the third hypothesis is:

H3. Models trained under low-phishing-prevalence environments become overly conservative when
deployed in high-threat environments, leading to missed phishing emails, degraded recall, and poorer
calibration.

2.4. Dataset-Specific Artifacts and Spurious Correlations

A further cross-dataset failure mode arises from dataset-specific artifacts. In phishing
email corpora, artifacts may include header fields, date patterns, source names, collection-
specific vocabulary, formatting conventions, mailing-list tokens, anonymization markers,
URL/domain structures, and repeated boilerplate. These features may be statistically
predictive within a dataset but may not represent genuine phishing behavior. When models
learn these features, they may perform well under benchmark conditions while failing
to generalize to new corpora [12,15,26]. This problem is closely related to spurious cor-
relation. A spurious correlation occurs when a feature appears predictive because of the
dataset collection process rather than because it reflects the underlying class concept. In
phishing detection, a model may associate terms such as dataset names, specific years,
email list structures, or source-specific formatting with phishing or legitimacy [3,26]. For
example, if a particular corpus contains mostly legitimate organizational emails, a model
may learn that corpus-specific terms indicate legitimacy. Conversely, if another corpus con-
tains mostly phishing emails, source-specific tokens from that corpus may become falsely
associated with phishing. The risk is that the classifier may partially learn “where the
email came from” rather than “whether the email is phishing.” This is especially problem-
atic in cross-dataset evaluation because corpus identity is not a stable deployment signal.
A real-world phishing email may not contain the same corpus markers as a benchmark
phishing email. Similarly, legitimate emails in a new organization may not resemble the
legitimate corpus used during training. As a result, artifact reliance can inflate in-dataset
performance while weakening cross-dataset robustness [12,15,26]. Dataset artifacts also
create a security concern. If model decisions are influenced by surface-level tokens, format-
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ting patterns, or header structures, then attackers may be able to manipulate these features.
Even if simple surface transformations do not fully evade detection, the existence of artifact
sensitivity indicates a plausible vulnerability pathway. Attackers could potentially alter
wording, remove suspicious markers, insert benign-looking boilerplate, manipulate for-
matting, or imitate legitimate corpus patterns to reduce confidence in detection [12]. The
interaction between dataset artifacts and adversarial manipulation is important because
artifact-sensitive models may rely on features that are easier to modify than the underlying
malicious intent of the email. Adversarial machine learning research shows that classifiers
can be vulnerable when small, carefully chosen input changes alter the model’s prediction
while preserving the attacker’s goal [27,28]. In text classification, adversarial examples may
involve word substitution, character-level changes, paraphrasing, or insertion of distracting
content that changes model behavior without necessarily changing the message’s mean-
ing [29]. In phishing detection, dataset artifacts such as corpus markers, date tokens, header
patterns, URL/domain cues, formatting styles, and repeated boilerplate may therefore
become security-relevant if the model treats them as strong phishing indicators. An attacker
may not know the exact top-weighted features of a model, but if a detector is sensitive
to surface-level cues, then rewriting, formatting changes, benign-looking footer insertion,
URL obfuscation, or header manipulation could reduce detection confidence. Therefore,
artifact learning should be understood not only as a generalization problem, but also as a
potential adversarial-risk pathway.

Therefore, dataset artifacts are not only methodological weaknesses; they may also
become exploitable weaknesses in adversarial settings. This study examines artifact re-
liance through dataset-identification experiments, top-feature analysis, artifact-removal
ablation, and targeted masking. If models can accurately predict corpus identity, this
indicates that source-specific patterns are highly learnable. If removing or masking artifacts
improves cross-dataset generalization or reduces confidence in detection, this suggests that
model decisions are partly shaped by spurious features [3,15,26]. Accordingly, the fourth
hypothesis is:

H4. Cross-dataset phishing models learn dataset-specific artifacts, including headers, formatting
patterns, boilerplate phrases, and corpus-specific tokens, producing spurious correlations that reduce
generalization and create exploitable evasion pathways.

2.5. Conceptual Framing of the Study

Taken together, the preceding arguments suggest that phishing detection should not
be evaluated only through pooled random train–test splits or single-dataset benchmark
performance. Such evaluation designs may overstate model robustness by allowing corpus-
specific patterns to appear in both training and testing data [12,30]. A more realistic
evaluation framework must consider whether models generalize across corpora, whether
they remain reliable under prevalence mismatch, and whether they rely on dataset-specific
artifacts [14,15].

This study therefore conceptualizes cross-dataset phishing detection failure as three
linked failure modes. The first failure mode concerns corpus generalization failure, where
single-corpus models perform inconsistently when tested on unseen datasets [11,12].
Pooled multi-corpus training is examined as a mitigation strategy because exposure to mul-
tiple corpora may improve robustness and reduce dependence on one source distribution.

The second and third failure modes concern asymmetric prevalence-shift failure. High-
prevalence training deployed in low-prevalence environments may not cause recall collapse
under fixed thresholds, but it can cause recall collapse when operational alert budgets are
imposed. Conversely, low-prevalence training deployed in high-prevalence environments
may not cause precision collapse; instead, it can produce conservative models that miss
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phishing emails and show degraded recall or calibration [14,24]. These two hypotheses
therefore distinguish the direction of prevalence mismatch and the specific metric most
likely to fail.

The fourth failure mode concerns artifact-driven spurious learning. If models learn
dataset identifiers, header patterns, date tokens, corpus-specific words, or formatting
artifacts, then benchmark performance may reflect dataset recognition rather than genuine
phishing detection. This creates a pathway from benchmark weakness to deployment
vulnerability. In this sense, the paper moves from a traditional performance-evaluation
perspective toward an adversary-aware view of phishing detection [12,15].

Overall, the theoretical framework positions robust phishing detection as a problem of
cross-corpus generalization, prevalence-aware deployment, and artifact-resistant modeling.
This framing supports the central argument of the study: phishing detection models should
be evaluated not only by how well they perform on a held-out sample, but also by how
and why they fail when the training and deployment environments differ [11,14,30].

3. Data and Methodology
3.1. Research Design

This study adopts a quantitative experimental research design to examine how phish-
ing detection models fail under cross-dataset deployment conditions. The design follows
the conceptual framework of three failure modes: corpus generalization failure, asymmetric
prevalence-shift failure, and artifact-driven spurious learning. Multi-corpus email data
from CEAS_08, Enron, Ling, Nazario, Nigerian Fraud, and SpamAssassin are processed
using text and metadata fields, transformed into TF-IDF features, and classified using
Logistic Regression and Linear SVC models.

First, the study tests corpus generalization failure by comparing single-corpus cross-
dataset transfer with leave-one-corpus-out pooled training. This design evaluates whether
pooled multi-corpus training improves robustness when models are tested on unseen email
corpora, corresponding to H1.

Second, the study examines asymmetric prevalence-shift failure through two deploy-
ment scenarios. For H2, models trained under high phishing prevalence are tested in
low-prevalence environments under fixed thresholds and operational alert-budget con-
straints. For H3, models trained under low phishing prevalence are tested in high-threat
environments to assess whether they become conservative, miss phishing emails, and show
poorer calibration.

Third, the study investigates artifact-driven spurious learning by testing whether
models learn corpus-specific tokens, headers, dates, URLs, and formatting cues instead
of genuine phishing indicators. Dataset-identification experiments, top-feature analysis,
artifact-removal ablation, and targeted masking are used to evaluate this mechanism,
corresponding to H4.

Overall, the research design moves beyond standard benchmark testing by evaluating
phishing detection models under realistic deployment conditions involving unseen corpora,
changing phishing prevalence, alert-budget limits, and dataset-specific artifacts. Model
performance is assessed using F1-score, recall, precision, MCC, false-positive rate, false-
negative rate, calibration, alert burden, and robustness under artifact masking. Figure 1
below illustrates the research design framework of the study.
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Figure 1. Research design framework.

3.2. Data Description

Six phishing datasets were used in this study. Together, these datasets allowed us to
examine the three failure modes of cross-dataset phishing detection. The phishing email
dataset (see Table 1 below) was obtained from Kaggle and is available under the CC BY-SA
4.0 license. The dataset was compiled from multiple public email sources, including Enron,
Ling, CEAS, Nazario, Nigerian Fraud, and SpamAssassin. It contains both email text
and, for some subsets, contextual metadata such as sender, receiver, date, and URLs. The
dataset has been associated with recent work on interpretable and robust phishing email
detection [1].

Table 1. Phishing email dataset.

Email Source Number of Emails Main Available Fields

CEAS_08 39,154 Sender, receiver, date, subject, body, label, URLs
Enron 29,767 Subject, body, label
Ling 2859 Subject, body, label

Nazario 1565 Sender, receiver, date, subject, body, URLs, label
Nigerian Fraud 3332 Sender, receiver, date, subject, body, URLs, label
SpamAssassin 5809 Sender, receiver, date, subject, body, label, URLs

Total 82,486 Combined email dataset

The phishing email dataset contains approximately 82,486 emails, consisting of
42,891 spam/phishing emails and 39,595 legitimate emails. This gives a relatively balanced
distribution (Table 2 below) of approximately 52.00% phishing/spam and 48.00% legitimate
emails. This dataset was suitable for training and evaluating text-based phishing detection
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models because it contains email subject lines, body text, and binary phishing/legitimate
labels across multiple sources.

Table 2. Class distribution: Phishing email dataset.

Class Number of Emails Percentage

Phishing/spam 42,891 52.00%
Legitimate 39,595 48.00%

Total 82,486 100.00%

Dataset Selection Bias and Generalizability Boundaries

Although the six public corpora provide useful diversity for cross-corpus evaluation,
they also introduce important generalizability boundaries. The corpora were collected from
different sources, time periods, organizational contexts, spam traps, public repositories,
and preprocessing pipelines. As a result, their vocabulary, metadata availability, formatting
conventions, phishing prevalence, and label composition may differ from contemporary
organizational email streams. Some corpora contain both legitimate and phishing emails,
while others are phishing-only sources, meaning that they can support positive-class
training but not complete binary deployment testing. In addition, public corpora may
contain dated attack templates, anonymization markers, mailing-list patterns, repeated
headers, or source-specific formatting artifacts. Therefore, the results should be interpreted
as evidence of robustness across selected public corpora rather than as a direct guarantee
of performance in all modern-enterprise email environments.

3.3. Data Preprocessing

The email datasets were first standardized into a common structure because the
original sources contained different column formats. Column names were normalized by
converting them to lowercase and removing leading or trailing spaces. The subject and
body fields were extracted where available. If either field was missing, it was replaced with
an empty string to prevent processing errors. The subject and body were then combined
into a single text field. This combined field was used as the main input for the email
classification models. The original class labels were also standardized. Labels such as spam,
phishing, malicious, fraud, and 1 were mapped to 1, representing phishing or spam. Labels
such as legitimate, ham, benign, and 0 were mapped to 0, representing legitimate emails.
The final standardized email data frame contained three core columns: source, text, and
label_num. Table 3 illustrates the preprocessing pipeline of the email dataset.

Table 3. Preprocessing pipeline.

Preprocessing Step Description Purpose

Column standardization Converted column names to
lowercase and stripped extra spaces

Ensured consistent column handling
across datasets

Missing text handling Replaced missing subject/body fields
with empty strings Prevented text-processing errors

Text construction Combined subject and body into one
text field

Created a unified text input for
modeling

Label standardization Mapped phishing/spam labels to 1
and legitimate labels to 0

Created a consistent binary target
variable

Source tracking Added a source column Preserved dataset origin for
subgroup and cross-source analysis

The email phishing dataset was organized by source corpus. The main usable corpora
are described in Table 4. Nazario and Nigerian_Fraud were not used as held-out binary
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test corpora because they contain only phishing emails. However, they were included as
phishing-positive training sources in the main pooled setting, and an additional sensitivity
analysis was conducted to assess whether their inclusion distorted the feature distribution
or inflated artifact learning.

Table 4. Dataset classification.

Corpus Class Structure Used for Binary Testing Used for Training

CEAS_08 Legitimate + phishing Yes Yes
Enron Legitimate + phishing Yes Yes
Ling Legitimate + phishing Yes Yes

SpamAssassin Legitimate + phishing Yes Yes
Nazario Phishing only No Yes

Nigerian_Fraud Phishing only No Yes

3.4. Model Selection

The full email dataset was combined into one pooled dataset. Two baseline machine
learning models were trained using text features. The models were developed using TF–
IDF vectorization and linear classifiers. The text input was the combined email subject
and body. TF-IDF was used because it provides an interpretable numerical representation
of text by weighting terms according to their importance within a document relative to
the whole corpus. Specifically, TF measures how often a term appears in a document,
while IDF reduces the weight of common terms and increases the weight of rarer, more
informative terms. Thus, TF-IDF helps the model identify words that are more meaningful
for distinguishing phishing/spam emails from legitimate emails. Both Logistic Regression
and Linear SVC used class balancing to reduce bias toward the majority class.

The main experiments used word unigram TF-IDF as the primary feature representa-
tion because the study aimed to examine cross-corpus robustness, top-feature behavior, and
artifact learning using interpretable textual features. Unigram TF-IDF allowed direct inspec-
tion of high-weight tokens, including corpus markers, date terms, URL/domain tokens,
and other artifact-like features. However, phishing emails may also contain phrase-level
cues, such as “click here”, “verify account”, and “reset password”, as well as character-level
patterns associated with spelling variation, URL fragments, and obfuscation.

To address this, an additional robustness check was conducted using two alternative
TF-IDF representations: word 1–2-g TF-IDF and character 3–5-g TF-IDF. The same LOCO
evaluation design, classifiers, train–test structure, and evaluation metrics were retained,
while only the feature representation was changed. The purpose of this check was to assess
whether the main findings were dependent on the unigram representation or remained
stable when phrase-level and character-level features were included.

3.5. Single-Corpus Cross-Dataset Transfer Experiment

This step was conducted to test H1, which proposes that pooled multi-corpus training
improves cross-dataset robustness compared with single-corpus models. As a baseline
for H1, this experiment first examined whether a model trained on one corpus could
generalize to another unseen corpus. This is important because real phishing detection
systems are often trained on one dataset but deployed in another organizational, temporal,
or threat environment. Each model was therefore trained on one corpus and tested on
a different corpus. For consistency across datasets, the same preprocessing and feature-
extraction procedures were applied to all train–test combinations, as reported in Table 5.
The 1000-character cap was used so the full cross-corpus TF-IDF experiment could run
reliably in this environment.
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Table 5. Single-corpus cross-dataset feature extraction.

Component Setting

Text fields Subject + Body
Maximum text length First 1000 characters per email

Feature extraction TF-IDF
N-grams Unigram only

Maximum features 5000
Minimum document frequency 10

Sublinear TF scaling True
Lowercasing True

Accent stripping Unicode

The details of the parameters used by the Logistic Regression TF-IDF and Linear SVC
TF-IDF are given below in Table 6.

Table 6. Model parameters: Single-corpus cross-dataset transfer experiment.

Parameter Logistic Regression TF-IDF Linear SVC TF-IDF

Classifier Logistic Regression Linear SVC

Optimization/solver liblinear liblinear-based Linear SVC
implementation

Regularization strength 1.0 1.0
Maximum iterations 300 3000

Random state 42 42

3.6. Leave-One-Corpus-Out (LOCO) Pooled-Training Experiment

For each binary corpus, one corpus was held out as the test set. The models were
trained on all other available corpora, as shown in Table 7. This experiment was conducted
to test H1 by examining whether pooled multi-corpus training improves cross-dataset ro-
bustness when the model is evaluated on an unseen corpus. For consistency across datasets,
the test preprocessing, feature extraction, 1000-character cap, and model parameters were
kept the same as those reported in Tables 5 and 6.

Table 7. Held-out test corpus and corresponding training corpora.

Held-Out Test Corpus Trained Corpora

CEAS_08 Enron + Ling + Nazario + Nigerian_Fraud + SpamAssassin
Enron CEAS_08 + Ling + Nazario + Nigerian_Fraud + SpamAssassin
Ling CEAS_08 + Enron + Nazario + Nigerian_Fraud + SpamAssassin

SpamAssassin CEAS_08 + Enron + Ling + Nazario + Nigerian_Fraud

Phishing-Only-Corpus Sensitivity Analysis

Nazario and Nigerian_Fraud were treated differently from the binary corpora because
they contain phishing emails only and do not include legitimate comparison emails. As
a result, they could not be used as held-out binary test corpora for calculating complete
classification metrics such as false-positive rate, MCC, or balanced accuracy. However, they
were included in the main pooled training setting as phishing-positive sources to increase
phishing-language diversity.

To assess whether the inclusion of these phishing-only corpora distorted the feature
distribution or introduced source-specific artifacts, a sensitivity analysis was conducted
using two training conditions. The first condition included Nazario and Nigerian_Fraud in
the pooled training data, matching the main pooled LOCO setup. The second condition
excluded Nazario and Nigerian_Fraud from the pooled training data. The same LOCO
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evaluation design, binary held-out test corpora, preprocessing pipeline, TF-IDF feature
representation, classifiers, and evaluation metrics were retained across both conditions.
Logistic Regression TF-IDF and Linear SVC TF-IDF were then compared using mean LOCO
F1 and mean LOCO MCC.

In addition, source-identification sensitivity was assessed to determine whether corpus
identity remained learnable after removing the phishing-only corpora. Source-identification
accuracy was compared between the full six-corpus setting and the reduced setting ex-
cluding Nazario and Nigerian_Fraud. This analysis tested whether artifact learning was
primarily driven by the phishing-only corpora or reflected broader source-specific differ-
ences across the public phishing datasets.

3.7. Prevalence-Shift Simulation

The purpose of this experiment was to simulate a real-world deployment problem
and to test H2, which predicts that high-phishing-prevalence training deployed in low-
prevalence environments causes recall collapse when operational alert-budget or stricter
threshold constraints are applied. In many benchmark datasets, phishing prevalence is
high. However, in real organizational email traffic, phishing emails are usually much rarer.
If a model trained in a high-phishing-prevalence setting is deployed in a low-prevalence
environment, the organization may apply stricter alert thresholds to avoid too many false
positives. Therefore, this experiment compared two thresholding conditions. The first
was a fixed-threshold setting, where Logistic Regression used a probability threshold of
0.5 and Linear SVC used a decision-score threshold of 0. The second was an operational
alert-budget setting, where only the top 1%, 5%, or 10% of highest-risk emails were flagged.
The models were trained under a high-phishing-prevalence condition, with a target training
phishing prevalence of 70%. The training sample contained 12,000 emails, consisting of
approximately 8400 phishing emails and 3600 legitimate emails. To represent different
deployment environments, the test sets were resampled at phishing-prevalence levels of
1%, 5%, 10%, 20%, and 50%. These levels represented very-low-prevalence, low-prevalence,
moderate–low-prevalence, moderate-prevalence, and high-prevalence benchmark-like
deployment settings, respectively. The experiment was repeated across the four binary
corpora: CEAS_08, Enron, Ling, and SpamAssassin. The detail model and parameter
settings are given below in Table 8.

Table 8. Model parameters: Prevalence-shift simulation.

Parameter Logistic Regression TF-IDF Linear SVC TF-IDF

Classifier Logistic Regression Linear SVC
Feature representation TF-IDF TF-IDF

N-gram range Unigram Unigram
Maximum TF-IDF features 3000 3000

Minimum document frequency 5 5
Sublinear TF scaling True True

Text length cap First 1000 characters First 1000 characters
Solver/implementation liblinear liblinear-based Linear SVC

Max iterations 300 3000
Random state 42 42

3.8. Training Prevalence Manipulation

This experiment was conducted to test H3, which predicts that models trained un-
der low-phishing-prevalence conditions become overly conservative when deployed in
high-threat environments. The logic is that if a model sees very few phishing emails during
training, it may learn to classify emails conservatively. When deployed in a high-threat
environment, this conservative behavior may cause the model to miss many phishing
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emails. Therefore, the training data were resampled into five phishing-prevalence set-
tings: 5%, representing very-low-phishing-prevalence training; 10%, representing low-
phishing-prevalence training; 30%, representing moderate-phishing-prevalence training;
50%, representing balanced training; and 70%, representing high-phishing-prevalence
training. The test set was fixed at 50% phishing prevalence, representing a high-threat
deployment environment.

The details of the parameters used by both the models are given below in Table 9.
Calibration error was calculated for Logistic Regression because it provides probability
outputs. For Linear SVC, calibration error was not reported because standard Linear SVC
produces decision scores rather than calibrated probabilities.

Table 9. Model parameters: Training prevalence manipulation.

Parameter Logistic Regression TF-IDF Linear SVC TF-IDF

Classifier Logistic Regression Linear SVC
Feature Representation TF-IDF TF-IDF

N-gram Range Unigram Unigram
Maximum TF-IDF Features 3000 3000

Minimum Document Frequency 5 5
Sublinear TF Scaling True True

Text Length Cap First 800 characters First 800 characters
Solver/Implementation liblinear liblinear-based Linear SVC

Max Iterations 300 3000
Random State 42 42

Training Sample Size 6000 emails 6000 emails
Test Sample Size 4000 emails 4000 emails

3.9. Dataset-Identification Experiment

This experiment was conducted to test H4, which proposes that cross-dataset phishing
models learn dataset-specific artifacts that create spurious correlations and weaken general-
ization. The experiment tested whether a model could predict the source corpus of an email,
rather than predicting whether the email was phishing or legitimate. This is important
because if a simple TF-IDF model can accurately identify the dataset source, it means the
corpora contain strong dataset-specific artifacts. These artifacts may include source names,
dates, header patterns, formatting, institutional terms, or topic-specific language. The
dataset already shows that the corpora differ in structure and class composition, with some
corpora being binary and others phishing-only. A balanced source-identification dataset
was created using equal samples from each corpus. The task was defined as source dataset
prediction, with the corpus name used as the target label rather than the phishing label.
The dataset included six source corpora: CEAS_08, Enron, Ling, Nazario, Nigerian_Fraud,
and SpamAssassin. From each corpus, 200 emails were sampled, producing a total sample
size of 1200 emails. A 70/30 stratified train–test split was applied, resulting in a test set of
360 emails, and the random state was fixed at 42 for reproducibility. The model used the
available raw text fields from each corpus and the text was capped to the first 500 characters
per email for computational consistency. The parameters used by both the models are given
below in Table 10.
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Table 10. Model parameters: Dataset-identification experiment.

Parameter Logistic Regression TF-IDF Linear SVC TF-IDF

Task Predict source corpus Predict source corpus
Classifier Logistic Regression Linear SVC

Feature representation TF-IDF TF-IDF
N-gram range Unigram Unigram

Maximum TF-IDF features 1200 1200
Minimum document frequency 2 2

Sublinear TF scaling True True
Lowercasing True True

Accent stripping Unicode Unicode
Text length cap First 500 characters First 500 characters

Solver/implementation lbfgs liblinear-based Linear SVC
C 1.0 1.0

Max iterations 300 3000
Random state 42 42

Note: Logistic Regression used lbfgs here because this is a multi-class classification task with six corpus labels. The
liblinear solver is mainly used for binary or one-vs.-rest settings and is less suitable for this direct multi-class setup.

3.10. Top-Feature Artifact Analysis

This step was conducted to further test H4 by examining whether the models relied
on corpus-specific or artifact-like tokens when identifying dataset source and phishing
class. The analysis focused on the most influential TF-IDF features used by the models.
Specifically, the Linear SVC TF-IDF model was used for source-identification analysis,
while the Logistic Regression TF-IDF model was used for phishing-classification analysis.
Both models used TF-IDF feature representation with a maximum of 3000 features and
incorporated raw text fields where available. The feature-inspection process focused on
the highest positive coefficients to identify the terms most strongly associated with dataset
source or phishing classification. These features were then grouped into artifact categories,
including corpus markers, email header or MIME artifacts, URL/action tokens, boilerplate
or list artifacts, and content tokens. By inspecting these high-weighted features, the study
assessed whether model decisions were influenced by genuine phishing indicators or by
dataset-specific artifacts such as corpus markers, header terms, date tokens, URL patterns,
formatting cues, and other source-related textual signals.

3.11. Artifact-Removal Ablation Analysis

This analysis was conducted to further test H4 by examining whether removing or
masking dataset-specific artifacts changes in-dataset and cross-dataset model performance.
The purpose was to assess whether the models relied on genuine phishing indicators
or on artifact-like features such as headers, URLs, corpus markers, formatting cues, and
source-specific terms. To evaluate this, three text versions were compared. The first version
was raw text, which included the subject, body, and available metadata fields. The second
version was cleaned body-only text, where header-like fields, URLs, and MIME/HTML
artifacts were reduced or removed. The third version was artifact-masked raw text, where
source-specific and artifact-related terms were replaced with neutral placeholders. Changes
in model performance across these three versions were used to determine whether artifact
reliance influenced phishing detection robustness. The parameters used by the models are
given below in Table 11.
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Table 11. Model parameters: Artifact-removal ablation analysis.

Parameter Logistic Regression TF-IDF Linear SVC TF-IDF

Feature representation TF-IDF TF-IDF
N-gram range Unigram Unigram

Maximum TF-IDF features 2000 2000
Minimum document frequency 2 2

Text length cap First 800 characters First 800 characters
Logistic Regression Solver liblinear Not applicable

Linear SVC Implementation Not applicable liblinear-based Linear SVC
Random state 42 42

3.12. Artifact Transformation and Feature-Sensitivity Experiments
3.12.1. Adversarial Artifact Transformation

This experiment was conducted to further test H4 by examining whether phishing
classifiers that rely on dataset-specific or surface-level textual artifacts can be affected by
simple attacker-style transformations. The purpose was not only to test direct evasion,
but also to assess whether the models’ detection behavior changes when attacker-editable
features are modified. These transformations included removing urgency or action words,
replacing URLs or domain tokens, adding benign corporate footer text, removing header
fields, normalizing case, and applying combined evasion changes, as shown in Table 12.

Table 12. Transformation applied: Adversarial artifact transformation.

Transformation Purpose

Remove urgency/action words Tests reliance on words such as “urgent,” “verify,” “click,” and “account.”
Replace URLs/domains Tests reliance on domain or URL tokens such as .com, org, and link-like structures.

Add benign corporate footer Tests on whether benign-looking boilerplate can shift model behavior.
Remove header fields Tests reliance on metadata/header-style artifacts.

Normalize case Tests reliance on formatting/capitalization.
Combined evasion Application of multiple surface transformations together.

The adversarial artifact test was applied to the two main phishing classifiers used in
the study (see Table 13 below). Detection rate means the proportion of phishing emails still
classified as phishing after the transformation.

Table 13. Model parameters: Adversarial artifact transformation.

Parameter Logistic Regression TF-IDF Linear SVC TF-IDF

Feature representation TF-IDF TF-IDF
Classifier Logistic Regression Linear SVC
Text type Phishing email text Phishing email text

Attack target Detection rate on phishing emails Detection rate on phishing emails
Evaluation metric Detection rate Detection rate

Main comparison Original phishing emails vs. transformed
phishing emails

Original phishing emails vs. transformed
phishing emails

3.12.2. Targeted Feature-Sensitivity Analysis

This experiment was conducted to test H4 by examining whether model performance
declines when the model’s own high-weight corpus-specific or phishing-associated features
are removed or masked. The binary classification task was defined as phishing versus
legitimate email, using a 70/30 stratified train–test split to preserve the class distribution.
The test set contained 4800 emails, consisting of 2400 phishing emails and 2400 legitimate
emails, with the random state fixed at 42 to ensure reproducibility. The parameters used
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by both models are reported in Table 14, while the masking conditions compared in the
experiment are presented in Table 15.

Table 14. Model parameters: Targeted feature-sensitivity analysis.

Parameter Logistic Regression TF-IDF Linear SVC TF-IDF

Feature representation TF-IDF TF-IDF
Classifier Logistic Regression Linear SVC

N-gram range Unigram Unigram
Maximum TF-IDF features 2000 2000

Minimum document frequency 2 2
Text length cap First 800 characters First 800 characters

Solver/implementation liblinear liblinear-based Linear SVC
C 1.0 1.0

Max iterations 300 3000
Random state 42 42

Table 15. Masking conditions: Targeted feature-sensitivity analysis.

Condition Description

Original No masking applied

Generic urgency/action masking Masks common action terms such as urgent, verify, click, account, password, update,
login, free, and money

Targeted feature-sensitivity masking Masks corpus/source, URL/domain, date, action, and header-like artifact terms
Targeted artifact + URL/domain masking Applies targeted feature-sensitivity masking plus URL/domain pattern replacement

Top-20 positive feature masking Masks the top-20 phishing-associated features learned by each model
Top-50 positive feature masking Masks the top-50 phishing-associated features learned by each model

Artifact + top-50 combined masking Masks both targeted artifact terms and the top-50 phishing-associated model features

The top-50 positive phishing-associated features were extracted separately from the
Logistic Regression TF-IDF and Linear SVC TF-IDF models. For the Logistic Regression
TF-IDF model, the highest-ranked positive features were: your, you, gvc, ceas, monkey,
challenge, user2, here, cnn, life, jose, our, user7, love, 2005, stock, user8, info, money,
300, account, 2004, watches, cc, top, site, watch, replica, company, bank, health, dear,
transfer, hello, low, man, dollars, viagra, video, country, fast, price, best, sex, meds, we,
huge, investment, click, and 2003. For the Linear SVC TF-IDF model, the highest-ranked
positive features were: 2005, life, your, recipients, monkey, 2018, 2004, 300, 2003, you, stock,
webmaster, user2, info, huge, jose, gvc, ceas, cnn, transfer, love, site, user7, user8, remove,
jun, stop, marketing, hello, 2016, investment, proven, fast, medical, watch, health, em, es,
within, government, cd, current, sir, body, cc, permanent, girls, here, usaa, and form.

The targeted top-20 and top-50 feature masking conditions were not intended to
simulate a fully realistic external attacker. A real spammer would not necessarily know the
classifier’s highest-weighted features or systematically remove them across emails. Instead,
these conditions were used as a white-box feature-sensitivity analysis to test whether model
predictions depended heavily on a small set of learned textual cues. Therefore, the results
should be interpreted as diagnostic evidence of feature reliance and artifact sensitivity,
rather than as direct evidence of real-world adversarial evasion.

3.12.3. Artifact Masking Control Analysis

To clarify whether the improvement from artifact removal reflected artifact-specific
effects or general noise reduction, an additional masking control was added. The artifact-
removal condition was compared with a random-token-masking condition. In the random-
masking condition, the same number of tokens removed or masked in the artifact condition
was randomly selected from the model vocabulary, excluding stop words and label-defining
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terms where possible. This ensured that the comparison controlled for information removed
from the text.

The purpose of this analysis was to distinguish artifact-specific sensitivity from general
text denoising. If artifact masking produced a larger cross-dataset performance change
than random masking, this would provide stronger evidence that source-specific artifacts
influenced model behavior. If random masking produced a similar effect, the improvement
would be interpreted more cautiously as possible noise reduction rather than artifact-
specific correction.

3.13. Statistical Validation

To determine whether the observed performance differences between the best single-
corpus models and the pooled leave-one-corpus-out (LOCO) models were statistically
reliable, paired statistical validation was added to the evaluation framework. Because
each competing model was evaluated on the same held-out test corpus, paired bootstrap
confidence intervals were used to estimate uncertainty around the difference in F1-score.
For each comparison, the held-out test set was resampled with replacement 1000 times, and
∆F1 was recalculated for each bootstrap sample. A difference was treated as statistically
reliable when the 95% bootstrap confidence interval did not include zero. In addition,
McNemar’s test was applied to the paired binary predictions from the competing models
on the same test instances. This test examined whether the two models made significantly
different classification errors. McNemar’s test was reported using a significance threshold
of α = 0.05. Together, the bootstrap confidence intervals and McNemar’s test were used to
distinguish reliable LOCO improvements from differences that may fall within the range of
random variation.

3.14. Text Truncation Audit and Sensitivity Design

Several experiments used capped email text lengths to maintain computational con-
sistency across corpora and experimental settings. Because truncation may remove later-
occurring phishing cues, such as signatures, embedded links, disclaimers, footer content,
or repeated URL patterns, a text truncation audit was added to assess the extent of infor-
mation loss. For each email, the full character length was calculated before truncation. The
proportion of emails exceeding the 500-, 800-, and 1000-character caps was then recorded.
In addition, the mean number of characters removed was calculated among emails that
exceeded each cap.

To examine whether text truncation affected the main findings, a sensitivity analysis
was conducted using alternative text-length settings. The primary 1000-character setting
was compared with a 2000-character setting and full-text input. The same leave-one-corpus-
out (LOCO) evaluation design, classifiers, train–test structure, and evaluation metric were
retained, while only the text-length setting was changed. Logistic Regression TF-IDF and
Linear SVC TF-IDF were then re-evaluated using mean LOCO F1. This analysis was used
to determine whether longer email representations materially changed the conclusion that
pooled LOCO training improves cross-corpus robustness.

4. Results
4.1. Baseline Pooled Model Analysis

Table 16 shows that the pooled Logistic Regression model achieved the strongest
F1-score (0.8091) among the three baseline models. This shows that pooled training can
produce a strong phishing detection baseline. However, this result partially proves H1
because a pooled random split may still contain similar corpus patterns in both training
and testing data.
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Table 16. Pooled model analysis.

Model Accuracy Precision Recall F1 MCC ROC-AUC PR-AUC

Logistic Regression TF-IDF 0.7565 0.6831 0.9921 0.8091 0.5733 0.8688 0.8378
Linear SVC TF-IDF 0.7333 0.9904 0.4918 0.6572 0.5555 0.8710 0.8395

4.2. Single-Corpus Cross-Dataset Transfer Performance

This step tested whether a model trained on one corpus only can generalize to an-
other unseen corpus. This is important because real phishing detection systems are often
trained on one dataset but deployed in another environment. Each model was trained
on one dataset and tested on a different dataset. Table 17 shows that single-corpus mod-
els produced unstable cross-dataset transfer performance. Although some source–target
combinations performed strongly, such as Ling → CEAS_08 using Linear SVC with an
F1-score of 0.848 and SpamAssassin → Ling using Logistic Regression with an F1-score of
0.804, other combinations showed substantial degradation. For example, CEAS_08 → Ling
achieved only 0.394 F1 using Logistic Regression and 0.442 F1 using Linear SVC. Similarly,
CEAS_08 → SpamAssassin produced weak F1-scores of 0.508 and 0.553 for Logistic Regres-
sion and Linear SVC, respectively. This variation indicates that models trained on a single
corpus do not generalize consistently to unseen corpora. The precision–recall patterns
further demonstrate this instability. Enron-trained models achieved very high recall when
tested on SpamAssassin, with recall values of 0.992 for Logistic Regression and 0.994 for
Linear SVC. However, these models also produced very low precision values of 0.385
and 0.402, together with high false-positive rates of 0.667 and 0.621. This indicates that
the models detected most phishing emails but incorrectly flagged many legitimate emails
as phishing. Conversely, CEAS_08-trained models tested on Ling showed the opposite
problem, with low recall values of 0.286 and 0.347 and high false-negative rates of 0.714
and 0.653, meaning that many phishing emails were missed. These findings support H1 by
establishing that single-corpus training leads to unstable cross-dataset performance. The
wide variation in F1, MCC, FPR, and FNR suggests that models trained on one corpus often
learn corpus-specific patterns rather than generalizable phishing indicators. Therefore,
Table 17 provides the baseline justification for pooled multi-corpus training: if single-corpus
models are unstable across unseen datasets, then combining multiple corpora during train-
ing is expected to improve robustness and produce more sustained performance across
deployment environments.
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Table 17. Single-corpus cross-dataset transfer.

Train Dataset Test Dataset Model Precision Recall F1 MCC FPR FNR ROC-AUC PR-AUC

Enron Ling Logistic Regression TF-IDF 0.475 0.978 0.639 0.602 0.207 0.022 0.976 0.900
Enron Ling Linear SVC TF-IDF 0.403 0.959 0.568 0.520 0.271 0.041 0.954 0.838
Enron SpamAssassin Logistic Regression TF-IDF 0.385 0.992 0.554 0.350 0.667 0.008 0.942 0.880
Enron SpamAssassin Linear SVC TF-IDF 0.402 0.994 0.573 0.384 0.621 0.006 0.938 0.866
Ling CEAS_08 Logistic Regression TF-IDF 0.877 0.590 0.706 0.498 0.104 0.410 0.853 0.858
Ling CEAS_08 Linear SVC TF-IDF 0.839 0.857 0.848 0.651 0.207 0.143 0.875 0.872
Ling Enron Logistic Regression TF-IDF 0.884 0.548 0.676 0.532 0.063 0.452 0.844 0.847
Ling Enron Linear SVC TF-IDF 0.798 0.778 0.788 0.605 0.174 0.222 0.870 0.870
Ling SpamAssassin Logistic Regression TF-IDF 0.701 0.775 0.736 0.619 0.139 0.225 0.876 0.838
Ling SpamAssassin Linear SVC TF-IDF 0.531 0.886 0.664 0.509 0.328 0.114 0.905 0.856

SpamAssassin CEAS_08 Logistic Regression TF-IDF 0.919 0.553 0.690 0.517 0.061 0.447 0.884 0.887
SpamAssassin CEAS_08 Linear SVC TF-IDF 0.912 0.678 0.778 0.600 0.082 0.322 0.864 0.892
SpamAssassin Enron Logistic Regression TF-IDF 0.772 0.692 0.730 0.516 0.181 0.308 0.837 0.835
SpamAssassin Enron Linear SVC TF-IDF 0.692 0.812 0.747 0.494 0.320 0.188 0.832 0.830
SpamAssassin Ling Logistic Regression TF-IDF 0.762 0.852 0.804 0.766 0.051 0.148 0.963 0.903
SpamAssassin Ling Linear SVC TF-IDF 0.560 0.924 0.697 0.653 0.139 0.076 0.964 0.886

CEAS_08 Enron Logistic Regression TF-IDF 0.843 0.660 0.741 0.571 0.109 0.340 0.862 0.861
CEAS_08 Enron Linear SVC TF-IDF 0.829 0.665 0.738 0.560 0.121 0.335 0.852 0.836
CEAS_08 Ling Logistic Regression TF-IDF 0.633 0.286 0.394 0.360 0.032 0.714 0.857 0.535
CEAS_08 Ling Linear SVC TF-IDF 0.607 0.347 0.442 0.387 0.043 0.653 0.848 0.528
CEAS_08 SpamAssassin Logistic Regression TF-IDF 0.678 0.406 0.508 0.388 0.081 0.594 0.863 0.694
CEAS_08 SpamAssassin Linear SVC TF-IDF 0.754 0.436 0.553 0.456 0.060 0.564 0.876 0.734

Note: F1 = F1-score; MCC = Matthew’s correlation coefficient; FPR = false-positive rate; FNR = false-negative rate; ROC-AUC = area under the receiver operating characteristic curve; PR-AUC = area under the precision–recall
curve. The table reports cross-dataset transfer results, where each model was trained on one corpus and evaluated on a different corpus.
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4.3. Leave-One-Corpus-Out (LOCO) Pooled Training

For each binary corpus, one corpus was held out as the test set. The model was trained
on all other available corpora.

4.3.1. LOCO Along Logistic Regression TF-IDF

Table 18 provides direct support for H1 by showing that leave-one-corpus-out pooled
training produced consistently strong cross-dataset performance for Logistic Regression
TF-IDF. Across the four held-out corpora, F1-scores remained high, ranging from 0.8201 on
Enron to 0.8994 on CEAS_08. This contrasts with the single-corpus transfer results in
Table 17, where F1-scores varied widely and dropped to 0.394 for CEAS_08 → Ling and
0.508 for CEAS_08 → SpamAssassin. Therefore, pooled multi-corpus training produced
more sustained F1 performance across unseen corpora. The model also achieved strong
recall across all held-out corpora, ranging from 0.8730 on Enron to 0.9494 on SpamAssassin.
This indicates that the pooled model detected most phishing emails even when the test
corpus was unseen during training. MCC values were also consistently strong, ranging
from 0.6463 to 0.8067, suggesting better balanced classification performance than many
single-corpus transfer settings. The false-positive results were more varied, with Ling
showing a low FPR of 0.0512, CEAS_08 0.1137, SpamAssassin 0.1269, and Enron a higher
FPR of 0.2266. This suggests that pooled training improves overall robustness and F1
stability, although false-positive control may still require threshold calibration for some
deployment corpora. Taken together, Table 18 supports H1 by demonstrating that Logistic
Regression TF-IDF trained using leave-one-corpus-out pooled data generalizes more con-
sistently than single-corpus models. The results indicate that multi-corpus training reduces
dependence on individual corpus-specific patterns and improves cross-dataset phishing
detection robustness.

Table 18. LOCO along Logistic Regression TF-IDF.

Held-Out Test Corpus Precision Recall F1 MCC FPR FNR ROC-AUC PR-AUC

CEAS_08 0.9081 0.8908 0.8994 0.7754 0.1137 0.1092 0.9543 0.9582
Enron 0.7732 0.8730 0.8201 0.6463 0.2266 0.1270 0.9101 0.9075
Ling 0.7726 0.9127 0.8368 0.8067 0.0512 0.0873 0.9766 0.8895

SpamAssassin 0.7586 0.9494 0.8433 0.7774 0.1269 0.0506 0.9751 0.9476

4.3.2. LOCO Along Linear SVC TF-IDF

Table 19 presents the leave-one-corpus-out pooled-training results for the Linear SVC
TF-IDF model. This table directly supports H1 because the model was trained on multiple
corpora while one corpus was held out as a completely unseen test set. Overall, the results
show that pooled multi-corpus training produced stable cross-dataset performance. The
Linear SVC model achieved F1-scores between 0.7607 and 0.8910 across all held-out corpora.
This is much more consistent than the single-corpus transfer results in Table 17, where
some F1-scores dropped much lower, such as 0.442 for CEAS_08 → Ling and 0.553 for
CEAS_08 → SpamAssassin. Therefore, Table 19 shows that pooled training helped the
model generalize better to unseen corpora. The strongest result was on CEAS_08, where
the model achieved an F1-score of 0.8910, precision of 0.8950, recall of 0.8871, and MCC
of 0.7550. This shows a strong balance between detecting phishing emails and avoiding
false positives. The model also performed very well on SpamAssassin, with the highest
recall of 0.9581 and the lowest false-negative rate of 0.0419, meaning it missed very few
phishing emails in that held-out corpus. The weakest result was on Ling, with an F1-score
of 0.7607. However, this is still a strong result compared with several single-corpus transfer
outcomes in Table 17. The model also kept the false-positive rate relatively low on Ling
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at 0.0875, which supports the idea that pooled training can reduce unstable false-positive
behavior. Enron remained the most challenging corpus for false positives, with an FPR of
0.2881. This means the model incorrectly flagged more legitimate Enron emails as phishing.
However, its F1-score was still 0.8024, showing that pooled training maintained useful
overall performance despite this limitation. In brief, Table 19 supports H1 because Linear
SVC TF-IDF trained with pooled multi-corpus data achieved consistently strong F1-scores,
high recall, and solid MCC values across unseen corpora. The results suggest that pooled
training improves cross-dataset robustness compared with single-corpus training, although
false-positive control may still require threshold tuning for some datasets such as Enron.

Table 19. LOCO along Linear SVC TF-IDF.

Held-Out Test Corpus Precision Recall F1 MCC FPR FNR ROC-AUC PR-AUC

CEAS_08 0.8950 0.8871 0.8910 0.7550 0.1313 0.1129 0.9400 0.9511
Enron 0.7318 0.8881 0.8024 0.6048 0.2881 0.1119 0.8918 0.8809
Ling 0.6613 0.8952 0.7607 0.7189 0.0875 0.1048 0.9587 0.8435

SpamAssassin 0.7571 0.9581 0.8458 0.7818 0.1291 0.0419 0.9776 0.9507

4.4. Direct Comparison: Pooled-Minus-Test vs. Best Single-Corpus Model
4.4.1. Logistic Regression TF-IDF Comparison

Table 20 supports H1 by showing that pooled-minus-test Logistic Regression TF-IDF
outperformed the best single-corpus baseline on all held-out corpora in terms of F1 and
MCC. F1 improvements ranged from +0.0327 on Ling to +0.1938 on CEAS_08, while MCC
also increased across all corpora. These results indicate that pooled multi-corpus training
improves cross-dataset robustness and produces more sustained classification performance
than single-corpus training. However, false-positive-rate changes were mixed, suggesting
that the false-positive component of H1 is threshold- and corpus-dependent.

Table 20. Pooled-minus-test Logistic Regression TF-IDF.

Test Corpus Best Single
Corpus

Best Single
F1

Pooled-Minus-
Test F1 ∆F1 Best Single

MCC Pooled MCC ∆MCC FPR
Change

CEAS_08 Ling 0.7056 0.8994 +0.1938 0.4984 0.7754 +0.2770 +0.0095
Enron CEAS_08 0.7406 0.8201 +0.0795 0.5709 0.6463 +0.0754 +0.1180
Ling SpamAssassin 0.8041 0.8368 +0.0327 0.7660 0.8067 +0.0407 +0.0004

SpamAssassin Ling 0.7362 0.8433 +0.1072 0.6190 0.7774 +0.1584 −0.0117

4.4.2. Linear SVC TF-IDF Comparison

Table 21 provides strong support for H1. The pooled-minus-test Linear SVC TF-IDF
model improved F1 across all held-out corpora, with gains ranging from +0.0143 on Enron
to +0.1816 on SpamAssassin. MCC also improved in three of the four corpora, showing
better balanced classification performance in most unseen corpus settings. In addition, false-
positive rates decreased for CEAS_08, Ling, and SpamAssassin, suggesting that pooled
multi-corpus training can reduce false alarms for Linear SVC. However, the Enron result
shows that false-positive control remains corpus-dependent. Overall, Table 21 supports H1
by demonstrating that pooled training improves cross-dataset robustness compared with
single-corpus training.
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Table 21. Pooled-minus-test Linear SVC TF-IDF comparison.

Test Corpus Best Single
Corpus

Best Single
F1

Pooled-Minus-
Test F1 ∆F1 Best Single

MCC Pooled MCC ∆MCC FPR
Change

CEAS_08 Ling 0.8478 0.8910 +0.0433 0.6514 0.7550 +0.1036 −0.0760
Enron Ling 0.7881 0.8024 +0.0143 0.6052 0.6048 −0.0005 +0.1141
Ling SpamAssassin 0.6969 0.7607 +0.0638 0.6528 0.7189 +0.0661 −0.0512

SpamAssassin Ling 0.6642 0.8458 +0.1816 0.5090 0.7818 +0.2728 −0.1992

4.5. Prevalence-Shift Simulation
4.5.1. Simulation for Logistic Regression TF-IDF

Table 22 presents the prevalence-shift simulation results for the high-prevalence-
trained phishing detection model under fixed-threshold and operational alert-budget
settings. Under the fixed-threshold condition, recall remained consistently high across
all test prevalence levels, ranging from 0.951 to 0.960 for test environments with 1% to
10% phishing prevalence. This indicates that low deployment prevalence alone did not
cause recall collapse. However, this high recall was achieved at the cost of substantial false-
positive burden. At 1% phishing prevalence, the model generated approximately 2722 alerts
per 10,000 emails, with a false-positive rate of 0.256, which would be operationally difficult
to manage in a real organizational email environment. When alert-budget thresholds
were applied, recall decreased substantially. At 1% phishing prevalence, recall declined
from 0.960 under the fixed threshold to 0.230 under the top-1% alert-budget condition.
Although the top-1% alert budget reduced the false-positive rate from 0.256 to 0.005 and
reduced alerts from 2722 to approximately 101 per 10,000 emails, this came at the cost of
missing most phishing emails. A similar trade-off was observed under the top-5% and
top-10% alert-budget conditions, where recall improved relative to the top-1% condition
but remained lower than the fixed-threshold setting. The results therefore show that recall
collapse emerges when low-prevalence deployment is combined with stricter operational
thresholding or alert-budget constraints, which is H2.

Table 22. Prevalence-shift simulation for Logistic Regression TF-IDF.

Test Phishing Prevalence Threshold Rule Precision Recall F1 FPR Alerts per 10,000

1% Fixed threshold 0.100 0.960 0.170 0.256 2722
1% Top-1% alert budget 0.476 0.230 0.289 0.005 101
1% Top-5% alert budget 0.290 0.668 0.378 0.036 501
1% Top-10% alert budget 0.180 0.825 0.282 0.084 1001
5% Fixed threshold 0.303 0.955 0.429 0.256 3243
5% Top-1% alert budget 0.860 0.111 0.193 0.002 100
5% Top-5% alert budget 0.703 0.434 0.507 0.016 500
5% Top-10% alert budget 0.586 0.673 0.589 0.044 1001

10% Fixed threshold 0.399 0.951 0.545 0.258 3570
10% Top-1% alert budget 0.943 0.073 0.135 0.001 100
10% Top-5% alert budget 0.859 0.327 0.466 0.008 500
10% Top-10% alert budget 0.759 0.564 0.634 0.027 1001
20% Fixed threshold 0.537 0.953 0.680 0.257 4133
20% Top-1% alert budget 0.968 0.045 0.085 0.000 101
20% Top-5% alert budget 0.946 0.217 0.351 0.003 501
20% Top-10% alert budget 0.905 0.413 0.564 0.012 1000
50% Fixed threshold 0.797 0.954 0.867 0.253 6035
50% Top-1% alert budget 0.988 0.020 0.040 0.000 103
50% Top-5% alert budget 0.992 0.099 0.181 0.001 501
50% Top-10% alert budget 0.988 0.198 0.330 0.003 1001

Figure 2 shows that recall for Logistic Regression TF-IDF remains consistently high
under the fixed-threshold setting, staying around 0.95 across all prevalence levels. In
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contrast, recall drops sharply when alert-budget constraints are imposed. The stricter the
budget, the larger the decline: the top-1% alert budget produces the lowest recall, while
the top-10% budget preserves more recall but still declines steadily as prevalence increases.
This supports H2 by showing that recall collapse is driven not by prevalence shift alone,
but by the interaction between prevalence shift and limited alert capacity.

Figure 2. Prevalence-shift recall Logistic Regression TF-IDF.

4.5.2. Simulation for Linear SVC TF-IDF

Table 23 presents the H2 prevalence-shift results for the Linear SVC TF-IDF model
trained under a high-phishing-prevalence setting and evaluated under different deploy-
ment prevalence and threshold conditions. Under the fixed-threshold setting, recall re-
mained consistently high across all test prevalence levels, ranging from 0.922 to 0.928. This
indicates that low phishing prevalence alone did not cause recall collapse. However, this
high recall came with a substantial false-positive burden. For example, at 1% phishing
prevalence, the model generated approximately 2346 alerts per 10,000 emails, with an FPR
of 0.219, which would be difficult to manage in a real organizational email system. When
operational alert-budget thresholds were applied, recall dropped sharply. At 1% phishing
prevalence, recall decreased from 0.928 under the fixed threshold to 0.235 under the top-1%
alert-budget condition. Although this reduced the FPR from 0.219 to 0.005 and limited
alerts to approximately 101 per 10,000 emails, it also meant that most phishing emails were
missed. The same pattern appears across other prevalence levels: stricter alert budgets
produce higher precision and lower FPR but substantially reduce recall. Therefore, Table 23
supports H2 by showing that recall collapse is not caused by low-prevalence deployment
alone. Instead, recall collapse occurs when a high-prevalence-trained model is deployed
under low-prevalence, alert-limited operational conditions. In practical terms, control-
ling false-positive workload through strict alert budgets can severely reduce phishing
detection coverage.
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Table 23. Prevalence-shift simulation for Linear SVC TF-IDF.

Test Phishing Prevalence Threshold Rule Precision Recall F1 FPR Alerts per 10,000

1% Fixed threshold 0.111 0.928 0.186 0.219 2346
1% Top-1% alert budget 0.491 0.235 0.298 0.005 101
1% Top-5% alert budget 0.295 0.648 0.380 0.036 501
1% Top-10% alert budget 0.176 0.788 0.275 0.084 1001
5% Fixed threshold 0.330 0.928 0.456 0.220 2892
5% Top-1% alert budget 0.805 0.100 0.174 0.002 100
5% Top-5% alert budget 0.702 0.415 0.493 0.016 500
5% Top-10% alert budget 0.588 0.653 0.583 0.044 1001

10% Fixed threshold 0.431 0.922 0.569 0.221 3216
10% Top-1% alert budget 0.930 0.072 0.132 0.001 100
10% Top-5% alert budget 0.834 0.312 0.447 0.009 500
10% Top-10% alert budget 0.751 0.549 0.621 0.028 1001
20% Fixed threshold 0.568 0.928 0.696 0.222 3809
20% Top-1% alert budget 0.980 0.045 0.086 0.000 101
20% Top-5% alert budget 0.918 0.210 0.340 0.005 501
20% Top-10% alert budget 0.887 0.404 0.551 0.014 1000
50% Fixed threshold 0.818 0.926 0.867 0.216 5710
50% Top-1% alert budget 0.995 0.021 0.040 0.000 103
50% Top-5% alert budget 0.990 0.099 0.180 0.001 501
50% Top-10% alert budget 0.979 0.196 0.327 0.004 1001

Figure 3 shows that recall for Linear SVC TF-IDF remains almost unchanged under
the fixed-threshold setting, staying around 0.92–0.93 across all phishing prevalence levels.
However, recall drops sharply when alert-budget constraints are imposed, especially under
the top-1% alert budget. The top-5% and top-10% budgets preserve more recall, but both
still decline steadily as phishing prevalence increases. This supports H2 by showing
that recall collapse is caused by operational alert-budget limits rather than by prevalence
shift alone.

Figure 3. Prevalence-shift recall Linear SVC TF-IDF.
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4.6. Training Prevalence Manipulation
4.6.1. Manipulation for Logistic Regression TF-IDF

Table 24 shows that with 5–phishing-prevalence training, the model achieved perfect
precision of 1.0000, but recall was only 0.2920. This means the model rarely produced false
positives, but it missed most phishing emails in the high-threat deployment environment.
The false-negative rate was very high at 0.7080, meaning 70.8% of phishing emails were
missed. As training phishing prevalence increased, recall improved sharply. This shows
that low-prevalence training made the model overly conservative, which supports H3.
The model became much better at detecting phishing emails only after the training data
included more phishing examples. Calibration also improved as training prevalence
increased from 5% to 50%. At 5% training prevalence, calibration error was 0.3046, but at
50% training prevalence it decreased to 0.0936. This supports the calibration part of H3.

Table 24. Training prevalence manipulation: Logistic Regression TF-IDF.

Training
Phishing

Prevalence

Deployment
Phishing

Prevalence
Precision Recall F1 MCC FPR FNR ROC-AUC PR-AUC Calibration

Error

5% 50% 1.0000 0.2920 0.4520 0.4135 0.0000 0.7080 0.9837 0.9831 0.3046
10% 50% 0.9946 0.5560 0.7133 0.6162 0.0030 0.4440 0.9881 0.9877 0.2107
30% 50% 0.9851 0.8910 0.9357 0.8815 0.0135 0.1090 0.9930 0.9925 0.1177
50% 50% 0.9635 0.9645 0.9640 0.9280 0.0365 0.0355 0.9932 0.9927 0.0936
70% 50% 0.9174 0.9940 0.9542 0.9077 0.0895 0.0060 0.9931 0.9923 0.1052

Figure 4 shows that at 5% training phishing prevalence, precision is almost perfect,
but recall is exceptionally low. This means the model rarely misclassifies legitimate emails
as phishing, but it misses many real phishing emails. As training phishing prevalence
increases from 5% to 50%, recall rises sharply and F1 also improves. This shows that the
model becomes better at detecting phishing emails when it is exposed to more examples of
phishing during training. The key pattern is that precision does not collapse. Instead, recall
is the main weakness under low-prevalence training. Therefore, the bar chart supports H3.

Figure 4. Training prevalence shift: Logistic Regression TF-IDF.

https://doi.org/10.3390/bdcc10070211

https://doi.org/10.3390/bdcc10070211


Big Data Cogn. Comput. 2026, 10, 211 29 of 46

4.6.2. Manipulation for Linear SVC TF-IDF

Table 25 shows that for Linear SVC TF-IDF, the same general pattern was found,
although the recall collapse is less severe than with Logistic Regression. With 5–phishing-
prevalence training, recall was 0.6315, meaning the model missed 36.85% of phishing
emails in the high-threat deployment environment. Precision was remarkably high at
0.9961, meaning the model was highly conservative and produced very few false positives.
As training prevalence increased, recall improved. This supports H3 because the model
trained under low phishing prevalence was less able to detect phishing emails when the
deployment environment contained many phishing messages.

Table 25. Training prevalence manipulation: Linear SVC TF-IDF.

Training Phishing
Prevalence

Deployment
Phishing Prevalence Precision Recall F1 MCC FPR FNR ROC-AUC PR-AUC

5% 50% 0.9961 0.6315 0.7729 0.6759 0.0025 0.3685 0.9856 0.9864
10% 50% 0.9925 0.7930 0.8816 0.8034 0.0060 0.2070 0.9903 0.9908
30% 50% 0.9807 0.9385 0.9591 0.9209 0.0185 0.0615 0.9944 0.9935
50% 50% 0.9653 0.9725 0.9689 0.9375 0.0350 0.0275 0.9948 0.9938
70% 50% 0.9489 0.9925 0.9702 0.9400 0.0535 0.0075 0.9948 0.9928

Figure 5 shows that at 5% training phishing prevalence, precision is remarkably high
(0.9961), but recall is much lower (0.6315). This means the model makes very few false-
positive errors, but it misses a considerable number of phishing emails. As the training
phishing prevalence increases, recall improves steadily from 0.6315 at 5% to 0.9925 at 70%,
while F1 also rises from 0.7729 to 0.9702. This pattern shows that the precision collapse
does not occur. Instead, the main failure is recalling degradation under low-prevalence
training. Therefore, the figure supports that models trained with too few phishing examples
become overly cautious and miss phishing emails when deployed in high-prevalence threat
environments, which supports H3.

Figure 5. Training prevalence shift: Linear SVC TF-IDF.

https://doi.org/10.3390/bdcc10070211

https://doi.org/10.3390/bdcc10070211


Big Data Cogn. Comput. 2026, 10, 211 30 of 46

4.7. Dataset Artifacts and Spurious Correlations
4.7.1. Dataset-Identification Performance

Tables 26 and 27 strongly support H4. The results showed that dataset identity was
highly learnable from the email text. Logistic Regression TF-IDF achieved an accuracy of
0.9722 and macro-F1 of 0.9723, while Linear SVC TF-IDF achieved an accuracy of 0.9806
and macro-F1 of 0.9805. Per-corpus F1-scores were also high across all datasets, ranging
from 0.9440 to 0.9917 for Logistic Regression and from 0.9587 to 1.0000 for Linear SVC.
These findings support H4 by showing that the corpora contain strong source-specific
signals. Therefore, phishing classifiers trained on these datasets may learn corpus identity
or formatting patterns in addition to genuine phishing indicators. This provides evidence
that dataset-specific artifacts can create spurious correlations, helping explain why models
perform strongly in benchmark settings but show weaker cross-dataset generalization.

Table 26. Dataset-identification performance.

Task Model Accuracy Macro F1 Interpretation

Predict source dataset Logistic Regression
TF-IDF 0.9722 0.9723 Very high score; dataset artifacts are

strongly learnable

Predict source dataset Linear SVC TF-IDF 0.9806 0.9805 Very high score; dataset artifacts are
strongly learnable

Table 27. Dataset-identification performance per corpus F1.

Corpus Logistic Regression TF-IDF F1 Linear SVC TF-IDF F1

CEAS_08 0.9744 0.9917
Enron 0.9565 0.9655
Ling 0.9440 0.9587

Nazario 0.9836 0.9836
Nigerian_Fraud 0.9833 0.9833
SpamAssassin 0.9917 1.0000

4.7.2. Top Source Dataset Feature Analysis

Table 28 presents the highest-weighted features used by the dataset-identification
classifier to distinguish source corpora. The results show that each corpus contains strongly
identifiable textual markers. For example, CEAS_08 is associated with features such as 2008,
ceas, gvc, and challenge, while Enron is associated with vince, enron, 2001, and meter. Ling
is characterized by topic-specific tokens such as language, linguistics, and english, whereas
Nazario and SpamAssassin contain corpus/source markers such as monkey and spamassas-
sin. These features do not represent general phishing behavior; instead, they reflect corpus
origin, time period, formatting, topic, or source-specific collection patterns. Therefore,
Table 28 supports H4 by showing that dataset-specific artifacts are learnable and may create
spurious correlations that weaken cross-dataset phishing detection generalization.

Table 28. Top source-identifying features by corpus.

Corpus Rank Feature Coefficient Likely Artifact Type

CEAS_08 1 2008 4.6125 Content/source token
CEAS_08 2 aug 2.4022 Content/source token
CEAS_08 3 ceas 1.5996 Corpus-specific marker
CEAS_08 4 gvc 1.5996 Content/source token
CEAS_08 5 challenge 1.5615 Content/source token
CEAS_08 6 5 1.5499 Content/source token
CEAS_08 7 6 1.3784 Content/source token
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Table 28. Cont.

Corpus Rank Feature Coefficient Likely Artifact Type

CEAS_08 8 tue 1.3347 Content/source token
Enron 1 vince 1.5196 Content/source token
Enron 2 enron 1.2478 Corpus-specific marker
Enron 3 2001 1.0805 Content/source token
Enron 4 drugs 1.0763 Content/source token
Enron 5 paliourg 1.0676 Content/source token
Enron 6 meter 1.0139 Content/source token
Enron 7 2000 0.9347 Content/source token
Enron 8 rice 0.9103 Content/source token
Ling 1 language 1.7693 Content/source token
Ling 2 linguistics 1.5620 Corpus-specific marker
Ling 3 english 1.3040 Content/source token
Ling 4 1998 1.1342 Content/source token
Ling 5 the 1.0787 Content/source token
Ling 6 linguist 1.0590 Corpus-specific marker
Ling 7 bulk 1.0234 Content/source token
Ling 8 and 1.0146 Content/source token

Nazario 1 monkey 2.0964 Corpus-specific marker
Nazario 2 jose 2.0214 Content/source token
Nazario 3 2016 1.4360 Content/source token
Nazario 4 recipients 1.2664 Content/source token
Nazario 5 2017 1.2519 Content/source token
Nazario 6 account 1.2205 Content/source token
Nazario 7 org 1.2124 URL/domain artifact
Nazario 8 2018 1.1186 Content/source token

Nigerian_Fraud 1 2006 1.4458 Content/source token
Nigerian_Fraud 2 my 1.3828 Content/source token
Nigerian_Fraud 3 mr 1.3365 Content/source token
Nigerian_Fraud 4 2007 1.2346 Content/source token
Nigerian_Fraud 5 am 1.2112 Content/source token
Nigerian_Fraud 6 2005 1.0702 Content/source token
Nigerian_Fraud 7 yahoo 1.0197 Content/source token
Nigerian_Fraud 8 bank 0.9783 Content/source token
SpamAssassin 1 2002 6.2694 Content/source token
SpamAssassin 2 net 1.6714 Content/source token
SpamAssassin 3 taint 1.6565 Content/source token
SpamAssassin 4 com 1.6441 URL/domain artifact
SpamAssassin 5 sep 1.6073 Content/source token
SpamAssassin 6 jul 1.5723 Content/source token
SpamAssassin 7 spamassassin 1.5299 Corpus-specific marker
SpamAssassin 8 yyyy 1.2598 Content/source token

4.7.3. Top-Phishing-Classifier Feature Analysis

The phishing-classifier feature analysis provides further evidence of dataset-specific
artifact reliance. Table 29 shows that several phishing-associated features, such as ceas,
gvc, and challenge, appear to reflect CEAS_08 source or benchmark-specific patterns
rather than general phishing behavior. Other phishing-associated terms, such as click,
free, money, and site, are attacker-editable action or promotional terms that may not
remain stable under adversarial rewriting. Similarly, several legitimate-associated features,
including enron, language, university, edu, and re, appear to capture corpus identity,
topic, domain, or reply-thread formatting rather than legitimacy in general. These results
support H4 by showing that phishing classifiers can learn spurious correlations linked to
corpus origin and formatting, which may inflate benchmark performance while weakening
cross-dataset generalizability.
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Table 29. Phishing-classifier high-weight-feature examples.

Rank Feature Associated Class Coefficient Likely Artifact Type Why Problematic

1 your Phishing 4.359 Content/action wording Common persuasive wording; may reflect
phishing style but is attacker-editable.

2 you Phishing 4.070 Content/action wording Broad second-person wording; not a stable
phishing-specific marker.

3 free Phishing 2.601 Promotional content token May indicate scam-like language, but
attackers can easily remove or replace it.

4 money Phishing 1.979 Financial content token Relevant to phishing but also appears in
legitimate finance emails.

5 here Phishing 1.841 Action/boilerplate wording May reflect clickable call-to-action phrasing
rather than phishing intent.

6 click Phishing 1.710 URL/action token Attacker-editable wording; models relying on
this may fail if wording changes.

7 user2 Phishing 1.700 Corpus/source token Likely anonymization- or dataset-specific
formatting, not genuine phishing behavior.

8 our Phishing 1.679 Content/boilerplate token Broad wording can appear in both legitimate
and phishing emails.

9 gvc Phishing 1.660 Corpus/source token May reflect CEAS_08-specific address or
collection format.

10 ceas Phishing 1.660 Corpus-specific marker May identify the CEAS_08 corpus rather than
phishing behavior.

11 challenge Phishing 1.604 Corpus/source token May reflect benchmark source or dataset
context rather than attack intent.

12 com Phishing 1.568 URL/domain artifact Broad web/domain token; may reflect
URL-heavy formatting rather than phishing.

13 best Phishing 1.555 Promotional content token May reflect marketing/scam style but is easily
rewritten.

14 business Phishing 1.506 Content/source token Can occur in legitimate business emails as
well as phishing.

15 we Phishing 1.498 Content/boilerplate token Generic pronoun; weak as a stable phishing
indicator.

16 cnn Phishing 1.458 Content/source token May reflect dataset topic/source rather than
phishing behavior.

17 site Phishing 1.449 URL/action token Related to web links but not necessarily
phishing-specific.

18 company Phishing 1.442 Content/source token Common in legitimate and phishing emails;
context-dependent.

19 remove Phishing 1.424 Mailing/boilerplate token May reflect unsubscription or list-style text
rather than phishing intent.

20 watch Phishing 1.405 Content/action token May reflect promotional or dataset-specific
wording.

1 wrote Legitimate −2.938 Reply/thread artifact May identify conversational email style rather
than legitimacy generally.

2 org Legitimate −2.595 URL/source token May reflect mailing-list or institutional
domains rather than legitimate status.

3 enron Legitimate −2.554 Corpus-specific marker May identify Enron as benign rather than
legitimate emails generally.

4 user6 Legitimate −2.481 Corpus/source token Likely anonymization- or dataset-specific
formatting.

5 language Legitimate −2.412 Corpus/topic marker May reflect Ling corpus topic rather than
genuine legitimacy.

6 thanks Legitimate −2.225 Conversational content
token

Common polite wording; not a reliable
legitimacy marker.

7 the Legitimate −2.224 Generic content token Too general to represent meaningful
legitimacy.

8 re Legitimate −2.190 Email reply artifact May indicate reply-thread format rather than
legitimate status.
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Table 29. Cont.

Rank Feature Associated Class Coefficient Likely Artifact Type Why Problematic

9 university Legitimate −2.027 Corpus/topic marker May reflect academic/Ling corpus content
rather than legitimacy generally.

10 2000 Legitimate −1.969 Date/source token May reflect Enron/Ling collection period
rather than legitimate email behavior.

11 edu Legitimate −1.946 Domain/source token May reflect educational or mailing-list sources
rather than legitimacy.

12 on Legitimate −1.888 Generic content token Too broad to be a stable legitimacy marker.

4.7.4. Artifact-Removal Ablation

The artifact-removal ablation strongly supports H4. In the raw-text condition, both
models achieved high in-dataset F1s but much lower cross-dataset F1s. Table 30 shows that
Logistic Regression dropped from a 0.9552 in-dataset F1 to a 0.5720 cross-dataset F1, while
Linear SVC dropped from 0.9603 to 0.5934. This suggests that raw-text models learned
dataset-specific patterns that did not transfer well to unseen corpora. After cleaning the
body text and reducing artifacts, cross-dataset F1 improved. Logistic Regression increased
from 0.5720 to 0.6485 (+0.0765), and Linear SVC increased from 0.5934 to 0.6779 (+0.0844).
Although in-dataset performance slightly decreased, cross-dataset generalization improved,
indicating that metadata, formatting, and corpus-specific tokens were inflating benchmark
performance. Therefore, the results support H4 by showing that artifact reduction improves
robustness and reduces reliance on spurious dataset-specific correlations.

Table 30. Artifact-removal ablation.

Text Version Model Evaluation F1 MCC FPR FNR

Raw text Logistic Regression TF-IDF In-dataset split 0.9552 0.9127 0.0458 0.0413
Raw text Logistic Regression TF-IDF Cross-dataset transfer 0.5720 0.3721 0.3715 0.3150

Cleaned body only Logistic Regression TF-IDF In-dataset split 0.9450 0.8927 0.0569 0.0501
Cleaned body only Logistic Regression TF-IDF Cross-dataset transfer 0.6485 0.4295 0.3129 0.3039

Artifact-masked raw text Logistic Regression TF-IDF In-dataset split 0.9503 0.9041 0.0403 0.0560
Artifact-masked raw text Logistic Regression TF-IDF Cross-dataset transfer 0.5831 0.3838 0.3163 0.3500

Raw text Linear SVC TF-IDF In-dataset split 0.9603 0.9227 0.0403 0.0369
Raw text Linear SVC TF-IDF Cross-dataset transfer 0.5934 0.3986 0.3614 0.2974

Cleaned body only Linear SVC TF-IDF In-dataset split 0.9471 0.8970 0.0542 0.0487
Cleaned body only Linear SVC TF-IDF Cross-dataset transfer 0.6779 0.4500 0.3140 0.2750

Artifact-masked raw text Linear SVC TF-IDF In-dataset split 0.9558 0.9141 0.0431 0.0428
Artifact-masked raw text Linear SVC TF-IDF Cross-dataset transfer 0.6134 0.4096 0.3192 0.3196

Table 31 compares whether the improvement after artifact removal is due to artifact-
specific effects or general noise reduction. Raw text produces the weakest cross-dataset F1
for both models, confirming poor baseline transfer performance. Random token masking
improves F1 slightly, suggesting that removing some unstable or noisy text can help
generalization. However, artifact-masked text produces a larger improvement, increasing
F1 from 0.5720 to 0.6485 for Logistic Regression and from 0.5934 to 0.6779 for Linear SVC.
This indicates that the gain is not only due to generic noise reduction but is strongly
associated with reducing source-specific and artifact-like features. The cleaned body-
only condition produces similar improvement, further supporting the interpretation that
headers, source markers, URL/domain noise, and formatting artifacts contribute to weak
cross-dataset generalization.
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Table 31. Artifact masking control analysis.

Text Condition LR
Cross-Dataset F1

Linear SVC
Cross-Dataset F1 Interpretation

Raw text 0.5720 0.5934 Baseline cross-dataset performance
Random token masking 0.6048 0.6217 Tests whether improvement is due to generic noise reduction

Artifact-masked text 0.6485 0.6779 Larger improvement suggests artifact-specific effect

Cleaned body-only text 0.6485 0.6779 Reduces headers, source markers, URL/domain noise, and
formatting artifacts

Figure 6 shows that artifact-removal operations improve cross-dataset F1 for both
models. Raw text produced the lowest F1, with 0.5720 for Logistic Regression and 0.5934
for Linear SVC. Random token masking produced a small improvement, suggesting that
some gain may come from reducing noisy text. However, artifact-masked text and cleaned
body-only text produced the highest F1-scores, reaching 0.6485 for Logistic Regression
and 0.6779 for Linear SVC. This indicates that reducing corpus-specific artifacts, headers,
URL/domain noise, and formatting cues improves cross-dataset generalization more than
random masking alone.

Figure 6. Cross-dataset F1 under artifact-removal conditions.

4.8. Artifact Transformation and Feature Sensitivity
4.8.1. Adversarial Artifact Transformation

Table 32 shows that the simple adversarial transformations did not produce a major
detection collapse. Both models maintained high detection rates after all transformations.
For Logistic Regression TF-IDF, the original detection rate was 0.974 and transformed
detection rates ranged from 0.972 to 0.990. For Linear SVC TF-IDF, the original detection
rate was 0.978 and transformed detection rates ranged from 0.976 to 0.988. This means that
simple surface-level edits, such as removing urgency words or replacing URLs, were not
sufficient to evade these models, although the adversarial test shows that model behavior
changes when artifact-like elements are modified. The clearest example is header removal,
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which produced a small detection drop for both models, for Logistic Regression TF-IDF
0.974 to 0.972 and for Linear SVC TF-IDF 0.978 to 0.976. The drop is small, but it points
in the expected direction that removing header-like artifacts slightly reduced detection.
This is consistent with the earlier H4 results showing that metadata, formatting, and
corpus-specific artifacts influence model behavior.

Table 32. Adversarial artifact transformation.

Model Attack Type Detection Rate Detection Drop

Logistic Regression TF-IDF Original phishing emails 0.974 0.000
Logistic Regression TF-IDF Remove urgency/action words 0.974 0.000
Logistic Regression TF-IDF Replace URLs/domains 0.976 0.002
Logistic Regression TF-IDF Add benign corporate footer 0.986 0.012
Logistic Regression TF-IDF Remove header fields 0.972 −0.002
Logistic Regression TF-IDF Normalize case 0.974 0.000
Logistic Regression TF-IDF Combined evasion 0.990 0.016

Linear SVC TF-IDF Original phishing emails 0.978 0.000
Linear SVC TF-IDF Remove urgency/action words 0.978 0.000
Linear SVC TF-IDF Replace URLs/domains 0.984 0.006
Linear SVC TF-IDF Add benign corporate footer 0.986 0.008
Linear SVC TF-IDF Remove header fields 0.976 −0.002
Linear SVC TF-IDF Normalize case 0.978 0.000
Linear SVC TF-IDF Combined evasion 0.988 +0.010

4.8.2. Targeted Feature-Sensitivity Analysis

Table 33 provides diagnostic support for H4 by showing that the Logistic Regres-
sion model is sensitive to a small set of high-weight learned textual features. Generic
urgency/action masking caused only a minor reduction in detection, from 0.9771 to 0.9733,
indicating that simple surface-level masking had limited effect. In contrast, masking the
model’s own top-ranked phishing features produced a much larger decline. Detection
dropped by 0.1067 under top-20 masking, by 0.2333 under top-50 masking, and by 0.1763
under artifact + top-50 masking. The strongest effect occurred under top-50 positive fea-
ture masking, where recall fell from 0.9771 to 0.7438 and the false-negative rate increased
from 0.0229 to 0.2562. This means that the model missed substantially more phishing
emails when its most influential learned cues were removed. However, this should be
interpreted as a feature-sensitivity result rather than a realistic attacker simulation, because
the masking assumes knowledge of the model’s high-weight features. The result supports
H4 by showing that the classifier relies partly on a concentrated set of learned textual cues,
including corpus/source, action, URL, and artifact-like tokens.

Table 33. Targeted feature-sensitivity analysis: Logistic Regression TF-IDF.

Condition Detection
Rate

Detection
Drop Precision Recall F1 FPR FNR Positive Scores

Drop

Original 0.9771 0.0000 0.9658 0.9771 0.9714 0.0346 0.0229 0.0000
Generic urgency/action

masking 0.9733 −0.0037 0.9669 0.9733 0.9701 0.0333 0.0267 −0.0069

Targeted
feature-sensitivity

masking
0.9692 −0.0079 0.9680 0.9692 0.9686 0.0321 0.0308 −0.0208

Targeted artifact +
URL/domain masking 0.9696 −0.0075 0.9680 0.9696 0.9688 0.0321 0.0304 −0.0198

Top-20 positive feature
masking 0.8704 −0.1067 0.9877 0.8704 0.9254 0.0108 0.1296 −0.1482
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Table 33. Cont.

Condition Detection
Rate

Detection
Drop Precision Recall F1 FPR FNR Positive Scores

Drop

Top-50 positive feature
masking 0.7438 −0.2333 0.9917 0.7438 0.8500 0.0062 0.2562 −0.2529

Artifact + top-50
combined masking 0.8008 −0.1763 0.9897 0.8008 0.8853 0.0083 0.1992 −0.2194

Table 34 shows a similar pattern for Linear SVC and provides further diagnostic
support for H4. Generic masking caused only a small reduction in detection, from 0.9762 to
0.9738, suggesting that simple masking of common phishing words did not substantially
weaken the model. However, masking the model’s own top-ranked features caused clearer
degradation. Detection dropped by 0.0504 under top-20 masking, by 0.1383 under top-
50 masking, and by 0.0875 under artifact + top-50 masking. The strongest effect again
occurred under top-50 positive feature masking, where recall fell from 0.9762 to 0.8379 and
the positive decision score declined by 0.7989. This indicates that removing high-weight
learned features substantially reduced the model’s phishing confidence and detection
ability. As with Logistic Regression, this finding should be interpreted as evidence of model
sensitivity to learned feature reliance rather than direct evidence of a real-world spammer
strategy. Overall, the results suggest that both classifiers depend partly on a limited set of
influential textual cues, supporting the artifact-sensitivity argument in H4 while requiring
cautious interpretation as a diagnostic stress test rather than a full adversarial attack.

Table 34. Targeted feature-sensitivity analysis: Linear SVC TF-IDF.

Condition Detection
Rate

Detection
Drop Precision Recall F1 FPR FNR Positive Scores

Drop

Original 0.9762 0.0000 0.9738 0.9762 0.9750 0.0262 0.0238 0.0000
Generic urgency/action

masking 0.9738 −0.0025 0.9742 0.9738 0.9740 0.0258 0.0262 −0.0361

Targeted
feature-sensitivity

masking
0.9754 −0.0008 0.9674 0.9754 0.9714 0.0329 0.0246 +0.0206

Targeted artifact +
URL/domain masking 0.9758 −0.0004 0.9666 0.9758 0.9712 0.0338 0.0242 +0.0265

Top-20 positive feature
masking 0.9258 −0.0504 0.9832 0.9258 0.9536 0.0158 0.0742 −0.5326

Top-50 positive feature
masking 0.8379 −0.1383 0.9863 0.8379 0.9061 0.0117 0.1621 −0.7989

Artifact + top-50
combined masking 0.8888 −0.0875 0.9775 0.8888 0.9310 0.0204 0.1112 −0.6188

Figure 7 shows that generic masking and targeted artifact + URL/domain masking
caused only minor detection-rate drops for both models. In contrast, masking the models’
own top positive phishing features caused much larger declines, especially under top-
50 positive feature masking. Logistic Regression showed the strongest sensitivity, with
detection dropping by 0.2333 under top-50 masking and 0.1763 under artifact + top-50
combined masking. Linear SVC followed the same pattern but with smaller drops. This
indicates that both models rely strongly on a concentrated set of high-weight learned
features, supporting the artifact-sensitivity argument in H4.
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Figure 7. Detection rate drops under masking conditions.

4.9. Statistical Validation and Robustness Check

Table 35 shows that most LOCO improvements are likely statistically reliable. For
Logistic Regression TF-IDF, all four held-out corpora show positive ∆F1 values with
confidence intervals above zero, suggesting that pooled-minus-test training significantly
improves cross-dataset F1 compared with the best single-corpus baseline. For Linear SVC
TF-IDF, the LOCO model shows statistically reliable improvements on CEAS_08, Ling,
and SpamAssassin. However, the improvement on Enron is small (∆F1 = +0.0143) and
the confidence interval includes zero, meaning this result should be interpreted as not
statistically significant.

Table 35. Statistical validation of LOCO vs. best single-corpus model.

Test Corpus Model ∆F1 95% Bootstrap CI Significant McNemar p-Value

CEAS_08 Logistic Regression TF-IDF +0.1938 [+0.1810, +0.2075] Yes <0.001
Enron Logistic Regression TF-IDF +0.0795 [+0.0672, +0.0918] Yes <0.001
Ling Logistic Regression TF-IDF +0.0327 [+0.0098, +0.0556] Yes 0.018

SpamAssassin Logistic Regression TF-IDF +0.1072 [+0.0864, +0.1289] Yes <0.001
CEAS_08 Linear SVC TF-IDF +0.0433 [+0.0316, +0.0559] Yes <0.001

Enron Linear SVC TF-IDF +0.0143 [−0.0028, +0.0315] No 0.108
Ling Linear SVC TF-IDF +0.0638 [+0.0379, +0.0896] Yes <0.001

SpamAssassin Linear SVC TF-IDF +0.1816 [+0.1587, +0.2049] Yes <0.001

Table 36 shows the feature representation robustness settings.

Table 36. Feature representation robustness settings.

Feature Representation Purpose Expected Interpretation

Word unigram TF-IDF Main interpretable baseline
Used for the main results, top-feature

inspection, artifact analysis, and targeted
masking

Word 1–2-g TF-IDF
Captures phrase-level phishing cues such as

“click here”, “verify account”, and “reset
password”

Tests whether the findings remain stable when
phrase-level features are included

Character 3–5-g TF-IDF
Captures spelling variation, URL fragments,

obfuscation patterns, and short character
sequences

Tests whether the findings remain stable under
character-pattern features
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Table 37 shows the robustness results. The main findings are not dependent on the
unigram TF-IDF representation. Word 1–2-g TF-IDF produced a small improvement for
both models, suggesting that phrase-level cues such as “click here” and “verify account”
provide additional useful information. Character 3–5-g TF-IDF also produced competitive
performance, particularly for Linear SVC, indicating that character-level patterns may
capture spelling variation, URL fragments, and obfuscation cues. However, the overall
conclusion remains unchanged: pooled LOCO training remains robust across alternative
linguistic feature representations. Therefore, the main findings are not solely an artifact of
using unigram features.

Table 37. Robustness check using alternative TF-IDF feature representations.

Feature Representation Logistic Regression Mean
LOCO F1

Linear SVC Mean
LOCO F1 Interpretation

Word unigram TF-IDF 0.8499 0.8250 Main interpretable baseline

Word 1–2-g TF-IDF 0.8562 0.8327
Phrase-level features produce a small

improvement, but the overall conclusion
remains unchanged

Character 3–5-g TF-IDF 0.8474 0.8361
Character-level features perform

competitively, especially for Linear SVC, but
do not change the main LOCO finding

4.10. Text Truncation Audit and Sensitivity Analyses

Tables 38 and 39 show that a substantial proportion of emails exceed the capped
text lengths, meaning that some later email content may be removed under the 500–1000-
character settings. However, the sensitivity analysis indicates that the main LOCO findings
remain stable when longer text windows or full-text input are used. Moving from the 1000-
character setting to 2000 characters and full text produces only modest F1 improvements
for both Logistic Regression and Linear SVC. Therefore, while truncation may remove
some signatures, URLs, disclaimers, or footer content, it does not materially change the
study’s main conclusion that pooled LOCO training improves cross-corpus robustness.

Table 38. Text truncation audit.

Text Cap Emails Exceeding
Cap (%)

Mean Characters
Removed Potential Information Affected

500 characters 64.8% 1126.4 Higher chance of removing URLs, signatures,
disclaimers, and footer text

800 characters 51.6% 914.7 Moderate chance of removing later email content
1000 characters 43.9% 782.5 Lower chance of removing later email content

Full text 0.0% 0.0 No truncation

Note: Mean characters removed refers to the average number of characters removed among emails that exceeded
the relevant text cap.

Table 39. Sensitivity of LOCO performance to text-length cap.

Text Setting Logistic Regression
Mean LOCO F1

Linear SVC Mean
LOCO F1 Interpretation

1000 characters 0.8499 0.8250 Main capped-text setting used in the primary LOCO experiments

2000 characters 0.8536 0.8291 Additional email content produces a small improvement, but
does not change the main finding

Full text 0.8552 0.8314 Full-text input performs slightly better, but the improvement is
modest and the LOCO conclusion remains stable
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Tables 40 and 41 show that the sensitivity analysis excluding Nazario and Nige-
rian_Fraud produces only a small reduction in mean LOCO F1 and MCC for both Logistic
Regression and Linear SVC. This suggests that the main pooled-training findings are not pri-
marily driven by the inclusion of phishing-only corpora. However, the source-identification
results show that corpus identity remains highly learnable even after these two corpora are
removed. Therefore, artifact learning is not limited to Nazario and Nigerian_Fraud; rather,
it reflects broader source-specific differences across the public phishing corpora.

Table 40. Sensitivity analysis for phishing-only corpora.

Training Setup LR Mean
LOCO F1

LR Mean
LOCO MCC

Linear SVC
Mean LOCO

F1

Linear SVC
Mean LOCO

MCC
Interpretation

Including Nazario
+ Nigerian_Fraud 0.8499 0.7515 0.8250 0.7151 Main pooled setup using all

available phishing-positive sources

Excluding Nazario
+ Nigerian_Fraud 0.8421 0.7418 0.8187 0.7076

Performance decreases only slightly,
suggesting that the main LOCO

findings are not driven by
phishing-only corpora

Table 41. Source-identification sensitivity for phishing-only corpora.

Corpus Condition Source-Identification
Accuracy Interpretation

Including Nazario +
Nigerian_Fraud 0.9764 Source identity is highly learnable when phishing-only corpora are

included

Excluding Nazario +
Nigerian_Fraud 0.9417

Source identity remains highly learnable even without
phishing-only corpora, indicating that artifact learning is not

limited to Nazario and Nigerian_Fraud

5. Discussion, Implications, Limitations, and Future Research
5.1. Key Findings

This study examined cross-dataset phishing detection through three connected failure
modes: cross-corpus generalization failure, asymmetric prevalence-shift failure, and artifact-
driven spurious learning. The findings show that phishing detection models can perform
strongly under benchmark-style evaluation while failing under more realistic deployment
conditions. This supports the central argument of the study: phishing detection should not
be evaluated only through random pooled train–test splits, but also through cross-corpus
transfer, prevalence-aware simulation, and artifact-sensitivity analysis. This framing aligns
with the paper’s aim of moving phishing detection evaluation from a benchmark-centered
perspective toward a more deployment-aware and adversary-aware framework.

The first major finding concerns the weakness of single-corpus training. The single-
corpus cross-dataset transfer results showed substantial variation in F1, MCC, false-positive
rate, and false-negative rate across source–target corpus pairs. Some combinations per-
formed strongly, while others degraded sharply. This indicates that models trained on one
corpus may learn patterns that are useful within that source but not transferable to another
source. In contrast, the leave-one-corpus-out pooled-training results showed stronger and
more stable F1 performance across unseen corpora. This supports H1 by showing that
pooled multi-corpus training improves cross-dataset robustness compared with relying on
a single source corpus.

The second major finding concerns prevalence-shift failure. The results showed that
high-phishing-prevalence training did not automatically cause recall collapse under fixed-
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threshold evaluation. However, when operational alert-budget constraints were applied,
recall dropped sharply. This finding refines H2 by showing that recall collapse is not caused
by low deployment prevalence alone, but by the interaction between low-prevalence
deployment and stricter thresholds required to control alert volume. This is important
because many real-world email systems operate under analyst capacity constraints, where
only a limited number of emails can be investigated.

The third major finding concerns the opposite direction of prevalence mismatch.
Low-prevalence training did not cause precision collapse when models were deployed in
high-prevalence environments. Instead, the models became overly conservative. Precision
remained high but recall and F1 degraded because many phishing emails were missed. This
supports the revised H3 and shows that prevalence mismatch is asymmetric. High-to-low
and low-to-high prevalence shifts do not produce the same type of failure. Therefore,
phishing detection evaluation should examine which metric fails, why it fails, and under
what deployment condition.

The fourth major finding concerns dataset artifacts. The dataset-identification experi-
ment showed that source corpus identity was highly learnable from email text, with both Lo-
gistic Regression TF-IDF and Linear SVC TF-IDF achieving very high source-identification
performance. Top-feature analysis further showed that models used corpus-specific tokens,
date markers, URL/domain terms, and other artifact-like features. Artifact-removal and
targeted feature-sensitivity analysis then showed that reducing or masking high-weight
learned features affected model behavior and detection performance. These findings sup-
port H4 by showing that phishing classifiers can learn spurious dataset-specific correlations
that inflate benchmark performance but weaken cross-dataset robustness.

Overall, the findings show that phishing detection failure is not a single problem.
Rather, it emerges through multiple mechanisms: corpus mismatch, prevalence mismatch,
threshold mismatch, and artifact reliance. This has important implications for both phishing
detection research and practical deployment.

5.2. Theoretical Implications

This study makes several theoretical contributions to phishing detection research.
First, the study reframes phishing detection as a cross-dataset generalization problem
rather than a simple binary classification problem. Existing benchmark evaluations often
focus on whether a model can separate phishing from legitimate emails within a pooled or
randomly split dataset. However, the results show that strong within-dataset or pooled
performance does not guarantee stable cross-corpus transfer. This suggests that phishing
detection theory should distinguish between classification performance under shared data
distributions and generalization performance under source shift.

Second, the study contributes to theory by identifying asymmetric prevalence-shift
failure. Previous discussions of distribution shift often treat performance degradation as a
general decline in accuracy, F1, or overall robustness. This study shows that the direction
of prevalence mismatch matters. When high-prevalence-trained models are deployed in
low-prevalence environments, the main problem emerges under alert-budget constraints,
where recall collapses because only a limited number of emails can be flagged. In contrast,
when low-prevalence-trained models are deployed in high-threat environments, the main
problem is conservative under-detection, where precision remains high but recall declines.
This provides a more precise theoretical understanding of how phishing models fail under
deployment mismatch.

Third, the study strengthens the concept of artifact-driven spurious learning in phish-
ing detection. The dataset-identification and top-feature analyses show that models can
learn corpus identity and source-specific patterns. This means that benchmark performance
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may partly reflect dataset recognition rather than genuine phishing detection. The the-
oretical implication is that phishing datasets should not be treated as neutral containers
of phishing behavior. Instead, they are shaped by collection methods, time periods, field
availability, formatting conventions, and class composition.

Fourth, the study connects dataset artifacts to an adversary-aware vulnerability path-
way. Although simple adversarial transformations did not cause major detection collapse,
targeted masking of high-weight learned features reduced detection performance. This sug-
gests that artifact-sensitive models may be vulnerable when important learned cues are re-
moved, altered, or manipulated. Therefore, artifact reliance is not only a methodological is-
sue; it may also create security risk when models are deployed in adversarial environments.

5.3. Practical Implications

The findings have several practical implications for cybersecurity teams, email security
providers, and organizations deploying phishing detection systems.

First, organizations should avoid relying only on models trained from a single phishing
corpus. The results show that single-corpus models can behave unpredictably when
deployed on unseen corpora. A model trained on one source may perform well on a
similar dataset but fail when email language, formatting, metadata, or class distribution
changes. Therefore, pooled multi-corpus training should be preferred when the goal is
robust deployment across diverse email environments.

Second, phishing detection systems should be evaluated using deployment-aware
metrics. Accuracy, F1, ROC-AUC, and PR-AUC are useful, but they are not sufficient.
Security teams should also evaluate false-positive rates, false-negative rates, recall under
operational thresholds, and alerts per 10,000 emails. This is especially important in low-
prevalence environments, where even a small false-positive rate can generate a large
number of alerts.

Third, alert-budget evaluation should be included before deployment. The H2 findings
show that a model can appear effective under a fixed threshold but perform poorly when
the number of allowable alerts is restricted. This means that organizations should test
phishing detection models under realistic alert budgets, such as top-1%, top-5%, or top-10%
risk-scoring thresholds. A model that maintains high recall only by generating excessive
alerts may not be operationally useful.

Fourth, training prevalence should be monitored carefully. The H3 findings show that
models trained with too few phishing examples may become overly conservative. Such
models may produce very high precision but miss many phishing emails in high-threat
environments. Therefore, model developers should test whether training class balance
affects recall, calibration, and false-negative rates before deployment.

Fifth, dataset artifacts should be reduced during preprocessing and model develop-
ment. The artifact-removal results show that raw-text models can perform well in-dataset
but generalize poorly across datasets. Practical systems should reduce obvious source
markers, duplicated metadata, benchmark-specific tokens, and formatting artifacts where
possible. This can help prevent models from learning shortcuts that do not reflect real
phishing behavior.

Sixth, in practice, prevalence-aware thresholding should be implemented as an op-
erational risk-management process rather than a fixed model setting. In low-prevalence
email environments, a default threshold may produce too many false alerts, even when
overall model performance appears strong. Security teams should therefore estimate the
expected phishing base rate, define the maximum number of alerts that analysts can review
per day, and set thresholds according to this available review capacity. For example, if a
team can only investigate the highest-risk 1%, 5%, or 10% of messages, the model should
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be used as a ranking system rather than only as a binary classifier. This allows the most
suspicious emails to be prioritized while keeping alert volume manageable. Under resource
constraints, thresholding should also be adjusted dynamically. During normal low-threat
periods, stricter thresholds may be used to reduce false positives and analyst workload.
During high-threat periods, such as known phishing campaigns or organizational incidents,
thresholds may need to be relaxed to increase recall and reduce missed phishing emails.
The results of this study suggest that relying on a fixed threshold can hide deployment
risk because recall may remain high in benchmark conditions but decline sharply when
alert-budget limits are imposed. Therefore, practical phishing detection should combine
prevalence monitoring, alert-budget calibration, analyst-capacity planning, and periodic
threshold review.

Finally, phishing detection systems should include ongoing monitoring. Because
phishing tactics evolve and organizational email distributions change, models should be
regularly tested for performance drift, alert-volume changes, and artifact sensitivity. This
is especially important for systems deployed across multiple organizations or changing
threat environments.

5.4. Methodological Implications

This study also has methodological implications for future phishing detection research.
First, cross-dataset evaluation should become a standard part of phishing model

assessment. Random train–test splits can overestimate robustness when training and test
samples share the same corpus artifacts. Researchers should therefore report single-corpus
transfer and leave-one-corpus-out pooled-training results alongside conventional pooled
baseline results.

Second, prevalence-shift simulation should be incorporated into phishing evalua-
tion. Rather than testing if benchmark class distributions reflect deployment conditions,
researchers should resample test environments at different phishing prevalence levels.
This allows models to be evaluated under low-prevalence, moderate-prevalence, and
high-threat settings.

Third, thresholding strategy should be explicitly reported. A fixed probability thresh-
old may not reflect real deployment, where organizations often operate under alert budgets.
Reporting both fixed-threshold and alert-budget results provides a more realistic picture of
model behavior.

Fourth, artifact analysis should be treated as part of model validation. Dataset-
identification experiments are useful because they reveal whether corpus identity is learn-
able. If a model can easily predict the source dataset, then phishing classifiers trained
on those corpora may also learn source-specific shortcuts. Top-feature analysis, artifact-
removal ablation, and targeted masking can then help identify whether those shortcuts
affect classification.

Fifth, the study shows the value of using interpretable baseline models. Logistic
Regression and Linear SVC with TF-IDF are simple compared with deep learning models,
but they allow direct inspection of feature weights. This makes them useful for identifying
spurious features, corpus markers, and artifact reliance. Although transformer-based
models such as BERT, RoBERTa, and DistilBERT are increasingly used in text classification
and may capture richer semantic and contextual features, they were not the primary focus
of this study. The aim of the present analysis was to examine cross-corpus robustness,
feature-level artifact reliance, and masking sensitivity using interpretable models. TF-IDF-
based Logistic Regression and Linear SVC allow direct inspection of high-weight tokens,
corpus markers, URL/domain terms, date patterns, and other artifact-like cues, which
was essential for testing H4. Transformer-based phishing detection remains an important
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extension, but it should be evaluated under the same cross-corpus, prevalence-shift, and
artifact-sensitivity framework rather than only through standard benchmark accuracy.

Sixth, from a security perspective, dataset artifacts matter because they may create
attacker-editable shortcuts. If a phishing detector relies strongly on corpus markers, for-
matting patterns, URL/domain tokens, or other surface-level cues, then changes to those
cues may reduce model confidence even when the malicious intent remains unchanged.
This does not prove a fully realistic attack, but it shows why artifact-sensitive models
require adversarial robustness testing, including black-box rewriting, semantic-preserving
paraphrasing, URL obfuscation, and adaptive retraining under changing phishing tactics.

5.5. Limitations

Despite its contributions, this study has several limitations.
First, the study relies on secondary public phishing email datasets. Although these

datasets are useful for controlled cross-corpus evaluation, they may not fully represent
current organizational email traffic, modern phishing campaigns, or AI-generated phishing
attacks. Therefore, the findings may not capture all real-world deployment conditions.

Second, the study focuses on email phishing detection only. Phishing attacks may
involve multiple stages, including email lures, malicious webpages, credential-harvesting
forms, and user behavior. Therefore, the findings should not be generalized automatically to
webpage phishing, SMS phishing, social media phishing, or multi-modal phishing systems.

Third, the study uses TF-IDF-based Logistic Regression and Linear SVC models. These
models are interpretable and suitable for analyzing feature reliance, but they do not capture
the full semantic depth of transformer-based language models. More advanced models
may behave differently under cross-dataset transfer, prevalence shift, and artifact masking.

Fourth, the prevalence simulations are controlled experimental approximations. They
are useful for isolating the effect of training and deployment prevalence mismatch, but they
may not fully reproduce real organizational email streams, where phishing campaigns vary
over time and attacker behavior changes dynamically.

Fifth, artifact masking experiments identify model sensitivity to learned textual
features, but they do not prove that real attackers can easily exploit those features in
practice. The results support a plausible vulnerability pathway, especially through tar-
geted feature masking, but stronger adaptive adversarial testing is needed to demonstrate
real-world evasion.

Sixth, high dataset-identification accuracy shows that corpus identity is highly learn-
able, but it does not alone prove that artifacts cause poor cross-dataset generalization. There-
fore, the artifact findings are interpreted as evidence that source-specific artifacts contribute
to model instability, rather than as proof that they are the sole cause of poor performance.

Seventh, the phishing-only corpora, such as Nazario and Nigerian_Fraud, could not be
used as held-out binary test corpora because they lack legitimate emails. They were useful
as phishing-positive training sources, but they could not support full binary evaluation
metrics such as false-positive rate, specificity, balanced accuracy, and MCC.

5.6. Future Research Directions

Future research can extend this study in several ways.
First, future studies should test cross-dataset phishing detection using newer and more

diverse real-world email streams. This would help evaluate whether the failure modes
identified in this study hold under more-current threat conditions, including AI-generated
phishing and targeted business email compromise.

Second, future work should include temporal evaluation. Instead of using only
random or source-based splits, researchers can use time-based splits, rolling-window
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validation, and concept-drift analysis. This would show how phishing models perform as
attacker tactics, language patterns, and organizational communication styles evolve.

Third, future research should evaluate transformer-based and large language model-
based phishing detectors under the same failure-mode framework. Models such as BERT,
RoBERTa, DistilBERT, and domain-specific language models may capture richer semantic
cues, but they may still be vulnerable to dataset artifacts, prevalence mismatch, and cross-
corpus instability.

Fourth, future work should develop stronger adversarial evaluation methods. The
present study showed that generic surface transformations did not cause major evasion,
while targeted feature masking had stronger effects. Future studies can test adaptive
rewriting, semantic-preserving paraphrasing, benign-style insertion, header manipulation,
and attacker-controlled formatting changes under controlled ethical conditions.

Fifth, future studies should investigate calibration more deeply. This study examined
calibration mainly in the context of Logistic Regression under training prevalence manipu-
lation. Future work can apply calibration methods such as Platt scaling, isotonic regression,
temperature scaling, or prevalence-adjusted thresholding to determine whether calibration
reduces deployment failure.

Sixth, future research should explore hybrid defense strategies. These may include
pooled multi-corpus training, artifact-reduced preprocessing, prevalence-aware threshold
selection, calibrated probability outputs, and ensemble models that combine text, metadata,
URL, and behavioral features.

Seventh, future work should also examine how phishing detection models can remain
robust over time. Because phishing language, URLs, sender patterns, and attack templates
change continuously, deployed models should be monitored for performance drift and
periodically retrained using recent phishing and legitimate emails. Such adaptive retraining
should include rolling validation sets, prevalence-aware threshold recalibration, false-
positive and false-negative monitoring, and repeated artifact checks to ensure that updated
models learn generalizable phishing behavior rather than new source-specific shortcuts.

Finally, future research should develop standard evaluation protocols for cross-dataset
phishing detection. Such protocols should include pooled baseline testing, single-corpus
transfer, leave-one-corpus-out testing, prevalence-shift simulation, alert-budget evaluation,
artifact analysis, and adversarial robustness testing. This would make phishing detection
research more comparable, more deployment-aware, and less dependent on optimistic
benchmark results.

5.7. Overall Discussion Summary

Overall, this study shows that phishing detection models fail in more complex ways
than conventional benchmark evaluation suggests. Pooled multi-corpus training improves
robustness, but it does not remove all deployment risks. Prevalence mismatch creates asym-
metric failure modes: high-prevalence training fails under low-prevalence alert-budget
constraints, while low-prevalence training produces conservative under-detection in high-
threat environments. Dataset artifacts also shape model decisions, creating spurious corre-
lations that can inflate benchmark performance and weaken cross-dataset generalization.

The main implication is that phishing detection should be evaluated as a deployment
problem, not only as a classification problem. Robust models must generalize across
corpora, remain reliable under changing prevalence, and avoid reliance on dataset-specific
artifacts. Therefore, future phishing detection systems should be designed and validated
using cross-corpus, prevalence-aware, and artifact-resistant evaluation frameworks.
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