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Abstract: The issue of air pollution has recently come to light due to rapid urbanization and popula-
tion growth globally. Due to its impact on human health, such as causing lung and heart diseases,
air quality monitoring is one of the main concerns. Improved air pollution forecasting techniques
and systems are needed to minimize the human health impact. Systems that fall under the Internet
of Things (IoT) topology have been developed to assess and track numerous air quality metrics.
This paper presents a review of IoT systems for air quality measurements, where the emphasis is
placed on systems with LTE/4G and LoRa communication capabilities. Firstly, an overview of the IoT
monitoring system is provided with recent technologies in the market. A critical review is provided
of IoT systems regarding air quality using LTE/4G and LoRa communications systems. Lastly, this
paper presents a market analysis of commercial IoT devices in terms of the costs, availability of the
device, particulate matter each device can measure, etc. A comparative study of these devices is also
presented on LTE/4G and possibly LoRa communications systems.
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1. Introduction

According to the World Health Organization (WHO), ambient air pollution refers to
the presence of air pollutants originating from various sources, such as residential buildings,
commercial establishments, and vehicular emissions. The aforementioned air pollutants
include both gaseous air pollutants and particulate matter (PM) [1]. The emission of fine
PM resulting from the combustion of fossil fuels in residential, commercial, industrial,
and transportation sectors has been found to have adverse effects on human health [2],
especially in low- and middle-income countries [3]. People’s physical health and mental
well-being are dramatically impacted by air pollution, and prolonged exposure raises the
risk of cardiovascular and respiratory conditions [4]. Furthermore, based on projections
provided by the WHO, it is estimated that approximately 4.2 million individuals are
expected to die annually due to the adverse effects of air pollution [1].
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In addition to having detrimental impacts on human health, by declining air quality,
and increasing airborne PM, air pollution can also produce major environmental issues,
including reduced visibility, disrupted and irregular rainfall patterns, acid rain, global
warming, and other phenomena related to climate change.

Therefore, air pollution and its consequences are of particular concern in urban areas
characterized by high population densities. Airborne particles can be categorized into three
distinct groups: The first category consists of particles that are inhalable, with a size of
100 mm or smaller. These particles have the potential to enter the respiratory system by
inhalation through either the oral or nasal cavity during regular breathing. The second
type consists of particles measuring 10 mm or less. Regular inhalation might result in
their entry into the respiratory system [5]. Lastly, the third PM category includes the
smallest inhalable ones, sized 2.5 microns or less. During the process of normal respiration,
gaseous substances have the ability to reach the pulmonary system and, subsequently, the
bloodstream through diverse mechanisms of gas exchange.

Since people are more likely to be exposed to air pollution during increased traffic, it
is important to understand human behavior [6]. Governments can thus obtain pertinent
information to suggest new transportation regulations or alternatives that are tailored to
the unique features of each community.

The Internet of Things (IoT) has the potential to replace the large government-managed
infrastructure, consisting of stationary and expensive monitoring stations, with affordable,
portable monitoring equipment, changing the way air pollution is monitored [7]. The
development of low-cost air pollution sensing technology has sparked the interest of
numerous researchers, who are now working on air monitoring system research based
on the IoT. The IoT [8] refers to a network of physical devices, vehicles, appliances, and
other objects embedded with sensors, software, and network connectivity that allows
them to collect and share data. The realization of real-time management, tracking services,
information exchange, and item identification is the last step. With minimum assistance
from humans, these IoT-enabled physical devices may collaborate and interact, offering
customers services that are insightful, comprehensive, and quick to respond [9].

Figure 1 shows the IoT architecture divided into three layers: perception, network, and
application layers. The primary purpose of the sensors, read/write devices, cameras, GPS,
and other sensor nodes and gateways that make up the perception layer is to recognize,
gather, and communicate information. The network layer includes a range of technologies
and systems, such as the Internet, wireless communication networks, mobile air networks
(3G/4G/5G), private networks, network management systems, and cloud computing
platforms. The key objective of this layer is to effectively communicate a wide range of data
and information that has been gathered by the perception layer in real time [10]. Different
network layer protocols in relation to air quality measurements in the IoT are presented in
the next sections. In accordance with users’ actual needs, the application layer offers an
efficient information interaction system for the IoT and users [11].

Figure 2 shows a framework for the Construction site PM Monitoring System (CPMS)
development [12]. A portable, compact particulate matter (PM) monitoring device designed
for use on building sites was created as a result of the study. Together with temperature,
humidity, and CO2 sensors, a cheap PM sensor helped to minimize the device’s weight
and size. It was intended to be installed using a cradle on walls or floors or put on typical
site posts. The power system’s USB connector, which could run on batteries or be plugged
in, provided versatility. The study assessed the IoT network’s communication strategies
at building sites. Although the range of WiFi and Zigbee was sufficient, obstructions
from site structures and equipment caused problems for them. WiFi was chosen for short-
distance communication, especially in interior environments, and RS485 was chosen for
long-distance communication because of its dependability in overcoming hurdles. This
combination made sure that data were transmitted across the site efficiently. With field
workers exposed to PMs and in charge of site emissions management, the study created
a web-based PM monitoring program for construction sites. All sensor sites may be
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monitored in real time thanks to the software, which also offers data plots, exports and
saves data, and sends SMS notifications for high-concentration occurrences. Users of
the system can also monitor trends in environmental data and promptly address certain
problems. In the future, the software can be upgraded to incorporate an index-based
method for intuitive health risk evaluations, but for now, it uses the concentration display
method for quantitative PM management.

Figure 1. Architecture of IoT with three layers (adapted from [10,11]).

Figure 2. Framework for the Construction site PM Monitoring System (CPMS) development (adapted
from [12]).

In relation to the IoT architecture, this paper presents a comprehensive narrative
overview of the IoT systems for air quality measurements. A review of the perception layer
and the sensor nodes for various IoT systems is presented, followed by the study of the
network layers: 4G/LTE and long-range (LoRa) communication systems. Lastly, a market
analysis based on the application layer and different IoT devices is provided.
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2. IoT Systems Based on LTE/4G for Air Quality Measurements

Figure 3 shows real-time, large-scale air quality monitoring for metropolitan areas,
integrating thousands or millions of sensors. This approach combines devices with varying
precision, from expensive reference stations to low-cost sensors in vehicles or carried by
pedestrians, to ensure dense coverage. Accurate and reliable data are essential, especially
in high-population areas, where pollution impacts health the most. To maintain data
quality, periodic re-calibration of sensors is required. Given the scale, manual calibration is
impractical, so we propose opportunistic calibration, using mobile sensors (e.g., in taxis)
that pass by reference stations to update nearby sensors.

Figure 3. Massive-scale air quality monitoring system with opportunistic sensor calibration. Green
lines represent calibration links between reference and mid-cost sensors, while blue lines indicate
calibration links between low-cost sensors [13].

IoT systems based on LTE/4G for air quality measurements leverage the capabilities
of LTE/4G communication technology to collect and transmit air quality data in real
time. These systems typically consist of various components, including air quality sensors,
LTE/4G-enabled IoT devices, communication networks, cloud platforms, and data analytics
tools. Below is an overview of the key components and functionalities of IoT systems based
on LTE/4G for air quality measurements.

2.1. Overview of LTE/4G Communication for Air Quality Monitoring

IoT systems based on LTE/4G technology for the purpose of air quality measurements
provide a robust and flexible solution for the continuous monitoring of air quality in real
time. These systems are of utmost importance in the field of environmental management
as they facilitate evidence-based decision-making and the adoption of efficient measures to
enhance air quality and encourage sustainable practices.

High-quality air quality sensors are deployed to measure various pollutants, such as
PM, nitrogen dioxide (NO2), ozone (O3), carbon monoxide (CO), sulfur dioxide (SO2), and
volatile organic compounds (VOCs) [14]. These sensors may be integrated into standalone
devices or integrated into existing infrastructure, such as lamp posts or buildings, to
create a sensor network. IoT devices equipped with LTE/4G communication modules are
responsible for collecting data and transmitting it to the central monitoring platform [15].

These devices may also incorporate microcontrollers for data processing and handling
communication protocols. LTE/4G cellular networks act as the communication backbone
for transmitting air quality data from IoT devices to the cloud platform [16]. The wide
coverage and high data throughput of LTE/4G networks ensure seamless data transmission
even over large geographical areas.

IoT devices with LTE/4G connectivity enable real-time data transmission, allowing
for air quality measurements to be continuously sent to the cloud [16]. Real-time data
are crucial for a timely response to pollution events and for providing up-to-date infor-
mation to relevant stakeholders. A cloud-based central monitoring platform receives and
processes the data transmitted by the IoT devices. This platform typically includes a
database for storing the collected data and various analytics tools for data processing and
visualization [17,18].
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The central monitoring platform employs data analytics techniques to process and
analyze the air quality data collected from multiple sensors. Visualization tools are used to
present the data in a user-friendly format, such as interactive maps or graphs, to aid in data
interpretation and decision-making [19,20]. Mobile applications [17,18] or web-based dash-
boards may be provided to users, enabling them to access real-time air quality information
and receive alerts or notifications based on predefined thresholds. To ensure the security
and privacy of sensitive air quality data, encryption and authentication mechanisms are
implemented for data transmission and storage. Elliptic Curve Cryptography (ECC) and
the Advanced Encryption Standard (AES) are two popular security techniques used in
Internet of Things (IoT) systems that strike a compromise between security and resource
limitations in IoT devices [21,22]. In addition, bidirectional authentication techniques are
used in gas sensor networks (MDPI) to stop data breaches and unwanted access, such as
sensor-based Physical Unclonable Functions (PUFs) [23,24].

2.2. Case Studies of IoT Deployments Using LTE/4G in Urban Environments

Figure 4 presents an overview of cloud variants and their reach/scale, with a scenario
for e-health applications overlaid on the fog IoT architecture. Unlike typical cloud-based
IoT systems, which are service-centric, the fog IoT architecture is user-centric. In this
system, users control the granularity of services and data access, along with the monetary
and energy costs. While this approach increases processing and power at the edge, it offers
advantages in privacy, mobility control, and elastic offloading, allowing users to manage
data access effectively. A Real Ad hoc Multi-hop Peer-to-Peer Wireless IoT Application
(RAMP-WIA) presents a novel solution that facilitates the development, deployment,
and management of applications in sparse smart city environments, characterized by
users willing to collaborate by allowing for new applications to be deployed on their
smartphones to remotely monitor and control fixed/mobile devices [25]. An extensive LTE
measurement campaign in Dublin, Ireland, used a custom performance measurement tool
to derive a model of the characteristics of link layer RTT and bandwidth versus a link signal
strength [26].

Figure 4. The relationships between cloud variations and a user-centric fog Internet of Things
architecture [27].

The work proposed in [28] aimed to correlate and expand the standard IoT systems
from personal to wide areas, thus improving performance in terms of providing fast data
processing and distant connectivity for IoT data access and showing the relatively close
performance of 5G IoT and LTE IoT systems. A novel architecture of a smart city that
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incorporates IoT, AI, and distributed cloud computing technologies has been described in
the literature, with the smart city having its own independent self-management system for
managing almost everything related to the needs of the inhabitants’ daily life [29].

MARGOT is a platform for distributed edge computing, implemented to enable the
secure and domain-specific exploration of Internet of Things (IoT) resources in smart cities.
It supports domain-aware and secure discovery of IoT resources and can effectively reduce
discovery latency and bandwidth consumption under the considered use cases and network
conditions [30].

2.3. Advantages of LTE/4G in Real-Time Data Transmission and High Data Throughput

LTE/4G communication technology offers several significant advantages in real-time
data transmission and high data throughput, making it well suited for applications that
require timely and continuous data updates.

There is, indeed, a need for a communication protocol that provides lower latency and
enhanced flexibility for the remote management of nodes in order to enhance the modularity
of the nodes. The MQTT protocol has been empirically shown to exhibit a latency reduction
of 90 times compared to other protocols, including the HTTP protocol, in the context of
experimental evaluations conducted on 3G networks [31]. LTE has inherent advantages in
vehicle-to-infrastructure (V2I) communications due to its high data rate, high penetration
rate, extensive QoS support, and wide coverage [32]. Air quality monitoring systems
generate substantial amounts of data, especially when multiple sensors are deployed across
different locations. The high data throughput of LTE/4G ensures that these data can be
transmitted efficiently without significant delays.

Using an onboard WiFi network connected to numerous 3G and 4G networks placed
outside on the devices and aggregating their cumulative capacity at the IP protocol level is
one way to solve the continuous activity problem [33]. IoT devices equipped with LTE/4G
modules can maintain a persistent connection to the network, ensuring uninterrupted data
transmission. This continuous connectivity is crucial for applications that require constant
monitoring and real-time data updates. With real-time data transmission capabilities,
air quality measurements are available in real time or with minimal delay. This enables
stakeholders, such as environmental agencies, policymakers, and the general public, to
make informed decisions promptly. For instance, in case of sudden pollution spikes or
hazardous conditions, immediate actions can be taken to mitigate the impact [34].

LTE/4G networks are designed to be highly reliable, reducing the likelihood of data
transmission failures or disruptions. This reliability is essential for critical applications
like air quality monitoring, where the accuracy and availability of data are paramount [34].
LTE/4G networks are well suited for mobile applications. IoT devices equipped with
LTE/4G connectivity can move freely within the network coverage area while maintaining
data connectivity. This mobility support is valuable for monitoring air quality in moving
vehicles [32], drones, or other mobile platforms.

LTE/4G networks are designed to handle a large number of connected devices simul-
taneously. As the number of air quality sensors and monitoring devices increases, LTE/4G
networks can easily scale to accommodate the growing data traffic without compromising
performance [35,36]. LTE/4G is a well established and widely adopted communication
technology. It is expected to remain relevant and supported for the foreseeable future,
making it a reliable choice for long-term IoT deployments in air quality monitoring [36].
LTE/4G networks are already well established in many regions, and the infrastructure is
readily available. This makes it easier and more cost-effective to integrate LTE/4G-based
IoT devices into existing communication networks for air quality monitoring [35,36].

Overall, the advantages of LTE/4G in real-time data transmission and high data
throughput make it a compelling choice for IoT-based air quality monitoring systems.
Its ability to deliver data quickly and reliably facilitates more effective environmental
management and a timely response to air pollution events, contributing to improved air
quality and public health.
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2.4. Challenges Related to Power Consumption and Cost Considerations

IoT-based LTE/4G technology for the purpose of air quality monitoring can provide a
multitude of benefits. However, these systems also encounter distinct challenges pertaining
to power consumption and cost considerations. These problems have the potential to
significantly affect the practicality and adaptability of these systems.

Continuous connectivity and data transmission frequency are two crucial factors that
significantly impact the power consumption of LTE/4G-enabled IoT devices. In order to
maintain real-time data transmission, LTE/4G-enabled IoT devices necessitate a constant
connection to the cellular network, hence ensuring continuous connectivity. Maintaining
uninterrupted connectivity might result in increased power usage, hence depleting the
device’s battery at an accelerated rate. The power consumption is increased when there
is a higher frequency of data transfer to the central monitoring platform [32,33]. For
applications that demand real-time monitoring and frequent data updates, the power usage
of IoT devices can be challenging to address in battery-powered designs.

The limited battery life of IoT devices poses a challenge for long-term deployments in
remote or inaccessible areas. Frequent battery replacements can be costly and logistically
challenging, especially in large-scale sensor networks [37]. LTE/4G communication relies
on cellular data plans, and the costs associated with data usage can become a significant
factor, especially in large-scale IoT deployments. For extensive sensor networks, the
cumulative data usage expenses may be substantial [38].

Implementing LTE/4G-based IoT systems requires an initial investment in cellular
network infrastructure. This includes setting up base stations and ensuring sufficient
network coverage across the desired deployment area, which can be costly [38]. IoT devices
with LTE/4G connectivity typically come with higher costs compared to devices using
other communication technologies, like LoRa or Narrowband IoT (NB-IoT). These higher
hardware costs can impact the overall budget of the air quality monitoring project [38].

3. IoT Systems Based on LoRa for Air Quality Measurements

IoT systems based on LoRa for air quality measurements leverage the capabilities of
this low-power, wide-area networking (LPWAN) technology to enable long-range com-
munication and low energy consumption. These systems are well suited for applications
where extensive coverage, extended battery life, and cost-effectiveness are crucial.

3.1. Overview of LoRa Communication Technology for Air Quality Monitoring

LoRa technology provides long-range communication, enabling air quality data to be
transmitted over several kilometers in urban, suburban, or rural environments without the
need for additional infrastructure. This long-range capability is beneficial for air quality
monitoring systems deployed over large geographic areas, such as smart cities or industrial
zones [39,40]. One of the key advantages of LoRa is its low-power operation, which allows
for air quality sensors and IoT devices to operate on battery power for extended periods.
The low energy consumption of LoRa devices significantly extends the battery life of the
sensors, often lasting for several years before requiring battery replacements [41].

LoRa operates at low data rates ranging from 0.3 kbit/s to 5.5 kbit/s, which is suitable
for applications that require periodic transmission of small amounts of data, such as air
quality sensor readings [42]. Air quality data are typically collected at regular intervals, and
the low data rates of LoRa are sufficient for transmitting essential data points [43]. LoRa
networks can support a large number of devices, making it a scalable solution for extensive
air quality monitoring networks. The reduced infrastructure requirements and lower data
transmission costs contribute to the cost-effectiveness of LoRa-based IoT systems [44,45].

Setting up a LoRa-based network is relatively straightforward, requiring minimal
infrastructure and a few gateways to cover vast areas. LoRa’s simplicity in network setup
facilitates quicker deployment and reduces overall project costs [46]. LoRa-based IoT
systems often employ data aggregation techniques to optimize energy consumption and



IoT 2024, 5 718

reduce data transmission. Sensor data from multiple nodes can be aggregated before
transmission, reducing the number of data packets sent over the network [43].

This capability is particularly valuable for air quality monitoring in hard-to-reach
or remote locations. LoRa technology easily integrates with other components of the IoT
ecosystem, including cloud platforms, data analytics tools, and mobile applications [47],
allowing for seamless data processing, analysis, and presentation of air quality data [48].

Overall, LoRa communication technology offers an efficient and cost-effective solu-
tion for air quality monitoring applications. LoRa uses license-free sub-Gigahertz radio
frequency bands, like 169 MHz, 433 MHz, 868 MHz (Europe), and 915 MHz [49]. Its
long-range communication, low-power operation, and simple network setup make it an at-
tractive choice for various air quality monitoring projects, contributing to more sustainable
environmental practices and improved public health.

3.2. Case Studies of Successful LoRa-Based IoT Deployments in Remote and
Wide-Area Applications

A LoRa-based Smart Home (SH) system has been described for remote monitoring and
maintenance of IoT sensors and devices using the artificial intelligence (AI) concept with
an AI-based data flow system for an IoT server and cloud [50]. The i-car system consists of
a remote diagnostic system, a LoRa gateway, and a cloud platform that can actively give
necessary assistance to vehicle maintenance plants for needing vehicles to achieve driving
safety [51].

A system architecture with integrated AI that combines edge and fog computing,
LPWAN technology, IoT, and deep learning algorithms to perform health monitoring tasks
has also been described, demonstrating the feasibility and effectiveness via a use case of
fall detection using recurrent neural networks [52]. A wearable LoRa-based system for
remote safety monitoring of people performing activities in remote areas with no network
coverage and that is supposed to detect possible heart problems and/or a “man-down”
situation is another possible application [53].

The suggested modular constructed smart system utilized considerably less electricity
while providing excellent remote monitoring and management of home appliances, and
an appropriate parameter setting is required to cover vast urban areas while keeping the
airtime low enough to keep packet losses at acceptable levels [54]. The key outcome of
these investigations is the cost trade-off analysis between battery replacement and damage
penalty along different sensing intervals, which demonstrates a linear increase in the
aggregate cost up to GBP1500 in the case of a 5 min sensing interval in the plain (nonenergy-
harvesting) industrial environment, while it tends to decrease after a certain interval up to
five times lower in EH scenarios [55].

3.3. Advantages of LoRa in Long-Range Communication and Low Power Consumption

LoRa communication technology offers distinct advantages in long-range commu-
nication and low power consumption, making it a preferred choice for IoT applications,
including air quality monitoring.

LoRa provides exceptional long-range communication capabilities, allowing for data
transmission over several kilometers in non-line-of-sight (NLoS) environments. This
extended communication range is ideal for air quality monitoring systems that require
coverage over large geographic areas, such as smart cities, rural regions, or industrial
complexes [39,40]. LoRa signals can penetrate buildings and obstacles effectively, ensuring
data transmission in challenging urban environments or dense industrial settings. The
ability to provide wide coverage even in harsh environments makes LoRa suitable for air
quality monitoring in various applications and locations [39,40].

A standout advantage of LoRa is its ultra-low power consumption of 20 mW. LoRa-
enabled sensors and IoT devices can operate on battery power for extended periods, often
lasting several years. The low power requirements minimize the need for frequent battery
replacements, reducing maintenance costs and ensuring uninterrupted data collection in
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remote or difficult-to-access areas [41]. LoRa employs energy-efficient modulation tech-
niques, such as the Chirp Spread Spectrum (CSS), which enable long-range communication
with minimal power consumption. The low duty cycles and adaptive data rate capabilities
of LoRa ensure that devices transmit data only when necessary, conserving energy and
prolonging battery life [41].

LoRa’s long-range communication eliminates the need for extensive infrastructure
and gateways, resulting in lower deployment and operational costs, especially in remote
areas. Reduced infrastructure requirements and extended battery life contribute to overall
cost savings in LoRa-based air quality monitoring systems [45]. LoRa networks can accom-
modate a large number of devices, making them highly scalable for extensive air quality
monitoring deployments. The ability to handle numerous sensors and devices efficiently
supports the growth and expansion of air quality monitoring networks as needed [44].

Minimal infrastructure and few gateways are required to cover vast areas, simplifying
deployment logistics [44]. LoRa has gained widespread adoption, leading to the develop-
ment of a robust ecosystem with a variety of LoRa-enabled devices, sensors, and gateways
available from multiple vendors. This ecosystem support ensures interoperability and a
diverse range of options for air quality monitoring solutions [44].

The combination of long-range communication and low power consumption makes
LoRa an excellent choice for air quality monitoring systems, especially in scenarios where
extensive coverage, low maintenance, and cost-effectiveness are critical considerations.
These advantages enable the efficient collection and transmission of air quality data, con-
tributing to improved environmental management and sustainable practices.

3.4. Limitations Concerning Data Rate and Latency for Real-Time Applications

While IoT systems for air quality based on LoRa offer several advantages, they do
have limitations concerning the data rate and latency, particularly for real-time applications.
As shown in Table 1, the comparison between LTE/4G and LoRaWAN highlights critical
trade-offs in data rate and latency, which impact real-time air quality monitoring. These lim-
itations arise due to the trade-offs made to achieve low-power, long-range communication.
The following paragraphs present key limitations of LoRa communication.

LoRa operates at low data rates [43] to achieve its long-range communication capabili-
ties and low power consumption. This limitation means that the amount of data that can
be transmitted in a given time is relatively small compared to high-speed communication
technologies, like LTE/4G. For real-time applications that require frequent and large data
updates, the low data rates of LoRa may not be sufficient to deliver data in real-time or
with low latency. LoRa’s low data rates also influence the frequency at which data can
be transmitted.

LoRa networks inherently introduce latency due to the low data rates and the use
of spread spectrum modulation techniques. Latency refers to the delay between the time
data are sent by the sensor and the time they are received and processed at the central
monitoring platform. The latency in LoRa-based systems can be noticeable and may not
meet the stringent real-time requirements of certain air quality monitoring applications.

For certain air quality monitoring applications, real-time [32] data are critical for timely
decision-making and immediate responses to pollution events. LoRa’s inherent limitations
in data rate and latency may hinder the ability to provide up-to-the-minute information for
time-sensitive actions. In burst traffic scenarios [48] where multiple sensors simultaneously
send data to the central monitoring platform, LoRa networks might face congestion, leading
to increased latency and reduced data throughput.

To optimize battery life and reduce data transmission [43], LoRa-based systems may
employ data aggregation techniques. Aggregating data over time intervals can lead to
data being sent in batches rather than continuously, affecting real-time data availability.
As the number of LoRa devices in a network [46] increases, the available bandwidth must
be shared among more devices, potentially impacting the overall data rate and increasing
latency in congested areas.
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Table 1. Comparison between LTE and Lora systems.

Feature LTE/4G LoRaWAN

Technology type Cellular Low-power area network (LPWAN)

Throughput High (up to 100 Mbps) Low (0.3 kbps to 50 kbps)

Bandwidth Urban: up to 30 km Urban: 2–5 km
Rural: up to 100 km Rural: 15 km or more

Frequency spectrum Licensed (700 MHz to 2.6 GHz) Unlicensed (e.g., 868 MHz in EU,
915,868 MHz in US)

Power consumption Moderate to high Low

Latency Low (30–100 ms) High (1–10 s)

Connection density High (thousands of devices per km2)
Moderate to High (thousands to millions

per km2)

Cost Moderate to high (subscription based) Low (subscription based)

Security Strong (encryption, authentification) Strong (end-to-end encryption)

Applications Mobile internet, video streaming, voice
calls, etc.

IoT devices, smart agriculture, asset
tracking, etc.

Deployment Extensive global infrastructure Can be privately deployed

Quality of service (QoS) High (guaranteed through SLAs) Variable (depends on network
congestion)

Scalability Highly scalable Scalable but may require careful planning

Interference resistance Managed through licensed spectrum
between cells

Susceptible to interference in unlicensed
bands

Mobility support Low to moderate Low to moderate

Mitigating these limitations involves careful consideration of the specific requirements
of the air quality monitoring application. For applications that demand real-time data
updates, LoRa may be better suited for less critical data transmission or where data fre-
quency can be optimized based on the environmental context. In scenarios where low
power consumption and wide coverage are prioritized over real-time requirements, LoRa
remains a strong candidate for effective air quality monitoring solutions. Additionally, a
hybrid approach that combines LoRa with other communication technologies, like LTE/4G,
may be employed to achieve a balance between long-range coverage and real-time data
updates when both aspects are essential.

4. Comparative Analysis
4.1. Evaluation of Performance Metrics Between LTE/4G and LoRaWAN

Comparing IoT communication technologies such as LTE/4G and LoRaWAN in terms
of evaluation of performance metrics offers insights into their distinct advantages and
disadvantages for various IoT applications, including air quality monitoring. Table 1
presents a comparison of these communication technologies for IoT systems based on air
quality monitoring applications.

4.2. Comparison of IoT Commercial Devices and Monitoring Systems

The functionality, costs, and market availability of the IoT for air quality systems
offered on the market must be examined, given the expansion of the Internet of Things (IoT)
sector [56]. Table 2 provides an overview of measurement capabilities, communication
options, and power sources for various sensors used in commercial air quality monitor-
ing systems. The following section reviews various sensors, focusing on functionality,
communication options, and costs. Table 3 outlines the pricing and data plan costs associ-



IoT 2024, 5 721

ated with these sensors, illustrating significant cost variations that affect accessibility for
large-scale deployments.

Table 2. Comparison of different sensors in terms of air quality measurements, communication
options, and power input options.

Name of Sensor Air Quality Measurements Communication Options Power Input Option

SACAQM AI_r sensor node
PM1.0, PM2.5, PM10,

temperature, geolocation,
relative humidity

4G Power bank

AirBeam3
PM1, PM2.5, PM10,

temperature, relative
humidity

BLE, WiFi, cellular 4G 3350 mAh 3.7 V rechargeable
lithium battery

AQMesh monitoring system

PM1, PM2.5, PM10, TPC, TSP
(up to 30 microns), NO, NO2,

O3, CO, SO2, H2S, TVOC,
CO2, relative humidity, pod
temperature, atmospheric

pressure, wind speed,
direction

Cellular 3G/4G, NB-IoT Solar/battery (variable)

PM Monitor—iMonPM
TSP, PM1.0, PM2.5, PM10,

temperature, relative
humidity

WiFi, cellular 3G/4G, LoRa,
Zigbee, LTE-M

IP67 power supply (5VDC
and 12VDC) 2 A max

Ecomesure—Ecomsmart

PM1, PM2.5, PM4, PM10, TSP,
O3, NO, NO2, SO2, H2S, NH3,

HCl, Cl2, CH2O, air
temperature, air pressure,

relative humidity

WiFi, cellular 3G/4G, LoRa,
Zigbee, LTE-M

100–260 VAC (standard),
12 VDC regulated

Aeroqual Dust Sentry pro PM1.0, PM2.5, PM10, TSP
WiFi, Ethernet (LAN),
optional cellular IP 3G
HSPA/4G LTE modem

100–260 VAC (standard),
12 VDC regulated

Oizom Dustroid Monitor PM1, PM2.5, PM10, PM100,
temperature, humidity

LTE 3G/4G, GSM, GPRS,
WiFi, LoRa, NBIoT, Ethernet,

Modbus

External 110–230 V AC 50–60
Hz, 40 Watt monocrystal solar

panel

Table 3. Comparison of different sensors in terms of prices in USD.

Name of Sensor Price per Unit (USD) SIM Card Cost Data Plan (MB)

SACAQM AI_r sensor node 100 Local SIM required from
manufacturing location 0.61

AirBeam3 249 25 25

Ecomesure—Ecomsmart 7800 SIM cost not specified Data cost not specified

AQMesh monitoring system 6579.53 SIM card + 3G data plan 256.3

PM Monitor—iMonPM 1995 Local SIM required from
manufacturing location Data cost not specified

Aeroqual Dust Sentry pro 4543.87 Local SIM required from
manufacturing location Data cost not specified

Oizom Dustroid Monitor 17,509.12 35.00 281.91

4.2.1. AirBeam3

This air monitoring device, called AirBeam3, was developed by HabitatMap, a com-
pany in the United States, and it includes an optical sensor (Plantower PMS7003). AirBeam3
is low-cost (USD249) and measures the temperature, relative humidity (RH), and PM con-
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centrations (PM1, PM2.5, and PM10) [57]. The collected data are transmitted over Bluetooth,
WiFi, and cellular 4G, among other data transmission methods. By using the AirCasting
app and web platform or serial data logging using a USB-C connector, the data are logged
and retrieved.

They frequently need to be combined with additional parts, such as GPS modules or
microcontrollers, and an Internet of Things (IoT) platform needs to be set up for data visual-
ization [57]. A monitoring station’s design, component assembly, and tool development are
three separate phases that can take some time. An online platform [58] is already available
through HabitatMap for viewing and downloading AirBeam3 data.

4.2.2. Aeroqual Dust Sentry Pro

Aeroqual Dust Sentry pro has the ability to measure a variety of parameters, such as
particulate matter, gaseous contaminants, and environmental variables [59]. This system
can simultaneously measure PM1, PM2.5, and PM10 along with particle counts and filter
sampling and a temperature range that allows for below-freezing operation (−10 to 50 °C);
the Aeroqual Dust Sentry pro is viewed as the greatest instrumentation option available for
the cost due to its ability [59]. Aeroqual Dust Sentry pro comes at a relatively high price
making it quite expensive for most of the lower- (or unemployed) and mid-class working
populous to acquire. This is also a disadvantage to an extent because most of the regions
with people who require more information on the air quality are usually in the lower- to
mid-earning work. We present a more affordable option of air quality monitoring that is
about 194 times lower than the price of the Aeroqual Dust Sentry proair quality system.
This means it would also be easier for deployment in certain low-income regions.

4.2.3. AQMesh Air Quality Monitoring System

The AQMesh AQM is a multi-sensor system for air quality that can measure a variety
of gases using electrochemical (EC) gas sensors, varying size fractions of particles with
an optical particle counter, temperature, and humidity [60]. A typical small sensor air
quality monitoring system called AQMesh keeps track of up to six different gases, such as
noise levels, wind speed and direction, and particulate matter ((PM with diameter 1 m),
PM2.5, and PM10 size) [61]. Though AQMesh also offers cloud-based data representations
of air quality characteristics, it falls short of the product we propose since AQMesh does
not offer an AI-based modeling system that produces statistically accurate forecasts and
predictions. The integration of AI (PM2.5 GNN) for modeling air quality characteristics in
our product allows for the reading and viewing of a diverse range of information other
than just presenting readings alone. The AI GNN modeling aspect of our product allows
for including predictions and projections of the air quality readings, which is something
AQMesh does not currently offer.

One of its limiting features is that it requires its electrochemical sensors to be replaced
every two years. This can actually be an inconvenience due to the cost of getting replace-
ments as well as the need for technical assistance to complete the process. SACAQM, on
the other hand, does not require this kind of maintenance, which will spare a consumer the
inconvenience and costs of recurring replacements or maintenance.

4.2.4. Ecomesure—Ecomsmart

Ecomsmart—It is a device that can measure a wide range of parameters, including
meteorological variables, air temperature, air pressure, and relative humidity, as well as
concentrations of air pollutants, including PM1, PM2.5, PM4, PM10, TSP, O3, NO, NO2, SO2,
H2S, NH3, HCl, Cl2, and CH2O. Ecomsmart can gather real-time data, wirelessly transmit it
to a sophisticated dedicated web platform, manage it, study it, upload it to smart platforms,
and import it into the software. Ecomsmart is able to provide comprehensive data or
information about air quality in the form of warning alerts for high pollutant detections;
however, it does not incorporate AI to forecast or predict air quality. Ecomsmart would
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only give a user access to present-moment air quality information as opposed to forecasting
long-term air quality characteristics.

4.2.5. PM Monitor—iMonPM

The iMonPM sensor is an air quality monitoring device made by PM Monitor, a
division of GRIMM Aerosol Canada [62]. It provides real-time measurements of mass
concentrations of PM1.0, PM2.5, and PM10, along with environmental variables like tem-
perature and relative humidity, as well as internal temperature and relative humidity
measurements [62]. The PM Monitor dashboard allows you access to and the visualization
of data. Data logging and retrieval: WiFi or cellular (cellular was utilized for the evaluation).
The data are uploaded to the cloud and accessed using the dashboard of PM Monitor [63].

4.2.6. Oizom Dustroid Smart Air Particulate Monitor—Dustroid®

The Oizom Dustroid Smart Air Particulate Monitor, also known as the Dustroid®, is a
continuous air quality monitoring device [64]. It provides precise measurements that may
be used for a variety of tasks, including streamlining the pollution process and spotting
false alarms [65]. The most important ambient air quality metrics, including PM1, PM2.5,
PM10, PM100, carbon monoxide, carbon dioxide, sulfur dioxide, nitrogen dioxide, ozone,
hydrogen sulfide, noise, light, UV, temperature, and humidity, may all be measured by the
Dustroid® [66]. Numerous networking methods, including GSM, GPRS (cellular 3G), WiFi,
LoRa, NBIoT, Ethernet, and Modbus, are supported by the Dustroid® [66].

As mentioned, the Dustroid® offers different sensors designed to monitor specific
types of gases. Each of these sensors detects specific gases, meaning that a consumer or
customer would need to be very selective or specific when it comes to the device they
would like. This also implies that a customer would need to spend more in order to acquire
air quality information since they would have to actually buy more than one device. Our
low-cost IoT sensor suite, on the other hand, is a device that would give a user access to
data about all the mentioned gases and air quality characteristics. This one device is all
you require for a target place of application.

Although Oizom offers several quality AQ services, it is relatively high priced for
the average person or buyer. Oizom charges 4799.17 USD per devicem making it at
least 48 times the cost of our low-cost IoT sensor system. We offer a more cost-effective
device that performs the full function of an air quality sensor system (and more through
our integration of advanced AI for predictions and projections) at a low cost of under
ZAR1781.51 (100 USD).

4.2.7. AIRQO Air Quality Monitoring System

The AirQo monitor is a specially made air quality monitoring system made to adapt
to design space needs: Air quality sensing that is low-cost and high-resolution; portability
and flexible deployment options; flexible power and communication options; and resilience
to regional environmental conditions are the four main design requirements [67]. With an
effective range of 0–500 g/m3, AirQo instruments monitor particulate matter PM2.5 and
PM10 in the air. Along with longitude, latitude, interior and external air temperatures,
relative humidity, and atmospheric pressure, the monitoring system also measures other
parameters required for modeling and analysis. The AirQo device is made to accommodate
a variety of power sources, including motorbike alternators, solar energy, mains electric-
ity, and has the ability to switch between them. The AirQo monitoring system sensors
assess PM2.5 and PM10 particle size and concentration in g/m3 using a laser scattering
technology [67].

5. Comparison of Low-Cost IoT-Based Air Quality Monitoring Systems

The development of inexpensive air quality monitoring systems has accelerated be-
cause of these devices’ accessibility, affordability, and potential for broad application in a
variety of settings. These Internet of Things (IoT)-based devices allow for real-time data
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analysis, monitoring, and decision-making to improve air quality, especially in locations
with limited resources or high risk. This section contrasts two different uses for inexpen-
sive Internet of Things air quality monitoring systems: one was created for monitoring
indoor air quality in buildings housing pigs, while the other was created for a cloud-based
platform that made use of inexpensive sensors.

5.1. Development and Validation of Low-Cost Indoor Air Quality Monitoring System for
Swine Buildings

Since they house a lot of livestock, swine buildings pose a serious threat to interior
air quality because of the buildup of gases, including ammonia (NH3) and carbon dioxide
(CO2), and dust particles. It is essential to maintain air quality to protect worker health and
animal welfare. To solve these problems, a low-cost interior air quality monitoring system
was created especially for swine buildings.

Important metrics including NH3, CO2, temperature, and humidity are intended to
be measured by this device. The system was tested for accuracy and dependability using
inexpensive sensors in agricultural settings, where animal movement, manure management,
and ventilation systems can cause abrupt changes in air quality. Farm operators can
monitor air quality and promptly alter ventilation or other environmental controls thanks
to the system’s continuous data collection and transmission to a local control panel or
mobile device.

This system’s affordability is one of its key benefits; conventional air quality monitor-
ing systems for these kinds of establishments are costly and need specific equipment. This
method lowers installation and maintenance costs dramatically by utilizing inexpensive
sensors and Internet of Things technologies. However, the accuracy of inexpensive sen-
sors may differ from that of more expensive options, necessitating annual calibration to
guarantee long-term dependability.

In terms of development, the system consists of a data collection unit that transmits
the obtained data to a local or cloud-based storage system via wireless communication
technologies (e.g., WiFi, Zigbee, or LoRa). This enables farmers to keep an eye on data in real
time, set up alarms for gas concentrations that could be unsafe, and take preventative action
to lower emissions by modifying operations or improving ventilation. Validation attempts
demonstrated that the inexpensive system outperformed more costly reference devices,
indicating that it is a workable alternative for continuous indoor air quality monitoring in
swine barns.

5.2. Developing a Cloud-Based Air Quality Monitoring Platform Using Low-Cost Sensors

Systems for monitoring air quality that are cloud-based provide a scalable way to
collect, store, and evaluate data from several sources at once. This strategy is especially
helpful in metropolitan settings, where it is important to monitor air quality at a network
of places in order to evaluate pollution patterns and public health hazards and make
data-driven decisions.

In this instance, low-cost sensors were used to assess the temperature, humidity,
CO2 levels, and particulate matter (PM2.5 and PM10) as part of the development of a
cloud-based air quality monitoring platform. The system combines Internet of Things
(IoT) with sensor integration to provide real-time data to a cloud server for processing and
visualization on a user-accessible web dashboard. Users can browse historical data and
real-time air quality indicators and receive notifications when air pollution levels surpass
predefined criteria thanks to the data’s continual updating.

Scalability is one of this platform’s main advantages; it can be set up in multiple
locations to build an extensive network for monitoring air quality. Governments, nonprofits,
and companies looking to offer an affordable yet reliable option for extensive environmental
monitoring will find it suitable. The cloud platform also makes it possible to integrate
machine learning algorithms, perform advanced analytics, and access data remotely in
order to forecast pollution patterns and pinpoint probable causes of deteriorating air quality.
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Like the swine construction system, sensor precision is still a challenge despite its
advantages. To guarantee consistent operation, low-cost sensors—especially those for
particulate matter—may need to be calibrated and maintained on a regular basis. It is also
necessary to take into consideration how environmental elements like temperature and
humidity affect sensor data. The cloud-based system can handle this by updating often
and using error-correcting algorithms.

Additional benefits of using cloud computing include improved data storage, process-
ing capability, and real-time data sharing with many stakeholders, such as the general pub-
lic, urban planners, and environmental organizations. This increases the system’s flexibility
and adaptability to a wider range of air quality monitoring requirements, such as tracking
urban pollution and evaluating the indoor air quality of public spaces, like workplaces.

5.3. Comparison of Indoor Monitoring and Cloud-Based Monitoring Platform Systems

While they serve different contexts and purposes, both low-cost IoT-based air quality
monitoring systems seek to provide affordable, real-time data on air quality. The cloud-
based platform is intended for more extensive environmental monitoring across numerous
locations, while the system for swine barns concentrates on monitoring indoor air quality to
guarantee the health of animals and workers. Table 4 presents a comparison of the features
of these two monitoring systems.

Table 4. Comparison of indoor monitoring and cloud-based monitoring platform systems.

Feature Indoor Monitoring (Swine Buildings) Cloud-Based Monitoring Platform

Main Purpose Ensure air quality in livestock facilities Monitor urban and environmental air
quality

Key Sensors NH3, CO2, temperature, humidity PM2.5, PM10, CO2, temperature,
humidity

Communication Method WiFi, RS485, Zigbee WiFi, LoRa, cellular, Cloud Integration

Data Storage Local storage or cloud Cloud-based data storage and analytics

Scalability Limited to one facility or location Scalable across multiple locations

Accuracy and Maintenance Periodic calibration required for
long-term use

Regular calibration and error-correcting
algorithms

Cost Low-cost sensors, affordable installation
and maintenance

Low-cost sensors but requires investment
in cloud services

Alerts and Notifications Local real-time monitoring and alerts Cloud-based notifications via SMS, email,
or dashboards

User Interface Local displays, mobile devices Web-based dashboard, remote access

6. Conclusions and Future Directions

The respiratory and cardiovascular health of individuals and their overall well-being
can be significantly impacted by many outdoor air pollutants, including PM, sulfur dioxide,
nitrogen oxides, ozone, carbon monoxide, volatile organic compounds, and poly-cyclic
aromatic hydrocarbons. These contaminants have a significant role in the development and
severity of several disorders. A substantial amount of scholarly research suggests a clear
and direct correlation between some air pollutants and both acute communicable diseases
(including viral infections) and chronic non-communicable disorders in humans, resulting
in detrimental effects on the respiratory system. This paper provides a comprehensive
assessment on the integration of LTE/4G technology with LoRaWAN in the context of the
IoT. The main factors of comparison in this evaluation are the specifications pertaining to
power consumption, data transfer, and coverage.

In summary, LTE/4G is advantageous when real-time data transmission, high data
throughput, and seamless connectivity are critical. It is well suited for applications in-
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volving mobile IoT devices, rapid data updates, and data-intensive tasks. LoRaWAN is
more suitable when long-range communication, extended battery life, and cost-effective
deployment are essential. It excels in applications where data transmission can occur at
lower frequencies and where devices need to operate on battery power for long periods.

For air quality monitoring, where low-power, wide-area coverage, and long-term
deployment are often prioritized, LoRaWAN is a compelling choice. However, a hybrid
approach, combining the strengths of both technologies, can also be employed to cre-
ate a more versatile and efficient IoT solution based on the specific requirements of the
monitoring project.

The integration of machine learning into the modeling process enables artificial in-
telligence (AI) to effectively extract information from extensive and complex datasets.
The effectiveness of prediction capabilities is essential in the development of early de-
tection systems. To predict the occurrence of catastrophes or outbreaks, anomalies are
identified within integrated datasets. Limited research has been conducted on the inte-
gration of artificial intelligence (AI) into the Internet of Things (IoT) using LTE/4G and
LoraWan technologies.

The focus of future research will be directed toward the development of cost-effective
sensors for IoT devices, as well as the integration of AI technologies. Reliable predictive
models for geo-spatial pollution dispersion can be developed by the utilization of AI
techniques, using extensive datasets obtained from cost-effective sensors. The implemen-
tation of evidence-based policies is vital to mitigate the adverse impacts of pollution on
populations at risk.
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