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Abstract

Smart homes are becoming increasingly common, bringing convenience to users but also
raising serious security concerns. As the number of connected devices grows, so does
the research interest in securing smart homes. However, the literature is broad, making it
difficult to understand the main research directions and how they are connected. Given
the scope and diversity of existing research, a systematic mapping study was chosen
to provide a high-level overview of smart home security research by mapping research
communities, identifying dominant themes, and examining their evolution over time.
We retrieved articles from the Scopus database published between 2000 and April 2025,
resulting in approximately 13,600 articles. After filtering out unrelated domains such as
smart vehicles, smart industry, and general IoT, a final set of 6313 publications specifically
focused on smart home security was used for analysis. We applied a citation-based network
analysis approach, constructed an author citation graph, and used the Louvain community
detection algorithm to identify 12 main research communities. Each community was further
analyzed based on its keywords, most-cited publications, leading authors, and institutions.
Our results provide a structured overview of the field, highlighting its key themes and
evolution over time. This work can help researchers better navigate the smart home security
landscape and identify future research opportunities.

Keywords: smart homes; security; community detection; literature review; systematic
mapping study; scopus

1. Introduction
A smart home is a residence equipped with internet-connected devices that enable

remote monitoring, automation, and control of home functions such as lighting, temper-
ature, appliances, and security systems [1]. These capabilities rely on Internet of Things
(IoT) technologies, which offers interaction among devices and enhances user comfort and
energy efficiency [2,3]. However, the integration of these technologies also introduces a
range of security and privacy risks.

Smart home devices are often manufactured by different vendors with heterogeneous
architectures and limited built-in security features [4]. Moreover, many users lack basic
awareness of security and privacy risks, and devices are frequently deployed with weak
default configuration, which makes smart homes easy targets for attacks such as malware
infections, data breaches, surveillance, and denial of service [5,6].
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Multiple studies have documented the evolving landscape of smart home threats
and proposed mitigation strategies, including secure communication protocols, encryption
mechanisms, user awareness, and machine learning-based intrusion detection systems [7–9].
Despite these efforts, the literature remains fragmented across disciplines and application
domains, such as energy, health, and entertainment. As Solaimani et al. [10] observe, many
studies focus on isolated components of smart homes without offering a comprehensive
or integrated understanding of the broader research field. Similarly, Marikyan et al. [11]
found that existing reviews tend to adopt a single technology or single domain view-
point, neglecting the complex interplay between smart home systems, user behaviors,
and security threats.

Several literature reviews have listed vulnerabilities and countermeasures in smart
homes, such as the works by [5,12,13]. However, as noted by Plachkinova et al. and
Arabo [14,15], there is a lack of structured understanding of how the research field itself
is organized: its key communities, thematic clusters, and the underlying structure of the
research landscape over time.

To address this gap, we conducted a systematic mapping study (SMS) complemented
by bibliometric and network analysis to uncover the structure, themes, and evolution
of research communities in smart home security. We retrieved a large body of relevant
publications, constructed an author citation network, and applied the Louvain community
detection algorithm [16] to identify cohesive research clusters and thematic areas.

In this study, we aim to map the main research communities in smart home security,
analyze how these communities have evolved over time, examine the leading contributors
and publication venues, and characterize the dominant research topics and themes within
each community, as well as their relationships across communities. Through this analysis,
we provide a data-driven map of the smart home security research landscape, highlighting
key research themes, collaboration patterns, and emerging areas.

2. Related Work
Research on smart home security spans several areas, including technical vulnerabili-

ties, application-level risks, usability challenges, and broader social and ethical concerns.
The literature contains different types of reviews and analyses, each contributing a specific
perspective on how security issues in smart homes are understood and addressed. In this
section, we summarize these contributions and highlight how our study differs in scope
and methodology.

Many existing studies use the systematic literature review (SLR) methodology to
investigate specific aspects of smart home security, yet their focus and coverage vary con-
siderably.

One stream of such research concentrates on technical risks and device-level vulnera-
bilities within smart home environments. For example, Khan et al. discuss threats such
as unauthorized access, data breaches, and device malfunction, drawing attention to the
need for stronger security-by-design practices [17]. Vera-Mundaca and Aquino-Trujillo [18]
categorize prevalent threats and outline a range of mitigation strategies for IoT-based
residential settings. Although Liao et al. [19] review IoT devices in mobile computing
environments, their analysis of attack vectors and defense mechanisms is also applicable
to smart homes, given the common use of embedded and mobile devices in domestic
systems. These studies provide in-depth technical insight but typically focus on specific
threat categories or system components rather than the structure of the research field as
a whole.

In addition to device-level vulnerabilities, some studies focus on security challenges
related to smart home applications and system interfaces. For instance, Ansari et al. [20]
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outline weaknesses in smart home controlling applications and categorize different attack
paths. Complementing this perspective, Tampubolon et al. [21] discuss the tension between
security requirements and user accessibility, showing how security measures can introduce
usability challenges and influence system design decisions.

A smaller body of work explores the broader social and ethical dimensions of smart
home technologies. A representative study in this area is by Olabode et al. [22], who identify
issues such as surveillance, exclusion, and algorithmic bias. Their findings show that risks
in smart homes extend beyond technical failures and involve questions of fairness, privacy,
and user rights. However, these perspectives are often reviewed separately from technical
security research, reinforcing the fragmented nature of the literature.

Although these studies contribute valuable insights, they also reveal that the smart
home security literature is fragmented across technical, social, and application domains.
Most existing reviews rely on manual synthesis and predefined categories, which limits
their ability to capture how the research field is structured overall or how different topics
evolve over time.

To address such limitations, prior works, such as those by Katsikeas et al. [23] and Hei-
ding et al. [24] in their review studies on security and vulnerability assessment, have shown
the usefulness of data-driven bibliometric approaches for mapping large and complex
research landscapes. These studies show that network-based methods can uncover research
communities and linkages that remain hidden in traditional reviews. However, these ap-
proaches have not yet been systematically applied to smart home security research. Taking
inspiration from the structure and approach of these works, our study applies a large-scale
bibliometric and community detection method to smart home security. Despite rapid
growth in this field, no mapping effort has systematically analyzed its research communi-
ties, topic clusters, and structural evolution. Our work addresses this gap by combining
an SMS methodology with author citation network analysis to provide a comprehensive,
data-driven overview of the field.

3. Methodology
To explore the structure and evolution of research in smart home security, this study

follows the established process for an SMS as outlined by Petersen et al. [25] and Kitchen-
ham and Charters [26]. The SMS methodology provides a structured and reproducible
approach for identifying, screening, classifying, and mapping the literature. Accordingly,
we conducted a systematic search, applied inclusion and exclusion criteria, and extracted
structured metadata. To support large-scale classification and mapping, we complement
the traditional SMS process with citation-based bibliometric techniques inspired by prior
studies [23,24]. Instead of manually classifying studies according to a procedure defined
by [25] for conducting an SMS, we identified research communities by constructing an
author citation network and applying the Louvain community detection algorithm [16].
The resulting communities were interpreted and given descriptive names through a combi-
nation of manual review of keywords from the most cited publications and a data-driven
analysis of keyword usage across each community.

The combination of the SMS methodology and the citation-based bibliometric analysis
enables a structure for methodological rigor and a scalable map of the research trends
in smart home security. While SMS provides a structured framework for literature iden-
tification and selection, bibliometric network analysis supports large-scale, data-driven
classification and the identification of emergent research structures. This integration in-
forms the interpretation of the results and underpins the methodological choices described
in the following sections, with remaining limitations discussed later in this paper.
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3.1. Review Protocol

This study follows a review protocol to ensure transparency and reproducibility,
in accordance with guidelines for SMSs [25,26]. The protocol organizes this review into a
sequence of automated and analysis-driven phases, covering literature identification, study
selection, data extraction, and classification.

As illustrated in Figure 1, the protocol begins with an iterative keyword refinement
and query design, which supports systematic literature identification. The resulting query
is used in an automated data collection phase to retrieve publications and apply relevance-
based filtering on bibliometric metadata, producing the study dataset used in subsequent
analysis. In the second pase shown in Figure 1, the protocol focuses on large-scale classifi-
cation and mapping of the selected literature. Citation-based network analysis is used to
detect research communities, followed by sub-community detection to reveal more specific
research themes within each community. This phase enables an overview of how research
in smart home security is organized and how key topics are interconnected.

A detailed description of each phase of the review protocol is provided in the follow-
ing subsections.

Figure 1. Methodological workflow of this study, illustrating the automated pipeline for data
collection and community detection.

3.2. Search Strategy

Following SMS guidelines, the search process included selecting an appropriate data
source and designing and refining the search query. To support large-scale mapping and
bibliometric analysis, we additionally retrieved and exported structured metadata for all
relevant publications. The full search procedure ensures a clearly defined scope and a
consistent, reproducible retrieval process.

3.3. Data Source Selection

Scopus (https://www.scopus.com, accessed on 25 April 2025) was selected as the
primary data source due to its extensive indexing of peer-reviewed journals and conference
proceedings in computing, engineering, and security. Scopus also provides a stable API
with structured metadata fields, enabling the large-scale and automated data extraction
required for this study.
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3.4. Query Design

The search query was developed using an iterative process conducted prior to final
execution, in alignment with the SMS requirement for transparent and reproducible search
procedures [25,26]. To construct the search query, we first identified terminology associated
with the smart home domain, including expressions such as “smart home,” “home automa-
tion,” “connected home,” “domotics,” “residential IoT,” and “intelligent home.” We then
compiled security-related terminology, covering both general concepts, such as “security,”
“privacy,” and “risk”, and more specific threats and techniques, including “malware,”
“ransomware,” “phishing,” “access control,” “encryption,” and “anomaly detection.”

These terms were selected based on their relevance in the literature and their preva-
lence in prior review studies. The final query was formulated using TITLE-ABS-KEY
fields in Scopus and combined the smart home and security term sets using Boolean
AND/OR operators to ensure that only publications addressing both domains were
retrieved. The complete search query is provided in the Zenodo repository (https:
//zenodo.org/records/18538858, accessed on 5 February 2026).

3.5. Article Retrieval

The final query was executed through the Scopus Search API using a Python-based
automated script (Python 3.12.12). To avoid retrieval biases and ensure consistent coverage,
the search was performed year by year. Because of API pagination constraints, results were
downloaded in batches of 25 records, and a short delay was introduced between consecutive
API calls to comply with Scopus rate limits. For each retrieved publication, the script
collected a full set of metadata, including the title, abstract, author names and their Scopus
Author IDs, author affiliations, keywords, citation counts, publication year, source title
(journal or conference), and unique identifiers such as EIDs and DOIs. The Python script
used for this automated retrieval process is publicly available in the Zenodo repository
(https://zenodo.org/records/18538858, accessed on 5 February 2026) provided with this
study. In total, the retrieval process resulted in 13,593 publications, with the final extraction
carried out on 25 April 2025.

3.6. Study Selection and Screening

A publication was included in this study if it met the conditions defined in the search
query and was indexed between January 2000 and April 2025. Publications before 2000 were
excluded because smart home devices were not yet widely Internet-connected, and security-
related discussions of smart homes were minimal. This date range reflects the emergence
and evolution of modern smart home technologies. These constraints were implemented in
the code script during the article retrieval phase.

Publications were excluded through a two-stage automated screening procedure. First,
duplicate records were identified using Scopus EIDs and removed to ensure uniqueness,
resulting in the elimination of 2592 entries. Second, a relevance filter was applied to
the title and keyword fields of the dataset to remove studies unrelated to smart home
security. This filter excluded records containing any of the following domain-specific
terms: “smart vehicles,” “smart car,” “smart farming,” “smart cities,” “smart healthcare,”
“smart phone,” and “smart factory.” These terms were used in the filtering script and led to
the removal of 4690 publications. Additional exclusions were applied to records lacking
essential bibliometric metadata (such as author identifiers or citation information), as these
could not support subsequent network-based analysis. Surveys and review papers were
intentionally retained in the analysis. While such papers are often broad in scope, they
typically synthesize prior work and are widely cited across multiple research areas. In a
citation-based analysis, this makes them important structural connectors that link related
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research communities. Excluding these papers could therefore hide some relationships in
the research landscape. Following this selection process, 6311 publications (out of 13,593)
remained. This final dataset was saved as a CSV file and used in later stages to build the
author graph and perform bibliometric analysis.

3.7. Author Graph Construction

To uncover the structure of research communities in the domain, we built an author
citation graph. In this graph, each node represents a unique author (identified via their
Scopus Author ID) and edges show citation links between authors. Since authors do not
directly cite each other, we inferred these links from article-level citation data. We began
with a dataset of citing-cited paper pairs (based on Scopus EIDs) and then extracted the
full list of authors for each paper. For each citing–cited paper pair, the citation is projected
to the author level by creating directed links between all authors of the citing paper and all
authors of the cited paper. These links are represented as unweighted edges, so repeated
citation events between the same authors do not increase edge strength. This design
allows patterns of citation relationships across multiple publications to shape the network
structure while limiting the influence of individual highly collaborative papers. An edge
exists between two authors if at least one of them cited the other in their papers. This
process produced a directed network showing how citations flow from authors of citing
papers to authors of cited papers. To reduce noise, we kept only authors with at least
10 total citations (in-degree plus out-degree) (see Figure 2).

Figure 2. Author citation graph with community detection. Each node represents an author; node
size corresponds to citation volume. Colors indicate communities. Edges were removed for more
clarity. For better view of the figure, the reader is referred to the web version of this article.

For better interpretation and visual clarity, we hid edges in the final graph layout. Node
size represents the author’s citation count measured as the total number of incoming and
outgoing citation links (node degree), while node color indicates the research community
to which the author is assigned, as identified through the community detection procedure
described in the following subsection (Section 3.8).
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3.8. Community Detection

To identify groups of researchers working on related topics within the field of smart
homes security, we applied the Louvain community detection algorithm, introduced by
Blondel et al. [16], to the constructed author citation graph. The Louvain method is a
hierarchical, greedy optimization technique that seeks to maximize modularity, a scalar
value that quantifies the strength of division of a network into communities, which makes
it useful for the study at hand [27].

Modularity is calculated using the following equation:

Q =
1

2m ∑
i,j

[
Aij −

kik j

2m

]
δ(ci, cj)

where

• Aij represents the edge weight between nodes i and j. Here the edge weights are the
number of in-degree plus out-degree citations.

• ki and k j are the sum of Aij (weights of edges) attached to nodes i and j.
• m is the total number of edge weights in the graph.
• ci and cj are the communities assigned to nodes i and j, respectively.
• δ(ci, cj) is 1 if ci and cj are equal and 0 otherwise.

In simpler terms, this algorithm helps uncover clusters of authors who are more closely
connected to each other, based on citation behavior, than to the rest of the network. It oper-
ates in two main phases: First, it assigns each author to their own community, which means
each author is a community, then iteratively merges communities if doing so increases
modularity. Once no further improvements can be made, it aggregates communities into
single nodes and repeats the process, further refining the structure. This allows the algo-
rithm to work efficiently even on large networks, detecting meaningful and well-separated
communities without requiring any manual input or predefined labels [16].

Using this approach, each author in the graph is assigned to the community where
they have the most citation connections. This helps reveal how the research landscape
is organized, highlights key contributors, and shows which topics are drawing the most
attention. Although some authors may work across different themes, the Louvain method
places them in the group where their influence is strongest.

3.9. Community Graph Visualization

To visually represent the structural relationships between research communities in
smart home security, we constructed a community-level graph based on the results of our
author-level citation network and Louvain clustering.

Each node in the graph corresponds to a distinct community identified by the Louvain
algorithm. The size of each node reflects the total number of authors in that community
(i.e., its population), while node color serves as a visual cue to distinguish individual com-
munities. For clarity, only inter-community relationships were considered in this layout.

The layout of the graph was generated using the spring-layout algorithm from the
Python NetworkX library (https://networkx.org/en/ (accessed on 20 June 2025)), which
simulates a force-directed placement of nodes. This approach positions communities with
stronger inter-community citation coupling closer together, offering an intuitive overview
of thematic proximities in the field.

Since the Louvain algorithm functions entirely based on structural patterns in the
citation graph, it does not provide semantic descriptions or topic labels for the communities
it detects. As a result, community labeling was performed as a separate step to describe the
dominant research focus of each group rather than to strictly classify individual papers.
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This labeling process combined manual inspection and data-driven validation. Initially,
the themes were determined through a manual review of the top keywords associated
with the five most influential authors in each community. These interpretations were later
validated using an automated keyword frequency and distinctiveness analysis, ensuring
that the assigned names accurately reflected the underlying research focus. Figure 3
illustrates the resulting community graph.

Figure 3. Connections between main research communities in smart home security. Nodes represent
research communities, with node size proportional to the number of authors in each community. An
edge between two nodes indicates the existence of a citation connection between the corresponding
communities, and edge thickness reflects the volume of inter-community citations.

3.10. Sub-Community Analysis

An initial review of the detected communities indicated that some large clusters cov-
ered multiple research topics. Sub-community detection was therefore used to reveal finer
thematic distinctions that could not be identified at the community level. To examine the
internal structure of each research community, we conducted a sub-community analysis by
reapplying the Louvain algorithm within each previously detected community. For each
community, we built a local author-level citation graph and identified sub-communities
based on citation interactions between authors belonging to the same community. This pro-
cess allowed us to uncover fine-grained clusters of authors that represent more specialized
research themes within their broader associated fields.

Sub-community labels are assigned afterward to summarize the dominant research
focus reflected in the publications within each group, rather than to impose a uniform
technical taxonomy. As a result, some sub-communities are characterized by specific
security-related mechanisms, while others are defined by recurring application contexts.

3.11. Threats to Validity

Several factors may affect the validity of this study. While care was taken throughout
the study design and execution to reduce potential threats to validity, some limitations
remain and should be considered when interpreting the results.
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First, the study relies on the Scopus database as the sole data source. Although Scopus
provides broad coverage of peer-reviewed literature and a well-documented API that sup-
ports large-scale automated analysis, relevant studies indexed in other databases may not
be included. This may affect the completeness of the dataset but is unlikely to substantially
alter the overall structure of the research landscape identified.

Second, the selection and filtering process depends on the quality of bibliographic
metadata and on keyword-based matching applied to titles and keywords. As a result,
relevant studies using alternative terminology or containing incomplete metadata may be
excluded. In addition, the high degree of automation reduces manual inspection at the
individual-study level, which may limit opportunities for human judgment and quality
assurance. Given the size of the dataset and the focus on high-level patterns rather than
individual studies, the impact of these limitations is expected to be limited.

Finally, the citation-based measures used to construct author networks and identify
research communities may introduce bias, as older publications tend to accumulate more
citations over time regardless of their current relevance. While this may affect how promi-
nent some communities appear, it is unlikely to change the main thematic structure of the
field. These limitations should therefore be kept in mind when interpreting the findings of
this study.

4. Results
As mentioned before, all data were retrieved from the Scopus database in April 2025

and a total of 6311 papers, after filtering out the irrelevant keywords, were included in
the final analysis. These publications were authored by 18,156 individuals and received
103,082 citations in total. Table 1 presents the ten most cited publications within the final
dataset, based on total citation count.

Although not all titles explicitly reference “smart home security”, these works have
significantly influenced the field through their focus on key enabling technologies such as
edge computing, fog computing, blockchain security, intrusion detection, and IoT device
classification, which are core components of contemporary smart home.

Table 1. Top 10 Most Cited Publications in the Smart Home Security Dataset. Row shading is used to
improve readability and does not convey additional information.

Title Authors (Year)
Edge Computing: Vision and Challenges [28] Shi W. et al. (2016)
Blockchain for IoT Security and Privacy: The Case Study of a
Smart Home [29] Dorri A. et al. (2017)

Exploiting Smart e-Health Gateways at the Edge of Healthcare
Internet-of-Things: A Fog Computing Approach [30] Rahmani A.M. et al. (2018)

A Survey of Intrusion Detection in Internet of Things [31] Zarpelão B.B. et al. (2017)
Towards an Optimized Blockchain for IoT [32] Dorri A. et al. (2017)
IoT: Internet of Threats? A Survey of Practical Security Vulnera-
bilities in Real IoT Devices [33] Meneghello F. et al. (2019)

Security Analysis of Emerging Smart Home Applications [34] Fernandes E. et al. (2016)
Classifying IoT Devices in Smart Environments Using Network
Traffic Characteristics [35] Sivanathan A. et al. (2019)

Securing Fog Computing for Internet of Things Applications:
Challenges and Solutions [36] Ni J. et al. (2018)

DÏoT: A Federated Self-learning Anomaly Detection System for
IoT [37] Nguyen T.D. et al. (2019)

The top 10 countries that conducted research in smart home security include India,
China, and the United States as the leading contributors, with 2098, 1589, and 1406 pub-
lications respectively. These are followed by the United Kingdom (518), Germany (424),
South Korea (351), Canada (287), Saudi Arabia (246), Australia (238), and Italy (226). This
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distribution reflects a strong global interest in enhancing the security of smart home envi-
ronments, with particularly high research activity in Asia and North America. The Louvain
community detection algorithm identified a total of 12 distinct author communities within
the citation network. Figure 3 visualizes these key communities. In addition, top twenty
most frequently used keywords in the area of focus in this field, particularly relevant to
smart home security, are shown in Figure 4.

Figure 4. Keyword Co-occurrence Network of the Top 20 Keywords: Node size reflects keyword
frequency and edge thickness indicates how often two keywords appear together in the same paper.

The key research communities in security in the smart home, ranked by the number
of published articles, are shown in Table 2. It is worth noting that these communities are
not completely disjointed; there is some overlap between them. In practice, certain authors
or papers may appear to be part of multiple communities, reflecting the interdisciplinary
nature of research in this field.

Table 2. Communities sorted by number of papers in descending order. Row shading is used to
improve readability and does not convey additional information.

Community Name No. of Papers
Intrusion Detection and Threat Response 1719
Anomaly Detection 1292
Trust Management in IoT 1263
Access Control and Authorization 1078
Vulnerability Detection 1010
Privacy Preserving and Authentication 1118
User Security and Privacy 952
Visibility and Traffic Analysis 368
Edge-Based Localization and Recognition 274
Cloud Integration and Security 234
Behavioral Biometrics and Sensing 82
Hardware-Accelerated AIoT Security 2

Table 3 presents the top ten publication venues contributing to the smart home security
literature analyzed in this study, showing their distribution across the twelve identified re-
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search communities discussed in Sections 4.1–4.12. The annual publication graph (Figure 5)
shows the number of smart home security publications per community, illustrating the
overall growth of research activity over time. Table 4 lists the top ten institutional affili-
ations in smart home security research, ranked by number of publications. It highlights
where most research activity is concentrated and shows that leading contributions come
from universities across Asia and Europe.

Table 3. Occurrences of the Top 10 Leading Publication Venues Across Research Communities in
Smart Home Security Literature. Each column corresponds to one research community discussed
in Sections 4.1–4.12. Row shading is used to improve readability and does not convey additional
information.

Source Title Section
4.1

Section
4.2

Section
4.3

Section
4.4

Section
4.5

Section
4.6

Section
4.7

Section
4.8

Section
4.9

Section
4.10

Section
4.11

Section
4.12

Sensors (Journal) 7 41 21 33 48 55 8 5 18 4 1 0
IEEE Access (Journal) 18 18 23 57 5 70 2 4 8 4 0 0
IEEE Internet of Things (Journal) 48 28 1 42 0 57 2 8 13 0 0 0
ACM International Conference Proceeding Series 31 11 4 3 11 8 45 10 0 1 0 1
Lecture Notes in Networks and Systems 1 14 23 3 10 4 1 0 0 5 0 0
Communications in Computer and Information Science 2 15 2 0 4 7 2 1 5 0 0 0
Lecture Notes in Computer Science (including subseries LNAI and LNBI) 0 0 24 3 0 0 0 0 0 0 0 0
Lecture Notes in Electrical Engineering 5 1 0 0 14 0 3 0 0 0 0 0
AIP Conference Proceedings 0 6 6 0 11 0 0 0 0 0 0 0
Advances in Intelligent Systems and Computing 0 4 4 5 2 3 0 0 0 0 0 0

Figure 5. Annual article count per community in smart home security research. The figure il-
lustrates the overall publication trends across major research communities, showing their growth
and temporal evolution.

Table 4. Top 10 Affiliations in Smart Home Security Research (up to April 2025). Row shading is used
to improve readability and does not convey additional information.

Rank Affiliation Country Publications
1 Vellore Institute of Technology India 45
2 University of Oxford United Kingdom 20
3 K L Deemed to be University, Vaddeswaram India 19
4 Malmö University Sweden 15
5 Vellore Institute of Technology, Chennai India 15

6 Chongqing University of Posts and
Telecommunications China 14

7 Amity University India 14

8 Rheinisch-Westfälische Technische Hochschule
Aachen (RWTH Aachen University) Germany 12

9 Ontario Tech University Canada 12
10 Bina Nusantara University Indonesia 11
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In the remainder of this section, we show the 12 main communities along with their
smaller sub-communities (see Appendix A). We describe the main topics of each community
and highlight the most common research themes, citing one or two representative papers
from that sub-community. In addition, annual graphs depicting each community and its
sub-communities are available in Appendix B. These graphs offer detailed insights into
growth trends and publication counts per year across all sub-communities. While the
Louvain algorithm clusters authors based on citation relationships, this method does not
perfectly reflect research areas, since authors can work on different topics and sometimes
cite papers that are not directly related to their main field. However, this method often
shows clear patterns and shared interests, making it useful to understand what topics are
popular or important.

4.1. Intrusion Detection and Threat Response

Intrusion Detection and Threat Response is the largest community, reflecting its central
role in securing smart home environments. This community includes 1719 papers from
2004 to 2025. This study identified 10 sub-communities within it, as shown in Figure A1.
The top five most cited articles in this community are presented in Table 5.

Research in this community focuses on detecting unauthorized access, identifying
abnormal system behavior, and coordinating defensive responses across heterogeneous
IoT devices. Publication activity has steadily increased since 2016, possibly driven by the
rise of connected consumer devices and more complex home networks. Smart Platform
Security in smart homes focuses on securing the platforms that integrate devices, appli-
cations, and cloud services in smart homes. Research emphasizes enforcing appropriate
permissions, limiting over-privileged applications, and preventing cross-app interference
that could expose users to security risks. Recent work also explores privacy-preserving
techniques, such as federated learning, to detect platform-level threats without sharing
sensitive household data [34,38].

Behavioral Traffic Analysis focuses on examining network traffic patterns to detect
suspicious or malicious behaviors. Research in this sub-community highlights traffic profil-
ing and distinguishing normal from abnormal device activity to identify potential attack
vectors [39,40]. This area has grown rapidly, becoming the most prominent sub-community
in 2022 with more than 55 publications, which is higher than any other sub-community in a
single year (see Figure A12). Federated Intrusion Detection focuses on distributed and col-
laborative intrusion detection across devices or systems. It leverages federated learning and
decentralized architectures to improve threat detection without sharing raw data [37]. Be-
havioral Intrusion Analysis uses behavioral models of users or devices to spot intrusions.
For this goal, it applies machine learning and pattern recognition to differentiate legitimate
behavior from threats [41,42]. The sub-community of Threat Modeling and Benchmarking
systematically identifies potential threats and evaluates defense effectiveness. The papers
in this sub-community introduce frameworks for categorizing attacks, analyzing attack
scenarios and benchmarking detection systems [43,44]. The Privacy-Aware Threat Con-
trol sub-community is about ensuring that smart home systems protect user data while
maintaining secure control of devices. Research here explores how to design access control
policies, prevent over-privileged or malicious applications, and strengthen communication
security [45,46]. Identity-Driven Threat Prevention centers on using identity as the foun-
dation for securing smart homes. Research in this category explores how trusted identities
of devices, users, data, and applications can be enforced to block unauthorized access and
stop threats at their source [47]. Federated Intrusion Response focuses on how smart
home systems can coordinate defense actions once a threat is detected. Unlike Federated
Intrusion Detection, which concentrates on identifying anomalies, this sub-community
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develops mechanisms for privacy-preserving response, adaptive access control, and insider
threat mitigation across distributed devices [48]. The Contactless Authentication sub-
community develops techniques to secure smart homes by verifying users without relying
on traditional passwords or touch-based inputs. Research here leverages modalities such
as mmWave radar [49], voice liveness detection [50], and gesture-based authentication [51]
to defend against spoofing and impersonation attacks while preserving usability. Risk and
Threat Modeling (Ecosystem-Oriented) looks at risks that come from the whole smart
home ecosystem, where many devices, services, and users interact. Research in this area
builds broad threat models and case-based analyses to show how these complex settings
can create new vulnerabilities [52].

Table 5. Top Cited Publications in the Intrusion Detection and Threat Response community. Row
shading is used to improve readability and does not convey additional information.

Title Authors (Year)

Edge Computing: Vision and Challenges [28] Shi W. et al. (2016)

Security Analysis of Emerging Smart Home Applications [34] Fernandes E. et al. (2016)

Securing Fog Computing for Internet of Things Applications:
Challenges and Solutions [36] Ni J. et al. (2018)

DÏoT: A Federated Self-learning Anomaly Detection System for
IoT [37] Nguyen T.D. et al. (2019)

The effect of IoT new features on security and privacy: New
threats, existing solutions, and challenges yet to be solved [45] Zhou W. et al. (2018)

4.2. Anomaly Detection

The second largest community is Anomaly Detection, comprising 1292 papers written
by 827 authors. These papers are clustered into nine sub-communities (see Figure A2). The
top most cited works in this community are summarized in Table 6.

Since 2016, the Machine Learning-based Intrusion Detection Systems (ML-based
IDS) have shown the strongest growth within smart home anomaly detection research
(see Figure A13). While IDS concepts were outlined earlier, this sub-community specifi-
cally investigates how machine learning improves detection by learning normal device
behavior and identifying deviations that may signal threats. Supervised, unsupervised,
and self-learning models enable IDSs to handle complex traffic patterns and evolving attack
strategies in dynamic household environments [53,54].

Studies on the Anomaly Detection sub-community focus on categorizing the evolving
scope of security threats, protocols, and countermeasures within the IoT and particularly
smart homes. These studies play a pivotal role in identifying common vulnerabilities across
protocols such as Zigbee and 6LowPAN and highlighting the limitations of current security
practices in resource-constrained environments. They also show gaps between theoretical
security models and practical deployment challenges [31,33]. As illustrated in Figure A2,
the Anomaly Detection sub-community has a central position and connects to multiple
technical sub-communities. It reflects the role of survey papers as citation hubs that link
related research areas. The articles within the Vulnerability Analysis sub-community
cover the identification, categorization, and experimental validation of weaknesses in smart
home systems, with a particular focus on IoT devices and protocols. These works examine
vulnerabilities across different layers and applications of smart home infrastructure [55,56].

The Threat Modeling sub-community examines cyber and physical risks within
specific smart home systems, focusing on how these risks create the conditions under
which anomalies arise. This work builds structured views of critical assets, vulnerabilities,
and potential attack paths, enabling researchers to understand where abnormal behavior is
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likely to occur and how it can be detected early. Studies in this area highlight recurring
issues such as software and configuration weaknesses, user-driven risks, and unprotected
communication surfaces, emphasizing the need for systematic risk identification and
mitigation within smart home environments [57,58].

Behavioral Anomaly Detection focuses on identifying unusual traffic or user activity
patterns in smart homes by distinguishing normal from abnormal behavior. Research
in this sub-community often applies machine learning, traffic profiling, and behavioral
modeling to detect hidden threats that traditional methods may miss [59,60]. Device
Security in smart homes centers on ensuring that IoT devices and appliances are reliable,
protected, and resilient against misuse or failure. Research in this sub-community often
ties into anomaly detection by monitoring device behavior, traffic patterns, and sensor
outputs to spot deviations that may indicate compromise or malfunction. These works
emphasize secure communication, dependable device operation, and mechanisms that
prevent unauthorized actions through continuous behavioral monitoring [61,62].

Network Forensics sub-community focuses on capturing, analyzing, and preserving
digital evidence from IoT traffic to investigate abnormal activities and potential attacks.
Research in this area develops methods for advanced traffic analysis [63], tamper-resistant
evidence preservation [64], and automated forensics investigations tailored to smart home
environments [65]. Within smart home anomaly detection, the Privacy and access control
sub-community focuses on protecting household data and restricting device interactions
that could interfere with detection processes. Research highlights that unsecured sensor
information can reveal sensitive patterns, showing the need for confidentiality and au-
thenticated communication in detection pipelines [66]. Lightweight security mechanisms
also contribute by enforcing access control and integrity protection on constrained devices,
reducing opportunities for unauthorized actions that may trigger or mask anomalies [67].
Consumer IoT addresses the security of connected devices and systems in everyday smart
home environments. Within the anomaly detection context, research emphasizes traffic
flow monitoring at the network layer and device behavior analysis to identify irregularities
and detect emerging threats in consumer IoT systems [68,69].

Table 6. Top Cited Publications in the Anomaly Detection community. Row shading is used to
improve readability and does not convey additional information.

Title Authors (Year)

A survey of intrusion detection in Internet of Things [31] Zarpelão et al. (2017)

IoT: Internet of Threats? A Survey of Practical Security Vulnera-
bilities in Real IoT Devices [33] Meneghello et al. (2019)

A Supervised Intrusion Detection System for Smart Home IoT
Devices [53] Anthi et al. (2019)

Flexible technologies and smart clothing for citizen medicine,
home healthcare, and disease prevention [70] Axisa T.D. et al. (2005)

IoT privacy and security challenges for smart home
environments [66]

Lin H., Bergmann N.W.
(2016)

4.3. Trust Management in the IoT

The third largest community is trust management in the IoT, with 1263 papers written
by 938 authors from 2006 to the time of fetching these data (April 2025). As shown in
Figure A3, six sub-communities are detected for this community. The top most cited works
in this community are summarized in Table 7.

Trust and Adoption Barriers is the largest sub-community and examines how non-
technical factors influence the acceptance of smart home systems. Research in this domain
highlights that users’ trust, privacy concerns, and perceptions of usefulness strongly shape
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whether they choose to adopt smart home technologies. Studies consistently show that
worries about data exposure, loss of control, and uncertainty about service providers can
limit adoption, underscoring the importance of designing smart homes that are transparent,
respectful of user concerns, and easy to trust [71,72].

The Elder Security and Monitoring and Smart Assistive Healthcare sub-communities
collectively explore how smart home technologies support the safety, health, and indepen-
dence of older adults and individuals with chronic conditions. Research in this area exam-
ines sensor-based systems, such as fall detectors, motion sensors, and unobtrusive activity
monitors, that help users live securely at home or in assisted care settings. Studies highlight
that acceptance of these technologies depends on factors like privacy, usability, and per-
ceived personal need, while health-oriented applications emphasize long-term monitoring,
improved daily activity tracking, and early detection of potential health issues [73,74]. The
Trust and Privacy sub-community focuses on how the collection and monitoring practices
in smart homes shape users’ sense of safety, control, and acceptance. Research in this
area highlight growing concerns about surveillance, unauthorized data sharing, and the
potential misuse of personal information, which can reduce trust and affect adoption
decisions [75,76].

The Ethical and Inclusive Trust Design sub-community examines how smart home
technologies can be developed in ways that respect users’ identities, abilities, and val-
ues. Research highlights that experiences with smart homes vary across gender, disability,
and cultural backgrounds, shaping perceptions of trust, usability, and fairness. Studies
point to the importance of inclusive and equitable design practices to ensure that smart
homes support diverse users without reproducing existing social or accessibility barri-
ers [77].

The Multimodal Monitoring and Security sub-community investigates how smart
home systems combine several types of sensor inputs to improve reliability, reduce false
alarms, and support privacy-aware incident detection. Research in this area examines
how heterogeneous devices can cross-check each other’s signals, coordinate responses to
unusual events, and maintain strong privacy safeguards while enabling dependable safety
automation [78,79].

Table 7. Top Cited Publications in the Trust Management in IoT sub-community. Row shading is
used to improve readability and does not convey additional information.

Title Authors (Year)

Social barriers to the adoption of smart homes [80] Balta-Ozkan et al. (2013)

Benefits and risks of smart home technologies [71] Wilson C. et al. (2017)

Technologies for an aging society: a systematic review of “smart
home” applications [81] Demiris G., Hensel B.K. (2008)

Senior residents’ perceived need of and preferences for “smart
home” sensor technologies [73] Demiris G. et al. (2008)

User acceptance of smart home services: An extension of the
theory of planned behavior [72] Yang H., Lee H., Zo H. (2017)

4.4. Access Control and Authorization

The Access Control and Authorization community comprises 1078 papers authored
by 753 individuals. These articles were published between 2011 and the date of this study.
Seven sub-communities are detected for this community (see Figure A4). The top articles
based on the amount of citations are given in Table 8.

Articles in the sub-community of Anomaly-Based Access Control focus on detecting
unauthorized or abnormal behaviors by modeling legitimate device or network activ-
ity and identifying deviations that may indicate threats. Research in this area develops
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adaptive, lightweight access control mechanisms suitable for the dynamic and resource-
constrained nature of smart home environments, using network-traffic monitoring and
behavior-based intrusion detection frameworks designed for IoT contexts [82]. Among the
sub-communities of this field, Blockchain Access Control appears to be the most trending
topic (see Figure A15). This sub-community explores decentralized approaches for manag-
ing identity, authorization, and data integrity in smart home environments. Research in
this area uses blockchain to create tamper-resistant and privacy-preserving access control
mechanisms that operate without relying on a centralized authority. These systems aim
to improve trust, prevent data manipulation, and support secure device interactions in
heterogeneous smart home settings [29,83].

Table 8. Top Cited Publications in Access Control and Authorization sub-community. Row shading
is used to improve readability and does not convey additional information.

Title Authors (Year)

Blockchain for IoT security and privacy: The case study of a smart
home [29] Dorri et al. (2017)

Privacy-Preserving Blockchain-Based Federated Learning for IoT
Devices [84] Zhao et al. (2020)

Passban IDS: An Intelligent Anomaly-Based Intrusion Detection
System for IoT Edge Devices [85] Eskandari et al. (2020)

Network-level security and privacy control for smart-home IoT
devices [86] Sivaraman et al. (2015)

A host-based intrusion detection and mitigation framework for
smart home IoT using OpenFlow [82] Nobakht et al. (2016)

The Blockchain Cryptography subcommuntiy explores how blockchain can help
create lightweight and scalable security methods for IoT devices with limited resources.
Research in this area focuses on decentralized and certificate-free ways of managing keys
and controlling access, aiming to improve security while supporting the diverse and
low-power devices found in smart home environments [87,88].

Blockchain Coordination has emerged as a distinct sub-community that examines
how blockchain can be used to coordinate access control and authorization across smart
home devices. Research in this area focuses on decentralized and secure frameworks
that manage device identity, user permissions, and data exchange without relying on a
central authority. These approaches aim to improve trust, scalability, and resilience against
malicious activity in heterogeneous smart home environments [89]. Studies in the Sensing
and Control sub-community examine how smart home systems interpret sensing data to
understand household context and trigger appropriate automated responses. This work
focuses on enabling reliable, unobtrusive automation that aligns with user routines and
supports secure system behavior [90]. Articles in the sub-community of Secure System
Integration are about making the whole smart home secure as one system, so sensors,
gateways, edge devices, and cloud services all follow the same access rules end-to-end.
In practice, this work locks down home gateways and control apps; pushes more decision-
making to the edge for quicker, more private responses; and strengthens back-end storage,
often in ways that ensure data stays protected and every access can be audited [91,92].

The Intrusion Detection sub-community within access control and authorization is
the smallest in this field and focuses on detecting abnormal or unauthorized activities
that directly affect permission enforcement. Unlike broader intrusion detection efforts
that analyze network-wide behavior, this work concentrates on identifying threats at the
device or edge level so that suspicious actions can be blocked before they escalate. These
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approaches help prevent unauthorized operations before they compromise the integrity of
smart home systems [85].

4.5. Vulnerability Detection

The Vulnerability Detection community comprises 1010 papers authored by 742 researchers
since 2004. Six sub-communities are identified for this community (see Figure A5). An
overview of the most cited works in this domain is provided in Table 9.

The Sensor Networks sub-community examines how smart homes use networks of
sensors and wireless communication methods to operate securely and reliably. Research
in this area focuses on creating low-power and dependable sensing systems that keep
data transmission stable, allow many devices to work together smoothly, and support
continuous monitoring across different types of smart home technologies [93,94].

The Microcontroller-Based Authentication Systems sub-community, as the second
largest sub-community within this domain, focuses on hardware-driven approaches to
securing smart homes. Research in this area leverages low-cost microcontroller platforms
to support lightweight authentication and access control, often using biometric or sensor-
based verification methods suitable for devices with limited processing power [95,96].
Research in the Energy-Efficient Architectures sub-community focuses on smart home
systems that aim to reduce energy consumption while incorporating lightweight security
features. Recent work reflects a growing interest in hardware-aware designs that bal-
ance performance, sustainability, and protection for resource-constrained devices in smart
homes [97].

Under the Authentication and Sensing sub-community, researchers investigate how
biometric and behavioral cues captured through smart home sensing systems can help
identify vulnerabilities and detect unauthorized access. Research in this area focuses on
unobtrusive, continuous authentication methods that rely on users’ natural interaction
patterns to distinguish legitimate occupants from intruders, offering more resilient alter-
natives to traditional password-based approaches [98,99]. Articles in the Lightweight
Communication Protocols sub-community examine how low-power messaging methods
used in smart homes can introduce security vulnerabilities and how these communication
channels can be strengthened. Research highlights challenges in securing device inter-
actions, detecting misuse, and preventing unauthorized access while keeping systems
simple and efficient [100,101]. The Trends and Risks in Smart Buildings sub-community
takes a broad view of how emerging smart building technologies introduce new security
and privacy challenges. Research in this area highlights issues related to rapid adoption,
increasing system complexity, and the expansion of connected services, which can widen
the attack surface and expose vulnerabilities if not properly managed [102,103].

Table 9. Top Cited Publications in Vulnerability Detection Community. Row shading is used to
improve readability and does not convey additional information.

Title Authors (Year)

A ZigBee-based home automation system [93] Gill et al. (2009)

Deep learning enabled smart mats as a scalable floor monitoring
system [98] Shi et al. (2020)

IoT based smart security and home automation system [104] Kodali et al. (2017)

A novel secure IoT-based smart home automation system using a
wireless sensor network [97] Pirbhulal et al. (2017)

Raspberry Pi as a Sensor Web node for home automation [105] Vujović V. and Maksimović M. (2015)
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4.6. Privacy-Preserving and Authentication

The Privacy-Preserving and Authentication community contains 1118 articles pub-
lished from 2002 to 2025 divided across 7 sub-communities, as seen in Figure A6.
An overview of the most cited works in this domain is provided in Table 10.

The Wireless Authentication and Protocols sub-community, the largest in this com-
munity, focuses on lightweight methods that enable smart home devices to authenticate
each other securely while preserving user privacy. Research in this sub-community explores
mutual authentication and key-establishment techniques designed to work on low-power
devices and within dynamic home networks. Many approaches use intermediary gate-
ways or privacy-enhancing mechanisms to limit identity exposure and reduce the risk of
unauthorized access [106,107].

The IoT Systems Privacy sub-community focuses on protecting sensitive data and
securing communication within smart home IoT environments. Research in this area
develops lightweight and energy-efficient privacy mechanisms that limit data exposure,
reduce the risk of traffic analysis, and support secure device communication under resource
constraints. These approaches often emphasize simple key-management strategies and
privacy-enhancing designs that can operate effectively on low-power devices [108,109].

Works in the IoT Permissions sub-community develop privacy-aware authenti-
cation and communication models for smart homes, aiming to support secure de-
vice interactions while preserving user privacy. They have proposed decentralized or
blockchain-based mutual authentication schemes and privacy-preserving communication
protocols that seek to protect device identity and data confidentiality without central
trust dependencies [110,111]. The Authentication and ECC sub-community investigates
lightweight authentication mechanisms that rely on elliptic-curve cryptography (ECC),
a public-key technique that provides strong security with minimal processing requirements.
This makes ECC suitable for smart home devices with limited resources. Research in this
area focuses on securing device interactions, protecting user privacy, and resisting common
attacks while keeping authentication efficient and scalable [112,113].

The Anti-Tracking and Key Management, Activity Recognition, and Gateway Pri-
vacy sub-communities all address how to limit data exposure and protect user privacy in
resource-constrained smart home environments. The first focuses on preventing linkability
and securing key establishment so devices cannot be tracked across sessions (e.g., [114]).
The second explores non-intrusive sensing methods that infer activities while keeping
behavioral data local and confidential (e.g., [115]). The third strengthens privacy at the
network boundary by enforcing strict access controls on the home gateway and reducing
unnecessary external communication (e.g., [116]). Together, these efforts form a coordinated
approach to minimizing what external parties can learn about users and their households.

Table 10. Top Cited Publications in Privacy-Preserving and Authentication Community. Row shading
is used to improve readability and does not convey additional information.

Title Authors (Year)

A Privacy Preserving Communication Protocol for IoT Applica-
tions in Smart Homes [108] Song et al. (2017)

A review on smart home present state and challenges: linked to
context-awareness internet of things (IoT) [117]

Almusaylim Z.A. and Zaman
N. (2019)

Securing IoT for smart home system [106] Santoso F. and Vun N. (2015)

Lightweight and Secure Session-Key Establishment Scheme in
Smart Home Environments [118] Kumar et al. (2015)

HomeChain: A Blockchain-Based Secure Mutual Authentication
System for Smart Homes [111] Lin et al. (2019)
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4.7. User Security and Privacy

The User Security and Privacy community contains 952 papers authored by 567 re-
searchers from 2006 to 2025 and is divided into five distinct sub-communities (Figure A7).
Table 11 summarizes the leading contributions shaping research in this field.

The Home Automation Threats sub-community examines the security and privacy
risks that emerge when smart home technologies are embedded into everyday domestic
life. Research in this area highlights how system design, shared household environments,
and long-term monitoring can create tensions around autonomy, control, and data exposure
for different types of users [119,120]. Studies in this field consistently show that while home
automation promises convenience and support, it also introduces new social and technical
vulnerabilities that must be addressed to ensure safe and equitable adoption.

Table 11. Top Cited Publications in User Security and Privacy Community. Row shading is used to
improve readability and does not convey additional information.

Title Authors (Year)

Next-generation of virtual personal assistants (Microsoft Cortana,
Apple Siri, Amazon Alexa and Google Home) [121]

Kepuska V. and Bohouta G.
(2018)

User perceptions of smart home IoT privacy [122] Zheng et al. (2018)

Home automation in the wild: Challenges and opportunities [119] Brush et al. (2011)

Music, Search, and IoT: How people (really) use voice
assistants [123] Ammari et al. (2019)

End user security and privacy concerns with smart homes [124] Zeng et al. (2019)

The Virtual Personal Assistants (VPAs) and Privacy sub-community examines the
security and privacy risks that emerge as voice-driven assistants become embedded in
everyday smart home routines. Research in this area highlights how features like always-on
listening and cloud-based processing can create uncertainty about what data is collected,
how it is used, and who ultimately has access (e.g., [121]). Studies also show that many users
hold incomplete or overly optimistic assumptions about how these systems work, often
underestimating the extent of data exposure and overestimating device protections [125].

The IoT Sensing Threats sub-community examines the privacy and security risks
that arise from the growing use of sensing technologies in smart homes. While sensors
can provide benefits such as safety, healthcare support, and convenience, research shows
that they also create concerns about surveillance, profiling, and loss of personal control
over what is observed or inferred. Within this sub-community, studies highlight that
acceptance often depends on how intrusive different types of sensors feel, and that the
increasing complexity of sensing systems can make it difficult for users to understand or
manage the data being collected [126,127]. Broader work in this area also points to social
tensions, showing how sensing technologies may reinforce or amplify existing household
inequalities and privacy expectations, particularly when they intersect with caregiving
roles or control dynamics (e.g., [128,129]).

The Non-user Privacy Threats sub-community examines the risks faced by bystanders
in smart homes: individuals such as guests, children, tenants, and domestic workers who
are present in these environments but are not primary users. Research shows that by-
standers often have limited awareness, agency, or control over the data collected about
them, creating privacy vulnerabilities that differ from those of device owners. Studies
highlight recurring issues around consent, visibility, and power imbalances, where by-
standers may be monitored without clear knowledge or meaningful ability to object (such
as [130,131]). The last sub-community of this community, named Device security and
Privacy Notices, focuses on how smart home devices communicate security risks, data
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practices, and protective measures to users. Research highlights that many devices still
rely on weak or unclear communication, leaving users uncertain about how their data is
handled or shared [132]. Other studies show that the design of privacy notices, which is
about how information is presented and when it appears, shapes how users interpret a de-
vice’s data practices (e.g., [133]). Overall, this sub-community stresses that privacy notices
should offer transparent and timely explanations of how smart home devices handle data.

4.8. Visibility and Traffic Analysis

The Visibility and Traffic Analysis community comprises 368 papers authored by
238 researchers beginning in 2007 and organized into seven sub-communities (Figure A8).
Table 12 summarizes the most cited works in this field.

Within the Visibility and Traffic Analysis community, Traffic Classification is the
predominant sub-community. It focuses on methods for identifying IoT devices and
inferring their behavior from observable network traffic patterns, even when the traffic is
encrypted. Recent work explores ML-based approaches that analyze flow characteristics to
distinguish between devices and applications, supporting better monitoring and anomaly
detection in smart home environments [35,134].

Table 12. Top Cited Publications in Visibility and Traffic Analysis Community. Row shading is used
to improve readability and does not convey additional information.

Title Authors (Year)

Classifying IoT Devices in Smart Environments Using Network
Traffic Characteristics [35] Sivanathan et al. (2019)

Ensemble machine learning approach for classification of IoT
devices in smart home [135] Cvitić et al. (2021)

DEFT: A Distributed IoT Fingerprinting Technique [136] Thangavelu et al. (2019)

An Efficient Spam Detection Technique for IoT Devices Using
Machine Learning [137] Makkar et al. (2021)

Identifying IoT devices and events based on packet length from
encrypted traffic [134] Pinheiro et al. (2019)

The Forensics sub-community examines how smart home assistants, such as voice-
controlled devices, can be analyzed in digital investigations. Research in this area highlights
both the security vulnerabilities of these systems and the potential of device logs and inter-
action traces to reconstruct user activities or identify malicious behavior [138,139]. Comple-
menting this perspective, the Privacy in Network sub-community focuses on mitigating
information leakage from IoT traffic, recognizing that even encrypted communications
can reveal sensitive behavioral details [140,141]. Studies in this area explore adaptive
encryption and traffic obfuscation to limit what can be inferred from network observations
while maintaining communication efficiency.

The smaller sub-communities within this community address complementary aspects
of securing IoT networks. Smart Home Resilience research explores mechanisms that
help home services remain reliable during disruptions or cyber attacks [142], while Threat
Intelligence studies examine how IoT threats can be contextualized and tracked to uncover
vulnerabilities and support proactive defenses [143]. In parallel, work on Deep Learning
for IoT Attack Detection applies neural models to identify malicious behaviors from
traffic patterns [144], while the ML-based IoT Security sub-community uses traditional
machine-learning techniques for broader detection and classification tasks in smart home
networks [137]. Together, these efforts reflect a broader trend toward data-driven methods
that strengthen visibility, resilience, and adaptive defense in IoT environments.
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4.9. Edge-Based Localization and Recognition

This community examines the security and reliability of wireless sensing technologies
deployed in smart environments. It emphasizes device-free localization, occupancy detec-
tion, gesture recognition, and human activity recognition (HAR), which collectively enable
non-intrusive sensing for security and automation within smart homes. This community
includes 274 papers published between 2012 and 2024, grouped into six sub-communities
(see Figure A9). Table 13 highlights the most cited works in this field.

Table 13. Top Cited Publications in Edge-Based Localization and Recognition Community. Row
shading is used to improve readability and does not convey additional information.

Title Authors (Year)

Applications of Wireless Sensor Networks and Internet of Things
Frameworks in the Industry Revolution 4.0: A Systematic Litera-
ture Review [145]

Majid et al. (2022)

Dynamic-MUSIC: Accurate device-free indoor localization [146] Li et al. (2016)

Device-Free Occupant Activity Sensing Using WiFi-Enabled IoT
Devices for Smart Homes [147] Yang et al. (2018)

RASID: A robust WLAN device-free passive motion detection
system [148] Kosba et al. (2012)

Continuous Authentication through Finger Gesture Interaction
for Smart Homes Using WiFi [149] Kong et al. (2021)

Angle-of-Arrival (AoA) Localization uses directional signal information to estimate
where transmissions originate. This technology can enable location-aware security func-
tions [150]. Channel State Information (CSI) Occupancy Sensing detects human presence
by observing variations in WiFi signals and supports presence-aware access control [147].
Device-Free Localization extends this approach by estimating a person’s position or
movement without requiring wearables or cameras [148]. Building on these capabilities,
WiFi-based Human Activity Recognition (HAR) identifies common daily activities for
safety and behavioral monitoring [151], while CSI Gesture Recognition focuses on recog-
nizing hand and body gestures for touchless interaction and authentication [152]. The final
sub-community of this community, Cross-Person HAR, focuses on recognizing activities in
a way that works for new users without needing extra setup or training for each person,
often combining with practical deployment on low-cost hardware (e.g., Raspberry Pi) [153].
Together, these sub-communities show how edge-based wireless sensing, through localiza-
tion and recognition, can offer low-cost, non-intrusive, and privacy-aware security features
in smart homes.

4.10. Cloud Integration and Security

The cloud integration and security community examines how cloud and fog infras-
tructures support secure data processing, communication, and service delivery in smart
home environments. This community is divided into six sub-communities (Figure A10)
and includes 234 papers published between 2010 and 2024. Table 14 summarizes the most
influential studies shaping research in cloud-integrated smart home security.

Remote Health Monitoring sub-community examines how cloud and fog infrastruc-
tures support secure, real-time health monitoring in smart homes, with work focusing on
continuous sensing, emergency alerts and resilient architectures for medical IoT data [154].
Fog and Healthcare Gateways is one of the most active sub-communities and explores
fog-based gateways that process health and sensor data close to the user, such as body
sensors, to reduce latency and strengthen privacy protections (e.g., [30]). The third sub-
community, Threat Analysis Frameworks, develops structured tools for identifying risks
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in cloud-connected smart homes. Research here includes modeling techniques that help
evaluate attack paths and system vulnerabilities [155]. In Protocol Security and Privacy
sub-community, weaknesses in communication protocols within cloud-connected smart
homes are investigated. Studies propose approaches to secure data exchange while pre-
serving user privacy [156]).

The Energy-aware Monitoring sub-community focuses on how cloud integration can
support energy-efficient and context-aware smart home systems. Research has highlighted
the role of adaptive sensing and cloud-based processing in balancing security, performance,
and sustainability [157]. The last and smallest sub-community within this community is
the Fog Security Reviews sub-community, with only two papers. It provides high-level
examinations of how fog architectures can address security and latency challenges in smart
homes [158,159].

Table 14. Top Cited Publications in Cloud Integration and Security Community. Row shading is used
to improve readability and does not convey additional information.

Title Authors (Year)

Exploiting smart e-Health gateways at the edge of healthcare
Internet-of-Things: A fog computing approach [30] Rahmani et al. (2018)

Securing Fog Computing for Internet of Things Applications:
Challenges and Solutions [36] Ni et al. (2017)

Smart e-Health Gateway: Bringing intelligence to Internet-of-
Things based ubiquitous healthcare systems [160] Rahmani et al. (2015)

SEA: A secure and efficient authentication and authorization ar-
chitecture for IoT-based healthcare using smart gateways [161] Moosavi et al. (2015)

Smart Home-based IoT for Real-time and Secure Remote Health
Monitoring of Triage and Priority System using Body Sensors:
Multi-driven Systematic Review [154]

Talal et al. (2019)

4.11. Behavioral Biometrics and Sensing

The Behavioral Biometrics and Sensing community examines how smart homes lever-
age behavioral patterns, sensing techniques, and embedded technologies to support secure
and adaptive interaction. This community consists of 82 publications (2005–present), which
the Louvain algorithm groups into four sub-communities (see Figure A11). In addition,
Table 15 summarizes the most influential publications contributing to the Behavioral Bio-
metrics and Sensing community.

The Automation Platforms sub-community looks at how IoT platforms integrate
devices, data flows, and services into unified smart home environments. Research in
this field provides the foundations for secure and adaptable operation [162]. The focus
of studies in the Embedded Resilience sub-community shifts to the embedded devices
that quietly power smart home infrastructures. Core concepts among the studies include
strengthening the security of sensors, micro-controllers, and other embedded components
through vulnerability analysis and cybersecurity-by-design practices [163].

The Biometric Protocols sub-community, on the other hand, emphasizes securing
smart homes through behavioral and biometric authentication methods. Key approaches
include continuous user verification, gesture-based recognition, and activity-driven iden-
tity confirmation. Studies in this area demonstrate how authentication can move beyond
passwords and tokens to enhance both security and user experience [149,164]. Finally, Non-
invasive Sensing is about monitoring or collecting information without requiring direct
contact with sensors. In smart homes, this technology can be used for activity recognition.
The papers within this sub-community explore the use of radar, WiFi, and other wireless
signals to capture motion patterns in a privacy-preserving manner [165,166]. While closely
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related to contactless authentication techniques (Section 4.1), the focus here is on interpret-
ing daily behaviors and well-being rather than verifying identity and access control.

Table 15. Top Cited Publications in Behavioral Biometrics and Sensing Community. Row shading is
used to improve readability and does not convey additional information.

Title Authors (Year)

Continuous Authentication through Finger Gesture Inter-
action for Smart Homes Using WiFi [149] Kong et al. (2021)

Noninvasive Human Activity Recognition Using
Millimeter-Wave Radar [165] Yu et al. (2022)

A new framework architecture for next generation e-health
services [167] Fengou et al. (2012)

Human Activity Recognition (HAR) Using Deep Learn-
ing: Review, Methodologies, Progress and Future Research
Directions [168]

Kumar et al. (2024)

Cyber-Security of Embedded IoTs in Smart Homes: Chal-
lenges, Requirements, Countermeasures, and Trends [169] Aldahmani et al. (2023)

4.12. Hardware-Accelerated AIoT Security

The Hardware-Accelerated AIoT Security sub-community is a small and highly spe-
cialized cluster represented by two closely related papers, one with 36 and the other one
with 32 authors, originating from the VEDLIoT project [170,171]. These works focus on de-
signing energy-efficient and secure cryptographic mechanisms tailored to AIoT hardware,
with an emphasis on combining high-performance machine learning with lightweight
security techniques. Because these studies are tightly connected and do not intersect with
the broader smart home security landscape, this sub-community appears isolated from
other research areas in the smart home security field.

5. Discussion
The purpose of this study was to demonstrate how research on smart home security

has evolved and organized itself into research communities and identify the main thematic
directions shaping the field. The analysis shows that the field does not form one unified
line of work but is divided into several distinct directions. Technical topics, such as
intrusion detection, access control, and device-level vulnerabilities, form the most internally
connected groups, reflecting consistent methods and shared terminology across studies.
In contrast, work related to user behavior, privacy practices, and broader socio-technical
issues is more distributed across communities, indicating a wider variety of approaches
and less direct cross-citation among authors.

The annual publication trend shows a steady increase in research activity beginning in
the early 2010s and accelerating sharply after 2015. This growth can be interpreted in light
of the widespread adoption of consumer IoT devices, increased connectivity within home
environments, the ability of smart home technologies to reduce living costs through im-
proved energy and heating efficiency, and growing awareness of security and privacy risks,
all of which have expanded the attack surface of smart homes. As smart home deployments
became more common and technically complex, the need for scalable and automated secu-
rity mechanisms became more apparent, particularly in environments with heterogeneous
devices and communication patterns. The expansion is reflected most strongly in technical
research streams, which form the largest and most cohesive communities in the dataset.
These clusters, centered on intrusion detection, access control, and device-level vulnerabil-
ity analysis, show consistent development over time, with sustained publication activity
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and dense citation patterns. In particular, the prominence of data-driven and machine
learning-based approaches aligns with advances in edge computing and the increased
availability of network traffic datasets, which enable the practical experimentation and
deployment of such techniques.

The results of this study align with several observations made in earlier reviews.
Solaimani et al. [10] and Marikyan et al. [11] noted that smart home research is fragmented
and that technical studies dominate the field; the community structure in our analysis
provides quantitative support for this pattern, with large, cohesive technical clusters
and smaller, more dispersed socio-technical ones. Consistent with these observations,
Arabo [15] and Plachkinova et al. [14] reported limited integration of privacy and user-
centered work into mainstream security research, which is reflected in the weak citation
links between these themes across communities in the community graph (see Figure 3).
Beyond differences in research focus, the structure of the community graph suggests
practical relationships between research areas, where studies on network visibility and
traffic analysis provide the basis for later work on anomaly detection and intrusion response.
This pattern is also visible in the dominance of a small group of active researchers and
established publication venues within the largest technical communities. In addition,
in several large technical communities, sub-community analysis highlights the presence
of multiple distinct methodological approaches that are not apparent at the community
level alone, such as different intrusion detection techniques, authentication mechanisms,
and privacy-focused methods.

Within the technical communities, ML-based intrusion detection remains one of the
most active directions, reflecting continued methodological development and sustained
citation activity (see Figure A13). More broadly, several sub-communities indicate an
increasing reliance on data-driven and AI-based approaches for threat detection, anomaly
identification, and adaptive security mechanisms, particularly in more recent publica-
tions. Another area showing growing visibility is the use of blockchain-based techniques
for access control, cryptography, and coordination within the smart home context (see
Figure A15). Although still smaller than intrusion detection-focused work, these topics
indicate increasing interest in decentralized security mechanisms for smart home environ-
ments. Privacy-preserving methods and user-centered security models are likewise gaining
attention, particularly within socio-technical communities (see Figures A17 and A18). How-
ever, despite this growth, these areas remain comparatively small and less interconnected
across communities than the dominant technical clusters (e.g., see Figure A7). Some degree
of overlap between closely related communities is therefore expected, as areas such as
intrusion detection, anomaly detection, and traffic analysis often share methods, datasets,
and citation practices. Rather than indicating unclear boundaries, this overlap reflects the
interconnected and interdisciplinary nature of smart home security research, with commu-
nities representing dominant research directions rather than exclusive classifications.

From a practical point of view, the identified research communities show that smart
home security research has mainly focused on detection-based solutions such as intrusion
and anomaly detection. While these approaches are important, the weaker connection
with user-centered and privacy-related communities suggests that current solutions do not
always fully consider how people use smart home systems. This highlights opportunities
for practitioners, policymakers, and applied researchers to develop security solutions that
better combine technical protection with usability and privacy concerns.
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6. Conclusions and Future Work
In this study, we addressed the fragmented nature of smart home security research by

providing a systematic, data-driven overview of how the field has evolved and organized
itself in research communities. By combining SMS methodology with citation-based biblio-
metric analysis, we applied a scalable approach for mapping the research landscape and
identifying its main thematic structures.

The findings show that smart home security research can be described in a set of re-
search communities that represent the main thematic directions of the field. These commu-
nities reflect how security challenges, methods, and application contexts are conceptually
structured within the literature. The analysis also indicates that these research communities
have evolved over time, with noticeable shifts in focus and increasing interaction between
research areas. Together, these patterns highlight a dynamic and interconnected research
landscape rather than separate and isolated lines of work.

The findings also suggest opportunities for closer integration between technical secu-
rity solutions and user behavior in smart homes. Greater attention to the combined design
of usability, security, and privacy may help address practical deployment challenges and
bridge the gap between technical and socio-technical research streams. One important
direction for future work is the explicit study of Trigger–Action IoT platforms, which
enable user-defined automation across devices and services and introduce distinct security
and privacy challenges. While aspects of these systems appear across multiple studies,
they are often not examined as a clearly defined research focus in existing smart home
security surveys. A second direction concerns Technology-Facilitated Abuse (TFA) in smart
home environments, where connected devices and automation may be misused to monitor,
control, or harm users. Although related issues are discussed indirectly in privacy and
user-centered security research, TFA itself remains underexplored as an explicit security
concern in the smart home literature. Overall, this study provides a consolidated view
of the smart home security research field that can support future studies by clarifying
its structure, evolution, and interconnections and demonstrates that the methodological
approach presented here is applicable to other research domains characterized by large and
evolving bodies of literature.
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Appendix A. Smart Home Security Sub-Community Graphs
Each figure illustrates a distinct community in this research area and its corresponding

sub-communities’ connections.

Figure A1. Intrusion Detection and Threat Response.

Figure A2. Anomaly Detection.
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Figure A3. Trust Management in IoT.

Figure A4. Access Control and Authorization.

Figure A5. Vulnerability Detection.
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Figure A6. Privacy-Preserving and Authentication.

Figure A7. User Security and Privacy.

Figure A8. Visibility and Traffic Analysis.
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Figure A9. Edge-Based Localization and Recognition.

Figure A10. Cloud Integration and Security.

Figure A11. Behavioral Biometrics and Sensing.
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Appendix B. Annual Sub-Community Graphs for Smart Home Security
Each figure represents a distinct community and its annual publication count per

sub-community.

Figure A12. Intrusion Detection and Threat Response.

Figure A13. Anomaly Detection.

Figure A14. Trust Management.
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Figure A15. Access Control and Authorization.

Figure A16. Vulnerability Detection—annual evolution.

Figure A17. Privacy-Preserving and Authentication—annual evolution.
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Figure A18. User Security and Privacy—annual evolution.

Figure A19. Visibility and Traffic Analysis—annual evolution.

Figure A20. Edge Security—annual evolution.
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Figure A21. Cloud Integration and Security—annual evolution.

Figure A22. Behavioral Biometrics and Sensing—annual evolution.
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