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Abstract

The growing demand for IoT applications in highly dynamic environments with multiple
connected devices introduces significant scalability and low-latency challenges. In the con-
text of software-defined networking (SDN) integrated with Edge environments, adopting
machine learning (ML) techniques has emerged as a promising approach to meet these
requirements. This study presents a Systematic Literature Review (SLR) that identifies
and analyzes ML-based solutions applied to Software-Defined Internet of Things (SD-IoT)
infrastructures in Edge environments, emphasizing improving low latency and scalability.
Following established methodological best practices, we conducted the review, including a
clear definition of research questions, well-defined inclusion and exclusion criteria, a struc-
tured search protocol, and multiple scientific databases. Based on the analysis of selected
studies, the main strategies employed to enhance network performance are categorized,
along with the level of fidelity and complexity of the experimental environments used,
and the realism and applicability of the proposed solutions are discussed. Furthermore,
drawing from the context of the selected studies, the most recurrent ML approaches are pre-
sented—including supervised, unsupervised, and reinforcement learning methods—along
with a discussion of their advantages and limitations in dynamic network scenarios. By
compiling and organizing the contributions from the literature, this paper provides a com-
prehensive overview of the state of the art in applying ML to SD-IoT networks, shedding
light on current trends, existing gaps, and research opportunities aimed at building more
intelligent and adaptable solutions for IoT environments.

Keywords: internet of things; machine learning; edge Al; software-defined networking

1. Introduction

The implementation of Internet of Things (IoT) environments and applications encom-
passes a wide range of possibilities, and the continuous growth in the number of connected
devices imposes increasing demands on resources for their efficient management. In this
context, implementing IoT infrastructures capable of providing a high level of scalability
and low latency is one of the current challenges in the area [1,2]. These requirements are
met by the Edge Computing paradigm by providing loT management capabilities closer
to the devices, leading to shorter response times and faster message exchanges. However,
when compared to Cloud Computing, Edge has limited capacity to adapt to fluctuations in
processing demands from IoT devices due to its lower processing capacity [3].
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Scalability is a fundamental system characteristic that is highly related to the infras-
tructure’s ability to maintain full operation despite the increase in demand for services and
processing. In IoT deployments, it is an imperative requirement due to the high degree of
dynamism of IoT applications and devices. Studies on scalability in IoT environments have
explored a variety of key challenges, including the prediction of critical requests [4], Load
Balancing [5], data/Flow Management in publication/subscription protocols [6], and the
analysis and classification of service interactions [7].

SDN contributes to these goals by providing centralized, programmable, and adap-
tive network management. SDN facilitates dynamic routing and real-time traffic control,
which supports both low-latency communication and the scalable operation of large IoT
environments [8]. Even so, SDN alone is often insufficient to handle the high variability of
IoT traffic.

Additionally, the growing complexity and demand for higher levels of scalability and
low latency in IoT applications have led to the emergence of intelligent solutions based on
ML. By incorporating predictive capabilities, these approaches enhance system adaptability
and improve resource utilization in Edge Computing [8]. As a result, the convergence of
IoT, Edge Computing, and ML has become central to implementing modern intelligent IoT
systems, with the potential to drive advancements in both theory and practical applications.

Given the relevance of these requirements, this SLR investigates ML-based approaches
designed to address scalability and low-latency challenges in SD-IoT environments. The
objective is to highlight potential strategies, scenarios, and gaps that drive ongoing studies
and results. In summary, the contributions of this paper include the following:

*  Identify and categorize the main strategies employed in SD-IoT solutions to address
scalability and low-latency challenges;

*  Provide a comprehensive overview of the current state of research on SD-IoT infras-
tructures, with a specific focus on scalability and low latency in Edge environments;

*  Present detailed results and analyses in response to the four research questions guiding
this review, offering insights to inform and support future investigations;

e Provide the reference list for the 25 primary studies, establishing a comprehensive
knowledge base for future researchers delving into the field of this SLR;

*  Highlight existing research gaps and open challenges for future work to advance the
development of intelligent, scalable, and low-latency SD-IoT solutions.

The remainder of this paper is organized as follows: Section 3 provides an overview of
the SLR and outlines the planning stage of the SLR, including the formulation of research
questions and the identification of related reviews. Section 4 details the conducting stage,
encompassing the search strategies and study selection criteria. Sections 5 and 6 summarize
the selected studies and discuss the review findings about the research questions. Section 10
examines the gaps and challenges identified in the literature. Section 11 addresses potential
threats to the validity of the SLR. Finally, Section 12 presents the concluding remarks.

2. Context Formulation

In SD-IoT environments integrated with Edge Computing, the proliferation of het-
erogeneous devices and dynamic communication demands introduces two critical and
interconnected challenges: scalability and low latency. These challenges become particu-
larly complex when systems aim to support real-time or near-real-time operations while
maintaining the capacity to adapt to growing workloads and varying network conditions.

To address these issues, in this work, we adopt a conceptual model in which the SD-IoT
infrastructure is organized into three core logical layers: (i) SD-IoT Devices, (ii) SD-Control,
and (iii) SD-IoT Applications.
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*  SD-IoT Devices (D): IoT nodes (sensors and IoT gateways) responsible for sensing,
actuating, transmitting data, and local processing;

e SD-Control: Centralized or distributed software-defined controllers managing data
flow, routing, and Resource Allocation;

¢ SD-IoT Applications: Application-level services, orchestration mechanisms, and intel-
ligent management functions that rely on the SD-Control layer support.

For example, in the SD-IoT framework presented by [9], the architecture explicitly
adopts a three-layer model (Application, Control, Infrastructure), where IoT devices and
gateways form the infrastructure layer, SDN controllers compose the control layer, and
applications operate in the upper layer. Similarly, Siddiqui et al. [10] provide a generalized
SDN-IoT reference architecture that also relies on three logical planes: Data Plane, Control
Plane, and Application Plane, with IoT nodes positioned in the data/infrastructure plane,
controllers in the control plane, and management or intelligence functions in the application
plane. Our three-layer abstraction (SD-IoT Devices, SD-Control, SD-IoT Applications)
corresponds directly to these models.

To formalize the scalability—latency aspects studied in this review, let

e D =dy,dy,...,d, be the set of SD-IoT sensors devices;

* G =2g1,%,.--,9m be the set of SD-IoT gateways providing distributed processing
capabilities;

e C=c,0,...,crbethe set of SD-Control controllers.

We define the following system functions relevant to scalability and latency:

e 7(d; ¢)): latency of communication and processing between SD-IoT sensor device d;
and SD-IoT gateway g;;

e 0(gj): processing load or scalability metric at SD-IoT gateway g;;

*  p(gj,c1): responsiveness of controller ¢; in orchestrating services mediated through

gateway gj;
*  A(t): system load variation over time t, influencing both latency and scalability.

Given these definitions, the review focuses on three major problems extracted from
the literature:
Problem 1: Minimizing End-to-End Latency

Identify techniques and architectures that minimize

mint(d;, g;) + p(gj, 1)

while satisfying application-specific latency constraints.
Problem 2: Improving Scalability under Dynamic Loads

Maximize the number of concurrently supported devices while maintaining
system stability:
max [D| st o(gj) <0omax Vg €G

Problem 3: Intelligent Adaptation via Machine Learning

Leverage ML-based approaches (supervised, unsupervised, reinforcement) to dynami-
cally adjust routing, Resource Allocation, and flow control. Define a learning function:

fg:S—).A

where S is the state space (e.g., load, latency metrics, topology), and A is the action space
(e.g., routing decision, resource adjustment), learned by minimizing a task-specific loss
(e.g., latency, packet loss, energy usage).
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These problems include mechanisms such as Routing Optimization, Flow Manage-
ment, Resource Allocation, Load Balancing, and Service Provisioning using Edge Al models.
In addition, synthesize the challenges addressed in the selected studies and provide the
foundation for organizing strategies, solutions, and open research gaps in the context of
Edge Al for SD-IoT.

The goal of this section is not to propose a new theoretical model or to define the exact
scenarios addressed in the studies selected for the SLR. Instead, this section establishes
a clear and unified conceptual basis that supports the reader in understanding the main
challenges discussed throughout the paper. Given the diversity of architectures, evaluation
metrics, and experimental conditions found in SD-IoT research, a common vocabulary,
comprising logical layers, variables, and high-level optimization goals, helps to situate and
ensure coherence in later comparisons.

In addition, the formulations introduced here should, therefore, be viewed as a general
analytical guide. They do not influence which studies are selected for the SLR and do not
restrict the characteristics of the solutions found in the literature. Each study is indepen-
dently analyzed during the SLR process, and its specific details, architectures, and scenarios
are examined in the data extraction and synthesis steps described in Sections 3 and 5.

3. The Review Methodology and Planning

This section describes the methodological foundation and planning of this Systematic
Literature Review. It presents the approach adopted to define the research questions, the
scope of investigation, and the criteria used for selecting and evaluating studies. The
section also outlines the rationale for conducting the review, the adoption of the Population,
Intervention, Comparison, Outcome, Context (PICOC) model, and the identification of
related works that support the formulation of the research objectives. The following
subsections detail the research questions, planning steps, and criteria that guided the
subsequent stages of study selection and analysis.

3.1. Methodology

An SLR is a method used to identify, evaluate, and interpret data from relevant and
available research on a specific topic of study [11]. The structuring of an SLR aims to
promote a more comprehensive understanding, generate insights, and reveal potential
areas for exploration within the topics studied.

We conduct the SLR following the studies and guidelines proposed by [11,12]. The
SLR is structured into three main stages, each comprising sub-stages (see Figure 1). To
enhance replicability and methodological transparency, we explicitly describe each stage of
our SLR using a sequence of reproducible steps. These steps are:

*  Define research questions using the PICOC model (Section 3.2.1);

e  Perform initial identification of related works through exploratory analysis and snow-
balling (Section 3.2.2);

¢ Identify keywords and construct complete search strings (Section 4);

¢  Validate search strings internally with two reviewers (Section 4);

. Execute all search strings in selected databases (Section 4);

*  Remove duplicate studies by verification (Section 4 and Section Data Extraction);

*  Screen titles and abstracts using EC1-EC2 (Section 4);

¢ Conduct full-text screening using EC3-EC4 (Section 4);

¢ Apply the predefined quality assessment criteria (Section Data Extraction);

*  Consolidate results and classify studies according to the SRQs (Sections 5 and 6).
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Figure 1. SLR Overview.

3.2. Planning

In this section, we outline the Planning of an SLR, an important step that establishes a
comprehensive investigation of existing research. The Planning phase involves formulating
research questions, defining the scope, and establishing inclusion and exclusion criteria to
guide the review process. It also encompasses the development of a protocol that specifies
the methodology for searching, selecting, and analyzing relevant studies [11]. Thus, in this
section, we describe the planning sub-steps, as shown in Figure 1, which will support the
subsequent conducting and reporting steps.

3.2.1. Research Questions

This section defines the research questions that will guide the SLR construction. The
PICOC model is employed to support the formulation and development of these questions.
This model defines criteria that support framing research questions [13]. The attributes are
as follows: (i) population—the group of software users/testers, the research data collec-
tion site, or a group of industries/IT companies; (ii) intervention—the software method-
ology/tool/technology /procedure addressing a specific problem; (iii) comparison—the
methodology/tool/technology/procedure with which the solution is being compared;
(iv) outcomes—key factors obtained through the intervention; (v) context—the software
context referenced in the previous items.

Table 1 presents the definition of the PICOC criteria applied to this SLR. It is worth
noting that the Comparison criterion does not apply to this work, as we treat the SLR as
primarily focused on summarizing evidence, identifying gaps, and positioning the research
area of this thesis. As mentioned in the introduction of this chapter, this study (SLR) aims to
investigate the current state of intelligent solutions and strategies (based on ML) in SD-IoT
environments, focusing on low latency and scalability in Edge Computing. Therefore, the
Main Research Question (MRQ) of this SLR, which will be addressed in this work, is:

“Which machine learning-based solutions and strategies proposed by the scientific community,
when applied to SDN networks and IoT/Edge environments, have demonstrated improvements in
low latency and/or scalability requirements?”

In addition, we developed a set of secondary research questions (SRQs). The SRQs
aim to further define the objectives of this SLR by providing additional information on the
methodology, metrics, and types of solutions used in the studies reviewed. In this context,
the following SRQs were defined:

SRQ-1: What specific problems/focuses are addressed in these studies to tackle scalability
and low latency issues? This SRQ aims to understand the specific problems that have
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been investigated and how they relate to the low latency and scalability requirements in
IoT/Edge applications.

SRQ-2: What scenarios are used as case studies or experimental setups in the analyzed
works? This SRQ aims to gather information about the main test scenarios employed in the
studies and understand how these scenarios align with the proposed solutions, particularly
regarding meeting low latency and scalability requirements.

SRQ-3: What are the behaviors, fidelity, and level of complexity involved in implementing
the proposed solutions in real-world environments? This SRQ aims to obtain insight into the
degree of fidelity of the solutions to real-world conditions. Additionally, it aims to collect
information on the practicality of deploying the proposed approaches in real or production
environments, taking into account aspects such as source code availability, libraries, and
supporting technologies.

SRQ-4: What machine learning methods and types of comparative analyses or results were
used in the studies? This SRQ aims to identify and classify the machine learning methods or
algorithms applied, as well as the types of comparisons and result analyses presented in
the studies.

Table 1. Research questions as structured by the PICOC criteria.

Studies published in the scientific literature on developing ML-based solutions applied to SD-IoT environments

Population : . N
in Edge Computing focusing on low latency and/or scalability.
Intervention ML-based algorithms, techniques, and approaches that support the development of SD-IoT applications, with
a focus on low latency and/or scalability.
Comparison Not applicable
Outcome Effectiveness of SD-IoT solutions focused on low latency and/or scalability in Edge Computing environments.
Context SD-IoT, Machine Learning and Edge Computing

3.2.2. Initial Identifications of Relevant Works

Based on the methodologies proposed in [11,12], we developed an approach for
identifying and initially collecting relevant literature for this SLR. In the first stage of the
identification process, we conducted an exploratory analysis of previously published SLRs
and surveys that intersect with the themes of this review—SD-IoT, Edge Computing, and
ML. This exploratory scan (Step 1) offers domain context and supports the justification of
our SLR focus, while the systematic selection of primary studies is performed in Step 2.

In the second step, we collected and identified studies based on predefined keywords,
selection criteria, and metrics outlined in the planning phase. These studies were sourced
from key databases in Computer Science and Information Technology. In the third stage, we
consolidated the studies gathered in the previous steps, performed a final filter to remove
duplicates and irrelevant papers, and selected studies that addressed the research questions
outlined in Section 3.2.1.

Step 1: Analysis of existing studies

Study [14] reviews network softwarization and the integration of ML techniques
into SDN, Network Function Virtualization (NFV), and IoT ecosystems. The authors
report advances in Load Balancing, dynamic data aggregation, path optimization, traffic
classification, and energy-aware mechanisms. The review also emphasizes the need for
implementations with higher fidelity and more consistent evaluations, particularly in
Edge contexts.

Focused specifically on routing, ref. [15] analyzes ML-based approaches for path opti-
mization in SDN. The authors provide detailed taxonomies, comparison tables, and qualita-
tive analyses of ML-based routing techniques, highlighting their implementation contexts,
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advantages, limitations, and evaluation metrics. For future research, the authors include the
need for standardized datasets, practical implementations, and reproducible experiments.

SLR [10] examines SDN-based IoT management frameworks addressing scalability,
Load Balancing, and security. The study observes that many proposals lack implementation
details or practical evaluations and highlights the limited presence of Al-driven approaches
in the SD-IoT domain.

Complementing these perspectives, ref. [16] surveys Al techniques in Edge environ-
ments, pointing to the benefits of SDN programmability for real-time decisions and reduced
latency. It also stresses the importance of simulation tools and ML frameworks in enabling
rapid prototyping of Edge solutions.

Survey [3] investigates Edge—Cloud architectures for Artificial Intelligence of Things
(AloT) systems and underscores the role of deep learning in data analysis and decision-
making. Challenges related to heterogeneity, interoperability, and latency-sensitive tasks in
resource-constrained environments are also highlighted, reinforcing the relevance of SDN
and NFV in orchestrating distributed systems.

The work in [17] explores ML in Software-Defined Wireless Sensor Networks, dis-
cussing energy efficiency, delay reduction, and security. The authors identify pressing
needs for improved controller placement, Edge-node scalability, and diversified testbeds.

Deep Reinforcement Learning (DRL) in IoT-Edge and SDN/NFV environments is
the focus of [18], which examines how DRL-based solutions can reduce latency, enhance
scalability, and minimize communication overhead, positioning DRL as a promising avenue
for future SD-IoT optimizations.

Other studies also contribute to the broader context. Review [19] analyzes the task
offloading in JoT-Edge-Cloud ecosystems, highlighting the importance of SDN for dy-
namic service allocation, latency reduction, and scalability in multi-controller deployments.
Meanwhile, ref. [20] discusses ML-driven task offloading strategies in IoT/Edge environ-
ments, detailing architectures and intelligent workload distribution techniques that support
low-latency decision-making.

Collectively, the works examined in this initial stage (see Table 2) reinforce the emerg-
ing convergence of IoT, SDN, Edge Computing, and ML, while also revealing persistent
challenges, such as limited scalability evaluations, reduced experimental realism, and the
scarcity of solutions explicitly targeting both latency and scalability.

As a continuation of identifying relevant literature, we reviewed the titles, abstracts,
and introductions of the 40 studies identified in this section. The selection criteria involved
excluding studies that were not directly relevant to our investigation, i.e., those that
could not address the research questions. One reviewer (Batista) conducted this screening
process and then met with a second reviewer (Santos) to compare their findings. A third
independent reviewer (Prazeres) discussed and resolved any disagreements. As a result,
six studies were selected as potentially relevant based on the criteria outlined above.

Table 2. Comparison of initial related works.

Authors Year Methodology Domain Approach Solutions Main Goal
Alonso, Prieto and Explores applications of Deep Reinforcement
’ 2021 Review IoT, SDN, ML, Edge Management Edge-IoT Learning techniques for managing SDN in
Corchado [18] 1
Edge-IoT environments
. . . Presents a review of task offloading strategies in
Lone and Sofi [20] 2023 Review IoT, ML, Edge, Cloud Task offloading Edge-based IoT environments with ML techniques
Zorn_lat}, Lakhlef and 2024 Syst_ematlc IoT, SDN, ML Network Softwarization Explolre§ the sta‘te of the artin SDN, and ML, as well
Ouni [14] Review as their integration into IoT scenarios
Systematic IoT frameworks, Explores SDN-based frameworks for IoT management,
Siddiqui et al. [10] 2022 Ry A IoT, SDN scalability, addressing topics such as scalability, Load Balancing,
eview . .
Load Balancing and security
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Table 2. Cont.

Authors Year Methodology Domain Approach Solutions Main Goal
. . Discusses the advantages of applying Al in the context
Singh and Gill [16] 2023 Survey IoT, ML, Edge Edge AI of Edge and Edge Computing
Changetal. [3] 2021 Survey IoT, ML, Edge, Cloud architectures Addresses Edge-cloud architectures for AloT
ML for software-defined Describe the current state of Software-Defined Wireless
Jurado-Lassoetal. [17] 2022 Survey SDN, ML N Sensor Networks and their integration with
wireless sensor networks .
ML techniques
Task offloading and Review studies on task offloading in IoT-Edge-Cloud
Rezaee etal. [19] 2024 Review IoT, SDN, Edge, Cloud & environments, focusing on SDN networks and
Task Management I
applications
Amin etal. [15] 2021 Survey SDN, ML Routing optimization Presents ML techniques applied to Routing Optimization
in SDN environments
. Systematic Low Latency and Explores the state of the art of IoT, SDN, and ML at
This study 2025 Review [oT, SDN, ML, Edge Scalability the Edge with a focus on low latency and scalability.

4. Research Conducting

This section details the execution phase of the SLR, which operationalizes the planning

strategy described in the previous section.

Here, we describe the search procedures,

databases, and keywords used to identify relevant studies, as well as the criteria and

steps (Steps 2 and 3 in Figure 2) applied to select and refine the final pool of primary

publications. The objective of this phase is to ensure methodological rigor and transparency

in retrieving and filtering the literature, thereby enabling an accurate and reproducible

synthesis of existing research on ML-based solutions for scalability and low latency in

SD-IoT environments.

/ Step 1 Step 2
IEEE Xplore  ScienceDirect Springer ACM DL
(68) (759) (342) (510)
Retrieved Retrieved m —
40 eviews, surveys
“o (1679) <« and similar
[ T / (475)
h S(f_ltTCtlonbc';'tert')a [ v AJ | v 4 Selection criteria
j (title+ abstract) " Automated (title + abstract)
LBy ! Manual Search Snowballing Search (1144)
Initial ©) () (60)
Relevant Papers m
e 2] 2« I
Updating Papers
o
AW — Step 3 Legend

Potentially
Relevant: Merge m
(84

,,,,,,,,,,,,,,,,,,,,,,,,,, Source of studies

Inclusion/Exclusion |
Criteria

~
Retrieved
et m
J

D
Retrieved
-

» Critical appraisal

i Discarding rationale

Process step

Number of discarded
studies
Stage

a2 (X)

Figure 2. Study selection method. Based on [12].

Step 2: Gathering recent publications

The second step of the research process involved updating and expanding the list

of primary studies. In this phase, we focused on literature published between 2020 and

2025 (until February). Searches were conducted in the following scientific databases:
ACM Digital Library, IEEE Xplore Digital Library, ScienceDirect, and Springer (Table 3).
These digital libraries were selected based on their prominence in Computer Science [21].
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These databases are particularly valuable as they index publications from IEEE, ACM,
Springer, and Elsevier, collectively covering many of the leading works in Computer
Science. Consequently, they are expected to encompass significant papers relevant to the
topics addressed in the MRQ and SRQs.

Based on the research questions and the studies analyzed in Step 1, we identified a
set of keywords to guide the search process. Variations of the terms “internet of things”,
“software defined networking”, “machine learning”, “fog computing”, “edge computing”, “low
latency”, and “scalability” were used to construct the search queries. These queries were
adapted to the syntax requirements and capabilities of the search engines for each data
source. Table 4 presents the specific search strings applied in each search engine and the

number of results retrieved from each.

Table 3. Research Databases.

Engine URL

ACM Digital Library https://dl.acm.org/ (Accessed on 26 January 2025)

IEEE Xplore https:/ /ieeexplore.ieee.org/ (Accessed on 28 January 2025)
Science Direct https:/ /sciencedirect.com/ (Accessed on 24 January 2025)
Springer https:/ /www.springer.com/ (Accessed on 26 January 2025)

Table 4. Detailed search strings applied in the automated search engines. Execution Date for All
Searches: January 2025.

Engine Search String Results
.. . (“Software Defined Networking” OR “SDN”) AND (“Internet of Things” OR “IoT”)
ACM Digital Library AND (“Machine Learning”) AND (“Latency” OR “Scalability”) 510
(Software Defined Networking OR SDN) AND (Internet of Things OR IoT) AND
IEEE Xplore (Machine Learning) AND (Latency OR Scalability) AND 68

(Fog Computing OR Edge Computing)

(“SDN” OR “Software Defined Networking”) AND (“Machine Learning”) AND

Science Direct (“IoT” OR “Internet of Things”) AND (“Latency” OR “scalability”) AND 759
(“Fog” OR “Edge”) All Sources (Computer Science)
Springer ("'SDN’) AND (“‘Machine Learning’) AND (‘IoT") 342

During the search and collection phase across the selected databases, we retrieved a
total of 1679 publications, as detailed in Stage 2.1 (see Figure 2). This initial set included
related works, conference proceedings, literature reviews, editorials, and similar studies.
We excluded 475 of these publications, as they were already considered under different
criteria within this SLR scope. The next activity involved reading the title and abstract of
each remaining paper, following the same procedure as in the previous phase. In this step,
1144 publications were identified as irrelevant to the scope of this SLR, as they did not align
with the themes defined by the main research question. The exclusion criteria applied to
the publications between stages 2.1 and 2.2 are defined in items EC1 and EC2 of Table 5. As
a result of this filtering process, a total of 60 publications were retained from the automated
search, as illustrated in stage 2.2 of Figure 2.

Following the automated search, we conducted a manual search to enhance coverage [22].
We specifically searched key journals that were not indexed in the earlier phases.
Table 6 lists the venues (search locations) and their standard abbreviations. This manual
search resulted in retrieving an additional nine studies, as shown in step (2.3) of Figure 2.

https:/ /doi.org/10.3390/i0t7010023
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Table 5. Exclusion criteria.

Exclusion Criteria

Rationale

We excluded prefaces, editorials, reviews, and summaries of tutorials, panels, and

EC1  Abstracts .
poster sessions.
Research paper By analyzing the abstract section of a study, it is possible to figure out what the topic
EC2 pap under investigation is about. The study should present initiatives related to the topic
out of scope .
of the research strings.
. The study must be unique. When duplicated papers of a study exist in different versions
Duplicated and . .
EC3 . that appear as books, journal papers, conference and workshop papers, we include only
Extended studies .
the most complete version of the study and exclude the others.
EC4 Research paper When analyzing the abstract, introduction, and results, it is verified whether the metrics

metrics

evaluated in the paper are in accordance with the MRQ topics.

Table 6. Venues subject to manual search.

Journals

Internet of Things Journal—Elsevier
Smart Cities Journal—MDPI
Applied Sciences—MDPI
Sensors—MDPI

Computer Networks—Elsevier

Conferences

International Conference on the Internet of Things

International Conference on Information Networking

In addition, we applied the process called snowballing. This process refers to using
the reference list of a paper or the citations to the paper to identify additional papers [23].
From this task, we obtained eight studies, as Figure 2 illustrates in Step 2.4. Thus, at the
end of Step 2, we revealed a set of 77 new publications.

Step 3: Primary study selection strategy

By merging the results from Steps 1 and 2, the list of potentially relevant studies was
then composed of 84 publications. Item (3.1) in Figure 2 shows such an amount.

Between phases 3.1 and 3.2, we applied the exclusion criteria EC3 and EC4, as defined
in Table 5. The primary objective of this filtering step was to eliminate studies that, al-
though aligned with the overarching themes of the MRQs, did not address or evaluate the
specific metrics outlined in the MRQs—namely, low latency and scalability. In addition, we
removed duplicate studies. As a result of this screening process (phase 3.2), we obtained a
final pool of 37 studies for full-text review.

Data Extraction

After using the criteria to select relevant papers (step 3.2), a quality assessment
was performed on the remaining papers. We conducted a comprehensive analysis of
the 37 filtered studies to collect the data necessary to answer the research questions and to
measure their quality.

The quality assessed in each study obtained in step 3.2 was based on a set of quality
criteria. We extracted the criteria mainly from the questionnaire for quality assessment
proposed by [24]. Based on the questionnaire used to critically evaluate the quality of the
selected studies, we developed seven closed-ended questions, as listed in Table 7. Taken
together, the criteria provided a measure of the extent to which we could be confident that
findings of a particular study could provide the review with a valuable contribution. The
criteria covered the four main issues pertaining to quality that need to be considered when
appraising the studies identified in the review:
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*  Reporting: Reporting of the study’s rationale, aims, and context.

*  Rigor: Has a thorough and appropriate approach been applied to key research methods
in the study?

*  Credibility: Are the findings well-presented and meaningful?

*  Relevance: How useful are the findings to the software industry and the research
community?

Each of the seven criteria was answered with either “yes” (1), “partially” (0.5), or
“no” (0). Then, a quality assessment score was given to a study by summing up the scores
for all the questions in the study. The resulting total quality score for each study ranged
from 0 (very poor) to 7 (very good).

Table 7. Quality assessment questions

Question Issue

Is there a clear statement of the aims of the research? Reporting

Is there an adequate description of the context/scenarios/setup in which

the research was carried out? Reporting
Is the study valuable for research or practice? Relevance
Was the modeling and setup of the experiments sufficiently rigorous? Rigor

Were the experimental results in a way that addressed the research issue?  Rigor

Is there a clear statement of findings? Credibility

Were the metrics clearly analyzed in the results described? Credibility

We used quality assessment criteria for both synthesis purposes and final filtering
of papers. Thus, the threshold for exclusion was studies that did not meet any of the
seven criteria or obtained more than two “partial” values. Upon completion of the quality
evaluation assessment, the set of selected primary studies was composed of 25 studies,
illustrated as stage (3.3) and listed in Table 8. One reviewer (Batista) carried out the reading
and completion of the extraction form for each paper. A second reviewer (Prazeres) resolved
any discrepancies or errors identified during this process.

Table 8. Summary of selected works.

ID Title Main Contribution Year

[25] Dynamic Fog Intelligence with Flow Control for =~ Application-aware and delay-sensitive service 2022
Green Internet of Things provisioning in SDN-IoT

[26] Collaborative Flow-Identification Mechanism for ~ Traffic identification mechanism for secure 2022
Software-Defined Internet of Things SDN-IoT

[27] Asynchronous Federated Learning for Resource Resource Allocation algorithm integrating 2004
Allocation in Software-Defined Internet of UAVs ~ SDN-loT UAV
SDNQ: A Novel SDN Controller for the

[28] Management of IoT Video Flows in the Managing IoT video flow 2024
Edge/Cloud Continuum
Flow-level Dynamic Bandwidth Allocation in

[29] SDN-enabled Edge Cloud using Heuristic Flow-level dynamic bandwidth allocation 2021
Reinforcement Learning
Predictive mobility and cost-aware flow placement

[30] in SDN-based IoT networks: a Q-learning Efficient flow entry placement 2024
approach
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Table 8. Cont.
ID Title Main Contribution Year
A QoE-driven SDN traffic management for
[31] IoT-enabled surveillance systems using dee Predict the optimal routes by minimum dela 2023
Y & deep P y y
learning based on Edge Cloud Computing
[32] {Srer;s},)erccl)ﬁilﬁ;ﬁﬁ?ﬁ?&ig?ﬁgglﬁ? &%{&iarir:ng Congestion avoidance for multipath flow routing 2024
[33] Efficient deep-reinforcement learning aware Resource Allocation that handles offload 2022
Resource Allocation in SDN-enabled fog paradigm workloads
[34] Triple Tier Framework for Intellectual Edge Sensitivity-aware flow classification and 2024
Assisted Multicontroller Load Balancing in SDN  Controller Load Balancing
Routing Optimization Based on Distributed o L .
[35] Intelligent Network Softwarization for the Internet Optlmlze routing in softv\./ailzed loT networ.ks 2025
of Things using Federated Deep Reinforcement Learning
36] A Framework for In-network Inference using P4 Man.aglng fl(?w t.ables from ML inference and 2024
[36] 8
traffic classification
[37] Machine learning enabled network and task Intelligent link weight adjusts to find the optimal 2023
management in SDN-based Fog architecture path and allocation
Deep Reinforcement Learning for energy-aware Blockchain-based Deep Reinforcement Learning
[38] task offloading in joint SDN-Blockchain 5G approach to enable energy-aware task scheduling 2022
massive loT Edge network and offloading
Reliable pa.ths.predlctlon Wlt.h intelligent data. Intelligent network monitoring, reliability, and
[39] plane monitoring enabled reinforcement learning .o 2024
in SD-ToT routing in SDN-IoT
A Deep Reinforcement Learning-based . . .
40] multi-optimality routing scheme for dynamic IoT Remf(.)rceme.n’[ Learn.mg—l.)asec'l Routmg sch.em.es 2021
[40] P y 8 y
networks combined with Multi-optimality routing criteria
[41] Smart SDN Management of Fog Services Adapt to 51gn1f1ca1:1t changes in system load and 2020
preserve the users” QoS
SDN-Enabled Adaptive and Reliable
[42] Communication in loT-Fog Environment Using Reliability of links in a multihop and SDN-enabled 2021
Machine Learning and Multiobjective IoT Fog
Optimization
Intelligent Resource Management at the Edge for . . . Lo
[43] Ubiquitous IoT: An SDN-Based Federated Ensuring high QoS in a ubiquitous SDN-IoT 2021
Learning Approach network by cache management
An SDN-Enabled Framework for a Load-Balanced Multicontroller Load-balanced and QoS-aware
[44] 2023
and QoS-Aware Internet of Underwater Things software defined Internet of UnderWater
[45] A QoS Optimization Technique with Deep Resource management and allocation in the 2021
Reinforcement Learning in SDN-Based IoT control plane of SDN-IoT networks
[46] Energy-efficient clustering and routing algorithm  Q-routing/Q-learning algorithm for intelligent 2020
for large-scale SDN-based IoT monitoring management of the global network
[47] A New SDN-Based Routing Protocol for New routing protocol based on SDN and Naive 2020
Improving Delay in Smart City Environments Bayes solution to improve the delay
Reinforcement Learning based Transmission Transmission ran ntrol is adiusted based on
[48] Range Control in Software-Defined Wireless rein fi)rcesrsnznt lea%ﬁi(rjlo ol1s adjuste sedo 2020
Sensor Networks with Moving Sensor &
A new intelligent scheduler to improve reactive -
enklow communication in -based IoT data
[49] OpenFl ication in SDN-based IoT d Management of flow tables from ML prediction of 2024

streams

the IoT data streams
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5. Reporting

We used the extracted data to answer our research questions. In this section, we
initially give an overview of the selected studies with respect to their publication venues.
Then, we answer each research question based on the extracted data.

Characteristics of the Studies

Based on the 25 studies selected in this SLR (step 3.3), Figure 3 presents the tempo-
ral distribution of publications between 2020 and 2025. The year 2024 accounts for the
highest number of studies, comprising 32.00% (8 studies) of the total. Both 2020 and 2022
contributed 16.00% (4 studies each), while 2021 represented 20.00% (5 studies). In con-
trast, 2023 contributed 12.00% (3 studies), and 2025 accounts for only 4.00% (1 study). It is
important to note that the inclusion of studies from 2025 reflects those that were publicly
available at the time of the search, conducted at the end of January.

Studies per Year
g/ 8 (32.0%)

5] 5 (20.0%)

| 4(16.0%) 4 (16.0%)

3] 3(12.0%)

Number of Studies

11 1 (4.0%

2020 2021 2022 2023 2024 2025
Year

Figure 3. Temporal distribution of the 25 primary studies selected in the SLR, organized by publication
year (2020-2025).

Considering the distribution of the selected studies according to their publication
venues, among the 25 analyzed studies, 72.00% (18 studies) were published in journals,
while the remaining 28.00% (7) appeared in conferences. This distribution suggests that
most of the selected works are comprehensive scientific contributions, encompassing pro-
posal, modeling, and experimental validation, given the typical rigor and completeness of
journal publications. Notably, the IEEE Internet of Things Journal, a well-established venue
in IoT solutions, accounts for the largest number of selected journal papers (five studies).
The IEEE International Conference on Communications (ICC) stands out within the confer-
ence category, with two studies included in the selection.

In the database context, the IEEE Xplore database accounts for the most significant
proportion, comprising 40.00% of the selected studies (10 studies), followed by the Springer
database with 24.00% (6 studies). ACM DL and Science Direct each contribute 12.00%
(three studies). Other datasets with manual searches contributed 12% (three studies).

6. Analysis and Discussion

In the previous section, we presented the temporal distribution of the selected studies
by year, publication type, and database source. This section addresses the research questions
by analyzing and categorizing the selected studies. In addition, the analyses presented in
this section build on the methodological process described in Section 3 and use the basic
concepts introduced in Section 2 to keep the discussion consistent. These concepts act only
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as a common reference when reporting how each study addresses latency, scalability, and
SD-IoT components.

In this context, Table 8 summarizes the authors, titles, publication years, and main
contributions of each of the 25 studies included in our systematic literature review,
labeled [25-49]. These studies illustrate the breadth and evolution of research in the field,
providing valuable insights into the current landscape of the main research question and
its related subtopics. Consequently, the analyses and discussions presented in this section
are guided by the main and secondary research questions.

6.1. Strategies to Handle Low Latency and Scalability Issues (SRQ-1)

This subsection addresses research question SRQ-1 by examining the strategies em-
ployed in ML-based applications within IoT, Edge, and Fog Computing environments,
particularly concerning low latency and scalability requirements. Based on the analysis of
the selected studies, these strategies were categorized into five groups: (i) Load Balancing;
(if) Routing Optimization; (iii) Resource Allocation; (iv) Flow Management; and (v) Service
Provisioning. Figure 4 illustrates the overall distribution of studies according to these
categories. Considering that some studies present solutions that span multiple strategic
categories, Routing Optimization presents the largest number of solutions (nine studies),
followed by Flow Management (eight studies) and Resource Allocation (seven studies).
Load Balancing (four studies) and Service Provisioning (two studies) finalize the distribu-
tion of the strategies used in the works selected in this SLR. In addition, the individualized
categorization of these studies is in Table 9.

As illustrated in Figure 5, the adoption of different ML strategies has varied over time,
with an increase in studies focused on Flow Management in 2024 and a consistent trend
in Routing Optimization over the years. This trend reflects the growing importance of
adaptive and efficient data flow mechanisms in response to the increasing complexity and
dynamism of SD-IoT environments. Other strategies, such as Resource Allocation and
Load Balancing, remain consistently relevant, though less dominant.

Table 9. Classification of the selected studies according to the main ML-based strategies adopted to
address low-latency and scalability requirements in SD-IoT. This Table distinguishes whether each
strategy explicitly targets low latency, scalability, or both, and lists the corresponding primary studies.

Low Latency Scalability
Total Studies Total Studies
Load
4 [31,33,34,44] 2 [34,44]
Balancing
Routi
ouhng 9 [31,32,35,37,39,40,42,46,47] 3 [35,40,47]
Optimization
R
esouree 6 [27,33,37,38,45,48] 1 [43]
Allocation
Fl
ow 8 [26,28-30,34,36,37,49] 1 [34]
Management
Servi
ervice 5 [25,41] ; ~
Provisioning
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Load
Balancing

Routing
Optimization

Resource
Allocation

Strategies

Flow
Management

Service
Provisioning
4
Studies

o -
-
(=]
[

Figure 4. Distribution of the selected studies according to the main ML-based strategies adopted to
address scalability and low-latency challenges in SD-IoT. A single study may contribute to multiple
strategy categories.

Distribution of Strategies Over the Years

I Routing Optimization
mm Flow Management
Resource Allocation
Load Balancing
Service Provisioning

o B N W A~ U O N 0 ©

2020 2021 2022 2023 2024
Publication Year

2025

Figure 5. Annual evolution of the main ML-based strategies employed in the reviewed studies.
The Figure illustrates how research focus has shifted over time.

Routing Optimization leverages centralized control and global network visibility
provided by SDN to dynamically adjust routing paths based on real-time traffic conditions.
In this context, studies [32,37] incorporate congestion avoidance techniques to enhance
their solutions. Specifically, ref. [32] integrates a congestion—-avoidance mechanism that
significantly improves the proposed algorithm’s performance in terms of average latency.
Similarly, ref. [37] designs its algorithm for evaluating current link congestion times,
enabling intelligent link weighting and the selection of optimal paths.

Studies [39,42] combine Routing Optimization with network reliability. In [39], the
authors propose a new routing algorithm for SDN-IoT environments to ensure reliable
communication, consequently reducing latency in heterogeneous IoT applications. The
approach in [42] introduces an algorithm for multi-hop SD-IoT networks that balances the
trade-off between selecting paths with maximum reliability and those with minimal latency.

Several other Routing Optimization strategies, namely [31,35,39,46], rely on traffic moni-
toring to achieve low-latency communication. Notable among them, ref. [39] integrates link
reliability with traffic monitoring, while [46] employs IoT network monitoring to design a new
routing protocol based on a multi-hop clustering technique to minimize latency. Study [35] an-
alyzes SDN-IoT traffic to identify paths with minimum delay and leverages a multi-controller
architecture to improve scalability. Furthermore, ref. [40] addresses scalability challenges
through centralized and hybrid SD-IoT routing mechanisms, increasing the number of IoT
nodes and evaluating their impact on latency and network utilization.
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Load balancing strategies facilitate the efficient distribution of network traffic to
mitigate congestion, reduce latency, and improve scalability. By leveraging SDN’s cen-
tralized control and real-time traffic analysis capabilities, intelligent load-balancing al-
gorithms can dynamically allocate traffic across the network. In [34,44], the authors
present multicontroller-based LB solutions. The approach in [34] classifies traffic into
delay-sensitive and non-delay-sensitive categories to optimize routing decisions accord-
ingly. In contrast, [44] introduces a strategy based on a switch migration mechanism to
balance traffic load. Both studies assess their solutions concerning low-latency performance
and scalability. Furthermore, [31] proposes a Quality of Experience (QoE) driven approach
that integrates Load Balancing and Routing Optimization to identify paths with minimal
delay. Meanwhile, [33] performs Load Balancing in fog servers using an adaptive policy to
achieve low latency and reduced energy consumption.

Resource Allocation strategy, which leverages the centralized control of SDN, facili-
tates efficient network and computing resources management to accommodate the dynamic
demands of SDN-IoT environments. Several selected studies have implemented this strat-
egy alongside task or computation offloading, such as in [27,38]. The approach proposed
in [43] focuses on cache management to enhance scalability within ubiquitous SD-IoT
networks. Meanwhile, ref. [45] addresses Resource Allocation at the control plane level
to ensure low-latency communication. Some studies classified primarily under Resource
Allocation also incorporate other optimization techniques, including Load Balancing in [33]
and Routing Optimization in [37].

Service Provisioning strategy includes solutions that, through service management and
intelligent provisioning mechanisms, adapt to the demands of SD-IoT networks to ensure
seamless service delivery with low latency. Two studies stand out in this context: ref. [25]
implements an application-aware and delay-sensitive service provisioning mechanism in
SD-IoT; Ref. [41] focuses on managing and provisioning Fog services, which can adapt to
significant changes in system load while maintaining low latency.

Flow Management strategy optimizes the control and forwarding of data flows in
network management and forwarding devices to enhance performance in SDN-IoT envi-
ronments. Studies [29,49] focus on OpenFlow /SDN rule management. Ref. [29] proposes
a dynamic and personalized bandwidth allocation approach, emphasizing low latency.
Ref. [49] implements early installation of OpenFlow rules in switches to minimize latency
in IoT communications. Ref. [30] introduces a solution based on Flow /Rules placement
and presents a mechanism for managing flow tables in SDN-IoT networks, targeting low
latency and improved accuracy in OpenFlow rule processing. Ref. [26] employs a collabo-
rative flow-identification mechanism to secure SD-IoT networks, improving low latency
and energy consumption performance. Ref. [28] applies Flow Management to IoT video
applications, where analysis of IoT video flows enables the adjustment and determination
of optimized rules to achieve low latency.

The studies described in this section indicate the main strategies and approaches based
on ML to deal with low latency and scalability requirements in SD-IoT networks. Routing
Optimization and Flow Management strategies are particularly prominent, with numerous
solutions and variations emerging in the literature. Furthermore, it is important to note that
most of these strategies prioritize low latency, suggesting a gap in the existing literature.
Specifically, there is a need for solutions that not only focus on low latency but also evaluate
scalability requirements, which is an essential aspect of this SLR.

6.2. Exploring Experimentation Scenarios/Environments (SRQ-2)

This subsection addresses research question SRQ-2 by examining the experimental
scenarios and environments employed to validate the proposals presented in the selected
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studies within the MRQ. Table 10 provides a summary of these studies, detailing (i) the
types of scenarios used; (ii) the total number of studies per scenario; (iii) the individual
identification of studies associated with each scenario; and (iv) the suitability of the ex-
perimental scenario implemented with IoT concepts. The distribution of experimental
environments across the selected studies is as follows: Surveillance systems (three studies),
Smart City /Building (two studies), Generic Scenario (seventeen studies), Unmanned Aerial
Vehicles (UAVs) (one study), Underwater IoT (one study), Mobile IoT (one study), and
Industrial IoT (one study). Studies classified under the “Generic Scenario” category in-
clude experimentation environments that incorporate one or more IoT components—such
as sensors, 1oT gateways, or Fog nodes—but lack detailed specifications regarding the
data transmitted or generated, as well as the influence of the operational environment
on the proposed solution. This lack of specificity denotes a generalized IoT context for
these scenarios.

Studies [28,31] conducted experiments in the context of surveillance systems. Specifi-
cally, ref. [28] explores an IoT video streaming application involving IoT devices and Edge
servers, while [31] employs a similar setup using IoT video cameras and Edge Computing
infrastructure. Other studies, such as [47,49], rely on datasets derived from IoT environ-
ments in smart city and smart building contexts. In [47], the authors utilize real-world
vehicular traffic data to develop a Routing Optimization solution. Ref. [49] leverages
sensor data from a smart building to manage IoT/OpenFlow data flow. Additional ex-
perimentation scenarios also appear in the literature. For instance, ref. [27] investigates
an application involving UAV, IoT nodes, and SDN infrastructure. Study [44] focuses on
underwater IoT systems, incorporating underwater wireless networks and multi-controller
SDN architectures. In the domain of mobile IoT, ref. [33] presents an application that
uses Android and iPhone devices and fog nodes deployed via containers to support Load
Balancing and Resource Allocation. Ref. [25] evaluates a service provisioning solution
using datasets related to Industrial IoT and smart city environments.

Additionally, 17 studies were classified under generic IoT scenarios. These studies
were grouped into three categories based on their suitability for IoT environments, as
presented in Table 1: (i) fully suitable for IoT deployment, (ii) generic scenarios with high
potential for IoT adaptation, and (iii) generic scenarios with moderate potential for loT
adaptation. The “IoT Suitability” column in Table 10 reflects the degree of effort and
adaptation required to implement each solution within an IoT context. This includes
integrating specific technologies, communication protocols, physical components, datasets,
and the overall system architecture. As shown in Table 1, among the 17 studies classified
as generic IoT scenarios, 11 (64.7%) were deemed fully suitable for IoT environments.
Three studies demonstrated high adaptation potential, while the remaining three exhibited
moderate suitability for integration into IoT systems.

In the context of SRQ-2, this section examines the scenarios employed in the studies
selected for the SLR. As shown in Table 10, most studies evaluate and validate their
solutions using generic loT-based experimental setups. This observation highlights a
notable gap and a corresponding need for more specialized IoT scenarios that reflect
diverse and realistic operating environments. Furthermore, the data suggest that emerging
domains such as Industrial IoT, Smart Cities, and Mobile IoT remain underexplored within
the MRQ scope, presenting opportunities for future investigations in these contexts.
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Table 10. Categorization of the selected studies based on the experimental scenarios used for
validation, including application domains and levels of IoT suitability. The Table highlights whether
each scenario represents a domain-specific IoT use case or a generic environment with varying
potential for IoT adaptation.

Scenario Total Studies IoT Suitability
[26,35,36,38-40,
14345 46,48]  rotal

Generic scenarios with high potential
Generic 17 [29,37,41] _
for IoT adaptation

Generic scenarios with moderate potential

[30,32,34]
for IoT adaptation
Surveillance
2 [28,31] Total
systems
UAVs 1 [27] Total
Underwater
1 [44] Total
IoT
Mobile
1 [33] Total
IoT
Smart
[25,47,49] Total
City /Building
Industrial
1 [25] Total
IoT

6.3. Exploring Component Fidelity and Complexity for Deploying Solutions in
Real Environments (SRQ-3)

This subsection addresses the research question SRQ-3 by exploring, based on the
studies selected in this SLR, the fidelity and complexity of deployment of the selected
solutions in real-world environments. Specifically, we analyze the types of environments
used for experimentation and explore the level of effort or adaptation required to replicate
and deploy these solutions in practical, real-world settings.

Table 11 categorizes the studies included in this SLR based on the deployment environ-
ment used for experimentation. The data presented in Table 11 and Figure 6 show that most
studies (23 studies, 92%) conducted experiments primarily through simulation. Analysis of
these studies reveals that Mininet, NS-3/NS-2, and the Markov Decision Process (MDP)
are the principal tools and techniques employed to construct experimental environments.
Ref. [50], adopted in 13 studies, is an open-source network emulator that enables the cre-
ation of virtual nodes, switches, SDN/OpenFlow controllers, and links. It also supports
executing applications and libraries designed for Linux and provides access to the underly-
ing kernel and networking stack. NS-3, used in four studies, is a discrete-event simulator
widely used in research involving traditional and SDN-based network simulations. It
supports various modular extensions, broadening the scope of possible experimental con-
figurations. In six studies, MDP was used to model network behavior, aiming to optimize
Resource Allocation and routing strategies in proposed solutions. Integrating MDP within
ML and SDN contexts enhances its effectiveness by enabling decision-making based on
network state transitions and probabilities. This dynamic approach supports more adaptive
and efficient network management.
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Table 11. Classification of the selected studies according to the experimental deployment setup or
simulation environment adopted for evaluation, including network simulators, analytical models,
and real-world testbeds.

Deployment Studies

Mininet [26,29,32,35,38,39,42-47 ,49]
NS-3/NS-2 [30,34,44,48]

Real-world environment [36,41]

Markov Decision Process [27-29,33,34,38,40]

Others [25,31,37,47]

N
Real Env. S&
Process
N

| | | | | | |
0 2 4 6 8 10 12

Studies

Deployment Config.

Figure 6. Distribution of the selected studies according to the type of experimental simulation
environment used for validation, including network simulation (e.g., Mininet), simulation tools
(e.g., NS-2/NS-3), analytical modeling (e.g., Markov Decision Processes).

In this subsection, we classify the selected studies based on the fidelity level of IoT
component modeling within simulated experiments. Specifically, we group them into three
categories: (i) high-fidelity component simulations, (ii) medium-fidelity component simu-
lations, and (iii) low-fidelity component simulations. The following evaluation questions
guide this categorization:

* Hardware and Sensor Modeling: Studies that describe, implement, or utilize real-
istic modeling of hardware components—such as energy consumption, data gener-
ation by IoT devices, and the execution of actual code or libraries on real or emu-
lated devices—are classified as high-fidelity. In contrast, those that employ generic
or abstract representations of sensors without accurate or detailed modeling are
considered low-fidelity.

¢  Communication Protocols in SD-IoT Networks: Studies implementing or utilizing real
communication protocols, such as Message Queuing Telemetry Transport (MQTT),
OpenFlow, Constrained Application Protocol (CoAP), or Long Range Wide Area
Network (LoRaWAN), are classified as high-fidelity. In contrast, studies that rely on
abstract or generic representations of SDN-IoT communication without specifying
concrete protocols are considered to exhibit low fidelity.

e SD-IoT Network Modeling: High-fidelity studies in SD-IoT networks typically involve
using real SDN controllers, such as Ryu or POX, integrated with standard network
protocol stacks, including TCP/IP and 5G. These experimental setups enable precise
monitoring and retrieval of detailed performance metrics, such as latency, packet loss,
and network congestion.

After analyzing the studies according to the categorization criteria discussed in the pre-
vious subsection, we have compiled Table 12. The data reveal that 17 (73.9%) of 23 studies
with simulation-based experiments are classified as medium or low fidelity. In contrast,
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six studies (26.1%) are categorized as high-fidelity modeling. Therefore, in the context of
SRQ-3, and given that most studies are not classified as high-fidelity, the findings highlight
the need for experiments that more accurately reflect the components of SD-IoT networks
in Edge environments. It is important to emphasize that constructing experiments or
models with high-fidelity components facilitates the adaptation and implementation of
solutions in real-world environments, thus increasing the relevance and applicability of the
proposed solutions.

Table 12. Studies categorized by the fidelity level of IoT component modeling within simulated
experiments. Fidelity levels reflect the degree of realism in hardware modeling, communication
protocols, and SD-IoT network components, indicating the potential for real-world deployment.

Total Studies
High-fidelity components 6 (26.1%) [29,35,42,43,45,49]
Medium-fidelity components 9 (39.1%) [26,30,32,33,38,39,44,46,47]
Low-fidelity components 8 (34.8%) [25,27,28,31,34,37,40,48]

6.4. Exploring Machine Learning Methods and the Results Comparison (SRQ-4)

In this subsection, we address the secondary research question SRQ-4, which examines
the ML methods employed in the studies selected for the context of the MRQ. We will
discuss the types of ML methods utilized, their key characteristics, and how they are
applied in the studies included in the SLR.

Based on the analysis of the selected studies, we identified and categorized the ML
solutions into four distinct categories (see Figure 7): (i) Traditional Supervised Learning,
which constitutes 24% of the studies. Algorithms in this category learn from labeled data,
mapping inputs to outputs based on historical examples; (ii) Recurrent Neural Networks
(RNNs), representing 12% of the studies. These algorithms process sequential data and
maintain an internal memory to capture dependencies in time series and data streams;
(iii) Convolutional Neural Networks (CNNSs), accounting for 4% of the studies. These
algorithms enable the analysis of spatial data, particularly images, by using convolutional
layers to detect patterns and features; (iv) Reinforcement Learning (RL) and Deep Rein-
forcement Learning (DRL), which cover 60% of the studies. These algorithms learn through
trial and error by taking actions in a given scenario to maximize accumulated rewards.

Distribution of ML Methods in Selected Studies

0O,
60 15 (60.0%)
& 5]
w
R
3401
wn
‘G
o 301
> 6 (24.0%)
2
g 201
e 3 (12.0%)
o 10,
1 (4.0%)
Traditional  RNN CNN RL/DRL

Supervised
ML Method Category

Figure 7. Classification of the selected studies according to the category of ML methods employed,
including Traditional Supervised Learning, Recurrent Neural Networks, Convolutional Neural
Networks, and Reinforcement/Deep Reinforcement Learning.
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Figure 8 presents a heatmap that maps the association between ML methods and the
strategies employed. Reinforcement Learning appears as the most prevalent approach
across all strategic categories, particularly in Routing Optimization and Resource Allocation.
In contrast, CNNSs are less frequently adopted and tend to be applied to more narrowly
defined problem scopes.

4.0

Figure 8. Heatmap illustrating the relationship between ML method categories and SD-IoT strategies.
Columns represent ML methods (Traditional Supervised Learning, CNN, RNN/LSTM, and RL/DRL).
At the same time, rows correspond to the main strategies: Routing Optimization, Flow Management,
Resource Allocation, Load Balancing, and Service Provisioning. Darker cells indicate a higher
concentration of studies applying a given ML method to a specific strategy.

Traditional Supervised Learning models are often lightweight and suitable for deploy-
ment at the Edge, enabling real-time decision-making with minimal delay when compared
to cloud-based inference. Traditional Supervised Learning has been adopted across several
studies in this SLR, particularly in the contexts of service provisioning [25], flow man-
agement [26,36], and Routing Optimization [42]. In [25], the authors apply and compare
various Traditional Supervised Learning algorithms (see Table 13) using datasets from In-
dustrial IoT and smart city environments. For each dataset, they identify the algorithm that
yields the best performance. In [26], supervised learning techniques—including logistic
regression, LightGBM, decision tree, and random forest—are employed to implement a
flow identification mechanism for IoT traffic in SD-IoT networks utilizing the OpenFlow
protocol. Similarly, ref. [36] applies a decision tree algorithm for flow identification within
SD-IoT networks that leverages the Programming Protocol-Independent Packet Processors
(P4) protocol. Meanwhile, ref. [42] implements the K-Nearest Neighbors (KNN) algorithm
to detect potential link failures, enhancing routing decision-making in a global SD-IoT
architecture focused on link reliability.

Recurrent Neural Networks have been employed in the studies reviewed in this SLR in
conjunction with Routing Optimization and Load Balancing [31], Resource Allocation [43],
and Flow Management [49]. In [31], an LSTM network is applied to predict optimal routes
based on the analysis of IoT data and video streams within an IoT surveillance scenario.
Similarly, ref. [43] utilizes an LSTM model combined with Federated Learning to predict
user data and QoS scores, thereby supporting a cache management solution in an SD-IoT
network. Study [49] leverages Long Short-Term Memory (LSTM) to forecast IoT data
streams, specifically temperature samples, to assist a rule scheduler in SD-IoT networks.
Additionally, ref. [34] applies a CNN, using the Non-Deep Lightweight Parallel Network
algorithm, to classify delay-sensitive IoT flows, thus enabling Management Flow and Load
Balancing strategies.
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Table 13. Summary of ML algorithms employed in the selected studies. This Table reports the
frequency of each algorithm and the corresponding studies.

Machine Learning Algorithm Total Studies
LSTM (RNN) 3 [31,43,49]
Non-Deep Lightweight Parallel 34]
Network (CNN)
Q-learning (RL/DRL) 7 [29,30,32,33,45,46]
Deep Q-learning (RL/DRL) 1 [40]
SARSA (RL/DRL) 1 [44]
A3C (RL/DRL) 2 [27,38]
Proposed approach (RL/DRL) 1 [35]

ive b
Naive bayes 3 [25,37 47]
(Trad. supervised learning)
Random Forest / Decision Tree 3 [25,26,36]
(Trad. supervised learning)
KNN (Trad. supervised learning) 2 [25,42]
Neural Network 1 5]
(Trad. supervised learning)
Logistic Regression 1 [26]
(Trad. supervised learning)
Light Gradient Boosting 1 [26]

(Trad. supervised learning)

Reinforcement Learning and Deep Reinforcement Learning have been applied across
the selected studies to address Load Balancing (two studies), Routing Optimization (four
studies), Resource Allocation (four studies), and Flow Management (three studies) strate-
gies. In the context of Load Balancing, ref. [33] employs the Q-Learning algorithm to sup-
port Load Balancing and fog workload distribution in a mobile IoT scenario, whereas [44]
utilizes the SARSA algorithm to perform multicontroller Load Balancing in an underwater
SD-IoT network. For Routing Optimization, the studies adopt Q-Learning [32,46] and
Deep Q-Learning [40] algorithms to enable intelligent and multipath routing in generic IoT
scenarios. Additionally, ref. [35] proposes a custom DRL approach combined with Feder-
ated Learning for Routing Optimization. Regarding Resource Allocation, Asynchronous
Advantage Actor—Critic (A3C) algorithms are used for task scheduling and offloading
in IoT-UAV scenarios ([27], also incorporating Federated Learning) and in generic IoT
environments [38]. Q-Learning is also employed to manage the SD-IoT network control
plane [45]. In the area of Flow Management, Q-Learning facilitates admission control for
incoming IoT video flows, determines optimal processing locations for video frames [28],
and supports flow placement decisions based on prediction mechanisms [30].

Figure 9 categorizes the studies and presents data regarding the methods used to compare
the ML solutions or algorithms in the experiments. Based on the analysis, the solutions were
organized into four categories: (i) Traditional algorithms—studies that compared results using
the traditional algorithms listed in Table 13; (ii) DRL/RL/CNN/RNN algorithms—studies
that compared their results with reinforcement learning algorithms, Recurrent Neural Net-
works, or Convolutional Neural Networks; (iii) Baseline approach—studies that compared
their solutions with and without the proposed ML algorithm, without performing compar-
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isons against other algorithms; and (iv) No comparison—studies that presented results using
the proposed algorithm but did not conduct any comparative analysis.

Comparison Approaches Used by Studies

50
11 (44.0%)
R 40
%)
Q
2
2 30
(]
G
$ 20
g 3 (12.0%)
E 10 2 (8.0%)
Traditional Traditional and Baseline No

algorithms  cutting-edge approach comparison

Figure 9. Categorization of the selected studies based on the type of comparative evaluation adopted.

Figure 9 shows that 44% of the studies in this SLR do not provide comparative analyses
of the ML methods employed. In contrast, 36% of the studies compare their proposals with
advanced algorithms such as DRL/RL/CNN/RNN, while 12% include comparisons with
traditional ML techniques. Therefore, 48% of the studies perform comparative evaluations
of their ML solutions against other algorithms. Additionally, 8% of the studies conduct
baseline comparisons, assessing performance with and without the proposed solution.

Based on the data analyzed in this subsection, Reinforcement Learning and Deep
Reinforcement Learning methods predominate among the selected studies, accounting
for 60% of the approaches. This reflects a growing trend toward adopting trial-and-error
learning techniques in SD-IoT environments, particularly for Routing Optimization, Load
Balancing, and Resource Allocation. Although Traditional Supervised Learning methods
are also present, their use appears more limited and typically focuses on specific tasks,
including flow identification and Routing Optimization. Recurrent Neural Networks,
especially LSTM architectures, also stand out in applications involving temporal prediction
of IoT data.

A significant methodological gap emerged in the analysis of performance compar-
isons: 44% of the studies did not include any form of benchmarking against alternative
approaches, undermining the objective assessment of the proposed solutions. Nevertheless,
approximately half of the studies incorporated comparative evaluations, with 36% referenc-
ing advanced algorithms such as DRL, RL, CNNs, or RNNs. These findings underscore the
need for more rigorous experimental methodologies in comparative analyses to strengthen
the validation of proposed ML strategies within this systematic literature review.

7. Practical Applicability of ML Methods for Scalable
SD-IoT Deployments

A key aspect of ensuring the real-world feasibility of ML-based SD-IoT solutions is
understanding which ML approaches can effectively scale across latency-sensitive envi-
ronments. Although the selected studies employ a diverse set of ML techniques, from
Traditional Supervised Learning to Deep Reinforcement Learning, these methods exhibit
considerable variation in computational cost, deployment complexity, and integration with
SD-IoT infrastructures. By synthesizing the findings from SRQ-3 (fidelity and realism of
deployments) and SRQ-4 (ML methods used), as presented in Table 12, Figures 7 and 8, it
becomes possible to identify which methods currently show the most promise for scalable
deployments in real SD-IoT environments.

In the selected studies, the most practically scalable techniques are Traditional Su-
pervised Learning and Q-learning-based. As shown in Figure 7, supervised learning

https:/ /doi.org/10.3390/i0t7010023


https://doi.org/10.3390/iot7010023

IoT 2026, 7, 23

24 of 33

models represent a substantial proportion of the selected studies, and their computational
simplicity enables deployment directly on SDN controllers or Edge nodes without spe-
cialized hardware acceleration. Their suitability for real applications is further reinforced
by the fact that supervised ML appears in several of the high-fidelity studies identified in
Table 12, including [29,35,42,49]. Similarly, Q-learning-based solutions, also highlighted
in the heatmap in Figure 8, demonstrate compatibility with real deployments due to
their low memory requirements, fast convergence, and application in routing and flow
optimization [32,40,46,48].

Table 14 summarizes the practical scalability profile of the ML methods examined in
this SLR, integrating findings from Figures 7 and 8, and Table 12. In this context, the analysis
indicates that scalable SD-IoT deployments prioritized lightweight ML models, particularly
traditional supervised ML and Q-learning, while more complex DL architectures remain
promising but require further investigation under high-fidelity, real-world conditions.
These observations underscore the need for ongoing research on ML solutions for SD-
IoT, complemented by high-fidelity experimental evaluations to bridge the gap between
experimental results and deployable large-scale SD-IoT systems.

Table 14. Practical scalability of ML methods in SD-IoT deployments.

Computation Deployment . Practical
ML Method Requfrements D}i)ffic}:,ulty Suitable Layer Scalability
Traditional Supervised ML Low Low Edge/Fog/Controller High
Q-Learning/Tabular RL Low/Moderate Low Edge/Fog/Controller High
Deep Reinforcement Learning ~ High Moderate Fog/Edge/Controller Moderate
RNN/LSTM High Moderate/High Fog Low/Moderate
CNNs High High Fog with GPU Low

8. Common Architectural Trends and Divergent Aspects

This section summarizes the common architectural trends across the selected studies,
highlighting how their design choices converge and diverge beyond the general use of
SD-IoT and ML technologies. By examining the structural organization of the solutions,
the mechanisms used to support decision-making, and the specific algorithmic strategies
adopted, it becomes possible to identify recurring principles that shape current approaches.
Thus, differences reveal the diversity of design goals, optimization criteria, and implemen-
tation methods explored in the literature.

8.1. Load Balancing Studies

Across the studies [31,33,34,44], a common point is the use of multi-stage decision
pipelines, in which each solution is organized into several sequential modules rather
than a single unified controller. These stages often include steps such as classification,
prediction, prioritization, or migration analysis. For example, ref. [31] separates QoE
classification from traffic forwarding, ref. [33] divides resource estimation and mobility
management, ref. [34] employs user filtering, flow categorization, and hybrid balancing,
ref. [44] separates switch migration from adaptive routing. This point indicates that multi-
stage internal architectures are becoming an important design choice for load-balancing
solutions in SD-IoT.

Another common feature is the differentiation of flows or tasks according to their
performance requirements. Each system identifies categories, such as delay-sensitive flows,
critical tasks, or high-priority traffic, and handles them differently to maintain low latency
under high load. For example, ref. [34] classifies flows by sensitivity level using an ML
algorithm (CNN-based), ref. [31] adjusts forwarding based on predicted QOE, ref. [33]
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prioritizes delay-sensitive tasks during fog offloading, and [44] selects routes according
to specific Quality of Service (QoS) demands. These mechanisms show a trend toward
targeted, priority-based strategies rather than a uniform load distribution.

The studies also share the use of threshold-based triggers to activate adaptation
procedures. Actions such as migration, rerouting, or resource reallocation in the Load
Balancing context occur when key metrics surpass predefined limits. In [34], thresholds are
used to redirect flows or instantiate virtual switches; in [44], they trigger migrations during
periods of high controller load; in [31], traffic is redirected when QoE drops; and in [33],
fog assignments are updated when resource or mobility constraints become critical.

8.2. Routing Optimization Studies

Across the selected Routing Optimization studies, several internal design similarities
emerge that go beyond the broad use of ML and SD-IoT technologies. A first common as-
pect is the separation between offline preparation and online decision-making. Many works
build training datasets or auxiliary prediction models offline and then use lightweight
decision mechanisms during operation. Examples include offline route labeling in [31], relia-
bility prediction in [39,42], and mobility-based destination prediction in [47]. This structure
can reduce online computation while allowing complex intelligence to be precomputed.

Another recurring pattern is the use of multi-criteria performance objectives. In this
context, instead of optimizing only one metric, the majority of studies combine several
factors such as latency, reliability, load, and energy. Approaches like the multi-objective
routing in [40,42], or the clustered energy-aware design of [46], demonstrate how QoS
trade-offs are integrated into routing logic. Selected studies such as [33,37] also follow this
trend by jointly optimizing execution time and energy consumption.

Despite these common aspects, the studies differ in how learning is integrated into
the control of the solution. Some works use ML as a function approximator for an existing
heuristic, such as the RNN in [31] or the Naive Bayes predictor in [47]. Others rely on direct
policy learning, as seen in the Q-learning methods of [32,39,46]. DRL solutions present
further variation: [35] uses federated learning across controllers, ref. [40] evaluates both
centralized and distributed DRL modes, and [33,37] apply DRL directly to routing. In
contrast, ref. [42] separates learning and optimization, using ML only to predict reliability
and a multi-objective solver to select paths.

8.3. Resource Allocation Studies

A first similarity is the view of Resource Allocation as a dynamic and stochastic
problem. Many studies model the environment using MDP or equivalent sequential
decision frameworks, reflecting continuous changes in mobility, traffic, energy, and channel
conditions. Works such as [33,38,48] explicitly build their algorithms on MDP formulations,
while others, such as [31,37,44], still treat the environment as non-stationary and design
policies that adapt over time.

As in Routing Optimization studies, the shared aspect is the use of multi-objective decision-
making. Although latency is a core concern, it is generally not optimized alone. Instead,
the studies evaluate and balance multiple goals, including energy efficiency ([27,33,38,48]),
network reliability ([44]), QoS/QoE ([31,45]), or operational costs ([33]).

8.4. Flow Management Studies

The Flow Management studies converge on a common architectural idea: flows must
be semantically understood before they are controlled. Different proposals implement this
via explicit traffic or task classification modules. Rather than treating traffic uniformly,
the solutions identify classes of flows—such as heterogeneous IoT traffic in [26], heavy or
active flows in [30], delay-sensitive flows in [34], or high-priority jobs in [37]. Even security-
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oriented ([36]) and video-oriented approaches ([28,31]) rely on flow-type identification
before deciding how to manage them. This shows that semantic understanding of traffic is
now an important mechanism in SD-IoT Flow Management solutions.

Another similarity is the adoption of hybrid proactive-reactive control strategies. In
contrast to relying exclusively on reactive OpenFlow behavior, many works use predictions
to proactively configure flow rules or allocate resources while still reacting to unexpected
situations. Examples include mobility-aware rule placement in [30], multi-controller proac-
tive and reactive balancing in [34], and proactive installation of OpenFlow rules in [49].
Works like [28,31] also evaluate routing and processing decisions before admitting new
flows, forming hybrid decision loops.

9. Architectural Trends and Their Impact on Latency and Scalability

The selected studies reveal recurring architectural patterns that guide how ML-based
SD-IoT solutions attempt to meet low latency and scalability requirements. Although
each work uses different algorithms and deployment settings, their architectures share
common ideas about distributing intelligence, managing flows, and adapting decisions
in dynamic network conditions. In addition, the selected studies often do not explicitly
define their architectural model. We identified common patterns by interpreting their
system descriptions. These inferred tendencies provide a structured basis for analyzing
how architectural decisions influence latency, scalability, and the ML methods used.

9.1. Flow Differentiation and Prioritization

Another common architectural trend is flow differentiation. Many solutions classify
network flows using supervised ML models so that traffic with different requirements can
be treated differently. For example, latency-sensitive flows may receive faster routing or
dedicated resources, while background flows are handled with lower priority. Supervised
ML models, such as Decision Tree and Random Forest in [26,36], or Naive Bayes in [37],
enable rapid classification of IoT flows into categories such as delay-sensitive, bandwidth-
intensive, or background traffic.

This approach improves latency by reducing waiting time and ensuring quick process-
ing of important flows. It also supports scalability because the controller does not need to
treat all flows equally, reducing its workload. The main limitation is that misclassifications
or heavy models may increase overhead at the Edge and lead to wrong routing decisions.

9.2. Multi-Stage Decision Pipelines

A prominent architectural trend is the adoption of multi-stage decision pipelines,
where intelligence is distributed across layered components such as IoT devices, Fog/Edge
nodes, and SDN controllers. These multi-stage pipelines help reduce latency by al-
lowing faster, local decisions (often based on RL or DRL) without always contacting
the SDN controller. Examples include RL-driven routing combined with centralized
optimization ([32,35,40,46]), and Flow Management ([30]).

From a scalability perspective, the distribution of tasks across the network prevents
the controller from becoming overloaded as the number of IoT devices increases. How-
ever, these architectures also face challenges: if the coordination between layers is not
well handled, the system may produce inconsistent decisions or delayed reactions under
heavy traffic.

9.3. Threshold-Based Activation

Several works use threshold-based triggers to decide when ML models or control
mechanisms should run. Instead of constantly monitoring or recalculating routes, the
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system activates decisions only when certain conditions are met (e.g., queue size, link
quality, congestion level).

This approach helps reduce latency by ensuring that corrective actions occur only when
needed, without introducing delays from unnecessary computation [37,40,48]. Threshold
mechanisms also strengthen scalability because they limit the number of times ML modules
need to be executed. The main challenge is that thresholds are often manually configured;
if set incorrectly, they can trigger actions too late or too frequently.

9.4. Interplay Between Architectural Trends and ML Methods

Across the reviewed works, different ML techniques naturally align with different
architectural choices:

e RL/DRL approaches in [29,30,32,44,46] strengthen multi-stage pipelines by enabling
continuous adaptation to network dynamics.

* Supervised Learning models in [26,36,37,42] operationalize flow differentiation
through lightweight inference suited for Edge deployment.

¢ The RNN/LSTM predictors in [46,49] can complement threshold-based triggers by
forecasting traffic patterns or flow demand, allowing proactive rule placement and
reducing reactive delays.

10. Identified Gaps and Challenges

Although several solutions based on ML techniques have been proposed to optimize
SD-IoT networks in the Edge, particularly regarding low latency and scalability require-
ments, the analysis of the studies in this SLR identified important gaps that challenge
the consolidation of these approaches in real and dynamic scenarios. Thus, based on the
analysis of the studies in this SLR, in the following subsections, we discuss these gaps
by categorizing the main obstacles/shortcomings identified in the analyzed studies and
highlighting directions for future research.

10.1. Scalability Solutions

The analysis of the studies included in this systematic literature review reveals a
predominant focus on addressing the low-latency requirements of SD-IoT networks, with
comparatively less emphasis on scalability. Most of the selected works concentrate on
Routing Optimization and Flow Management strategies, aiming to minimize response
times and prioritize delay-sensitive traffic. In contrast, relatively few studies explicitly
target scalability concerns. Although some studies—such as [34,35,40,43] acknowledge or
incorporate scalability-related aspects (e.g., employing multi-controller architectures or
accommodating increases in network nodes and traffic), such efforts remain limited. This
imbalance highlights a significant research gap, particularly given the projected exponential
growth in connected devices and the urgent need for solutions capable of sustaining
performance under increasing load.

The lack of robust Al-based solutions for scalability in SD-IoT environments may
limit the applicability of proposed approaches in real-world, dynamic scenarios such as
smart cities, industrial systems, and critical infrastructure, where networks must adapt
efficiently to abrupt traffic fluctuations. Based on the analysis conducted in this SLR, we
observe a clear need for a shift in research focus toward strategies that concurrently address
low-latency and scalability requirements in a balanced and integrated manner.

10.2. SD-IoT Deployment and Scenarios

The predominance of generic scenarios, identified in 17 studies analyzed, reflects a
trend toward constructing simplified environments that may not fully capture the com-
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plexity and heterogeneity inherent in IoT ecosystems. These scenarios often lack detailed
specifications regarding device types, traffic patterns, and specific operating conditions,
which may hinder the ability of experiments to reflect the real-world challenges encoun-
tered in SD-IoT settings accurately. Consequently, solutions validated in these generic
environments may exhibit reduced or unpredictable performance when deployed in real-
world contexts.

The need for more context-specific experimentation is evident, given the broad range of
domains where IoT can be applied—such as healthcare, agriculture, logistics, and smart en-
vironments. Furthermore, environments with particular requirements, such as surveillance
systems ([28,31]) and smart cities ([25,27]), demand solutions tailored to their unique char-
acteristics. The lack of such scenarios in most of the studies analyzed highlights a recurring
challenge in this systematic literature review: the difficulty in accessing more representative
experimental environments and the limited resources for simulating complex conditions.

To enable better cross-study comparisons and improve reproducibility, future works
should consider adopting publicly available and standardized IoT datasets in their exper-
imental evaluations. Examples include the 10T-23 dataset [51], the UCI ML Repository
(IoT subsets) [52], and the CityPulse project [53]. These datasets provide realistic traces
from smart city and urban sensing environments and can help assess the effectiveness of
ML-based solutions under diverse conditions.

10.3. Federated Learning

Federated Learning (FL) offers a promising approach for integrating ML techniques
into SD-IoT networks in a distributed manner, preserving data privacy and reducing
communication overhead with central servers. However, despite its potential, the adoption
of FL remains in its early stages within the studies reviewed in this RSL. It was identified in
only three works ([27,35,43]), all of which use FL as a complementary technique alongside
other algorithms such as A3C, DRL, and LSTM. This limitation highlights a significant gap
in exploring FL as a central solution to scalability and low-latency challenges.

Although only three studies among the selected works adopted Federated Learning,
this approach presents significant potential for addressing scalability and privacy in SD-IoT
environments. FL enables decentralized model training by keeping raw data on Edge
devices, thus preserving user privacy and reducing communication overhead with central
servers. However, FL also introduces challenges related to communication cost and data
heterogeneity. The increased number of local model updates and the need for frequent
synchronization can result in substantial communication overhead, particularly in networks
with limited bandwidth or unreliable connections [54].

Emerging frameworks such as FedML [55] and TensorFlow Federated [56] are being
developed to support federated learning in resource-constrained environments. These
tools provide libraries and simulation platforms tailored to IoT and Edge applications,
representing a promising direction for future research on distributed intelligence in
SD-IoT infrastructures.

10.4. Security-Aware ML Solutions for SD-IoT

Cybersecurity is an important requirement in SD-IoT systems, since attacks on devices,
controllers, or communication flows can directly increase latency and reduce the system'’s
ability to scale. Recent studies in IoT and smart-home security show that high-quality
and structured cyber-threat intelligence is essential for ML-based detection mechanisms
to operate effectively. For example, recent work on IoT cybersecurity, but not applicable
and evaluated in SD-IoT infrastructures, demonstrates that Al-based techniques, such as
RNN models combined with optimized feature selection, can significantly accelerate the
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detection and classification of cyberattacks, enabling faster and more adaptive protection
mechanisms in distributed IoT environments [57,58].

Despite the importance of cybersecurity for maintaining reliable and responsive SD-
IoT infrastructures, and the study [26], which only superficially addresses security through
Flow Management, our review did not find any studies that integrate Security-Aware ML
techniques with an explicit focus on low latency or scalability. This reveals an additional
research gap: current work does not yet address how ML-based security can be incor-
porated into SD-IoT with a focus on improving latency and scalability. Future research
should, therefore, explore lightweight, Edge-friendly ML security mechanisms and threat-
intelligence integration strategies that protect SD-IoT systems while preserving low latency
and scalable operation.

11. Limitations of This Study

In this section, we discuss possible threats to the validity of this SLR, accord-
ing to the following categories: construct validity, internal validity, external validity,
and reliability [59].

Construct validity addresses issues related to study design, specifically examining the
extent to which the research accurately represents the concepts intended by the researchers
and aligns with the research questions. This study employed automated and manual
search strategies across multiple databases to mitigate threats to construct validity. This
approach aimed to broaden the search scope and more accurately capture the breadth of
the topics outlined by the SRQs. Additionally, the application of predefined inclusion and
exclusion criteria ensured that only studies aligned with the review’s objectives, namely,
those offering solutions relevant to the MRQ, were included. The involvement of multiple
researchers in the screening and discussion phases also promoted consistency in conceptual
representation and helped minimize individual interpretative biases.

Regarding internal validity, which pertains to the consistency between the extracted
data and the interpretations made, we acknowledge the potential risk of individual bias in
analyzing the studies. We implemented several review steps to minimize errors during the
selection and extraction of information, including multiple readings of the selected papers.
This approach aimed to ensure the inclusion of the most comprehensive studies, thereby
enhancing the reliability of our conclusions. A review protocol was also established and
adhered to throughout the study to maintain methodological rigor.

External validity addresses the extent to which the results of the selected studies
can be generalized to other application scenarios and domains. In this SLR, we focus on
studies that involve practical applications and provide detailed descriptions of experiments,
thereby enhancing the applicability of the findings within the investigated domain. How-
ever, we note that many of the selected studies are limited to simulated scenarios with low
fidelity of components, which may restrict the generalizability of the results.

Reliability refers to the degree to which this study can be replicated, enabling other
researchers to achieve the same results. To address this concern, we explicitly defined the
research procedures to enhance replicability. However, the analysis and categorization of
the data partially rely on the reviewers’ interpretations, making the results susceptible to
subjective variations.

12. Conclusions

In this study, we presented the results of a systematic mapping review of the litera-
ture, aiming to evaluate the current state-of-the-art research on SD-IoT supported by ML
solutions, with a particular emphasis on low latency and scalability requirements. The
review was conducted in accordance with established best practices found in the literature,
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resulting in the systematic selection of 25 studies from an initial pool of 1719 publications
(Steps 1 and 2 in Figure 2), retrieved primarily from five academic databases: ACM, IEEE
Xplore, ScienceDirect, and Springer.

Based on our research and subsequent data analysis, we categorized the studies
according to the following criteria: main strategies (Section 6.1), IoT scenarios and the
suitability of the proposals for real environments (Section 6.2), fidelity of the experiments
and complexity of solution implementation (Section 6.3), and characterization of the ML
methods employed in the studies included in this SLR (Section 6.1). These sections provided
the foundation for addressing the MRQ and the four SRQs.

Finally, this SLR has provided essential insights into the strategies, deployments,
scenarios, and ML methods employed to achieve low latency and scalability in SD-IoT
architectures. At the same time, the review revealed several important gaps that should
guide future research efforts. First, we identified an imbalance in the literature: although
many proposals focus on reducing latency, significantly fewer works rigorously evaluate
scalability, especially under realistic multi-controller or large-scale IoT conditions. Second,
most studies still rely on simulation-based experiments, highlighting the need for more
realistic and reproducible evaluations that better reflect real-world wireless variability,
device heterogeneity, and Edge resource constraints. Third, two promising directions,
Federated Learning and Security-Aware ML—remain notably underexplored.

These observations emphasize that, beyond consolidating the current state of the
art, this SLR also provides practical guidance for future research, identifying where new
methods, more robust evaluations, and emerging ML paradigms can meaningfully advance
the field.
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Abbreviations

Acronym Description

AloT Artificial Intelligence of Things

IoT Internet of Things

SDN Software-Defined Networking
SD-IoT Software-Defined Internet of Things
NFV Network Function Virtualization
QoS Quality of Service

QoE Quality of Experience

UAV Unmanned Aerial Vehicle
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