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Abstract

Mining operations generate continuous sensor data across heterogeneous repositories with
no unified access layer. Existing integration platforms either require centralizing data into
new infrastructure or demand extensive pipeline reconfiguration when sources change.
We present a metadata-driven execution model in which integration behavior is resolved
at runtime from executable metadata rather than encoded in static workflows, preserving
existing infrastructure while enabling unified access across heterogeneous repositories. An
Asset Cataloging registry stores executable specifications, including connector identifiers,
connection parameters, and routing rules, which select and invoke the appropriate con-
nector at runtime without workflow coding or redeployment. Evaluation on large-scale
real mining sensor datasets spanning heterogeneous formats (JSON, CSV, Parquet) and
repositories (Kafka, MongoDB, external REST APIs) confirmed zero message loss and
bit-exact binary reconstruction across all scenarios under at-least-once delivery with idem-
potent writes. Connector dispatch overhead fell below the 1 ms measurement resolution,
confirming that integration latency is dominated by storage I/O rather than orchestration
cost. Following evaluation, four pilot sites deployed the platform in production, spanning
from active underground operations to post-mining waste management, under the EU
Horizon Europe MINE.IO project, demonstrating viability at industrial scale.

Keywords: data integration; metadata-driven; heterogeneous data sources; industrial IoT;
mining; infrastructure preservation

1. Introduction
Industrial Internet of Things (IoT) applications generate continuous data streams

from sensors and cameras across multiple sectors from healthcare to manufacturing [1,2].
Mining faces distinct challenges. Sensor networks at mining sites capture temperature,
pressure, vibration, and environmental parameters at high frequencies, supplemented by
surveillance cameras and geospatial data from drones. This continuous monitoring directly
impacts operational safety, efficiency, and decision-making [3]. Equipment failures carry
severe consequences. A single mine hoist failure lasting four days resulted in documented
economic losses of 22.794 million RMB [4].
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Yet this data volume creates integration difficulties. Mining data exhibit substantial
heterogeneity, originating from multiple vendors and stored across disparate repositories
with different data models, access protocols, and storage formats [3]. Each site may employ
different technologies and separate IT infrastructures. The absence of unified standards
complicates this further, making information utilization difficult [5].

Fragmentation also affects operations directly as real-time decisions become harder.
Organizations struggle to detect deviations promptly, assess productivity accurately, or
comply with regulations. Clean, well-structured data remain scarce, inhibiting AI and
machine learning applications that could improve productivity and safety [6,7]. Digital
transformation in mining faces a steep learning curve, requiring new skills in data manage-
ment and analytics [8]. Valuable data sit unused in isolated silos, preventing integrated
view of all production aspects.

These integration challenges extend beyond mining to smart cities, healthcare, and
manufacturing, wherever heterogeneous IoT data span multiple repositories [9,10]. Prior
work covers parts of this challenge but leaves a critical gap. Big data platforms like Hadoop
or Spark [11,12] require consolidating data into unified storage, displacing existing repos-
itories. Integration tools like Apache NiFi [13] and Kafka Connect [14] preserve existing
systems but require custom workflow authoring for each integration scenario, encoding
routing logic in static configurations; adding a new data source requires modifying and
redeploying pipeline definitions. IoT interoperability standards such as W3C WoT [15] and
FIWARE NGSI-LD [16] address semantic interoperability but not data movement across
heterogeneous repositories. Metadata catalogs like Apache Atlas and AWS Glue excel at
data discovery and governance but stop at documentation; they tell you what data exist and
where they live, not how to access them or how to move them across systems.

Existing approaches address these capabilities individually but not in combination
within a single, validated platform for the industrial IoT: runtime connector selection
from a queryable metadata registry (no pipeline redeploy required when sources change),
infrastructure preservation, and unified support for both real-time streaming and batch
operations. This gap motivates the following research question: Can executable metadata drive
heterogeneous IoT integration without workflow reconfiguration or infrastructure replacement?

Where these systems encode routing logic inside workflow graphs, connector con-
figurations, or pipeline definitions, we externalize orchestration into executable metadata:
integration behavior is resolved at runtime by querying a registry, rather than embedded in
application workflows. We realize this execution model as a metadata-driven integration
platform, in which metadata become the orchestration layer rather than replacing data
repositories or requiring complex workflows. An Asset Cataloging registry captures each
source’s location, format, access parameters, and data characteristics, while a connector
pattern provides standardized integration adapters for different storage technologies. Sepa-
rating data source descriptions (what, where) from integration mechanisms (how) enables
runtime connector selection and extensible integration (Figure 1).

Our solution emerged from the MINE.IO project, funded under EU Horizon Europe.
MINE.IO is developing a Digital Mine 4.0 ecosystem; our platform provides the data
integration infrastructure. We designed the platform for unified data access despite diverse
storage technologies, across six operational pilot sites in Germany, Poland, Greece, Finland,
and Portugal.

This work builds on European IoT integration research. An IIoT platform for Industry
4.0 manufacturing was developed by the FASTEN project (Horizon 2020) [17], addressing
vertical, horizontal, and end-to-end integration through dual-lane architecture (FIWARE
and Apache). Federated architecture reference models with metadata-driven federation
layers were established by the IoT-A project (FP7) [18]. Our platform builds on these
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concepts, extending metadata from discovery only to runtime executable specifications
driving connector selection and data movement, while preserving existing infrastructure
as validated in earlier approaches.

Figure 1. Conceptual framework of the platform. Three components interact, the metadata registry
(Asset Cataloging), the connector layer, and flow orchestration, with connectors selected at runtime
by querying the registry for connection parameters.

We evaluated our platform using real mining sensor data and simulated streaming
scenarios across heterogeneous formats (JSON, CSV, Parquet, and binary archives) and mul-
tiple data sources including Apache Kafka, MongoDB, and external REST APIs. Evaluation
validated complete data accuracy and format preservation. Following successful evaluation,
four pilot sites deployed the platform in production, providing ongoing evidence of viabil-
ity. This multi-site validation, spanning from active underground operations to post-mining
waste management, strengthens findings beyond single-organization deployments.

Our platform is distinguished by combining three properties that existing sys-
tems provide only in isolation: (i) metadata that are executable rather than merely
descriptive—stored specifications drive connector invocation at runtime, not just doc-
umentation; (ii) infrastructure preservation—no consolidation or replacement of existing
repositories is required; and (iii) unified support for both real-time streaming and batch op-
erations across heterogeneous storage backends. The following contributions operationalize
this combination:

(i) We introduce a metadata-driven integration platform, a concrete and deployed im-
plementation in which an Asset Cataloging registry stores metadata as executable
specifications (connector identifiers, connection parameters, and routing rules) that
drive integration operations at runtime without workflow coding or infrastructure
replacement. Unlike static pipeline configurations such as NiFi flows or Kafka Connect
instances, these specifications are queried per operation at runtime; registering a new
data source in Asset Cataloging makes it immediately accessible without redeploy-
ment or pipeline modification.
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(ii) We propose a connector pattern with runtime selection, where metadata drive dynamic
connector invocation, eliminating hardcoded integration logic. The standardized four-
operation interface (retrieve, file_retrieve, store, file_upload) maintains flexibility
across heterogeneous repositories while supporting extensibility through metadata-
only registration.

(iii) We provide industrial scale validation, evaluating the approach on 137.2 million
real mining sensor records (13.98 GB) across heterogeneous formats and reposito-
ries, demonstrating data accuracy, format preservation, and successful production
deployment at four pilot sites.

The rest of this paper is organized as follows. Section 2 reviews related work, and
Section 3 defines system requirements derived from the MINE.IO pilot context. Section 4
details the platform architecture and core components. Section 5 describes implementation
specifics, and Section 6 presents evaluation methodology and results, while Section 7
discusses findings, generalizability, and design implications. Finally, Section 8 concludes
with a summary and future research directions.

2. Related Work
We review existing approaches to data integration, metadata management, big data

processing and IoT integration, highlighting gaps our platform addresses.

2.1. Big Data Processing Platforms

Big data platforms have evolved to handle volume, velocity, and variety [19]. Apache
Hadoop enables distributed processing through HDFS and MapReduce [11], but batch
orientation can limit real-time use. Apache Spark improves performance via in-memory
processing and micro-batching [12,20], while Flink provides true event-at-a-time stream-
ing [21,22]. For data movement, Sqoop handles database-to-Hadoop bulk transfers, and
NiFi offers flexible dataflow automation.

Despite their processing power, all require custom integration code for each source.
Few if any employ metadata orchestration; integration logic lives in code or workflows
rather than queryable specifications. Infrastructure replacement or complex configuration
remains unavoidable. Our platform, by contrast, integrates with Hadoop HDFS as an
existing storage backend via WebHDFS, so pilot sites already operating Hadoop clusters
connect without migrating other systems; HDFS serves as one storage endpoint among
several rather than a consolidation target.

2.2. Data Integration Approaches

Traditional ETL/ELT patterns extract, transform, and load data into centralized ware-
houses [23]. Data virtualization creates logical views over distributed sources, while
federated systems allow unified querying across heterogeneous databases [18].

These approaches struggle in IoT contexts. ETL/ELT assumes batch processing and
centralized storage, conflicting with real-time requirements. Virtualization adds query
latency and poorly supports streaming. Federated systems handle structured databases but
struggle with diverse IoT formats and protocols. Timing alignment across asynchronous
heterogeneous sensors remains particularly challenging [9].

Multi-repository systems demonstrate polyglot persistence: multiple specialized storage
technologies optimized for different data characteristics. MusQ [24] and BigDAWG [25]
unify queries across RDBMS, NoSQL, and HDFS but focus on reading rather than data
movement. Manufacturing integration architectures [26] use message queuing to preserve
legacy systems, sharing our infrastructure preservation principle and implementing En-
terprise Integration Patterns for modular composition, concepts we adopt through the

https://doi.org/10.3390/iot7030058

https://doi.org/10.3390/iot7030058


IoT 2026, 7, 58 5 of 35

connector pattern. SOA-based middleware solutions [27] demonstrate heterogeneous data
fusion for IoT environments, while real-time stream processing systems [28] address seman-
tic annotation challenges for continuous sensor data. Data lake architectures [29] employ
metadata models for IoT dataset discovery across multi-source repositories.

2.3. Metadata Management and Data Catalogs

Commercial and open-source metadata catalogs (Alation, Collibra, Apache Atlas,
AWS Glue, Google Dataplex) provide centralized repositories for data discovery and
governance [30]. Schema registries manage data structure evolution in streaming contexts.
Both address data discovery and governance but do not drive integration operations;
metadata remain descriptive rather than executable.

Metadata-driven integration manifests through complementary approaches: classifica-
tion methods generate metadata for unlabeled sources [31], ontology-based frameworks
harmonize heterogeneous vocabularies using standards like OWL and RDF, and central-
ized metadata catalogs orchestrate runtime integration. Our platform focuses on the latter,
providing executable metadata specifications for dynamic connector selection.

Domain-specific systems demonstrate metadata orchestration. Healthcare sensor plat-
forms use metadata to drive sensor discovery and data retrieval [32], metadata-centric
frameworks allow unified access across heterogeneous information sources [33], and disas-
ter response systems employ metadata as operational specifications [34]. Scientific data
platforms [35] employ centralized metadata-based integration with RESTful APIs for mul-
tidisciplinary data access. Linked stream middleware [36] enriches sensor streams with
semantic descriptions for SPARQL-based querying. Recent work on metadata-driven
ingestion patterns [37] demonstrates dynamic pipeline orchestration through metadata
specifications, while real-time semantic annotation systems [38] manage metadata freshness
for IoT sensor streams. Across these cases, metadata shift from descriptive to prescriptive,
paralleling our Asset Cataloging’s dual role.

Recent data governance approaches emphasize provenance and data contracts.
Reproducibility-oriented systems (e.g., TableVault) capture execution parameters and
metadata, while governance-enforcing patterns (e.g., ETLT/ELTL++) apply obligations
during ingestion. Dataspace connectors (e.g., Eclipse Dataspace Connector, International
Data Spaces) provide cataloging with usage control and identity management for cross-
organizational data sharing, and streaming integration frameworks (e.g., Kafka Connect
with Schema Registry) offer plugin-based integration with schema validation. Their con-
cerns are complementary: provenance, governance enforcement, sovereignty, and schema
management. Our platform focuses on technical integration and format preservation,
positioning metadata as orchestration rather than governance. Future work could integrate
these governance capabilities within our metadata-driven framework.

2.4. IoT Platform Standards and Interoperability

IoT interoperability initiatives address standardized data models and protocols. FI-
WARE [16,39], Arrowhead [40], and IIRA [41,42] define architectural patterns emphasizing
semantic interoperability and modular composition. The W3C Web of Things (WoT) [15]
provides Thing Descriptions as machine-readable metadata for device interaction models.
Ontology-based approaches [43] support cross-domain IoT platforms with consistent sen-
sor data acquisition specifications. Semantic architectures for pervasive computing [44],
and Web-of-Things-based approaches [45] demonstrate SPARQL-based mechanisms for
transparent device discovery and access across heterogeneous ecosystems. REST API-based
approaches [46] use interworking proxies for protocol translation conceptually similar to
our connector pattern but targeting service composition rather than data integration.
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These frameworks establish semantic interoperability foundations. They define what
data should look like, not how to integrate existing diverse systems with established data
models and storage technologies.

The reviewed work reveals complementary strengths but leaves a critical gap for
mining digital transformation [5,8]. Existing platforms either require infrastructure replace-
ment (Hadoop MapReduce consolidation, Spark), demand complex configuration (NiFi),
focus on governance over execution (metadata catalogs), or address semantic rather than
technical integration (IoT standards). Unlike NiFi’s flow-graph reconfiguration, Kafka
Connect’s connector-centric runtime management, or Camel’s DSL-based routing, none
provide per-asset executable metadata specifications for runtime connector selection with-
out workflow changes. To our knowledge, no platform for mining IIoT combines in-
frastructure preservation with metadata-driven orchestration of data movement across
heterogeneous repositories.

Table 1 makes this gap concrete: across the dimensions central to IIoT data integration,
each existing approach satisfies only a subset, and none combines them all.

Table 1. Comparison of integration and data-lake approaches against the proposed platform across
dimensions central to IIoT data integration.

Solution Infrastructure
Preservation

No Workflow
Coding

Executable
Metadata

Heterogeneous
Backends

New-Backend
Extensibility Stream + Batch Data

Transformation

Apache NiFi Yes No No Partial Custom code Yes Yes
Kafka Connect Yes No No Kafka-centric Custom code Yes Partial
Apache Flink No No No Partial Custom code Yes Yes
Traditional ETL/ELT No No No No Custom code No Yes
Data lake + catalog (AWS Glue/Atlas) No No Descriptive Partial Custom code Partial Partial
IoT standards (FIWARE/W3C WoT) Yes No No No Custom code No No
Proposed platform Yes Yes Yes Yes Metadata Yes No

Partial = supported with constraints or additional configuration. New-backend extensibility: “Custom code” =
adding a storage backend requires writing new integration code; “Metadata” = it is added by registering connector
metadata, with no platform changes.

Our platform addresses this gap by treating Asset Cataloging as an execution layer
rather than a documentation layer. Stored metadata drive connector selection and invoca-
tion at runtime, eliminating workflow coding. The connector pattern standardizes access
across heterogeneous repositories without requiring replacement, and a unified architecture
supports both streaming and batch operations across existing systems.

3. Requirements Analysis
The platform design emerged from direct collaboration with mining operation pilot

sites within the project. In the following we present the functional and non-functional
requirements of our work.

3.1. Requirements Gathering

Requirements emerged from a systematic analysis across six operational pilot sites
in Germany, Poland, Greece, Finland, and Portugal, where we conducted collaborative
workshops with 27 consortium partners. Cross-site analysis revealed common integration
challenges: each site had invested in specialized storage technologies, yet data exhibited
substantial heterogeneity (time series readings, images, binary files, structured documents).
The platform needed to support both real-time monitoring and historical analysis. Infras-
tructure replacement proved economically and operationally infeasible. These constraints
drove platform design toward metadata-driven integration that preserved existing invest-
ments while providing unified access.
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3.2. Data-Related Requirements

Data-Type Versatility. Mining operations generate diverse data types. Sensor net-
works produce numerical time series data at varying frequencies (0.1 ms to 100 ms intervals,
i.e., up to 10,000 Hz). Visual monitoring systems capture images and video from fixed
cameras and drones. Geospatial systems track location and spatial mapping. Technical
documentation, production logs, and maintenance records exist in both structured (CSV,
JSON) and unstructured (PDF, CAD files) formats. The platform must accommodate this
variety without imposing format standardization. Data transformation before storage must
not be required, as different data types serve distinct purposes and some need preservation
in original formats for compliance or technical reasons.

Heterogeneous Storage Infrastructure. Each pilot site invested in storage technolo-
gies suited to operational needs, including MongoDB for document storage, time series
databases for sensor data, Apache Kafka for event streaming, and Hadoop HDFS for dis-
tributed large-scale file storage. Sites also maintain external enterprise systems accessible
via REST APIs for technical documentation and specifications. Integration with existing
repositories and external systems must occur without mandating consolidation or replace-
ment. Support for multiple, heterogeneous data sources simultaneously is required, while
still providing unified data access. In practice, pilot sites fell into three categories: sites
with existing storage infrastructure (PLM systems accessible via external REST APIs, ex-
isting MongoDB deployments) where preservation was mandatory; sites with no existing
database, where MongoDB was standardized as the default deployment; and sites with
large-scale file storage requirements, where Hadoop HDFS was selected. MongoDB was
the most widely available storage backend across project partners, which also motivated its
selection as the reference connector implementation for evaluation in Section 6.

Source-Type Routing and Format Preservation. Data from different sources must
be routed to appropriate repositories based on source characteristics and site-specific
preferences. Routing decisions must account for data type and format requirements. Data
ingested in a specific format must remain reconstructible in that format; downstream
applications must receive data in expected formats without requiring manual conversion.

Mining Safety and Diagnostics. Mining operations impose safety-critical require-
ments beyond generic IoT monitoring. Mine hoist systems require real-time monitoring of
mechanical components, braking systems, and operational parameters [4]. Fault diagnosis
must integrate real-time sensor streams with historical maintenance data and regulatory
specifications. This integration spans structured databases, document repositories, and
real-time streams. Supporting such safety-critical scenarios is a core platform requirement,
as equipment failures in mining carry severe economic and human consequences.

3.3. Platform Functional Requirements

Discoverability. Users and external systems must have access to available data
assets through search and browsing capabilities. Each data source must provide metadata
descriptions including data type, format, update frequency, and ownership. The system
must support queries such as “find all temperature sensors in mine section A” or “list all
point cloud datasets from Pilot 2” through search and API queries.

Data Operations. The platform must support three core operations across all data
sources: (i) Retrieve: Extract data from repositories with filtering capabilities by time range
or specific attributes. (ii) Upload: Insert new data, supporting both individual records and
bulk batch imports. (iii) Flow: Automate continuous data movement with configurable
parameters for batch size, frequency, and format. These operations must function uniformly
regardless of underlying storage technology (e.g., relational or NoSQL database, Kafka, or
external APIs).
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3.4. Platform Non-Functional Requirements

Reliability and Fault Tolerance. Industrial monitoring requires zero data loss. The
system must handle network interruptions without data loss. When connections fail
during data streaming or upload operations, automatic retry mechanisms must recover
without manual intervention. Detailed error logging is required to support rapid diagnosis.
Operators must have visibility into failure conditions, including which connector failed,
what operation was attempted, and what error occurred.

High Performance and Real-Time Support. Mining safety systems may require
sub-second response times. When sensors detect anomalous readings, data must flow
immediately to alert systems. The system must support high-frequency data streams
without blocking or data loss; multiple sensors can produce millions of records per minute,
and the platform must handle these volumes efficiently. Historical analysis requires batch
operations on large datasets. Analysts must be able to retrieve months of sensor data for
trend analysis or model training without impacting real-time operations.

Maintainability and Modularity. The platform must provide a modular architecture
with defined REST APIs for each component [47]. Modularity must support independent
development, testing, and deployment. Connectors must not affect the core platform.
Adding support for new data sources must be possible through standard connector inter-
faces without modifying existing code. The system must provide monitoring capabilities
offering visibility into operations, data-flow statistics, and connector health to support
maintenance and performance tuning.

3.5. Security and Governance Requirements

Authentication and Authorization. The platform must support role-based access
control (RBAC) at multiple levels: asset access, connector invocation, and flow management.
Authentication mechanisms must integrate with existing enterprise identity providers
through standard protocols (OAuth 2.0, LDAP, SAML). User credentials must not be stored
directly within the platform; instead, integration with centralized identity management
systems guarantees consistent authentication across organizational boundaries.

Data Protection. All data transmission between components must support encryption
in transit (TLS 1.3). Data at rest encryption remains the responsibility of underlying storage
repositories (MongoDB, Kafka), following the principle of separation of concerns. The plat-
form metadata layer should minimize direct storage of sensitive data; where deployment
policy requires, connection credentials can be externalized through environment variables
or secret management systems rather than embedded in the catalog. This design limits
credential exposure in metadata catalogs without restricting operational flexibility.

Metadata-Based Access Policies. Access control decisions use metadata attributes:
pilot site assignments, data classifications, and connector permissions. For example, a user
from Pilot A can only create flows involving assets assigned to Pilot A. This metadata-
driven approach to authorization aligns with the platform’s core design philosophy, where
metadata serve not only as documentation but as executable policy specifications. As-
set metadata include ownership, access restrictions, and data sensitivity classifications,
supporting fine-grained access control without hardcoded permission lists.

Audit and Compliance. All integration operations (data retrieval, upload, flow
creation) must generate audit logs capturing timestamp, user identity, operation type, assets
involved, and outcome. These logs support regulatory compliance (GDPR Article 30 for
processing activities) and security forensics. Immutable audit trails support retrospective
analysis of data access patterns, both for compliance verification and incident investigation.

Threat Model Considerations. The platform assumes a trusted network environment
(typical for the industrial IoT within enterprise boundaries). External threats (DDoS,

https://doi.org/10.3390/iot7030058

https://doi.org/10.3390/iot7030058


IoT 2026, 7, 58 9 of 35

injection attacks) are addressed at the network perimeter through firewalls and intrusion
detection systems. Internal threats (unauthorized data access, privilege escalation) are
mitigated through RBAC and audit logging. The threat model acknowledges that metadata
catalogs themselves become high-value targets, as they provide a complete map of data
assets; therefore, catalog access requires elevated privileges and enhanced monitoring.
Future work will address fine-grained data-level access control, attribute-based policies,
and integration with Security Information and Event Management (SIEM) systems for
advanced threat detection.

3.6. Requirements to Platform Mapping

The above requirements collectively motivate the platform’s three core architectural
pillars, described in detail in Section 4. Table 2 summarizes how each requirement group is
addressed by a specific platform mechanism.

Table 2. Mapping of system requirements to the platform mechanisms that address them.

Requirement Platform Mechanism Section

Data-type versatility and format
preservation

Connector operation interface (API)
handles both structured data and binary
files; format is preserved end-to-end
without transformation

Section 4.4

Heterogeneous storage infrastructure
(preserve existing/standardize new)

Connector pattern: existing repositories
(PLM/API, MongoDB) are preserved via
dedicated connectors; MongoDB
deployed as default where no database
exists; Hadoop HDFS for big data. All
cases handled through the same
connector abstraction without platform
core changes

Section 4.4

Source-type routing
Asset Cataloging registry: connector
selected at runtime from asset metadata;
routing requires no hardcoded logic

Section 4.2

Discoverability
Asset Cataloging CRUD API: assets
queryable by type, pilot, format, and
ownership

Section 4.2.3

Data operations
(Retrieve/Upload/Flow)

Standardized four-operation interface
(retrieve, file_retrieve, store, file_upload)
plus flow management for automated
pipelines

Sections 4.4 and 4.2.2

Reliability and fault tolerance

At-least-once delivery with automatic
retry and exponential backoff; Kafka
offset management prevents data loss on
failure

Section 4.4

High performance and real-time support

Kafka streaming for real-time ingestion;
configurable batch size for
latency/throughput tradeoff; concurrent
flow support

Section 6

Maintainability and modularity
Microservice architecture; new
connectors registered without modifying
platform core

Sections 4.4.2 and 5

Security and governance
RBAC, TLS 1.3, audit logs;
metadata-based access policies enforced
at asset, connector, and flow levels

Sections 3.5 and 5.5

4. Metadata-Driven Architecture
We present an architectural overview of the platform design, the Asset Cataloging

component, and the entity-relationship metadata model.
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4.1. Architectural Overview

The platform organizes functionality into five layers (Figure 2), each with distinct
responsibilities. This follows established architectural decomposition principles [48] to
allow independent evolution of each tier.

Figure 2. Five-layer platform architecture showing logical separation of concerns. Each layer has
defined responsibilities: Communication (protocols), Interface (API/UI), Asset Cataloging (metadata
orchestration), Connector (integration adapters), and Storage (heterogeneous repositories).

Figure 3 positions the platform within the broader IIoT ecosystem, illustrating how
the five-layer architecture supports integration across Edge, Information, and Analytics
domains while addressing crosscutting concerns of connectivity, interoperability, and
distributed data management.

Figure 3. Platform positioning within the IIoT reference architecture. The proposed system occupies
the Information domain (Asset Cataloging, Connectors, Flow Orchestration, Data Management),
between edge control below and the Application and Business layers above. The Mine Operations
Domain spans all layers, and the system characteristics and crosscutting functions shown apply
across the full stack.
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4.1.1. Communication Layer

The topmost layer establishes two communication paradigms matching different data
interaction patterns. HTTP-based request response communication supports synchronous
operations like data retrieval, metadata queries, and configuration management. Message-
oriented communication via Apache Kafka handles asynchronous, high-volume data
streams where producers and consumers operate independently. This dual approach
accommodates both interactive user operations and continuous IoT data flows.

4.1.2. Interface Layer

The interface layer exposes platform capabilities through two mechanisms. A RESTful
API provides programmatic access for external systems, allowing automated integration
with analytics tools, visualization platforms, or other services. The endpoints follow REST
principles [49], using standard HTTP methods (GET, POST, DELETE) and returning data in
JSON format. A web-based user interface built on this API lets operators manage assets,
configure connectors, create data flows, and monitor operations without programming.

4.1.3. Asset Cataloging Layer

This layer implements the metadata registry that drives runtime integration: metadata
stored here are an executable specification, not merely descriptive documentation. Asset
Cataloging maintains a MongoDB database storing metadata for all data sources, connec-
tors, and data flows. When a user requests data from an asset, the registry provides the
connector identifier, connection parameters, and data format rules needed to construct the
integration call dynamically.

4.1.4. Connector Layer

The connector layer contains integration adapters that translate between the platform’s
unified interface and specific storage technologies. Each connector implements a standard
interface with four operations (retrieve, file_retrieve, store, file_upload) but encapsulates
technology specific connection logic, authentication mechanisms, and data format handling.
The platform invokes connectors dynamically based on metadata specifications rather than
hardcoded logic.

4.1.5. Storage Layer

The bottom layer comprises heterogeneous data repositories employed by pilot sites:
MongoDB databases for flexible document storage, Kafka topics for event streaming,
Hadoop HDFS for distributed large-scale file storage, and time-series databases for sensor
data. The platform also integrates with external enterprise systems via REST API connectors,
reaching distributed data sources without modifying or replacing existing infrastructure.

Figure 4 shows how these layers interact during a data operation, with five numbered
steps tracing a request through the architecture. A user action in the Web UI issues a call to
the REST API (step 1). The REST API forwards the request to the Data Flow Orchestrator
within the Platform Backend (step 2). The Orchestrator queries Asset Cataloging to resolve
the connector identifier and connection parameters for the target asset (step 3). Armed with
these metadata-derived specifications, the Orchestrator invokes the appropriate connector
(step 4). The connector translates the platform’s unified operation into a technology-specific
call and accesses the target storage repository (step 5). The architecture follows Service-
Oriented Architecture (SOA) principles [47,50], with services communicating through
well-defined interfaces: REST APIs for synchronous requests, message queues (Kafka) for
asynchronous streaming, and direct database connections for data access. Each component
operates independently, so development, testing, and deployment can proceed in parallel.

https://doi.org/10.3390/iot7030058

https://doi.org/10.3390/iot7030058


IoT 2026, 7, 58 12 of 35

Figure 4. System architecture and the runtime path of a single operation across the five layers: Web
UI to REST API to Data Flow Orchestrator, which queries Asset Cataloging for connector metadata,
invokes the selected connector, and accesses the target repository.

4.2. Asset Cataloging: The Metadata Registry

Asset Cataloging stores and serves platform metadata through a custom implemen-
tation built for the MINE.IO context. This design choice reflects the requirement for exe-
cutable metadata (connector identifiers, connection parameters, routing rules) beyond what
discovery-oriented standards provide. The model is conceptually aligned with established
interoperability standards without adopting their schemas, namespaces, or API bindings.
The asset corresponds to dcat:Dataset (capturing name, description, type, format, and or-
ganizational assignment), and the connector corresponds to dcat:DataService (specifying
endpoint URLs and operation capabilities); full DCAT adoption would nonetheless require
an extension, since Flow, which defines automated data movement between assets, has no
direct DCAT equivalent. W3C WoT Thing Descriptions describe device affordances and
protocol bindings that align with the asset’s interface_* connection parameters, but WoT
operates at the device description level and does not cover inter-asset flow orchestration.
Semantic frameworks such as FIWARE NGSI-LD are treated as upstream data producers: a
Kafka topic carrying NGSI-LD entities is registered as a standard asset, and the platform in-
gests it without requiring any knowledge of the edge deployment that produced it. Where
these standards target discovery and governance, our custom REST API drives execution:
stored metadata specify the connector, connection parameters, and format rules, resolved
when an operation runs.

4.2.1. Metadata Entity Schemas

Three core entity schemas structure the metadata model (Table 3). Assets describe data
sources with model metadata (description, type, format), pilot assignment, and interface
metadata (connector reference and connection parameters). Connectors specify integration
capabilities through endpoint arrays. Flows define automated data movement between
assets with transfer parameters.
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Table 3. Core metadata entity schemas. Each entity serves distinct purposes: assets describe data
sources, connectors specify integration mechanisms, and flows configure automated data movement.

Entity Key Fields Purpose

Asset
model_* (name, description, type, format) Data source description
pilot Organizational assignment
interface_* (connector_id, parameters) Integration specifications

Connector connector, description Connector identification
endpoints_* (name, method, url) Operation specifications

Flow source_id, dest_id Asset relationships
batch_size, format, status Transfer configuration

4.2.2. Operations Flow

Data retrieval illustrates how metadata drive the complete integration sequence. When
a request arrives, the platform queries Asset Cataloging for the target asset’s metadata,
extracts the connector identifier and connection parameters, retrieves the corresponding
connector’s endpoint specifications, and constructs the integration call dynamically. No
hardcoded routing logic or configuration files are involved; the platform derives all inte-
gration details at runtime through metadata traversal. The connector handles technology-
specific connection management and returns data in their original format. This traversal
pattern, from asset metadata through connector specification to dynamic invocation, applies
uniformly to all four operations.

4.2.3. Asset Discovery and Management

The Asset Cataloging exposes CRUD (Create, Read, Update, Delete) operations via
REST API (Table 4), supporting automated asset registration: new sensors can self-register
upon deployment by posting their metadata, making them immediately discoverable and
accessible through the platform.

Both Asset and Connector entities expose identical CRUD API patterns (Table 4),
with paths using either /cataloguing/asset or /cataloguing/connector. The Connector
API additionally provides a type query endpoint (GET /cataloguing/connector/Type)
for discovering available connector types. Adding new storage technologies requires only
registering connector metadata (no platform core changes needed). Schema evolution
follows the same additive principle: new optional metadata fields (e.g., data owner, re-
tention policy, domain-specific attributes) can be introduced without migrating existing
asset registrations, since the document-oriented backing store tolerates partial documents.
The connector interface contract (retrieve, file_retrieve, store, file_upload) represents the
primary stability boundary; changes to these signatures would require re-implementing ex-
isting connectors. In practice, this interface remained stable across all six pilot requirements
and four production deployments.

Table 4. Cataloging API pattern for asset and connector management. Both entities follow this
structure, with paths using either /cataloguing/asset or /cataloguing/connector.

Operation Method Description

List all GET/cataloguing/{entity} Retrieve all registered entities
Create POST/cataloguing/{entity} Register new entity with metadata
Get by ID GET/cataloguing/{entity}/{id} Retrieve specific entity metadata
Delete DELETE/cataloguing/{entity}/{id} Remove entity from registry
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When a flow activates, the platform traverses metadata relationships: it resolves the
source and destination connectors by following each asset reference in the flow record. It
extracts connection parameters from both assets, invokes the source connector’s retrieve
endpoint to fetch data, and invokes the destination connector’s store endpoint to write
data. Configurable batch size and format parameters control transfer behavior; data
transfers in batches without content modification, with the format parameter specifying
the connector handler for each payload type. The flow activation mechanism follows a
stateless orchestration pattern: integration logic is externalized to the Asset Cataloging
layer, so high availability and fault tolerance hold independent of individual flow state.
The Flow Management API covers the flow lifecycle—creation, monitoring, stop, and
deletion—exposed to end users through the Platform API.

4.3. Entity-Relationship Metadata Model

The metadata model comprises three core entities, Asset, Connector, and Flow, con-
nected by two relationships (Figure 5). Multiple assets share a single connector type, and
one asset can participate in multiple flows; for example, a single Kafka topic can feed
several MongoDB collections simultaneously for raw storage, aggregated summaries, and
long-term archival.

Figure 5. Entity-Relationship diagram of the metadata model: three entities (Asset, Connector, Flow)
with Asset → Connector (N:1) and Flow → Asset (N:1) relationships. Gray boxes show key attributes.

Relationships exist through metadata references rather than hardcoded dependencies.
To add a new asset, simply register its metadata. To add a connector type, assets reference
it by updating the connector reference field. To create a flow, specify source and destination
IDs; the platform resolves integration details through metadata traversal.

Asset Cataloging uses MongoDB as its metadata store; this instance is part of the
platform infrastructure and is not registered as a managed asset. MongoDB was selected
for three reasons: (1) its document-oriented model accommodates heterogeneous metadata
schemas across diverse asset types without enforcing a rigid relational schema and sup-
ports additive schema evolution, where new optional fields such as data owner, retention
policy, or domain-specific attributes can be introduced without migrating existing asset
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registrations; (2) its rich JSON querying enables the metadata traversal operations that
drive runtime connector selection, such as resolving all assets of a given connector type
assigned to a specific pilot; and (3) it was the most widely available storage backend across
MINE.IO project partners, with several pilot sites already operating MongoDB instances,
making it the natural choice for both platform infrastructure and the reference connector
implementation evaluated in Section 6. High-availability deployment of this MongoDB
instance is an operations concern; active flows continue if the registry becomes temporarily
unavailable, but new flow creation requires recovery.

The design embodies declarative integration: metadata specify what to do rather than
code implementing how to do it. This lets non-programmers configure integrations through
metadata management.

4.4. Connector Pattern for Extensible Integration

While metadata orchestrate integration decisions, connectors implement the actual
data access. The connector pattern provides uniform access to diverse storage technologies
while preserving technology-specific capabilities.

Unlike classical Adapter or Mediator patterns, which bind adapters at compile or
configuration time, this connector pattern selects integration logic at runtime. The plat-
form queries the registry for the asset’s connector reference, retrieves connector endpoint
specifications, and constructs the call dynamically, eliminating hardcoded assignments
so connectors can be swapped by updating metadata alone without redeployment. The
standardized four-operation interface preserves a consistent abstraction while metadata
parameters accommodate technology-specific extensions; evaluation confirms negligible
overhead at industrial scale (Section 6). The connector layer implements at-least-once
delivery through automatic retry with exponential backoff, and idempotent writes prevent
duplicate records on retry.

Each connector exposes four standardized operations (Table 5), accepting asset_id for
metadata-driven parameterization.

Table 5. Standard connector interface specification enabling uniform platform integration.

Operation Description

retrieve Retrieve structured data with filtering
file_retrieve Retrieve files or ZIP archives
store Store structured data with batch insertion
file_upload Upload files (single or multiple)

We implemented four connectors:

(i) MongoDB supports structured data via batch insertion and binary files via Base64
encoding with format preservation.

(ii) Kafka handles streaming via consumer groups, backpressure control, and batch
aggregation.

(iii) Hadoop HDFS supports large-scale distributed file storage via WebHDFS, integrating
with Hadoop-based data-lake deployments.

(iv) External REST API provides dynamic authentication and protocol translation via
parameterized configuration for integrating third-party enterprise systems.

MongoDB is the reference connector implementation because it covers both operation
types: structured data operations (retrieve, upload) and binary file operations (file_retrieve,
file_upload). It implements the standard four-operation interface through the endpoints in
Table 6.
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Table 6. MongoDB connector endpoint implementations.

Endpoint Method Description

/api/data/retrieve GET Retrieve JSON/CSV with pagination
/api/file/retrieve GET Retrieve binary files as ZIP
/api/data/upload POST Batch insert structured data
/api/file/upload POST Upload with Base64 encoding

4.4.1. Runtime Invocation Flows

We present each runtime flow at two levels of abstraction, so that the same metadata-
driven traversal can be read first in principle and then in practice. At the abstract level,
Figures 6 and 7 trace the upload and retrieval paths as generic UML sequence diagrams:
every request traverses the Backend, Asset Cataloging, and Connector before reaching the
storage repository, independent of any particular transport. Figures 8 and 9 then instantiate
exactly these two paths with Kafka as the concrete streaming transport, showing that the
abstract skeleton holds once a real technology is plugged in. The two levels share the
same actors, named here by role: the Flow Management microservice exposes the flow
lifecycle API and implements the Flow Orchestration logic, while its runtime component (the
Flow Engine, also called the Data Flow Orchestrator) resolves the source and destination
connectors from Asset Cataloging and executes active data transfer jobs.

Figure 6. UML sequence diagram illustrating the data upload path. A user request enters the Backend,
which queries Asset Cataloging for the target asset metadata, selects and invokes the appropriate
connector, and writes the payload to the target repository.

Following a single round-trip makes the pattern concrete. On the write side (Figure 8,
the producer/upload path), the platform Backend, part of the Big Data Platform (BDP)
service and labeled BDP::Data manipulation in the diagram, requests connector details
from Flow Management (BDP::Management), which resolves them from Asset Cataloging.
The producer sets up the Kafka client using the returned parameters and publishes data
to the Kafka topic. Flow Management then initializes the Flow Engine, which subscribes
to the topic, receives the streamed data, and routes them through the Connector Layer to
Data Storage. The read side (Figure 9, the consumer/retrieval path) mirrors this sequence:
the Backend again resolves connector details from Asset Cataloging via Flow Management
and sets up the Kafka client, but here, it subscribes to the topic and streamed data flows
directly back to the consumer. The two directions differ only in their final hop (into storage
versus back to the caller) while sharing the identical metadata-resolution prefix.
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Figure 7. UML sequence diagram showing data retrieval flow: User request reaches the Backend,
which queries Asset Cataloging for connector metadata, selects and invokes the appropriate connector,
retrieves data from the target repository, and returns them to the caller in their original format.

Figure 8. Sequence diagram of the data upload flow with explicit Kafka interaction, from producer
publication through the BDP Backend and the Asset Cataloging lookup to Flow Engine routing
through the Connector Layer into storage.

Figure 9. Sequence diagram of the data consumption flow with explicit Kafka interaction, from
consumer request through the BDP Backend and the Asset Cataloging lookup to direct Kafka
streaming back to the consumer.

4.4.2. New-Connector Registration

Adding a new storage technology requires no changes to the platform core. A new
connector is registered by POSTing a connector document—naming its four endpoint
operations and their URLs—to POST /cataloguing/connector, with the following form:

{

https://doi.org/10.3390/iot7030058

https://doi.org/10.3390/iot7030058


IoT 2026, 7, 58 18 of 35

"connector": "<connector-name>",
"description": "<human-readable description>",
"endpoints": [

{ "name": "retrieve", "method": "GET", "url": ".../api/data/retrieve" },
{ "name": "file_retrieve", "method": "GET", "url": ".../api/file/retrieve" },
{ "name": "store", "method": "POST", "url": ".../api/data/upload" },
{ "name": "file_upload", "method": "POST", "url": ".../api/file/upload" }

]
}

The URLs point to the connector microservice. The storage backend connection
details—server address, credentials, database, collection or topic—are stored separately
in the asset’s interface.parameters and passed to the connector at request time. This
separation allows multiple assets to share the same connector document while pointing to
different storage instances; for example, two MongoDB assets for different pilot sites refer-
ence the same MongoDB connector but carry distinct mongoURI, database, and collection
values in their parameters. Once registered, any asset can reference the connector by its doc-
ument ID in interface.connector_id, making the new storage technology immediately
accessible without redeploying the platform.

4.5. Integration Dimensions

Following RAMI 4.0 terminology [51], the platform addresses three integration dimen-
sions critical for Industry 4.0 and IoT environments:

(i) Vertical Integration (Digital ↔ Physical): Sensor data flow from physical IoT devices
through the layered architecture to digital storage repositories. Asset metadata capture
device specifications at the perception layer, the communication layer handles protocol
translation, and connectors bridge to databases at the enterprise layer. This vertical
flow supports closed-loop control; analytics results can flow back to actuators.

(ii) Horizontal Integration (Cross-System): Flow Management orchestrates data move-
ment across heterogeneous repositories belonging to different organizational systems
or pilot sites. A flow transferring data from one pilot’s MongoDB to another pilot’s
external enterprise system exemplifies horizontal integration. The platform mediates
cross-system data exchange without requiring direct communication between systems.

(iii) End-to-End Integration (Physical Infrastructure Preservation): Unlike platforms re-
quiring migration to unified storage, our approach links physical IoT devices to diverse
digital repositories without replacing existing infrastructure. Metadata specifications
provide the semantic bridge. Assets describe “what” data mean independent of “how”
they are stored, spanning the full production lifecycle while respecting organizational
technology investments.

4.6. Usage Scenarios

Data producers (sensors, gateways, services) generate data flowing to consumers
(storage systems, analytics applications), as illustrated in Figure 10. Systems may em-
body both roles; a predictive maintenance service consumes sensor data while generating
maintenance predictions.

Consider a temperature sensor generating readings at 10 ms intervals. An edge
gateway aggregates and publishes batches to Kafka. The platform queries Asset Cataloging,
discovers the configured MongoDB destination, and creates a data flow automatically. The
MongoDB connector retrieves from Kafka and stores data in their original format. An
analytics application follows the same pattern: query the registry, discover the temperature
asset, retrieve historical data.
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Figure 10. Usage scenario of the platform in practice: data producers (sensors, gateways) and
consumers (storage, analytics) interact through the five-layer architecture, illustrating upload, retrieve,
and flow operations. The predictive maintenance service exemplifies bidirectional flows.

5. Implementation
We implemented the platform using a technology stack combining Node.js with

MongoDB/Kafka clients and containerized deployment via Docker.

5.1. Development Methodology and Testing

Implementation followed systematic verification: unit testing per microservice, in-
tegration testing for inter-service communication (particularly complex multi-connector
flows), and system testing for the web interface. Swagger generated API documenta-
tion automatically.

5.2. Technology Stack

The platform was built on Node.js microservices with MongoDB and Kafka clients and
a browser-based web frontend. The Hadoop HDFS connector used the WebHDFS REST
interface, mapping the standard four operations to WebHDFS REST calls—file retrieval via
OPEN, file upload via CREATE, and directory enumeration via LISTSTATUS—providing large-
scale distributed file storage access without requiring MapReduce or data consolidation
at pilot sites. Docker and Docker Compose supported containerized deployment, and
Swagger provided automated API documentation.

The five logical layers described in Section 4 mapped to five microservices in the
implementation: Backend (implementing Communication and Interface layers), Asset
Cataloging, Flow Management, Connectors, and Web UI. Backend’s primary REST API is
detailed in Table 7.

Table 7. Platform Backend API exposing high-level operations for end users and external systems.
These endpoints orchestrate metadata queries and connector invocations.

Endpoint Description

GET /api/asset-cataloguing List all registered assets
GET /api/flows List all data flows
POST /api/data-flow Create data flow between two assets
POST /api/stop-data-flow/{id} Stop active flow
DELETE /api/data-flow/{id} Delete flow
GET /api/data-retrieve/{asset_id} Retrieve data from asset repository
POST /api/data-upload/{asset_id} Upload data to asset repository

https://doi.org/10.3390/iot7030058

https://doi.org/10.3390/iot7030058


IoT 2026, 7, 58 20 of 35

The Kafka connector commits consumer offsets only after the MongoDB write ac-
knowledgment (or REST API response) is received, implementing at-least-once delivery
semantics: a failed storage operation leaves the offset uncommitted, triggering automatic
reprocessing without data loss.

5.3. Service-Oriented Architecture Implementation

Following the SOA principles outlined in Section 4, we implemented the platform as
independent microservices communicating through well-defined REST APIs and message
queues. This service-based implementation supports the connector pattern extensibil-
ity described architecturally; new connectors integrate as independent services without
modifying the platform core.

5.4. API Implementation

The three-tier REST API architecture (Platform API, Cataloging API, Connector APIs)
described in Section 4 was implemented using Node.js with Express framework. The Back-
end service exposes the Platform API endpoints shown in Table 7, orchestrating metadata
queries and connector invocations to fulfill user requests. Each service implements its API
tier independently, enabling parallel development and deployment.

5.5. Security Implementation

The platform realizes the security and governance requirements of Section 3.5 through
enforcement points distributed across the deployment stack rather than a dedicated security
service. All inter-service communication uses TLS; because streaming payloads are batch-
aggregated (Section 6), negotiation applies once per batch rather than per sample, keeping
overhead negligible. Role-based access control is enforced at three levels—asset access,
connector invocation, and flow management—with Web UI authentication delegated to
Keycloak, so the platform stores no user credentials. Authorization is metadata-driven:
asset ownership, pilot-site assignment, and data-classification attributes act as executable
access policies, so a user scoped to one pilot cannot create flows over another pilot’s assets
without hardcoded permission lists. Every integration operation produces an append-only
audit record supporting post hoc forensic analysis. Consistent with the threat model of
Section 3.5, the platform assumes a trusted enterprise network and delegates perimeter
defense to existing firewall and intrusion-detection infrastructure; adversarial security
benchmarking and SIEM integration are deferred to future work (Section 8.1).

5.6. Deployment Architecture

Each service runs in an isolated Docker container; Docker Compose defines configura-
tions, network connectivity, and dependencies across the full stack (Figure 11).

Services communicate over a private network, with only the Backend API and Web
UI exposing external access while internal services remain isolated; persistent volumes
guarantee data survive container restarts. This packaging enabled rapid deployment to
pilot sites requiring only Docker and the compose file and delivers the operational benefits
of a containerized architecture: independent service scaling, zero-downtime rolling updates,
environment parity, and portability across on-premise or cloud environments.
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Figure 11. Containerized deployment architecture. Each service (Frontend, Backend, Asset Cata-
loging, Connectors, Kafka) runs in isolated Docker containers. Services communicate through private
Docker network. Only Backend API (port 8080) and Web UI (port 3000) expose external access.
MongoDB provides persistent storage for Asset Cataloging metadata and optionally pilot data.

6. Evaluation and Validation
We validated the platform through three scenarios using real mining sensor data,

demonstrating industrial-scale data handling with heterogeneous formats across multiple
repositories while maintaining integrity.

6.1. Evaluation Methodology

Evaluation targeted six critical requirements from Section 3: heavy data streaming,
heterogeneous format handling, multiple repository management, historical batch support,
real-time streaming, bidirectional operations (retrieve, upload, flow).

We utilized a real-world dataset from a MINE.IO Research and Teaching Mine “FLB
Reiche Zeche” pilot site at TU Bergakademie Freiberg containing 137.2 million sensor
readings captured during actual mining operations. The dataset totaled 13.98 GB; sensor
sampling rates reached up to 10,000 Hz, with edge computing grouping 1000 readings into
UDP packets transmitted at 10 Hz (every 100 ms). Data represented diverse sensor types
including temperature, pressure, vibration, length, rotational speed and environmental
monitors. Data formats included structured JSON, CSV, and compressed Parquet files.

We deployed the test environment on a virtual machine (eight vCPUs AMD EPYC-
Rome, 16 GB of RAM, 74 GB SSD, local Docker network). All platform services, the Kafka
broker, and the MongoDB instance ran as Docker containers on this single host, eliminating
inter-host network transmission time and ensuring consistent I/O performance across
evaluation scenarios. Services ran without explicit container resource limits; Kafka was
configured with a 10 GB maximum partition size and 1-day log retention. The test environ-
ment integrated three data source types: Apache Kafka (real time streaming), MongoDB
(document storage), and external REST APIs (enterprise document management). This
multi-source setup validated the platform’s heterogeneous integration capabilities.

Latency was measured using application layer timestamps recorded in Node.js via
Date.now() at three points: event creation (Kafka message production), event reception
(connector consumer), and storage completion (MongoDB write acknowledgment). Because
all components co-resided on the same virtual machine, application layer timestamps
were sufficient; no inter-host clock synchronization (e.g., NTP/PTP) was required. End-
to-end latency was defined as the interval from event creation to storage completion.
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Reported latencies therefore reflect pure processing and I/O overhead rather than inter-
host communication. Date.now() had approximately 1 ms resolution; for the 5–40 ms
steady-state range, this introduced up to 20% uncertainty on individual measurements,
though aggregate statistics across thousands of events remained largely unaffected by
this variance.

Three scenarios validated different platform capabilities: Scenario A tested real-time
Kafka-to-MongoDB data flows with format diversity; Scenario B validated large-scale file
retrieval; Scenario C tested batch historical data upload. All scenarios used production-
grade data volumes for realistic validation.

6.2. Test Data Preparation and Streaming Simulation

To simulate realistic IoT sensor deployments, a replay pipeline—a Node-RED edge
platform driven by a custom parser.js script—streamed the full dataset over UDP and
fed three parallel Node-RED flows, each writing to a distinct Kafka topic with a different
fidelity/format tradeoff: sensorial-test (full-fidelity JSON preserving all 1000 readings per
packet; 137,200 messages), short-test (aggregated JSON, per-variable averages; 137,200 mes-
sages), and parquet-test (60 s buffered, compressed Parquet for archival; 229 messages).
Edge counters tracked message production for later verification against stored counts. This
multi-format approach exercised the platform’s heterogeneous data handling, with JSON
documents, aggregated summaries, and compressed binary files flowing simultaneously
through different processing paths.

The parser.js Node.js script read the full dataset and streamed it via UDP packets to
simulate real-time sensor transmission. Each UDP packet contained 1000 readings (100 ms
of sensor data at 10,000 Hz sampling rate), transmitted every 100 ms to replicate the 10 Hz
edge transmission rate. Node-RED flows received the UDP packets and implemented three
processing strategies:

1. Detailed JSON storage (sensorial-test topic): Each UDP packet converted to a JSON
object containing arrays for each sensor variable, preserving all 1000 readings per
packet. This represents full-fidelity historical data storage. The flow produced
137,200 Kafka messages.

2. Aggregated JSON storage (short-test topic): Each UDP packet converted to a JSON
object containing only average values per sensor variable, reducing 1000 readings to
single aggregate values. This represents summary statistics for dashboards or alerts.
The flow produced 137,200 Kafka messages.

3. Compressed file storage (parquet-test topic): The system buffered UDP packets until
600 packets (≈60 s of data) were accumulated, then aggregates them into CSV, con-
verted to compressed Parquet, and sent the result as a single Kafka message. This flow
represents archival storage optimized for compression efficiency; the 60 s buffering
window deliberately targeted long-term archival rather than real-time monitoring.
The flow produced 229 Kafka messages. To accommodate the compressed Parquet
payloads, the Kafka broker message.max.bytes parameter was set to 5 MB; the result-
ing messages averaged approximately 3 MB, well within the configured limit.

Edge counters tracked message production, enabling verification against subsequent
storage counts.

6.3. Scenario A: Real-Time Data Flow Integration

Scenario A validated consuming high-volume Kafka streams and routing to MongoDB
storage based on data format, testing core integration capabilities. Three parallel flows
transferred data from Kafka topics to MongoDB collections: sensorial-test (JSON arrays),
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short-test (aggregated JSON), and parquet-test (binary files). Assets and connectors were
registered in Asset Cataloging with appropriate metadata (Figures 12 and 13).

Figure 12. Asset Cataloging registry showing six registered assets: three streaming assets (Kafka
topics for sensorial-test, short-test, parquet-test) and three historical storage assets (corresponding
MongoDB collections). Each asset contained metadata specifying connector type, data format, and
connection parameters.

Figure 13. Connector Cataloging showing the three connectors used in the controlled evaluation
(Kafka, MongoDB, External API). Each connector implemented the standard four-operation interface
(retrieve, file_retrieve, store, file_upload) with technology-specific URLs and connection logic.

Flows were activated via the web interface, creating continuous data transfer processes.
The Kafka connector consumed messages from topics while the MongoDB connector stored
them in corresponding collections. We monitored Kafka using Offset Explorer to track
message availability and MongoDB using Compass to verify storage.

All three flows achieved 100% transfer accuracy (Table 8): sensorial-test and short-test
each delivered 137,200 messages to MongoDB without loss, while parquet-test delivered
all 229 Parquet files. MongoDB collections showed exact correspondence with Kafka topic
message counts, validated through document count queries.
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Table 8. Scenario A validation results. Three heterogeneous flows ran simultaneously under metadata-
driven routing; format integrity confirmed correct connector selection and payload handling for
each type.

Flow Messages Data Format Stored Format Verification

sensorial-test 137,200 JSON (arrays) 137,200 All 1000 readings/packet
preserved per document

short-test 137,200 JSON (aggregated) 137,200 Aggregate field structure intact

parquet-test 229 Parquet (binary) 229 Bit-exact reconstruction verified
(MD5)

Latency across 5000 events (batch size 1) is captured in Figure 14. Initial events show
elevated latency due to system initialization (connection pooling, buffer warming). After
warm-up, steady-state latency (events 2001–5000) reaches a mean of 10.1 ms (±4.0 ms std,
P99 26 ms, max 35 ms), demonstrating performance suitable for industrial applications.

Figure 14. Latency from event creation to MongoDB storage across 5000 events (batch size 1). Steady-
state (events 2001–5000): mean 10.1 ms (±4.0 ms std, P99 26 ms). Initial elevated latency reflects
connection pooling and buffer warming.

Scenario A confirmed heterogeneous format handling across JSON arrays, aggregated
JSON, and binary Parquet; simultaneous multi-flow operation without interference; and
real-time streaming sustained over hours.

6.4. Scenario B: Large-Scale File Retrieval

Scenario B validated reverse data flow by retrieving 229 binary Parquet files from
MongoDB. The MongoDB connector reconstructed files from Base64 encoding, aggregated
them into a ZIP archive, and returned them for download. MD5 hash comparison veri-
fied bit-exact preservation, validating format integrity through the complete storage and
retrieval cycle (Table 9).

Table 9. Scenario B validation results. Base64-to-binary reconstruction and ZIP aggregation confirm
that binary format integrity is preserved through the complete MongoDB storage and retrieval cycle.

Stage Count Format Integrity Check

Stored in MongoDB 229 Base64-encoded Parquet –

Retrieved as archive 229 ZIP (reconstructed Parquet) MD5 match: bit-exact
reconstruction confirmed
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Scenario B thus validated large-scale reverse data flow—229 binary files retrieved in a
single operation and ZIP-aggregated—with bit-exact format preservation end to end.

6.5. Scenario C: Historical Batch Data Upload

Scenario C validated batch data upload by retrieving 137,200 JSON documents from
MongoDB, then uploading them back to the same collection, effectively doubling stored
data. This round-trip operation validated idempotent operations and format preservation.
Document count increased from 137,200 to exactly 274,400, with MongoDB Compass
queries verifying structural integrity (Table 10).

Table 10. Scenario C validation results. Round-trip MongoDB → JSON export → MongoDB upload
confirms structural preservation and correct idempotent batch insertion.

Stage Documents Verification

Source (MongoDB) 137,200 –

After round-trip upload 274,400
Field names, types, and nesting preserved; exact
doubling confirms zero loss and correct
idempotent insertion

Scenario C thus validated high-throughput batch upload of large JSON exports with
memory-efficient processing and round-trip format preservation across the full MongoDB-
to-JSON-to-MongoDB cycle.

6.6. Performance Analysis

Beyond functional validation, we analyzed performance characteristics. Payload
format dominated latency, as confirmed by Figure 15. Compressed binary Parquet achieved
sub-100 ms average, while JSON formats were an order of magnitude slower due to payload
size. Compact aggregated JSON reduced mean latency by approximately 35% relative to
full JSON arrays. Connector dispatch fell below the 1 ms measurement resolution for all
connector types, confirming that all measured latency was attributable to MongoDB write
I/O rather than platform orchestration cost.

Figure 15. Latency distribution across connector implementations and data formats. MongoDB-
Parquet-file: avg 71 ms (±35 ms std, P99 157 ms). MongoDB-JSON-compact: avg 1314 ms (±725 ms
std, P99 2530 ms). MongoDB-JSON: avg 2040 ms (±509 ms std, P99 2640 ms).

Figure 16 examines throughput scalability under varying concurrent flow loads.
Throughput scales with concurrent flows up to a peak at 10 flows, after which degra-
dation reflects a shared MongoDB write bottleneck rather than platform architectural
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limitations. Docker container monitoring verified that Backend and Flow Management
services maintained stable, low CPU and memory utilization throughout the degradation
period; the bottleneck is therefore external to the orchestration layer and attributable to
MongoDB I/O saturation under concurrent write pressure. Linear scalability up to 10 flows
indicates efficient resource utilization within the platform itself.

Figure 16. Platform throughput under varying concurrent flow loads. Throughput scales from 1 to
10 concurrent flows, reaching peak performance at 10 flows with degradation at 20 flows reflecting
shared MongoDB bottleneck rather than platform architecture limitations.

Concurrency effects on per event latency (JSON connector, batch = 100) are detailed
in Table 11, complementing the throughput view in Figure 16. Mean latency grows
from 1314 ms at one flow to 5195 ms at twenty flows; the platform orchestration layer
remained stable throughout (confirmed by Docker monitoring), so the growth reflects
shared MongoDB write queue pressure rather than architectural limits. Deployments
requiring sub-second-per-event latency should either limit concurrent flows or scale the
storage backend horizontally.

Table 11. Per-event latency under increasing concurrent flow load (JSON connector, batch = 100).
Latency grows with concurrency as MongoDB write contention increases; the platform orchestration
layer remained stable throughout, confirmed by Docker monitoring of Backend and Flow Manage-
ment services.

Concurrent Flows Mean Latency Std P99

1 1314 ms ±725 ms 2530 ms
5 2022 ms ±1502 ms 11,902 ms

10 3308 ms ±2134 ms 11,738 ms
20 5195 ms ±3966 ms 14,139 ms

6.7. Performance Characteristics

Performance testing validated the platform’s ability to sustain industrial IoT work-
loads. Through production-ready optimizations including batch aggregation, connection
pooling, backpressure control, and flow management, the platform achieved sustained pro-
cessing of message streams representing 10,000 Hz sensor sampling data with no observed
message loss across the complete 137.2 million record dataset. Key performance metrics
from validation are summarized in Table 12.

The batch size configures the latency/throughput tradeoff. With batch = 1, mean la-
tency was 10.1 ms (±4.0 ms std), suitable for per-event real-time streaming. With batch = 100,
mean latency was 533.6 ms (±299.7 ms std, P99 1042 ms) through amortized insertion cost,
remaining under 1 s P99 for archival workloads.
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The platform implements at-least-once delivery semantics. Automatic retry with
exponential backoff (three attempts) recovers failed connector operations, and idempotent
storage operations (MongoDB insertions keyed on unique message identifiers) prevent
duplicate records, achieving zero net data loss in practice. We adopted at-least-once delivery
deliberately rather than as a limitation. Exactly once delivery would require distributed
transaction coordination spanning the streaming layer and each storage backend (for
example, Kafka transactions with a two-phase commit into MongoDB), whose coordination
latency is incompatible with the 10,000 Hz ingestion rates targeted in Section 3. Out-of-
order delivery within a topic is prevented by Kafka partition ordering; cross-partition
ordering, where required, is resolved at the application layer using message timestamps.
In combination, at-least-once delivery and idempotent, identifier-keyed writes yield the
same end state as exactly once for the mining integration workload—exact source-to-
destination record counts and zero net loss across 137.2 million records (Table 13)—without
the throughput penalty of distributed commit. Applications requiring transactional exactly
once semantics can layer them above the connector interface without changing the platform.

Table 12. Platform performance characteristics achieved during validation with 137.2M real mining
sensor records. System sustained 10,000 Hz sensor sampling (10 Hz edge transmission) while
supporting concurrent batch operations across multiple repositories.

Performance Metric Achieved Value

Sensor Sampling Rate up to 10,000 Hz (1000 readings per 100 ms packet)
Total Records Processed 137.2 million
Dataset Size 13.98 GB
Concurrent Flows 3 simultaneous (Kafka → MongoDB)
Data Loss 0% (100% accuracy)
Memory Footprint <2 GB (observed via Docker container monitoring)
Database Operations Batch insertion (100 records/operation)
Connection Management Persistent pool (5 connections)

Table 13 maps each evaluation scenario to the six requirements from Section 3. Source-
to-destination record counts matched exactly in all scenarios, format integrity was verified
per scenario, and zero message loss was observed across 137.2 million records spanning
four pilot sites.

Table 13. Validation summary mapping evaluation scenarios to the six system requirements.

Requirement Validation Evidence

Heavy Streaming Processed 137.2M records (13.98 GB); sensors at up to
10,000 Hz, edge transmission at 10 Hz

Heterogeneous Data Handled JSON, CSV, Parquet formats simultaneously

Multiple Repositories Integrated Kafka, MongoDB, external APIs concurrently

Historical Data Batch upload/retrieval of 137.2K+ records

Real-Time Streaming Sustained 10 Hz edge transmission (10,000 Hz sampling)
without data loss

Data Operations Validated retrieval, upload, automated workflows

6.8. Operational Deployment

Following evaluation, the platform has been operational for eight months across four
pilot sites spanning diverse mining and marine scenarios and heterogeneous storage in-
frastructures. Pilot 1 monitors active mine drilling operations; 12 drill-hole experiments
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were executed during that period, each lasting approximately two days, with real-time
Kafka streaming producing 10–15 GB per experiment (∼140 GB accumulated) stored in
MongoDB (240 GB NVMe, four vCPUs, 16 GB of RAM). Pilot 2 processes 3D point cloud
data from muon telescope observations; three campaigns of three months each produced
approximately 5 GB per campaign (15 GB total) stored in MongoDB (74 GB NVMe, four
vCPUs, 8 GB of RAM) via batch ingestion due to limited edge connectivity. Pilot 3 in-
gests seismic and electrical resistance sensor streams over one-month observation periods;
one month of preprocessed sensor data was stored (approximately 200 MB) on the same
MongoDB infrastructure as Pilot 2, with data preprocessing performed externally and
real-time streaming used for ingestion. Pilot 4 integrates an underwater robot and muon
telescope for subsurface exploration; one exhibition campaign of 1–2 days transmitted
data as continuous chunks to a Hadoop HDFS data lake (four data nodes, four vCPUs
each, ∼280 GB total capacity). Across all deployments, no critical failures or data loss
events were recorded; minor network interruptions were automatically recovered via the
platform’s retry mechanism and Kafka consumer group offset management. Collectively,
the four pilots span a distinct data type each (high-frequency time-series, binary 3D point
clouds, structured geophysical measurements, and binary robotic telemetry), two storage
backends (MongoDB and Hadoop HDFS), two ingestion patterns (Kafka streaming and
batch file upload), and two industrial domains (mining and marine). The consistency of
zero message loss and sub-second connector dispatch latency across all four, despite their
diversity, is direct empirical evidence that the metadata-driven architecture generalizes
across heterogeneous industrial data sources without domain-specific orchestration logic.

7. Discussion
This section interprets evaluation findings, positions our metadata-driven approach

relative to existing platforms, and examines applicability beyond the mining domain.

7.1. Summary of Evaluation Findings

Scenarios A, B, and C confirm that metadata-driven orchestration routes heterogeneous
flows at runtime without hardcoded logic, that the connector abstraction handles diverse
formats (JSON arrays, aggregated JSON, binary Parquet) with negligible overhead, and that
the unified architecture sustains both streaming and batch operations at industrial scale
without message loss. Unlike dual-lane approaches such as FASTEN [17] that use metadata
for lane selection, our platform uses metadata as complete integration specifications, driving
connector selection and invocation at runtime without workflow coding.

Steady-state performance requires initialization (connection pooling, buffer warming),
so the approach suits long-running integration processes more than ephemeral operations.
The platform targets near-real-time streaming (the mean 10.1 ms end-to-end latency of
Scenario A comfortably meets the sub-second responsiveness required in Section 3) rather
than hard real-time guarantees with deterministic millisecond deadlines. Performance
degrades beyond 10 concurrent flows as MongoDB write contention accumulates; Docker
monitoring confirmed the orchestration layer stayed stable throughout, placing the bottle-
neck in the storage backend rather than the platform. Sites requiring higher throughput
should therefore scale the storage backend horizontally rather than limit concurrency, using
either of two standard MongoDB mechanisms. Sharding distributes writes across nodes by
partitioning on a shard key: for high-volume sensor collections, a hashed key on a high-
cardinality field such as the device identifier ({deviceId: "hashed"}) spreads inserts
evenly and avoids the write hotspot a monotonic timestamp key would create. Replica
sets, alternatively, distribute reads across replicas while a primary handles writes. Both
are transparent to the platform: because the orchestration layer is stateless and storage-
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agnostic, scaling the backend requires no core changes—only updating the mongoURI in
the relevant asset’s interface.parameters to the scaled cluster endpoint, after which the
existing metadata-driven invocation path routes all operations to it automatically.

The security and governance requirements (RBAC, TLS, audit logging) were exercised
across pilot deployments but were not the focus of this evaluation; Web UI authentica-
tion was delegated to Keycloak (Section 5.5). Batch aggregation mitigates TLS overhead
on high-frequency streams: at 10,000 Hz, readings are aggregated into Kafka messages
of 1000 before transmission, so TLS applies once per batch rather than per sample. The
per-batch overhead (typically under 1 ms) is negligible against the mean 10.1 ms (P99
26 ms) steady-state latency of Scenario A. We report no raw throughput comparison against
general-purpose middleware (Apache NiFi, Kafka Connect, Apache Flink). A naive com-
parison would confound two distinct quantities: the platforms’ intrinsic capability and the
effort of hand-authoring the flow graphs, connectors, or streaming jobs each requires—the
manual integration work our approach is designed to eliminate. A fair benchmark must
instead isolate the storage-write path, holding sink, payload, and hardware identical so
that the measured difference reflects orchestration overhead alone; we scope this controlled
comparison as the primary open evaluation gap (Section 8). The comparison we can make
rigorously here is architectural: Table 1 spans the dimensions relevant to IIoT integration
(infrastructure preservation, workflow coding, metadata executability, and backend ex-
tensibility), showing where the platform offers advantages and where established tools
remain stronger.

7.2. Generalizability Beyond Mining

Developed for mining, the platform’s design principles are likely applicable to any
domain with heterogeneous IoT data across multiple repositories. Smart cities, healthcare,
and manufacturing share the same pattern: diverse sensor types, multiple storage silos, and
a requirement to preserve existing infrastructure [10,52–54]. Domain adaptation requires
implementing domain-specific connectors and extending metadata schemas with domain
fields; the core architecture needs no modification. The Hadoop HDFS connector (already
implemented for Pilot 4 via WebHDFS) demonstrates this extensibility: integrating a
distributed file storage backend required no changes to the platform core, only connector
registration in Asset Cataloging. Further examples include InfluxDB for time series data or
DICOM for medical imaging.

The platform operates at the technical integration layer and is by design complemen-
tary to, not competitive with, established IoT semantic frameworks. FIWARE addresses
semantic standardization: it defines how data are modeled (NGSI-LD entities, Smart Data
Models) and provides a Context Broker for managing live context information through a
standardized API. The proposed platform addresses a different problem: how data move
across heterogeneous repositories without replacing existing infrastructure. These concerns
are architecturally distinct and naturally composable.

Integration is also edge-agnostic, beginning at the registered asset endpoint rather
than in the edge tier. It assumes edge devices or gateways perform initial aggregation
and protocol translation (as in our evaluation, where a Node-RED gateway packetizes
and batches raw UDP sensor readings before publishing to Kafka), keeping the platform
decoupled from edge-specific protocols, consistent with standard IIoT practice. To vali-
date this concretely, we implemented a pilot FIWARE integration: a FIWARE IoT agent
transformed edge telemetry into NGSI-LD format, and the FIWARE Context Broker pub-
lished these standardized entities to a Kafka topic. From the platform’s perspective that
topic was simply a data asset—the registry stored its bootstrap-server configuration and
topic identifier, and flow orchestration consumed and persisted the stream to a target
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repository—requiring no knowledge of the upstream FIWARE deployment. The same
logic applies to any other edge framework (W3C WoT gateways, custom IoT processors)
that exposes a supported endpoint.

W3C WoT Thing Descriptions describe device affordances and protocol bindings that
align naturally with the asset’s interface_* connection parameters and could populate
asset metadata automatically upon device registration, without the platform needing to
implement WoT semantics internally. At the metadata model level, the asset corresponds to
dcat:Dataset and the connector to dcat:DataService; flow represents an execution-layer
extension with no DCAT equivalent, reflecting the platform’s role beyond discovery into
runtime orchestration.

This architectural stability aligns with reference architecture principles for future IIoT
networks [42], which emphasize modularity and adaptability to cross-organizational scenarios.

7.3. Design Implications of Metadata-Driven Integration

The metadata-driven approach succeeds when three conditions hold: integration
complexity exceeds data processing complexity (heterogeneous sources with simple trans-
formations), infrastructure preservation is economically or operationally mandated, and
metadata completeness is achievable (source characteristics are knowable and expressible).
Conversely, it proves less suitable when processing logic dominates (complex transforma-
tions, machine learning pipelines), when greenfield deployments permit unified storage, or
when metadata are inherently incomplete or unstable (undocumented proprietary formats).
These conditions held in the MINE.IO context and define the boundary under which these
findings generalize.

8. Conclusions
In this work, we presented a metadata-driven execution model for the unified integra-

tion and management of heterogeneous IoT data sources, in which integration behavior is
resolved at runtime from executable metadata rather than encoded in static workflows. Our
evaluation shows that executable metadata can drive heterogeneous IoT integration without
workflow reconfiguration or infrastructure replacement: the platform selects and invokes
the appropriate connector at runtime, as demonstrated across the Kafka and MongoDB
repositories and the JSON, CSV, and Parquet formats evaluated here. We demonstrated that
metadata-driven connector selection was practically viable at industrial scale. The Asset
Cataloging registry stored connector identifiers, connection parameters, and routing rules
as executable specifications, enabling the platform to invoke the correct connector at run-
time without hardcoded integration logic or infrastructure replacement. The standardized
four-operation connector interface maintained flexibility across heterogeneous repositories
without prohibitive overhead; Parquet format flows achieved sub-100 ms average latency
(avg 71 ms, P99 157 ms), confirming that the abstraction introduced negligible overhead
independent of format choice. Our approach scaled to industrial requirements, processing
137.2 million real mining records at 10,000 Hz sensor sampling with no observed message
loss under at-least-once delivery semantics. Four pilot sites subsequently deployed the
platform in production, providing ongoing real-world validation.

Our design principles extend beyond mining to any domain where integration com-
plexity exceeds processing complexity and infrastructure preservation is mandated. Sepa-
rating orchestration (metadata) from execution (connectors) achieves extensibility while
keeping existing repositories intact.
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8.1. Limitations

The evaluation ran on a single virtual machine where all services shared one host,
eliminating inter-host network latency; reported figures are therefore a lower bound for
distributed deployments. For a representative LAN deployment, adding 1–10 ms inter-
host round-trip yields an estimated 6–50 ms range, still within industrial IoT tolerances.
The mining domain provides a rich but narrow validation context; domains with rapidly
evolving schemas or higher message rates may expose limitations not visible here. Formal
evaluation under multi-node distributed deployment, cross-site network delay, and large-
scale concurrent streams remains future work. Security mechanisms (RBAC, TLS, audit
logging) were exercised at pilot sites but not systematically benchmarked; a controlled
security evaluation—penetration testing, adversarial workload benchmarking, and quan-
titative RBAC and audit overhead measurement—was outside this submission’s scope
and is planned as future work, alongside fine-grained attribute-based access control and
SIEM integration. Native exactly once delivery, via transactional connector operations for
the subset of use cases that require it, is likewise left to future work; the current design
attains equivalent end-state consistency for append-only workloads through idempotent
writes. Finally, validation was limited to four pilot deployments in the mining and marine
industries; evaluation on publicly available IIoT benchmark datasets and in additional
sectors such as manufacturing, energy, and smart cities remains future work.

8.2. Future Work

The most important open evaluation gap is a direct, controlled comparison against
general-purpose integration middleware (Apache NiFi, Kafka Connect, Apache Flink)
under matched workloads. As discussed in Section 7, such a benchmark must isolate the
storage-write path—identical sink, payload, and hardware—so that measured differences
reflect orchestration overhead rather than the effort of hand-authoring flows; designing
and running it, together with head-to-head throughput, latency, and operational-footprint
measurements, is the primary target of our next evaluation phase.

Beyond benchmarking, we aim to extend executable metadata from a hand-authored
artifact toward a largely self-describing integration layer. Automated connector gen-
eration from API specifications (OpenAPI, GraphQL schemas) and classification-based
approaches [31,55] for automatic annotation of unlabeled sources could reduce develop-
ment burden. Recent advances in large language models further open the prospect of
LLM-assisted metadata authoring, drafting connector specifications and asset descrip-
tions directly from documentation or sample payloads. Furthermore, integrating schema
registries as metadata-aware components could enable automatic reconciliation, while
ontology-based semantic extensions could support cross-domain data fusion. Industrial
deployments also need fine-grained access control beyond basic authentication, motivating
policy-aware orchestration in which access policies are themselves executable metadata
applied at runtime.
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