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Abstract

This paper investigates an observer-based secure control method for networked non-
Lipschitz nonlinear systems subject to unknown nonlinearities, external disturbances,
sensor noises, and intermittent denial-of-service (DoS) attacks. Multi-layer neural networks
(MNNs) are adopted to compensate for non-smooth, non-Lipschitz terms, guaranteeing
bounded approximation errors. A resilient high-gain observer fused with the MNN is
developed to continuously reconstruct system states. When DoS attacks block sensor
channels, the observer acts as a virtual dynamic engine to substitute for lost real-time mea-
surements, providing uninterrupted feedback to the controller. Furthermore, to optimize
communication efficiency, an observer-based static event-triggered mechanism (SETM)
coupled with a hold-input strategy is integrated. Employing the Lyapunov–Krasovskii
functional method, sufficient conditions are derived to prove that the closed-loop system
remains uniformly ultimately bounded (UUB) under the joint effects of approximation
errors, disturbances, and attacks. Simulation results on a two-link manipulator demon-
strate that the proposed secure control scheme effectively counters aggressive DoS attacks
while achieving a 56.8% reduction in network transmissions compared with conventional
periodic sampling paradigms, striking a favorable balance between tracking accuracy and
resource efficiency.

Keywords: state observer; denial-of-service attacks; neural networks; nonlinear systems

1. Introduction
In practical networked control systems (NCSs), constrained by sensor costs, installation

space, and harsh measurement environments, the internal states of the system are often not
directly measurable. Therefore, state observers have become a core link in realizing output
feedback safety control [1,2].

In practical cyber–physical systems, networked nodes and subsystems typically corre-
spond to physical mechatronic actuators, such as servo motor drives, hydraulic valves, or
robotic joints. Therefore, mitigating the effects of network degradation and cyber-attacks
is not merely a theoretical communication issue, but a critical prerequisite for ensuring
safe and reliable physical actuation performance in networked control systems. However,
the shared communication networks in NCSs are highly vulnerable to malicious cyber
threats. Denial-of-service (DoS) attacks, by injecting massive amounts of junk data to
congest communication channels, lead to the intermittent loss of measurement signals [3].
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Traditional state observers may experience performance degradation during communi-
cation interruptions, and prolonged attacks can significantly increase estimation errors,
thereby affecting closed-loop stability and control performance [2,4].

To address the data interruption problem caused by DoS attacks, scholars have pro-
posed a series of resilient state observer design methods [5,6]. Switched observers are
currently the most widely used resilient observer architecture, whose core idea is to design
sub-observers for normal communication and attack interruption modes respectively, and
switch the observation gain in real time according to attack detection results [1,5]. Exist-
ing studies have further proposed composite observers based on attack compensators,
which predict and compensate for lost output signals by introducing an attack compen-
sation module. This solves the difficulty of state reconstruction during DoS attacks and
realizes predefined-time tracking control of nonlinear systems combined with dynamic
event-triggered mechanisms [5,7].

However, physical systems often exhibit complex nonlinear characteristics, which
poses a significant challenge to observer design and feedback control. To deal with the
unknown nonlinearities of the system, neural networks (NNs) and fuzzy logic systems
have been widely introduced into resilient control [8,9]. Recent studies have also reported
practical applications of fuzzy control strategies in nonlinear system regulation, such
as fuzzy PD-based approaches for mechanical system stabilization [10]. For instance,
Lin et al. [11] applied a data-driven RBF neural network observer to a permanent mag-
net synchronous motor speed regulation system, realizing high-precision compensation
for non-smooth nonlinearities. Scholars have also utilized radial basis function neural
networks (RBFNNs) to approximate unknown nonlinear terms, designed neural network
switched observers, and realized resilient control of power system load frequency [8,12].
Despite these advancements, most existing resilient observers assume that the system non-
linearities satisfy the global Lipschitz continuity condition. In conventional observer-based
designs, the Lipschitz constant is typically required to establish observer error dynamics
and derive Lyapunov-based stability conditions. However, for practical nonlinear systems
with polynomial growth, velocity-coupling terms, or non-smooth friction effects, obtaining
a finite and sufficiently tight global Lipschitz constant is often impossible or excessively
conservative. As a result, observer gains derived from Lipschitz bounds can become
overly conservative, leading to state estimation peaking, heightened sensitivity to measure-
ment noise, and diminished robustness in the presence of communication interruptions
induced by denial-of-service (DoS) attacks. Specifically, many practical nonlinear systems,
such as robotic manipulators and electromechanical actuator systems, contain polynomial,
quadratic velocity-coupling, friction, and saturation-related nonlinearities whose deriva-
tives may grow unboundedly with respect to the system states. Consequently, although
these nonlinear functions remain continuous on compact operating regions, they generally
do not satisfy the global Lipschitz condition required by conventional observer design ap-
proaches. Although the fuzzy neural extended state observer proposed by Fei et al. [13] can
effectively estimate lumped disturbances, severe convergence issues remain when dealing
with non-Lipschitz nonlinearities with locally unbounded rates of change, especially when
the measurement channel is simultaneously blocked by DoS attacks.

Recently, significant progress has been made in composite anti-disturbance and attack-
resilient control for networked systems under event-triggered communication mechanisms.
For instance, an event-triggered output feedback control framework for systems subject
to disturbances and actuator attacks was developed in [14], highlighting the effectiveness
of integrating communication-efficient strategies with robust control design. Motivated
by these developments, this paper investigates an observer-based event-triggered secure
control strategy for networked non-Lipschitz nonlinear systems under DoS attacks.
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Multi-layer neural networks (MNNs) are employed to approximate unknown nonlin-
ear dynamics that do not satisfy the global Lipschitz condition. A neural-network-assisted
high-gain observer is designed to continuously reconstruct unavailable state information
during communication interruptions caused by DoS attacks, thereby maintaining continu-
ous state estimation performance.

To improve communication efficiency and reduce unnecessary data transmissions,
a static event-triggered mechanism (SETM) is integrated into the observer-based control
framework. Meanwhile, a zero-order-hold mechanism is adopted to maintain the latest
successfully transmitted control signal during attack intervals. Based on the Lyapunov–
Krasovskii functional method, sufficient conditions are derived to guarantee the uniform
ultimate boundedness (UUB) of the closed-loop system under the combined effects of neural
network approximation errors, bounded disturbances, event-triggered transmissions, and
DoS attacks.

The main contributions of this paper are summarized as follows:
(1) A neural-network-assisted high-gain observer is developed for non-Lipschitz

nonlinear systems under DoS attacks. By explicitly incorporating the multi-layer neural
network (MNN) into the observer dynamics, the proposed framework provides predictive
information during DoS intervals, thereby facilitating bounded state estimation without
relying on strict Lipschitz assumptions.

(2) An observer-based static event-triggered secure control strategy is proposed. This
mechanism effectively reduces communication burden while maintaining closed-loop
stability under intermittent DoS attacks.

(3) A unified stability analysis framework incorporating DoS attacks and event-
triggered transmission behaviors is established. Based on this framework, LMI-based
sufficient conditions are derived to guarantee the uniformly ultimately bounded (UUB)
stability of the closed-loop system.

2. Problem Description and Preliminaries
2.1. System Description

Consider a class of nonlinear systems described by the following state space:

.
x(t) = Ax(t) + δ(x, t) + Bu(t) + d(t)
y(t) = Cx(t) +ω(t)

(1)

where x(t) ∈ Rn is the system state, u(t) ∈ Rm is the control input, δ(x, t) is the nonlinear
term representing system uncertainties and control actions, d(t) is the external disturbance
input, y ∈ Rn is the system output, and ω(t) is the measurement noise. A, B, C are
known system matrices of appropriate dimensions. It is assumed that the disturbances and
measurement noise are bounded.

The objective of this study is to design a state observation-based feedback control
strategy under the conditions of unknown nonlinearities, external disturbances, and denial-
of-service (DoS) attacks on the communication channel.

The following assumptions are introduced:

Assumption 1. The state and control input of the nonlinear system are bounded, x(t) ∈ X
and u(t) ∈ U, where X ⊂ R and U ⊂ R are compact sets.

Remark 1. It should be emphasized that Assumption 1 only constrains the actual system trajectories
to evolve within a compact operating region and does not imply that the nonlinear function satisfies
a global Lipschitz condition. In particular, practical nonlinear dynamics may contain polynomial
growth terms, quadratic velocity-coupling terms, or non-smooth friction effects. Their derivatives
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can become arbitrarily large outside the operating region, preventing the existence of a finite global
Lipschitz constant. Therefore, the considered system belongs to the class of nonlinear systems that
are continuous on compact sets but do not satisfy global Lipschitz continuity.

Moreover, although a local Lipschitz constant may exist on a compact operating region,
such a constant is generally unknown and highly dependent on the operating domain.
Therefore, conventional observer designs relying on explicit Lipschitz bounds may become
conservative and difficult to implement in practice.

Assumption 2. There exist ideal neural network weight matrices M∗
1 and M∗

2 with bounded
norms. Furthermore, the approximation error of the neural network satisfies ∥ε(t)∥ ≤ ϕ∥x(t)∥,
where ϕ > 0 is a known constant.

Assumption 3. The activation function satisfies the Lipschitz continuity condition; there exists a
constant Lµ > 0 such that ∥µ(a)− µ(b)∥ ≤ Lµ∥a − b∥ holds for all a, b ∈ Rnh .

Assumption 4. The system disturbances d(t) are bounded, satisfying ∥d(t)∥ ≤ d0.

Remark 2. Practical Applicability and Conservativeness of the Boundedness Assumptions: As-
sumptions 1, 2, and 4 constrain the system states, control inputs, neural network approximation
errors, and external disturbances to be strictly bounded. In the context of practical networked
nonlinear systems (e.g., robotic manipulators), these assumptions are not overly conservative but
rather direct reflections of physical realities. For instance, control inputs are naturally bounded
by actuator saturation limits (e.g., maximum motor torque), states are confined by mechanical
workspaces, and ambient disturbances or sensor noises inherently possess finite energy.

However, in real-world scenarios under severe DoS conditions or extreme environmen-
tal shocks, these assumptions might only be partially satisfied (e.g., transient disturbance
spikes exceeding the predefined theoretical bound d0). Benefiting from the uniformly
ultimately bounded (UUB) property established in Theorem 1, such transient violations
do not instantly trigger system instability; instead, they merely result in a proportional
and temporary expansion of the ultimate residual error set. Nevertheless, if these bounded
assumptions are persistently and massively violated, the MNN may be forced to oper-
ate outside its valid compact set, which would degrade the accuracy of the feedforward
compensation and eventually risk system instability.

2.2. Relevant Lemmas

Lemma 1. Consider a differentiable function µ(t) : R+ → R+ satisfying

.
µ(t) ≤ −aθµ(t) + bθ

∫ t

tk

µ(ν)dν + pθ(t), ∀t ∈ [tk, tk+1) (2)

Then, k ∈ N, t0 ≥ 0 and 0 < hM = tk+1 − tk < +∞, where aθ , bθ and cθ are positive
real numbers. The function pθ(t) : R+ → R is fundamentally bounded and it satisfies
cθ = sup

t≥0
Ess pθ(t). If hM < χθ = aθ/bθ , then

µ(t) ≤ e−ϑ̃(t−t0)µ(t0) + cθhM
2 − e−ϑ̃hM

1 − e−ϑ̃hM
(3)

where 0 < ϑ̃ = aθ(1 − hM/χθ)e−aθ hM .
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Lemma 2. Given a continuous real function g(t) : t ∈ [−σ,+∞) → g(t) ∈ [0,+∞), , it satisfies
the integral inequality

g(t) ≤ s(t) + ρ
∫ t

t−σ
g(v)dv, t ≥ 0 (4)

where σ > 0, ρ is a positive constant, and s(t) denotes a non-decreasing non-negative real function.
If ρσ < 1, we have g(t) ≤ z(t)/(1 − ρσ); then,

z(t) = s(t) + ρ
∫ 0

−σ
g(υ)dυ > 0. (5)

3. Observer-Based Event-Triggered Secure Control Design
3.1. Multi-Layer Neural Networks (MNNs)

Multi-layer neural networks (MNNs), with their powerful nonlinear fitting capabilities,
can effectively handle complex nonlinear dynamics that do not satisfy Lipschitz continuity,
laying a foundation for subsequent observer design. To handle the unknown nonlinear
term in the system state space, Equation (1), we propose an MNN structure comprising two
input layers, at least one hidden layer, and two output layers. An MNN with one hidden
layer and zero-bias term can be represented in matrix–vector form as follows:

δnn(x, M∗
1 , M∗

2) = M∗
2µ(M∗

1x(t)) (6)

where δnn(x, M∗
1 , M∗

2) represents the output of the neural network, M∗
1 is the weight matrix

between the input layer and the hidden layer, and M∗
2 is the weight matrix between the

hidden layer and the output layer. In this work, the bipolar sigmoid function is adopted as
the activation function:

µi(s) = d · 1 − e−qs

1 + e−qs , (7)

where d > 0 is the output range parameter and q > 0 is the slope parameter. This function
satisfies µi(0) = 0 and is bounded for any input s. According to the properties of MNNs,
any continuous nonlinear function on a compact set can be approximated to arbitrary
precision. Thus, the nonlinear term can be expressed as

δ(x, t) = δnn(x, M∗
1 , M∗

2) + ε(x, t) (8)

where ε(x, t) is the approximation error, which satisfies Assumption 2. Consequently, the
original system can be rewritten as

.
x(t) = Ax(t) + M∗

2µ(M∗
1x(t)) + ε(x, t) + Bu(t) + d(t)

y(t) = Cx(t) +ω(t)
(9)

Remark 3. The existing elastic state estimation schemes [15] handle nonlinear dynamics via
Lipschitz linearization to facilitate controller parameter design, which limits their applicability
to strictly nonlinear systems. To address this issue, this paper re-models the nonlinear dynamics
using a multi-layer neural network (MNN), effectively ensuring boundedness of approximation
errors under complex operating conditions. More critically, in the event of denial-of-service (DoS)
attacks that impair measurement feedback, the model-based neural network (MNN) serves as a
robust auxiliary approximator of the unknown nonlinear system dynamics. During communication
interruptions, it furnishes model-driven compensation signals to the observer, thereby enhancing
state estimation accuracy under partial or complete measurement loss.
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3.2. High-Gain Observer Design

During periods of normal communication or between attack intervals, the system
employs the following MNN-based high-gain observer for state estimation:

.
x̂(t) = Ax̂(t) + δnn(x̂, M∗

1 , M∗
2) + Bu(t)− θKη(t)

.
η(t) = θξ(t),η(0) = 0

.
ξ(t) = −θΩ1ξ(t)− θΩ2η(t) + θ2ATη(t)
+θCT(Cx̂(tk)− y(tk) + δ(t))

.
δ(t) = −θk1η1(t), δ(tk) = 0

(10)

where
.
x̂(t) is the state estimate and δnn(x̂, M∗

1 , M∗
2) is the neural network approximation.

θ > 0 is an adjustable high-gain parameter; increasing θ can enhance the convergence rate.
The parameter θ > 1 dictates the convergence speed of the observer. According to the scaled
error dynamics, a larger θ forces the state estimation error to decay exponentially faster,
thereby powerfully overriding bounded external disturbances and network uncertainties.
However, an excessively large θ may induce the “peaking phenomenon” and amplify
high-frequency measurement noise. Thus, its selection is a tradeoff between convergence
rate and noise sensitivity.

The variables η(t), ζ(t), and δ(t) are auxiliary dynamic variables introduced to man-
age sampling errors and measurement noise, ensuring continuity and providing filtering ef-
fects. K = diag(k1, k2, . . . , kn) is the high-gain feedback matrix, while Ω1 = diag(σ1, . . . , σn)

and Ω2 = diag(ε1, . . . , εn) are auxiliary variable feedback gains. All signals are updated
using the sample-and-hold output y(tk) to maintain estimation during output channel
blockages or DoS attacks. By introducing these auxiliary dynamic variables, the composite
observer inherently constructs a filtering mechanism. This structure effectively attenuates
the amplification of high-frequency measurement noise and alleviates peaking phenomena
without compromising the rapid convergence guaranteed by the high-gain parameter,
thereby striking a favorable balance between convergence speed and noise sensitivity.

3.3. Observation State Convergence Analysis

Before presenting the convergence analysis, the following lemma is introduced.

Lemma 3. Consider a matrix M and define

M =

 A −K 0n

0n 0n In

CTC −Ω2 + AT −Ω1

. (11)

There exists a matrix K, Ω1 and Ω2, such that M is Hurwitz, and there exist a
symmetric positive definite matrix P and a constant γ > 0 satisfying

PM+MTP ≤ −2γI3n. (12)

To analyze the stability of the observation error system, we define the estimation error
as x̃(t) = x̂(t)− x(t). By introducing the scaled transformation and defining the augmented
state vector ζ(t), the error dynamics can be expressed in a scaled form:
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.
¯
x(t) = θA

¯
x(t) + θn−1∆(θ)M∗

2 [µ(M
∗
1 x̂(t))− µ(M∗

1x(t))]

−θn−1∆(θ)ε(x, t)− θK
¯
η(t)− θn−1∆(θ)d(t),

.
¯
η(t) = θ

¯
ξ(t),

.
¯
ξ(t) = −θΩ1

¯
ξ(t)− θΩ2

¯
η(t) + θAT¯

η(t)

+θCTC
¯
x(t)− θn−1Cω(tk)− θCTz(t),

(13)

By constructing a Lyapunov function V(t) =
¯
ζ

T

(t)P
¯
ζ(t), where P is a symmetric

positive definite matrix satisfying the conditions in Lemma 1, we can derive the derivative
of the energy function. If the conditions of the observer gains and sampling intervals are
satisfied, yielding the exponential decay of the Lyapunov functional, then it follows that
the observation error converges exponentially to a bounded set.

3.4. DoS Attack Model and Time-Varying Delay Representation

Denial-of-service (DoS) attacks disrupt the communication channel and prevent real-
time state information from being transmitted to the controller. In this work, their effect
is not modeled as a switched system. Instead, it is uniformly represented as a continu-
ous time-varying communication delay τ(t) induced by packet loss and event-triggered
transmission blocking.

The DoS attack process is characterized by the following frequency and dura-
tion constraints:

ND(t) ≤ κD + t
τD

∑
q:he

q≤t
(he

q − hd
q) ≤ TD + ηDt

These constraints define an admissible class of DoS signals with bounded long-term
attack frequency and bounded attack duration ratio. Specifically, the first inequality limits
the average number of attack occurrences over time, while the second inequality restricts
the asymptotic fraction of time under denial-of-service conditions, where ηD ∈ (0, 1).

Importantly, these constraints do not impose any deterministic minimum attack-free
interval or dwell-time condition in the classical switched-system sense. Instead, they ensure
a non-vanishing proportion of attack-free transmission opportunities in an average sense
through the condition ηD ∈ (0, 1), which guarantees sufficient communication availability
for the Lyapunov–Krasovskii functional to establish stability.

In particular, back-to-back DoS attacks are fully admissible in this framework and are
naturally absorbed into the continuous evolution of the time-varying delay τ(t) without
introducing additional switching structures or inter-attack interval assumptions. Their cu-
mulative effect is captured through the aggregation of successive communication blocking
intervals within the delay trajectory.

Under this admissible set of DoS signals, the induced delay remains bounded as

τ(t) ≤ τM

where τM denotes the maximum admissible delay used in the subsequent stability analysis.
During DoS intervals, the most recently transmitted control input is maintained via a

zero-order-hold (ZOH) mechanism. Therefore, the closed-loop system can be equivalently
transformed into a time-delay system, which unifies regular sampling, event-triggered
transmission, and packet dropouts within a single analytical framework.
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3.5. Static Event-Triggered Mechanism

To alleviate the communication network bandwidth constraints and reduce redundant
data transmission induced by periodic sampling, a discrete event-triggered communication
scheme is deployed between the observer and the controller.

Let h be the fixed sampling period; the sampling sequence is denoted as {si = s0 + ih,
i ∈ N}. The event-triggered error is defined as the deviation between the current sampled
state and the last successfully transmitted state:

ek(si) = x̂(tk)− x̂(si) (14)

To balance communication efficiency and steady-state performance, the following
static event-triggered condition is constructed:

tk+1 = inf
{

si > tk

∣∣∣eT
k (si)Ωek(si) > ρx̂T(si)Ωx̂(si) + µ0

}
(15)

where Ω ∈ Rn×n is a symmetric positive definite weighting matrix to be designed.
ρ ∈ (0, 1) is a given threshold parameter regulating the triggering frequency,

and µ0 > 0 is a small positive constant to maintain steady-state operation and avoid
Zeno behavior.

According to the triggering rule described above, during any adjacent triggering
interval [tk, tk+1), all discrete sampling points inherently satisfy the following inequal-
ity constraint:

ρx̂T(si)Ωx̂(si)− eT
k (si)Ωek(si) + µ0 ≥ 0 (16)

This inequality constitutes the core boundary condition of the system’s communication-
triggering mechanism and will be embedded as a prior constraint in the subsequent closed-
loop stability proof.

3.6. Stability Analysis of Feedback Control Based on Static Event-Triggered Mechanism

This section aims to prove the uniform ultimate boundedness (UUB) and practical
stability of the networked non-Lipschitz nonlinear system under the joint action of the pro-
posed static event-triggered mechanism (SETM) and intermittent DoS attacks. This analysis
accounts for MNN approximation errors, DoS attack-induced data dropouts, and commu-
nication network constraints using the Lyapunov–Krasovskii functional (LKF) method.

By adopting the feedback control law based on state observation, and considering the
static event-triggered transmission rule, the actual control signal received by the actuator
can be expressed as

u(t) = u(tk) = −Kpx̂(tk)− Kd
.
x̂(tk), t ∈ [tk, tk+1) (17)

To establish a unified mathematical framework, we introduce a continuous time-
varying delay function defined as τ(t) = t − tk. In the presence of intermittent DoS attacks,
the growth of τ(t) is bounded by both the maximum allowable triggering interval and
the physical upper bound of the attack duration TDoS. Therefore, the comprehensive
network-induced delay satisfies the following upper bound:

0 ≤ τ(t) ≤ τM, τM = (1 + L)h + TDoS (18)

By utilizing the algebraic identity x̂(tk) = x(t − τ(t)) + x̃(t − τ(t)) + ek(t), and sub-
stituting the control law (17) into the plant dynamics, the closed-loop comprehensive
time-varying delay model is formulated as
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.
x(t) = (A − BKp)x(t) + BKpζ1(t)− BKd

.
x(t − τ(t))

+BKpek(t) + BKd
.
ek(t) +ωt(t)

(19)

where ζ1(t) = x(t)− x(t − τ(t)) represents the state difference vector, and the lumped
disturbance term ωt(t) is defined as

ωt(t) = δ(x, t) + d(t)− BKpx̃(t − τ(t))− BKd
.
x̃(t − τ(t)) (20)

Based on the bounded property of the MNN approximation error and the exponential
convergence of the observer error established in Theorem 1, the lumped disturbance is
strictly bounded by ||ωt(t)|| ≤ µA.

Based on the bounded property of the MNN approximation error established in
Assumption 2, the bounded external disturbance from Assumption 4, and the exponential
convergence of the scaled observer estimation errors verified in Section 3.3, all constituent
elements of the lumped disturbance ωt(t) are strictly upper-bounded within the compact
operating space. Consequently, by invoking the mathematical triangle inequality, the
lumped disturbance vector is guaranteed to be strictly bounded by a comprehensive
positive constant µA. This constant µA is fundamentally determined by the supremum
bounds of the ideal neural network weights, the activation functions, the compact system
states, and the steady-state observer estimation errors along with their derivatives on their
respective compact domains.

The sufficient conditions for the practical stability of the closed-loop system under
SETM and DoS constraints are presented in Theorem 1.

Theorem 1. For the closed-loop networked non-Lipschitz nonlinear system (19) subject to inter-
mittent DoS attacks and event-triggered constraints, given the maximum delay bound τM, the
desired damping decay rate δ > 0, the trigger parameters ρ ∈ (0, 1), µ0 > 0, and the tuning
scalars λ, η1, η2, if there exist symmetric positive definite matrices P, Q1, Q2, Q3, Ω, Ωd ∈ Rn×n,
a free-weighting matrix G ∈ Rn×n, an invertible matrix P2 ∈ Rn×n, and intermediate decision
matrices X, Y ∈ Rm×n such that the following Linear Matrix Inequality (LMI) holds:

Φ =



Ξ11 Ξ12 Ξ13 Ξ14 Ξ15 X Y P2

∗ Ξ22 Ξ23 0 0 0 0 0
∗ ∗ Ξ33 0 0 0 0 0
∗ ∗ ∗ Ξ44 Ξ45 λX λY λP2

∗ ∗ ∗ ∗ Ξ55 0 0 0
∗ ∗ ∗ ∗ ∗ −Ω 0 0
∗ ∗ ∗ ∗ ∗ ∗ −Ωd 0
∗ ∗ ∗ ∗ ∗ ∗ ∗ −ηtI


< 0 (21)

where ηt = (η−1
1 + η−1

2 )
−1

, and the block matrix elements are defined as follows:

Ξ11 = He{P2A − X}+ 2δP + Q2 + τMQ3 − e−2δτM
τM

Q1

Ξ12 = X + e−2δτM
τM

(Q1 − G), Ξ13 = e−2δτM
τM

G
Ξ14 = P − P2 + λATPT

2 − λXT , Ξ15 = −Y
Ξ22 = − e−2δτM

τM
(2Q1 − G − GT) + ρe−2δτM Ω

Ξ23 = e−2δτM
τM

(Q1 − G), Ξ33 = −e−2δτM Q2 − e−2δτM
τM

Q1

Ξ44 = −λHe{P2}+ τMQ1, Ξ45 = −λY, Ξ55 = −ϵdI

then, the closed-loop system trajectories are exponentially uniformly ultimately bounded
(UUB), and the system state strictly converges to the following residual set:
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P =

{
x ∈ Rn | || x || ≤

√
ct + e−2δτM µ0

2δλmin(P)

}
(22)

Furthermore, the controller gains can be precisely extracted by Kp = (P2B)−1X and
Kd = (P2B)−1Y.

Based on the time-delay representation established in Section 3.4, the closed-loop
system is analyzed using a Lyapunov–Krasovskii functional (LKF). The resulting Linear
Matrix Inequality (LMI) conditions are derived with respect to the maximum admissible
delay bound τM.

These LMI conditions ensure that the closed-loop system is uniformly ultimately
bounded (UUB), provided that the induced time-varying delay satisfies

τ(t) ≤ τM

Unlike classical switched-system-based DoS-resilient control frameworks, the pro-
posed approach does not require explicit dwell-time or minimum attack-free interval
parameters within the LMI formulation. This is because the system dynamics are not mod-
eled as mode switching between attack and normal operation; instead, all communication
disruptions are embedded into the continuous evolution of a single delay variable τ(t).

In this framework, consecutive or back-to-back DoS attacks are fully admissible and
do not introduce any additional structural complexity. They are naturally absorbed into the
accumulation of communication blocking intervals, and therefore only affect the magnitude
of the time-varying delay rather than the system structure.

The admissible DoS constraints introduced in Section 3.4 guarantee that the induced de-
lay τ(t) remains within a bounded region characterized by τM. In particular, the frequency
and duty-cycle constraints ensure that the cumulative blocking time cannot dominate the
total time horizon, thereby preventing unbounded growth of τ(t).

If this bound is violated due to excessively persistent communication blocking, the
sufficient LMI conditions for UUB stability are no longer satisfied, which is consistent with
standard time-delay system theory.

From a control-theoretic perspective, τM serves as a robustness margin of the LKF-
based stability condition rather than a restriction on individual attack events or an explicit
dwell-time condition.

The feasibility of the LMI conditions in Theorem 1 depends on the admissible bounds
of the network-induced delay, DoS duration, and the event-triggering parameter. Within
these bounds, the LMI admits feasible solutions that guarantee closed-loop stability. When
these parameters increase, the feasible region becomes more constrained, reflecting the
intrinsic tradeoff between system robustness and communication limitations.

Proof of Theorem 1. To analyze the energy evolution of the system under both time-
varying communication delays and triggering perturbations, we construct the following
Lyapunov–Krasovskii functional incorporating the exponential decay rate:

V(t) = V1(t) + V2(t) + V3(t) + V4(t) (23)

where the sub-components are defined as

V1(t) = xT(t)Px(t)
V2(t) =

∫ t
t−τM

∫ t
θ e2δ(s−t) .

xT
(s)Q1

.
x(s)dsdθ

V3(t) =
∫ t

t−τM
e2δ(s−t)xT(s)Q2x(s)ds

V4(t) =
∫ t

t−τM

∫ t
θ e2δ(s−t)xT(s)Q3x(s)dsdθ

(24)
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Differentiating V(t) along the trajectory of (19) and adding the term 2δV(t), we
introduce the free-weighting matrices satisfying the linear proportion P1 = λP2 to construct
the following zero identity:

2[xT(t)P2 +
.
xT

(t)(λP2)][(A − BKp)x(t) + BKpζ1(t)− BKd
.
x(t − τ(t))

+BKpek(t) + BKd
.
ek(t) +ωt(t)−

.
x(t)] = 0

(25)

By applying Young’s inequality to decouple the nonlinear cross-terms containing the
lumped disturbance ωt(t), we obtain

2[xT(t)P2 + λ
.
xT

(t)P2]ωt(t) ≤ η1xT(t)P2PT
2 x(t) + η2λ2 .

xT
(t)P2PT

2
.
x(t) + ct (26)

where ct = (η−1
1 + η−1

2 )µ2
A is the disturbance parameter.

To deal with the time-varying delay in the integral term of
.

V2(t), the integration
interval is split into [t − τ(t), t] and [t − τM, t − τ(t)]. Utilizing Jensen’s integral inequality
and the reciprocally convex combination lemma with the free matrix G, the integral term
can be scaled to the quadratic form of state deviations.

According to the S-procedure technique, to confine the event-triggered errors within
the established boundary conditions, the triggering constraint condition is introduced with
the exponential weight

e−2δτM
(

ρx̂T(t − τ(t))Ωx̂(t − τ(t))− eT
k (t)Ωek(t) + µ0

)
≥ 0 (27)

By substituting the intermediate decision variables X = P2BKp and Y = P2BKd, and
defining the augmented state vector ξ(t) = {x(t), x(t − τ(t)), x(t − τM),

.
x(t),

.
x(t − τ(t)),

ek(t),
.
ek(t)}, the Schur complement lemma is applied to handle the higher-order coupling

matrices η1P2PT
2 and η2λ2P2PT

2 . Consequently, the total energy evolution rate can be
bounded as

.
V(t) + 2δV(t) ≤ ξT(t)Ξξ(t) + ct + e−2δτM µ0 (28)

When the LMI condition (21) strictly holds (Φ < 0), it yields the differential inequality
.

V(t) ≤ −2δV(t) + ct + e−2δτM µ0. Integrating this inequality over the time interval ensures
that the system energy satisfies the ultimate boundedness, which completes the proof.

We further discuss the conservatism and feasibility characteristics of the derived LMI
conditions in the following remark. □

Remark 4. It is crucial to clarify the logical chain guaranteeing the boundedness of the lumped
disturbance ω(t) to avoid circular reasoning in the presence of non-Lipschitz dynamics. To
strictly guarantee that the states remain within the compact region required for the neural network
approximation, the proof relies on the concept of positively invariant Lyapunov level sets.

Based on the constructed Lyapunov–Krasovskii functional V(t), we define a closed
sublevel set ΩV =

{
ζ | V(ζ) ≤ V

}
, where V is determined by both the initial condition

V(0) and the ultimate bound induced by the LMI conditions. The derived LMI feasibility
conditions ensure that

.
V(t) is negative definite outside a compact neighborhood of the

origin, which guarantees that all trajectories starting from admissible initial conditions
remain confined within the invariant set ΩV for all t ≥ 0.

Provided that the neural network operating domain Ω chosen is sufficiently large such
that ΩV ⊂ Ω, the system states never escape this valid approximation region. Consequently,
by the Weierstrass Extreme Value Theorem, all continuous nonlinear terms evaluated over
this compact set admit finite upper bounds.

This rigorously establishes the constant bound µA throughout the system evolution,
thereby eliminating any circular dependence in the derivation.
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3.7. Exclusion of Zeno Behavior

To guarantee the physical realizability of the proposed observer-based SETM scheme
in practical engineering networks, it is mathematically mandatory to prove that the time
interval between any two consecutive triggering events is strictly bounded away from zero.

Based on the definition of the triggering error ek(t) = x̂(tk)− x̂(t), its derivative with
respect to time during the triggering interval t ∈ [tk, tk+1) satisfies

d
dt

|| ek(t)|| ≤ ||
.
ek(t)|| = ||

.
x̂(si)|| (29)

Benefiting from the UUB convergence of the closed-loop system states proved in Theo-
rem 1 and the stability of the state observer, the first-order derivative of the reconstructed
state vector is globally bounded. Thus, there exists a positive constant κ > 0 such that
||

.
x̂(si)|| ≤ κ holds persistently. Integrating both sides of (29) over the interval [tk, t) with

the initial condition ek(tk) = 0 yields

||ek(t)|| ≤
∫ t

tk

||
.
x̂(si)|| ds ≤ κ(t − tk) (30)

According to the static triggering condition, when the next transmission instant tk+1

is activated, it must satisfy the boundary condition ||ek(tk+1)|| >
√

ρ || x̂(tk+1)
∣∣. Com-

bining this boundary condition with the integration inequality (30), the minimum time
execution interval can be derived as

tk+1 − tk ≥
√

ρ || x̂(tk+1)||
κ

(31)

Furthermore, since the proposed discrete event-triggered communication scheme
(DECS) performs the threshold evaluation exclusively at the hardware’s periodic sam-
pling points si = s0 + ih, the hardware logic enforces an absolute physical floor on the
transmission interval:

inf
k∈N

(tk+1 − tk) ≥ h > 0 (32)

Therefore, based on both the discrete-time event generation mechanism and the
sampling-based implementation framework, an infinite number of triggering events within
any finite time interval is strictly precluded. Consequently, Zeno behavior is excluded by
construction, under all admissible DoS attack scenarios and in the presence of bounded
state fluctuations.

4. Simulation Experiments
4.1. Simulation Environment and Physical System Parameters

To objectively verify the secure control performance of the proposed MNN-based high-
gain observer under the dual constraints of DoS attacks and non-Lipschitz dynamics, a class
of two-link rigid manipulators with strong nonlinear coupling characteristics is employed
for numerical simulation in this section. Distinct from nonlinear systems satisfying the
global Lipschitz assumption, the considered two-link rigid manipulator contains quadratic
velocity-coupling terms and non-smooth friction effects. For example, the Coriolis and
centrifugal dynamics include terms proportional to products of joint velocities, such as
.
q1

.
q2 and

.
q2

2.
These nonlinear terms exhibit polynomial growth with respect to the system states.

Consequently, the corresponding Jacobian matrix contains state-dependent components
whose magnitudes increase without bound as the joint velocities increase. Therefore, no
finite global Lipschitz constant exists for the overall nonlinear dynamics.
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Although the system trajectories are constrained within a compact operating region
according to Assumption 1, the nonlinear dynamics remain globally non-Lipschitz. Con-
ventional observer-based methods typically require explicit knowledge of a global Lipschitz
constant to derive observer error bounds and stability conditions. In practical systems
with velocity-coupling nonlinearities and friction effects, obtaining such a constant is diffi-
cult and often leads to overly conservative observer gains. This motivates the use of the
proposed MNN-assisted observer framework, which avoids relying on a known global
Lipschitz bound.

The rotational dynamics of the two-link manipulator can be modeled by the follow-
ing equation:

D(q)
..
q + C(q,

.
q)

.
q + G(q) + Fr(

.
q) = τ (33)

where q = [q1, q2]
T ∈ R2 and

.
q = [

.
q1,

.
q2]

T ∈ R2 represent the joint angular position and
angular velocity vectors, respectively. The specific physical expressions for the parameter
matrices and vectors of the system are defined as follows.

The inertia matrix D(q) ∈ R2×2 is a symmetric positive definite matrix, with its
elements given by

D11(q) = (m1 + m2)r2
1 + m2r2

2 + 2m2r1r2 cos(q2)

D12(q) = D21(q) = m2r2
2 + m2r1r2 cos(q2)

D22(q) = m2r2
2

(34)

The control input torque vector is τ = [τ1, τ2]
T ∈ R2. In this system, it is as-

sumed that only the joint position information can be measured in real time by sensors,
meaning that the output equation is y = q. Furthermore, the physical parameters re-
garding the link lengths, masses, and gravitational acceleration are specifically set as:
r1 = 1.0 m, r2 = 0.8 m; m1 = 1.0 kg, m2 = 1.5 kg; and g = 9.8 m/s2. The friction coeffi-
cients are set to fv1 = fv2 = 0.5 and fc1 = fc2 = 0.1.

To further verify the feasibility of the proposed LMI conditions, numerical evalua-
tions were conducted under different delay bounds, DoS intensities, and communication
thresholds, and feasible solutions were successfully obtained within the admissible param-
eter region.

To implement the proposed discrete event-triggered communication scheme (DECS)
and feedback control under adversarial conditions, the network and controller parameters
are configured based on the theoretical constraints derived in Theorem 1.

The base hardware discrete sampling period is chosen as h = 0.01 s. The commu-
nication channel is subject to intermittent DoS attacks, where the maximum duration of
a single attack interval is strictly bounded by TDoS = 0.2 s. The maximum number of
allowable consecutive unsent sampling steps for the SETM is set to L = 4. Consequently,
the closed-loop system operates under a unified maximum communication delay bound of
τM = (1 + 4)× 0.01 + 0.2 = 0.25 s.

For the SETM threshold rule, the relative threshold parameter is selected as ρ = 0.05,
and the positive steady-state relaxation constant is set to µ0 = 0.01 to prevent unnecessary
trigger chatter near the equilibrium point. The tuning parameter for the observer high
gain is set to θ = 15. By solving the LMI conditions presented in Theorem 1 via the
YALMIP toolbox with the SeDuMi solver, the optimal triggering weighting matrix Ω and
the discrete-time state feedback PD control gains Kp, Kd are successfully obtained.

4.2. Simulation Results and Analysis

To comprehensively verify the effectiveness of the proposed strategy in handling non-
Lipschitz dynamics, minimizing communication bandwidth consumption, and defending
against DoS attacks, an initial state estimation deviation is introduced in the closed-loop
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simulation. A thorough comparison is conducted against the standard high-gain observer
(Standard HGO) operating under conventional periodic sampling mechanisms. Figures 1–4
illustrate the closed-loop tracking and estimation behaviors under a random but bounded
DoS attack sequence (represented by the gray shaded areas). Note that the proposed
MNN-based high-gain observer is labeled as “EHGO” in the legends for brevity.

(a) 

(b) 

Figure 1. Trend of the system desired trajectories and the estimated positions under DoS attacks.
(a) Position tracking performance of Joint 1; (b) position tracking performance of Joint 2.

(a) 

(b) 

Figure 2. Evolution of the state observation errors. (a) Position observation error of Joint 1; (b) position
observation error of Joint 2.
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(a) 

(b) 

Figure 3. Control torque input of the closed-loop system. (a) Control torque applied to Joint 1;
(b) control torque applied to Joint 2.

(a) 

(b) 

Figure 4. Approximation error of the multi-layer neural network. (a) Approximation error associated
with the dynamics of Joint 1; (b) approximation error associated with the dynamics of Joint 2.
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As shown in Figures 1 and 2, during the initial transient phase, both observers exhibit
fluctuations due to the injected initial errors, but they rapidly achieve convergence under the
high-gain injection structure. However, during the DoS attack intervals where sensor data
transmission is completely severed, the Standard HGO completely loses its measurement
feedback baseline. Lacking an internal compensation mechanism for the non-Lipschitz
Coriolis forces and non-smooth friction, its observation errors diverge rapidly. In sharp
contrast, the proposed EHGO locks the last valid states via the zero-order hold (ZOH)
and utilizes the multi-layer neural network (MNN) to provide high-precision virtual
feedforward dynamic compensation. Throughout the network outage blocks, its tracking
errors remain strictly bounded within a minute neighborhood of zero, demonstrating
strong resilience against DoS attacks.

Figure 3 illustrates the control torque input of the closed-loop system. For the system
utilizing the Standard HGO, significant torque variations and noticeable high-frequency
oscillations are observed at the exact instances when communication recovers (e.g., when
an attack ends). This is caused by the sudden injection of huge accumulated state estima-
tion errors into the feedback loop, which severely risks actuator saturation and physical
component wear. Conversely, because the proposed EHGO effectively suppresses error
divergence during disconnection periods, its control torque under the SETM framework
remains smooth and stable across all switching boundaries. The distinctive step-like
shape in the torque curves of the proposed method perfectly reflects the characteristics
of the hold-input strategy and the event-triggered transmission, which is beneficial for
practical implementation.

Figure 4 verifies the approximation performance of the MNN. The results confirm that
the MNN ensures the strict boundedness of the approximation error even in scenarios with
non-smooth friction and unbounded growth characteristics, functioning effectively as a
local virtual dynamic engine.

To explicitly quantify the communication-saving efficiency of the proposed static event-
triggered mechanism, Figures 5 and 6 depict the real-time distribution of the triggering
instants and the corresponding time-varying execution intervals.

Figure 5. Distribution of the static event trigger instants over the simulation period.

It is worth noting that to ensure high-precision tracking of the fast-varying sinusoidal
reference trajectories under the coupled influence of non-Lipschitz dynamics and external
disturbances, the SETM maintains a necessary transmission frequency. Statistical data
reveals that out of the 1000 total sampling steps within the 10 s simulation duration, the
proposed mechanism actively executes exactly 432 transmissions. Although the system
allocates 43.2% of the communication instances to preserve physical tracking performance
against aggressive dynamic variations, it still successfully cuts down redundant network
traffic by 56.8% compared to the traditional periodic time-triggered paradigm. Further-
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more, the varying inter-event intervals shown in Figure 6 frequently exceed the basic
hardware sampling step (reaching up to 0.11 s), validating that the proposed secure control
scheme can effectively and autonomously balance network traffic congestion and physical
tracking accuracy.

Figure 6. Evolution of the inter-event time intervals between consecutive successful transmissions.

To evaluate the tradeoff between communication efficiency and closed-loop perfor-
mance, Table 1 presents a comparison between the proposed SETM-based method and a
standard periodic sampling scheme under DoS attacks, where the Integral of Time-weighted
Absolute Error (ITAE) is used as the performance metric. The results show that, compared
with periodic sampling (1000 transmissions, average interval 10.0 ms, ITAE 60.9988), the
proposed method with ρ = 0.10 reduces the number of transmissions to 423 and increases
the average inter-event interval to 23.6 ms, while significantly lowering the ITAE to 2.8613.
As the triggering threshold ρ increases, a slight degradation in tracking performance is
observed, with ITAE gradually increasing from 2.8393 to 3.1670, while the communication
statistics remain relatively stable. Overall, the results indicate that the proposed SETM
provides an effective and tunable mechanism to balance communication load and tracking
performance under DoS conditions.

Table 1. Generating quantitative tradeoff table data (periodic vs. SETM).

Threshold Total
Transmissions Avg Interval (ms) ITAE

Periodic (Std) 1000 10.0 60.9988

SETM ρ = 0.05 423 23.6 2.8393

SETM ρ = 0.10(B) 423 23.6 2.8613

SETM ρ = 0.15 428 23.4 3.0033

SETM ρ = 0.20 429 23.3 3.1670

While the simulation study specifically utilizes a two-link rigid manipulator to illus-
trate the proposed method, the theoretical stability conditions established in Theorem 1 are
fundamentally independent of this specific physical model. Consequently, the proposed
LMI-based resilient observer and event-triggered control framework can be extended to
a broader class of non-Lipschitz nonlinear systems, provided that the system trajectories
remain confined within a compact operating region where the multi-layer neural network
(MNN) approximation is valid.

However, it is worth noting that the practical effectiveness of the proposed frame-
work may be influenced by certain system characteristics. For high-dimensional systems,
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the computational complexity of the neural network increases accordingly, which may
introduce additional computational burden and affect real-time implementation of the
event-triggered mechanism. In addition, the validity of the MNN approximation relies on
the assumption that system states remain within a predefined compact set. If the system is
subjected to severe or unmodeled disturbances that drive the states outside this region, the
approximation accuracy may degrade, which may lead to performance deterioration of the
observer and control scheme.

5. Conclusions
In this paper, a secure observer-based feedback control framework has been developed

for networked nonlinear systems subject to non-Lipschitz dynamics and intermittent DoS
attacks. By utilizing multi-layer neural networks (MNNs), the proposed high-gain observer
(EHGO) achieves robust state estimation in the presence of unknown nonlinearities and
measurement loss. A static event-triggered mechanism (SETM) with a hold-input strategy
is further introduced to improve communication efficiency.

Stability analysis based on the Lyapunov–Krasovskii functional approach shows that
the closed-loop system is uniformly ultimately bounded (UUB) under the derived LMI-
based sufficient conditions, explicitly accounting for non-Lipschitz nonlinearities, sampling
effects, and DoS-induced disruptions.

Simulation results on a two-link rigid manipulator indicate that the proposed frame-
work achieves satisfactory tracking performance under various DoS attack intensities, while
reducing communication load by 56.8% compared with periodic sampling. These results
verify the effectiveness and robustness of the proposed framework in resource-constrained
cyber–physical systems.

Future work will focus on adaptive event-triggered mechanisms and the extension of
the proposed framework to multi-agent systems. In addition, comparisons with advanced
resilient estimation and control strategies, including adaptive observers, neural-network-
based observers, and dynamic event-triggered or DoS-resilient observer designs, will be
further investigated.
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