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Abstract

In this work, an adaptive fixed-time dynamic triggered control issue for interconnected
power systems under Denial-of-Service (DoS) attacks is investigated. Such attacks would
impede the transmission of sensor signals in interconnected power systems, precipitating a
severely unstable power supply or even paralysis. To effectively confront this challenge, an
adaptive switching neural network state observer is designed. The observer can maintain
the output of the observation state under both attack conditions and normal conditions,
thereby compensating for the adverse effects of DoS attacks on interconnected power sys-
tems. Meanwhile, a nonlinear fixed-time filter is constructed, which not only obviates the
complexity explosion issue but also enhances the convergence capability of interconnected
power systems. Moreover, a dual dynamic parameter threshold Event-Triggered Mecha-
nism (ETM) is developed. Influenced by multiple dynamic parameters, this mechanism
achieves a more precise control of triggered conditions, drastically conserving the commu-
nication resources of the interconnected power systems and preventing the occurrence of
Zeno behavior. Ultimately, the effectiveness of the proposed methods is demonstrated by
the simulation results.

Keywords: interconnected power systems; denial-of-service attacks; switched state
observer; fixed-time; event-triggered mechanism

1. Introduction

The stability control problems of power systems have been extensively researched in
the past, including sliding mode control [1], He control [2], model predicted control [3],
and so on. However, the advancement of new energy technologies and the increase in
diverse load equipment have led to the continuous expansion of the scale of modern power
systems in recent years, whose structure becomes highly nonlinear, complex, and inter-
connected. This trend presents new challenges to the stability and control capabilities of
power systems [4]. Therefore, optimizing the stability control strategies of power systems
has become particularly important. In order to achieve transient stability enhancement,
a nonlinear control strategy for a static synchronous series compensator and a doubly-fed
induction generator within a multi-machine power system was presented in [5]. A power
system stabilizer design approach based on the whale optimization algorithm was pro-
posed for modified single-machine infinite bus and multi-machine systems in [6], aiming to
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improve the small-signal stability of the power system. In addition, disturbance-estimation-
based robust control and integral sliding-mode control provide effective ways to improve
disturbance rejection and robustness against uncertainties, which also offer useful insights
for observer-based compensation design [7]. Clearly, the stability control strategies are
continuously advancing.

On the basis of the progress made in stability control strategies, it is also necessary
to recognize the vulnerability of modern power systems to external threats. In practical
engineering, interconnected power systems are vulnerable to malicious attacks that pose
threats to their stability [8]. DoS attacks, as one of the common types of network ma-
licious attacks, disrupt data exchange between system components by interfering with
communication channels, leading to the inability to use data from sensors or controllers
normally [9]. Consequently, the issue of security control in power systems is garnering
increasing attention. A methodology based on switching systems was proposed to the load
frequency control scheme of a multi-area power system in [10], enhancing their resilience
against DoS attacks. An innovative distributed fuzzy load frequency control strategy was
propounded for power systems subjected to cross-layer random DoS attacks in [11]. To mit-
igate the damage caused by DoS attacks, it is highly meaningful to establish appropriate
control strategies.

Backstepping control methods [12,13] are widely applied to complex nonlinear sys-
tems. It should be noted that when applying backstepping control methods, the virtual
control laws need to be repeatedly differentiated, which may lead to the problem of com-
plexity explosion, namely, increasingly complicated analytical expressions in the recursive
controller design [14,15]. To address this, dynamic surface control technology has been
proposed to improve traditional backstepping control methods [16,17]. Meanwhile, due
to the potential difficulties in designing controllers for nonlinear systems, considering the
outstanding approximation capabilities of neural networks [18], for unknown terms, many
adaptive neural network control methods have been applied in [19]. When the system
state variables are either unknown or partially known, it is necessary to estimate them
through the state observer [20]. A novel neural network state observer was constructed
in [21], which can acquire the required states from the nonlinear interconnected large-scale
systems under DoS attacks. A dynamic state observer was developed for a multi-area
interconnected power system to perform state estimation in [22].

Power systems, as critical infrastructures, have stringent requirements for time perfor-
mance [23]. Therefore, achieving control objectives within a finite time is crucial. To guaran-
tee the stability of nonlinear power systems with actuator faults and time delays, an adap-
tive fuzzy finite-time control scheme was designed in [24]. A finite-time fault-tolerant
controller was proposed in [25], which make the tracking errors converge to a small neigh-
borhood of the origin in finite time. However, in finite-time control strategies, the bounds
on convergence time must rely on the initial state [26]. When the initial state is often
unknown in practice, it becomes impossible to accurately determine the convergence time.
Therefore, the fixed-time control method was proposed in [27-29]. A rapid fixed-time
backstepping controller was designed to stabilize the DC microgrid in [30]. To enhance
transient stability, a distributed hierarchical fixed-time frequency control structure was
formulated in [31]. Obviously, studying the secure control of power systems within a fixed
control framework is more practical.

In addition to this, as the scale of power systems increases and a large number of mea-
surement devices are interconnected, it places a tremendous burden on the communication
networks of power systems [32,33]. A way to maintain the speed of the power system while
reducing redundant interactions has become a challenging issue. To conserve the network
resources of interconnected synchronous generators, a decentralized dynamic ETM was

https://doi.org/10.3390/act15080426


https://doi.org/10.3390/act15080426

Actuators 2026, 15, 426

30f23

devised in [34]. In addition, dynamic event-triggered adaptive fixed-time practical track-
ing control through funnel functions and prescribed-time dynamic event-based adaptive
tracking control have also been investigated for uncertain nonlinear systems in [35,36].
An event-triggered consensus strategy was formulated for achieving consensus in intercon-
nected two-time-scale systems with structured uncertainty in [37]. A decentralized periodic
event-triggered scheme was designed to determine the time instants for transmitting the
control signal to the equivalent generating unit in [38], which avoided Zeno behavior.
A novel self-triggered protocol was proposed in [39], which eliminates the need for special
hardware devices to continuously monitor the system state, thereby further conserving
communication resources. Therefore, designing an appropriate event-triggering strategy
to ensure the rapid convergence of the system while saving communication resources
is necessary.

Inspired by the aforementioned literature, the adaptive fixed-time dynamic triggered
control for interconnected power systems is investigated, and the main innovations are
outlined as follows:

(1) Compared to the existing results in [1,23-25,30,31], an adaptive switching neural
network state observer is designed to compensate the adverse effects of DoS attacks
on interconnected power systems. Through using neural networks to approximate
unknown dynamics and employing switching logic to handle abrupt changes in sensor
data under different conditions, it achieves the effective observation of the system
state under both attack conditions and normal conditions, ensuring the stability of
power supply.

(2) Based on the construction of the nonlinear fixed-time filter, a dual dynamic parameter
threshold ETM is developed. Different from the ETM in [22,32-34,37-39], the controller
can more flexibly adjust the conditions for triggered events according to the actual
operating state of the system, while ensuring the rapid recovery capability of the
interconnected power system under DoS attacks. Correspondingly, the computational
and communication resources of interconnected power systems are conserved and
Zeno behavior is avoided.

The subsequent sections are organized as follows. Preliminaries and problem formula-
tion are represented in Section 2. The controller design and system analysis for adaptive
fixed-time dynamic triggered control under DoS attacks are represented in Section 3. Sim-
ulation results are represented in Section 4. Ultimately, the conclusion is represented in
Section 5.

2. Preliminaries and Problem Formulation
2.1. Model Description

Consider a interconnected system composed of multiple interconnected generators.
The phase and frequency of the power system are influenced by the angle and relative rotor

speed of the synchronous generators, which are regulated by the excitation circuits of the
synchronous generators.
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The model of the interconnected system is formulated as follows:

0,(t) = wp(t),p=12,--,M

. Dy Wo

wp(t) = — Ecup(if) + E[Pmp(t) — P,pT(1)]

. 1 1
Pmp(t) = T[”gp(t) - Pmp(t)] @

p
M
Poy(t) =Ep Y. Eq[Bpgsinp,(t) + Gpgcosby,(t)]
9=La#p

where the physical meaning of the system parameters are given in the Table 1, with 6,,(t) =

(1) — 0y (0.

Table 1. Physical meanings of system parameters.

Parameter

Physical Meaning

Op
Wy
Ugp

Power angle of the p-th generator
Relative rotor speed of the p-th generator
Control signal for the p-th generator
Mechanical power

Electrical power

Damping coefficient

Inertia coefficient

Governor time coefficient

Transient electromotive force coefficient
Imaginary part of the admittance matrix
Real part of the admittance matrix

The system model can be transformed as follows:

Ay (t) = Awy(t)

Awy(t) = — ZZAWPU) + %Apmp(t) 2)
APup(t) = Yi,[Vp(f) — APup(t) = @p(t)]

where A0y (t) = 0, (t) — 0oy, Dwp(t) = wp(t) — wo and APy (t) = Pup(t) — Pep(t) are the
deviations of the rotor angle, relative rotor speed, mechanical input power, and active power

of the p-th generator, respectively. 6y, and wy are nominal values of the angle and relative

M
rotor speed. While vy (t) = ugy(t) — Pep(t) and @,(t) = TyE, YL Eg[Bpgcosfy,(t) —

q=Lq#p

Gy Sin 0 (1)] [Awy (£) — Acog(1)).

2.2. Radial-Basis Function Neural Networks

Taking into account their outstanding approximation capabilities, radial-basis func-

tion neural networks are well-suited for approximating arbitrary unknown continuous

functions. The radial-basis functions can be represented as

S(X) =u"¥(X) 3)
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where X denotes the input vector, 4 € R" denotes the weight vector, m represents the
neural vector, and ¥ (X) = [‘?’1 (X),‘?Z(X), Y (X)]T represents the radial-basis func-
tion vector.

> 112
‘I’l(X):exp<”Xl;<’”>,l:1,2,---,m (4)
0
I

where 07 and X; denote the center and width of the Gaussian function, respectively.

2.3. DoS Attacks

Considering that the attacker’s energy is limited and requires time to recover after
the attack, the intermittent DoS attacks are investigated. Let {fi}ren, where fo > 0,
presents the sequence of attacking by the DoS attacker. Then F := {f;} U [f + 1], which
presents the k-th DoS attacker time interval of the duration ¢, € R > 0 of DoS attacks.
A(4,t) == UgenFr N[, t] and I1(1, £) := [1,t]\A(1, t) present the sets of time instants at which
the DoS attack is operational and non-operational, respectively.

Assumption 1 ([21]). DoS Attack Duration
There exists a given constant T > 1 such that

NI ©)

where 1,t € R>0and 1 < t.

Assumption 2 ([21]). DoS Attack Frequency
There exists a non-negative constant <y and a positive constant 1p such that

t—1

n(,t) < v+ +—— 6)
LD
Lemma 1 ([17]). For p1 € R, p» € R holds,
I TN
pip2 < = p1|" + ——|pa| 2 ?)
b1 bzkbz
wherek > 0, by > 0and by > 0.
Lemma 2 ([18]). For El € Rand ﬁz € R, there is
sl < LR+ 2 E R g ®
“h+h h+1
wherel; > 0,1 > 0and k > 0.
Lemma 3 ([19]). A continuous function S(X) established on Q) € R can be represented as
S(X) = pT¥(X) + 1(X) ©)

where T(X) represents the approximation error and satishes |t(X)| < T, and the optimal constant
vector u* is represented as

min sup’S_(X) —uT¥(X) ’ } (10)

p* = argmin
XEQ
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Lemma 4 ([24]). Consider the system x = f(x). If there exists a smooth positive-definite function
V(x),and g > 0,0 < q <1,and K > 0 such that

V(x) < —gV(x)T+K (11)
then the nonlinear system x = f(x) is semi-global practical finite-time stable.

Lemma 5 ([26]). ForVb; > 0(i =1,2,---,q), there is

m h m
(Lb) <Ybl0<h<i
o T (12)
(Lb) < 5 L b1 <h< oo
i=1 i=1
Lemma 6 ([27]). For 0 < ¢y <1,¢p > 1l and |8j| < 9j, there is
i 8]2 i 8]2. 1 i 8]2-
I I e D DLE (13)
j=1 % =12t me2 1= 24
& om g2 62
where S = (1—¢1)T9 + 1 (Té])
j=1
Lemma 7 ([28]). Considering the following dynamic system
%= f(x) (14)

where f(x) is a continuous function, x € R" represents the state vector, and x(0) = f(0) = 0.
If there exists a positive definite function, the origin of the system % = f(x) has practical fixed-time
convergence, and V (x) satisfies

V(x) <~V — gV + @ (15)

where g1 > 0,92 >0,0< g1 <1,and gy > 1.
The convergence residual set A is given as

o {"'V(") : mi“{%l(lw— Gy }} i

where 0 < B < 1, and the convergence time T satisfies

1 1
T < + (17)
gif(1—q1)  $2P(q2—-1)
Lemma 8 ([29]). For any ® € R and any variable X > 0, the following inequality holds
P
0<|P|— thanh(N) < 0.2785% (18)

3. Controller Design and System Analysis

Assumption 3. For the p-th generator, the nonlinear terms induced by the physical interconnec-
tions with other generators may involve the states of neighboring generators, as reflected by the
interconnection term @,(t). Under the decentralized control framework considered in this work,
these nonlocal interconnection effects are not explicitly used in the local neural network input. In-
stead, they are treated as unmodeled interconnection effects. It is assumed that, within the considered
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practica_l operating region, the unmodeled interconnection effect dy(t) is bounded, i.e.,|d(t)| < dp,
where dy, is an unknown positive constant.

According to Assumption 3, defining Xp1 = A0y, Xp2 = Awp, and Xp3 = ;’T‘;Apmp,
the system model can be expressed as follows:

J'Cp,l = Xp2
X'p,z =Xp3 — IIJpxplz (19)
Xpa =up+Kp(%p) +dp(t)

where %, = [x,1,Xp2, ;3] represents system state vectors, and d, (t) denotes the unmod-
eled interconnection effect induced by the decentralized separation of the interconnection
dynamics. x,(%,) represents unknown nonlinear smooth functions. u, € R represents
the system input and ¢, = %’:. And the control framework for the interconnected power
system is shown in Figure 1.

Network Layer Subsystem Layer Busbar

***** L [

"
X

Figure 1. The control framework for the interconnected power system.

Remark 1. It should be clarified that the physical interconnection among generators may make the
exact nonlinear dynamics of the p-th generator depend on the states of other generators. However,
under the decentralized control framework and DoS attack environment considered in this paper,
the local controller of the p-th generator is designed based on its local estimated state %,,. Therefore,
the notation (%) in (19) is used as a compact local representation of the unknown dynamics to be
compensated by the neural network. }l;[g‘lfp,g (Xp) + Tp,3, where T, 3 denotes the total approximation
errot, including the neural network approximation error, the error induced by using estimated states,
and the bounded unmodeled interconnection effect. According to Assumption 3 and the boundedness
of the neural network basis functions, the total approximation error is bounded, i.e.,|Ty3| < Tp3,
where Ty 3 is an unknown positive constant. Therefore, the local neural network approximation
does not require the controller to directly access the states of other generators, and the bounded
interconnection effects can be handled through the residual error term used in the subsequent
Lyapunov stability analysis.
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3.1. Adaptive Switching Neural Network State Observer

Due to the unavailability of system states during DoS attacks, it is necessary to design
an adaptive switching neural network state observer that can accurately estimate the system
states to mitigate the adverse effects of DoS attacks on the system.

According to Lemma 3 and Remark 2, the unknown nonlinear function «,(%,) can be
expressed as follows:

A

Spa(%p) = Kkp(p) = up5¥p3(%p) + 13 (20)

where %, = [£,,1,%p,2, 23] r 7,3 is the total residual error defined in Remark 2, with |7, 3| <

Tp3. ¥p3(%p) can be simplified to ¥, 3.

Remark 2. It is crucial to clarify the treatment of state mismatch between the true state x,, and the
estimated statex in the neural network approximation. To resolve this issue, we first decomposed
the nonlinear function as x(Xp) = x(Xp) 4 Ap 3, where Ap 3 = Kp(Xp) — Kp(Xp) denotes the state-
estimation mismatch term. Since «(-) is a smooth function, it is locally Lipschitz on the considered
compact operating set. Therefore, there exists a positive constant Ly, > 0 such that |Ay3| <
Lip|Xp — Xp| = Lyp|%p|. Then the RBFNN is used to approximate ,(X,) = yzg‘l’pg(fp) +
ep3(%Xp), where e,3(Xp) denotes the RBFNN approximation error satisfying |e,3(Xp)| < &,3,
and the mismatch term is explicitly included in the total residual error. Accordingly, x,(Xp) =
y;E‘Pprg(J?p) + Tp3, where T,3 = €p3(Xy) + Ap3 + dp now denotes the total residual error,
including the RBFNN approximation error e,3(%y), the state-estimation mismatch error Ay,
and the bounded unmodeled interconnection effect d, mentioned in Assumption 3. Accordingly,
the boundedness of T, 3 is rigorously justified and T, 3 < Tj 3 naturally holds.

According to (19), the state observer is constructed as follows:

fp1 =22+ fa%,
Xp2 = Xps — Pplp2 + f;],zfz,l (21)
A AT -
2pa = up + Rps¥pa+ a7,
where fg,l(l = 1,2,3) is a design parameters. 7 represents whether the system is in the
state of DoS attack. When t € A(0, +o0), # = 0 and le = —%p1. When t € TI(0, +o0),

n =1and J?le =xp1— Xp1; ﬁgﬁ = yzg - ‘125,3 denotes the estimation errors. ﬁ;?, is the

estimation of yzg

Remark 3. The parameter fZ,l is a switching-type parameter. By setting appropriate values
for different situations, it allows for greater flexibility in responding to variations in the system
under different situations. Additionally, the constructed state observer employs neural networks to
approximate nonlinear functions, thereby achieving superior observation performance.

Considering the estimation errors £,; = x,,; — £,;(I = 1,2,3), the derivative of the
observation errors are obtained as

e n o
x}?,1 - xP/Z - fp,lxp,l
s o 2 Y

s oT 1ol
Xps = fps¥ps+Tp3—f p3%p1
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The equality (22) can be rewritten as

fp = App + ¥l + 1 — fr ) (23)

where A, = | : px2 and fg = le, fng’ fZ,S]T is the designed vector, while
0 --- 0
Y, = diag{0,0,¥p3}, 7 = [0,0, 73] and fi, = [0,0, fip3]".

Based on the characteristics of the Hurwitz matrix, for any given positive definite
matrix Qp = Q; > 0, a corresponding positive definite matrix ZZ = ZZT > 0 can be found
that fulfills

T 71 U _ U
ApZy+ZpAp = —Qp (24)
where ZZ = diag{ZZ/l,ZZ’Z, ZZ,3}.

The Lyapunov function Vz:], o is chosen as Vg, 0= f;ZZ Xp.

Differentiating the Lyapunov function V;] o it can be obtained as

M 2T N =T 71 &
Vp,O =X, prp+xp prp 25)
=2, (AL Z) + Z) Ap) Ry +23, Z) (Y iy + T, — f f’;rl)

For t € A(0,+0), according to Lemma 1 and 0 < T;TJ,Z%TPB < p, the following result
can be obtained

255 2 (¥h iy + ) < 2AZ}1%0l[¥p sl sl + 21Z 1150l (25 + dp + Lyl %)

72 U = 12 ~ 2 = 7\2 (26)
< (212} + 2Lupl Z]1) 1252 + plfipal? + (2p3 + )
2%, Zp fotpa < B IPIZpI P + (1 £7112251- (27)
Substituting (24) and (25) into (23) yields
Voo < —(Ago = 3lZpI* = 2L [IZ)IDI1%p] 1% + plIfipal|* + ©) (28)

where A5 is the minimum eigenvalue of the matrix QY, with Ago. =3 |Z3]|? — 2Lyp| |Z2| | >

min P
- 7 \2 N
0and ©) = (£,3+dp)" + ||f;9||2x%)/1.
For t € T1(0, +0), similar to Inequality (24), there is
. _ g _ , 7 \2
25, Z(¥p iy + ) < (211ZBI2 + 2L 1ZBI ) 1% 1P + pllipal 2+ (53 +5) (29)
Substituting (29) into (25) yields

Voo < —(Agqr —2l1Z| 1> = 2Ly |1 Z} |15 > + ol Iy | + O, (30)

where A1 is the minimum eigenvalue of the matrix Q%,, while Aq - — 2||Z;17||2 -

min ) o
2Lp||Z}|| > 0, L = [1,0,0] and ©} = (&3 +d;) "
3.2. Adaptive Fixed-Time Dynamic Triggered Control Design

In this section, the adaptive fixed-time dynamic triggered control is devised using
backstepping technology. Simultaneously, the dynamic surface method is employed to
tackle the explosion of a complexity problem. lel is defined as the information received
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by the controller from the sensor. When 7 = 0, xz 1 =%p1. Wheny =1, le = xp,1. The
corresponding coordinate transformations are constructed as follows:

UR—
Zy,1 =X,
mo_
Zpl = Xp1 T Xp (31)
U—i U _
ey = Xpi — ap,lfl,l =23
where zzl and ZZ ; represent the errors’ surfaces, az ;_1 Tepresents the virtual control

variable, and Xz,l is the output of the filter. EZJ is the filtering error.

Step 1: The following Lyapunov function V;], 1 is selected as

1
V=V + §<ZZ,1)2' (32)

From (19), (21), and (31), the derivative of the error variable with respect to time is

0 _ 0 0 0 0 &
ZPJ - ZP,Z + ﬂprl + ep,Z - fpllxp’],t € A(O, +OO)

; 1 1 1 = (33)
Zp1 =Zpp+ay1 e+ Tpo,t € T1(0,+00)
Combining (32) and (33), differentiating the Lyapunov function V;l 1 yields
70 70 0 50 0 0 0 0 0 »
VP,l = Vp,O + ZPrlzp,l = Zprl (Zp,z + aPrl + eplz - fpllxprl) (34)
Vo1 =Voo+2zp12p1 =21 (2p0 + a8y 1+€ 5 + %p2)
According to Lemma 1, there is
2 2
(z) 1) (e! 2)
2l el < ”é + "’é (35)
To ensure the convergence and boundedness of V;] 1 the virtual control law a% ; and
a}ﬂ are, respectively, defined as follows:
2%,
b— d— P, 5
a1 = = (2 )2 = (2 )2 = B+ 5% (36)
zb,
”;,1 = _(I’;},l (Z}m)zz’*l - 1/’;17,1(2;,1)2{171 - % —Xpp (37)
where 4)211, 1/;211, (P%:,lf and 1/)%7,1 are positive constants, with 0 < b < 1and d > 1.
Substituting (35), (36), and (37) into (34), one has
()"
7yl U n \2b U n \2d P, non
Vo1 =Vyo— (Pp,l(zp,l) - lpp,l(zp,l) + 5 +Z,12p0 (38)
Step 2: Similarly, the following Lyapunov function V;]’ , is selected as
U oy Lo e o
Vp,Z = Vp,] + E(ZP,Z) + E(epg) . (39)

https:/ /doi.org/10.3390/act15080426
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From (21) and (31), we obtain

g & .7
Zp,Z =Xp2— Xp,Z

— n 1 1 = -1
- Zp,3 + Xp,3 - IIJP (Zp,Z + XP,Z) + fp,zxprl - XP,Z

(40)
= 22/3 + aZ,Z + 62,3 — 1,Lv,g(zzl2 + “Z,l + 62,2)
Uy -1
+ fp,pr,l - Xp,z
Combining (39) and (40) and differentiating the Lyapunov function yields
7n Ui 7 7 7 n 7
Voo = VPJ + Zp,z(zp,B +a,,teps— t,lzp(zp/2 +a,, )
0 =~ . . '
+ ez,z) + fp,2xz,l - Xz,z) + ez,zez,z
The first-order filter is constructed as follows:
, 2b—1 241
Gpakpa = —(€,2)" ™ = (e),) (42)
where XZ/Z(O) = “Z,l (0). QZ,Z is the design positive parameter.
Equation (42) can be rewritten as
7T \2b—1 7 \2d—1
g (€p2) B (€p2) (43)
Xp2 i ] :
gplz gp,z
Then the derivative of EZ,Z is obtained as
(677 )2h—1 (6;7 2d—-1
Y/ .2 p.2 U
% - 7 Ay ()
gplz gprz
whereA”  is a continuous function, with A7 = %Z”
P2 ’ P2 dz) TP
According to Lemma 1, there are
2 2 2
(P +1)(z),)"  (e3)”  wpleyy)
n ¢ 1 P2 p.3 r{€po
Zp,2 (ep,3 - ¢Pep,2) < 2 + 5 + ] ’ (45)
2 2
(€] 2) (i 2)
VY| P, P,
lpp S 5 T (46)

U

To ensure the convergence and boundedness of V;Z », the virtual control law y, is

defined as follows:

oo N0 \2b—1 N \2d—1 NN
ap,Z - (Pp,Z (Zp,2) - l)bp,2 (Zp,Z) - f ,2xp,1
1 (47)
no o, ¥p 1
+ tppap,l +Xp2 = Zpn T > Zp0

where q)z , and l/JZ , are positive constants.
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Substituting (45), (46), and (47) into (41), one has
2b
(617 2)
Ui "7 7 7 \2b Ui 77 P
VpZ = p,l - (Pp,2(zp,2) _le,z( .2 ) +Zp,2 p3 7
gp,z
2d 2 2 2
B (ez,z) n (¥p + 1)(32,2) n (62’3) (7(;7;2)
¢, 2 2 2
U] N no
< Voot Z ( 9y () — () ) TZpa%ps (48)
2b 2d 2
) <ez,2> @ )
¢! ¢! 2
p2 p2
(€1, @)’
+ L + L
2 2

Step 3: Considering the communication pressure arising from rapid convergence
and the need for effective compensation, the event-triggered control strategy is devised as
follows:

AN N 2y 30p
vZ(t) = _ (1+¢>Z) azﬁtanh( pINﬂp/ )—l—ﬁz tanh ( p&” )]

P P
up(t) = VZ(tp,n)/tp,n <t <tpnir (49)
tpni1 = inf{t € R|[3(1)| > ] tanh|@fu, (1) + v} }
() = v (t) — up(t)
Ui

where v}] (t) is the event-triggered control input. 9),(t) represents the relative error, and £,

and t; , 1 represent the latest trigger time and the next trigger time, respectively. 4)Z =

_gl
ocZe Bplup(0)], "‘Z ,BZ, ,and vp are designed positive parameters, with 0 < ocp + vp < vp

Remark 4. ¢Z is a dynamic parameter. When the input signal u,(t) is relatively large, (])Z will
correspondingly decrease; when the input signal u,(t) is relatively small, ([)Z will correspondingly

increase, thereby dynamically adjusting the threshold range. The parameter tanh’cDZup(t)‘ is
constructed based on the characteristics of the hyperbolic tangent function. When the input signal
up(t) is relatively large, tanh‘cDZup(t)‘ will correspondingly increase; when the input signal uy (t)
is relatively small, tanh‘a)Zup (1) ’ will correspondingly decrease, thereby dynamically adjusting the
weight of the threshold. Under the influence of these dual dynamic parameters, a more appropriate

triggered threshold is obtained, which reduces the triggered frequency of the controller and conserves
communication resources.

From ’ﬁzl‘ <1,

CZ zvz. It can be obtained as

ZJ’ <1land (49), whent,, <t < tpn+1, 0N has VZ =up+ (’lellxp +

up < I/Z + ﬁz. (50)

According to Lemma 8, the following result can be gained

2y 3up(t) < 2} 300 5 +0.557R}) (51)
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The Lyapunov function VIZ 3 is selected as

~T =~
1 1 Hy3Hp3
o _ U 7 \2 P,
Vp,3 - Vp,Z + E(Zp,:’,)rl + E(ep,:’)) + 219}’] (52)
.3
where 192,3 represents the positive parameters.
From (21) and (31), the time derivative of 22,3 is given as
Y/ —— DU AT Uyl -1
Zp3 = X3~ Xpz =Upt fip3¥ps+ fp,axp,l —Xp3 (53)
Combining (52) and (53) and differentiating the Lyapunov function V;i 5 yields
. . T ~T ~ . .
V;Z,?) = V;Z,z +2) 3 (up + 1y 3 ¥ s — iy ¥ps + f, 2,3962,1 - XZ,3) +elae s (54)
Similar to (42), the first-order filter is constructed as follows:
. _ d—
&1 i1y = — (el )1 — (el ) 55)
where XZ,B(()) = “Z,z(o)' (;Z,S is the design positive parameter.
Equation (55) can be rewritten as
7T \2b—1 m \2d-1
g (ep,3) . (ep,?)) 56
Xp,3 - n n . ( )
Then the derivative of 6213 is obtained as
(677 )thl (e’7 )del
Y/ - p.3 p.3 U
Cp3 = T o s 57)
gp,3 gpr‘?’
whereA” . is a continuous function, with A7, = da—z/zzﬂ
ered, s ¢ PR3zl 2
According to Lemma 1, there are
2
(z2)"  pllfpsl?
~T p.3 PliHp3
_ZZ,?)AMPBTP,?’ <SSt (58)
2 2
(ey5)”  ()5)
VY p3 p3
ep,s/’{p,3 < 5 + > (59)

To ensure the convergence and boundedness of Vg 5, the virtual control law az 5 and
adaptive law /1, 3 are defined as follows:

/- 1 7 \2b—1 Ul 1 \2d—1 n =N
Gps = — (Pp,3(zp,3) -y ,3(Zp,3) —Jp3¥pa
U] (60)
z
nT o TpB
—Hp3¥p3 T Xps — 20 2’
A — o non
Hp3 = 7€Z,3:”P/3 + ﬁp,i%zp,STPIm (61)

where 9077,3’ wz,a and ¢ Zﬁ are positive constants.
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Substituting (58), (59), (60), and (61) into (54), one has
2b
e Cpafipafies  (€)3)
U U P3P °p3
Vpa < V2 = 9337 — ¥y o 7
p3 p3
2d 2 2
(e),3) il (€h3)  @)s)
_ ) ellipal” o) | Bpa) g s
1 2 2 2 4
gp,S
2b
> 3 (@)
vdi U pi]
SVF"O_,Z<(PP]( ) J”l’pj( )m) Y~ (62)
V4 AT g _
B Z N Cpafipalips N plliipsl P
1
=2 gp] O3 2
2
) Wy t+2)(ep))
Pr] P 7 32 U
- Z S+ 5 + (€ 5)* +0.5578))
According to Lemma 1, there is
T 7T =
Hpahps  Hy3Hp3
~T =~ p/ P/
.up,?;]’lpf’ - 2 - > . (63)
According to Lemma 6, there is
~T =~ ~T =~ b ~T ~ d
Hpshp3 Hypshp3 Hpshp3
. 10,317 P < _< p,3nP ) . ( p,317P > +%Z' (64)
8,3 20,5 20,5

According to Lemma 2, letting [y = b,lp =1—0, k= b1-%,h; =1,and hz =%, rzn pXp,
there is ,
L - o
(72}%) < (1 -b)pr + 5 7], (65)

Similarly, letting I =d, [, =1—d, k = did h1=1,and 22 = X;ZZJZP, there is

d
(2h73%,)" < (1 - d)d™™7 + 2 Z)%,,. (66)

Combining (28), (30), (63), (64), (65), (66), and Lemma 5, Inequality (62) can be rewritten
as follows:

3 2,0\ o (apa\ o (s
_ 317d2dl/]77 . Z p.] _ g 3 Pr 4 _ C 5 P, 4
min | 4 2 pr 2191\;1,3 br 219Ap,3

2 \b 2 \4 1 T _
e i i) _gn i i\ Seatpattes  3pllpal? (67)
min = 2 min ]’:2 2 219’73 2

~1
+ (62,3)2 +0557R) + {55} + O
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where /'\Zn is the maximum eigenvalue of the matrix ZZ. When = 0, )\2 =
max
<AQ0. 73\\20“272%22\\) . (AQL 72||21||272LK,,HZ;II>
min When 17 — 1, )\x — min > ;
79 71

max max

i é”r 3p19'7/ ~1
q):]nin = mln[q)p,l’ 90;77,2/ 4)2,3}/ lp?nin = mln[l[]glll IIJZ,Z’ ¢Pl3]’ gp,3 — 53 2p3 , gmin _
i 1 .
min[2°/¢) 5,2°/¢ ], and Gpin = min[2?/¢} 5,27/} 3].
From Lemma 7, Inequality (67) can be transformed as follows:

7h n 1 \b Ul 1 \d n
Vp,S < _hpl (Vp,?)) - hpz(vp,B») + YP (68)
. Sy . _ Sy
where hpl = mm[/\z,zbq;zﬁn, gp 3 Cminls hZQ = rn1r1[A’7 31 dzdwznin, gp,3' ¢! 1, and

2

~ 2 2 3 U
vj = Gttt Sliall (G £ 8- pprt e 0]
.3

() 3)* +0.557R) + gp 3Sh+0).

3.3. System Analysis

Theorem 1. For a class of interconnected power system (1), state observer (21), model (19) after
system transformation, virtual control laws (36), (37), (47), and (60), adaptive law (22), an ETM
(49), the stated objectives are guaranteed as follows:

(1) The proposed state observer and controller can guarantee that the closed-loop signals of systems
are bounded under DoS attacks.

(2)  The controlled system achieves practical fixed-time convergence within a fixed time interval,
and the convergence performance of the systems subject to DoS attacks can be guaranteed.

(3) The Zeno behavior can be effectively eliminated.

Proof. From (68), when (V” )4 > (Y)/ h” ,), according to the Lyapunov stability theorem,

Vp 5 is bounded, i.e., the error s1gnals z! (Z =1,2,3), % and i, 3 are bounded.

’7
p l/ p 2/ p 3/
Thus, it can be obtained that Xp1, Xp1, 0 p 1 B3, and Xp , are also bounded.

When ( V]Z )< (YZ / hZZ)' (68) can be rewritten as

V < h % s )P +K (69)
where K < 0, and, according to Lemma 4, it can be known that in this situation the system
is also stable. Then, all the signals are bounded.

From the above analysis, it can be concluded that the boundedness of all signals
is guaranteed.

According to Lemma 7 and Inequality (68), the error signal &, converges to the
following set

1
. Y,
Ap = {‘:'ng,a(dp) < mm{( (1 i B )
p p
, (70)
(L)d
fpa (1= Bp)
) U U B
Whel‘e —p = [Zp,l’ Zprz, Zprsf xp,1, xp,2/ xp,3/ ep,z’ ep’3! ]/lp,3]T
The convergence time T, is as follows:
1 1
T, < + . (71)
P By (1=0) | RpaBpd—1)
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Thus, the error signal &, converges within a fixed time T}, to a bounded range A,
- Jicati o o s no
indicating that Xpasett  Xp3, Xpa, e rxp,3/ap,1/' e /ﬂp,gr ﬂp,sz?(p,z/)(pg, are bounded.

Remark 5. The system can achieve rapid convergence by selecting the appropriate parameters.
And the upper bound of the convergence time Ty, is independent of the initial state.

Based on the definition of VIZ 3 and (70), it can be deduced that

Y % Y 3
|Zp,1|§min{\ﬁ(hﬂ(1pﬁp)) 1\6(%(175&7)) } (72)

Thus, the error surface Zy) (I =1,2,3) can converge to a small and adjustable set within a
fixed time, ensuring the practical fixed-time convergence of the system.
According to the event-triggered strategy (49), the control input u,(¢) remains constant,
and thus
op(t) =vp(b). (73)

Meanwhile, the implemented control input u,(t) = 1/;,7 (tp,n) remains constant. Hence,

1
the dynamic parameter cpz = a?,e_ﬁ pl4r()] s also constant over this interval, which gives
i —

91(t) = 0.

From the preceding Lyapunov analysis, all closed-loop signals are bounded. More-
over, from the system dynamics, observer dynamics, adaptive laws, and nonlinear filters,
the signals entering the virtual control law zxz 5 and the error surface ZZ 5 are composed of
bounded signals and smooth mappings on the considered compact set. Under the designed
parameter conditions, their time derivatives are also bounded. Therefore, one obtains

U 5 U 7 1
|Zp,3| < Zpa, ‘”p,3| < aps, |Zp/3

Using | tanh(-)| < 1and 0 < sech?(-) < 1, the derivation of vZ(t) satisfies

< TZ;a,?u |az,3| < Tap,fi

_17\2

. . Ap3 o . (Tp)". _
|V]Z(t)| <(1+ “Z)fﬂp,a + ﬁ (Zp,3ap,3 + Zp,3ap,3) + ;;7 Zp,3] = VZ (74)
p p
Therefore, 1'/Z (t) is uniformly bounded on each inter-event interval.

Then, the derivative of |BZ(t) | satisfies

d|oy(t)]
dt

= sgn(vy)vp < 7y (75)
Since 0]} (t,,x) = 0, integrating (75) over [t,, t] gives

(O] < 7P (¢ = tpn) (76)
At the next triggering instant ¢, , 1, the triggering condition (49) is satisfied, namely,

3 (tps1)| = ¢} tanh (|ofup (1)) + o (77)

therefore, the inter-event interval satisfies

Pl tanh(|wZup(t)|) + 0]
tp,n—H - tp,n Z 7] (78)
Vp
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Since ([)Z >0, UZ > 0, and ﬁZ > 0, there exists a positive constant

. ¢Z tanh(|a)Zup(t)|) ‘H’Z

— >0 (79)
Vp
such that

Hence, the inter-event time is strictly lower bounded by a positive constant, which
implies that infinite triggering cannot occur within a finite time interval. Therefore, Zeno
behavior is effectively excluded. O

4. Simulation Results
4.1. Simulation Setup and Analysis

In this section, numerical simulations are carried out to verify the effectiveness of the
proposed adaptive practical fixed-time dynamic triggered control method for intercon-
nected power systems under DoS attacks. A two-generator interconnected synchronous
generator system is considered as the simulation object. The main objectives of this section
are to validate the state convergence performance under DoS attacks, the effectiveness of the
proposed adaptive switching neural network state observer, and the communication-saving
capability of the proposed dynamic ETM. The physical parameters of the interconnected
power system are listed in Table 2.

Table 2. System parameters.

Parameter Value Parameter Value Parameter Value Parameter Value
D; IN-s/m Do IN-s/m I 6.35s I 64s
Ty 6s T 6s Eq 0.2 E; 0.05
Bz 93 x107° By 2493 x 1073 G2 4.1x107° Gy 341 x 1074
90’1 1 rad 90,2 1.2 rad wo 314.159 rad/s

The initial states of the system are given as follows: x,1 = [0.5,0.5], x,,1 = [0.4,0.4],
xp3 =[03,03]T,and p = 1,2.

Then, the control parameters are selected as follows: b = %, d=2, fg = [3,5, 3]T,
fp =10.2,02,02]7, ¢1, = 024,615 = 0.1, p11 = 02, 1, = 1, ¢15 = 12, ¢, = 05,
¥i, =029, =057, =058, =051, =024,¢],=01¢], =03, ¢1, =1,
¢35 =10,9], =03,9], =01, ;5 = 05,and ], = 0.5, 8, = 0.5.

The parameters for the control strategy triggered by events are designed as follows:
af =07, B} =0.6,@) =2,v} =0.1,and N} = 04.

Remark 6. The adaptive parameters and control gains introduced in the proposed method are
controller design parameters rather than direct physical parameters of the power system. These
parameters are selected according to the theoretical requirements in the stability analysis and
then adjusted empirically through simulations. In general, the convergence-related parameters
are tuned by considering their influence on practical fixed-time convergence performance, where
larger control gains usually lead to faster convergence but may also increase the control input
amplitude. The observer and adaptive parameters are chosen to ensure satisfactory state estimation
and compensation performance. Meanwhile, the event-triggered parameters are adjusted to achieve
a trade-off between control accuracy and communication resource saving. Therefore, the final
parameter set is determined by jointly considering convergence speed, control smoothness, estimation
performance, and triggering frequency.
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The simulation results are illustrated as follows:

As shown in Figure 2, It can be observed that when the system is subjected to DoS
attacks during the convergence process in the interval t € [0.5,3.5], the convergence of the
synchronous generators is affected, but the system can still converge rapidly. Furthermore,
when the system is subjected to DoS attacks after convergence in the interval ¢t € [13,15],
the system can still maintain convergence within a small range without becoming unstable.
Obviously, irrespective of the presence or timing of DoS attacks, the proposed control
method enables the rotor angle and frequency of the generators to rapidly track the nominal
values. And all system state deviations can converge within a fixed time and remain within
a small range, therefore confirming the effectiveness of the control method.

50.2

-
o
o

019 Oz ---01---05 k- BB
T 90
g I —~50.1
B =
= 8ot e
® I
< 70 = :
5 I
3 60 F 499
50 49.8
5 10 15 20 25 0 5 10 15 20 25
Time(s) Time(s)
(a) (b)
© 05 —A6; A, 2 05 — A0, Ady
By e
wn . w ~U.
0 5 10 15 20 25 0 5 10 15 20 25
Time(s) Time(s)
—Aw A — Awy - Ady
2 05 ! ! < 05 . )
ol —— £ g —
w w ~U.
0 5 10 15 20 25 0 5 10 15 20 25
Time(s) Time(s) )
2 0.5 —APy1--- APy 2 0.5 —AP,2---AP,;»
g 087 £ 080
17 N w
0 5 10 15 20 25 0 5 10 15 20 25
Time(s) Time(s)
() (d)

Figure 2. State responses and observer performance under DoS attacks. (a) Rotor angle trajectories of
all generators. (b) Frequency trajectories of all generators. (c) State observer trajectories of Generator
1. (d) State observer trajectories of Generator 2.

It can be further observed from Figure 2 that the simulation results are consistent
with the design purpose of the proposed controller and observer. Figure 2a,b verify the
convergence performance of the closed-loop system under DoS attacks, which supports
the practical fixed-time control capability of the proposed method. Meanwhile, Figure 2c¢,d
show that the proposed adaptive switching neural network state observer can provide
effective state estimation for both generators. This indicates that the observer can compen-
sate for the unavailable sensor information during DoS attacks and provide the required
estimated states for the controller. Therefore, Figure 2 directly supports the effectiveness
of the observer-based compensation and practical fixed-time control design proposed in
this work.

The comparison of different triggering mechanisms is presented in Figure 3. The com-
pared ETM is adopted from [34]. Figure 3a,b shows the triggered intervals of the proposed
method and the compared method, respectively. From these two subfigures, it can be
observed that the proposed method generates sparser triggering instants and longer trig-
gering intervals than the compared method under the same simulation setting. Meanwhile,
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the minimum triggered interval is 0.01 s. The control input u, and the event-triggered
signal I/Z of the proposed method and the compared method are shown in Figure 3c,d,
respectively. These results indicate that the proposed method can maintain effective control
performance while reducing unnecessary control updates. The quantitative comparison
of different triggering mechanisms is further listed in Table 3. Under the current simula-
tion setting, compared with the time-triggered mechanism, the proposed method reduces
the number of triggered events by 75.08% and 74.12% for Generator 1 and Generator 2,
respectively. Compared with the referenced event-triggered method, the corresponding
reductions are 49.14% and 46.70%, respectively. Therefore, the communication-saving
conclusion is supported not only by the triggered-event numbers in Table 3, but also by the
triggering interval comparison and control input responses shown in Figure 3.

Generatorl Generatorl

Time Interval(s)

|— time interval

— time interval

Time(s) time(s)
Generator2 Generator2
Z
£0.2F B B
f 0.1F i )
£ o
0 5 10 15 20 25
Time(s) time(s)
(a) (b)
T 500 = 500
@ 2
&3 0 n 0 (—t
= 5 = 5
£ 7500';r — £ -500 72\\/1—/ﬂ/\\/ —
5_1000 5.5 6 6.5 7 7.5 —u—w 5_1000 55 6 6.5 7 7.5 —u—u
0 5 10 15 20 25 0 5 10 15 20 25
Time(s) Time(s)
T 500 T 500
o) )
n 0 n 0
3 B 5
£ -500 —_———— £ -500 gvl\NMA
= —u—f = b —w—
8 _1000 55 6 6.5 7 7.5 & 1000 55 6 6.5 7 7.5
~ 0 5 10 15 20 25 0 5 10 15 20 25
Time(s) Time(s)
() (d)

Figure 3. Comparison of triggering behavior and control inputs under different event-triggered mech-
anisms. (a) The triggered intervals of the proposed method. (b) The triggered intervals of the
compared method. (c) The control input u, and event-triggered signal VZ of the proposed method.
(d) The control input u, and event-triggered signal VZ of the compared method.

Remark 7. From a computational perspective, the proposed method is implemented through explicit
mathematical formulas, including the switching state observer, adaptive updating laws, control
law, and dynamic event-triggering condition. It does not require online optimization or iterative
numerical programming. Therefore, the main computational burden lies in the real-time calculation
of the control input and the judgment of the event-triggering condition. Since these operations are
mainly algebraic calculations, the computational complexity of the proposed method is relatively low
and acceptable for numerical implementation.

Table 3. Number of triggered events under different triggering mechanisms.

Triggering Mechanism Generator 1 Generator 2

Time-triggered mechanism 2500 2500
Compared event-triggered mechanism 1225 1214
Proposed event-triggered mechanism 623 647
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The above results are consistent with the design objective of the proposed dynamic
event-triggered mechanism. In the proposed control framework, the dynamic triggering
condition is introduced to reduce redundant control updates while maintaining the closed-
loop convergence performance under DoS attacks. As shown in Figure 3 and Table 3,
the proposed method produces sparser triggering instants, longer triggering intervals,
and fewer triggered events than the compared event-triggered mechanism. These results
numerically verify that the proposed dynamic ETM can effectively reduce the control
update frequency. Moreover, combined with the convergence and observer results shown
in Figure 2, it can be observed that the reduction of triggering events does not destroy
the required convergence behavior of the closed-loop system. Therefore, Figures 2 and 3
and Table 3 provide numerical support for the effectiveness of the proposed observer-based
adaptive practical fixed-time dynamic triggered control method.

The simulation results confirm the superiority of the proposed method in addressing
the adaptive fixed-time dynamic triggered control issue for interconnected power systems
under DoS attacks and the effectiveness of saving communication resources.

4.2. Discussion

The simulation results in this section provide numerical verification of the proposed
adaptive fixed-time dynamic triggered control framework under DoS attacks. The results
demonstrate that the proposed method can effectively integrate the adaptive switching
neural network state observer, practical fixed-time control strategy, and dynamic event-
triggered mechanism, thereby achieving state estimation compensation, stable system
regulation, and communication-efficient control. However, it should also be noted that
the current simulations are mainly conducted based on a representative numerical in-
terconnected power system model and a typical DoS attack scenario, which are selected
to numerically verify the fundamental effectiveness of the proposed control framework
rather than provide a comprehensive engineering evaluation under all possible operating
conditions. In other words, due to the complexity of practical cyber-physical power sys-
tems, some engineering-based validations have not been fully considered in the present
study. For example, the adaptability of the proposed method under different types of
cyber-attacks with various attack characteristics, the scalability to larger-scale power sys-
tem networks, and the robustness under more complicated uncertainties and disturbances
require further investigation.

To conclude, although the effectiveness of the main methodological components has
been verified by establishing the relationship between the theoretical analysis and the
numerical performance of the proposed framework, the aforementioned engineering-based
issues will be considered in future research to enhance the practical applicability and
generalization capability of the proposed theoretical control framework.

Remark 8. Although the proposed dynamic event-triggered mechanism significantly reduces the
number of control updates, communication saving is not achieved by simply enlarging a fixed
triggering threshold. Instead, the triggering condition is dynamically adjusted according to the
control input so that the controller can maintain more active updates when stronger regulation
is required. Moreover, the stability analysis proves that all closed-loop signals are bounded and
the system states can converge to a small adjustable residual set within fixed time. Therefore,
the proposed event-triggered mechanism can reduce communication burden while maintaining
acceptable control performance. A more comprehensive quantitative evaluation using integral-type
indices, such as IAE or ISE, will be considered in future work.

Remark 9. Although the proposed adaptive fixed-time dynamic triggered control strategy has been
verified through numerical simulations, the present study still has certain limitations in terms
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of physical experimental validation. Specifically, the implementation of the proposed method in a
real-world two-generator interconnected experimental platform requires further consideration of
hardware conditions, real-time communication, signal measurement, and controller deployment.
Therefore, the physical implementation and experimental verification of the proposed control strategy
under two-generator interconnection will be further investigated in future work. In addition,
the current simulations are mainly designed to verify the effectiveness of the proposed method under
deterministic conditions. Further statistical validation, including randomized attack-pattern tests
and sensitivity analysis under parameter variations, will be considered in future work.

5. Conclusions

In this work, an adaptive fixed-time dynamic triggered control strategy is proposed
for interconnected power systems under DoS attacks. In the action of switching state ob-
server, the influence of DoS attacks on system state observation is effectively compensated.
Additionally, the complexity explosion issue is addressed. Thereby the power systems
convergence capability is ensured. Furthermore, by establishing appropriate dynamic
triggered thresholds for fixed-time dynamic triggered control, the system errors can con-
verge to a bounded residual set within a fixed time, thereby achieving practical fixed-time
convergence. Notably, the convergence time is independent of the initial state, conserving
substantial communication resources and avoiding Zeno behavior. However, it should
be noted that the current validation is mainly conducted based on a representative inter-
connected power system model and a typical DoS attack scenario, which mainly aims
to numerically verify the fundamental effectiveness of the proposed control framework.
Further investigations considering different cyber-attack characteristics, larger-scale power
system networks, and more complicated uncertainties and disturbances will be carried
out in future research to enhance the practical engineering applicability and generalization
capability of the proposed method.
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