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Abstract

The next generation of agriculture mechanisation lies in the integration of autonomy, con-
nectivity, and intelligence. This systematic review presents a conceptual, integrated engi-
neering framework for safe and intelligent autonomy in agriculture tractors based on a
systematic survey that covers major technical advances between January 2020 and May
2026, including research trends, key authors, conceptual clusters, etc. mapped by Al-as-
sisted tools like Bibliometrix, Litmaps, and Elicit. We have a particular focus on the inte-
gration among three key research domains related to swarm robotics, secure telematics,
and navigation through artificial intelligence. Important technical trends were identified,
including but not limited to decentralised consensus algorithms for multi-vehicle coordi-
nation, lightweight telemetry secure protocols (CoAp/Oscore, DTLS), neural networks,
and a fuzzy logic hybrid approach that adapts complex data to unstructured field con-
straints. Through the research reviewed, it was found that safety, decision-making, and
collaboration are not designed and evaluated together as part of the overall proposed
structure, which inhibits future expandability and safety. Based on current research in
both areas and its shortcomings, an integrated concept was created that combines ele-
ments of decision-making, in-field telemetry, and safe decision-making from farm to
cloud using security as the binding approach. At the end of the paper, three practical en-
gineering guidelines are presented.
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swarm robotics enabling remote/decentralised control of multiple unmanned vehicles
across the region, safe telematics ready to confirm the accuracy of messages across low
bandwidth with inconsistent wireless connections, and Al-assisted navigation controllers
for farming vehicles over difficult/uneven terrain or in rain. While plenty of research has
been carried out regarding engineering robotics, cybersecurity, and agriculture, there is
only a small quantity of cross-discipline work, and only a few developments integrate
security with wisdom and swarm actions as design metrics, rather than individually.

Swarm robotics enables multi-robot decentralized control with distributed control
architecture and avoids single points of failure in systems. Recently, potential swarm-
based control protocols locally informed with topology switching have been reported for
collision-free enclosures or a large tree canopy (e.g., for in situ monitoring with swarms
of agricultural robots), using only distance sensing and communication. No consideration
for topological graph structures has been shown in any the studies performed [1].

Through experiments with a coordinated robot group operating with only local
measurements, Hu et al. [2] demonstrated adaptive formation coordination algorithms
capable of tracking dynamic targets exhibiting nonlinear dynamics in the presence of ex-
ogenous disturbances, providing proof of principle about practical feasibility in agricul-
ture applications [2].

Using a sample-efficient guided policy search metho, has resulted in decentralised
policies that rendezvous with a greatly reduced number of training samples, using an
alternating process between distributed trajectory optimisations and policy learnings [3].
Several multi-agent path planning approaches have been proposed for agricultural fields
to guide swarms within a structured tree-planting environment based upon specific plan-
ning constraints [4]. However, multi-tractor transition and coordination remain to be ex-
plored completely, including communication integrity and robotic intelligence guidance.

Secure telematics systems rely on small, lightweight cryptography algorithms that
provide message integrity, confidentiality, and authenticity with limited computational,
storage, and energy budgets found on small, embedded, internet-of-things (IoT) devices.
EDHOC and OSCORE protocols result in smaller messages compared to DTLS. More spe-
cifically, EDHOC results in a reduction factor of about five in message size compared to
DTLS 1.3 with PSK, while preserving security authentication properties and enabling a
range of group communication scenarios [5]. Similarly, experiments on constrained de-
vices have demonstrated that OSCORE provides end-to-end CoAP security with similar
or better per-message overhead, memory usage, round-trip time, and energy efficiency
than TinyDTLS, while still providing stronger end-to-end guarantees, without perfor-
mance degradation [6]. The literature contains multiple detailed evaluations of OSCORE
and EDHOC implementations on microcontrollers quantifying RAM consumption, flash
memory occupation, execution speed, and energy consumption, concluding that the use
of telematics devices in agriculture is feasible [7]. Moreover, a large-scale experiment of
OSCORE on a dedicated testbed shows that OSCORE offers improved performance over
CoAP + DTLS in radio environments with bad radio links by avoiding establishment of
session, making it suitable for problematic radio environments common in agricultural
IoT deployments [8]. The group version of OSCORE was evaluated for secure group com-
munication, demonstrating suitability to secure communications among multiple robots
working together for crop harvesting and weed detection tasks [9]. However, lightweight
security protocols should be integrated with real-time control loops and coordination al-
gorithms of robot swarms, which poses challenges in agriculture.

Al-based autonomous navigation systems are increasingly able to conquer unpaved,
unstructured, and dynamically changing farm environments, where assumptions of geo-
metric path planning usually break. Two main parts of a deep-reinforcement learning
agent are trained separately to manage global and local navigation, and the trained local
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policy helps avoid the “stuck tendency” of reactive navigating [10]. The unified agent is
then used for real-time exploration and mapping in unknown farm environments. Com-
bining advanced A* global path planners with fuzzy Dynamic Window Approach meth-
ods is a means for local replanning at a lower rate. In regular DWA-based navigation,
turning around 400 times leads to greater average heading error than 25-45 degrees and
higher final deviation from the goal route; improvements were made to reduce heading
errors to less than 10 degrees [11]. An adaptive neuro-fuzzy inference system (ANFIS) is
used to combine goal-guidance controllers and obstacle-avoidance controllers, enabling
dynamic collision-free autonomous robot navigation with greater fluidity than standard
reactive controllers and lessened computational needs [12]. Domain-specific methods for
agriculture, which inject real-time classification results into the navigation cost maps, help
navigation by enabling robots to safely ignore green vegetation around them, approach-
ing tasks that an indoor navigation stack would shun, thus increasing the convenience of
real field navigation [13]. A position-agnostic approach is proposed based on reinforce-
ment learning and deep learning for autonomous navigation of robots in a vineyard,
showing robustness against different start positions, and thus suitability for robotic vine-
yard exploration [14]. Another local motion planner combining an RGB-D-based algo-
rithm and deep learning techniques has been introduced and tested in a vineyard aisle
[15]. A survey gives an extensive review of core technologies in the field of autonomous
navigation for field agricultural machinery, including the main breakthroughs recently
made and the remaining challenges need to be addressed [16]. However, most Al-based
systems do not have intrinsic safety assurance mechanisms and secured communication
protocols, and therefore are not ready to for operation in safety-critical scenarios like ag-
riculture.

The safety and regulatory implications of including autonomy, security, and intelli-
gence into agricultural machinery are in need of proactive methods involving risk assess-
ments and the latest standards. Risk assessment methods, availability of information, ma-
chine design standards, and applicable regulations for agricultural robots that can run
autonomously are still not understood in detail [17]. It is also concluded that a combina-
tion of offline model checking and real-time testing is best used as a safety assurance ap-
proach to ensure that autonomous agricultural robots are kept out of harm’s way through-
out their lifespan [18]. The perception system is dealt with in detail at a systemic scale,
with safety-critical automated mobile machines emphasising a safety-by-design approach
that prioritises data fusion techniques, as well as map building of the surroundings [19].
These are some discussions of safety considerations, with a particular focus on inculcating
system-level integration through decision-making and communication of agricultural ro-
bots acting autonomously, rather than seeing them as different individual pieces that
function separately [20].

This systematic review addresses this knowledge void by systematically searching,
screening, and synthesising research published between January 2020 and May 2026 fol-
lowing PRISMA 2020 guidelines. A total of 369 peer-reviewed papers were identified
through structured Boolean searches across SciSpace, Google Scholar, ArXiv, and IEEE
Xplore and subjected to quality appraisal prior to thematic synthesis. The purpose of this
systematic review is to synthesise and critically assess the current state of secure and in-
telligent autonomy for agricultural tractors, in order to identify architectural gaps and
propose an evidence-based integrated framework for future research and standardisation.

To achieve this purpose, the following research tasks are addressed: (1) review the
current state of the art of swarm coordination techniques, cybersecurity measures, and
intelligent navigation strategies for autonomous agricultural tractors; (2) develop an inte-
grated framework that incorporates security, safety, and intelligence directly within the
core architecture of autonomous agricultural tractors; and (3) identify open challenges and
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directions for future research that would support the safe-by-design, interoperable, and
real-world implementation of multi-tractor coordination in precision agriculture.

The central hypothesis of this study is that the fragmented treatment of perception,
communication, decision-making, security, and actuation as independent modules—as
observed across the reviewed literature—represents the primary architectural barrier to
the safe and reliable deployment of autonomous agricultural tractor fleets. It is hypothe-
sised that a cross-layer integrated framework, in which these five components are explic-
itly combined through defined interfaces and feedback mechanisms, would address the
identified gaps more effectively than any single-layer solution and would provide a struc-
tured basis for future empirical validation and standardisation.

2. Materials and Methods
2.1. Search Strategy and Databases

This systematic review was conducted in accordance with the Preferred Reporting
Items for Systematic Reviews and Meta-Analyses (PRISMA 2020) guidelines [21], and a
completed PRISMA 2020 checklist is provided in the Supplementary Materials (Table S1).
A comprehensive and systematic literature search was performed across four reputable
academic databases: SciSpace, Google Scholar, ArXiv, and IEEE Xplore (the latter being
additionally indexed through both SciSpace and Google Scholar). The search was con-
ducted over the period from January 2020 to 31 May 2026.

The search strategy was structured around four overarching thematic domains, each
with a dedicated Boolean query string, as follows:

Theme 1—Swarm Robotics and Multi-Tractor Coordination:

(“swarm robotics” OR “multi-robot coordination” OR “multi-agent system”)

AND (“agricultural robot*” OR “autonomous tractor®” OR “precision agriculture”)

AND (“formation control” OR “decentralized algorithm*” OR “distributed consen-
sus”

Theme 2 —Secure Telematics and Lightweight Protocols:

(“OSCORE” OR “Group OSCORE” OR “DTLS” OR “CoAP security” OR “light-
weight cryptograph*”)

AND (“IoT security” OR “telematics” OR “constrained device*” OR “agricultural
IoT”)

Theme 3— Al-Based Navigation in Unstructured Agricultural Environments:

(“AlI navigation” OR “deep reinforcement learning” OR “neuro-fuzzy” OR “path
planning” OR “obstacle avoidance”)

AND (“unstructured environment*” OR “agricultural robot*” OR “autonomous nav-
igation”)

AND (“vineyard” OR “orchard” OR “field robot*”)

Theme 4 —Engineering Standards and Regulatory Frameworks:

(“ISO 18497” OR “SAE J3211” OR “functional safety” OR “EU Al Act”)

AND (“autonomous vehicle*” OR “agricultural machin*” OR “risk assessment” OR
“SOTIF”)

To further enrich the initial literature corpus and identify interdisciplinary connec-
tions, the Al-driven bibliometric tools Bibliometrix (R package, available at:
https://www bibliometrix.org/, accessed on 15 April 2026), Litmaps (web application,
available at: https://www.litmaps.com/, accessed on 15 April 2026), and Elicit (web appli-
cation, available at: https://elicit.org/, accessed on 15 April 2026) were employed as sup-
plementary instruments for citation mapping, cluster identification, and detection of un-
derstudied intersections among the three core domains.
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2.2. Inclusion and Exclusion Criteria

The selection of publications was governed by the following pre-defined criteria, ap-
plied consistently across all four thematic domains:
Inclusion criteria:

e  Peer-reviewed research articles, conference papers, and technical reports published
in indexed academic venues

e  Publications released within the defined search window: January 2020 to May 2026

e  Studies addressing autonomous agricultural robots, multi-robot systems in agricul-
ture, IoT communication security for agricultural machinery, or Al-based navigation
in outdoor and unstructured environments

e  Papers containing empirical data, novel algorithmic contributions, experimental val-
idation results, or systematic analyses of relevant engineering standards

e  Works demonstrating direct or transferable applicability to agricultural tractor au-
tonomy, swarm coordination, or field-deployable telematics systems

Exclusion criteria:

e  Non-peer-reviewed sources (blog posts, white papers without formal peer review,
patents unaccompanied by academic publications)

e Studies focused on indoor robotics or non-agricultural domains without demon-
strated transferability

e  Purely theoretical approaches without any empirical substantiation

e Duplicate records; where a preprint and journal version both existed, the journal ver-
sion was retained

e Publications with insufficient methodological detail to allow assessment of validity
or reproducibility

ArXiv preprints were included only where a corresponding peer-reviewed published
version was identified and verified; in all such cases, the published version was retained
and cited. ArXiv records without a verified peer-reviewed counterpart were excluded.

2.3. Screening Workflow and PRISMA Compliance

The literature selection process followed the PRISMA 2020 four-stage workflow, as
illustrated in Figure 1.

Identification

| STAGE 1 IDENTIFICATION | Records identified: n = 1,847 — > Citation tracking: n = 23
(Theme 1: 412, Theme 2: 389, Theme 3: 621, Theme 4: 425)

ALl i ik

Screening
r STAGE 2 SCREENING \ Records after deduplication: n = 1,204 __, Excluded:n=717
Screened: n = 1,204 (6235112 82)
Eligibility Excluded: n = 118
[ STAGE3 ELIGIBILITY | Full-text assessed: n = 487 (63 +31 +24)

}

Studies included: n = 369
(71+74 +151 +73)

| STAGE4INCLUDED |

Figure 1. PRISMA 2020 flow diagram illustrating the systematic literature selection process for the

review on secure and intelligent autonomy in agricultural tractors (January 2020-May 2026).

Stage 1—Identification: Initial database queries returned a combined total of 1847
records across all four thematic domains (Theme 1: 412; Theme 2: 389; Theme 3: 621;
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Theme 4: 425). An additional 23 records were identified through citation tracking of key
included papers.

Stage 2—Screening: After deduplication, 1204 unique records remained. Title and
abstract screening against inclusion/exclusion criteria retained 487 records for full-text as-
sessment. Excluded records failed due to topical irrelevance (1 = 523), non-peer-reviewed
status (n = 112), or publication outside the time window (1 = 82).

Stage 3—Eligibility: Full-text review of 487 papers excluded those lacking empirical
validation (n = 63), addressing non-agricultural domains without transferable findings (n
= 31), or representing superseded duplicate studies (n = 24).

Stage 4—Inclusion: The final corpus comprised 369 unique papers: 71 on swarm co-
ordination, 74 on secure telematics, 151 on Al-based navigation, and 73 on engineering
standards.

2.4. Quality Assessment

To ensure methodological rigor, a structured quality assessment adapted from the
Critical Appraisal Skills Programme (CASP) framework was applied to all 369 papers
prior to data extraction, comprising five dimensions:

e  Clarity of research objective—Was the research question or engineering objective
clearly stated?

e Methodological appropriateness—Was the chosen methodology appropriate for the
stated objective?

e  Validity of results—Were results supported by adequate empirical evidence or for-
mal verification?

e  Reproducibility —Was sufficient methodological detail provided to allow independ-
ent replication?

e  Relevance to review scope—Did the study contribute directly to one or more the-
matic domains?

Each dimension was scored 0-2 (fully met/partially met/not met), yielding a maxi-
mum score of 10. Papers scoring below 4 were excluded (n =12, reflected in PRISMA Stage
3). Papers scoring 4-6 were included with explicit notation of limitations; papers scoring
7-10 were treated as high-quality evidence in the thematic synthesis.

2.5. Data Extraction and Synthesis

A standard data extraction form was used for each of the 369 papers. They were
searched for: (i) type of study and method of validation (simulation/hardware/theory); (ii)
main algorithms/architectures/protocols used; (iii) any recorded performance metrics or
empirical results; (iv) limitations stated by authors themselves, and; (v) unanswered re-
search questions found, as well as engineering standard/regulatory frameworks, if any
were explicitly mentioned in the full text. Data synthesis was performed using a thematic
analysis where relevant studies were mapped to primary tech domain/sub-domain cate-
gories, as well as underlying trends, methodologies, or unresolved contradictions, if any
were found in the large body of work. In cases where the results seem controversial and
at an early stage, uncertainty was explicitly included in the synthesis. Some results from
automated clustering performed with Elicit and Litmaps are mentioned during the the-
matic grouping as an appendix to crosscheck the categories. The results are covered start-
ing in Section 3. A gap analysis is presented in Section 4, and finally, a an integrating
framework is proposed in Section 5. A comprehensive summary of the characteristics,
methodologies, and key findings of all 369 included studies, categorized by their primary
thematic domain, is provided in the Supplementary Materials (Table S2).
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3. Thematic Synthesis
3.1. Swarm Robotics and Decentralised Coordination
3.1.1. Theoretical Foundations

Consensus algorithms enable autonomous agents to reach agreement on average
state quantities through communication with limited neighbours. This approach requires
neither global coordinate systems nor centralised information, with theoretical founda-
tions rooted in algebraic graph theory and Lyapunov stability analysis [2,22].

Several groups have developed sampled-data consensus algorithms based on the
original distributed averaging protocol. These algorithms demonstrate convergence un-
der time-varying and directed network topologies. Notably, Ma et al. [20] established the
necessary and sufficient conditions for achieving average consensus under bounded com-
munication delays on directed graphs.

For formation control in multi-agent robotic systems, Hu et al. [22] proposed a
leader—follower framework employing game-theoretic leader distribution. In this ap-
proach, followers converge to the convex hull of their assigned cluster leaders. Hardware
experiments confirmed that this approach is scalable with respect to the number of agents
and robust to dynamically changing communication topologies.

To address formation control with non-linear dynamics and external disturbances,
Hu et al. [2] developed a Lyapunov stability-based algorithm with proven resilience to
unknown disturbances, further validated through experimental implementation.These
theoretical and algorithmic foundations collectively underpin the capacity of autonomous
tractor fleets to coordinate as a team and maintain precise geometric formations through
purely local interactions, without reliance on GPS infrastructure.

The gravitational mass-force (GMF) framework was recently proposed by Starks and
Parasuraman [23], which allows for parametric coordination among private, local, and
global coordination levels, all the while ensuring network connectivity. Simulation runs
and experimental validations suggest a high degree of task-agnostic generalization and
connectivity-preserving formation control..

3.1.2. Path Planning and Task Allocation

Agricultural robotics’ efficiency relies heavily on field topology and swarm size when
it comes to path planning. Four well-known routing algorithms (k-means based on near-
est-neighbour approximation, Christofides algorithm, ACO, and BHK), were tested for
multiple field topologies by Botteghi et al. [4]. The results indicate that there is no definite
winner; instead, different results arise due to different kinds of obstacles in the field or the
shapes or number of agricultural robots used, suggesting adaptivity [4,24].

Decentralised approaches using Voronoi partitioning and convex hull path planning
were further discussed in the context of large fleets of agribots to ensure less communica-
tion. Furthermore, studies by Fayaz et al. [25] compared two communication topologies
to coordinate multiple robots in a structured manner. These results confirm the feasibility
without ignoring particular trade-offs in communication [23,26].

3.1.3. Byzantine Resilience and Adversarial Robustness

Despite years of research, the critical gap in swarm coordination—specifically Byz-
antine fault tolerance (handling malfunctioning/malicious robots broadcasting incorrect
information)—still poses significant limitations. Established consensus methods like Larg-
est Consensus Protocol (LCP) and Weighted Mean-Subsequence-Reduced (W-MSR) are
insufficient to guarantee collision avoidance when robots exhibit untrustworthy behav-
iour.
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A recently proposed rumour-based propagation method, combined with the Expec-
tation-based Extreme Value (EEV) algorithm, has shown promising results in improving
collision avoidance and resilience to Byzantine faults in simulations. However, the secu-
rity and practicality of Byzantine-resilient consensus at massive scale remain open ques-
tions. This is particularly relevant for real-world deployments such as large tractor fleets,
where lightweight and provably secure consensus protocols have yet to be demonstrated
under operational conditions.

3.1.4. Blockchain-Mediated Coordination

Blockchain is also increasingly being recognised not only as a security solution, also
as a mechanism for the formation of decentralised coalitions, with its smart contracts that
automatically activate and enforce. Smirnov and Teslya [27] proposed an architecture of
smart contracts between robots of either one or multiple coalitions for coordination in
precision agriculture, with on-chain handling of organisation using a hierarchy-decentral-
ised blockchain. Later, Alsamhi and Lee [28] discussed smart contracting of multiple co-
operative (rather than coalitioning in the traditional sense, that is for short-term collabo-
ration) robots during pandemics when working with and handling people through use of
master-slave-type blockchain architecture. Blockchain needs communication and pro-
cessing requirements which may not be present in agricultural robots.

3.1.5. Coordination Summary of Swarm Coordination

There exists a strong body of theoretical work about consensus and formation control
of swarms and existing well-tested protocols for communication graphs with directed,
time-varying, and delayed communication links. Recent works have investigated coordi-
nation using a multi-level adaptive control framework where coordination algorithms can
run on a diverse array of vehicles. In agriculture, validation is lacking: there is limited
prior work on real farm tractors, as experiments with cooperative swarming have only
been performed with two vehicles. Security aspects, including Byzantine faults in swarm
systems, have been discussed, and the use of blockchain-assisted solutions for achieving
coordination has also be studied, but in the case of embedded systems that are connected
to a distributed platform, the resource cost is too high relative to current capabilities. The
problems of coordination must be connected with secure communications to guarantee
robustness in adverse attack scenarios.

3.2. Secure Telematics and Lightweight Protocols
3.2.1. OSCORE vs. DTLS: Protocol Trade-Offs

There are two different popular methods of implementing secure telecommunica-
tions for agricultural IoT that balance encryption level, efficiency of use, and interopera-
bility with the proxy or gateway that translates information for different networks. These
two methods consist of DTLS at the transport layer and OSCORE at the application layer.
A comparative study conducted in 2021 showed that OSCORE uses more resources than
TinyDTLS on the same machine, using around twice as much on one Contiki-NG platform
and almost the same as an additional tiny DTLS program on the other platform. OSCORE
has lower per-message overhead, and thus less memory usage. However, OSCORE
showed 35% less average RTT when running a typical CoAP get request. Most im-
portantly, with DTLS, the gateway must turn the security off, and thus cannot provide
true end-to-end security, since it acts as a middleman [6]. In a comparison, Westphall et
al. [8] showed that, for an IoT setting, CoAP + DTLS exhibits higher bandwidth usage and
a longer handshake duration compared to plain CoAP, but may be better for a longer
connection, where the setup time of a session is amortised over a longer time [8]. There-
fore, it is commonly argued that OSCORE is a superior option to DTLS for low-power

https://doi.org/10.3390/agriengineering8070269



AgriEngineering 2026, 8, 269

9 of 27

devices with intermittent communication, and that DTLS would be superior for long, per-
sistent connections or in systems with only trusted middlemen.

3.2.2. Group Communication and Group OSCORE

Agricultural machine groups can be managed by safe multicast group communica-
tion sharing broadcast commands and aggregated telematics. Gunnarsson et al. published
the implementation and study of group OSCORE on Zolertia Zoul and TI SimpleLink
hardware devices. Secured group communication of one to many CoAP messages was
implemented. Their study evaluated the usability of group OSCORE for agriculture by
considering the computational overheads and protocol overheads in comparison to stand-
ard (unsecured) CoAP message transmissions at a representative rate of transmitted agri-
cultural data. Their results demonstrated acceptable incurred costs. A challenge for fleets
which frequently change their involved entities is management overhead for the group
keys and for their sessions.

3.2.3. Replay Protection and Denial-of-Sleep Attacks

Some vulnerabilities still left in OSCORE are attacks such as defence against replay
attacks. The use of a counter-based method in OSCORE cannot mitigate replay attacks
over more extended periods or denial-of-sleep attacks. Denial-of-sleep is an attack type
where the attackers replay old messages to exhaust devices’ energy through the pro-
cessing of new messages, since in OSCORE messages with new counters would require
additional decryption before they can be dropped. To thwart the threat, Krentz and Voigt
[29] present OSCORE-NG, which adds timestamps in the nonces in OSCORE, which can
assure replay freshness without extra rounds of processing. The results show an improve-
ment in mitigating denial-of-sleep, while OSCORE-NG still requests that loosely synchro-
nised timestamps and drops be delayed past a pre-configured threshold [29].

3.2.4. Scalable Key Management for Dynamic Fleets

When dealing with agricultural fleets, where some of the machinery communicates
differently, scalable and light key management still remains an open topic. With the KU-
DOS prototype, Hoglund et al. [5] aim to find a trade-off that considers the security aspects
of the most relevant key update methods applied to OSCORE in relation to the difficulty
of implementing these methods [5]. Another interesting approach proposed by Diaz and
Almenarez is to establish OSCORE keys at the time of manufacture, combining OSCORE
with SRAM-PUF (Physically Unclonable Function) authentication on resource-con-
strained devices [30]. But because of their need for a device-specific manufacturing pro-
cess, PUF technologies do not yet represent established standards for agricultural telemat-
ics communication, even though they can offer secure storage and establishment for de-
vices.

3.2.5. DTLS Improvements and Alternative Lightweight Protocols

Efforts are under way to improve DTLS for resource-constrained devices; for exam-
ple, by using a payload-optimised version or a certificate-light approach. For a similar
purpose, the Payload Encryption-based Authentication Scheme (PEOS) described by Ab-
osata et al. [31] aims to reduce handshake and message size overhead. Work such as the
blockchain-based certificate scheme LightCert attempts to shift trust assumptions, but
complexity in terms of interoperability and deployment in the Internet of Things are yet
to be addressed [32]. Finally, rTLS by Tange et al. [33] presents a secure and efficient TLS
session resumption technique to tackle the overhead of reconnecting IoT devices, reduc-
ing the latency and overhead associated with new connections.
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3.2.6. Application-Layer Optimisations

Lenders et al. [34] demonstrated DNS over CoAP (DoC) with OSCORE, achieving
reduced code memory and supporting encrypted en route caching—a valuable feature for
distributed agricultural networks with intermittent connectivity.

3.2.7. Synthesis: Open Challenges in Secure Telematics Protocols

The consensus in the literature is that OSCORE is the best choice for telematics ap-
plications on telematised vehicles used for constrained farming, due to its properties of
enhanced end-to-end security with relatively decreased overhead and effective proxy
support. Although OSCORE can be extended to groups for secure multicast communica-
tion, key management can become challenging in that case. Further issues of recent inter-
est regard replay protection and denial-of-sleep attack resistance; preliminary results sug-
gest OSCORE-NG as a possible cure for these issues. Meanwhile, substantial gaps remain
to be filled in: reliable methods for key provisioning suitable for large, dynamic vehicle
fleets; field-based performance appraisals within challenging and realistic networks; and
coherent incorporation of enhanced secure telematics protocols in swarm coordination
schemes.

3.3. Al-Based Navigation in Unstructured Environments
3.3.1. Hybrid Neuro-Fuzzy Architectures

In environments with uneven terrain, changing obstacles (animals, farmers, machin-
ery), and unpredictable illumination, robots need intelligent systems to navigate effec-
tively. Hybrid neuro-fuzzy systems have emerged as the preferred choice, since they com-
bine the learning capability of neural networks with the interpretability and uncertainty
management of fuzzy logic. For multi-robot navigation, Ayub developed a hybrid method
based on neural networks, fuzzy logic, and particle swarm optimisation (PSO). Simulation
tests found improved path tracking and reduced path length compared to other methods
[35]. In 2023, Mohanty [36] applied fuzzy C-means (FCM) clustering with adaptive neuro-
fuzzy inference systems (ANFIS/MANFIS) to tackle the reduction of input parameters and
the generation of smooth outputs under uncertain conditions. Simulations and real exper-
iments revealed a marked improvement in obstacle avoidance compared to existing ap-
proaches [36]. In 2022, Yang [37] designed a self-adaptive version of the dynamic window
approach (DWA) coupled with a Mamdani fuzzy controller trained using neural learning.
In tests with two simulated robots navigating different environments, his system achieved
better obstacle avoidance and reduced total time to reach the goal than a standard DWA
with fixed weights [37]. Alzaydi and coauthors expanded this work in 2024 with fuzzy
trainers, providing dynamic training datasets, to enable neural network weight updates
without needing retraining after deployment. This allowed the system to adapt to its sur-
roundings in real time, while staying within the limitations of computation at the edge
[38]. Systems that employ neural networks for obstacle classification into multiple zones
and a fuzzy controller for reacting to them have been proven to be effective. Yosif et al.
[39] tested a neuro-fuzzy system for the avoidance of dynamic obstacles. Guan [40] inves-
tigated similar methods in uncertain environments by building an obstacle classification
neural network with intelligent features and then controlling the robot with a fuzzy sys-
tem.
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3.3.2. Deep-Reinforcement Learning and Sampling-Based Planners

DRL combined with rapidly exploring random trees (RRTs) provides the possibility
of adapting navigation to dynamic environments in agriculture contexts. The strategy was
successfully validated in a simulated olive grove (300 m?®) with five different moving ob-
stacles at the same time, with collision-free navigation policies that were constantly up-
dated online according to changes in environment. All pretrained paths are position-ag-
nostic, meaning the policy can be used across different scenarios not requiring precise
localisation of robots. This approach was presented at CASE 2022.

3.3.3. Decentralised Multi-Agent Planning with Graph Neural Networks

Furthermore, GNNs also allow for decentralised path planning for teams of tractors,
where they learn to communicate and coordinate over local interaction graphs. Coordina-
tion of a team of tractors without the presence of a central controller has been explored for
purposes of coordination in agriculture: Jo and Son [41] present a decentralised planer
based on a GNN that is scalable and depends on local communication. The GNN method
is in its early stages and has only been validated in simulated environments; field valida-
tion data are not available

3.3.4. Perception-Driven Navigation: Semantic Segmentation and Edge Al

Robust perception is essential for reliable Al navigation. Understanding and classi-
tying different parts of the scene, such as crop rows, lane markings, and obstacles, pro-
vides a foundation for structured navigation in diverse and visually complex conditions.
The work of Aghi et al. [42] implemented edge-based deep semantic segmentation to nav-
igate vineyards. Their system, running on a low-power embedded computer (NVIDIA
Jetson), performed real-time row following, while the generated semantic maps were also
used to gauge the health of the crops [43]. Another contribution by Aghi et al. (2020) [15]
proposed a real-time motion planner utilising RGB-D cameras, a system of in situ segmen-
tation, and disparity-based control to navigate vineyards. They proved that it was possible
to self-label data and extend the capabilities of the model while operating the system on
two custom mobile robots, showing how to address variations in environmental diversity,
types of crop operations, and visual variations within the row of vines [44].

3.3.5. Hierarchical and Resource-Aware Planning

In order for a planner to maintain long-term farming autonomy, it must be capable
of balancing control over momentary variables (e.g., steering, speed) with long-term
goals, such as optimising energy use and sequencing tasks efficiently over the entire sea-
son. Hierarchical planners which combine an overall mission planning system to handle
global navigation, along with simultaneous local obstacle avoidance and a system to react
quickly to the agents, have been developed. This was carried out first in simulation and
more recently in a semi-field trial. The challenge is that system parameters have to be
tuned in the field, and it is not easy to obtain an appropriate set of parameters that work
in many real-life situations [45].

3.3.6. Neural and Fuzzy Approaches for Agricultural Manipulator Motion Planning

Al navigation extends beyond ground vehicles to agricultural manipulators. Rodi¢
and Kljaji¢ [46] applied neural network and fuzzy decision-making to motion planning
for tree fruit robot pickers, coupling environment models with heuristic gripper path
planning among branches.
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3.3.7. Summary of Al Navigation

Recently, hybrid neural-fuzzy and deep reinforcement learning (DRL) approaches to
autonomous navigation were devised, where the proposed navigation system can avoid
different static and moving obstacles whilst plotting optimal paths through a choice of
virtual environments (and, to some extent, real-word, controlled experiments) to avoid
losing its way. The use of optimised semantic segmentation and on-board edge processing
means that the approach is viable for low-cost implantation in agricultural fields such as
orchards and vineyards, since the technology does not rely on extensive use of the cloud
for processing. Nevertheless, agricultural applications with different crops, terrains, or
lighting conditions are yet to be tested on a large-scale; nor has there been much success
with sim-to-real transference in any agricultural setting (indeed, this is the biggest issue
at hand for the realisation of this technology). In addition, little attention been given to the
issue of improving sensor fusion robustness to temporary obtrusions of its view due to
vegetation or to its use with large networks of swarm robots.

4. Critical Evaluation and Research Gaps
4.1. Strengths of the Current Research

There are rigorous theoretical foundations under consensus and formation control
algorithms, as these use algebraic graph theory and Lyapunov stability to make valid as-
sertions about directed, time-varying, and delayed communication graphs [2,20,21].
OSCORE and group OSCORE have already been implemented and compared on devices
that are heavily constrained in their available computational resources, showing an even
lower overhead than DTLS and thus offering some practical feasibility for the context of
agricultural IoT [6,9]. In addition, the diverse and flexible Al navigation approaches that
combine aspects of neuro-fuzzy controllers, deep-reinforcement learning techniques, and
sampling-based planners show the ability to handle dynamic obstacles and an unstruc-
tured environment, with successful tests in simulation, as well as controlled experiments
with a real robot [34,36,40,42]. An increasing awareness of regulatory frameworks is evi-
dent in the reviewed literature. ISO 18497 is widely cited as the primary engineering
standard for safe autonomous agricultural machinery [17,45]. The EU AI Act (Regulation
(EU) 2024/1689), which classifies autonomous systems operating in proximity to humans
as high-risk Al applications subject to mandatory conformity assessment, transparency
obligations, and post-market monitoring requirements, is beginning to receive attention
in the agricultural robotics literature [45,46]. Safety assurance methodologies including
HARA, STPA, and SOTIF-equivalent approaches are increasingly discussed as necessary
complements to existing standards [17,45,46].

4.2. Identified Research Gaps and Limitations

Most solutions today separate safety, autonomous control, and collaborative algo-
rithms into different layers. This causes issues with the system’s resistance against internal
faults, makes safety certification harder, and is not ideal for large-scale, multi-robot oper-
ations in practice. This review proposes a conceptual integrated framework that incorpo-
rates safety by design and cross-layer information sharing within the decision-making
and communication subsystems—an architectural hypothesis derived from the conver-
gent gaps identified across the 369 reviewed studies, intended to guide future experi-
mental validation.

Most swarm robot teams or Al-based autonomous driving systems are tested only
using small robots or simulations, never using actual, fully-sized, self-driving machines
in commercial farming operations. It has only been demonstrated a handful of times that
a few tractors can drive autonomously in a farming setting [2,14,21,23,40]. One area of
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research in swarm robots concerns malicious robots in the swarm, but experiments so far
rely on simulations only. Nobody has demonstrated that tractor fleets can efficiently and
securely run a consensus that protects against malicious actors who are Byzantine in na-
ture [24]. In terms of communication security, some solutions are proposed on secure es-
tablishment and key updates. Examples of these are PUFs, KUDOS, and blockchains
[28,29,31]. However, few of these solutions offer a simple way of standardising this setup
for large-scale, dynamic farming fleets, and this problem still has not been tackled. A way
that could be used to resist replay attacks is OSCORE-NG, which includes better measures
to prevent repeated messages [27], but so far this has not been validated extensively under
stressful real-life conditions such as spotty wireless connections or high communication
latency [27]. Deep-reinforcement learning and hybrid path planning systems show prom-
ising results in simulation but have not been thoroughly validated with regard to how
well policies that were learned are transferred into large-scale, real farming fields or across
various conditions, like soil types, fields of different terrain, or unpredictable weather pat-
terns [14,40]. Risk evaluation methods like HARA and FMEA cannot be executed reliably
if there are no past events recorded, and in the majority of cases this does not happen,
since autonomous machinery is still novel and only now becoming widespread [17,47].
ISO 18497 provides foundational safety principles for autonomous agricultural machin-
ery; however, Clauses 4 and 5 prescribe no measurable acceptance thresholds for percep-
tion performance—such as maximum false-negative detection rates under reduced-visi-
bility conditions or minimum object-classification confidence levels—nor do they man-
date the definition of an agriculture-specific Operational Design Domain (Ag-ODD) [47].
Clause 6, covering validation and verification, specifies neither scenario-based testing pro-
tocols nor a requirement for a scenario catalogue systematically covering edge cases such
as sensor degradation, animal intrusion, implement occlusion, or variable weather condi-
tions [48]. Furthermore, the standard provides no equivalent to ISO 21448 (SOTIF) for
managing functional insufficiency arising from deep-learning-driven perception systems
operating outside their design envelope [48]. Runtime verification, formal logic, and other
methods to verify Al behaviour at system level remain insufficiently covered by existing
standards [18,46].

4.3. Areas of Consensus and Disagreement
4.3.1. Consensus on Best Practices

Several widely accepted principles guide the research into secure agriculture IoT:

OSCORE over DTLS for Constrained Devices: For devices in agricultural settings that
are resource-constrained, research indicates that OSCORE is superior to DTLS. It incurs
lower computational overhead, requires less memory, and provides end-to-end security
without relying on a proxy or gateway for security processing [6,8,9].

Hybrid Approaches for Robot Navigation: A blend of learning-based and model-
based techniques has emerged as the preferred method for developing robust agricultural
robot navigation systems. Examples include the combination of neuro-fuzzy logic and
deep-reinforcement learning (DRL) [36] or the use of RRT-based algorithms coupled with
DRL for path planning [40]. Researchers believe these hybrid strategies offer a better bal-
ance between adaptability and reliability than end-to-end learning approaches [34].

Need for Layered Assurance: There is a general consensus that adopting security
standards alone is not enough to ensure the security and trustworthiness of Al-powered
agricultural systems. Security standards are generally considered insufficient on their
own, and they need to be complemented with a combination of techniques such as formal
verification methods to prove system properties, real-time runtime monitoring to detect
anomalies and attacks, and exposure databases to track known vulnerabilities [17,46,48].
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4.3.2. Areas of Disagreement and Open Debate

However, significant disagreements and open debates persist within the research
community:

Blockchain for Coordination: While some researchers propose using blockchain tech-
nology as a decentralised, tamper-resistant ledger to record coordination events and logs
[25,26], others argue that the computational overhead and energy consumption of block-
chain consensus mechanisms are prohibitively high for many constrained agricultural IoT
devices. The practical applicability and benefits of blockchain for this specific domain re-
main a subject of debate.

Centralised versus Decentralised Key Management: There is no clear consensus on
the best approach for managing cryptographic keys in agricultural IoT networks. Pro-
posals include the use of centralised servers (e.g., an EDHOC server) to handle key estab-
lishment [28] and fully decentralised schemes that use hardware security modules like
Physical Unclonable Functions (PUFs) [29].

Optimal Path Planning Algorithms: While various path-planning algorithms have
been proposed for agricultural robots, a recent study by Botteghi et al. [4] demonstrated
that the optimal choice of algorithm is dependent on the specific characteristics of the field
layout or topology. This research challenges the notion of a single “best” algorithm and
suggests that adaptive or hybrid planning approaches might be more suitable in practice.

Sufficiency of ISO 18497: The standard ISO 18497 defines security guidelines for ag-
riculture IoT devices. While some research papers cite this standard as a comprehensive
baseline for securing these devices [46], others argue that it is insufficient for addressing
the security challenges posed by Al-driven autonomy and requires significant enhance-
ments and additional security measures [17,48].

5. Proposed Integrated Framework: Cross-Layer Fusion and Validation
5.1. Beyond Modular Stacking: The Core Advantage of the Framework

The framework presented in this section constitutes a conceptual proposal synthe-
sized from the patterns, gaps, and convergent findings identified across the 369 papers
included in this systematic review. It is not a validated engineering system, and no em-
pirical performance claims are made. Rather, it represents a structured research agenda—
an evidence-derived architectural hypothesis intended to guide future experimental work
and standardisation efforts. Each of the five layers directly addresses one or more research
gaps identified in Section 4, as detailed below.

Unlike traditional architectures that treat perception, communication, and control as
isolated silos, the proposed five-layer framework (Perception, Communication, Decision-
Making, Security, Actuation) is founded on contract-based design and cross-layer enforce-
ment. The intended advantage of this conceptual framework, if empirically validated,
would lie in its deep fusion of safety and intelligence. For instance, a detected anomaly in
the Security layer (e.g., a Byzantine fault) does not merely log an error; rather, it is de-
signed to trigger a fallback protocol in the Decision-Making layer and a safe-state transi-
tion in the Actuation layer with minimal latency —a property that requires empirical val-
idation in future hardware-in-the-loop testing. This tight coupling is intended to support
safe-by-design behaviour even under adversarial or highly unstructured conditions, sub-
ject to empirical validation.

5.1.1. Layer 1: Perception

Edge-optimised semantic segmentation and sensor fusion (LiDAR, RGB-D, GNSS)
are integrated into the Perception layer [15,42]. Cross layer: In addition to spatial infor-
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mation, Perception also outputs a “confidence score” to Decision-Making. When confi-
dence falls below a certain threshold, Perception sends an additional request to the Actu-
ation layer, for higher frame rate scanning and a reduction in the robot’s speed. With this
cross-layer confidence-based feedback system, we are filling the gap found in Section 4.2’s
survey, which did not combine consideration for uncertainty regarding Perception with
speed control at the actuation level.

5.1.2. Layer 2: Communication

It utilises an OSCORE/group OSCORE end-to-end security system [6,9] (cross-layer
interaction). The prioritisation is context-aware. Emergency coordination messages with
higher CoAP priority levels circumvent standard queueing and thereby enjoy lower la-
tency when the network becomes congested. This priority mechanism is used to fill a gap
identified above: that no existing OSCORE deployment accounts for emergency messages
in a context-aware manner (Section 4.2).

5.1.3. Layer 3: Decision-Making

Local neuro-fuzzy/DRL path planning (PP) and swarm coordinate behaviour (via
distribution consensus [20,21]).

The main interaction that concerns us here is that there is a module which verifies an
Al-generated trajectory against “hard boundaries” before execution (runtime RV), so, if
violated, this trajectory will be dismissed, and instead a fallback controller will activate
[18]. This deals with Section 4.2’s claim of a lack of formal trajectory verification alongside
distributed consensus (in this case, as it controls the swarm, which implies a distribution
type algorithm or at least that it is locally run in a swarm).

5.1.4. Layer 4: Security

This would comprise intrusion detection-based replay protection and authentication
by OSCORE-NG [27], as well as detection of Byzantine nodes [24]. This will continually
watch the Security layer. When a node is flagged as being a Byzantine node, the Security
layer will immediately revoke its cryptographic keys through the Communication Layer
and will remove its influence from the swarm consensus. This converged security layer
bridges the gap mentioned in Section 4.2, in which the subject of Byzantine node detection
and replay protection has individually been studied but has never been integrated with
revoking the key in an effective manner.

5.1.5. Layer 5: Actuation

This layer contains hardware-level fail-operational interlocks. Should the Decision-
Making layer fail to deliver a valid “heartbeat” or safety contract within its timeout win-
dow and at regular time intervals, then the Actuation layer assumes authority over soft-
ware-level commands and automatically performs a controlled, safe stop, according to
ISO 18497 principles [46]. This heartbeat-triggered cross-layer interaction compensates for
the finding reported in Section 4.2 that fail-operational behaviour should be used between
the software systems. The Actuation layer translates commands originating directly from
the Perception and Decision-Making layers into physical steering and throttle control.

5.2. Definitions with Cross-Layer Interactions

Having introduced each layer’s component technologies and the research gap ad-
dressed in Section 5.1, this section formally defines the bidirectional cross-layer interaction
contracts —the structured, trigger-based information exchange protocols that distinguish
this framework from conventional modular stacking. Table 1 summarises the primary

https://doi.org/10.3390/agriengineering8070269



AgriEngineering 2026, 8, 269

16 of 27

cross-layer interactions, while Figure 2 provides a visual representation of the complete

five-layer integrated framework and its bidirectional information flows.

Table 1. Cross-layer interaction table.
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Security (L4)
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Key revocation com-
mand
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Security (L4)
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Intrusion detected  Security alert
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quency; adapt path

Unexpected wheel
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Terrain feedback signal

Layer 1: Perception
Core Tech: RGB-D, LiDAR, GNSS/RTK, Edge Al
Limitations: Occlusion, dataset diversity, illumination
Requirements: 1SO 11783 ISOBUS, ASIL-B/C fail-operational

v

Layer 2: Communication
-> Core Tech: CoAP, OSCORE/Group OSCORE, 5G/LoRa
' Limitations: Key provisioning, intermittent connectivity
Requirements: <100 ms latency, OPC UA, ISOBUS

v

Layer 3: Decision-Making
Core Tech: Distributed consensus, Formation control, Neuro-fuzzy/DRL
Limitations: Sim-to-real gap, Byzantine resilience
Requirements: Deterministic safety, EU Al Act explainability

v

Layer 4: Security
Core Tech: Anomaly IDS, Byzantine detection (EEV), Runtime verification
Limitati , false positi
Requirements: SUIT firmware updates, IEC 62443, tamper-evident logs

v

Layer 5: Actuation
Core Tech: CAN-FD, ISO 11783 implement control, fail-safe hydraulics
Limitations: Hydraulic latency, sensor-actuator sync
Requirements: 1ISO 18497/25119, hardware redundancy, E-stop

Figure 2. Five-layer integrated engineering framework for autonomous agricultural tractors. Each
layer maps core technologies, documented limitations (2020-2025), and interoperability/safety re-
quirements. Solid arrows indicate primary data flow; dashed arrows represent feedback and cross-
layer verification loops. Different colors are used to distinguish the five distinct layers of the frame-

work.

The cooperative layer allows tractor-to-tractor communication across all layers of the
architecture. In the Perception layer, semantic map and obstacle detection results are ex-
changed between the tractors as secured (OSCORE protected) messages over CoAP to
fuse the sensor information, while the Communication layer makes use of group OSCORE
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to communicate the consensus and formation controller messages to its respective group
member and subscribe to the secure telemetry messages of the Decision-Making layer,
which monitors the Al navigation with runtime verification modules, like speed monitor-
ing against objects in reach, and detects harmful attacks towards the consensus to isolate
Byzantine fault behaviour, to name a few. The security components have control over ac-
tuators using a secure boot procedure that protects the actuators’ firmware via a redun-
dant safe hardware interlock that enforces safety limits no matter what may result from
the software state, and so on.

5.3. Interface Definitions and Feedback Mechanisms

To ensure genuine integration, the framework defines strict interfaces and bidirec-
tional feedback loops:

e Standardised Data Interface: Inter-layer communication utilises lightweight, struc-
tured payloads (e.g., protocol buffers over CoAP). A typical telemetry packet in-
cludes {timestamp, node_ID, spatial_data, confidence_score, safety_state, crypto-
graphic MAC]. This ensures that all layers parse data uniformly and can verify their
integrity instantly.

e  Feedback Loop A (Security — Actuation): Upon detecting a replay attack or consen-
sus divergence, the Security layer sends an immediate CRITICAL_FAULT flag. The
Actuation layer receives this out of band, bypassing the standard decision queue to
engage mechanical brakes.

e  Feedback Loop B (Actuation — Perception): If the Actuation layer detects unexpected
wheel slip or high torque (indicating unstructured terrain), it sends a feedback signal
to the Perception layer to dynamically switch to a more robust sensor fusion model
to reassess the environment [44].

5.4. Proposed Validation Strategy

To move beyond theoretical stacking, we propose a rigorous, three-phase validation
strategy for this framework:

Phase 1: Model-in-the-Loop (MiL) with Fault Injection. Simulate the full five-layer
architecture in a digital twin environment (e.g., ROS 2 + Gazebo). Intentionally inject
faults, such as dropping 30% of CoAP packets or simulating a Byzantine node broadcast-
ing false coordinates. Measure the framework’s convergence time and safety enforcement
latency [49].

Phase 2: Hardware-in-the-Loop (HiL) Testing. Deploy the Communication, Security,
and Decision-Making software stacks on actual edge computing hardware (e.g., NVIDIA
Jetson) connected to a simulated actuation plant. This validates the real-world computa-
tional overhead of OSCORE-NG and runtime verification under resource constraints.

Phase 3: Small-Scale Field Validation (Sim-to-Real). Conduct controlled field trials
with two to three autonomous agricultural platforms. Key performance indicators (KPIs)
will include (a) successful sim-to-real transfer rate of the neuro-fuzzy navigator, (b) end-
to-end latency of secure swarm consensus under real-world RF interference, and (c) the
system’s ability to safely halt upon simulated sensor failure, adhering to ISO 18497 prin-
ciples [50].

6. Engineering Guidelines for Safe-by-Design Autonomous Vehicles
6.1. Standards Landscape: 1SO 18497 and Beyond

ISO 18497 “Agricultural machinery and tractors-Safety of automated agricultural
machines-Principles for design” is now the main engineering standard dealing with the
safety of autonomous agricultural machines [46]. The authors of this paper believe that
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ISO 18497 is still helpful for promoting the safety of autonomous agricultural machines
but is not efficient for addressing the risks of autonomous Al-based systems. It should be
enhanced and complemented with ergonomics standards and a range of risk methods,
including STPA and other newer risk identification processes.

However, this characterisation of inadequacy requires specification at the clause level
to guide meaningful revision. Clauses 4 and 5 of ISO 18497, which establish general re-
quirements for safety functions and risk management, prescribe no measurable ac-
ceptance thresholds for perception performance—such as maximum false-negative detec-
tion rates under reduced visibility conditions or minimum object-classification confidence
levels—nor do they mandate the definition of an agriculture-specific Operational Design
Domain (Ag-ODD) that bounds the environmental, temporal, and task-related conditions
under which the system may safely operate [47]. This omission becomes critical when a
deep-learning-driven perception system must make safety-relevant decisions outside the
conditions anticipated during development, a scenario explicitly addressed for road vehi-
cles by ISO 21448 (Safety of the Intended Functionality, SOTIF) but for which ISO 18497
provides no equivalent mechanism to manage functional insufficiency in unstructured
agricultural environments [48]. Furthermore, Clause 6 of ISO 18497, covering validation
and verification, specifies neither scenario-based testing protocols nor a requirement for a
scenario catalogue that would systematically cover edge cases such as sensor degradation,
animal intrusion, implement occlusion, or variable weather and lighting conditions [19].
The absence of normative requirements for perception fault management systems—capa-
ble of detecting, diagnosing, and mitigating sensor failures or degraded inputs in real
time —represents a concrete gap that prevents systematic certification of Al-driven ma-
chinery under the current standard.

Similarly, the work by Aby et al. [51]. concluded that ISO 18497 offers essential design
principles but needs to be supplemented with ergonomics and alternative risk assessment
tools (e.g., STPA), because no existing ISO or IEC standard adequately covers risks involv-
ing unfamiliar situations arising from novel automation technologies. According to
Shutske et al. [17], work based on the SAFER AG workshop highlighted that FMEA and
HARA, the primary methods of risk analysis per ISO 12100, rely heavily on historical ac-
cident and incident data—something that is scarce for a new generation of automated
agricultural equipment. For new machine classes, they recommended building exposure
data specific to the new systems. Furthermore, the experts suggested integrating appro-
priate standards early into the design process, before fully automated functionalities are
even deployed. Safety integrity levels, comparable to the Automotive ASIL ratings found
in IEC 61508, have been developed and presented for the Functional Safety of Agricultural
and Forestry Machinery in ISO 25119, a standard designed to be compatible with automo-
tive functional safety standards like ISO 26262. ISO 11783 is also important, as it enables
interoperability between implements and vehicle systems [19,52]. No peer-reviewed pub-
lications to date directly analyse the applicability of SAE J3211 to agricultural tractors [52].
This gap is significant because, unlike road vehicles, tractors operate in dynamic coupling
with implements that alter vehicle kinematics and sensor field-of-view geometry, neces-
sitating an extension of the SAE ]J3211 taxonomy to include an implement-coupled auton-
omy category that accounts for tool-object interactions and implement-induced occlu-
sions. Furthermore, the SAE ]J3211 framework presupposes a structured traffic environ-
ment with defined right-of-way rules and lane markings, whereas agricultural fields, or-
chards, and pastures possess no equivalent infrastructure, implying the need for dedi-
cated verification and validation (V&V) protocols that combine functional safety methods
(per ISO 25119) with SOTIF methodology explicitly adapted for off-highway unstructured
operational domains.
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Yet this gap is not merely observational; it opens several concrete research directions
that must be pursued to enable normative application of SAE J3211 in agricultural con-
texts. First, unlike road vehicles, tractors operate in dynamic coupling with implements
that alter vehicle kinematics, sensor field-of-view geometry, and the set of hazardous sce-
narios, necessitating an extension of the SAE ]J3211 taxonomy to include an implement-
coupled autonomy category that accounts for tool-object interactions and implement-in-
duced occlusions [52]. Second, the SAE ]J3211 framework presupposes a structured traffic
environment with defined right-of-way rules and lane markings, whereas agricultural
fields, orchards, and pastures possess no equivalent infrastructure, implying the need for
dedicated verification and validation (V&V) protocols that combine functional safety
methods (per ISO 25119) with SOTIF methodology explicitly adapted for off-highway ap-
plications and unstructured operational domains [17].

Recent work has begun to address these integration challenges through hybrid safety
architectures. Muthusamy [52] proposed a hybrid safety framework that explicitly inte-
grates ISO 18497, ISO 25119, ISO 26262, ISO 21448 (SOTIF), ISO 21434 (cybersecurity), and
ISO 8800 (Al safety) with Al-specific measures, including explainable Al, sensor fusion,
and fail-safe switching mechanisms, to improve resilience in unstructured agricultural
environments. Complementing this systems-level approach, Lee et al. developed a dedi-
cated fault management system for perception systems in highly automated agricultural
machines, implementing detection, diagnosis, and mitigation strategies for sensor degra-
dation that are explicitly compliant with ISO 18497 and ISO 25119 [53]. The SAFER AG
workshop consensus documented by Shutske et al. confirmed that risk assessment for
novel autonomous machine designs is constrained by the absence of historical exposure
data and recommended establishing an exposure-based incident database to support risk
analyses for new machine classes [19]. Collectively, these developments indicate that the
current standards landscape requires Al-specific safety annexes, harmonised exposure
data collection frameworks, validated test protocols for scenario-based verification, and
explicit SOTIF-equivalent mechanisms to adequately address the safety challenges of fully
autonomous, Al-powered agricultural systems.

Under Annex III of the EU AI Act (Regulation (EU) 2024/1689), Al systems intended
for the operation of safety-relevant autonomous machinery operating in proximity to hu-
mans are classified as high-risk, requiring mandatory conformity assessment, comprehen-
sive technical documentation, and registration in the EU database prior to market place-
ment [45]. Autonomous agricultural tractors operating in proximity to field workers fall
within this classification, imposing compliance obligations—including human oversight
mechanisms, robustness and accuracy requirements, and transparency towards opera-
tors—that the current ISO 18497 framework does not yet explicitly address in its risk man-
agement provisions.

6.2. Functional Safety and Verification Strategies

For functional safety to reach the autonomy of the driverless future, a layered system
of verification will be necessary. This combines static (offline) verification of control sys-
tems and dynamic (runtime) monitoring of the Al, alongside fail-operational design to
guarantee safe behaviour during system failures. Adam et al. [18] demonstrated a hybrid
approach combining offline and runtime verification for agricultural autonomous sys-
tems, applying standard model checkers (UPPAAL/NuSMV) to discrete state-machine-
based controllers and runtime verification to continuously check Al component outputs
against specified safety boundaries. The efficacy of this approach was validated on an au-
tonomous spraying robot for targeted weed identification, providing evidence toward
bridging safety gaps between Al and established engineering approaches.
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We recommend leveraging sensor redundancy (different sensors of same/similar
type) and fail-operational perception systems (degraded perception capabilities on failure
of main components), along with thorough system validation against edge-case failure
modes [19].

6.3. Regulatory Compliance: EU Al Act Considerations

Under Regulation (EU) 2024/1689 (EU AI Act), the high-risk classification of Al sys-
tems is established by Article 6, which designates as high-risk those Al systems that serve
as safety components of products covered by Union harmonisation legislation listed in
Annex I or that fall within the categories listed in Annex III [45]. Autonomous agricultural
tractors operating in proximity to field workers qualify as high-risk under Annex III, Point
2, and the tractor constitutes machinery covered by Regulation (EU) 2023/1230, also under
Article 6(1) read with Annex I.

Systems classified as high-risk must satisfy the following requirements: (a) data gov-
ernance (Article 10), (b) transparency (Article 13), (c) human oversight (Article 14), and
(d) robustness and cybersecurity (Article 15).

Kelly et al. [53] propose a new method for ensuring compliance with the EU AI Act
for safety-critical products. It translates high-risk regulatory requirements into several
measurable product quality attributes, then transforms them into technical requirements
by contract-based design. Their methodology has already been successfully implemented
in the automotive and industrial automation industries, and it may also be applied to au-
tonomous agriculture [53].

Based on the EU AI Act, requirements include the following;:

**Data governance [10]: ** Training and validation datasets are required to be repre-
sentative, without any inherent bias, and to be documented properly. As agriculture op-
erates across varied terrains, crop types, and weather conditions (including illumination),
relevant and documented training datasets are essential [53].

**Transparency (Article 13): ** Al systems must offer explanations of their actions
and decisions. One example is hybrid neuro-fuzzy architectures, which have built-in in-
terpretabilities. Alternatively, with end-to-end deep-reinforcement learning (DRL) archi-
tectures, explainability methods, such as attention mechanisms and saliency maps, may
be applied ex post [14,34].

*Human oversight (Article 14): ** The human operator should be able to intervene
to override an Al decision when it is needed. With telematics interfaces, the system allows
for the human to be monitoring and controlling the vehicle operations remotely in real
time [6,9].

**Robustness and cybersecurity (Article 15): ** These systems need to be resistant to
adversarial attacks to achieve safety in case of faults. Similar to concepts such as Byzan-
tine-resilient consensus algorithms and robust control, a framework is required for secure
and safe telematics applications [24,27]. From a data governance and transparency per-
spective, Butt et al. proposed a pipeline-native governance framework —termed Govern-
ance as Evidence for Al Pipelines (GEAP)—that converts the EU Al Act regulatory clauses
directly into machine-enforceable rules with clause-to-artifact traceability and tamper-ev-
ident conformity bundles across the full data, training, validation, and operations lifecy-
cle, thereby providing a practical and auditable pathway to satisfying Articles 10 and 13
in high-risk AI deployments [54]. With regard to human oversight and robustness under
Articles 14 and 15, Kim et al. [55] introduced EGIS, a hardware-isolated dual-brain con-
troller architecture for physical Al systems—including autonomous vehicles and robots—
that enforces safe halt, override, and recovery behaviours in the event of adversarial at-
tacks or system failures, demonstrating through case study analysis that architectural sep-
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aration between the operational Al and a guardian module constitutes a viable engineer-
ing solution to EU AI Act compliance for autonomous machinery [55]. Finally, Kelly et al.
[53] argued that the current risk assessment methods applied to safety-critical Al in ma-
chinery are insufficient for EU AI Act conformity assessment under Annex III and pro-
posed systematic, safety case-oriented approaches that enable third-party qualification—
a finding directly applicable to autonomous agricultural tractors and field robots, which
are classified as high-risk Al systems under Article 6(1) in conjunction with Annex I of
Regulation (EU) 2024/1689, by virtue of their function as safety components within ma-
chinery covered by Regulation (EU) 2023/1230 [53].

6.4. Practical Recommendations for Deployment Readiness

The reviewed literature offers a fertile ground for actionable research directions, de-
sign principles, and policy interventions. We thus present the following recommendations
for researchers, system designers, and policymakers.

6.4.1. For Researchers

Focus on Field-Scale Validation: Moving beyond simulations and laboratory studies
is crucial. Efforts should be made to validate research findings in operational farm fields
using real, full-size tractors across a spectrum of crops, varying terrains, and weather con-
ditions [2,14,21,40].

Develop Operational Exposure Databases: Close collaboration between researchers
and industry players is vital to build comprehensive databases containing details about
actual incidents, near-misses, and relevant exposure data. Such databases are founda-
tional for building accurate probabilistic risk models [17,48].

Building upon promising rumour-based and EEV algorithms, future research should
focus on developing these approaches into formally verified protocols with provable se-
curity guarantees against Byzantine adversaries. Subsequent validation with physical
tractor fleets is essential to demonstrate their practical efficacy under real-world agricul-
tural operating conditions [24].

Future research efforts will investigate the interactions and dependencies between
secure telematics communication and the coupled behaviour of a swarms of tractors, with
specific emphasis on failures of communication security and the way that this propagates
to swarm coordination. The work will further explore low-latency, end-to-end integrity
in messages that is important for the integrity and trustworthiness required to reach con-
sensus. Communication security mechanisms including communication integrity are to
be formally evaluated within swarms based on deployments of a group of farming trac-
tors working collaboratively [6,9].

6.4.2. For System Designers

Employ a Layered Assurance Strategy: Reliance on a single standard, such as ISO
18497, is insufficient. A robust safety framework should incorporate formal verification of
system behaviour, runtime monitoring for deviations, and compliance with relevant
standards as complementary layers of assurance [18,46].

Carry out OSCORE for Agricultural Telematics: For the stringent resource con-
straints prevalent in agricultural IoT, deploy OSCORE or group OSCORE, along with the
OSCORE-NG protocol, for robust replay protection [6,9,27].

Adopt Hybrid Al Architectures: When dealing with the complexities of agricultural
environments, hybrid architectures such as neuro-fuzzy systems or methods that combine
algorithms like the rapidly exploring random tree (RRT) with deep-reinforcement learn-
ing (DRL) are preferable over purely end-to-end learning approaches. These hybrid meth-
ods offer better interpretability and robustness [34,36,40].
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Design for Fail-Operational Modes: Design safety-critical functions to operate relia-
bly in degraded modes. Incorporate hardware interlocks to ensure that the system fails
safely in the event of critical component failure [19].

Anticipate Scalable Key Management: Explore and evaluate key management solu-
tions such as EDHOC, PUF-based approaches, or lightweight Public Key Infrastructure
(PKI) methods that are capable of efficiently handling the dynamic enrolment of a large
fleet of autonomous tractors [28,29].

6.4.3. For Policymakers and Standards Bodies

Harmonise Agricultural and Automotive Standards: Clarity is needed about the ap-
plicability and adaptation of automotive standards such as SAE J3211 and the ISO 26262
functional safety concept to the domain of agricultural autonomy. Development of sector-
specific guidelines or annexes to these standards is recommended [17,45].

Mandate Exposure Data Reporting: Policy should require agricultural machine man-
ufacturers to report all operational incidents and near-misses into public, accessible data-
bases. These data are essential for performing rigorous, evidence-based risk assessments
[17,48].

Develop Comparative Test Protocols: Standardisation of test protocols for autono-
mous agricultural machines is needed to cover performance metrics, stability characteris-
tics, and various safety-critical scenarios. Such protocols will be vital for developing cer-
tification frameworks [48].

Support EU Al Act Compliance Tools: Policymakers should allocate funding for the
development of specific tools and resources, including methodological frameworks, an-
notated datasets, and explainability mechanisms, tailored to the unique challenges and
applications of Al in agriculture. This support will help compliance with the EU Al Act
[53].

7. Conclusions

This systematic review addressed the three research tasks defined in Section 1. Re-
garding task 1, 369 peer-reviewed studies were reviewed, and the theoretical background
for swarm robotics (distributed consensus, formation control), secure telematics
(OSCORE, group OSCORE), and Al-driven navigation (neuro-fuzzy logic, deep reinforce-
ment learning, sampling-based planners) is fairly mature. Regarding task 2, fragmenta-
tion across safety, decision-making, and layer coordination motivated proposing a mod-
ular five-layer integrated framework (Perception — Communication — Decision-Making
— Security — Actuation) as a conceptual evidence-based architecture for system design.
Regarding task 3, there is a lack of full-scale real-world tractor validation, an absence of
Byzantine-robust consensus under real-world conditions, and a lack of unified safety
standards for autonomous agricultural machinery.

To synthesise and critically assess the progress in secure and intelligent autonomy
for agricultural tractors between January 2020 and May 2026, this systematic review criti-
cally synthesises the available peer-reviewed literature, with particular focus on swarm
robotics, secure telematics, and Al-driven navigation.

We find in the literature a relatively mature theoretical foundation concerning swarm
robotics concepts (e.g., distributed consensus, formation control algorithms). Further-
more, there is evidence for the applicability of lightweight and secure transport protocols
(OSCORE and group OSCORE) that guarantee a sufficient level of security with less over-
head on resource-constrained devices compared with DTLS. Approaches to navigation
based on Al (e.g., hybrid neuro-fuzzy logic, deep reinforcement learning, sampling-based
path planning algorithms) also show good results, even in unstructured agricultural en-
vironments. Nevertheless, there is evidence for architectural fragmentation in systems
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that, by nature, would require tight cooperation among safety, decision-making, and co-
ordination layers. Moreover, to the best of our knowledge, empirical evidence on test beds
made up of real-size tractors is scarce or else mostly based on simulation, especially con-
cerning Byzantine consensus and robust key management solutions for dynamic fleets.
Also, little empirical evidence on the application of safety assurance frameworks in real
operational conditions exists. In view of the shortcomings identified, we propose a mod-
ular five-layer framework (Perception — Communication — Decision-Making — Security
— Actuation) to give designers of secure and intelligent autonomy a structure based on
the existing literature and to address requirements for interoperability and safety. Engi-
neering guidelines gathered from the aforementioned ISO standard, methods that could
contribute to compliance of the systems under discussion with the EU Al Act, and recom-
mendations found in the academic community are presented, with a strong emphasis on
the need for layered assurance, the use of databases covering the entire life cycle of a
safety-relevant system, standardised test protocols, and the use of hybrid Al solutions (at
least partly), for reasons of interpretability. Until all requirements concerning empirical
robustness in real-world tractor tests and concerning the application of common security
standards are fulfilled, and until there is regulatory clarification around these aspects, the
safe, interoperable, and deployment- ready autonomous agricultural systems that we
dream of will not exist.

The main limitations of our systemic review were as follows. (1) We performed our
search in four databases (SciSpace, Google Scholar, ArXiv, and IEEE Xplore). Relevant
studies in databases other than the consulted databases might be missed. We tried to find
some other databases but ended up searching these four, since others are more specific to
material science research, such as Nano. Searching Springer university databases was un-
successful due to login problems. (2) We considered the 2020-2026 time period. Prior
works, e.g., 2011 to 2019, were excluded, as they cannot show how COVID affected cyber
security-related events. Furthermore, we need recent developments for an applicable sys-
tem for cyber secure and attack-resilient system for drone infrastructure. (3) We followed
quality assessment using a slightly modified CASP assessment tool. Though scoring for
methodology quality assessment was straightforward, mapping into themes from 30 pa-
pers was mostly related to our best judgment. (4) The proposed architectural framework
of a five-layer pyramid has not been tested and is more of a proposal or suggestion. Hard-
ware-in-the-loop and ground testing may still be required to validate the functionality of
the layers mentioned above. Finally, future research has to investigate real-world agricul-
tural tractor tests, explore Byzantine-robust cooperation strategies among vehicles, de-
velop fully scalable secure telematics communication systems among vehicles, and eval-
uate the transfer from simulation environments to real-world deployments systemati-
cally. Otherwise, there will be no autonomous farming with secure and intelligent tractor
swarms.
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