
Academic Editor: Isidoros Perikos

Received: 24 April 2026

Revised: 19 June 2026

Accepted: 22 June 2026

Published: 1 July 2026

Copyright: © 2026 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license.

AI

Review

Peer-to-Peer Federated Learning: A Comprehensive Survey
Ashley Allen 1,*, Alexios Mylonas 1 , Stilianos Vidalis 1 and Nikolaos Pitropakis 2,*

1 Cybersecurity and Computing Systems Research Group, Department of Computer Science, University of
Hertfordshire, Hatfield AL10 9AB, UK; a.mylonas@herts.ac.uk (A.M.); s.vidalis@herts.ac.uk (S.V.)

2 Computing and Mathematics, School of Science and Technology, The American College of Greece, 6 Gravias
Street, Aghia Paraskevi, 153 42 Athens, Greece

* Correspondence: a.allen3@herts.ac.uk (A.A.); npitropakis@acg.edu (N.P.)

Abstract

The last five years have seen considerable growth in the topic of peer-to-peer (P2P) fed-
erated learning (FL). This framework removes the central coordinating server used in
conventional federated learning and instead requires participating nodes to manage model
training, peer selection, communication, aggregation, and trust directly. This provides a
promising route for privacy-preserving and decentralised machine learning, but it also
introduces unresolved challenges in topology selection, participant incentivisation, commu-
nication efficiency, security, and evaluation. Existing studies frequently evaluate proposed
methods under narrow assumptions, such as static network membership, homogeneous
devices, fixed bandwidth, limited topology choices, and public benchmark datasets. Ex-
isting surveys also tend to present taxonomies of decentralised federated learning rather
than synthesising how topology, incentives, and communication algorithms jointly affect
deployability. This paper reviews recent work on peer-to-peer federated learning across
three connected dimensions: network topology, incentive mechanisms, and communication
algorithms. We compare the topologies, datasets, experimental assumptions, incentive
designs, communication strategies, and open issues reported in the literature. The review
shows that highly connected topologies tend to improve convergence but increase commu-
nication overhead and vulnerability to bottlenecks; sparse and dynamic topologies improve
efficiency but create challenges for convergence, reliability, and node drop-out. Incentive
mechanisms increasingly combine reward, reputation, validation, and punishment but
remain weakly validated under realistic churn, heterogeneous resources, and adversarial
behaviour. Communication algorithms reduce bandwidth through gossip, sparsification,
prediction, routing, and multi-step aggregation but often trade communication savings
against accuracy, robustness, and generalisability. Across all three areas, the field lacks stan-
dardised benchmarks, reproducible experimental settings, and realistic evaluation under
unstable peer-to-peer conditions. We conclude by identifying cross-cutting research gaps
and recommending future work on dynamic topologies, heterogeneous devices, real-world
datasets, incentive robustness, and comparable benchmarking.

Keywords: survey; federated learning; peer-to-peer; topology; incentive mechanisms; algorithms

1. Introduction
In the past ten years, artificial intelligence (AI) and machine learning (ML) sys-

tems have become increasingly prominent in everyday life. Conversational agents are
now widely studied in customer-service settings, where they are used to answer routine
queries and reduce the need for human intervention in simple interactions [1]. Automated
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plagiarism-detection systems have also become common in education, supported by a
substantial body of work on computational methods for identifying textual similarity, para-
phrase, translation-based plagiarism, and other forms of academic reuse [2]. More recently,
general-purpose large language models (LLMs), including GPT-4 and Gemini, have demon-
strated strong performance across a wide range of natural language, code-generation,
reasoning, and multimodal tasks [3,4]. However, the development and deployment of
such large-scale models remains resource intensive, as shown in [5–8]. These requirements
make comparable model development impractical for many organisations and motivate
alternative training paradigms in which data and computation remain distributed.

A more scalable solution to the problem of model training comes in the form of
federated learning (FL), as described by McMahan [9]. In this framework, the model is
trained using data that exists on a remote node such as a mobile phone or tablet, with
only the gradients sent to a central management server that then combines the totality of
gradients into a new model. The new model is then downloaded by the edge client, and
the process begins again. This model of gradient transfer has many benefits. The presence
of many thousands or millions of edge clients means that there is no need for the central
collection of training data. Instead, the data remains on those devices. This has the added
benefit of data privacy, meaning that models can be trained against sensitive data without
requiring central collation. McMahan also identified several potential shortcomings, such
as limited communication with edge devices, the fact that the local training data may not be
representative of the total dataset, and that some devices may be over- or under-represented
depending on their use cases. An earlier paper from 2016 [10] anticipates many of the issues
in McMahan, discussing strategies for ensuring that training rounds are completed where
edge devices may enter or leave the network at random. The theory behind federated
learning has been employed in several areas, with robust performance seen in language
scenarios. FL has been applied in practical language-input settings. For example, work on
Google keyboard query suggestions and federated n-gram language modelling shows that
FL can be used to improve user-facing language models while avoiding direct collection of
raw user text [11,12]. This demonstrates that FL is not only a theoretical privacy-preserving
training paradigm but can also be deployed in production-scale settings where user data is
sensitive and centrally collecting raw input would be undesirable.

Unfortunately, this new paradigm also provides new opportunities for adversaries
to exploit. The sending of gradients only means that the training data for each device is
obscured from the central management server. The management server is taking on trust
that the remote client will not alter the supplied model in any way and will return the true
gradients generated during the training round. Papers such as [13,14] discuss scenarios
where malicious clients either deliberately or unknowingly train against a different model
to the one provided or supply incorrect data to the central management server in an attempt
to “poison” the global model. Such poisoning aims to either degrade performance or more
sinisterly flip particular identifiers to produce incorrect responses. The authors in [15] give
details of several poisoning attacks, whilst [16,17] discuss potential defences. It should be
noted that a significant amount of further literature exists in relation to attacks and defences
against centralised federated learning.

The topic of this review paper is decentralised federated learning. Unlike “traditional”
federated learning, no central management server is used to combine gradients. Instead,
each network member is an autonomous entity that manages model training, peer selection,
communication, and model updates. Previous applicable work includes [18] from 2016, [19]
from 2010, and [20] from 2015, but most research has developed in parallel with centralised
federated learning, with the bulk of papers produced from 2017 onwards. Decentralised
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federated learning should therefore be seen as an alternative to the centralised paradigm
rather than an offshoot of it.

The lack of a central management server presents unique challenges with respect to
data security. Each node is in control of the training data, the model, and the weights
that are sent to peers. When all nodes are part of a trusted network, as with [21,22]
or [23], the potential for a malicious actor to introduce faked training data, a back-doored
model, or to transfer faked weights is minimal. However, when nodes are allowed to
join a decentralised network with minimal oversight, the potential for a malicious actor
to perform attacks is substantial. The authors of [24] discuss this problem and suggest a
sophisticated authentication mechanism as a potential solution. However, with no trusted
central management server to perform authentication against, even the most secure system
must require a significant amount of trust between parties to already exist.

Additionally, most attacks identified against centralised federated learning are also
applicable to decentralised federated learning. The work of [25], for example, looks at the
potential for abuse via data poisoning and model swapping. This is where an unwitting
user downloads an already compromised model rather than the correct one. Both attacks
are relevant in the case of distributed federated learning. In fact, model swapping is more
likely where no central management server exists as a single source of truth for clients to
connect to and download the correct model. The model reuse attacks in [26] are also more
likely in a topology where no definitive source exists. Model performance in decentralised
learning is also of concern. In [27], the authors introduce a peer-to-peer algorithm for
non-independently and non-identically distributed (non-IID) data. This recognises that
the data stored on participant devices will in many cases be unique. This may potentially
lead to over- and under-classification of groups within the data depending on the relative
frequency of each type. Such scenarios have been widely explored in traditional machine
learning and are active topics of research in both types of federated learning.

Finally, many privacy concerns exist when discussing decentralised federated learning.
Whilst each node is working on its own local data, it will be receiving weight updates from
peers at regular intervals. A node may connect to the network, receive weight updates,
and then detach from the network. It can then use techniques such as those in [28–30] to
reconstruct the training data. This is a concern in both types of federated learning. With
membership of the network ranging from fixed to ephemeral, ensuring that only legitimate
nodes receive weight updates is important and remains an open question.

The motivation for this review is therefore to determine whether current peer-to-
peer federated learning research provides sufficient evidence for deployment beyond
controlled laboratory settings. In particular, we focus on three aspects that determine
whether decentralised federated learning systems can operate in practice: the topology over
which nodes exchange updates, the incentive mechanisms used to encourage participation
and honest behaviour, and the communication algorithms used to transfer model updates
efficiently. These aspects are strongly connected. A topology may improve convergence but
increase communication cost, an incentive mechanism may reward participation but fail
under collusion or heterogeneous resources, and a communication algorithm may reduce
bandwidth use but weaken accuracy or robustness.

This review is guided by the following research questions (RQs):
RQ1: What network topologies are used in recent peer-to-peer federated learning

studies, and what limitations remain with respect to scalability, convergence, node drop-out,
heterogeneity, and real-world deployment?

RQ2: What incentive mechanisms are proposed for peer-to-peer federated learning,
and how well do they address participation, fairness, attack resistance, cost, and heteroge-
neous node capabilities?
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RQ3: What communication algorithms are used to exchange model updates in peer-
to-peer federated learning, and what trade-offs do they introduce between communication
efficiency, accuracy, robustness, and adaptability?

RQ4: To what extent can existing peer-to-peer federated learning studies be com-
pared, reproduced, and generalised across datasets, topologies, node assumptions, and
evaluation settings?

The contributions of this paper are as follows:

• We collect and review recent papers on decentralised federated learning and discuss
them based on three categories: incentive mechanism, algorithm, and topology. We
compare and analyse state-of-the-art incentive mechanisms, network topologies, and
recent state-of-the-art algorithms used for weight transfer in decentralised networks.

• We expand beyond the presentation of the reviewed works by comparing their relative
strengths, weaknesses, assumptions, datasets, and open issues across three connected
dimensions: network topology, incentive mechanisms, and communication algorithms.
Rather than claiming to be the first survey of decentralised federated learning, this
review contributes a focused cross-category synthesis of how these three dimensions
interact and where current evidence remains insufficient for robust comparison or
deployment. In particular, we highlight recurring gaps around realistic network condi-
tions, heterogeneous devices, non-IID data, dynamic topologies, incentive robustness,
communication efficiency, and the absence of standardised peer-to-peer federated
learning benchmarks.

• Our review highlights the absence from the literature of standardised comparison
metrics and appropriate datasets, which impedes their direct comparison. Without
such metrics, comparison remains largely qualitative.

The rest of the paper is structured as follows. Section 2 provides a brief background
on decentralised federated learning. Section 3 discusses our selection methodology and
presents our literature review. Section 4 contains a discussion on current open issues.
Section 5 presents related work. Section 6 provides a conclusion and discussion around
future research directions.

2. Background
This section discusses the fundamentals of distributed federated learning focusing on

(a) topology, (b) incentive mechanism, and (c) communication methods and strategies.
Standard federated learning occurs predominantly within a star topology, with nodes

communicating directly to the central management server. This is the format used in
the original McMahan 2017 paper [9] and subsequent work such as [31,32], as well as in
works related to algorithm design, such as [33]. However, such topologies are inherently
non-scalable with physical constraints on centralised processing power and network per-
formance, forming an upper bound on the number of client updates that can be accepted.
Works such as [34–36] offer improvements on single-layer client–server topologies by in-
troducing one or more sub-aggregation layers, forming a tree topology rather than a star.
This alleviates some of the scaling issues identified but at the cost of generating new choke
points and targets for attackers.

Decentralised federated learning is theoretically unconstrained in topology type, with
some examples given in Figure 1. Common topologies found in the literature include
mesh; “all-to-all” topologies, as in [37–39]; and ring topologies, where each node speaks
only to its two immediate neighbours, as in [40–43]. Both topologies introduce benefits
and drawbacks. Specifically, a full mesh topology ensures that node weights are shared
amongst all members of the network. It is, however, much less bandwidth-efficient than
even the star topology of centralised federated learning. In graph-theoretic terms, a fully
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connected network over n nodes corresponds to the complete graph Kn, which contains
n(n−1)

2 edges and therefore grows quadratically with the number of nodes [44]. It is also
unclear how communication link failures and node drop-outs are handled. Ring topologies
meanwhile are more network efficient, with each node communicating only with its two
nearest neighbours, regardless of the size of the ring. However, weight propagation from
one side of the ring to the other is extremely slow. Moreover, each node is reliant on the
honesty of its neighbours; thus, if a malicious node is inserted into the ring, detection may
be difficult. A ring lattice graph is a generalised form of both a mesh graph and a ring
graph, where the number of edges (k) connected to each node (n) is determined by the
following bounds:

n − 1 ≥k ≥ 2

When k = n − 1, then the graph is a fully connected mesh, whilst when k = 2, the
graph is a simple ring.

Figure 1. Common topology classes: ring, full mesh, small-world, scale-free, DAG, and star.

Non-standard topologies have also appeared in the literature. The authors in [45]
discuss a “one-hop” topology. This is conceptually different to the topologies of the
previous paragraph, with inter-node communication concerned only with those nodes that
can be reached directly, separate from the actual underlying network topology. Depending
on the number of nodes as well as the number of hops between them, this methodology
can be significantly more efficient than the “all-to-all” topology. However, there is also the
potential for weight updates to propagate much more slowly. Similar work on arbitrary
graphs appears in [46,47], with [46] considering machine learning on an arbitrary graph
as a subset of social learning on a graph. This introduces a wide range of literature from
outside of computer science and suggests potential avenues for future cross-over research.
Meanwhile in [47], the authors offer mathematical proof of convergence under specific
circumstances and discuss the rate of convergence with respect to the importance of nodes
in the network and the quality of their training data. Work on scale-free networks is also
discussed. These networks are defined via a power law:

P(k) ∝ k−τ

where the number of nodes in the network having k edges is proportional to k to the nega-
tive power of some constant τ. Scale-free networks are so named because the distribution
of nodes with k edges is in the same proportion regardless of the number of nodes.
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One of the key benefits of traditional machine learning is that the training data avail-
able to the model is always present. This contrasts with federated learning, both centralised
and distributed, where nodes may leave or join during the training process. In these envi-
ronments, training data remains under the control of the nodes in the cluster. They are free
to leave and rejoin at will as well as refuse to send their weights after a successful training
run. This can have serious consequences for the quality of the model and its subsequent
performance against real-life data, as discussed in [9].

For this reason, federated training systems offer incentives to participants to ensure
that they complete a training round and return their data. The authors of [48] discuss
several mechanisms for incentivising participants. A key metric is the Shapley value [49]
for determining fair allocation of incentives based on contribution to the task. Readers
interested in the Shapley value can refer to [50]. The calculation of the Shapley value
is extremely computationally intensive, and determining contribution relies heavily on
knowing the number of participants within a training round. In a decentralised scenario,
this may be difficult to ascertain. In addition, no central node exists upon which to perform
the necessary calculations. This means that Shapley-based incentives are unlikely to work
well in decentralised systems. A similar import from game theory is the Stackelberg game,
discussed in [48,51,52]. Examples of use in a distributed scenario can be found in [53,54].

Blockchain-based incentives are popular in the current literature, as they are also
decentralised and allow for rewards to be allocated without the need for a central controlling
body. The most common types of incentives are “proof of work” [55–57] and “proof
of stake” [58–60]. Proof of work rewards speed, whilst proof of stake rewards nodes
who guarantee resources to the wider network. Other incentive mechanisms have been
envisaged in the recent literature, such as the “proof of accuracy” scheme in [61]. Here,
nodes are elected and win the right to update the global model based on their local accuracy.
Proof of accuracy is also seen in [62]. Meanwhile, Qi et al. [63] uses reputation scores to
prioritise the adoption of weights from honest models. Parameter quality, bid price analysis,
and reputation score are all used to give a multi-dimensional representation of each node.
This allows the network to award high-quality participants with larger rewards.

A key challenge from the very start with federated learning has been to ensure that
the weights generated by nodes at the periphery are communicated to the central server as
efficiently as possible. Delays to training rounds may already be present because of node
drop-out, so ensuring that the results of a successful training round are incorporated in the
central model as quickly as possible is important. One of the most significant early papers
on the topic is [10]. Here, the authors discuss strategies for improving communication
efficiency. These include (1) performing several training rounds locally before sending
weights, (2) sending only the differences between the original model and the trained one,
(3) reducing the precision of weights that are sent to the central server, and (4) sparsification
of updates, where only a certain percentage of weights is transferred based on a particular
requirement, the rest being zeroed. The paper also discussed strategies for client selection
that maximise the chances of a successful training round, such as battery life and the
strength of the network connection between node and central server. The authors of [64]
pursue a similar line of enquiry. They discuss hyperparameter tuning to provide bias
towards either nodes with significant model updates or those with low-latency connections
to the central server. In this way, either model convergence or speed of training can be
prioritised. The literature suggests that the strategies discussed in [10] are the most actively
researched. Works such as [65–68] all discuss similar strategies.

When discussing distributed federated learning, new challenges arise. When the
central management server is removed, communication becomes much more difficult to
manage. Nodes in a traditional federated network have little or no knowledge of each other,
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but in a decentralised network, they must maintain their own communication strategies.
One of the most popular algorithms is the gossip algorithm, as initially discussed in the
context of decentralized federated learning in [69]. Gossip algorithms typically require a
node to choose a peer node at random for communication. Weights are then transferred
between them (either bidirectionally or unidirectionally). A new training round is then
begun; at the end, another node is chosen at random, and communication occurs again.
An individual node does not need knowledge of the entire network, just knowledge
of at least one peer node. Performance of the algorithm is highly dependent on the
connectivity of the graph of nodes. Highly connected graphs overall will converge faster
and more reliably than sparsely connected graphs. The mathematical foundation behind
this is shown in [70,71], with later discussion in [72–74]. Current decentralised federated
learning literature leans heavily on gossip algorithms for communication because they are
forgiving of client drop-out and disconnection, whether permanent or temporary. If a peer
node is no longer available when a training round is complete, a new one can be chosen
quickly at random. Works such as [75–77] apply this knowledge as part of their algorithm
design and test against real-world problems. In contrast to gossip-based approaches,
graph-based approaches rely on each node sharing its model updates with each node
connected to it. Simple examples include ring graphs and fully connected graphs, where
each node is directly connected to every other node. Papers such as [47,78,79] discuss
training over arbitrary graphs as well as strategies for combatting node drop-out and
bandwidth-constrained communication. Graph-based strategies benefit from nodes having
a wider level of knowledge around their network, meaning that they can choose where
to send model updates and, thus, avoid duplication. However, excessive redundancy of
communication paths and increased complexity can mean that resource usage is much
higher when compared to gossip communications.

3. Topology, Incentives, and Communication Algorithms in P2P
Federated Learning

This section presents a comparison of topology selection, incentive mechanisms, and
communication algorithms with respect to distributed federated learning. We condense
each paper to the key contributions. Where appropriate, we extract results and discuss
them along with the datasets used. We also identify the key open issues identified in
each paper.

For consistency across the review tables, topology categories refer to the graph struc-
tures evaluated in each study, incentive categories refer to mechanisms used to encourage
participation or discourage low-quality behaviour, and communication categories refer
to the update-exchange strategy used to transfer or reduce model information. These
categories are not mutually exclusive. Where a paper evaluates more than one topology,
incentive mechanism, or communication strategy, it may appear in multiple columns. The
X marks in the open-issue tables identify limitations explicitly reported by the cited papers
or limitations that follow directly from their experimental assumptions, such as fixed node
membership, homogeneous devices, or single-topology evaluation.

3.1. Collection Methodology

Federated learning is a popular research topic at present, with much literature available
across the three categories given in Section 2. We have given preference to papers published
within the last five years but have included older works where materially relevant. An
initial pool of papers was identified based on the following criteria:
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• Key search terms such as “distributed federated learning,” and “peer to peer federated
learning” were used across relevant search engines, such as Google Scholar, IEEE
Xplore, and ACM Digital Library.

• Browsing the latest releases from top-rated security journals such as IEEE Transactions
on Network Science and Engineering, IEEE Transactions on Signal Processing, Com-
puters & Security, and IEEE Transactions on Neural Networks and Learning Systems
as well as conferences such as NeurIPS and USENIX.

The initial collection of papers was expanded with the following:

• Additional associated papers from the references of those found were also included
where appropriate.

• We browsed the journals and conference proceedings where these papers were pub-
lished if not already collected.

The reviewed corpus contains both recent peer-to-peer federated learning studies and
older foundational works that remain necessary for interpreting topology, gossip commu-
nication, graph connectivity, and incentive design. To avoid conflating these two roles,
Figure 2 separates the full bibliography from the primary reviewed papers. This distinction
is important because the review gives preference to recent publications while still retaining
older work where it provides essential mathematical, architectural, or historical context.

Figure 2. Publication year distribution of references and primary reviewed papers.

The papers included in the main analysis are distributed across the three organising
dimensions of this review. Figure 3 summarises this distribution and shows that topology
forms the largest category, followed by communication algorithms and incentive mechanisms.

Figure 3. Reviewed papers by survey dimension.
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We first examine topology because it determines the communication paths over which
model updates move. We then consider incentive mechanisms, which influence whether
nodes are willing to participate and behave honestly. Finally, we review communication
algorithms, which determine how model updates are exchanged once the topology and
participation model are established.

3.2. Topology

Current work focuses on the creation of more efficient or faster performing commu-
nication methods, as shall be seen in Section 3.4. These methods are independent of the
underlying topology of the nodes forming the decentralised network. This section discusses
the impact that topology can have on model convergence and whether the model in fact
converges at all.

Traditional federated learning works via a star topology, with remote nodes perform-
ing training on their local dataset, then transferring the model weights to a central server
for consolidation and distribution, as in [9,80,81]. More advanced models may use multiple
layers of consolidation nodes, but the resulting structure remains hierarchical, with weights
flowing upward and model updates flowing downward. Jiang et al. analyse decentralised
deployments across line, ring, star, and mesh topologies and explicitly connect topology
choice to convergence and generalisation under IID and non-IID data [82]. In contrast,
decentralised federated learning is fundamentally anti-hierarchical and imposes no logical
topology upon the nodes in the network. As shown in Table 1, several distinct topologies
are encountered in the current literature, namely (a) mesh, (b) ring, (c) directed acyclic
graph, (d) ring lattice, (e) scale-free, and (f) other specialized forms. Recent work is in-
creasingly concerned not simply with choosing one of these structures but with adapting it
or understanding the risks it creates. Feng et al. [83] demonstrate that network topology
may itself leak information, as aspects of the underlying overlay graph can potentially
be inferred from model-update behaviour and convergence patterns. Table 2 depicts the
datasets used in the literature, while Table 3 summarises the open issues identified in
topology-related papers.

Table 1. Topologies used in the reviewed papers.

Author Ring Scale-
Free Mesh Random Ring

Lattice
Square
Lattice Torus DAG Fixed

Degree Star Line Time-
Variant

Small
World Other/Note

[84] X X
[75] X
[73] X X Prism

[72] X X
Les

Miserables
network

[85] X X X
[86] X X X

[87] Topology-
free

[88] X
[89] Multi-hop
[90] X X
[47] X X X
[91] X X X
[74] X X
[79] X
[40] X
[92] X X
[93] X X X
[94] X X X X
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Table 1. Cont.

Author Ring Scale-
Free Mesh Random Ring

Lattice
Square
Lattice Torus DAG Fixed

Degree Star Line Time-
Variant

Small
World Other/Note

[82] X X X X

[83] X X X 27 real-world
topologies

[95] X X X X Binary tree
[96] X X
[97] X
[98] X X X X

Note: Categories indicate topology classes evaluated within each paper. Ring lattice denotes regular nearest-
neighbour graphs; scale-free denotes approximately power-law degree distributions; random denotes probabilisti-
cally generated graphs; small-world denotes clustered networks with long-range links. Papers may appear in
multiple categories.

Table 2. Datasets used.

Author CIFAR-10 CIFAR-100 F-MNIST FEMNIST MNIST EMNIST Pendigits HAR Full-HAR Synthetic Other/Note
[84] X X X
[75] X X X

[73] Random geometric
graph/autonomous data

[72] X
[85] X X X X Two synthetic datasets
[86] X X X
[87] X Simplified MNIST
[88] X X
[89] X IIoT scenario dataset
[90] X X X
[47] X X X MNIST digits
[91] X X X
[74] X
[79] X X
[40] X
[92] X
[93] X X So2Sat LCZ42
[94] X

[82] X Breast cancer dataset,
TREC_6, cc sub

[83] X X X SVHN, ImageNet10,
Malware

[95] X SST-5

[96] X
Camelyon17-WILDS,

ISIC19, Foetal Abdominal
Structures, ChestXray

[97]

Cora, CiteSeer, PubMed,
Amazon Photo, Amazon
Computer, Coauthor CS,

Coauthor Physics,
ogbn-arxiv

[98] X X Parkinson’s disease

Table 3. Open issues identified in topology-related papers.

Author Scalability Communication
Efficiency

Handling Het-
erogeneous

Devices

Real-World
Performance

Handling
Node

Drop-out

Fault
Tolerance

Handling
Non-IID Data Other/Note

[84] X X X
[75] X X X
[73] X X X X
[72] X X X

[85] X X X X Impact of
network latency

[86] X X X X
Concerns over
single points

of failure
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Table 3. Cont.

Author Scalability Communication
Efficiency

Handling Het-
erogeneous

Devices

Real-World
Performance

Handling
Node

Drop-out

Fault
Tolerance

Handling
Non-IID Data Other/Note

[87] X X X X

Waveform
complexity
impacting

performance
[88] X X X
[89] X X X
[90] X X X
[47] X X X
[91] X X
[74] X X
[79] X
[40] X X X X
[92] X X X X

[93] X Impact of
network latency

[94] X X
[82] X X X
[83] X
[95] X X X X X
[96] X X X X X
[97] X X X
[98] X X X

A recurring pattern across the topology literature is that connectivity improves con-
vergence but creates communication and resilience trade-offs. Highly connected graphs
can disseminate updates quickly and reduce disagreement between nodes, but they in-
crease the number of communication paths that must be maintained. Sparse graphs reduce
communication cost, but they can slow model propagation and make the network more
sensitive to node drop-out, bottlenecks, or malicious neighbours. Figure 4 summarises this
relationship schematically.

Figure 4. Conceptual relationship between graph connectivity, communication overhead, and
convergence time.
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The figure illustrates the qualitative trade-off observed across topology-related studies:
increasing graph connectivity tends to reduce relative time to convergence but increases
communication overhead. The plotted values are illustrative and are intended to summarise
the direction of the trade-off rather than report directly comparable empirical measurements
from a single experiment.

This trade-off explains why no single topology dominates across the reviewed litera-
ture. Fully connected and highly connected networks tend to support faster convergence,
but they scale poorly in communication terms. Ring, sparse, random, and gossip-based
structures reduce communication burden but may require more rounds to propagate up-
dates and can be more vulnerable to local disruption. Adaptive and fixed-degree designs
therefore represent an important middle ground because they allow for connectivity to
be tuned.

3.2.1. Mesh

The topology in [75] consists of distinct silos that perform parameter transfer. Once
parameters have been averaged across all members in the silo, they are further averaged
with aggregated parameters from other silos. In this way, the model can make use of more
plentiful bandwidth between local nodes, whilst also being able to aggregate across silos
where needed. Aggregation is performed via a pair-wise gossip algorithm. More detailed
information on gossip algorithms will be given in the Communication Algorithms section.
In most gossip algorithms a peer is chosen at random, and weights exchanged between
these two nodes. Across a non-specific number of rounds each node will eventually receive
the parameters from each other node, at which point the local model is updated on all
nodes. The authors assume that the gossip process occurs on a full mesh network (i.e., a
ring lattice graph where k = n − 1). The number of communication rounds required to
correctly average all weights on such a graph scale is calculated according to O(log(n)),
where n is the number of nodes. Where the topology is less connected, the number of
communication rounds required can greatly exceed this bound. Further work is required to
determine exactly what the lower bound is on an arbitrary graph. The authors also perform
experiments where a percentage of clients drop out of the network. It is unclear from the
paper whether communication links are rerouted to maintain a fully connected network,
or if gaps are allowed to remain, but in-silo convergence takes longer, and the resulting
model is less accurate. This would suggest that as in [84], the degree of connectivity is a
key indicator of how a model will perform.

In [88], the authors model a fully connected (i.e., mesh) network over which they
deploy an enhanced gossip protocol (Performance Enhanced Neighbour Selection) that
allows for the identification of similar neighbours. The results in this paper are consistent
with other mesh configurations, with performance across a network of fixed size improving
in proportion to the size of the training set. Accuracy also improves, though more slowly,
in proportion to the number of nodes in the network.

The authors in [91] discuss, amongst other topologies, a “fixed degree” network struc-
ture. It should be seen that the fully connected mesh topology represents a subset of the
fixed degree network configuration, specifically where in a network with n nodes, each
node is connected to every other node. Topologically there is also similarity with the
Erdős–Rényi random graphs discussed below. The results suggest, as with other work,
that the defining metric determining speed of convergence and algorithm performance
is the degree of connectivity. As the degree of connectivity increases, convergence time
is reduced, and algorithm performance improves. The downside is that communication
overhead increases in proportion with the degree of connection. The most recent work
keeps this trade-off central. Selo et al. [95] specifically tests the impact of network topolo-
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gies on decentralised federated learning and again indicate that increased connectivity
improves model convergence but also increases communication burden and potential
fragility when highly connected nodes become overloaded or unavailable. Konstantin and
Mukhopadhyay [96] also argue against simply reaching for the most connected or most
obvious topology, proposing a peer-to-peer framework in which clients select updates that
are locally useful and trustworthy rather than relying on a fixed star-like arrangement.

In [74], the concept of “Age of Information” (AoI) is introduced. This is defined as a
metric that indicates how far behind current each node is with respect to model updates.
This metric is then used as a proxy for determining how scalable networks are. Evidence
shows that in the fully connected topology, AoI scales in proportion to O(log n) . This
indicates that nodes should remain close to the current model status even as the network
massively increases in size.

An important current work is [93], which takes a discussion of topology as its central
theme. The authors discuss fully connected meshes, Barabási–Albert scale-free architecture,
and fixed degree networks (each node is connected to exactly k neighbours). Further
discussion of these latter types can be found in Sections 3.2.4–3.2.6. The paper tests various
ML models across these architectures, using three distinct datasets. The results show that
the fully connected mesh performs best for convergence speed, but the communications
overhead is significant and scales rapidly with increasing numbers of nodes. Scale-free
architecture, by contrast, presents communications efficiency, at a cost of resilience should
one of the “power nodes” drop-out. A more balanced approach is given by the fixed
degree networks. Here, the parameter, k, can be tuned to create a denser or more sparsely
connected network, resulting in either enhanced performance or enhanced bandwidth
use. Similar results can be seen in [94], where fully connected meshes and fixed degree
networks with various values of k exhibit the same behaviour. This would suggest a more
general pattern.

3.2.2. Ring Topology

In [85], three separate topologies are tested. These include a basic ring topology, as well
as a torus topology, which expands the ring into three dimensions, allowing for connections
to four direct neighbours rather than two. The authors also investigate a communication
regime in which only subsets of nodes participate in each round, such that the union of
communication patterns over time approximates a fully connected graph. Unlike the time-
varying topologies discussed later in this section, the focus is on intermittent participation
rather than dynamically changing network adjacency. Results from the ring topology test
show slower model convergence as the network size increases. Additionally, comparison
with a similar sized torus network shows improved performance on the latter, likely due to
the increased connectivity between nodes.

Ring networks are also analysed in [91]. As with [85], the results show that the
benefits are that no one node assumes an outsize importance in the network and that
communication efficiency is high. The drawbacks are again slow convergence and reduced
algorithm performance. Additionally, the authors found that maintaining a ring topology
is difficult in a real-world scenario and especially as the network grows, as nodes leave the
ring fractures into one or more chains, meaning that model updates cannot be transmitted
until the ring is recreated.

As with the fully connected topology mentioned in Section 3.2.1, ref. [74] looks at
the “Age of Information” (AoI) inside ring topologies. Evidence shows that this scales in
proportion to O

(√
n
)
. This indicates that the AoI increases much more quickly than in a

fully connected graph. Empirical evidence suggests that an update that is generated in a
node on one side of the ring will take n

2 hops to reach the other side of the ring. Further
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investigation is required to determine if this result generalises where other communications
algorithms are utilised.

A simple ring topology is utilised in [40]. Node updates are sent in a clockwise
direction. This ensures communication between nodes is kept to a minimum, which
is useful in scenarios where bandwidth is limited. As with other papers citing similar
topologies ([99,100]), the drawbacks are considerable. Increased latency is evident as the
network increases, with model updates taking longer to reach every node. Moreover, the
network is vulnerable both to node drop-out and malicious nodes. Because of the minimal
number of connections between nodes, it is difficult to reroute the flow of data should a
node leave or become compromised in some way. Similarly, if nodes are mismatched in
performance characteristics there exists the potential for considerable bottlenecks.

3.2.3. Directed Acyclic Graph

The authors of [47] discuss performance across three separate and distinct topologies,
one of which is the Directed Acyclic Graph (DAG). The authors use the concept of eigenvec-
tor centrality to prioritise model updates sent from nodes with high degrees of connectivity.
A high eigenvector-centrality value indicates both a high degree of connectivity and that
the nodes it is connected to are also important. To generalise, a highly connected DAG
is likely to have more important member nodes and so propagate model updates more
quickly. When compared with results relating to other topologies, this is not unexpected.

Further work on DAG-based topologies can be found in [79]. Here, model updates
flow through in an asynchronous manner up to a point where the model improvements
are such that the model on the genesis nodes (those at the beginning of the graph) can be
updated. As with [47], evidence shows that nodes with a higher degree of connectivity show
faster convergence and contribute more to model improvements. This comes at the cost of
enhanced bandwidth requirements. Experiments show that this requirement can quickly
lead to bottlenecks, especially in networks containing heterogeneous client configurations.

3.2.4. Ring Lattice

The authors of [84] discuss the impact of various topologies on model convergence as
well as performance deviation between nodes. This second factor is unique to decentralised
federated learning. In a centralised network, the result of each training round is deployed to
every node in the network. Thus, performance should be broadly the same across all nodes
and vary only in accordance with the data tested against. In contrast, except in special
circumstances, there will always be discrepancies in performance between the models
deployed on each node in a decentralised network. The algorithm is tested with a 10-node
network and models three ring lattices with a k of 2, 4, and 6, respectively.

When tested using the F-MNIST and CIFAR10 and CIFAR100 datasets, results show
that the greater the degree of connectivity (i.e., the larger k is), the better the model
performs. We also see a reduced variance between the highest and lowest performing
nodes, indicating that increased connectivity improves model stability. The trade-off is of
course the communication bandwidth requirements, with the R3 model (k = 6) transmitting
and receiving three times the amount of data as compared to the R1 (k = 2) model.

Work in [73] focuses on a number of differing network topologies. The authors
introduce the concept of R-Regular Ring Networks. In this paper, the authors look at
the performance of a simple gossip algorithm across each topology, and their ring net-
work results correspond closely to those in [84], with convergence time increasing as a
function of the number of nodes but decreasing as a function of their average degree
of connectivity.
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3.2.5. Scale-Free

Scale-free networks are often cited as being common across disciplines, although
works such as [101] dispute that. This may limit their usefulness in modelling real-world
situations, although other research [102] has suggested that real-world data failing to meet
a strict mathematical description is not an impediment to their use. The authors of [84]
create example scale-free network topologies using the Barabási–Albert method [103] and
compare their algorithm performance on the resultant graphs, as well as the ring lattice
topology discussed in Section 3.2.4. The results suggest that at least for their algorithm,
scale-free networks perform better than ring topologies. It also suggests that scale-free
networks with a high degree of connectivity outperform those with a lower connectivity.
These results are expected, and they suggest again that connectivity is one of the key metrics
relating to algorithm performance. Further analysis suggests that the presence of a few
highly connected nodes leads to a lack of resilience should node drop-out occur. Losing a
widely connected node, especially in a scale-free network with fewer overall connections,
would massively increase the model convergence time. The scale-free network approaches
a semi-hierarchical state, with certain nodes taking on more importance inside the network.

Scale-free networks are discussed in [86], alongside small world and regular random
graphs. Performance is consistent with the results described in [84], showing much quicker
model convergence and improved accuracy over the other two topologies tested. As with
other scale-free graph topologies, there may be a lack of resilience in networks where
significant node drop-out or communication link failure is expected.

3.2.6. Other and Dynamic Topologies

As well as ring networks, the authors of [73] investigate algorithm performance across
several other graph types, specifically small-world networks (as illustrated in Figure 1),
random graphs, and prism networks. Small-world networks exhibit tight clusters of nodes
together with a proportion of long-range connections that serve to improve the speed of
dissemination between clusters.

Experimental results show that such networks demonstrate significant improvements
in convergence time when compared to ring networks. This again implies that increasing
connectivity is a key factor in improving network performance. The addition of long-range
links does, however, duplicate one of the main concerns from the scale-free results, namely
the creation of nodes that contribute an outsized amount to model convergence.

A newer direction is to make the topology adaptive rather than pre-selecting a fixed
graph. Guo et al. [97] introduce DFed-SST, where semantic and structural features are used
to build a topology for decentralised federated graph learning. This is a useful develop-
ment because it recognises that in graph-learning settings, the local data already contains
topology and that simply applying computer-vision-style decentralised optimisation may
discard useful information. Guan et al. [98] move in a related direction by modelling
decentralised federated learning through network propagation dynamics, treating each
node as an independent entity inside the dynamics of the network. This is conceptually
consistent with the wider conclusion of this section: the graph is not merely a transport
layer but an active part of the learning process.

Along with small-world networks, the authors of [73] also investigate performance
on random graphs and prism networks. It should be noted here that the random graph
is not strictly random in accordance with the Erdős–Rényi [104] model. Instead, a fully
connected base graph, such as a ring, is chosen, and then, edges between pairs of nodes
are added with a probability of P, where 0 < P ≤ 1. The prism networks are formed of
stacked rings of equal size, such that node n0

k (node k in ring 0) is connected to n1
k (node

k in ring 1) and so on. The results here show that increasing the value of P results in
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more connected and therefore more performant networks. For prism networks, increasing
the number of nodes and the number of rings both negatively affect performance. Node
drop-out increases convergence times in all cases, but random graphs with high degrees
of connectivity perform better. Performance for prism networks decreases in relation to
the dimensionality (i.e., number of rings) when nodes drop-out. This would suggest that
prism networks are not desirable structures for real-world connectivity.

The authors of [72] test their communication algorithms on networks with widely
varying topologies. The algorithms are discussed in Section 3.4. Testing was performed
on several topologies, including random Erdős–Rényi graphs, square lattice graphs, and
the Les Misérables graph [105]. Further analysis is performed at the subgraph level with
independent edge sets, clique groups (fully connected subgraphs), and what the authors
define as path gossip blocks, where nodes are connected in sequences of length n. As
expected, the results show that the degree of connectivity is key to convergence speed. The
random Erdős–Rényi graphs showed a direct correlation between the probability of an
edge between nodes, p, and the algorithm performance.

A novel topology is introduced in [85]. Here, a subset of nodes form fully connected
networks that, when summed over time, form a fully connected graph. This is particularly
suited for environments where networks are subject to communication link failures or node
drop-out. The results suggest that it provides a good balance of convergence speed and
communication load.

In [86], the authors test both small-world topologies and regular random graphs. The
latter exhibit a uniform degree (i.e., each node is connected to exactly n peers), but the
connections themselves are assigned at random. As expected, the small-world topology
exhibits much better performance than the regular random but is less efficient than the
scale-free example (see Section 3.2.5). Where the regular random node graph is beneficial
is ensuring that the communication load on each node remains broadly similar. More
connected topologies tend towards the creation of “super nodes,” which must perform
much more work than their peers. These create more significant points of failure. As
such, it may be that scale-free topologies especially should be reserved for heterogeneous
networks, where nodes with greater computing performance and bandwidth availability
are able to act as super nodes. In low power, homogeneous networks a more balanced
topology may be preferred.

A novel solution to weight transfer is presented in [87]. Here, a “topology-free”
network uses waveform superposition in wireless signals to allow for the encoding and
transfer of weights through interference patterns. In this scenario, wirelessly equipped IoT
devices transmit their weights and rely on channel interference to combine them in a form
that can then be decoded by other devices. Experimental evidence shows that the method
works on a simplified MNIST identification task, where the aim is simply to identify 0 or 1.
However, more complex scenarios are affected by non-constructive interference and are also
reliant on topology assumptions that suggest this approach may not scale to real-world use.

The authors in [89] look at multi-hop networks. In this configuration, each node is
connected to its nearest neighbours, forming a star topology with the node at the centre.
Expanding this leads to a configuration with a “mesh-like” structure, which is fully locally
connected but lacks the long-range connections found in a small world configuration. The
results with both the MNIST and IIoT Scenario datasets used indicate that an increase
in local connectivity (i.e., increasing the number of neighbouring nodes) improves both
convergence speed and accuracy, although strong performance is seen with as few as n = 2
neighbours. It is apparent that greater connectivity implies improved performance. This
appears to be algorithm-agnostic. The clustered solution uses groups of locally connected
nodes that are then connected hierarchically to each other. Consensus is achieved locally
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and only then are weights distributed between clusters. Indications are that clustered
networks can deal with widely heterogeneous data better than the multi-hop solution, as
local consensus mechanisms are able to stabilise local variations before sharing weights
between networks. They are, however, slower at overall convergence than the multi-hop
solution given the relative sparsity of long-range communication links.

A further example of Erdős–Rényi random graphs appears in [90]. The results are sim-
ilar to those in [73], with the degree of connectivity highly indicative of the likely speed of
convergence and accuracy of results, regardless of the algorithm used. Erdős–Rényi graphs
in [90] are discussed in the context of a “social network” topology. Social network graphs
are often cited as being real-world examples of scale-free networks, though as discussed
in Section 3.2.5, this is disputed. Social networks demonstrate strong local connectivity,
with some nodes also providing long-range communication links. Qualitative results in-
dicate performance like the clustered network, with local consensus easily achieved, but
consensus between clusters being much slower.

In [47] as well as arbitrary directed graphs, the paper also investigates the performance
of star and time-variant star topologies. As might be expected, both show similar conver-
gence properties to traditional federated learning. In fact, the only substantive difference
is that the hub node in this case is not trusted. In particular the time-variant experiments
mimic almost exactly those envisaged in [9], though with an untrusted hub node. The
potential for significant degradation in speed of weight transfer exists should the hub node
drop out, plus it also presents a tempting target for anyone looking to subvert the training
process. Ultimately, this topology is likely to only be of use in minimal real-world cases
given the similarity with traditional federated learning. Star topology is also investigated
in [91], with results and concerns identical to those above.

The work in [92] expands [47] by considering more generic time-variant networks.
These are constrained by two factors: a) a node must communicate with each of its neigh-
bours within a fixed number of training rounds, and b) a path between any two nodes
must exist at some point during the training process to allow model updates from node a
to reach node b. Aside from these requirements, edges connecting nodes are free to alter on
a time-variant basis. The results show improved communication usage when compared to
a fully connected mesh network. The time variant graph is, however, more vulnerable to
node drop-out, which is expected. Scalability is improved when compared to a full mesh
but at the cost of resilience.

In [94], along with fully connected and fixed degree networks, the authors investigate
star and line topologies. The star results mimic almost exactly those seen in [47]; with an
untrusted node acting as coordinator, the network mimics a classic centralised federated
learning configuration but without the benefits that provides. The line topology that is
tested can be seen as conceptually identical to a ring topology that has suffered a node
drop-out. The transfer of model weights is substantially hampered, and there are few
real-world scenarios where this would be an appropriate topology.

The following conclusions arise from the study of the literature:

1. Scalability is often discussed as a concern, more specifically around determining
whether the proposed solutions will work in real-world scenarios (see, e.g., [75,79,84]).

2. Communication efficiency and potential bottlenecks are also discussed, particularly
whether nodes can communicate the required weight updates efficiently and without
overburdening them. For instance, the reader can refer to [85,89,92].

3. Difficulty in handling heterogeneous devices is also raised as a concern. Most ex-
periments are conducted with nodes that are identical in terms of memory, central
processing unit (CPU) performance, bandwidth availability, etc. It is unclear if the
proposed solutions still work when this is not the case, e.g., in [86–88,93].
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4. Our literature review suggests that seven works were only evaluated on one specific
network topology (see as examples [75,87–89]). As such, it is unclear if they can be
generalised and be applied to the other topologies. Amongst the papers reviewed,
only a small sample were tested on more than four topologies, again indicating a
potential gap regarding generalisation.

5. Regarding node drop-out, mobility, and the impact of network latency, most solutions
assume that nodes remain part of the network and remain in the same orientation to
all other nodes during the entire training process. It is unclear whether the proposed
solutions still work if this assumption is relaxed. Such concerns are explicitly raised
in [73,85,92], amongst others. With respect to network latency, most solutions imply
a fixed, always-available supply of network bandwidth. Should these connections
become unstable, it cannot be determined if the proposed solutions still work, as
discussed in [85,93].

6. When handling non-IID datasets, solutions assume a degree of similarity between
the training datasets available to each node. Where this is not the case, it cannot be
determined whether the proposed solutions are still valid. As indicated in the review,
concerns around non-IID datasets are illustrated in [47,90,91].

3.3. Incentive Mechanisms

Many federated learning scenarios rely on third parties to train the model against their
local data and share it either with a central server or directly with each other, depending on
the architecture model chosen. It should be noted that this is not a prerequisite of federated
learning; often, all the endpoints are controlled by the same entity. For example, in a factory
setting, models may run on distributed sensors. These sensors are controlled by one entity,
so there is no incentive requirement, and model updates are shared freely. However, in
other scenarios, the end points are controlled by two or more entities, and so incentive
mechanisms must be devised to ensure that updates are shared freely and contributing
nodes are rewarded for their contribution to refining the global model. An example would
be anonymised health data shared between hospitals and the patient themselves. In Table 4,
we depict the incentive mechanisms that we extracted from reviewed papers, while Table 5
summarises the related datasets and Table 6 the identified open issues.

Table 4. Incentive mechanisms extracted from reviewed papers.

Author Blockchain Smart Contract Token Based Reverse Auction Non-Tangible Resource-Based Multiple
[106] X
[107] X
[108] X X
[109] X
[110] X
[111] X
[54] X

[112] X
[113] X X
[114] X X
[115] X X
[116] X
[117] X

Note: Categories indicate incentive mechanisms evaluated or materially used within each paper. Non-tangible
incentives include reputation and trust-based approaches. Resource-based incentives reward contributed compu-
tation, storage, bandwidth, or data quality. Papers may appear in multiple categories.
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Table 5. Datasets used in testing incentive mechanism-related papers.

Author CIFAR-10 MNIST F-MNIST EMNIST FEMNIST Other
[106] X X
[107] X
[108] X
[109] X X X X
[110] X X
[111] X X X
[54] X
[112] X
[113] X
[114] X
[115] X
[116] X (theoretical only)
[117] X X X

Table 6. Open issues identified in incentive mechanism-related papers.

Author Scalability Privacy Cost Attack
Resistance

Incentive Mechanism
Optimisation

Dependency on
3rd Party Data

Handling
Heterogeneous Nodes

Real-World/Large
Dataset Performance Other

[106] X X X X
[107] X X X X X X
[108] X X X
[109] X X X
[110] X X X X
[111] X X X X
[54] X X X X X
[112] X X X X X
[113] X X X X
[114] X X X X X X
[115] X X X X X X
[116] X X X X X
[117] X X X X X X X

3.3.1. Blockchain Mechanisms

One of the key challenges of distributed federated learning around incentivisation
is determining how to keep track of the incentives given and received. Many recent
papers have chosen to use blockchain-based models to provide a record of each transaction.
In [106], the authors combine their record-keeping and incentivisation mechanisms into
a blockchain smart contract. Here, three distinct entities take part in their Incentivised
Decentralised Machine Learning (iDML) process. A Learner initiates a task and pays for both
the Neighbour and Validator nodes. The Neighbour provides data and resources to train
the model, and the Validator confirms whether or not the training process improved model
accuracy. Multiple Validators are supported to ensure consensus. iDML is designed to be
plugged into existing peer-to-peer federated learning models, giving them the ability to
pay their participants. However, significant challenges remain. For example, the smart
contract is reliant on the ERC-20 standard and would require alteration to work with
other blockchains. There are also major concerns about data privacy. For example, model
weights are not written to the chain, but other identifiable data is, and this may allow
reconstruction of participant interactions and model provenance. The reputation system
used is also relatively simple, and collusion between Neighbour and Validator nodes may
allow for the siphoning of tokens for model updates that provide marginal benefit or are in
fact malicious. Finally, as with all proof-of-work blockchains, the energy requirement for
contract operation is significant.
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More recent work continues this line. Wu and Seneviratne [112] propose a blockchain-
based framework that automates client registration, update validation, reward distribution,
and global state tracking through smart contracts. The smart contract acts as a coordination
mechanism without acting as a learning server. Tang et al. [113] take a game-theoretic route
for blockchain-based federated learning, treating incentives as a stability problem rather
than simply a payment problem. In repeated-round settings, incentives must encourage
continued honest behaviour rather than one-off participation.

Liu et al. [114] move the same problem into semi-asynchronous blockchain-based
federated edge learning. Edge servers, not only leaf clients, may require incentives where
they contribute training, mining, validation, or aggregation resources.

Blockchain provides auditability and decentralised bookkeeping, but it does not, by
itself, solve the problem of measuring contribution. If the evaluation metric is weak, then
the system simply records weak incentives very reliably. Energy cost, gas cost, and smart
contract complexity also remain practical concerns, especially where model training is
performed on resource-constrained devices.

In [107], the authors discuss an array of studies pertaining to the healthcare sector and
their use of various blockchain reward scenarios for different tasks. Contribution-based
incentives are discussed in relation to data quality and diversity. Both improve model
accuracy, so it makes good sense to reward those who provide both. Contributions are
measured through the evaluation of model updates, with greater improvements leading to
greater rewards. Specific metrics can also be applied when searching for specific datasets,
for example, diabetes data or COVID-19 detections. Rewards are generally given in the form
of generic “credits” that can then be converted to something tangible, such as computing
resources or financial rewards. The authors also discuss reward distribution via blockchain
smart contracts. These are rules that are triggered by pre-defined events. Smart contracts
are particularly suited to fully decentralised systems, as they allow for automatic and fair
distribution of rewards. This of course is reliant on the smart contract being written fairly;
the ability of nodes to audit each contract is key. Reviewing previous work with respect to
blockchain-native solutions, it appears that the consensus is that reward structures tailored
towards pre-defined requirements can assist in ensuring that models receive the training
data and resources they require.

A reverse auction, reputation dependent model is defined in [108]. In this work, a
task is defined via specific data requirements, computing resources required, and total
budget available. Based on this information, nodes containing training data or computing
resources can offer these via a smart contract. Associated with each node is a reputation
score that is either incremented or decremented depending on their previous contributions.
Once all bids are submitted, winning nodes are selected according to their unit reputation bid
price, which is the quotient of the bid price and the reputation score for each node. Nodes
with the lowest values are selected in ascending order until all requirements are met. After
the task is completed, nodes are rewarded. This reverse auction ensures the best value
for money for the contracting entity. If nodes do not believe the requirements are worth
their participation, they are free to decline to bid, potentially leaving the task unfulfilled.
The reputation score element is designed to discourage malicious nodes, as decreases in
their reputation score means a proportionally larger unit reputation bid price. However,
an entity willing to price resources under the market rate can still influence events. The
authors acknowledge that there is further work required in terms of the optimisation of the
reputation mechanism. Wang and Zhao [115] extend the incentive discussion by treating
federated learning on decentralised infrastructure as a reputation-based collaborative
workflow. The framework extends reward allocation by incorporating committee selection,
dynamic reputation, penalties, and smart-contract execution. This direction is promising
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because it aligns more closely with how decentralised federated learning behaves in practice.
Nodes enter with different data, different resources, and different willingness to contribute.
The reward model therefore needs to handle heterogeneous and unreliable environments,
not a clean laboratory setup where each node behaves identically.

In [109], the authors aim to ensure that nodes are rewarded in proportion to their
contribution through the use of their Peer Truth Serum for Federated Distillation (PTSFD)
algorithm. This is a two-stage process that requires nodes to train against their local
datasets, then submit to the blockchain cryptographically hashed predictions, generated by
testing against a shared public dataset. Once all predictions are written, a smart contract
is used to compare publicly revealed results to the submitted hash. Rewards are then
divided up according to their accuracy. A penalty factor for incorrect predictions ensures
that nodes submitting random or wildly inaccurate data are not rewarded. The results
suggest improved performance over the centralised baselines considered by the authors
under their experimental settings, although the size of the improvement depends on the
dataset, baseline, and configuration used. However, there are also potential drawbacks
with the method. It is reliant on the existence of a shared, non-sensitive dataset that can be
accessed by all nodes, which can be used to generate predictions. In the paper, the use of
standard datasets, such as MNIST and CIFAR10, ensure this dataset is available. However,
for non-laboratory cases using real-world data, such a shared dataset may not exist. This is
especially likely in medical or banking settings, so the usefulness of the method may be
limited. Coupled with this, the algorithm makes use of 1-bit soft labels. These allow for
much more efficient use of bandwidth and storage, but it is a “lossy” method, with useful
data potentially being lost, especially in edge cases where label attribution is less certain.

Finally, for blockchain solutions, the authors of [110] introduce Fair Governance for
Federated Learning (FGFL). Here, local training is performed and assessed against alignment
with the optimal global gradient. Solutions that fall within a threshold on either side
are rewarded, whilst those outside are discarded. This should ensure that malicious
submissions are not incorporated into the initial model. It does also, however, run the risk
of discarding legitimate updates that are in significant disagreement with the ideal gradient.
This is most likely where non-IID datasets are in use, so care must be taken to ensure
that the discard threshold is set at a suitable level. Uniquely this solution incorporates a
reputation system with a temporal decay factor, meaning more recent behaviour is more
highly weighted. This may potentially discourage long-term cooperation, so again, care
must be taken when setting the decay value.

3.3.2. Other Mechanisms

Many recent papers discuss incentive mechanisms from the perspective of centralised
federated learning (for example, [118–121]). It is to be expected that some of the algorithms
suggested could also apply to decentralised federated learning, albeit with some adjustment.
The key difference is the lack of a “controlling mind” in the distributed case that can
assign rewards based on work completed and its quality. In a distributed environment,
a blockchain smart contract can take on some of this responsibility. However, where
blockchains are not used, further thought must be given. In [111], the reward mechanism is
non-tangible and instead allows for nodes to compete in local clusters for the opportunity
to take part in cluster to cluster communication, which ultimately forms part of the updates
written to the global model for that iteration. This “survival of the fittest” interaction
between local nodes avoids the need for costly node-to-node communication, as discussed
in Section 3.2. The reward mechanism is relatively simple, with local nodes sharing their
model updates with each other, utilising differential privacy techniques. A cosine similarity
score is calculated, the highest scoring node is elected as cluster leader, and it is this device
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only that shares its updates with other cluster leaders. This has the potential to impact both
overall model performance as well as introducing security concerns. Similar issues may
also occur if one node has data that is more particularly suited to the task than others. As
with many of the other algorithms discussed in this paper, real-world performance has not
been assessed. This should be a key driver of future research.

In [54], the incentive mechanism in question applies to Unmanned Aerial Vehicle
(UAV) swarms. These autonomous vehicles are seeing increased use in tasks, such as
military surveillance, crop irrigation and pest control, and smart city management. These
tasks are ideally suited to distributed federated learning. However, as each individual
UAV is resource constrained in both battery life and computing power, incentives are
required to encourage them to take part in the learning process. This is accomplished via a
three-stage Stackelberg game, where each node works in its own interest to discover the
most efficient use of resources. Tasks are generated by a publisher, which also determines
a resource allocation strategy. Tasks are then passed to clusters by way of a cluster head.
These intermediaries are elected by cluster members and determine the unit price for
contributions. Individual nodes in each cluster can then determine how much, if any, of
their local resources to commit to the task. Clusters are determined by a cosine similarity
measure, and cluster members are free to move between clusters after task completion.
Clustering allows for a significant reduction in communication overhead via the creation of
a semi-hierarchical structure. It is, however, reliant on the honesty of cluster heads as well
as vulnerable to cluster head drop-out.

Reputation-based mechanisms attempt to solve the contribution measurement prob-
lem by taking historic behaviour into account. Some use blockchain-backed schemes to
record behaviour, while others use a non-tangible reward structure. The practical attraction
of reputation is obvious: a node that repeatedly provides useful updates should be trusted
more than one that only occasionally contributes or whose updates damage convergence.
The difficulty is that reputation can be gamed if contribution scoring is weak or if malicious
nodes collude.

Shrestha [116] proposes a trust-based incentive mechanism for semi-decentralised fed-
erated learning, where trust scores are based on factors such as data quality, model accuracy,
consistency, and contribution frequency. This is a useful extension of the reputation models
already discussed because it makes the incentive mechanism explicitly multi-dimensional.

A related 2026 contribution, IMFLKD [117], applies incentives to decentralised feder-
ated learning with knowledge distillation. It shows that incentives are being adapted to
communication-efficient learning paradigms, where what is shared may be predictions,
logits, or distilled knowledge rather than full model weights.

Incentive mechanisms must be designed to encourage participation without being
excessively generous. The recent literature suggests that the strongest designs are those
that combine reward, reputation, and punishment, rather than treating incentives as simple
payments. It is still unclear, however, whether these mechanisms scale to highly dynamic
peer-to-peer networks where nodes join briefly, train opportunistically, and then disappear.
That remains one of the key open questions.

Upon review, the following open issues are found:

1. The cost of blockchain operations is highly dependent on the blockchain used and
has the potential to price clients out of the market. An interested reader can refer
to [54,106,107,111] for in-depth discussion.

2. The potential exists for nodes to act collaboratively to skew bids and capture incentives.
Attack resistance in this scenario is discussed in papers [106,110].

3. Whilst blockchain solutions have shown the ability to scale, it is unknown whether
the smart contract solutions that sit on top of them can work at scale and at speed. As

https://doi.org/10.3390/ai7070243

https://doi.org/10.3390/ai7070243


AI 2026, 7, 243 23 of 44

with privacy concerns, this is a near universal point raised in the surveyed papers,
with most papers expressing scalability concerns in some form.

4. Incentive mechanisms must be designed to encourage participation without being ex-
cessively generous. Useful discussion of these limitations is given in [54,107,108,111].

5. Many of the proposed solutions discussed assume that each node is of the same
design. This may mean difficulty ensuring heterogeneous nodes can take part fairly. If
this requirement is relaxed, care must be taken to ensure that low-powered nodes can
still participate fairly and that high-powered nodes do not monopolise the incentives.
Interested readers can refer to the concerns raised in [107,110].

6. Performance outside of laboratory conditions is not discussed, so real-world validation
is key to determining the usefulness of the proposed solutions to real-world problems.
Current limitations are further discussed in [54,111].

3.4. Communication Mechanisms

Within the scope of our review effort, we identified multiple communication strategies
and related primitives as shown in Table 7, their respective datasets in Table 8 and the
open issues in Table 9. As discussed in Section 3.2, communication efficiency is impacted
considerably by the underlying topology. However, once the underlying topology is
fixed, communication efficiency and performance are then managed by the communication
algorithm chosen. Challenges arise from the absence of a controlling server, unlike in
traditional federated learning. The often-ephemeral nature of node membership also
impacts the performance of communication algorithms, as does the potential unreliability
of bandwidth between nodes.

Table 7. Communication strategies and related primitives extracted from reviewed papers.

Author Traditional
Gossip

Prediction-Based
Parameter Sharing

Parameter
Optimised Gossip

Weight/Trust-
Based Gossip

Sparsified
Gossip

Multi-Step
Gossip

[66] X
[84] X
[122] X
[90] X
[123] X
[124] X
[125] X
[71] X
[76] X
[126] X
[85] X
[127] X
[128] X X X
[129] X X
[130] X
[131] X
[132] X

Note: Categories indicate communication strategies evaluated or materially used within each paper. Parameter-
optimised, weight/trust-based, sparsified, low-precision, prediction-based, and multi-step approaches are treated
as broad communication strategy classes. Papers may appear in multiple categories.
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Table 8. Datasets used in testing algorithm-related papers.

Author CIFAR-10 CIFAR-100 MNIST F-MNIST EMNIST IOT Synthetic Other
[66] X
[84] X X X X
[122] X
[90] X X X

[123]

Twitter followers graph,
Twitter document term

graph, Altavista
web graph,

[124] X X

[125]
N-BaIoT,
UNSW
BoT-IoT

[71] No datasets used
[76] X X

[126] Spambase, Pendigits,
HAR

[85] X X X Two synthetic
datasets used

[127] X X
[128] X X X
[129] X X
[130] None reported
[131] X 20 NG

[132]
ogbn-arxiv,

ogbn-products, Reddit,
ogbn-mag

Table 9. Open issues identified in algorithm-related papers.

Author Scalability and
Performance

Performance on
Real-World

Data

Dependence on
Public Datasets

Balancing
Compression
and Accuracy

Working with
Heterogeneous

Devices

Working with
Non-IID Data

Handling
Dynamic

Topologies

Handling
Network Con-
gestion/Failure

[66] X
[84] X X

[122] X X X X
[90] X X X

[123] X X
[124] X X X
[125] X X X X
[71] X X X
[76] X X X X

[126] X X X
[85] X X X

[127] X X X X X
[128] X X X X
[129] X X X X
[130] X X X X X
[131] X X X X
[132] X X X X X X

The work in [66] is related to traditional federated learning, but the concepts explored
are just as important for decentralised federated learning. The authors discuss the chal-
lenges faced when data is transmitted from edge nodes to coordinating server via noisy
wireless channels. Neural networks are sensitive to noise when receiving parameter up-
dates. The solution described looks at two specific scenarios: firstly, noise that conforms
to statistical parameters and, secondly, noise that is random within a particular band of
uncertainty. A “regularizer” function is added that helps by penalizing substantial changes
in the loss function, which can be an indicator of excessive statistical variance. In essence,
the model encourages robustness over accuracy when the noise variance is high. The results
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of tests run against the MNIST dataset suggest that the proposed solution outperforms
unaugmented federated learning, particularly in situations of excessive noise. Given what
is known about real-world applications of distributed federated learning, further work
seems necessary. Particular attention to the performance of data transmission under noisy
conditions in decentralised networks may yield interesting results.

The authors of [84] take an unusual approach to the task of communication between
nodes. In their work, rather than nodes sharing model weights, each node trains against its
own local data. Once completed, the model then generates predictions against a common
shared or public dataset. It is then these predictions that are shared with all one-hop neigh-
bours. The local model is then updated via distillation, with the node aiming to minimise
the distance between its predictions and the aggregated model. This presents several bene-
fits. Firstly, the amount of data shared is greatly reduced in each communication round,
with the results set forming a much smaller space than the parameter set. Secondly, privacy
is much more easily preserved, with no weights being transferred, and the predictions
developed against a transparent dataset. Finally, the method also supports heterogeneous
model architectures during training. As the outcome is determined by fitting to results and
not the transfer of parameters, there is no specific requirement that the same models run
on each node. This would therefore allow low-powered nodes to interact and cross-train
with more powerful devices. Testing against multiple common datasets, such as MNIST
and CIFAR10, shows that the CMFD approach from Consensus-Based Distillation in Func-
tion Space performs better than the parameter-swapping baseline example. It also leads
to greater homogeneity of performance between nodes, especially in weakly connected
topologies. Extending this line of work, the authors of [127] introduce CE-ProxyFL, a proxy-
based decentralised federated learning framework for wireless networks. This addresses a
recurring tension in the literature: a node may need a model that generalises, but it may
also need a model that remains personalised to its own data distribution. Proxy-based
exchange reduces the need to transmit complete models whilst still allowing for useful
cross-node learning.

Compression algorithms are discussed in [122]. Here, the focus is on the transfer of
model weights in a compressed manner using a scheme called Low Huffman-coded Delta
Quantization (LHDQ). The largest communications overhead in any type of federated
learning is the transfer of weights, and LHDQ aims to reduce this overhead using Huffman
encoding, where shorter codes are used for more frequent data. In addition, the algorithm
uses the delta between parameter changes rather than the parameters themselves. Updates
are generally smaller and often correlated, reducing the data load. Overall parameter
updates are compressed to around 5/3 bits each. As discussed in [66], the authors apply
their algorithm to wireless communication between nodes, testing using both fixed length
and adaptive length time slots for transmission. The results suggest a significant reduction
in the amount of data transferred, with only a minimal impact on model performance. The
impact of noise on the encoding method is not discussed.

The focus in [90] is the optimisation of local model updates by differentially preferring
weights from trusted partners. Local training occurs, and then, model parameters are
sent to all one-hop neighbours. At this point instead of applying a simple or weighted
average model update, the local model can favour updates provided by trusted nodes.
Trusted partners may be nodes with strong ongoing data links, or those that have pro-
vided high-quality updates previously. Incorporating this trust mechanism allows for the
tuning of model improvements based on the selected optimisation objective. This allows
for the construction of models that are personalised to each node and more relevant to
the data it possesses. Crucially, this factor can be dynamic, allowing for reputation or
performance-based metrics as part of the model-sharing cycle. Testing against the MNIST,
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Fashion-MNIST, and EMNIST datasets, the algorithm consistently outperforms baseline
decentralised algorithms and comes within a few percent of centralised federated learning
solutions. Communication efficiency is also markedly improved against the baseline al-
gorithm with dramatic improvements in the number of rounds required to hit accuracy
percentiles for each dataset.

Communication efficiency is a key topic, and in [123], the authors introduce Sparse
Allreduce, an algorithm for dealing with power-law data, conceptually related to the power-
law degree distributions discussed in Section 3.2.5. While the paper is not specifically aimed
at peer-to-peer federated learning, it introduces the concept of sparsification as a key driver
for communication efficiency. The algorithm concentrates only on the non-zero data points
in their assigned set, and it is only these points that are transferred between nodes. Each
node communicates in a hybrid round-robin/butterfly network, which balances speed
of communication and reliability. It should be noted that the data transferred here are
not weights but segments of distributed computing problems. However, the design of
the network has clear impact on peer-to-peer federated learning tasks. Data aggregation
and distribution and communication optimisation as demonstrated here are key metrics
in every decentralised federated learning algorithm. In their work, Zhao and Canny
discover that their algorithm becomes network bound at around 64 nodes, with inter-node
communication taking up to 80% of available bandwidth. Whilst relating to a fixed topology
and applicable only to power law data, this early paper presents a benchmark against
which communications efficiency for peer-to-peer networks can be measured. The data here
is already sparsified, and future efficiencies may be gained in distributed federated learning
tasks through enhanced sparsification of transmitted weights. Work in [132] examines
decentralised federated graph learning over non-IID data and jointly optimises network
topology and graph sampling. Whilst also relating to topology, the central contribution
is communication efficiency. Completion time and communication cost are reduced by
exploiting the coupled relationship between graph sampling and the peer-to-peer topology.

More recent work deploys sparsification techniques as part of the FedOpt algo-
rithm [124]. Enhanced privacy measures are also deployed, discussion of which falls
outside the scope of this paper. The sparsification process deploys a sparsity fraction, q,
which defines the proportion of gradients to retain. The algorithm then identifies the top q%
of both positive and negative gradients. The mean of each set is taken, and the dominant
mean determines which group is sparsified. This process is therefore able to tune the
number of zeroed parameters that are transferred. The greater the sparsification is, the less
data is transferred, as compression is greater. The downside to this is the loss of nuance
in the transferred weights that may lead to reduced model accuracy. One key limitation
with the paper is that the sparsification percentage remains constant and is independent of
training performance and available network bandwidth.

Further work on sparsified communication can be found in [125]. Here, the authors
use a variation on TopK sparsification. In classic TopK sparsification, only the top percentage
of values are transferred, with the rest being zeroed. This is a simple algorithm to imple-
ment, but it can impact convergence speeds by repeatedly selecting the same parameters
in consecutive training rounds. To combat this, the Sparse Federated Aggregation (SparSFA)
algorithm implements a residual momentum function, which ensures smaller parameters
are eventually included in the TopK picks. Xu et al. [128] address this limitation by com-
bining model pruning and adaptive communication in decentralised federated learning.
The framework avoids treating pruning as a fixed global value by adapting pruning and
neighbour selection to device and communication constraints. He et al. [129] go further
by jointly optimising routing and pruning in bandwidth-constrained multi-hop wireless
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networks, connecting model size, routing path, latency, and convergence into a single
communication problem.

The authors in [71] discuss the use of a gossip algorithm to average values across nodes
in a pre-defined graph. The paper does not specifically address peer-to-peer federated
learning, but the introduction of gossip algorithms is a key precursor for many subsequent
works. The paper discusses how to optimise the transmission of values between nodes
to reach consensus on every node. The convergence speed is found to relate to the sec-
ond largest eigenvalue of the matrix, which defines inter-node communication properties.
The largest eigenvalue represents the final state where each value is the same, whilst the
second largest eigenvalue, λ2, represents the speed at which the steady state is approached.
Large values of λ2 indicate a significant memory of the initial state is retained, whilst
smaller values of λ2 imply a quicker dissipation. Results from the paper indicate that a
key contributor to the value of λ2 is the network’s connectedness. A fully connected graph
allows for quicker convergence, whilst in a sparse graph, the value of λ2 remains large.
This provides a theoretical underpinning for some of the results in Section 3.2. Interestingly,
the paper also manages to show the equivalence between the performance of the gossip
algorithm and the performance of random walks on the same graph, as λ2 underpins them
both. Much further research is suggested by the authors, for example, in the generalisation
of the algorithm to incorporate other functions. It is in that work that gossip algorithms
become useful in distributed machine learning research. The work in [130] provides a
recent bridge between gossip- and graph-based approaches by proposing graph-based
gossiping, using minimum spanning tree and graph colouring to optimise communication
scheduling. The importance of this paper is that it treats communication as a network
scheduling problem rather than only an algorithmic one and tests against real physical
network configurations rather than relying only on simulation.

The algorithm detailed in [76] makes use of both sparsification and bandwidth aware-
ness to improve both training speed and bandwidth utilisation. In contrast with established
algorithms such as FedAvg, GossipFL transmits only a predetermined fraction of the model
parameters. A binary mask is generated from a pre-shared random seed, ensuring that each
peer generates the same mask. A random Bernoulli distribution is applied to the parameter
set that ensures that only 1

c parameters are transmitted, with c being the compression ratio.
In conjunction with this sparsification, the algorithm also monitors the network bandwidth
available between each pair of nodes and prioritises faster connections whilst still making
sure that nodes communicate with diverse peers across multiple training cycles. This
results in faster communication and more efficient utilisation of networks. Combined
these two enhancements mean that GossipFL can improve on baseline methods in terms of
resource utilisation whilst also ensuring model convergence at a similar speed. There are,
however, potential enhancements that may improve the algorithm further. Using a random
mask to determine which parameters to send ensures fairness but does not consider that
not all parameters are equal in terms of their contribution to model performance. Tak-
ing this fact into consideration when determining which parameters to send may lead to
greater performance increases. Similarly, the level of sparsification is fixed regardless of the
bandwidth available between nodes. A more advanced algorithm may look to implement
some form of adaptive sparsification that is tied to the network resources available.

A comparison of traditional federated learning and gossip-based fully distributed
learning is given in [126]. The paper looks at three less commonly used datasets, i.e.,
Spambase, Pendigits, and HAR, and compares the performance of both styles of federated
learning. Additionally, three communication performance-enhancing techniques are also
tested to see whether these improve data transmission overheads and convergence speed.
As previous work has demonstrated, decentralised federated learning in this scenario
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handles node drop-out better than the centralised model, but traditional topologies allow
for faster convergence due to the actions of the aggregation server. Additionally, when data
is extremely skewed across nodes, convergence in the traditional FL model far outperforms
the distributed version. Convergence does, however, eventually occur. When a more
realistic real-world scenario is modelled, where node drop-out occurs frequently, the
gossip-based decentralised model increases in competitiveness as the rate of drop-out
increases. In [131], the authors propose MAR-FL, a peer-to-peer federated learning system
based on iterative group aggregation. The main significance is the stated reduction from
the quadratic communication behaviour associated with naive peer-to-peer exchange to
O(Nlog N) whilst retaining tolerance to unreliable clients.

In [85], gossip learning is expanded to encompass both multiple gossip steps and
weight compression. Utilising a fixed communication budget, the algorithm, DeLi-CoCo,
aims to minimise the training loss through balancing multiple gossip steps that contain
compressed weights. The key insight is that this process is more bandwidth-efficient than
a single gossip step per training iteration that transfers 100% of the weights. However,
several practical considerations must be made prior to real-world use. For example, a
good measure of network latency is necessary to determine the number of gossip steps
per iteration. Care must also be taken when choosing the compression coefficient. If set
too high, convergence may fail. Theoretical approaches may assist with initial parameter
selection, but it is likely that real-world data will be required to determine the most efficient
values. Whilst the paper presents a unique approach to decentralised federated learning,
challenges remain. The application of the algorithm to heterogeneous networks, where
nodes have significantly differing amounts of computing power, is not considered. Also
untested are scenarios where inter-node bandwidth is non-homogeneous. Time-variant
graphs, where nodes either leave voluntarily or drop out due to communication problems,
are also not discussed.

The literature review indicates the following open issues:

1. Often the experimental design makes several assumptions that mean the results
are artificial. Further work should be undertaken to assess solutions in real-world
configurations. This is explicitly raised in [125].

2. Some solutions require an external public or shared dataset to train against (e.g., [84]).
However, in many scenarios, such a dataset may not exist. Further work would either
need to remove this limitation or find some way of creating the shared dataset.

3. Several papers identify the trade-off between model compression and accuracy after a
fixed number of training rounds. Additional work is required to determine where the
optimal balance lies. Additionally, the creation of more efficient algorithms should be
encouraged. Interested readers should review [76,85,122,126].

4. As has been seen in previous sections, there is an assumption in these papers that
nodes are comparable in performance across all parameters. Further work is required
to test the robustness of solutions where this is not the case. Extended discussion can
be found in [76,122].

5. Many papers indicate a theoretical limit on performance, and further work is required
to overcome these. Scalability is one of the most commonly cited concerns, with most
reviewed papers raising it explicitly.

6. Most solutions assume that an unchanging collection of nodes exists throughout
the training process and that they remain in the same configuration with each other.
Additional research is required to evaluate solutions where dynamic topologies are
involved, as this is the second most cited concern. Further discussion can be found, for
example, in [71,85,90,123]. Newer papers strengthen rather than weaken this criticism:
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they show that real progress is being made but mainly by making the network layer
more explicit rather than pretending it is a stable abstraction.

The dataset choices reported in Tables 2, 5 and 8 also reveal an important limitation in
the current literature. Although the reviewed papers cover a range of topology, incentive,
and communication settings, their experimental validation remains concentrated around a
relatively small set of benchmark datasets. Figure 5 aggregates dataset usage across the
three review dimensions.

Figure 5. Dataset usage across reviewed papers.

The figure aggregates dataset use across topology-related, incentive-mechanism-
related, and communication-algorithm-related papers. Counts indicate how often each
dataset category appears in the reviewed studies, with stacked bars showing the contribu-
tion from each review dimension.

Figure 5 shows that MNIST and CIFAR-10 remain the dominant benchmarks, with
F-MNIST also used frequently. This concentration is useful for comparability, but it lim-
its claims about real-world deployment. Public image-classification benchmarks do not
capture the full range of operational challenges faced by peer-to-peer federated learning
systems, including heterogeneous devices, unstable bandwidth, privacy-sensitive local
data, adversarial behaviour, or multi-gigabyte model-update transfer. The relatively fre-
quent use of “Other” datasets is encouraging, but these datasets are heterogeneous and are
not yet standardised enough to support robust cross-paper comparison.

The open issues identified across the reviewed papers are not evenly distributed. Some
concerns appear repeatedly across topology, incentive mechanisms, and communication
algorithms, while others are more specific to one strand of the literature. Figure 6 aggre-
gates the open issue categories from the preceding tables to show which limitations recur
most often.
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Figure 6. Open issue frequency across reviewed papers.

The figure aggregates open issues identified across topology-related, incentive-
mechanism-related, and communication-algorithm-related papers. Frequencies indicate
how often each issue category was identified in the reviewed literature.

Figure 6 shows that scalability and communication efficiency remain the most fre-
quently identified concerns. This reflects a central challenge in peer-to-peer federated
learning: removing the central server does not remove the need for coordination, com-
munication, and update propagation but instead distributes these burdens across the
participating nodes. The chart also shows that heterogeneous devices, non-IID data,
dynamic topology, fault tolerance, privacy, and attack resistance recur across the liter-
ature. These issues indicate that the field’s main challenge is not simply to improve
model accuracy but to support learning under unstable, resource-constrained, and partially
adversarial conditions.

The preceding tables identify which topologies, datasets, incentive mechanisms, and
communication algorithms appear in the reviewed literature. However, coverage matrices
alone do not show the scale of the experiments or the magnitude of reported improvements.
Table 10 therefore summarises selected quantitative results from papers that report explicit
endpoint values or clear within-paper deltas on broadly comparable learning tasks. The
table should not be read as a leaderboard: the reviewed studies differ in model architecture,
node count, topology, data partitioning, communication budget, baseline choice, stopping
criteria, and whether the reported outcome is accuracy, convergence time, transmission time,
communication volume, or privacy/security cost. The purpose is instead to show where
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comparison is possible and why standardised peer-to-peer federated learning benchmarks
remain necessary.

Table 10. Reported experimental characteristics and outcomes.

Ref. Method/Focus Dataset and
Scale

Topology/Communication
Setting

Nearest in-Paper
Comparator Reported Outcome Best Reported

Gain or Trade-Off Key Insights

[75]

FedDual:
pair-wise

gossip with
privacy/security

variants

MNIST and
CIFAR-10 with

100 clients;
FEMNIST with

3550 clients

Hierarchical clusters with
pair-wise gossip

aggregation

Free-Noise,
LDP-Noise, and

PSI-Noise
variants

Final accuracies:
MNIST

98.92/98.21/98.88%;
CIFAR-10

62.71/49.47/55.62%;
FEMNIST

70.51/57.79/59.17%
for Free-Noise/LDP-

Noise/PSI-Noise

PSI-Noise recovers
performance

relative to
LDP-Noise by

+0.67 percentage
points on MNIST,

+6.15 on CIFAR-10,
and +1.38 on

FEMNIST

Privacy/security
mechanisms can
reduce accuracy,
but mitigation

mechanisms may
recover part of

the loss

[84]

CMFD:
consensus-based

distillation in
function space

10 devices;
CIFAR-10 and

F-MNIST among
evaluated
datasets

Ring-lattice networks
R1/R2/R3 and

Barabási–Albert scale-free
networks BA1/BA2.

Parameter
averaging and

PDMM baselines

On CIFAR-10 R1,
CMFD 60.3%,

parameter
averaging 40.2%,

PDMM 51.7%. On
CIFAR-10 R3,
CMFD 63.3%,

parameter
averaging 66.2%,

PDMM 47.5%

CMFD is +20.1
percentage points

over parameter
averaging on sparse

CIFAR-10 R1 but
−2.9 points behind

parameter
averaging on more

connected
CIFAR-10 R3

Method
performance is

topology-
dependent; a
method may

outperform in
sparse networks

but not in
denser ones

[90]

DecDiff + VT:
coordination-free

decentralised
learning over

complex
networks

MNIST,
Fashion-MNIST,

EMNIST

Complex decentralised
networks under

heterogeneous/non-IID
conditions

Centralised
benchmark, FED,

DecHetero,
CFA-GE

Average accuracies:
centralised

0.9824/0.9181/0.9027;
FED

0.9410/0.8939/0.8344;
DecDiff + VT

0.9530/0.8904/0.8653
on MNIST/Fashion-
MNIST/EMNIST

DecDiff + VT is
+1.20 percentage

points over FED on
MNIST and

+3.09 on EMNIST; it
is statistically
equivalent to

FL/FED baseline on
Fashion-MNIST
according to the

source paper

Decentralised
methods can
approach or

exceed some FL
baselines, but

results depend
heavily on

heterogeneity
and baseline

definition

[122]

LHDQ: Low
Huffman-coded

Delta
Quantization

5-client DFL;
CIFAR-10;
CNN with

545,098 parameters

Fully connected, line, and
ring topologies; wireless

channel settings

32-bit and 16-bit
quantisation

baselines

ALT-protocol
average accuracies:

LHDQ 72.0%,
32-bit 74.1%,
16-bit 73.9%

LHDQ loses about
1.9–2.1 accuracy

points but reduces
transmission time
by 38.4–57.7% and

transmitted bits
by 9.3–18.5%

Communication
savings can be

substantial even
when accuracy

does not improve

[129]

Joint routing and
model pruning
for bandwidth-

constrained
multi-hop DFL

F-CIFAR10 with
ResNet18 and

F-CIFAR100 with
ResNet34;

20-client default
setting, with
additional

5/10/20 and
50-client

comparisons

Bandwidth-constrained
multi-hop wireless

networks

Unpruned
systems and
benchmark

routing
algorithms

Compared with no
pruning, the

proposed optimal
pruning scheme
improves testing

accuracy by
about 12% and

reduces average
model transmission

time per client by
about 27.8%; the

paper also
separately reports a

13% latency
reduction in its

contribution
summary.

Proposed routing
further improves

accuracy by roughly
8% over benchmark
routing algorithms

Bandwidth-
aware routing
and pruning
jointly affect

latency,
convergence, and

accuracy

Table 10 illustrates why direct ranking across peer-to-peer federated learning studies re-
mains difficult. Even where common datasets such as MNIST, Fashion-MNIST, or CIFAR-10
are used, the papers differ in node count, topology, data partitioning, local model archi-
tecture, communication budget, failure assumptions, and whether the reported outcome
is accuracy, loss, convergence time, communication volume, latency, or privacy/security
cost. Nevertheless, several cross-paper patterns are visible. First, increased connectivity or
topology-aware communication generally improves convergence or stability but usually
increases communication burden. Second, compression, pruning, quantisation, proxy ex-
change, and graph-based scheduling can substantially reduce communication cost but often
introduce trade-offs against accuracy, robustness, or additional assumptions such as public
data availability. Third, results reported on realistic, physical, or structurally complex net-
work settings remain relatively rare, with [130,132] being notable examples. Finally, even
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strong within-paper gains are difficult to compare across papers because reported baselines
and stopping criteria differ. This supports the need for standardised peer-to-peer federated
learning benchmarks that specify datasets, node counts, topologies, data heterogeneity,
communication budgets, drop-out/churn assumptions, and reporting metrics.

These patterns can be summarised as a set of recurring design trade-offs rather than
as a simple ranking of methods. Figure 7 therefore provides a qualitative synthesis of
how common peer-to-peer federated learning design choices tend to balance convergence,
communication efficiency, robustness, and deployability.

Figure 7. Qualitative trade-off radar for peer-to-peer federated learning design choices.

The figure summarises recurring design trade-offs across four properties: conver-
gence, communication efficiency, robustness, and deployability. The three-point scale uses
Low, Medium, and High ratings. The scores are interpretive synthesis indicators derived
from patterns observed across the reviewed literature and should not be read as directly
comparable empirical measurements.

Figure 7 extends the conclusion drawn from Table 10 by showing that peer-to-peer
federated learning cannot be assessed using accuracy alone. Dense and highly connected
topologies tend to favour convergence but impose higher communication cost. Sparse and
gossip-based approaches improve communication efficiency and robustness but may slow
convergence or produce uneven local models. Adaptive topologies and adaptive commu-
nication methods appear more deployable but introduce additional complexity around
measurement, tuning, and stability. Future evaluations should therefore report not only
accuracy but also communication volume, convergence time, node heterogeneity, churn
tolerance, robustness under non-IID data, and the assumptions required for deployment.
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4. Open Issues
As discussed in Section 3, many open issues remain across all three research areas.

They fall into four recurring categories: deployment realism, communication scalability,
incentive robustness, and comparability. Many distinct topologies are present in the
literature, and evidence points to convergence speed being directly tied to the degree of
connectivity between nodes. Initial configurations such as mesh, ring, and scale-free are
easily modelled but do not represent realistic deployments. Thus, whilst results obtained
under these conditions are useful in an illustrative sense, they should not be used in lieu
of data taken from real-world scenarios. Many of the surveyed papers cite scalability as
an open issue, and it is clear to see why when reviewing the most popular topologies.
Mesh networks, as discussed in, for example, refs. [88,93,94] are fully fault tolerant, but the
growth in complexity as nodes are added is quadratic. As systems scale to hundreds or
thousands of nodes, an increasing proportion of each node’s available resources must be
dedicated to handling inter-node communication. This will directly impact the speed and
quality of the results obtained during training. Scale-free networks such as [84,86] are more
efficient than full mesh networks but suffer from the problem of “super-nodes”. These
nodes can act as a bottleneck for communication as the network grows. The potential impact
on network performance should they drop out is significantly greater than for other nodes,
making them a tempting target for attackers. Additionally, as scale-free networks become
more connected, they become asymptotic to a full mesh network, with the communication
overheads that this entails. Scale-free networks offer interesting performance metrics,
but there are also potential pitfalls with their use that should be investigated. Ring and
ring-lattice topologies as seen in [40,73,85] are much less impacted through network growth
when communication requirements are considered. However, as the network scales, they
suffer from degraded and slow convergence that severely impacts their usefulness. Other
topologies discussed in Section 3.2 suffer from some or all of the same problems depending
on their degrees of connectivity. The most promising target for future research into a
universal solution would appear to be the random Erdős–Rényi topology, as discussed
in [72,90]. By changing the probability of a node connection, a good approximation of other
topologies can be made. Thus, an algorithm that performs well where p = 1 and p = 0.1
is likely to work well in real-world scenarios. Whether Erdős–Rényi or something else,
designing topologies that maximise connectivity, efficiency, and performance remains a
key challenge.

Similar to the challenge of topology design is the incorporation of methods to ensure
fault tolerance and robustness to node drop-out. The real-world use cases for decentralised
federated learning include those where bandwidth may be limited and at times unavailable.
The nodes themselves may also be subject to power failure. Given the potential use cases
can involve nodes being placed in out of the way areas, there is also potential for adversarial
denial of service attacks that may go undetected for prolonged periods of time. The best-
performing topology when discussing resilience is mesh. The loss of multiple nodes can
be tolerated as the “all-to-all” configuration ensures that a propagation path between all
nodes remains. The worst performing topologies are ring and line, where a significant
impact on convergence speed and communication efficiency can be achieved through the
drop-out of just a single node. In cases where redundancy is an absolute requirement, such
as military or emergency service use, investigating full mesh networks may be justified. For
all other scenarios, such redundancy is likely inefficient. The use of time-variant topologies,
such as in [92], can improve resilience but require network reachability and introduce
additional complexity. These challenges have not been adequately explored thus far. DAG-
based solutions as described in [47,79] show potential but can become bottlenecked when
nodes with high eigenvector centrality are removed. Further research into ensuring such
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nodes and the “super-nodes” present in scale-free topologies are protected from drop-out
may yield significant advancements. Experiments that simulate node drop-out have been
performed in the literature, most notably in [75,84,88]. However, these experiments are
limited in scope and apply only to the topologies discussed in each paper. New research
that looks at the wider concept of recovery protocols and resilience is required. Multi-
topology experiments may lead to the discovery of rules that can be applied on a broader
scope. Additional work looking at Erdős–Rényi graphs may prove most fruitful.

One of the most pervasive of underlying assumptions across all the studies is the non-
mobility of the nodes in the network. For many real-world scenarios, this is not a concern,
but for applications such as drone swarms or mobile monitoring equipment, ensuring that
communication and bandwidth remain available is key. As discussed above, time-variant
topologies aim to model this type of scenario. However, the underlying assumptions still
indicate that the network bandwidth between each node remains constant. There appear to
be no recent studies that investigate the impact of node availability and variable bandwidth.
The work on the DeLi-CoCo algorithm in [85] discusses some of the challenges related to
ensuring convergence even in sparsely connected networks, but it requires tuning to ensure
this happens. Either extending this work or investigating novel approaches is required to
generalise the results obtained.

Many open issues related to the use of incentive mechanisms remain unresolved.
At the most fundamental level, incentive mechanisms are produced to encourage data
owners to participate in the training process. The criteria for providing rewards can have
a significant impact on whether the training process fails or succeeds. As an example, if
rewards are provided based solely on volume, nodes are incentivised to send as many
updates as possible, regardless of quality. These low-quality updates will at best provide
little benefit to the shared model and at worst may lead to a failure of convergence. An
example of this type has previously been identified in [111], where the best-performing node
is given the ability to update the global model. The papers reviewed cover a significant time
span, so it is expected that much of the content will have been superseded by later research.
However, concepts relating to auction types are still relevant and provide useful avenues
of enquiry for future research around incentivising federated learning nodes. Techniques
like Peer Truth Serum [109] aim to provide mitigation in this scenario but they are reliant
on public test data that may not be available in every domain. Formal proofs ensuring that
incentive mechanisms and beneficial model updates are aligned do not currently exist and
should be explored further. Similarly, network owners must ensure that their rewards are
pitched to capture all the relevant data the shared model requires. Data diversity and rarity
are difficult to reward fairly, especially when those data points are part of a minority class.
Dealing with data heterogeneity is a concern across all three areas of investigation in this
paper. Any successful incentive mechanism must be able to deal with the unique challenges
that non-IID datasets provide. This is a largely unexplored area. Tangentially connected
is the need to ensure that any mechanism is also able to incentivise all participants fairly,
regardless of their available resources. The “all or nothing” reward mechanisms seen in
areas such as Bitcoin mining encourage nodes to commit all available resources to the
task. It should be clear, however, that the highest-powered nodes are most likely to win
in this scenario, potentially leading to inadvertent skewing of model parameters and the
exclusion of potentially important data points from underpowered participants. A formal
process for determining a fair reward system does not currently exist save for in a few
specific scenarios, such as in [54]. Further research into whether such a process can be
deduced would be of value. Finally, we see that most incentive mechanisms are designed
with only the current training round in mind. For some tasks, this is reasonable. However,
there are tasks such as security and health monitoring where continuity of cooperation
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is potentially more important. In [110], the authors try to address this scenario with their
decaying reputation score. However, the authors themselves acknowledge that further
research in areas such as node participation and long-term incentivisation is needed.

The communication layer as reviewed in this paper also presents several open issues.
Gossip-based and gossip-adjacent approaches remain common across the reviewed commu-
nication literature, but newer work increasingly combines these with pruning, compression,
routing, scheduling, topology optimisation, and graph-sampling strategies. The lack of a
central server, as seen in traditional federated learning, makes the coordination of updates
extremely difficult. Gossip algorithms such as those in [71,75,76] simplify management at
the expense of potentially duplicated updates and inefficient transfer of model weights.
A key disadvantage of standard gossip algorithms is the use of random peer selection.
This greatly simplifies the communication algorithm. The downside is that redundant
communication is likely, and no consideration is given to the quality of updates that are not
redundant. The Performance-Based Neighbour Selection (PENS) algorithm set out in [88]
looks to ensure that nodes communicate preferentially with similar nodes through the
comparison of training losses. This approach appears to be an outlier, and further work on
preferential peer selection is required. Such algorithms need to consider factors including
reliability, data value, and historical contribution. Doing so in a secure and auditable way
in a decentralised network is a significant undertaking. Similarly, little work appears in
the literature related to real-world performance on large networks. Papers such as [75,126]
discuss results on networks of 100 nodes. In a smart city context or similar, the number of
nodes is likely to be orders of magnitude higher. Gossip algorithms are slow to converge,
and in real-world situations, on massive networks, nodes joining and leaving frequently
may cause convergence to fail. More research is needed into large-scale performance,
including networks with 1000 or more nodes, and into unstable networks where nodes
join and leave frequently. The assumption of stable participation may be valid in some
scenarios, but it is unlikely to hold in deployments where node drop-out is common.

Work into improving network performance through sparsification and bandwidth-
aware communication is seen but is at a rudimentary stage. In [125], the authors discuss
the benefits of sparsification and introduce their SparSFA algorithm, which allows for
the transmission of a subset of model parameters based on those most impactful to the
training round. However, the level of sparsification is constant for each node, and it
makes no attempt at adjusting this value based on the available bandwidth or computing
resources offered by the peer node. In [76], the algorithm is somewhat bandwidth aware.
However, it does not apply adaptive bandwidth monitoring when determining the level of
sparsification. Here, the model aims to over-utilise those edges that have high bandwidth
connections, but the underlying assumption is that these will remain high bandwidth
throughout the entire process. This assumption may be valid in some scenarios. However,
in the real world, where node drop-out may be more common, it is likely to not hold
true. Similarly, physical constraints such as bandwidth utilisation and interference for
wireless connections are unlikely to remain constant and so should be considered by any
advanced algorithm.

A further scaling issue concerns the size of the models themselves. Almost all eval-
uated systems use comparatively small models and benchmark datasets such as MNIST,
Fashion-MNIST, and CIFAR-10. As foundation models continue to grow in size, peer-to-
peer federated learning systems may be required to support models whose parameters
are measured in hundreds of megabytes or even multiple gigabytes. Existing commu-
nication strategies such as gossip, sparsification, quantisation, and compression reduce
communication overhead, but it remains unclear whether they can scale efficiently to
foundation-model workloads operating across heterogeneous devices and wide-area net-
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works. Future research should therefore investigate communication protocols, update
compression techniques, topology adaptation strategies, and evaluation methodologies
specifically designed for large-scale model transfer under realistic bandwidth constraints.

A recurring issue across the reviewed literature is that of comparability. When testing
new algorithms, incentive mechanisms, or topologies, researchers do not currently design
studies to enable direct comparison. Each reviewed paper uses a nearly unique combina-
tion of design choices and evaluation metrics. This makes it almost impossible to draw
comparisons between research in anything other than a qualitative fashion. Most of the
papers reviewed have produced significant amounts of numerical data, but even specialist
analysis would struggle to extract directly comparable conclusions. Further work into the
production of peer-to-peer specific datasets and networks of agreed size, performance,
and topology should be encouraged. Only by allowing for ease of comparison between
approaches can promising routes of enquiry be identified. At present, direct cross-study
comparison remains extremely difficult.

5. Related Work
Security and privacy are important issues in decentralised frameworks. In traditional

federated learning, it is assumed that the central server will have the ability to approve
or reject clients attempting to join. In the decentralised world, no such authority exists,
leaving space for bad actors to compromise user data and attack the model itself. In [75],
the authors look to ensure both these threats are neutralised to the greatest possible extent.
Firstly, the FedDual algorithm allows nodes to add noise to their gradients using a Gaussian
distribution to ensure that sensitive information cannot be retrieved using model inversion
attacks. A key trade-off here is between the amount of noise added and the speed of model
convergence. Care must be taken to ensure that the Gaussian blurring of parameters does
not lead to model convergence becoming impossible. Secondly, the algorithm also allows
for signed updates. Weights are signed using a blind signature [133]. When the weights
are sent to a neighbour, that node can confirm with the sender that it did in fact create the
update about to be merged. This ensures that no unauthorised modifications have been
made. Finally, Private Set Intersection (PSI) techniques are used to ensure that data points
that overlap between two nodes do not have noise added. This can be performed in two
separate ways. The most computationally efficient method is to compare hashes of data
points to see if they match. If they do, then it can be surmised that they represent a value
in common and so need not be included in the Gaussian masking process. A more secure
but less computationally efficient method is to use public key encryption instead of hash
values, as in the case of FedDual. It should be noted that both ways require significantly
more inter-node communication, as hashes or encrypted values must be matched before
weights are shared.

Previous survey papers have discussed distributed federated learning either as their
main topic or as part of a broader work on federated learning of all types. Table 11 compares
the present review with the most closely related decentralised federated learning surveys.
The purpose of this comparison is not to suggest that earlier surveys omit future research
challenges but to clarify the narrower contribution of this review: a focused comparison of
topology, incentive mechanisms, and communication algorithms using aligned categories
for mechanisms, datasets, experimental assumptions, and open issues.

Previous survey papers have discussed distributed federated learning either as their
main topic or as part of a broader work on federated learning of all types. In [134], the
authors provide a broad overview of decentralised federated learning, categorising prior
work according to architecture, topology, security, privacy, and other dimensions. While
comprehensive in scope, the review focuses primarily on taxonomy and classification rather
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than comparative analysis across topology, incentives, and communication strategies. The
research gaps identified include the lack of a standard framework for the evaluation of
novel solutions as well as challenges with communication efficiency. The lack of robust
security and privacy features for distributed federated learning is also noted. Further work
in [135] draws similar conclusions whilst also raising some undiscussed points. Of all
the models discussed in the paper, none are considered production ready. This indicates
that most research is still in the laboratory stage. The authors also note that there are
marked differences between the models in terms of underlying assumptions, topology,
and evaluation settings. This makes direct comparison between models a challenging task.
Whilst the production of new algorithms should be encouraged, care should be taken to
ensure that the conclusions drawn from their testing can be generalised. A further survey
on decentralised federated learning is published in [136]. As with the other surveys, there is
perhaps an over-reliance on technical taxonomy when comparing frameworks. Real-world
examples are also not evident, though theoretical examples are provided. The paper does
identify key open issues such as the poor state of security and privacy protections inside
distributed federated learning environments.

Table 11. Comparison with related decentralised federated learning surveys.

Work Main Focus Treatment of
Topology

Treatment of
Incentive

Mechanisms

Treatment of
Communication

Algorithms

Treatment of
Open Issues

How the Present Review
Differs

[134]

Broad survey of
decentralised

federated learning
fundamentals,

frameworks, trends,
and challenges

Discusses
decentralised
architectures,

frameworks, and
topology-related

considerations at a
broad level

Discussed as part of
the wider

decentralised FL
landscape but not

the central
comparative focus

Discussed as part of
decentralised FL

systems and
frameworks

Identifies general
challenges including

evaluation,
communication

efficiency, security,
and privacy

Provides a broad foundational
survey of decentralised FL. The
present review is narrower but

provides a more explicit
cross-category comparison of

topology, incentives,
communication algorithms,

datasets, and
open-issue mappings.

[135]

Systematic literature
review of

decentralised and
incentivised

federated learning
frameworks

Discusses
assumptions and

framework
differences,
including

topology-related
differences

Strong focus on
incentivised and

decentralised
frameworks

Discussed where
relevant to reviewed

frameworks

Notes lack of
production

readiness and
difficulty comparing

models because
assumptions,
topology, and

evaluation settings
differ

Provides a systematic
framework-level review. The

present review builds on this by
separating topology, incentive

mechanisms, and
communication algorithms into
explicit comparative tables and

by drawing
cross-category implications.

[136]
Survey of

decentralised
federated learning

Provides taxonomy
of decentralised FL

approaches

Not the primary
organising
dimension

Discusses
decentralised FL

methods and
technical categories

Identifies security,
privacy, and other
decentralised FL

challenges

Provides a decentralised FL
taxonomy. The present review

places less emphasis on
taxonomy alone and more

emphasis on experimentally
reported topologies, datasets,

communication strategies,
incentive mechanisms, and

unresolved deployment barriers.

This
review

Comparative survey
of peer-to-peer

federated learning
across topology,
incentives, and
communication

algorithms

Compares reviewed
papers by topology
class, dataset, and
topology-related

open issues

Compares incentive
mechanisms by

mechanism type,
datasets, and

unresolved issues

Compares
communication

algorithms by broad
communication

type, datasets, and
unresolved issues

Synthesizes open
issues across

topology, incentives,
and communication

protocols

Provides a focused, table-driven
synthesis of how topology,

incentives, and communication
algorithms interact in

peer-to-peer federated learning
and identifies the need for

standardised benchmarks and
realistic evaluation conditions.

Finally, the work in [137] discusses incentivisation in peer-to-peer networks more
broadly rather than focusing solely on federated learning systems. In a wide-ranging
literature review, the authors focus on three subgroups of incentive mechanisms. These
are monetary incentives, or their tokenised equivalent, as demonstrated most clearly by
Bitcoin mining. Reputation-based incentives are used to encourage positive behaviours
such as collaboration amongst nodes. Finally, service-based incentives are rewards that
grant immediate or preferential access to resources based on contribution to the task.
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6. Conclusions
This paper reviewed recent work in peer-to-peer federated learning across three

connected dimensions: topology, incentive mechanisms, and communication algorithms.
Although these topics are often considered separately, the evidence reviewed here suggests
that they are closely interdependent. Topology shapes the speed, reliability, and resilience
with which model updates propagate through the network. Incentive mechanisms affect
participation, trust, and the quality of contributed updates. Communication algorithms
determine whether the resulting system can operate efficiently under practical bandwidth
and resource constraints.

The topology analysis shows that peer-to-peer federated learning is shaped by a
persistent trade-off between connectivity, convergence, and communication cost. Highly
connected networks can improve update dissemination and reduce disagreement between
nodes, but they also increase bandwidth demand and may create new points of fragility
when highly connected nodes fail or become overloaded. More sparsely connected struc-
tures reduce communication overhead but can increase convergence time and sensitivity to
node drop-out. No single topology therefore emerges as universally optimal. Instead, topol-
ogy choice depends heavily on the deployment environment, expected churn, bandwidth
availability, node heterogeneity, and tolerance for delayed convergence.

Incentive design presents a different but equally important constraint. The reviewed
mechanisms range from blockchain-based rewards and auction systems to reputation, trust,
and resource-based schemes. These approaches provide useful ways to encourage participa-
tion and discourage low-quality or malicious contributions, but comparison between them
remains difficult because studies use different assumptions, evaluation methodologies, and
experimental environments. Many mechanisms demonstrate promising behaviour under
controlled conditions, but comparatively little evidence exists regarding their performance
under large-scale deployment, heterogeneous resources, significant node churn, collusion,
or adversarial participation.

Communication algorithms provide the main route for reducing bandwidth pressure
in peer-to-peer federated learning. Gossip-based approaches remain prominent because
of their simplicity and resilience to disruption, while more recent work has explored
sparsification, prediction-based sharing, routing optimisation, trust-weighted aggregation,
and multi-stage communication strategies. These techniques can reduce the volume or
frequency of model exchange but typically introduce trade-offs relating to accuracy, con-
vergence speed, robustness, implementation complexity, or dependence on assumptions
such as stable links, public datasets, or homogeneous devices.

A recurring issue across all three dimensions is the difficulty of direct comparison
between proposed approaches. Studies frequently employ different datasets, node counts,
topologies, communication assumptions, failure models, and evaluation metrics. As a
result, it is often possible to identify improvements within a specific experimental con-
figuration but much harder to determine whether those improvements generalise across
different environments. This lack of standardisation limits the strength of cross-paper
conclusions and remains one of the main barriers to assessing progress in peer-to-peer
federated learning.

Overall, peer-to-peer federated learning is a viable and increasingly mature alternative
to centralised federated learning. Considerable progress has been made in designing
topologies, incentive mechanisms, and communication strategies capable of supporting
decentralised training. However, the reviewed work also highlights persistent challenges
around realistic evaluation, heterogeneous environments, dynamic network conditions,
adversarial behaviour, and comparability between studies. Addressing these issues will
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be important in determining whether current approaches can move beyond controlled
experimental settings and support large-scale real-world deployment.
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