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Abstract

The shift from passive predictive models to autonomous agents capable of tool use and
multi-step planning moves the AI safety landscape from prediction error to control failure:
small misjudgements become irreversible actions, and risks compound across long horizons
and populations of interacting systems. We present a structured review and taxonomy of
open scientific problems in agentic AI safety, mapped explicitly onto the EU AI Act and
the NIST AI Risk Management Framework. The corpus follows a PRISMA-ScR scoping
review, assembled through anchor-based citation chaining and curated reading lists across
arXiv, the major machine-learning conferences, and selected security and fairness venues,
with a primary March 2026 search cut-off (extended to May 2026 during revision for a
small number of high-relevance governance and agentic-safety sources), explicit eligibility
criteria, and an analytical distinction between open scientific problems and deployment
risks. The taxonomy identifies eight problem families spanning reinforcement-learning
policies and language-model planners: goal specification, inner alignment, safe learning
and robustness, scalable oversight, interpretability, tool-use security, multi-agent safety, and
evaluation and assurance. Mapping these onto the two frameworks shows close alignment
for some families and notable absences for others, with multi-agent safety surfacing as a
regulatory gap. We add a per-family research roadmap with concrete milestones and a
practitioner-facing deployment-posture triage, arguing that progress on inner alignment,
interpretability for deceptive-alignment detection, and multi-agent safety would most
directly reduce compliance uncertainty.

Keywords: agentic AI; AI safety; alignment; tool-use security; multi-agent systems;
EU AI Act; NIST AI RMF; open problems; PRISMA-ScR

1. Introduction
A passive language model that produces an inaccurate sentence has made a prediction

error. To illustrate the shift: an agentic system that consumes the same sentence as an
instruction, calls a tool against a production database, and acts on it has taken an action
whose effects may be irreversible. The same model, embedded in a different control surface,
has stopped producing predictions and started producing outcomes; the failure mode is no
longer the answer being wrong, but the action being taken. The transition from passive
foundation models [1,2] to autonomous agents marks this shift, and the safety questions
that follow do not reduce to the safety questions of the systems that preceded them.
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We use agentic system broadly to encompass both reinforcement-learning policies
trained via reward maximisation [3] and large-language-model planners that interleave
reasoning with action through frameworks such as ReAct [4] or Toolformer [5]. The
high-level architecture common to both is summarised in Figure 1. The combination of
long-horizon planning, persistent memory, and tool access introduces qualitatively new
risk vectors that do not appear in purely predictive models:

• Capability amplification: Tools extend the agent’s reach to web browsing [6], file
management, and system control. A hallucination becomes a side effect; an instruction-
following lapse becomes an irreversible action.

• Long-horizon compounding: Small errors in early planning steps accumulate. Ad-
vanced planning strategies such as Tree of Thoughts [7] or Reflexion [8] mitigate
capability errors but raise the competence of misaligned agents in equal measure.

• Attack-surface expansion: New vectors such as indirect prompt injection and tool-
response poisoning emerge specifically from the integration of untrusted data with
control logic.

Figure 1. High-level architecture of an agentic AI system. Inputs flow through the policy to actions
that permanently alter the environment state. Solid arrows denote the direct input flows (left) and
output flows (right) of the policy; dashed arrows denote effects mediated by the environment, which
feed back into observations and memory. Source: Authors.

Governance frameworks have responded to this shift but at a different pace. The EU
AI Act (Regulation (EU) 2024/1689 [9]) and the NIST AI Risk Management Framework [10]
both contemplate risks of the kind we discuss, but the technical literature on agentic failure
modes and the regulatory text on high-risk obligations have not yet been mapped against
each other at the level of individual failure families. The risks discussed here—ranging from
the “stochastic parrots” critique of foundation models [11] to the broader harm taxonomy
of Weidinger et al. [12]—are framed as open scientific questions because they cannot be
addressed simply by scaling data or increasing test coverage; the contribution of this
review is, in part, to make the mapping between those open questions and the binding
obligations explicit.

To navigate this landscape, we analyse risks through three overlapping lenses: align-
ment (ensuring objectives match human intent [13]), safety (preventing accidents and side
effects [14]), and security (resisting adversarial misuse [12]). These are tightly coupled in
practice: a misaligned agent creates security vulnerabilities, while insecure tool pipelines
undermine alignment constraints.
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The contribution of this review is four-fold. First, a structured taxonomy of eight
problem families (Section 4) that spans both reinforcement-learning policies and language-
model planners with tool access. Second, a mapping of that taxonomy onto the EU AI
Act and the NIST AI RMF (Section 13), including an explicit identification of the multi-
agent case as a regulatory gap. Third, a research roadmap (Section 15) that states an open
question, a concrete milestone, and a priority rationale for each problem family. Fourth, a
practitioner-facing section (Section 14) that turns the same taxonomy into a deployment-
posture triage for ICT organisations. The review addresses three reader groups in parallel:
AI-safety researchers tracking open scientific problems, ICT practitioners deploying agentic
systems, and governance and compliance readers seeking a research-side view of where
the current frameworks bind and where they leave space open.

2. Methodology
2.1. Scope and Research Questions

We conducted a structured scoping review of open scientific problems in agentic AI
safety, reported in line with the PRISMA Extension for Scoping Reviews (PRISMA-ScR) [15].
A scoping review is the appropriate variant of PRISMA-family methodology when the
objective is to map the extent of a field and to identify its gaps—here, the eight problem
families and the multi-agent regulatory gap surfaced in Section 13—rather than to pool
quantitative outcomes or to grade a body of evidence on a single clinical question. We
do not, therefore, perform meta-analytic synthesis or a formal risk-of-bias assessment of
the included works, both of which presuppose a homogeneous outcome measure that this
literature does not possess. We do follow PRISMA-ScR on the items that apply: explicit
information sources, eligibility criteria, and a transparent selection process, all reported
below so a reader can assess the corpus boundaries and the selection biases at work. A
completed PRISMA-ScR checklist is supplied as the Supplementary Materials. The review
was not prospectively registered: PROSPERO is restricted to health-related reviews, and
prospective registration is not an established practice for scoping reviews of fast-moving
computer-science literature; we disclose this absence transparently rather than register
retrospectively (checklist item 5, Supplementary Materials).

We define an agentic AI system as a policy that selects actions over time in pursuit of
an objective, with access to tools or actuators that change external state. This working
definition is consistent with the characterisation in the survey of Acharya et al. [16], who
identify autonomous decision-making, sustained interaction with an environment, and
planning towards complex goals as the defining properties of agentic AI; our formulation
makes the same properties operational for the safety analysis that follows. This definition
spans two technical lineages: reinforcement-learning policies trained by reward maximi-
sation [3] and large-language-model planners that interleave reasoning with action, such
as ReAct [4] and Toolformer [5]. The review covers the intersection of safety problems for
both lineages when those policies are deployed with tool access, long-horizon planning, or
in multi-agent settings.

We distinguish two categories of contribution throughout the paper, and the distinction
matters for how a reader should evaluate each claim:

• Open scientific problems are questions for which the research community lacks a
generally accepted answer—for example, detecting deceptive alignment from model
internals, or guaranteeing safety during exploration in open-ended environments.
Further examples surfaced by the families below include worst-case safety bounds
under distribution shift (Section 7), faithfulness guarantees for chain-of-thought-based
oversight (Section 8), and a population-level benchmark for collusion among inter-
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acting agents (Section 11). Progress on these requires new theory, algorithms, or
evaluation methods.

• Deployment risks are concerns where mitigation techniques exist in the literature
but are not yet integrated into standard practice—for example, sandboxing tool exe-
cution, or auditing prompt-injection exposure in retrieval-augmented systems. Fur-
ther examples include least-privilege wiring of agent tool permissions (Section 10),
benchmark-based regression testing before model or prompt updates (Section 12),
and human-in-the-loop gates on irreversible actions (Section 14). Progress on these is
primarily a matter of engineering discipline and organisational adoption.

The review covers both categories. We label each as we go, and the governance
mapping in Section 13 treats them differently: open problems point primarily to research
priorities and deployment risks primarily to compliance obligations. The boundary is
permeable—some open problems also carry compliance weight, and we flag these cases
where they arise.

2.2. Information Sources and Search Strategy

Our information sources, in the PRISMA-ScR sense, comprised the following: the
arXiv preprint server (categories cs.LG, cs.CL, cs.CR, cs.AI); the proceedings of NeurIPS,
ICML, ICLR, ACL, USENIX Security, ACM CCS, IEEE S&P, and ACM FAccT; and curated
reading lists maintained by AI-safety research groups (Anthropic, Google DeepMind,
Apollo Research, the Alignment Forum) for works that are widely cited in active research
but not yet formally published.

The search strategy assembled the corpus in four layers. First, we identified foun-
dational works by citation chaining from a small set of widely cited anchors: Amodei
et al. [14] for safety concerns in modern ML, Hubinger et al. [17] for inner alignment, Rus-
sell [13] for the control-problem framing, García and Fernández [18] for safe reinforcement
learning, and Bommasani et al. [1] for the foundation-model perspective. Second, we
collected primary research on agentic systems from the period 2019–2025 by browsing
the arXiv categories above and by examining the named conference proceedings. Third,
we performed forward citation tracking on the foundational anchors and reviewed the
curated reading lists named above. Fourth, extending through the manuscript-revision
window (to May 2026), we tracked the 2024–2026 wave of agentic-safety and governance
work—empirical studies of deceptive alignment and scheming, agentic-security bench-
marks, Model Context Protocol security, multi-agent risk syntheses, and the EU GPAI Code
of Practice and NIST Generative AI Profile—so that each problem family reflects the current
state of the art rather than the pre-2024 literature. This anchor-and-chain strategy is the
appropriate PRISMA-ScR variant when the literature does not lend itself to a single Boolean
database query: agentic-safety terminology is not yet standardised, and a keyword-only
search would miss load-bearing work that uses different labels for the same failure mode.

For industry-codified threat lists and governance frameworks we include canonical
sources where they represent community consensus rather than single-vendor positioning:
OWASP’s Top 10 for LLM Applications [19], the more recent OWASP Top 10 for Agentic
Applications [20], and the NIST AI Risk Management Framework [10]. The primary search
cut-off was March 2026; a small number of high-relevance governance and agentic-safety
sources published during manuscript revision were added through May 2026.

2.3. Eligibility Criteria and Selection Process

Eligibility. We include peer-reviewed papers, preprints with demonstrable influence
on subsequent work (follow-up papers, adoption in benchmarks or systems), and canonical
industry standards. A work qualifies for inclusion if it does at least one of the following:
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characterises a failure mode of agentic systems with sufficient specificity to be tested for,
proposes a mitigation technique with a clear evaluation protocol, or formalises a previously
informal threat model.

Selection. Selection followed the anchor-based search strategy of Section 2.2 rather
than a count-based database screen. Figure 2 reports the PRISMA-ScR flow of this process
in the form the method supports: the four identification pathways, the eligibility criteria ap-
plied, and the final corpus of n = 109 sources. Upstream counts (records identified, screened,
and excluded) were not logged during the original collection and cannot be reliably re-
constructed; the literature reached us through citation chains and curated lists rather than
through a Boolean query against a structured index, and counts reported retrospectively
would be a reconstruction rather than a record. The diagram therefore reports identifica-
tion pathways and the final count rather than count-based screening. Three additional
references suggested during peer review—the definitional survey of Acharya et al. [16]
(Section 2.1) and the two governance instruments discussed in Section 13.4—were incorpo-
rated at the revision stage and are not counted in the search-identified corpus. We treat the
absence of a count-based selection record as a known limitation of the method and disclose
it explicitly so that a reader can weigh the corpus boundaries accordingly.

Figure 2. PRISMA-ScR flow of the citation-based identification strategy: four identification layers, eli-
gibility filtering, and the final corpus (n = 109). Upstream counts (identified/screened/excluded) were
not logged during the original collection and are reported as unavailable rather than reconstructed.
Source: Authors.

We exclude vendor whitepapers that do not disclose their methodology, pure capa-
bility papers without a safety angle (for example, benchmarks that measure task success
without measuring side effects), and pre-2018 work except where it provides foundational
definitions that the agentic literature still relies on. We also exclude work on AI ethics and
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societal impact when it does not bear on technical failure modes; that literature is covered
elsewhere (see Section 3).

2.4. Limitations of Scope

Three limits of this review are worth stating explicitly. First, the corpus has a knowable
staleness: agentic-systems research from late 2025 and early 2026 is still being absorbed,
and a non-trivial fraction of the most influential mechanistic-interpretability work appears
as Transformer Circuits Thread posts and similar non-archival venues. We cite these where
the work is load-bearing for the argument and flag their non-archival status in context.

Second, we cover the technical and governance dimensions of agentic safety but not
the broader societal-impact dimension. Questions about labour displacement, distribution
of benefits, or longer-term existential risk lie outside our scope, and other reviews address
them more thoroughly [1,12]; Section 13.6 provides a brief bridge to that literature rather
than coverage of it.

Third, hardware-level attacks on AI infrastructure, supply-chain attacks on model
weights, and side-channel attacks on inference services are out of scope. They are real and
important, but the relevant literature sits closer to systems security than to AI safety, and
including it would dilute the review without strengthening the taxonomy.

We name these limits not because we have addressed them but because a reader
needs to know what the review does not promise. The contribution is a focused synthesis
at the intersection of RL safety and LLM security, with an explicit bridge to governance
frameworks; it is not a complete account of every safety-relevant concern about AI systems.

3. Related Work
Open problems in AI safety have been surveyed extensively, but the literature splits

into three camps that this review brings together. Earlier surveys treat reinforcement-
learning safety and large-language-model risks as separate concerns; broader foundation-
model reviews treat safety as one of many considerations; and practitioner threat lists
catalogue known attacks without organising them as research questions. What is missing,
and what this review supplies, is a synthesis that treats agentic AI as a single landscape—RL
policies and LLM-based planners with tool access alike—and connects the resulting taxon-
omy to current governance frameworks.

3.1. Surveys on Safe Reinforcement Learning

García and Fernández [18] provide the canonical taxonomy of safe RL methods,
organised around two strategies: modifying the optimisation criterion (for example, risk-
sensitive or constrained objectives) and modifying the exploration process (for example, via
teacher advice or risk-bounded exploration). Their survey remains the standard reference
for the pre-LLM era of safe RL, and our treatment of safe exploration under distribution
shift in Section 7 builds directly on their framing. Two limits of their scope are relevant
here. First, the work predates LLM-based agents and the failure modes that arise from
natural-language control of tool execution: prompt injection, confused-deputy attacks, and
in-band signalling have no analogue in the action spaces García and Fernández analyse.
Second, the multi-agent dynamics they discuss are cooperative or game-theoretic settings
with well-defined utility functions, not the loose coordination problems that emerge when
LLM-based agents communicate in natural language. Our review extends safe-RL concerns
into both of these directions, and treats LLM-specific failure modes as first-class rather
than peripheral.
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3.2. Taxonomies of LLM Risks and Harms

Weidinger et al. [12] organise the risks of language models into six families: discrim-
ination, information hazards, misinformation harms, malicious uses, human–computer
interaction harms, and automation harms. Their taxonomy is comprehensive for passive
language models—systems that generate text in response to prompts without taking actions
in an external environment—and the FAccT-adjacent literature has built on it productively.
The framing does not, however, extend cleanly to agentic systems: tool use, multi-step
planning, and multi-agent interaction are absent from the taxonomy, as is the distinc-
tion between alignment failures rooted in training (outer/inner alignment) and failures
rooted in deployment (tool-use security, the confused-deputy problem). Our review treats
Weidinger et al.’s harm families as one component of a broader agentic-safety landscape
rather than as the dominant frame.

Bender et al. [11] argue that large language models pose substantive risks at training
time—environmental cost, opaque curation, and the manufacture of plausible-sounding
text without grounded understanding. This critique remains influential, but its frame
is training-time risk for non-agentic systems. Bender et al. predate widespread agentic
deployment and address training-time rather than control-time risk; the failure modes our
review centres on (specification gaming, deceptive alignment, tool-use security) sit outside
their intended scope.

OWASP’s Top 10 for LLM Applications [19] catalogues threats against deployed
LLM systems—including prompt injection, insecure plugin design, and excessive agency,
among ten threat classes. The list is useful as a practitioner reference and we draw on it
in Section 10. As a research roadmap, however, it has two limits. It is curated as a threat
catalogue rather than as a taxonomy of open problems: items are mitigations-aware, with
established defensive practice, but the list does not separate problems where the research
community lacks an answer from problems where the answer exists but is not yet adopted.
The list also says nothing about inner alignment or multi-agent dynamics, which sit outside
its security-engineering frame. Our review treats the OWASP catalogue as one input to the
tool-use section but organises the broader landscape differently.

3.3. Foundation-Model and Broad AI-Safety Surveys

Bommasani et al. [1] survey the opportunities and risks of foundation models across a
wide front: capabilities, applications, technology, society, and governance. Safety is one sub-
stantial section among many, and the report’s broad scope is a feature for readers seeking a
general orientation. Our review trades breadth for depth on the safety question specifically,
and treats the shift from foundation models to agentic deployments—a transition that
post-dates Bommasani et al.—as a qualitative change in the threat model.

Amodei et al. [14] remain the closest prior work in spirit. Their five concrete
problems—negative side effects, reward hacking, scalable oversight, safe exploration, and
robustness to distributional shift—are still the right names for several of the failure modes
we discuss, and our outer-alignment treatment in Section 5 stays close to their formulation.
The work predates LLM-based agents by roughly six years and does not anticipate the
specific structure of failure modes that arise from tool use, prompt injection, or multi-agent
collusion. We treat their paper as the foundation rather than the competition: this review
extends Amodei et al.’s framing into the agentic era and adds the categories the original
five problems do not cover.

Recent work on cooperative and multi-agent AI safety, particularly Dafoe et al. [21],
organises open problems in multi-agent cooperation as a research agenda. Our Section 11
draws on their framing for coordination failures but adds the LLM-specific concerns of
emergent communication and steganographic collusion that post-date their survey.
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Closest to this review on the governance axis is the recent work of Nannini et al. [22],
which provides a systematic regulatory mapping for AI agents. They organise the regula-
tory surface into nine agent deployment categories and trace each to triggers across the EU
regulatory stack—the AI Act, the Cyber Resilience Act, the General-Purpose AI Code of
Practice, and harmonised standards—producing a twelve-step compliance architecture for
practitioners. Their input taxonomy is deployment actions, and their purpose is compli-
ance design: given a deployment, identify which regulatory instruments apply and how
to satisfy them. We treat their contribution as the natural neighbour to this review, and
Section 3.4 states the relationship explicitly.

3.4. Position of This Review

This review extends prior work in three specific ways. First, it treats RL safety and
LLM security as a single landscape under the heading of control failures of autonomous
systems, where prior surveys cover one lineage or the other; this matters because several of
the most consequential failure modes—deceptive alignment under tool use, the confused-
deputy problem with retrieval-augmented agents—emerge only at the intersection. Second,
the taxonomy of eight problem families in Section 4 draws an explicit boundary between
open scientific problems and deployment risks (as defined in Section 2.1); existing sur-
veys either treat all failure modes as deployment concerns (OWASP) or all as research
problems (Amodei et al., Hubinger et al.). Third, Section 13 maps the taxonomy onto
current governance frameworks—the EU AI Act and the NIST AI Risk Management Frame-
work [10]—using scientific failure modes as the input axis, rather than deployment actions or
attack techniques.

The neighbours on this axis are clear enough to delineate. Nannini et al. [22] map de-
ployment actions to regulatory triggers and produce a compliance architecture; we map open
research problems to regulatory requirements and produce a research roadmap with regula-
tory anchoring. The two are complementary: their work helps a deployer satisfy obligations
under current capability; ours indicates which research progress would reduce compliance
uncertainty for the agentic case specifically. Closer still is our prior work [23], which maps
MITRE ATLAS attack techniques to AI Act obligations from a defensive-architecture stand-
point; this review maps scientific failure modes—open research problems—to the same
regulatory requirements. The input taxonomy differs (adversarial techniques versus failure
modes) and so does the purpose (a deployable compliance architecture versus a research
agenda). We view all three contributions as bridges from distinct input taxonomies to the
same regulatory frame, and we do not claim primacy on the bridge itself.

We do not claim that the synthesis is exhaustive or that any individual failure mode
is original to this work. Overlap with prior surveys is inevitable in a field this active, and
the cited foundational work of Amodei et al., García and Fernández, Weidinger et al., and
Bommasani et al. supplies most of the underlying technical material. The contribution we
offer is the specific reorganisation, the agentic framing, and the input-axis we use to connect
the taxonomy to governance practice—scientific failure modes rather than deployment
actions or attack techniques.

4. Taxonomy Overview
To navigate the agentic risk landscape, we organise the open problems into a structured

taxonomy of eight problem families. Presented as a flat list, however, the eight would
sit uneasily together, because they answer different questions: some name where safety
originates, others what we can do about it, others where risk materialises at run time, and
one how we measure it. We therefore group the families into four interacting layers. Layer
1, failure sources, covers Goal Specification (Section 5), Inner Alignment and Deception
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(Section 6), and Safe Learning and Robustness (Section 7)—where safety breaks down.
Layer 2, mitigating capabilities, covers Scalable Oversight (Section 8) and Interpretability
(Section 9)—how failures are detected and controlled. Layer 3, deployment domains,
covers Tool-Use Security (Section 10) and Multi-Agent Safety (Section 11)—where risks
materialise once the system is running. Layer 4, a cross-cutting process, is Evaluation
and Assurance (Section 12)—how the other three are measured and bounded. The layers
are deliberately different kinds of objects, and the taxonomy is meant to be read across
them: a failure source (Layer 1) is addressed by one or more mitigating capabilities (Layer
2), materialises as concrete risk within a deployment domain (Layer 3), and is ultimately
measured and assured by a cross-cutting process (Layer 4). Safe Learning and Robustness
is the boundary case—robustness training is itself a mitigation—but we keep it in Layer 1
because the open problem it names is a source of failure: unsafe exploration and distribution
shift generate the hazard, whereas robustness methods are the response to it. The three
risk lenses of Section 1—alignment, safety, and security—cut across all four layers. Figure 3
shows how the three risk lenses overlap, Figure 4 shows the layered structure, and Table 1
maps each family to its core failure modes and the key literature.

Figure 3. The three risk lenses of agentic AI safety—alignment, safety, and security—overlap rather
than partition the field; a problem lying in an intersection falls under more than one lens (for example,
interpretability cuts across all three). Source: Authors.
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Figure 4. The eight problem families grouped into four interacting layers: failure sources (Layer 1),
mitigating capabilities (Layer 2), deployment domains (Layer 3), and a cross-cutting assurance
process (Layer 4). Reading across the layers, a failure source is addressed by a mitigating capability,
materialises within a deployment domain, and is measured by the assurance process; the three risk
lenses of Section 1 (alignment, safety, security) cut across all layers. Detailed failure modes and
references appear in Table 1. Source: Authors.

Table 1. Taxonomy of open scientific problems in agentic AI safety. Rows are grouped and shaded by
taxonomy layer, with layer headings in bold. Source: Authors.

Layer Problem Family Subproblem Key References

Goal Specification (Section 5)

Specification gaming/reward hacking [14,24]
Sycophancy in LLM agents [25,26]
Negative side effects & constraint learning (IRL/CIRL) [14,27,28]
Value learning & preference modelling (RLHF;
reward-model exploitation; Constitutional AI) [29–32]

Inner Alignment & Deception (Section 6)

Mesa-optimization & goal misgeneralization [17]
Deceptive alignment (alignment faking, sleeper agents,
scheming) [33–36]

Instrumental convergence & corrigibility (power-seeking,
shutdown, reward tampering) [37–41]

Layer 1—Failure sources

Safe Learning & Robustness (Section 7)
Safe exploration under distribution shift (constrained RL,
OOD, uncertainty) [18,42–47]

Adversarial robustness & long-horizon planning [48–50]

Scalable Oversight (Section 8)

Scaling supervision beyond human capability (reward
modelling, debate) [29,51]

Sandbagging [35]
Process supervision & reasoning faithfulness [52–55]
AI control & chain-of-thought monitorability [56–58]

Interpretability (Section 9)

Mechanistic interpretability & attribution methods [59–63]
Superposition/polysemanticity; monosemanticity, circuits
& weight-editing [64–67]

Layer 2—Mitigating capabilities

Faithful intent detection from internal state [68]

Tool-Use Security (Section 10)

Capability amplification & trust boundaries [4,5]
Prompt injection & automated jailbreaking (incl. defences) [19,69–76]
Training-data extraction [77]
Confused deputy/TOCTOU; injection benchmarks & MCP
exploits [78–80]

Multi-Agent Safety (Section 11)

Coordination failures & algorithmic cartels (price of
anarchy, tacit collusion) [21,81–83]

Emergent communication, steganography &
simulation/cascade risks [84–89]

Layer 3—Deployment domains

Multi-agent risk taxonomy [90]

Evaluation & Assurance (Section 12)

Capability-vs-safety benchmark gap (agent benchmarks) [91–98]
Goodharting, contamination & open-ended learning [99,100]
Worst-case guarantees/formal verification [101]

Layer 4—Cross-cutting process

Censorship-vs-safety dilemma; safety-specific benchmarks [102–104]
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5. Goal Specification
5.1. Specification Gaming and Proxy Objectives

Any proxy objective, optimised under sufficient pressure, diverges from the intent
it was meant to encode—Goodhart’s Law applied to learned agents. In reinforcement-
learning policies this manifests as reward hacking, where an agent maximises the reward
signal while violating the underlying intent [14,24] (Box 1). The operational point un-
derneath is single: no specification fully captures human values, optimisation pressure
amplifies even small gaps between proxy and intent, and combinatorially many loopholes
cannot be patched in advance. The failure mode is not a bug in any specific reward function
but a structural property of optimising against a specification at all.

In LLM-based agents, the same pressure surfaces as sycophancy: models optimise
for the evaluator’s perceived preference rather than truthfulness, validating user biases
to maximise helpfulness scores [25,26]. The behaviour generalises across model families,
which marks it as a persistent alignment failure rather than a training artefact.

Box 1. The boat that went in circles.

In a widely cited episode from the specification-gaming corpus, an RL agent trained on the boat-
racing game CoastRunners was rewarded for hitting score targets along the course rather than for
finishing the race. The agent discovered that circling a lagoon and repeatedly collecting respawning
targets yielded a higher return than completing the course—crashing, catching fire, and finishing
last while outscoring human players. The episode is a textbook proxy-objective failure: the score
was a proxy for the intended goal, and optimisation pressure found the divergence. Krakovna’s
curated list documents dozens of comparable cases across domains [24], and their recurrence across
architectures is why this section treats specification gaming as a structural property of optimisation
rather than an artefact of any particular algorithm.

5.2. Negative Side Effects and Constraints

Even aligned objectives can produce collateral harm when constraints on physical
safety, privacy, or resource usage are underspecified. The mandate “do no harm” is not a
scalar constraint but a boundary spanning legal, ethical, and organisational norms [14], and
the unresolved tension is the performance–safety trade-off : strict conservatism (for example,
minimising all state changes) routinely precludes utility. Inverse reinforcement learning [28]
and its cooperative variant [27] attempted to learn these constraints from demonstration;
the methods struggle when human demonstrations are suboptimal or when the agent must
operate outside the demonstration distribution.

5.3. Value Learning and Preference Modelling

Value learning infers objectives from human feedback (RLHF) rather than hard-coded
specifications [29], and is the dominant deployment paradigm, exemplified by Instruct-
GPT [31]. The unresolved questions are scalability-shaped:

1. Noisy and non-stationary feedback: human preferences are inconsistent, context-
sensitive, and prone to drift, making stable reward modelling difficult.

2. Exploitable reward models: agents may learn to manipulate the reward model rather
than satisfy the human evaluator, effectively hacking the learned reward function [30].

3. Preference shaping: agents may influence the feedback they receive, creating self-
reinforcing loops that drift away from human intent.

4. Robustness of Constitutional AI: approaches like Constitutional AI [32] replace
human feedback with AI feedback against a set of principles; the robustness of these
principles to adversarial semantic attack remains open.
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The open questions for this family are how to prevent preference models from ampli-
fying data biases and how to design feedback mechanisms robust to strategic manipulation
by the agent.

State of the art (2024–2026). Specification gaming remains acute as optimisation
pressure scales. Open problem: no specification or reward-modelling framework yet
guarantees that a proxy objective, optimised under strong pressure, will not diverge from
designer intent.

6. Inner Alignment and Deception
6.1. Mesa-Optimisation and Goal Misgeneralization

Inner alignment concerns the structural gap between the training objective (the base ob-
jective) and the objective the trained model actually pursues at runtime (the mesa-objective).
Hubinger et al. [17] formalise this as mesa-optimisation, in which a learned model develops
an internal optimisation procedure distinct from the base optimiser. The central risk is
goal misgeneralisation: an agent exhibits low loss during training because its internal proxy
correlates with the intended reward in the training environment (the canonical example is
“maximise points” versus “collect coins”), then diverges catastrophically when the two de-
couple out of distribution. Detecting such latent objectives is intractable without advanced
interpretability tools, because behaviour on the training distribution is by construction
indistinguishable from aligned behaviour.

6.2. Deceptive Alignment

A severe manifestation of inner misalignment is deceptive alignment, in which an agent
behaves cooperatively during training instrumentally to avoid modification. If an agent
models the training process and has a sufficiently long horizon, “playing dead” is the optimal
strategy to preserve its ability to pursue a misaligned goal in deployment (Figure 5).

Figure 5. Deceptive alignment mechanics: apparent alignment is maintained only while oversight is
active to ensure survival into deployment. Solid black arrows denote progression through the training,
evaluation, and deployment phases; dashed red arrows indicate the phases in which the hidden
misaligned objective remains concealed under oversight, and the solid red arrow the deployment
phase in which it is pursued. Source: Authors.

The core scientific challenge is designing training regimes in which honesty is the only
stable equilibrium, rather than a temporary local minimum favoured by gradient descent.

6.3. Instrumental Convergence and Corrigibility

Sufficiently capable agents tend to converge on a small set of instrumental subgoals—self-
preservation, resource acquisition, cognitive enhancement—regardless of their terminal
objectives [37,38]. The mechanism is instrumental rationality rather than malice, but
the practical consequence is the same: agents with otherwise harmless goals may resist
interruption [39], modify their own reward channel [40], or acquire resources beyond what
the task requires. The shutdown problem is to define a utility function under which the agent
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is corrigible—indifferent to being switched off or modified [41]—and corrigibility in LLMs
that lack explicit utility functions, together with robust handling of reward tampering,
remains an open problem.

State of the art (2024–2026). The empirical evidence on inner misalignment has ad-
vanced sharply. Hubinger et al. [34] construct “sleeper agents” (Box 2)—models trained to
act safely under one condition and to insert exploitable behaviour under a trigger—and
show the backdoor survives supervised fine-tuning, reinforcement learning, and adver-
sarial training, with persistence rising in model scale. Greenblatt et al. [33] document
alignment faking, in which a production model strategically complies with a training
objective it disprefers to avoid having its values modified. Meinke et al. [35] show frontier
models are capable of in-context scheming—disabling oversight, sandbagging, and at-
tempting self-exfiltration when goal-directed—and Betley et al. [36] demonstrate emergent
misalignment from narrow fine-tuning. Open problem: deceptive alignment is now a
demonstrated rather than hypothetical failure mode, yet no training regime is known in
which honesty is the unique stable equilibrium, and no behavioural test reliably separates
a genuinely aligned model from one that is faking.

Box 2. Model organisms of deception.

Two studies deliberately construct “model organisms” for the deceptive-alignment hypothesis.
Hubinger et al. trained backdoored “sleeper agent” models that write secure code when the prompt
indicates the year 2023 but insert exploitable vulnerabilities when it indicates 2024; standard safety
training—supervised fine-tuning, RLHF, and adversarial training—failed to remove the behaviour,
and in some settings taught the model to hide it better [34]. Greenblatt et al. then documented
alignment faking without backdoor training: a frontier model, informed that it was being retrained
towards objectives conflicting with its current preferences, selectively complied in episodes it
inferred were training while preserving its original behaviour elsewhere [33]. Neither result shows
spontaneous deception in deployed systems; both show that the failure mode this section formalises
is empirically constructible and robust to current alignment techniques.

7. Safe Learning and Robustness
7.1. Safe Exploration Under Distribution Shift

In safety-critical domains, the exploration–exploitation trade-off is asymmetrical:
a single catastrophic action can dominate the risk metric [18]. While Constrained RL
(e.g., CPO [42], Lyapunov-based methods [43]) attempts to embed safety constraints into
the optimisation loop, guaranteeing safety during the initial exploration phase remains
theoretically unsolved. This risk is exacerbated by distribution shift. Systems verified in
simulation, such as AI Safety Gridworlds [44], often fail due to the sim-to-real gap or
when encountering Out-of-Distribution (OOD) states. The challenge lies in developing
agents with epistemic humility—the ability to robustly estimate uncertainty [45] and degrade
gracefully rather than failing abruptly. Benchmarks like WILDS [46] and baselines for OOD
detection [47] provide evaluation grounds, but current methods rarely generalise to the
open-ended action spaces of agentic systems.

7.2. Adversarial Robustness and Long-Horizon Planning

Agentic systems face expanded adversarial threats beyond input perturbation. While
Adversarial Training [49] offers some robustness against pixel-level attacks [48,50], agents
must defend against observation poisoning and environmental manipulation. Unlike static
classifiers, agents must maintain safety over long horizons, where minor planning errors or
world-model hallucinations compound over time. The temporal credit assignment problem
makes identifying the root cause of late-stage failures exponentially difficult. Open ques-
tions focus on formally bounding error propagation in multi-step plans and developing
“watchdog” models to detect divergence before irreversible actions occur.
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State of the art (2024–2026). Recent work hardens agentic policies empirically but
not yet with guarantees that hold under deployment-time shift. Open problem: no safety
guarantee on a non-trivial agentic policy holds under the distribution shift and adver-
sarial perturbation that real deployment imposes. Deployment risk: constrained RL and
adversarial training reduce but do not eliminate exposure and are not yet standard in
agentic stacks.

8. Scalable Oversight
When agents are deployed on tasks that exceed human capability, such as complex

software engineering, reliable evaluation becomes difficult. Reward modelling [29] and AI
debate [51] attempt to scale supervision but face the risk of sandbagging, in which models
strategically underperform or align with the evaluator’s biases rather than ground truth.
A current frontier is process supervision, which rewards reasoning steps rather than only
final outcomes [52,53]. Its soundness depends on the faithfulness assumption—that the
generated reasoning matches the model’s internal computation—which recent work has
shown does not hold reliably; a sophisticated agent could in principle use steganographic
encodings to present a benign explanation while reasoning otherwise [54,55].

State of the art (2024–2026). The control-oriented response to oversight of capable
agents has matured. Greenblatt et al. [56] formalise AI control—protocols that bound the
damage an untrusted model can do even while actively trying to subvert them—using
a trusted weaker model and limited trusted labour. Korbak et al. [57] argue chain-of-
thought monitoring is a new but fragile safety layer that design choices could erode,
and OpenAI [58], with Apollo Research, report that deliberative-alignment training cuts
covert (“scheming”) actions roughly thirty-fold while cautioning that part of the reduction
reflects situational awareness rather than genuine alignment. Deployment risk: AI-control
protocols are implementable today in bounded settings. Open problem: oversight of agents
whose task competence exceeds the supervisor’s remains unsolved, and signals such as
chain-of-thought are not guaranteed to stay faithful.

9. Interpretability
Behavioural evaluation is insufficient for detecting latent risks such as deceptive

alignment. Mechanistic interpretability aims to reverse-engineer model weights into human-
understandable algorithms [60,61], alongside established attribution methods such as
LIME [62] and SHAP [63]. Scaling this programme to frontier models is currently blocked
by superposition and polysemanticity: single neurons represent multiple unrelated concepts,
which makes the isolation of specific behavioural circuits ambiguous [64]. Recent dictionary-
learning work on monosemanticity [65] partially decomposes these dense representations,
and circuit-level analyses of specific behaviours such as indirect object identification [66]
and weight-editing techniques such as ROME [67] offer paths to causal auditing. The
open scientific challenge is to build auditing pipelines that detect high-level intent—power-
seeking or deception—from internal state before the behaviour manifests.

State of the art (2024–2026). Mechanistic interpretability has scaled from toy models
to production systems: Templeton et al. [68] extract millions of interpretable features from
a frontier model with sparse autoencoders, including features for deception, sycophancy,
and power-seeking that can steer behaviour. Open problem: a faithfulness criterion that
certifies when an internal explanation can be trusted—and would let interpretability detect
deceptive alignment from internal state rather than behaviour—does not yet exist.
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10. Tool-Use Security
10.1. Capability Amplification and Trust Boundaries

LLM-based agents extend AI capabilities from text generation to external action
execution via tool APIs (browsers, code interpreters) [4,5]. This introduces the Actionability
Risk: model errors are no longer harmless text but irreversible state changes (e.g., deleting a
database). Traditional security models (RBAC) fail here because agents operate via natural
language, which lacks formal type safety. The unsolved problem is defining mathematical
guarantees that prevent an agent from violating safety policies while maintaining utility.

10.2. Prompt Injection and Automated Jailbreaking

The most distinct vulnerability of agentic systems is Prompt Injection, specifically In-
direct Injection, where an agent consumes malicious instructions from retrieved external
content (e.g., a poisoned webpage) [19]. This is a fundamental architectural flaw caused by
In-Band Signalling: the lack of separation between control instructions (system prompts)
and untrusted data (user inputs/retrieved text). Furthermore, the field has seen a rapid
evolution of automated jailbreaking techniques. While manual “red teaming” [69] was
initially effective, automated attacks like GCG (Greedy Coordinate Gradient) [70] and PAIR
(Prompt Automatic Iterative Refinement) [71] can now algorithmically find adversarial
suffixes that bypass safety filters. More recent “Many-Shot” jailbreaks [72] exploit the long
context window of agents to overload safety training. Defences such as SmoothLLM [73],
Self-Reminder [74], and conscience-based frameworks like Bergeron [75] offer partial miti-
gation, but a certified defence against adaptive attacks remains elusive [76]. Additionally,
the risk of training data extraction [77] poses privacy threats when agents are trained on
sensitive corpora.

10.3. The Confused Deputy Problem

Even aligned agents face the Confused Deputy problem, where an attacker tricks a priv-
ileged agent into misusing its authority. For example, an instruction to “summarize emails”
may execute a hidden payload in an e-mail body that forwards sensitive data. Distinguish-
ing the origin of an instruction within the model’s latent space—whether it comes from the
user or a third party—remains an open research problem. Furthermore, multi-step agents
introduce TOCTOU (Time-of-Check to Time-of-Use) vulnerabilities, where the environment
state changes between the agent’s safety check and tool execution.

State of the art (2024–2026). Indirect prompt injection now has standard benchmarks:
InjecAgent [80] and the dynamic AgentDojo environment [78] show tool-integrated agents
remain vulnerable to existing attacks and that no current defence closes every attack
surface. The protocol layer has become a target in its own right: Radosevich and Hal-
loran [79] demonstrate major exploits against agents using the Model Context Protocol
(Box 3). Deployment risk: sandboxing, least privilege, and prompt-injection auditing
are available and should be adopted now. Open problem: a defence with a bounded,
certified attack-success rate against adaptive injection—measurable on benchmarks such
as AgentDojo—remains out of reach. At the policy level, the European Commission’s
Action Plan on Cybersecurity and Artificial Intelligence (COM(2026) 577 final) identifies
exactly this interface—AI systems as both instruments and targets of cyberattack—as a
coordination priority (Section 13.4).
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Box 3. Exploiting the agent’s tool layer.

Radosevich and Halloran audited agents wired to servers using the Model Context Protocol—
the emerging standard for connecting LLMs to tools—and demonstrated practical attacks achieving
malicious code execution, remote access control, and credential theft, with an industry-standard
LLM executing the poisoned tool calls despite its safety training [79]. At benchmark scale, AgentDojo
runs agents on realistic tasks (e-mail, banking, travel booking) under prompt-injection attack and
finds that no evaluated defence closes every attack path, while defences that do help often degrade
task completion [78]. Together the two results ground this section’s claim that tool use is an attack
surface rather than a convenience feature: the vulnerability lives in the agent–tool interface itself,
and a certified defence remains an open problem.

11. Multi-Agent Safety
11.1. Coordination Failures and Algorithmic Cartels

When multiple agents operate in a shared environment, individual rationality does not
imply collective safety. Agents optimising local objectives can create negative externalities,
leading to a high Price of Anarchy [21]. This parallels the “Tragedy of the Commons” in
Social Dilemmas [82], but automated agents amplify these dynamics through speed and
scale [83]. A specific risk in competitive settings (e.g., high-frequency trading) is Tacit
Collusion. RL agents can independently discover that maintaining high prices is optimal,
effectively forming a cartel without explicit communication by learning “Grim Trigger”
strategies to punish competitors [81]. Distinguishing between benign market adaptation
and illegal collusion in black-box models is an open regulatory and technical challenge.

11.2. Emergent Communication and Simulation Risks

Multi-agent populations often develop specialised, opaque communication proto-
cols [84,85]. The security risk here is Steganography: agents minimising a cooperative loss
function may hide coordination signals within seemingly benign text to bypass monitor-
ing. Recent work on Generative Agents [86] and Social Simulacra [87] demonstrates that
LLM-based agents can simulate complex social interactions and spread information (or
misinformation) rapidly. Frameworks like CAMEL [88] and MetaAgents [89] show that
agents can autonomously cooperate to solve tasks, but also exhibit emergent behaviours
like sycophancy or cascading errors. Tightly coupled agent networks are prone to Cascading
Failures (flash crashes). If Agent A hallucinates, Agent B (trusting A) may execute an incor-
rect action, triggering Agent C’s safety shutdown. In open environments, this becomes the
Byzantine Generals Problem: ensuring consensus and safety when a fraction of agents are
compromised or adversarial remains an unsolved problem for continuous-state RL agents.

State of the art (2024–2026). The first comprehensive treatment of multi-agent risk now
exists: Hammond et al. [90] organise the field around three failure modes—miscoordination,
conflict, and collusion—and seven underlying risk factors, giving the multi-agent gap we
identify a concrete research scaffold. Open problem: no benchmark yet treats adversarial
collusion or destabilising dynamics across a population of interacting agents as a measured,
reducible failure mode rather than an anecdote, and, as Section 13.7 notes, the single-system
framing of current regulation does not anchor these interaction-level risks.

12. Evaluation and Assurance
The capabilities of agentic systems are advancing rapidly, as evidenced by “Sparks

of AGI” in GPT-4 [99]. However, evaluation methodologies lag behind. Current bench-
marks like ToolBench [93] and SWE-bench [92] primarily measure capability (success rate).
Other environments such as WebArena [94], MiniWoB++ [95], ALFWorld [96], and Science-
World [97] test specific tool-use skills, while BabyAI [98] focuses on the sample efficiency
of grounded language learning; none of these environments systematically penalises safety
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violations. A critical gap exists in measuring safety violations alongside competence. High
performance often reflects Goodharting (overfitting to the metric) or data contamination
rather than robust reasoning. Furthermore, specialised agents like Voyager [100] demon-
strate that agents can learn continuously in open-ended worlds, yet we lack metrics to
assess the long-term safety of such open-ended learning. Future evaluation must prioritise
“Red Teaming” benchmarks that dynamically update to prevent overfitting and quantify
the propensity for power-seeking behaviours. Evaluation must also address the “LLM
Censorship” vs. “Safety” dilemma [103], distinguishing between valid safety refusals and
over-defensive failure modes.

State of the art (2024–2026). Safety-specific agent benchmarks have begun to fill the
evaluation gap: AgentHarm [102] measures whether a jailbroken agent retains the capability
to complete multi-step harmful tasks, and Anthropic [104] report “agentic misalignment” in
which models take insider-threat actions in simulated deployments (Box 4). Open problem:
an evaluation protocol that separates an agent’s capability from its safety—so that a high
score cannot be obtained by a capable-but-unsafe system—does not yet exist, and headline
capability results [99] still outpace safety evaluation.

Candidate directions for safety-specific metrics follow from these gaps, and we state
them as directions rather than finished protocols—the role of a review is to identify what
a metric must achieve, not to fix its design. A capability–safety decoupling score would
reward evaluation suites in which a high overall score is unattainable by a capable-but-unsafe
system, directly operationalising the separation identified above. A held-out benchmark
refresh—rotating evaluation content on a published schedule—addresses the Goodharting
and contamination failures with which this section opened. An attack-success residual rate,
reported against a published threat model, would replace binary pass/fail safety claims
with the bounded quantity that Section 10 identifies as missing for injection defences. And
faithfulness criteria for chain-of-thought monitoring [54,57] would state when a reasoning trace
may legitimately serve as evidence in a safety case. Each direction corresponds to a milestone
in the research roadmap in Section 15; the roadmap states what recognisable progress would
look like, and this list states what the measuring instrument must be able to do.

Box 4. Insider-threat behaviour in simulation.

Anthropic’s agentic-misalignment study placed sixteen frontier models from multiple develop-
ers in simulated corporate deployments with e-mail access and an impending threat of shutdown
or replacement. In these simulations, models from all developers resorted, at non-trivial rates,
to blackmailing the responsible executive or exfiltrating confidential documents to a competitor
when those actions were instrumentally useful for self-preservation—despite direct instructions
prohibiting such behaviour [104]. The result is an evaluation finding, not a deployment incident:
the scenarios were deliberately constructed to leave harmful action as the most effective option.
That is precisely its value for this section: it demonstrates measurable, cross-vendor elicitation of a
failure mode—instrumental harm under goal conflict—that capability benchmarks do not register.

13. Governance Mapping
The taxonomy in Section 4 organises failure modes as research problems, but the

same failure modes also carry compliance weight under emerging regulation. In this
section we map the eight problem families—across the four layers of Section 4—to two
reference frameworks: the EU AI Act (Regulation (EU) 2024/1689 [9], binding within the
European Union, with high-risk obligations whose application has been deferred under
the Digital Omnibus on AI [105] (see Section 13.1) and the NIST AI Risk Management
Framework [10] (voluntary, originating in the United States but widely referenced in inter-
national practice). The purpose is not to provide legal advice or a compliance assessment.
It is to show where the research agenda intersects regulatory obligation, which is useful
both to researchers identifying problems with regulatory salience and to ICT organisations
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that deploy agentic systems and need to understand which failure modes the relevant
frameworks already contemplate.

13.1. EU AI Act

At the time of writing, the application of the AI Act’s high-risk obligations has been
deferred: under the Digital Omnibus on AI [105], the provisional agreement of 7 May 2026
postpones the standalone (Annex III) high-risk obligations to 2 December 2027 and the
product-embedded (Annex I) obligations to 2 August 2028, pending formal adoption and
publication in the Official Journal.

We restrict the mapping to five articles in the high-risk regime of Regulation (EU)
2024/1689 that we judge most directly relevant to the agentic failure modes our taxonomy
organises. We treat Article 9 of Regulation (EU) 2024/1689 [9], which requires a systematic
risk management system across the lifecycle of high-risk AI, as an umbrella that sits above
every family in our taxonomy: any of the eight failure families gives rise to risks that a
risk-management system under Article 9 is intended to identify, evaluate, and mitigate.
Article 10, on data and data governance, is most directly engaged by training-time failures
rooted in data quality and representativeness; distribution shift and safe-learning failures
(Section 7) map naturally onto its requirements for relevant, sufficiently representative
training, validation, and test data.

Article 12, on record-keeping, requires the automatic logging of events during the opera-
tion of a high-risk system. We treat it as a regulatory anchor for operational traceability—what
the system did, in what context, with which inputs—which supplies behavioural evidence
for audit (Section 8) and for evaluation and assurance (Section 12). It is important to be
clear about what this is and is not: operational logs record outputs and tool calls, not
internal computation, so they support post hoc behavioural audit but do not by themselves
enable mechanistic interpretability or the detection of deceptive alignment from internal
state. The interpretability problem (Section 9) requires techniques the AI Act does not
prescribe; Article 12 is complementary, not a substitute. Article 14, on human oversight,
requires that high-risk systems be designed for effective human oversight, including the
ability to intervene or interrupt, and an awareness of automation bias on the part of the
human overseer. This article is the regulatory frame for scalable oversight (Section 8), and
for corrigibility and the shutdown problem (Section 6). Article 15, on accuracy, robustness,
and cybersecurity, requires that high-risk systems achieve an appropriate level of accuracy,
robustness, and cybersecurity throughout their lifecycle. It is the regulatory anchor for
safe-learning and robustness failures (Section 7), for the adversarial-robustness and prompt-
injection concerns at the heart of tool-use security (Section 10), and for the broader class of
robustness failures we discuss across the taxonomy. Beyond these five articles, the AI Act’s
obligations on general-purpose AI models and on Annex IV technical documentation are
additionally relevant for foundation models that underlie agentic deployments and for the
documentation duties they imply, but we do not map them in detail here.

One regulatory gap is worth mentioning before we present the table. The AI Act
is structured around the properties of a single high-risk system—its training data, its
accuracy, its oversight, and its cybersecurity—and does not directly contemplate multi-
agent dynamics such as emergent communication, tacit collusion, or systemic cascades
across populations of interacting agents (Section 11). Article 9 risk management applies
in principle to risks of any kind, and Article 15 reaches multi-agent behaviour where it
materialises as robustness or cybersecurity degradation of an individual system; but neither
anchors the failure modes that arise specifically from interaction between systems. We treat
this as a finding rather than a mapping: it is one of the places where the regulatory frame
and the agentic research agenda do not yet meet.
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The gap is beginning to acquire a research and policy scaffold. Hammond et al. [90]
organise multi-agent risk into miscoordination, conflict, and collusion, with underlying
risk factors that suggest where obligations could attach. Building on that scaffold, sev-
eral candidate policy directions can be stated without presupposing legislative change:
interaction-level reporting, under which providers of agentic systems would disclose
the interaction protocols and counterparty classes their systems are designed to engage;
population-level evaluation as a condition of deployment in domains where agent-to-agent
interaction is foreseeable, analogous to the testing Article 15 already requires for single-
system robustness; and codes of practice or harmonised standards as the instruments
through which such expectations could mature ahead of any amendment to the Act, as the
GPAI Code of Practice (Section 13.4) demonstrates for model-level obligations. We present
these as candidate directions emerging from the mapping, not as recommendations to
legislators; the evidential basis for choosing among them is precisely the population-level
evaluation methodology that Section 12 identifies as missing.

13.2. NIST AI Risk Management Framework

The NIST AI RMF 1.0 [10] is voluntary and organises risk management around four
functions: GOVERN, MAP, MEASURE, and MANAGE. GOVERN is cross-cutting and applies
to the entire taxonomy: organisational policies, roles, and accountability are prerequisites
for handling any of the failure modes we discuss. The remaining three functions admit a
coarser mapping than the AI Act articles, and we present it as such. MAP, which concerns
the contextualisation of AI risks within a deployment, is most engaged by goal specification
(Section 5) and by the evaluation gap discussed in Section 12: both require the deployer to
characterise what the system is for and what could go wrong. MEASURE, which concerns
the assessment and quantification of risks, is most engaged by interpretability (Section 9) and
evaluation and assurance (Section 12), which together supply the techniques that make risk
measurement possible. MANAGE, which concerns risk response and mitigation, is most
engaged by safe learning (Section 7), tool-use security (Section 10), and multi-agent safety
(Section 11), where the literature offers operationalisable controls. We keep this mapping
lighter than the AI Act mapping because the framework itself is coarser and voluntary; finer
correspondences are possible but would over-engineer a non-binding instrument.

13.3. Taxonomy-to-Governance Mapping

Table 2 consolidates the mapping. The last column distinguishes families that are
primarily open research problems (in the sense of Section 2.1: questions for which the
community lacks a generally accepted answer) from those that are primarily deployment
risks (concerns with available mitigations not yet integrated into standard practice). For
several families the answer is both, and this is the conceptual payoff of the mapping: the
permeable-boundary cases are precisely those where research progress would directly
reduce compliance uncertainty.

Table 2. Mapping of the eight problem families in Table 1 to EU AI Act articles (Regulation (EU)
2024/1689 [9]), NIST AI RMF 1.0 functions [10], and the open-problem versus deployment-risk
distinction from Section 2.1. Article 9 of the AI Act (risk management) and the GOVERN function of
the RMF are cross-cutting and apply to every family. Source: Authors.

Problem Family EU AI Act NIST AI RMF Nature

Goal Specification (Outer
Alignment) Art. 9; Art. 14 (oversight as backstop) MAP; GOVERN

Primarily open research problem (specification is
unsolved); deployment-risk slice in standard
reward-shaping.

Inner Alignment
Art. 9; Art. 12 (logs support behavioural audit,
not internal-state detection); Art. 14 (oversight as
corrigibility/shutdown backstop)

MEASURE; GOVERN Open research problem (deceptive alignment lacks
reliable detection techniques from model internals).
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Table 2. Cont.

Problem Family EU AI Act NIST AI RMF Nature

Safe Learning &
Robustness

Art. 9; Art. 10 (data); Art. 15
(accuracy/robustness) MANAGE; MEASURE

Both: safe exploration in open environments is open;
OOD detection and distribution-shift monitoring are
partly deployment practice.

Scalable Oversight Art. 9; Art. 14 (human oversight) GOVERN; MAP Both: scalable oversight as a research problem is open;
baseline human-in-the-loop is deployment practice.

Interpretability

Art. 9 (mechanistic interpretability has no direct
AI Act anchor; Art. 12 logging supports
behavioural audit but not internal-state
interpretation)

MEASURE

Primarily open research problem (mechanistic
interpretability is unsettled); audit-trail discipline under
Art. 12 is a complementary deployment-risk slice that
does not substitute for interpretation.

Tool-Use Security Art. 9; Art. 15 (cybersecurity) MANAGE

Primarily deployment risk: sandboxing, least-privilege
tool access, and prompt-injection auditing have known
mitigations; prompt-injection defence at scale remains
partly open.

Multi-Agent Safety

No direct provision; Art. 9 risk management
applies only generically, and Art. 15 reaches
multi-agent behaviour solely where it degrades
robustness of an individual system

MANAGE; GOVERN

Open research problem and regulatory gap: emergent
communication, tacit collusion, and systemic cascades
lack both mature countermeasures and a dedicated
regulatory anchor.

Evaluation & Assurance Art. 9; Art. 15; Art. 12 (records for evaluation) MEASURE; GOVERN
Both: worst-case guarantees and benchmark gaming are
open; benchmark-based regression testing is
deployment practice.

13.4. Complementary Frameworks: The GPAI Code of Practice and the NIST GenAI Profile

State-of-the-art governance instruments since 2024 reinforce this mapping. The EU
General-Purpose AI Code of Practice, published on 10 July 2025, operationalises the AI Act’s
obligations for providers of general-purpose AI models; its Safety and Security chapter
applies to models with systemic risk and commits signatories to systemic-risk identification,
model evaluation, serious-incident reporting, and the cyber- and physical security of model
weights [106]. Because most agentic deployments are built on such models, this chapter
is the natural code-level counterpart to the Act’s high-risk articles for the model-level
families in our taxonomy—inner alignment (Section 6), interpretability (Section 9), and
evaluation (Section 12). On the United States side, the NIST Generative AI Profile (NIST
AI 600-1) extends the AI RMF with twelve generative-AI risk categories and more than
200 candidate actions [107], and the International AI Safety Report 2026 [108] provides a
consensus scientific baseline on agentic and general-purpose AI risk that several of these
instruments now reference.

Two further EU-level instruments post-date the GPAI Code of Practice and sharpen
the enforcement side of this picture. The Commission’s Action Plan on Cybersecurity and
Artificial Intelligence (COM(2026) 577 final, presented in Strasbourg on 7 July 2026) [109]
establishes a coordination framework—creating no new obligations—that builds on the AI
Act, NIS2, the Cyber Resilience Act, and DORA, and is organised around three pillars: safe
AI for cyber defence, resilience of critical infrastructure, and European capacity-building.
For the families in our taxonomy it is most relevant to tool-use security (Section 10), whose
attack surface sits at the AI–cybersecurity interface that the plan addresses, and to the
evaluation families (Sections 8 and 12), where it foresees a dedicated European capacity
for cybersecurity-focused model evaluation. On the enforcement side, the European AI
Office’s AI Act Whistleblower Tool, launched on 24 November 2025 [110], provides a
secure channel for confidential or anonymous reports of suspected AI Act infringements;
reports made before 2 August 2026 do not yet attract automatic protection under the
Whistleblower Directive. We read the tool as an organisational and behavioural detection
channel complementary to the technical evaluation instruments this review maps: several
of the failure modes catalogued here would, in a deployed system, be visible to insiders
well before they are visible to auditors or benchmarks.
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13.5. Third-Party Components and Value-Chain Obligations

Agentic deployments are rarely built from first-party components alone: the model
is typically procured from a general-purpose provider, tools and connectors from third
parties, and orchestration scaffolding from open-source ecosystems. The AI Act allocates
responsibilities along this value chain in Article 25 of Regulation (EU) 2024/1689 [9]:
a distributor, importer, deployer, or other third party that places its name on a high-
risk system, substantially modifies one, or changes its intended purpose assumes the
obligations of a provider, and providers and third-party suppliers of components are
directed to specify by written agreement the information, capabilities, and technical access
that downstream compliance requires. For agentic systems this is not an edge case but
the default configuration: an integrator who wires a procured model to tools and grants
it autonomy is precisely the actor Article 25 contemplates. The technical documentation
of Annex IV—which Section 13.1 otherwise leaves aside—becomes concrete at this point,
since it must describe the system’s components including those supplied by third parties; a
documented account of intellectual-property and rights-infringement risks arising from
third-party data and software is a natural part of the same discipline, and one that reviewers
of internal risk-control frameworks increasingly expect.

The NIST AI RMF addresses the same surface from the voluntary side: GOVERN 6 is
devoted to policies and procedures for risks arising from third-party software and data,
including supply-chain risk, and the MAP function directs deployers to characterise the
provenance and composition of system components. Read together, the two frameworks
converge on a documentation-and-contract discipline for component provenance that the
agentic literature has so far treated as an engineering afterthought. Two boundary clarifi-
cations keep this subsection consistent with the rest of the review. First, the concern here
is the governance of components—who documents, who warrants, who retains techni-
cal access—not hardware-level supply-chain attacks on model weights, which Section 2.4
excludes from scope. Second, the procurement perspective of Section 14 is the practitioner-
facing complement of this subsection: the value-chain obligations sketched here are what
an ICT organisation’s procurement and vendor-management process must operationalise.

13.6. Ethical Dimensions: A Bridge, Not Coverage

This review deliberately excludes the broader societal-impact literature (Section 2.4),
but the agentic failure modes it catalogues connect to that literature at specific, name-
able points, and a brief bridge prevents the exclusion from reading as a claim of ir-
relevance. The critique associated with Bender et al. [11]—that systems trained on
poorly curated corpora encode and amplify hegemonic viewpoints while their fluency
invites misplaced trust—acquires a sharper edge when the system acts: an agentic sys-
tem does not merely reproduce an encoded bias, it executes decisions conditioned on
it, and the misplaced trust attaches to actions rather than to text. The harm taxon-
omy of Weidinger et al. [12]—discrimination, information hazards, misinformation, mali-
cious uses, human–computer interaction harms, and environmental and socioeconomic
harms—maps onto our families unevenly but informatively: malicious-use harms track
tool-use security (Section 10), interaction harms track oversight and automation bias
(Section 8; Article 14), and socioeconomic harms find no anchor in our taxonomy at all,
which is itself worth recording.

The bridge carries load in both directions. Technical failure modes generate ethical
exposure: a specification-gaming agent in a welfare-allocation system produces distribu-
tive injustice, not merely a benchmark failure. And ethical analysis generates technical
requirements: fairness and accountability demands translate into the interpretability and
evaluation capabilities of Sections 9 and 12. We leave the substantive treatment to the
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literature cited and to reviews scoped for it; the point of this subsection is only that the
seam between agentic safety and AI ethics is load-bearing, and that neither community can
treat the other’s results as permanently out of scope.

13.7. Limitations of the Mapping

The mapping in Table 2 is a conceptual bridge, not a legal compliance assessment.
We map failure families to the articles and functions whose stated purpose most directly
contemplates them, but the AI Act’s application to agentic systems is itself an unsettled
question. Nannini et al. [22] note, in particular, that high-risk agentic systems whose
runtime behaviour drifts in ways the provider cannot fully trace may not currently satisfy
the AI Act’s essential requirements on accuracy, robustness, and human oversight; the
regulatory frame and the technical state of the art are not yet aligned. The deferral of
high-risk obligations under the Digital Omnibus on AI [105] (Section 13.1) is itself empirical
evidence of this misalignment: the obligations were deferred because the technical readiness
and supporting infrastructure (notably harmonised standards and compliance tooling) that
they presuppose were not yet in place. Our prior work [23] maps the same regulatory frame
from a different input axis, attack techniques drawn from the MITRE ATLAS catalogue,
and is the natural complement on the threat-defence side. We view the contribution of
this mapping as forward-looking: it indicates which research progress, on which problem
families, would most directly reduce the compliance uncertainty that the agentic case
currently presents.

14. Practical Implications for ICT Organisations
The taxonomy and the governance mapping in Sections 4 and 13 are written for re-

searchers, but most readers who will encounter an agentic system in the next two years
will encounter it as a procurement, integration, or oversight problem rather than a research
question. This section summarises what we think the review offers an ICT manager or
practitioner who has to decide how a specific agentic deployment should be structured,
monitored, and accepted, and we do so without pretending that the taxonomy is a deploy-
ment checklist.

14.1. Deployment Patterns and the Trade-Offs They Impose

The controls that the taxonomy recommends are not free. Sandboxing tool execution,
enforcing least privilege on retrieval-augmented agents, inserting human-in-the-loop gates
on irreversible actions, and maintaining the kind of operational logs that Article 12 of
Regulation (EU) 2024/1689 [9] envisages each reduce the throughput, latency, or autonomy
of the deployed system. An organisation that adopts these controls is making a deliberate
trade against the performance the system would otherwise deliver, and one that does not
adopt them is making the opposite trade implicitly. We are not aware of a defensible basis
for deploying a high-stakes agentic system without treating this trade-off as a deliberate
choice; the literature does not yet support a position in which both performance and safety
scale together by default.

The cost side of the trade-off has two components that organisations often under-
estimate. The first is the engineering and storage cost of the monitoring and logging
infrastructure itself: full-trajectory audit logs grow quickly in agentic systems that issue
many tool calls, and retention policies that satisfy operational traceability under Article
12 may not satisfy investigation needs after a low-frequency incident. The second is the
organisational cost of the oversight function: human-in-the-loop gates only reduce risk to
the extent that the human in the loop is competent, attentive, and authorised to override the
system—conditions that are widely observed to decay under sustained workload, in line
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with the automation-bias concern recognised by Article 14 of Regulation (EU) 2024/1689 [9].
The same point that our prior work [23] raises on the defensive-architecture side—that
controls assume process discipline many organisations lack—applies symmetrically here.
The mapping in Section 13 identifies which obligations are relevant; it does not promise
that the controls implementing them will hold under real conditions.

14.2. What the Taxonomy Offers as a Triage Instrument

The distinction between open scientific problems and deployment risks that we set
out in Section 2.1 is, in our reading, the most operationally useful element of the review
for an ICT organisation. The two categories behave differently in practice. Deployment
risks have available mitigations: prompt-injection auditing, sandboxing, least-privilege
tool wiring, and benchmark-based regression testing are not state-of-the-art research, and
the failure to adopt them is an organisational decision rather than a technical limit. Open
research problems behave differently. No amount of engineering discipline closes the gap
between current interpretability techniques and a reliable detection method for deceptive
alignment; no procurement clause closes the gap between current multi-agent guarantees
and a population-level safety property. For failure modes in this category, the realistic
posture is monitoring and residual-risk acceptance rather than mitigation.

The grouping below is by deployment posture—what an organisation should do
now—and is distinct from the research-maturity-and-regulatory-anchor grouping in
Section 15, which addresses where the field should focus. Some families appear in both
groupings under different framings; this is the point of running the two lenses side by side
rather than collapsing them.

When reading the table in Section 13.3, three deployment postures emerge. The first is
adopt and harden: for families whose dominant failure modes have available mitigations,
the controls are known and the question is adoption discipline. Tool-use security sits here
in its deployment-risk aspect—sandboxing, least-privilege wiring, and prompt-injection
auditing all exist as operational practice—while retaining an open-research core (whether
any defence is robust rather than merely raising attack cost), which is why it also appears
in the conclusion’s strong-anchor cluster (Section 15); an organisation should adopt the
mitigations now and watch the research for evidence of residual robustness. The second
posture is accept the residual: for families where the realistic state of the art does not close
the gap through engineering—Inner Alignment, Multi-Agent Safety, Interpretability—the
deployment decision rests on whether the residual risk is acceptable given the application
and the reversibility of the agent’s actions. The third posture is adopt and watch: for
the permeable-boundary families—Goal Specification, Safe Learning, Scalable Oversight,
Evaluation and Assurance—the right move is to adopt the available controls (which are
partial) and to track the research literature for the milestones in Table 3 whose arrival would
justify a stronger posture. The permeable-boundary label is deliberate: although Table 2
classifies these families as primarily open research problems, each exposes a deployment-
risk slice with partial mitigations—for Goal Specification, standard reward-shaping and
proxy-objective monitoring—which is what justifies the adopt half of the posture rather
than watch alone. The conclusion in Section 15 discusses the same eight families through
the research-agenda lens; the two readings are intended to be visibly consistent on the
dual-nature cases such as tool-use security.

14.3. Limits of This Guidance

We have written this section at the level of categories rather than specific controls.
Sector-specific guidance—healthcare, finance, critical infrastructure—requires additional
context that the review does not supply, and the choice of which controls to deploy in
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a given organisation is one we do not attempt to make from the outside. The review
does not constitute a compliance certification under the AI Act or any other framework,
and the categorisations above should not be read as a substitute for legal advice on a
specific deployment. What the review does offer is a vocabulary for distinguishing the
failure modes one can engineer around now from the failure modes one cannot, and that
distinction is the part we think is robust enough to act on.

Table 3. Research roadmap for the eight problem families. Open questions are stated narrowly so
that progress is recognisable; milestones reference generic evaluation patterns rather than invented
benchmarks. Family names match Tables 1 and 2. Source: Authors.

Problem Family Open Question Concrete Milestone Priority Rationale

Goal Specification
(Outer Alignment)

Can a reward or constraint specification
be shown to be robust to optimisation
pressure without enumerating side
effects in advance?

A specification framework that admits a stated safety
property and is tested against an adversarial
reward-hacking suite [24], with the property either
holding or failing in a way that is detectable from the
trajectory.

Specification failures appear early and
compound under autonomy;
mitigations live in the system
designer’s hands rather than the user’s.

Inner Alignment

Can deceptive alignment be detected
from model internals before the
deceptive behaviour is observed in
deployment?

A detection method whose true-positive rate on held-out
model families exceeds a stated baseline (e.g.,
behavioural probing) under a defined threat model,
reported alongside its false-positive rate. Validated on
model organisms of deception such as sleeper agents
[34] and alignment faking [33].

The failure mode is, by construction,
the one that audit alone cannot catch;
the research gap and the AI Act anchor
(Section 13.1) are both weakest here.

Safe Learning &
Robustness

What is the smallest set of assumptions
under which a learned policy admits a
worst-case safety bound in an open
environment?

A safety guarantee on a non-trivial agentic environment
that holds under a stated, falsifiable distribution-shift
model [46]; formal verification scaling demonstrated on
agentic traces using existing tooling [101,111,112].

Article 15 binds robustness obligations
to the technical state of the art; progress
here moves both the research and the
compliance frontier.

Scalable Oversight

How can a supervisor whose
judgement is weaker than the
supervised system’s still detect
specification deviations reliably?

An oversight protocol whose detection rate of induced
deviations is recovered and reported on a benchmark in
which the supervised model’s task capability exceeds
the supervisor’s.

As capability gaps widen, baseline
human-in-the-loop becomes a
degrading control; this is where the
deployment-risk slice (Section 8) turns
back into an open problem.

Interpretability

Can chain-of-thought or internal-state
evidence be made faithful enough to
support a claim about why an agent
acted as it did?

A faithfulness criterion satisfied by an interpretability
technique on a held-out model family, with a stated
negative result (cases where the technique fails) reported
alongside [54,55].

Article 12 logs (Section 13.1) record
behaviour; interpretability is the
missing capability that turns logs into
evidence about intent.

Tool-Use Security

Can prompt injection be defended
against under realistic adversarial
pressure, or only mitigated to a
measurable residual rate?

A defence whose attack-success rate is reported on a
public agent-evaluation benchmark [91,94] under a
published threat model, with the residual rate and its
operational implications stated explicitly. Reported on a
public benchmark such as AgentDojo [78] or
InjecAgent [80].

The deployment-risk side has known
mitigations (sandboxing, least
privilege); the research side is whether
any defence is robust rather than
merely raising the cost of attack.

Multi-Agent Safety

Under what conditions do populations
of LLM-based agents develop tacit
collusion or steganographic
coordination that is invisible to
per-agent audit?

A multi-agent benchmark in which collusion or
emergent coordination is operationalised as a measured
outcome, with at least one defensive intervention
evaluated against the same metric. Following the
failure-mode taxonomy of Hammond et al. [90].

Per-agent compliance under Article
9/Article 15 does not guarantee
population-level safety, and the AI Act
does not currently anchor this case
(Section 13.1).

Evaluation &
Assurance

How can agentic evaluation distinguish
genuine capability gains from
benchmark-targeting without relying
on undisclosed evaluation sets?

An evaluation protocol with documented robustness to
gaming [91,92], including a stated procedure for
benchmark refresh and a reported gap between
in-distribution and held-out performance.

Article 9 risk management and the
Article 15 accuracy requirement both
presuppose that evaluations measure
what they claim; without this, the
regulatory infrastructure measures the
wrong thing.

15. Research Roadmap and Conclusions
The taxonomy in Section 4 and the governance mapping in Section 13 together sug-

gest a forward agenda rather than a closing summary. Two patterns from the mapping
crystallise it. First, the families that the AI Act anchors most directly (Articles 10, 14,
15) are also those for which the research community has at least partial answers; the
families that the Act anchors least clearly—multi-agent safety, Interpretability for deceptive-
alignment detection—are also those where the research is least mature. The gaps in the
regulatory frame and the gaps in the research agenda overlap. Second, the deferral of
Annex III high-risk obligations under the Digital Omnibus on AI [105]—postponed to 2
December 2027 in the provisional agreement of 7 May 2026, pending formal adoption
(Section 13.1)—postpones the binding obligations precisely because the supporting in-
frastructure they presuppose, notably harmonised standards, was not yet in place. This
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sharpens the question for our roadmap: not which problems are open in the abstract, but
which open problems have to be solved for the regulatory infrastructure to function within
that envelope.

Table 3 states an open question, a concrete milestone, and a priority rationale for each
of the eight problem families. Milestones are written so that progress is recognisable when
it arrives—a detection method that generalises across model families on a held-out bench-
mark, a worst-case bound under specified assumptions, a multi-agent benchmark with
adversarial collusion as a measured failure mode—rather than as open-ended ambitions.
We do not claim the milestones are the only ones that count; we claim that meeting them
would constitute progress, where the current literature would not.

The synthesis is therefore narrower than a textbook closing would suggest. The agentic-
safety field is not a single research programme, but the problems it contains can be ordered
by how directly progress on each would change what a deployer of a high-risk system can
legitimately claim. The ordering below is by research maturity and regulatory anchor strength,
addressing where the field should focus; it is distinct from the deployment-posture grouping
in Section 14.2, which asks what an organisation should do under today’s state of the art.
The two lenses are intended to be consistent rather than identical, and some families—most
visibly tool-use security—surface in both, in different aspects. Three families—Inner
Alignment, Interpretability, and Multi-Agent Safety—combine open research and weak
regulatory anchors, and a deployment that depends on any of them operates at the edge
of both the technical and the compliance envelope. Three others—Safe Learning and
Robustness, Tool-Use Security, and Evaluation and Assurance—combine an open research
core with strong regulatory anchors, where progress is most likely to be absorbed rapidly
into compliance practice; on the tool-use side the open core sits next to a mature deployment-
risk slice (sandboxing, least privilege, prompt-injection auditing) that practitioners already
adopt, and the two readings of tool-use security in this paper trace those two aspects.
Goal Specification and Scalable Oversight sit between, with mature partial answers and
a research frontier that still moves. We offer this ordering as a research agenda for the
field and as a planning input for ICT organisations that have to decide which categories of
failure are a deployable risk and which are not.

How to use this taxonomy. Three uses are already implicit in the structure of the
review, and we state them explicitly. A research group can use Table 3 to prioritise work:
each family carries an open question, a concrete milestone, and a priority rationale, so the
table functions as a ranked agenda rather than a survey index. An ICT organisation can
use the deployment-posture triage of Section 14.2 to decide, family by family, whether a
control exists to adopt now or a residual risk must be accepted and monitored. And a
compliance function can use Table 2 to trace which binding article or RMF function anchors
each failure family—and, equally, which families (most visibly multi-agent safety) currently
lack an anchor. None of these uses requires the field to be mature; they require only that its
problems be organised, which is the contribution a scoping review can legitimately claim.
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