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Abstract: This study delves into the realm of Explainable Artificial Intelligence (XAI) frameworks,
aiming to empower researchers and practitioners with a deeper understanding of these tools. We
establish a comprehensive knowledge base by classifying and analyzing prominent XAI solutions
based on key attributes like explanation type, model dependence, and use cases. This resource equips
users to navigate the diverse XAl landscape and select the most suitable framework for their specific
needs. Furthermore, the study proposes a novel framework called XAIE (eXplainable Al Evaluator)
for informed decision-making in XAI adoption. This framework empowers users to assess different
XAI options based on their application context objectively. This will lead to more responsible Al
development by fostering transparency and trust. Finally, the research identifies the limitations and
challenges associated with the existing XAI frameworks, paving the way for future advancements. By
highlighting these areas, the study guides researchers and developers in enhancing the capabilities of
Explainable AL
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1. Introduction

As Artificial Intelligence (Al) rapidly evolves, new and powerful technologies emerge
alongside unforeseen challenges. This rapid growth necessitates the continuous develop-
ment of tools and methods to ensure Al’s responsible and ethical use. One such crucial
development is Explainable Artificial Intelligence (XAI) [1]. Imagine a machine learning
(ML) model that predicts loan approvals. Traditionally, these models might be like a black
box—where someone could input data and obtain an output (approved/rejected) without
understanding why the model made that decision. XAl techniques aim to shed light on this
process, helping users to understand the factors influencing the model’s predictions. Some
benefits of XAl are trust enhancement with transparency, improved model development,
and better decision-making.

XAl is a field dedicated to making the decisions and outputs of AI models under-
standable and transparent for humans. This transparency is crucial for several reasons.
First, it helps to build trust. When people understand how Al systems reach conclusions,
they are more likely to trust and accept those results. This is particularly important in
critical domains like healthcare, finance, and law, where Al decisions can significantly
impact people’s lives. Second, XAl fosters improved understanding. Deeper insights into
Al models’ inner workings can help in understanding the decision-making processes. This
knowledge is invaluable for debugging and improving models, also ensuring that they
align with human values and ethical guidelines. Finally, XAI techniques play a crucial role
in identifying and mitigating bias. These techniques can be used to detect and address

Algorithms 2024, 17, 227. https:/ /doi.org/10.3390/a17060227

https:/ /www.mdpi.com/journal/algorithms


https://doi.org/10.3390/a17060227
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/algorithms
https://www.mdpi.com
https://orcid.org/0000-0002-0405-3308
https://orcid.org/0000-0002-2664-6243
https://orcid.org/0009-0006-7718-4751
https://orcid.org/0000-0001-9673-0080
https://orcid.org/0000-0002-5703-3474
https://orcid.org/0000-0002-5988-5494
https://doi.org/10.3390/a17060227
https://www.mdpi.com/journal/algorithms
https://www.mdpi.com/article/10.3390/a17060227?type=check_update&version=1

Algorithms 2024, 17,227

2 of 42

the potential biases that may be present in Al systems, leading to fairer and more ethical
development [2].

According to [3], the future of XAl lies in methods that capture causal relationships.
This necessitates the development of metrics to assess the explanation quality, ensuring that
users grasp causality effectively, efficiently, and with satisfaction in specific use cases. New
human-AlI interfaces are foreseen, enabling contextual understanding and user interaction
through questions and counterfactuals. By fostering explainability, XAl plays a vital role
in navigating the challenges of the rapidly evolving Al landscape. It paves the way for
building trust, ensuring responsible Al development, and, ultimately, unlocking Al’s full
potential for society’s benefit.

1.1. Problem Statement

Achieving interpretable and trustworthy Al systems remains a significant challenge.
XAl techniques aim to address this by providing users insights into model decisions. How-
ever, several limitations hinder our ability to understand and evaluate XAI frameworks,
thereby impeding the progress toward genuinely interpretable Al This section outlines
these limitations, highlighting the areas where further research is crucial for advancing the
field of XAL

Despite the rapid advancements in XAI frameworks, there exists a lack of a compre-
hensive understanding of the diverse attributes of these frameworks and how they cater to
different use cases and technical requirements. This ambiguity hinders the optimal selection
and practical application of XAl frameworks within various domains, potentially leading
to transparency, trust, and responsible Al development limitations. In [4], the authors
identify several limitations that hinder our understanding of XAI frameworks and their
performance needs. One key aspect is the lack of specific evaluation metrics. It is difficult to
gauge their effectiveness without clear metrics to assess how well XAl frameworks explain
model decisions. Additionally, another study emphasizes the importance of developing
explanation methods, often neglecting the role of user interpretation [2]. Even if an XAI
framework produces an explanation, it is crucial to understand if the users can interpret
it meaningfully.

Furthermore, research by [5] points out that the limited details on XAI frameworks
themselves create a barrier to understanding. By not delving into the specifics of the
individual methods and functionalities, it is difficult to know what kind of performance
to expect from these frameworks. Finally, another study by [6] emphasizes the need for
empirical evaluation methods to assess XAI frameworks in practice. Developing these
methods would be crucial for bridging the gap between the theoretical XAI concepts and
the practical understanding of their effectiveness. By addressing these limitations, future
research can move us closer to a more comprehensive understanding of XAI frameworks
and their role in achieving interpretable and trustworthy Al systems.

This research aims to bridge this knowledge gap by analyzing the key attributes of
XAI frameworks, including the following:

. Explanation types (extrinsic or intrinsic);

*  Model-dependence (model-agnostic or model-specific);
*  Explanation scope (global or local);

*  Output format (arguments, text, visualizations, etc.);

. Use cases;

*  Programming language compatibility;

*  Applicability to different ML and deep learning paradigms;
*  Model complexity considerations;

*  Open-source availability and license type;

*  Associated challenges and limitations;

*  Primary strengths and potential benefits.

By providing a structured and comparative analysis of these attributes, this research will
contribute to a deeper understanding of the capabilities and limitations of XAI frameworks.
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1.2. Objectives

The primary objective of this study is to create a comprehensive knowledge base and
comparative analysis of prominent XAI frameworks, enabling researchers, developers, and
stakeholders to effectively evaluate and implement XAl solutions that meet their specific
interpretability, transparency, and accountability needs.

¢  Categorize XAl frameworks: Develop a methodical framework for classifying XAI
solutions based on their core attributes and mechanisms.

*  Comparative Analysis: Perform a detailed comparison of the major XAI frameworks,
evaluating their strengths, weaknesses, and suitability for various use cases and ML
model types.

¢  Technical Considerations: Examine the technical implications of different XAl frame-
works, including programming language dependencies, compatibility with ML and
deep learning models, and performance considerations.

*  XAI Selection Guidance: Create guidelines and recommendations for practitioners to aid
in selecting the most appropriate XAl framework for their specific application scenarios.

* Identify Challenges and Opportunities: Highlight the existing limitations and chal-
lenges associated with the current XAl frameworks and pinpoint areas for future
research and development.

This research aims to significantly contribute to the existing body of knowledge in XAI
by offering several key elements. Firstly, it will establish a compendium of XAl solutions,
providing a valuable resource to understand the diverse characteristics and landscapes of
the available frameworks. Secondly, the proposed classification scheme will facilitate an
objective evaluation framework, enabling practitioners to effectively assess the suitability of
different XAl solutions for their specific needs. Furthermore, the study will yield actionable
recommendations (practical insights). Finally, by identifying the current limitations, this
research will act as a foundation for future research, paving the way for advancements in
the capabilities of Explainable AL

1.3. Methodology

This study will employ a methodical analysis approach to investigate the diverse XAI
frameworks. This will involve the following:

* Literature review: An extensive review of the existing research on XAI frameworks
and the established classification schemes.

e Framework selection: Identifying and selecting a representative set of prominent XAI
frameworks based on their popularity, application domains, and technical characteristics.

¢ Attribute analysis: Performing a comprehensive analysis of each selected framework
based on predefined attributes, such as explanation type, model dependence, output
format, and use cases. This may involve a documentation review, code analysis
(if open-source), and potentially direct interaction with the frameworks through
application programming interfaces (APIs) or simple test cases.

e Comparative analysis: Evaluating and comparing the capabilities and limitations of
different XAI frameworks across various attributes, highlighting their strengths and
weaknesses and suitability for different use cases.

1.4. Related Works

The field of XAI has witnessed a surge in research, as evidenced by the numerous
review studies (see Table 1). However, a gap exists in comprehensively analyzing the
existing XAI frameworks. By identifying the limitations in the prior research, we aim to
address these challenges and contribute to a deeper understanding of XAI frameworks.
Our work focuses on reviewing the recent XAl papers and dissecting their contributions
and limitations to pave the way for future advancements.
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Table 1. Summary of contributions and limitations of existing studies on XAl in the last five years.

Paper

Year

Contribution

Limitation

[4]

2023

The research highlights that current toolkits only cover
a limited range of explanation quality aspects. This
work guides researchers in selecting evaluation
methods that offer a broader assessment of
explanation quality. The research suggests
cross-evaluation between toolkits /frameworks and
original metric implementations to identify and
address inconsistencies.

This research focuses on the limitations of existing
toolkits and does not propose a solution (e.g., a new
evaluation framework). The specific details of identified
evaluation gaps (modalities, explanation types, and
missing metrics) are not explicitly mentioned in the

paper.

[1]

2023

The research provides a broad overview of various
XAI techniques, encompassing white-box models
(interpretable by design) and black-box models with
techniques like LIMEs and SHAPs to enhance
interpretability. The research highlights the need for a
deeper understanding of XAI limitations and explores
the importance of considering data explainability,
model explainability, fairness, and accountability in
tandem. It emphasizes the need for a holistic approach
to XAl implementation and deployment.

While the research is comprehensive, it might not delve
deep into the specifics of each XAl technique or provide
detailed comparisons. The research focuses on
identifying limitations and considerations, but it might
not offer specific solutions or address how to address the
challenges raised.

[7] 2022  The chapter overviews available resources and The chapter focuses on the need for bridging design and
identifies open problems in utilizing XAl techniques ~ XAI techniques but does not provide specific details on
for user experience design. The chapter highlights the how to achieve this in practice. The chapter also focuses
emergence of a research community dedicated to on the high-level importance of human-centered design
human-centered XAlI, providing references for but does not delve into specific design techniques for
further exploration. XAI user experiences.

[8] 2021 The authors reviewed existing research and The framework provides a high-level overview of a
categorized various design goals and evaluation multidisciplinary approach. Still, it does not delve into
methods for XAl systems. To address the need for a specific details of interface design, interaction design, or
comprehensive approach, the authors propose anew  the development of interpretable ML techniques. It does
framework that connects design goals with not cover all aspects like interface design and the
evaluation methods. development of interpretable models.

[2] 2021 The research demonstrates how the framework canbe  The review of current XAl practices reveals a focus on

used to compare various XAI methods and
understand the aspects of explainability addressed by
each. The framework situates explanations and
interpretations within the bigger picture of an XAI
pipeline, considering input/output domains and the
gap between mathematical models and

human understanding.

developing explanation methods, often neglecting the
role of interpretation. It acknowledges the current
limitations of XAl practices and highlights areas for
future research, such as explicitly defining
non-functional requirements and ensuring clear
interpretations accompany explanations.

2021

The research acknowledges the growing emphasis on
human stakeholders in XAI research and the need for
evaluating explainability approaches based on their
needs. The research emphasizes the importance of
empirically evaluating explainability approaches to
assess how well they meet stakeholder needs.

The research emphasizes the need for empirical
evaluation but does not discuss specific methods for
conducting such evaluations. While advocating for a
broader view, the research does not delve into specific
considerations for different stakeholder groups.

2021

The research proposes a classification framework for
explanations considering six aspects: purpose,
interpretation method, context, presentation format,
stakeholder type, and domain. The research
acknowledges the need to expand the framework by
including more explanation styles and potentially
sub-aspects like user models.

The research focuses on a review of existing
explanations, and the provided classification might not
encompass all possible XAl explanation styles. While
acknowledging the need for personalization, the
research does not delve deep into how the framework
can be used to personalize explanations based on

user needs.
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Table 1. Cont.

Paper Year Contribution Limitation

[10] 2020 The research emphasizes the importance of XAl in The research specifically focuses on XAI for deep
today’s ML landscape, considering factors like data learning models, potentially limiting its generalizability
bias, trustability, and adversarial examples. The to other ML algorithms. While providing a survey of
research provides a survey of XAI frameworks, witha  frameworks, the research does not delve into the
focus on model-agnostic post hoc methods due to their  specifics of individual XAI methods or
wider applicability. their functionalities.

[11] 2019  The research clarifies key concepts related to model With limited detail on frameworks, while providing a
explainability and the various motivations for seeking taxonomy, the research might not delve into the specifics
interpretable ML methods. The study proposes a of individual XAI techniques or their functionalities. The
global taxonomy for XAI approaches, offering a research focuses on identifying limitations and future
unified classification of different techniques based on  considerations, but it does not offer specific solutions or
common criteria. address how to address the challenges raised.

[5] 2018 The research provides a comprehensive background The research identifies challenges and open issues in

on XAl, leveraging the “Five Ws and How”
framework (What, Who, When, Why, Where, and
How) to cover all key aspects of the field. The research
emphasizes the impact of XAI beyond academic
research, highlighting its applications across

different domains.

XAI but does not offer specific solutions or address how
to address them. The research provides limited technical
details while providing a broad overview of XAI
approaches, and it does not delve into the technical
specifics of each method.

1.5. Our Contribution

This study aims to make significant extended contributions beyond our previous
works [12,13] to the field of XAI by addressing a critical need for comprehensive knowl-
edge and informed decision-making when selecting XAl solutions. Several studies highlight
the limitations of the current evaluation methods and the need for broader frameworks
that encompass various aspects of explanation quality. A study by [4] emphasizes that
the current XAI toolkits often cover a limited range of explanation quality aspects. This
research guides researchers in selecting evaluation methods that offer a more comprehen-
sive assessment, suggesting cross-evaluation between the frameworks and original metric
implementations to identify and address inconsistencies. While [4] does not propose a
new framework itself, it emphasizes the need for such advancements. Building upon these
limitations, this study will establish a comprehensive knowledge base of XAl frameworks,
analyzing them based on various attributes like explanation type, model dependence, and
output format. This will provide a clear understanding of their capabilities and potential
shortcomings in addressing the diverse explanation quality aspects. Research by [6,8]
highlights the need for a stronger focus on empirical evaluation methods to assess how well
the XAI explanations meet the needs of human stakeholders and to have a framework that
connects the design goals with the evaluation methods for XAl systems, ensuring a more
holistic approach. By incorporating these insights, this research will develop a methodical
framework for evaluating XAl frameworks, empowering practitioners to make informed
decisions based on their specific needs and application context. This will ultimately con-
tribute to improved transparency, trust, and responsible Al development. Finally, the study
aims to contribute to the future advancement of XAI by highlighting the current limitations
and challenges. This aligns with the observations made in [1,5,11], where these papers
emphasize the need for a deeper understanding of the XAI limitations, including the lack
of comprehensive overviews of the existing frameworks and the focus on developing expla-
nations without sufficient attention to user interpretability. By addressing these gaps, this
research paves the way for identifying promising research directions that can enhance the
capabilities and user-centricity of Explainable Al in the future. It is important to note that
this paper currently does not present any technical analysis with comparative evaluations
as this was not the scope of this article, but it will be addressed in future works.
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1.6. Paper Structure

The paper is divided into seven sections as shown in Figure 1. Section 2 provides the
background information and explanations on the research topic. Section 3 outlines the
research methodologies that will be employed to complete the literature review. Section 4
presents and discusses the main findings of this research, organized according to the
research objectives. Section 5 identifies the challenges and provides applicable recommen-
dations for XAl frameworks. Section 6 focuses on the future works. In Section 7, we provide
concluding statements.

Section 1: SRZI;E:Irlcﬁ stgteI:lr]cBh Section 4: Section 5: siﬁtt':r"eé: ‘
Introduction Background Methodology Discussions Challenges Works 0N

Figure 1. This figure explains the structure and organization of the paper.

2. Research Background
2.1. What Is Explainable AI?

A developing field in ML and Al called XAI aims to make the decisions made by Al
systems understandable for humans. As Al systems’ capabilities develop, it is becoming
increasingly important to close the gap between the opaque “black-box” character of many
Al algorithms and the demands of interpretability and disclosure [5]. XAl is primarily con-
cerned with shedding light on the inner workings of Al models, offering an understanding
of how these algorithms make their judgments or predictions [7]. Consider an Al system as
a complicated puzzle [14], in which each piece signifies a step in the algorithm’s decision-
making protocol [15]. By explaining the importance of each piece and how it fits together
to produce the larger picture, XAl acts as a guiding light for academics and stakeholders
as they navigate through this complex jigsaw [10]. By using a blend of sophisticated algo-
rithms, visualization strategies, and model-independent approaches, XAl enables people
to solve the puzzles around Al, promoting confidence, comprehension, and responsibility
in the application of Al technology in many fields [14]. Essentially, XAl shapes a future
in which humans and computers work together harmoniously, clearly understanding one
another and improving the interpretability of Al systems while simultaneously establishing
the foundation for informed decision-making [16].

2.2. Traditional Al vs. Explainable Al

Traditional Al excels in achieving intelligent behavior and solving problems within
well-defined domains. Techniques like rule-based systems, decision trees, and logic pro-
gramming often deliver highly accurate and efficient results. These systems boast trans-
parency, interpretability, and ease of maintenance due to their reliance on clear rules and
logic. However, traditional Al struggles with adaptability and flexibility. Faced with new
situations or complex, nuanced problems outside their predefined rules, these models
can become brittle and prone to errors. Their limited ability to learn and adapt to new
information further restricts their effectiveness in handling dynamic environments [17-19].

Explainable Al focuses on making the internal workings and decision-making pro-
cesses of Al models more transparent and interpretable to humans. It utilizes methods like
feature importance analysis, LIMEs (Local Interpretable Model-Agnostic Explanations),
and SHAPs (SHapley Additive exPlanations) to explain how AI models arrive at their
predictions. Some of XAl’s strengths are the increased trust and acceptance of Al sys-
tems by stakeholders, enabling the identification and mitigation of potential biases in Al
models, and improved debugging and model improvement capabilities. However, like
traditional Al, XAl also has limitations and weaknesses, such possibly being computation-
ally expensive and resource-intensive, not all Al models can be fully explained, especially
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complex deep learning models, and explainability techniques may not always be readily
understandable by non-experts [17-19].

In essence, traditional Al prioritizes achieving the desired outcome, while XAl focuses
on understanding how that outcome is achieved. While traditional Al remains valuable in
specific applications, XAl is becoming increasingly important for building trust, ensuring
fairness, and the responsible development of Al systems.

2.3. Frameworks in XAI

XAI frameworks are organized approaches, computations, and technologies intended
to make the creation and use of transparent and comprehensible Al systems easier. Recog-
nizing that standard AI models are inherently opaque and frequently function as “black
boxes”, making it difficult for users to comprehend their decision-making processes, the
idea of frameworks in XAI was born [20]. The origins of frameworks in XAl may be found
in the early stages of Al research when attaining high prediction accuracy levels was the
main goal without necessarily placing a strong priority on interpretability [21]. However,
when Al applications started to appear in several industries, such as healthcare, banking,
and criminal justice, questions about responsibility, equity, and confidence in Al systems
started to surface [22]. The necessity of creating approaches that might illuminate the
internal operations of Al models was acknowledged by researchers and practitioners; this
would help stakeholders to comprehend and have faith in the choices that these systems
make [23]. Frameworks play a crucial role in bridging the gap between advanced Al
algorithms and human comprehension, as the introduction to XAl emphasizes [20]. Frame-
works facilitate informed decision-making and improve transparency by offering organized
methods for interpretability, which enable users to derive useful insights from Al mod-
els [24]. Additionally, XAI frameworks provide standardized approaches and tools that can
be used in a variety of domains and applications, acting as a catalyst for the advancement
of research in the subject [25]. Frameworks in XAI constitute a significant advancement
in Al, providing organized methods for resolving the interpretability problem that arises
naturally in Al systems [26]. By encouraging openness, responsibility, and confidence in
the use of intelligent systems across various fields, frameworks are vital in influencing the
direction of Al as the subject develops [27].

2.4. Categories in XAl

Model-Specific or Model-Agnostic: This categorization determines whether the in-
terpretation method is tailored to a specific model or applicable across various ML mod-
els. Model-specific methods and tools are designed for a particular model, while model-
agnostic methods can be applied universally to any ML model to gain interpretability.
Model-agnostic methods cannot access internal model data such as weights and structural
details [28].

Intrinsic or Extrinsic (post hoc): This classification distinguishes between inherently
interpretable models and those requiring post-training methods to achieve interpretability.
Intrinsic models, like decision trees, are inherently interpretable, while extrinsic methods
rely on post-training strategies to attain interpretability [28].

Local or Global: This differentiation depends on whether the interpretation method
describes a single data record or the behavior of the entire model. Global methods in-
terpret the entire model, whereas local methods focus solely on explaining individual
predictions [28].

3. Research Methodology
3.1. Literature Review

Since the idea behind this research involves reviewing and identifying existing papers
on XAI frameworks, it is only fitting that we outline the literature search criteria and the
necessary process we need to follow to achieve and review quality papers. The processes
are highlighted as follows:
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3.1.1. Constructing the Search Terms

Words such as XAl Explainable Al, XAI frameworks, XAI techniques, and XAI chal-
lenges were searched in several notable databases. We utilized the XAl framework names
in the search to obtain specific results, such as XAI LIME, XAI SHAP, and so on.

3.1.2. Inclusion Criteria

The inclusion criteria were determined based on key terms matched, the quality of
the publication, the experimental design with relevant results, and, in some cases, the
number of citations obtained. These generally included studies that extensively looked into
XAI frameworks.

3.1.3. Exclusion Criteria
The following criteria determined why we excluded certain papers:

*  Some studies were misleading and were not relevant to our research objectives.

*  There were many papers focused on a single application concept that did not mention
much on the XAI framework side.

*  The papers did not mention any of the key attributes of the XAI framework.

3.2. Selecting Primary Sources

The selection of primary sources was carried out in two phases, the former being the
primary selection and the latter being the final selection. We looked at the title, keywords,
and abstract in the primary selection phase to see if the research paper fit our needs. If
it did, we would select it as our final selection; if not, we rejected it. The final selection
phase includes papers found helpful in the primary selection phase. Here, we extensively
read through the entire paper to understand the objectives, generate ideas, understand the
experimental setup, and identify the gaps and limitations. Table 2 summarizes the entire
literature search and selection criteria.

Table 2. Literature search and selection criteria for XAI frameworks.

Stage

Search Terms

Description Details
XAI Explainable AI, XAI frameworks, XAI techniques, XAl
Keywords used for searching challenges, specific framework names (e.g., XAI LIME and
XAI SHAP)

Databases

Platforms used for searching

IEEE Xplore, Science Direct, MDPI, Google Scholar, ACM
Digital Library, Scopus, and arXiv.

Inclusion Criteria

Criteria for Selecting Relevant Papers

¢ Papers matching key terms

High publication quality

Strong experimental design with relevant results
High citation count (in some cases)

Extensive focus on XAI frameworks

Exclusion Criteria

* Misleading content irrelevant to research objectives
¢ Focus on single application concept with limited XAI

Reasons for excluding papers framework discussion

¢ Lack of mention of key XAI framework attributes
* Duplicate ideas or methods mentioned in the paper

Primary Source Selection

Process for selecting key papers

Phase 1:
® Review the title, keywords, and abstract to assess relevance.
* Select papers that align with research needs.
* Reject irrelevant papers.
Phase 2:
¢ Conduct an in-depth review of selected papers.
* Analyze objectives, generate ideas, understand the
experimental setup, and identify gaps and limitations.
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3.3. Framework Selection

We will focus on three main aspects: how popular they are, what areas they are used
for, and their technical features.

First, we will gather information on various XAI frameworks from academic publi-
cations, open-source repositories, and industry reports. To measure popularity, we will
look at factors like how often research papers on a framework are cited, how active the
framework’s online community is, and how often it is mentioned in industry reports.

Next, we will categorize the frameworks by the problems they are typically used for.
This could include areas like image recognition, analyzing text, healthcare applications,
finance, or general-purpose frameworks that can be used across many tasks.

Finally, we will analyze the technical details of each framework to understand what
kind of explanations it can provide and how it makes those explanations understandable
to people. We will consider factors like whether the framework can explain any model or
just specific types, what techniques it uses to make explanations clear, and for whom the
explanations are designed (data scientists, other experts, or even regular people with no
technical background).

By considering these aspects of popularity, application area, and technical features,
we can select a representative set of XAl frameworks that capture the field’s current state.
This will include frameworks that are both popular and unpopular in many different
areas, and that use a variety of other techniques to explain AI models in ways that people
can understand.

3.4. Attribute Analysis

To provide a comprehensive understanding of prominent XAl frameworks, we will
analyze them based on a set of predefined attributes. This analysis empowers researchers
and practitioners to select the most suitable framework for their specific application domain.
The attributes considered include the following:

*  Year Introduced: This indicates the framework’s maturity and potential level of
development.

*  Reference Paper: The core research paper describing the framework’s theoretical foun-
dation and methodology.

*  XAI Category: This classifies the framework based on its explanation approach (e.g.,
extrinsic, intrinsic, model-agnostic, model-specific, global, or local).

*  Output Formats: The types of explanations the framework generates (e.g., arguments,
textual explanations, or visualizations).

*  Current Use Cases: Examples of real-world applications where the framework has
been employed.

*  Programming Language: The primary programming language used to develop
the framework.

*  Machine- and Deep Learning Scope: Whether the framework is designed for traditional
ML models or specifically caters to deep learning models.

*  Understanding Model Complexity: The framework’s ability to explain complex mod-
els effectively.

*  Development Model: Categorization as a commercial or open-source framework.

e License Type: Applicable only to open-source frameworks, specifying the license terms
under which they are distributed.

By analyzing these predefined attributes, we aim to create a detailed profile for each
chosen XAI framework. This profile will highlight the framework’s strengths, limitations,
and suitability for various application domains.
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3.5. Comparative Analysis

By analyzing these predefined attributes, we aim to create a detailed profile for each
chosen XAI framework. This profile will highlight the framework’s strengths, limitations,
and suitability for various application domains.

Next, we will assess each framework’s strengths based on the analysis. For example,
a framework offering various explanation formats like text and visualizations provides
more explanation flexibility. We will then identify limitations based on the attributes. For
instance, a framework designed for basic ML models might struggle with complex deep
learning models. To fully understand the landscape, we will compare different frameworks
across two major attributes that are output format and model complexity. This will involve
creating tables or charts to visualize their strengths and weaknesses side-by-side.

Finally, to highlight use case suitability, we will define representative use cases from
various application domains like marketing, healthcare, or finance. By considering the use
case requirements (e.g., explaining complex models and generating visualizations), we
will identify the XAI frameworks best suited for each scenario. This matching process will
leverage the strengths identified earlier. We will then discuss the rationale behind these
selections, highlighting the factors that make them the most suitable options.

Through this multi-step evaluation and comparison, we aim to provide a clear picture
of XAl framework capabilities and limitations. By showcasing their strengths, weaknesses,
and suitability for various use cases, this methodology will empower researchers and
practitioners to make informed decisions when selecting an XAI framework for their
specific needs.

4. Discussion

In the rapidly evolving landscape of Al, the need for XAl frameworks has become
increasingly apparent, as well as a comprehensive examination of the XIA frameworks,
with a specific focus on defining and analyzing each framework’s essence. The necessity
for XAl frameworks has become increasingly apparent in the rapidly advancing field of
Al as they provide critical transparency and interpretability to Al systems. The aim is to
offer an understanding of their roles in enhancing the transparency and interpretability
within Al systems. Through this analysis, readers will gain invaluable insights into the
diverse landscape of XAI frameworks, thereby facilitating informed decision-making and
implementation strategies in AI development. Table 3 offers a comprehensive comparison
of 31 XAI frameworks, categorized by the key attributes that influence their application. It
serves as a critical tool for researchers and practitioners in the field of XAl By comparing
these frameworks across nine key characteristics, users can make informed decisions about
which framework best suits their specific needs when working with Al models. The table
investigates the details beyond just the framework names. It includes the publication
year of the research paper introducing each framework, providing insight into its relative
maturity. The citations for the papers are also provided, allowing for further exploration of
each framework’s functionalities.

The remaining attributes focus on the functionalities themselves. These characteristics
can be grouped into three main categories:

*  Explanation Focus: This distinction clarifies whether the framework provides explana-
tions for the overall model’s behavior (global explanations) or focuses on explaining
individual predictions (local explanations).

*  Model Integration: This categorization highlights whether the framework operates
post hoc, analyzing a model after training, or is intrinsically integrated during training.

*  Model Compatibility: This attribute specifies whether the framework is model-
agnostic, applicable to various Al models, or model-specific, designed for a particular
model type (potentially offering deeper insights but limited applicability).

Understanding these attributes is crucial for selecting the most suitable XAI framework.
The information provided in the table not only empowers researchers and practitioners but
also offers broader benefits for the XAl field itself. The table serves as a valuable benchmark



Algorithms 2024, 17,227

11 of 42

for the current XAl landscape, showcasing the diversity of the available frameworks and
potentially highlighting areas where further development is needed. This comparison
can guide the development of new, more comprehensive, or user-friendly approaches to
explainability. Furthermore, by comparing different XAl frameworks, the table emphasizes
the importance of explainability in Al development and deployment. It highlights the need
for transparency and understanding in Al models, which can foster trust and responsible
Al practices. The table can also act as a springboard for the collaboration between the
researchers and practitioners in the XAl field. Providing a shared understanding of various
XAI frameworks can facilitate discussions and encourage the development of new even
more effective approaches to explainability.

Table 3. XAl categories on recent frameworks.

XAI Categories

Year XAI Frameworks Extrinsic (Post Hoc)/Intrinsic Model-Agnostic/Model-Specific =~ Global/Local
2024 TNTRules [29] Extrinsic Agnostic Global
2022 CIAMPs [30] Extrinsic Agnostic Both
2021 LOREs [31] Extrinsic Agnostic Local
2021 DLIME [32] Extrinsic Specific Global
2021 OAK4XAI [33] Extrinsic Specific Local
2021 TreeSHAPs [34,35] Extrinsic Agnostic Global
2021 DALEX [36] Extrinsic Agnostic Local
2020 CEM [37] Extrinsic Agnostic Local
2020  Alteryx Explainable AI[38]  Extrinsic Agnostic Global
2019  GraphLIMEs [39] Extrinsic Agnostic Local
2019 Skater [1] Extrinsic Agnostic Global
2019 CasualSHAPs [40] Extrinsic Agnostic Global
2019  Explain-IT [41] Extrinsic Agnostic Local
2018  Anchors [42] Extrinsic Agnostic Local
2018 Captum [43] Intrinsic Agnostic Global
2018 RISE [44] Extrinsic Agnostic Local
2018 INNvestigate [45,46] Extrinsic Specific Global
2018  interpretML [47] Extrinsic Agnostic Global
2017 SHAPs [48] Extrinsic Agnostic Both
2017 GRAD-CAM [49] Extrinsic Specific Local
2017 Kernel SHAPs [48] Extrinsic Agnostic Global
2017 Integrated Gradients [50,51]  Extrinsic Agnostic Global
2017  DeepLIFT [52,53] Extrinsic Agnostic Global
2017 ATTN [54] Extrinsic Specific Local
2017 TCAV [55] Extrinsic Agnostic Local
2016 LIMEs [56] Extrinsic Agnostic Local
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Table 3. Cont.

XAI Categories

Year XAI Frameworks Extrinsic (Post Hoc)/Intrinsic Model-Agnostic/Model-Specific Global/Local
2016 LRP [57] Extrinsic Agnostic Local

2016  What-IF Tool [58]  Extrinsic Agnostic Local

2016  AIX360 [59] Intrinsic Agnostic Global

2016 EBM [60] Extrinsic Specific Both

2015 Eli5 [59,61] Extrinsic Agnostic Local

4.1. XAI Frameworks
4.1.1. LIMEs

Local interpretable model-agnostic explanations (LIMEs) introduce a novel approach
to delivering explanations at an individual level for predictions. They operate in an
extrinsic manner, meaning they provide explanations post hoc without delving into the
inner workings of the model. This framework is particularly notable for its model-agnostic
nature, capable of explaining predictions across diverse models without needing access to
their internal mechanisms. To unravel the contributions of interpretable input to predictions,
LIMEs employ a perturbation technique within the input’s neighborhood and observe
the resulting behavior of the model’s predictions. This process involves creating a new
dataset comprising perturbed samples and their corresponding predictions from the black-
box model. Subsequently, LIMEs utilize this new dataset to train an interpretable model,
which is weighted based on the proximity of the sampled instances to the instance under
examination [28,56].

4.1.2. GraphLIMEs

GraphLIMEs [39] build upon the foundational concept of LIMEs but extend the appli-
cation to a specialized type of neural network architecture known as graph neural networks
(GNNs). Unlike the traditional models, GNNs are designed to handle non-Euclidean
data organized in a graph structure [39], making them well-suited for tasks such as node
classification, link prediction, and graph classification. Similar to LIMEs, GraphLIMEs aim
to derive an interpretable model, specifically the Hilbert-Schmidt Independence Criterion
(HSIC) Lasso model, to explain the individual nodes within the input graph. In the training
process of GNN5s, non-linear aggregation and combination methods utilize neighboring
node features to determine each node’s representative embedding. This embedding is
crucial for tasks like node classification and graph classification, where sorting nodes or
graphs into different classes is essential [39,62].

4.1.3. SHAPs

SHapley Additive exPlanations (SHAPs) comprise a framework designed with a clear
objective: to elucidate the prediction of a given instance by evaluating the contribution
of each feature to that prediction. Similar to LIMEs, SHAPs operate under a local-based,
post hoc, and model-agnostic approach. The technique employed by SHAPs leverages
coalitional game theory to compute Shapley values, with each feature value of a data
instance acting as a coalition member. These Shapley values provide insights into the
fairness of the prediction distribution across different characteristics. Unlike LIMEs, SHAPs
do not necessitate the establishment of a local model; instead, they utilize the same function
to calculate Shapley values for each dimension [28,48].

4.1.4. Anchors

The Anchors Approach, as outlined in [28], identifies a decisive rule, termed an “an-
chor”, which sufficiently explains the individual predictions generated by any black-box
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classification model. When alterations in other feature values have no impact on the predic-
tion, this rule serves as an anchor. Anchors streamline the process by merging reinforcement
learning methods with a graph search algorithm, thereby minimizing the number of model
calls required. The resultant explanations are articulated as straightforward IF-THEN
rules, referred to as anchors. This framework adheres to a local-based, post hoc, and
model-agnostic paradigm [28,42].

4.1.5. LOREs

LOcal Rule-based Explanations (LOREs), as introduced in [31], construct an inter-
pretable predictor tailored to a specific black-box instance. This approach employs a deci-
sion tree to train the local interpretable predictor using a comprehensive set of artificial cases.
Leveraging the decision tree enables the extraction of a localized explanation, comprising a
solitary choice rule and an array of counterfactual rules for the reversed decision. Notably,
this framework follows a local-based, post hoc, and model-agnostic methodology [28,31].

4.1.6. Grad-CAM

Gradient-weighted Class Activation Mapping (GRAD-CAM), as described in [49], is a
method aimed at generating a class-specific heatmap from a single image. It produces a
localization map that is discriminative for the class under consideration. This technique
capitalizes on the feature maps generated by the final convolutional layer of a CNN. Notably,
GRAD-CAM operates under a local-based post hoc framework, although it is model-specific
in nature. By utilizing the class-specific gradient information from the final convolutional
layer, Grad-CAM produces a coarse localization map highlighting the important regions in
an image for classification tasks. This method enhances the transparency of CNN-based
models, enabling a better understanding of the image classification processes [18,28,49]

4.1.7. CEM

The Contrastive Explanation Method (CEM) is a technique in the field of XAI that aims
to provide explanations for the predictions made by ML models. The CEM, introduced
in [37], offers explanations tailored for classification models. Specifically, it identifies the
features necessary for predicting the same class as the input instance and determines the
minimal alterations required to associate the input instance with a different class. The CEM
operates under a local-based post hoc framework while remaining model-agnostic [37].

4.1.8. LRP

Layer-wise Relevance Propagation (LRP) [63] is an explanation method based on prop-
agation, which necessitates access to the model’s internals (including topology, weights,
activations, etc.). Despite requiring additional information about the model, this enables
LRP to streamline and consequently more efficiently address the explanation task. Specif-
ically, LRP does not explain the prediction of a deep neural network in a single step, as
model-agnostic methods would do. Instead, it leverages the network structure and redis-
tributes the explanatory factors, referred to as relevance (R), layer by layer. This process
initiates from the model’s output and propagates onto the input variables (e.g., pixels) [57].

4.1.9. ELI5

ELI5, or Explain Like I'm 5, is an approach in XAl that aims to provide understandable
insights into why a model makes specific predictions. It simplifies complex ML models into
language that is easy for non-experts to grasp. In Python, ELI5 is implemented through
the ELI5 package, which offers a range of tools for visualizing and debugging various
ML models in terms of both the intrinsic and extrinsic explainability. It supports model-
agnostic and model-specific explanations, providing global and local insights through text
and visualizations, catering to various ML tasks in Python. It supports both white-box
models like linear regression and decision trees, as well as black-box models such as those
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from Keras, XGBoost, and LightGBM. ELI5 works for both regression and classification
tasks, making it a versatile tool for interpreting ML models [18,61].

4.1.10. What-If Tool

The What-If Tool (WIT) is a user-friendly feature of Google’s TensorBoard web ap-
plication, aimed at simplifying the debugging and evaluation of ML models. It offers
intuitive visualization and exploration capabilities for both classification and regression
models, making it accessible to ML researchers, developers, and non-technical stakeholders.
The WIT enables the analysis of different what-if scenarios and provides insights into
model behavior in real-time. Its three tabs, Data-point Editor, Performance & Fairness, and
Feature, offer comprehensive features such as custom visualization, performance evalua-
tion metrics, and dataset feature balance assessment. Overall, the WIT is a versatile and
accessible tool for understanding and enhancing ML models, facilitating transparent model
analysis [58,64].

4.1.11. AIX360

Al Explainability 360 or AIX 360 stands out as a popular toolkit with the primary ob-
jective of offering a straightforward, flexible, and unified programming interface, coupled
with an associated software architecture. This architecture addresses the gap in understand-
ing explainability techniques, which is crucial for various stakeholders. The toolkit aims
to facilitate communication between data scientists, who may possess knowledge of Al
explainability, and algorithm developers. The programming interface closely resembles
Python model development tools like sci-kit-learn, utilizing structured classes to expose
standard methods to users for explaining the data, model, and prediction components [65].

4.1.12. Skater

Skater is a widely used XAI framework integrated into the Python library, utilized
for discerning and interpreting the relationships between data and the features employed
in testing models and predictions. The primary goal of Skater is to unveil both the global
and local interpretations of black-box models, facilitating a more efficient understanding of
the interpreted data. With Skater, users can conduct global interpretations using partial
dependence plots and feature importance techniques. Additionally, Skater can gauge
how a model’s performance changes over time following the deployment in a production
environment. The framework possesses the capability to interpret and allows practitioners
to assess how the feature interactions vary across different platforms [1,61].

4.1.13. Captum

Captum is a PyTorch-based library designed to enhance model interpretability. It offers
insights into models through various pre-built methods included in the Captum library,
along with valuable visualization techniques. The interpretability methods provided
by Captum are categorized into three groups that assess different aspects of ML model
predictions: primary attribution, layer attribution, and neuron attribution. Primary and
neuron attribution assess the features present in the data but to varying stages of the model.
Primary attribution examines the features in the input data, while neuron attribution
evaluates the features within a hidden neuron in the network. The features in an image
could represent the specific characteristics of an object that the model is trained to classify.
Layer attribution differs from these methods as it evaluates the impact of each neuron
within a specific layer [43].

4.1.14. DLIME

The Deterministic Local Interpretable Model-Agnostic Framework (DLIME), proposed
in 2023, aims to combine global and regional explanations for diverse ML models. It
accomplishes this through a unique approach that leverages game theory concepts and
feature attributions. Still in its early stages, the DLIME presents a novel perspective on
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Explainable Al, potentially offering a more comprehensive analysis of model behavior.
However, further development, testing, and real-world application are crucial to fully
understand its effectiveness and future potential. As the field of XAI continues to evolve,
staying informed about the DLIME’s development can be valuable for those interested in
its future applications [32]

4.1.15. EBM

Explainable Boosting Machines (EBMs) represent an interpretable ML method de-
signed to aid in comprehending the relationship between the input and output variables in
a prediction process. The EBM algorithm is akin to popular ML models like XGBoost and
random forest (RF) as it employs an advanced ensemble learning strategy to train a spe-
cialized model. The EBM approach has found successful application and implementation
in diverse fields such as geoengineering, environmental assessment, and healthcare. The
EBM algorithm provides excellent performance in predicting compressive strength [60].

4.1.16. RISE

The XAI framework RISE (Randomized Input Sampling for Explanation of Black-box
Models) focuses on generating explanations, particularly interpretable heatmaps, for image
classification tasks. It utilizes a randomized input sampling approach to probe complex
deep learning models, often considered “black boxes”, and identify the relevant regions
within an image contributing to the model’s prediction. While initially developed for image
classification, the ongoing research in the field of XAI might lead to future developments
or alternative methods in both RISE and other frameworks [44].

4.1.17. Kernel SHAPs

The XAI framework, Kernel SHAPs, focuses on explaining the individual predictions
for various models with numerical outputs. It utilizes local explanations to delve into how
each feature value contributes to a specific prediction, offering insights into the model’s
decision-making process for a particular instance. Unlike SHAPs, which rely on linear
models, Kernel SHAPs employ kernels to handle non-linear feature relationships, making
them well-suited for explaining complex models. Notably, they can be applied to diverse
model types, including deep learning architectures, and leverage kernels and Shapley
values to provide interpretable explanations [48].

4.1.18. Integrated Gradients

Integrated Gradients (IGs) is an XAI framework delving into individual predictions
completed by complex models, particularly deep learning models. It sheds light on the
model’s decision-making process for specific instances by attributing the final prediction to
each input feature value. This enables understanding how much each feature contributes to
the model’s output. IGs leverage the concept of gradients, which indicate how the model’s
output changes as a specific input feature changes. By calculating the gradients along a path
from a baseline (no information) to the actual input, IGs estimate the contribution of each
feature. This information can be visualized through heatmaps, where regions with higher
attributions contribute more significantly to the prediction. Integrated Gradients offer a
valuable approach to understanding the individual predictions in complex models. Notably,
its versatility, intuitive visualizations, and interpretability contribute to the approach’s
popularity in the XAI field [50,51].

4.1.19. TNTRules

TUNE-NOTUNE Rules (TNTRules) is a post hoc rule-based explanation approach
for optimization tasks, particularly in the context of Bayesian optimization (BO) for pa-
rameter tuning. It aims to generate high-quality explanations through a multiobjective
optimization approach [29]. The proposed method aims to address the limitations of the
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current Explainable Al methods in optimization tasks, potentially reducing the biases in
the tuning process.

4.1.20. CIAMPs

The XAI framework CIAMPs (Cluster Analysis with Multidimensional Prototypes) is
an approach for explaining clustering. It generates human-readable rule-based explana-
tions for cluster analysis. These explanations combine the strengths of local explanations
with the generality of global ones, allowing for a better understanding of the cluster shapes
and distributions. The approach utilizes random, isolation forest, and K-D trees-based
approaches. The study participants found that the CLAMPs method enables better descrip-
tions of clusters and helps in understanding clusters well, particularly when applied to
artificially generated datasets. This means it is potentially applicable to diverse model

types [30].

4.1.21. OAK4XAI

OAK4XAlis an XAI framework that leverages knowledge maps and ontologies. Unlike
the existing XAl methods that focus solely on explaining feature contributions, OAK4XAI
delves deeper. It incorporates domain-specific knowledge through ontologies (formal
descriptions of concepts) and knowledge maps (visual representations of relationships).
This approach, exemplified by the Agriculture Computing Ontology (AgriComO), aims to
provide not just explanations for results but also a clear understanding of the underlying
concepts, algorithms, and values used by the models. By bridging the gap between data
analysis and semantic understanding, OAK4XAI empowers users in agriculture to not only
trust the models’ outputs but also grasp the reasoning behind them [33].

4.1.22. TreeSHAP

TreeSHAPs (Tree SHapley Additive exPlanations) are designed to explain the pre-
dictions produced by tree-based algorithms for ML, such as decision trees and random
forests. While the model is built on the SHAP architecture, its main purpose is to effectively
manage the structure of models that are tree-based. TreeSHAPs effectively navigate deci-
sion trees bottom-up to assign contributions to each feature by computing Shapley values,
which indicate each feature’s contribution to a model’s prediction. Because of their high
computational efficiency, TreeSHAPs can handle enormous datasets and intricate models
with ease. In the end, TreeSHAPs offer comprehensible justifications by assigning feature
significance ratings to every input feature. This facilitates the identification of the features
that have the most significant influence on the model predictions and promotes confidence
and openness in Al systems [34,66].

4.1.23. CasualSHAPs

An approach widely used in XAlI to explain the individual predictions made by ML
models is called CasualSHAPs. Every feature is assigned a significance value that indicates
how much it contributes to the model’s prediction. The Shapley value notion, in particular,
is the foundation of cooperative game theory and SHAP values. Conversely, CasualSHAPs
integrate causal inference methods with SHAP values. Beyond simple correlations, causal
inference seeks to comprehend cause-and-effect linkages in data. CausalSHAPs aim to
offer interpretations that not only emphasize the significance of characteristics but also
uncover the connections between features and projections by integrating causal inference
into SHAPs [40].

4.1.24. INNVestigate

INNvestigate is a Python library and framework designed for the interpretability
and analysis of neural network models. It stands for “INNermost layer inVestigation
And VisualizaTion Engine”. This framework provides a suite of tools and methods for
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understanding the inner workings of neural networks, particularly deep learning models,
in various applications, such as image classification and natural language processing [45].

4.1.25. Explain-IT

Explain-IT sheds light on the often-opaque world of unsupervised learning algorithms.
Unlike supervised learning with labeled data, unsupervised learning deals with uncatego-
rized data. Explain-IT tackles this challenge by making the knowledge discovery process
transparent. It first transforms the data for exploration, optionally incorporating expert
knowledge to guide the search for patterns. Then, it groups similar data points through
clustering, revealing hidden structures. Finally, Explain-IT leverages LIMEs, an XAI tech-
nique, to understand the factors that influence these groupings. This allows Explain-IT
to interpret the content of each cluster, providing local explanations for why certain data
points were grouped together. Explain-IT is a comprehensive tool that unveils the secrets
of unsupervised learning and makes its outcomes more understandable [41].

4.1.26. DeepLIFT

The Explainable Al (XAI) approach known as DeepLIFT (Deep Learning Important
FeaTures) is used to assign the inputs of input characteristics to the results produced by a
neural network model [67,68]. By evaluating each neuron’s stimulation within the network
regarding a reference activation state usually selected as a baseline state like zero or the
average activation it functions, DeepLIFT rates each feature according to its significance in
terms of the model’s predictions by calculating the differential in activations between the
present state and the reference condition. By revealing which information properties are
significant in shaping the model’s judgments, these significance scores improve the ability
to understand and comprehend neural network activity. DeepLIFT is very useful in fields
like image analysis, financial forecasting, and healthcare diagnostics, where it is essential to
understand feature contributions [53,69].

4.1.27. ATTN

In Explainable AI (XAI), attention (ATTN) refers to the use of attention mechanisms,
which are prevalent in deep learning models, to improve the understandability of those
models rather than a particular approach. These models may focus on significant portions
of the input data thanks to attention. Researchers utilize this concentration in XAI to
elucidate the logic behind the model. We can learn more about the aspects that most affect
the model’s output by looking at the sections that attract the most interest. This can enhance
the transparency in activities such as healthcare natural language processing (NLP) by
emphasizing the sentences that have the most influence on a diagnosis. Although still in
its early stages of development, attention-based XAI shows promise and is being actively
investigated by researchers as a possible explanation for Al decision-making [70].

4.1.28. Alteryx Explainable Al

XAl is the focus of an integrated set of technologies offered by Alteryx. Alteryx empha-
sizes usability and accessibility and provides a range of ways to explain ML models that are
integrated into the system it operates in. These consist of individual conditional expectation
(ICE) plots, partial dependence plots (PDP), and feature significance analyses. Alteryx seeks
to provide users with actionable insights into their models” decision-making processes
by customizing explanation methodologies based on the kind of model, promoting open
communication and trust in Al solutions [38].

4.1.29. InterpretML

An open-source toolkit called InterpretML was created to make XAI jobs more ac-
cessible for a variety of ML model types. The wide range of explainability strategies,
including LIMEs, SHAPs, PDP, and InterpretML, provide users the freedom to select the
approach that best fits their unique requirements. InterpretML enables academics, develop-
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ers, and practitioners to break through the mystery surrounding ML models and obtain a
better understanding of their behavior by democratizing the access to sophisticated XAI
techniques [47].

4.1.30. DALEX

(The Explainable AI Library by DARPA) At the vanguard of Explainable Al research,
DALEX emerges as an open-source toolkit that offers a vast array of algorithms tailored
to different XAI applications. This extensive collection includes both model-independent
techniques and explanations designed specifically for deep learning models. DALEX
facilitates transparency, reliability, and trust in Al-driven decision-making procedures by
providing a broad variety of tools that allow users to analyze and comprehend the inner
workings of complicated ML algorithms [36].

4.1.31. TCAV

TCAV (Testing with Concept Activation Vectors) is specifically designed to compre-
hend convolutional neural networks’ (CNNs’) decisions in image classification tasks. TCAV
offers a gradient-based explanatory methodology. TCAV determines the underlying causes
influencing the final categorization by examining the concepts the model learned and
their activations in particular layers. By emphasizing the clarification of acquired ideas,
TCAV provides insightful information on CNN decision-making procedures, improving
the clarity and comprehension in recognition of image techniques [55].

Table 4 also explores various attributes regarding the 31 XAI frameworks, which might
be of value to some researchers and practitioners.

4.2. Comparative Analysis

This section delves into three key attributes of XAI frameworks, providing a com-
prehensive picture of their capabilities. First, we will leverage data from Tables 3 and 4
to perform a comparative analysis of the output types across various XAl frameworks.
This will shed light on how these frameworks explain the inner workings of ML models.
Second, we will analyze the model complexity that different XAl frameworks can handle.
This will help us to understand which frameworks are best suited for explaining simpler
models versus complex ones, particularly deep learning models. Finally, we will explore
the diverse application domains (use cases) where XAl frameworks are instrumental in
aiding humans in understanding the often-opaque nature of ML models, often referred to
as “black boxes”. This three-pronged approach will equip readers with a thorough under-
standing of how XAI frameworks empower us to interpret and gain insights from complex
machine learning models. Figure 2 highlights our understanding of the XAI framework
that incorporates key attributes, application domains, and the common challenges involved
with popular frameworks.

XAI frameworks use various output types to provide insights into an ML model’s
decision-making process. Table 5 highlights and shows the output formats for different
XAI frameworks. Textual explanations offer a user-friendly format for understanding
the general logic behind the model’s choices. However, textual explanations can become
verbose and lack nuance for complex models.

Visualizations provide a more intuitive approach by using charts and graphs to
represent the importance of features and their impact on predictions. While visualizations
excel at identifying key factors, they might become overwhelming for models with intricate
relationships. Feature importance offers a quantitative measure that helps in understanding
how different data points contribute to the model’s output. However, this type of output
might not explain “why” a feature is important, or how the features interact with each other.
Finally, arguments provide additional context and justification for the model’s predictions.
These can include counterfactual explanations (showing how changing an input would
change the prediction) or specific examples that support the model’s reasoning. The choice
of output type depends on the specific use case and the user’s needs.
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Table 4. Comparative analysis of XAI framework against several attributes.
Year XAI Framework Output Format Use Cases Programming ML/DL Model Complexity Open Sou'rce/ Licence Type
Language Commercial
Optimization Tasks
2024 TNTRule [29] T?Xtua.l Rl.lles’ for Parameter .tunmg Python Unsupervised ML Flexible Open Source Apache 2.0
Visualizations of cyber—physical
System
unsupervised UnSupervised ML,
Human-readable p scikit-learn, .
2022 CIAMPs [30] o problem to human Python Flexible Open Source Apache 2.0
Rules, Visualization tensorFlow and
readable rules
PyTorch
Decision and Understanding
2021 LOREs [31] Individual Python Various Simple to Complex Open Source MIT
Counterfactual Rules .
Predictions
Understanding
X .. Model, behavior, Primarily .
2021 DLIME [32] Text, Visualization identifying Bias, Python TensorFlow models Flexible Open Source Apache 2.0
debugging models
Understanding the
reason behind
generated outputs,
Text, factual ¢ . . .
2021  OAK4XAI [33] . - identifying Python Various Simple to Complex Open Source N/A
grounding highlights . .
influential features,
analyzing
model behavior
Understanding
Text, Visualizations ifcelzxife lirrlllportance’ Decision trees and
2021 TreeSHAPs [34,35] (force Plots, . ying Python Flexible Open Source MIT
influential features, Random Forests
dependence Plots) .
analyzing

model behavior




Algorithms 2024, 17,227 20 of 42
Table 4. Cont.
Year XAI Framework Output Format Use Cases Programming ML/DL Model Complexity Open Sou'rce/ Licence Type
Language Commercial
Understanding the
Visual Explanations  reasoning behind
including interactive  specific model TensorFlow. PvTorch
2021 DALEX[36] what-if plots and predictions, Python oW Y Simple to Complex Open Source Apache 2.0
o : o and scikit-learn
feature attribution identifying
heatmaps influential factors in
individual cases.
Understanding
2020 CEM[37] Counterfactual individual Python Various Simple to Complex Open Source Apache 2.0
Examples Predictions, y p P P P ’
identifying Biases
Understanding
Primarily visual model behavior, . .
. . I Varying Complexity
. explanation through  identifying . e ) :
Alteryx Explainable . . . . Agnostic or Specific from simple linear . .
2020 interactive influential features, Python or R Commercial Proprietary
AT [38] . . to Model model to complex
dashboards within debugging models, deep learning models
the Alteryx platform  and improving p &
model performance
Understanding
Visualization, feature individual from simple to
2019  Explain-IT [41] o Predictions, Python Unsupervised ML p N/A N/A
Contributions . s Complex
identifying feature
contribution
Feature Understanding
contributions, individual .
2019  GraphLIMEs [39] Textual explanations, ~predictions in Python Graph ML Simple to complex Open Source Apache 2.0
Visualizations graph data
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Table 4. Cont.
Year XAI Framework Output Format Use Cases Programming ML/DL Model Complexity Open Sou'rce/ Licence Type
Language Commercial
Understanding
2019  Skater [1] Text, Visualizations Mode.l b.ehavll ot Python Framework Agnostic  Flexible Open Source Apache 2.0
identifying bias,
debugging models
Understanding
causal relationships
Feature Importance between features and Primarily Focused on
2019 CausalSHAPs [40] . © Tmpork predictions, Python Y Flexible Open Source Apache 2.0
with Visualizations : . tree-based models
identifying features
with the strongest
causal effect
Understanding
Feature Importance,  individual .
2018  Anchors [42] Anchor set predictions, Python ML Simple to Complex Open Source Apache 2.0
debugging models
Understanding
Text, Visualizations ?gggg} biiha;/ilzsr’ Framework Agnostic,
2018 Captum [43] (integrated with ying / Python various PyTorch Flexible Open Source Apache 2.0
. o debugging models,
various libraries) Models
counterfactual
explanations
Understanding local . .
Visualizations feature importance in Primarily focused on
2018 RISE [44] . . R Python Image classification Flexible Open Source MIT
(Saliency maps) image classification
models
models
Understanding
Text, Visualizations model behavior,
2018 INNvestigate [45,46]  (integrated with identifying Python Keras models Flexible Open Source Apache 2.0

Matplotlib)

important features,
debugging models
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Table 4. Cont.
Year XAI Framework Output Format Use Cases Programming ML/DL Model Complexity Open Sou'rce/ Licence Type
Language Commercial
Textual explanations, Understanding
and visualizations model behavior,
(including feature identifying Aenostic to specific Can handle models
2018 InterpretML [47] importance plots, influential features, Python frfmeworks p of varying Open Source Apache 2.0
partial dependence debugging models, complexity
plots, and and improving
SHAP values) model performance
Understanding
Feature importance, individual . .
2017 SHAP [48] Shapley values predictions, Python Various Simple to complex Open Source MIT
Debugging models
Heatmaps Understanding
2017  Grad-Cam [49] highlighting individual Python CNNs Simple to complex Open Source Varies
important regions predictions in CNNs
Text, Visualizations }gﬁiftﬁdé?é nee
2017  Kernel SHAP [48] (force plots, ; dentifyingbias ! Python Framework agnostic ~ Flexible Open Source Apache 2.0
dependence plots) debugging models
Understanding
feature importance,
2017 Integrated Saliency maps or identifying Varies Varies Varies Open Source Varies

Gradients [50]

attribution scores

influential factors in
model predictions,
debugging models.
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Table 4. Cont.
Year XAI Framework Output Format Use Cases Programming ML/DL Model Complexity Open Sou'rce/ Licence Type
Language Commercial
Understanding
Textual explanations, feature importance, ioned f
isualizations identifying TensorFlow, PyTorch Designed for
2017  DeepLIFT [67,68] M . . L Python ’ * complex deep Open Source Apache 2.0
(heatmaps for influential regions in and Keras ) .
. . earning models
saliency scores) input data,
debugging models
Understanding how
transformers attend
to different parts of
Visualizations the input sequence, Primarily designed
(heatmaps identifying which TensorFlow and for complex deep .
2017 ATIN [54] highlighting parts are most Python PyTorch learning models like Open Source Varies
attention weights) influential for transformers
specific predictions,
debugging
NLP models
Understanding
Visualizations Whld.l Lage Teglons Designed for
(heatmaps contribute to specific TensorFlow, PyTorch, complex deep
2017  TCAV [55] Lo model predictions, Python L ’ . Open Source Apache 2.0
highlighting concept . I : . and sci-kit-learn learning model
A . identifying biases in . e L
activation regions) . il s image classification
image classification
models
Understanding
individual predictions,
debugging models,
2016 LIMEs [56] A.rgun.\ent.s, Text, Identifying biases, Python TensorFlow, PyTorch, Simple to complex Open Source BSD 3-Clause
Visualizations i and Keras
Image Classification,
Text Classification,

Tabular Data Analysis
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Table 4. Cont.
Year XAI Framework Output Format Use Cases Programming ML/DL Model Complexity Open Sou'rce/ Licence Type
Language Commercial
Understanding
2016 LRP [57] Relevance scores mdn{ld.ual . Python Deep neural Simple to complex Open Source Varies
predictions in deep networks
neural networks
Feature ﬁxpi)c;ﬁ;%cal Python/
2016  What-IF Tool [58] contributions, sg;};arios TensorFlow / Various Simple to complex Discontinued N/A
Visualizations Debugging models JavaScript
Understanding
2016  AIX360 [65] Text, Visualizations mOde.l b.ehaV}or, Python Framework agnostic ~ Flexible Open Source Apache 2.0
identifying bias,
debugging models
Text, Visualizations Understandlr}g
(partial dependence model behavior, Gradient boosting
2016 EBMs [60] p identifying feature Python Flexible Open Source Varies
plots, feature interactions models
importance) debugging models
Understanding
individual
Textual explanations, predictions, Image
2015 ELI5 [71] Arguments, Classification, Text Python Various Simple to complex Open Source Varies
Visualizations Classification,
Tabular

Data Analysis




Algorithms 2024, 17,227

25 of 42

Attributes

Transparency
Interpretability
Human-centered Design
Efficient
Scalability
Fairness
Bias Detection
Evolving Field

TNTRules,

TreeShap,
DALEX,
EXPLAIN-IT,
CEM,

Alteryx Explainable Al

XAl Frameworks —

Graph LIME,
Skater,
CasualShap,
Anchors,
Captum,
RISE,
INNvestigate,
InterpretML,
SHAP,
GRAD-CAM,

Challenges

Interpretability complexity
Model dependence
Bias mitigation
irness analysis
Limited model support
Baseline input selection
Kernel function selection
Publicly available information

Figure 2. A standardized XAI framework and its components.

Table 5. A comparative analysis of XAI framework output formats.

Applications

Finance
Law
Healthcare
Marketing
Aviation
Cybersecurity

Kernel Shap,
Integrated Gradients,
DeeplLIFT,
ATTN,

TCAV,

LIME,

LRP,

What-IF Tool, AIX360,
EBM, Eli5

XAI Framework Text Visualization Feature Importance Arguments
TNTRules v v

CIAMP v v

LOREs v v
DLIME v v

OAK4XAI v v

TreeSHAPs v v

DALEX v v

CEM v
Alteryx v

GraphLIMEs v v v

Skater v v
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Table 5. Cont.

XAI Framework Text Visualization Feature Importance Arguments
CasualSHAPs v v

Explain-IT v v

Anchors v v
Captum v v

RISE v

INNvestigate v

InterpretML v v v

SHAPs v v
GRAD-CAM v
Kernel SHAPs v v

Integrated Gradients v
DeepLIFT v v

ATTN v

TCAV v

LIMEs v v

LRP v
What-IF Tool v v

AIX360 v v

EBM v v v

Eli5 v v v

The information in Table 6 enables a more precise analysis of how XAI frameworks
handle model complexity. The table categorizes these frameworks into flexible, simple to
complex, and complex.

Flexible frameworks are likely versatile tools, adept at explaining models across a spec-
trum of complexity, from basic to intricate. These frameworks might offer a comprehensive
range of explanation techniques (text, visualization, feature importance, or arguments) that
can be tailored to the specific model being analyzed. The frameworks categorized as simple
to complex might be the most effective for explaining models that range from relatively
straightforward to moderately complex. These frameworks could balance interpretability
and the ability to handle some level of model intricacy. Finally, complex frameworks are
likely designed to tackle the challenge of explaining highly complex models, particularly
deep learning models with numerous layers and non-linear relationships between features
and predictions. These frameworks might employ more advanced techniques specifically
suited to provide insights into these intricate models.

It is important to remember that the specific capabilities of each XAI framework can
vary. To obtain a complete picture, it is always recommended to identify the strengths and
weaknesses of each framework, particularly their suitability for different model complexi-
ties. We will be looking into this in Section 5.

In various domains, such as finance, healthcare, cybersecurity, law, marketing, and
aviation, the adoption of XAI frameworks plays a pivotal role in enhancing the transparency,
interpretability, and decision-making processes. XAl frameworks provide valuable insights
into model predictions, aiding practitioners in understanding the underlying logic and
factors influencing the outcomes.
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Table 6. A comparative analysis of model complexity of various XAI frameworks.

Flexible Simple to Complex Complex
TNTRules LOREs OAK4XAI
CIAMP DALEX InterpretML
DLIME CEM DeepLIFT
TreeSHAPs Alteryx ATTN
= Skater GraphLIMEs TCAV
o
E CausalSHAPs Explain-IT
g Captum Anchors
; RISE SHAPs
< INNvestigate GRAD-CAM
Kernel SHAPs Integrated Gradients
ATIX360 LIMEs
EBM LRP
What-if
Eli5

4.2.1. Finance

In the finance sector, where accurate risk assessment and regulatory compliance are
critical for decision-making, the choice of suitable XAI frameworks holds immense im-
portance. Among the notable frameworks, SHAPs, Explain-IT, and Integrated Gradients
stand out for their tailored solutions to the unique challenges encountered in financial
analysis. SHAPs’ capability to elucidate the contribution of individual features to pre-
dictions aligns perfectly with the needs of risk assessment, offering clarity on the factors
influencing portfolio performance and financial risk. The DLIME’s speed and scalability
are particularly advantageous for managing extensive and dynamic financial datasets,
ensuring efficient interpretation without compromising accuracy. Meanwhile, Integrated
Gradients’ visualization of feature attributions aids in understanding the underlying logic
behind model predictions, facilitating transparent decision-making processes.

Extensive research on Al applications in finance [72-74] underscores the growing
significance of technological advancements in financial technology (FinTech). While [75]
provides a comprehensive overview of the Al solutions in finance, the analysis in [73]
identifies thematic clusters, and [74] explores financial intelligence, highlighting its role as
the third stage of technological advancement in finance. These studies collectively empha-
size the importance of XAl in addressing the challenges related to risk management, stock
market analysis, portfolio optimization, anti-money laundering, and electronic financial
transaction classification within the finance sector. Each of these frameworks, with its
distinct methodologies and strengths, empowers financial analysts and institutions with
actionable insights, facilitating informed decision-making and regulatory compliance [76].

4.2.2. Healthcare

In the healthcare sector, where patient safety and regulatory compliance are paramount,
the selection of appropriate XAI frameworks is critical. LIMEs, GraphLIMEs, and DeepLIFT
stand out as the top contenders, each offering tailored solutions to address the unique
challenges of healthcare decision-making. LIMEs’ ability to provide explanations at an
individual level facilitates the interpretation of model predictions for specific patients,
aiding healthcare professionals in making informed decisions regarding diagnosis and
treatment. GraphLIMEs’ extension to graph neural networks enables the interpretation of
complex medical data, enhancing the transparency and reliability of Al-assisted medical
diagnoses. Additionally, DeepLIFT’s feature importance scores provide valuable insights
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into the significance of medical indicators, facilitating the development of accurate and
reliable diagnostic models. By leveraging these frameworks, healthcare practitioners can
enhance patient care and safety, ensuring compliance with the regulatory standards and
best practices.

XAl has been increasingly integrated into the healthcare practices in medicine, where
Al has greatly improved medical image analysis. The recent efforts have focused on
combining Al’s accuracy with enhanced model interpretability. Ref. [77] emphasizes
the importance of transparent Al in healthcare decision-making and observed over 200
papers employing XAl in deep learning-based medical image analysis, highlighting the
prevalence of visual explanations, such as saliency maps [78], over textual and example-
based explanations.

Ref. [79] investigated the application of XAl in psychiatry and mental health, empha-
sizing the heightened need for explainability and understandability due to the complex
probabilistic relationships among syndromes, outcomes, disorders, and symptoms. They
proposed the TIFU (Transparency and Interpretability For Understandability) framework,
which underscores the importance of making models comprehensible to users through
transparency and interpretability. Their study highlights XAI’s key roles in the prediction
and discovery within mental health, stressing the necessity for understandability in clinical
settings where the stakes are high. The authors advocate for Al tools that support clinicians
without adding unnecessary complexity.

4.2.3. Cybersecurity

In the domain of cybersecurity within IT, where ensuring system integrity and protect-
ing against cyber threats is paramount, the strategic selection of XAI frameworks is pivotal.
Captum, ELI5, and Skater, along with the Anchors Approach, Layer-wise Relevance Propa-
gation, and CIAMPs, emerge as the standout solutions, each offering distinct advantages
tailored to the diverse needs of cybersecurity professionals. Captum’s advanced attribution
methods provide detailed insights into the model behavior, aiding in the identification and
mitigation of vulnerabilities within complex IT systems. ELI5’s intuitive interface facili-
tates the effective communication of model insights to non-experts, fostering collaboration
and informed decision-making across IT teams. Additionally, Skater’s comprehensive
interpretations enable cybersecurity professionals to understand feature interactions and
optimize the system security with precision. The Anchors Approach’s concise [IFF-THEN
rules and Layer-wise Relevance Propagation’s relevant insights offer further clarity in terms
of threat detection and mitigation. Furthermore, CLAMP’s model-agnostic explanations
empower cybersecurity professionals to comprehend diverse cybersecurity models and
identify potential weaknesses or vulnerabilities, enhancing the overall security resilience.
By harnessing the capabilities of these frameworks, cybersecurity practitioners can bolster
their organization’s defenses, detect threats, and safeguard sensitive information against
cyber-attacks.

In [41,80], the authors concentrate on the examination of encrypted traffic, particularly
to enhance the accurate detection of DoH (DNS Over HTTPS) attacks. They incorporate
Explainable Al techniques using SHAPs, enabling the visualization of individual feature
contributions regarding the model’s classification decisions. Similarly, EXPLAIN-IT [41]
tackles the YouTube video quality classification issue within encrypted traffic scenarios. The
methodology deals with unlabeled data, creating meaningful clusters, and providing expla-
nations of the clustering outcomes to end-users. They utilize LIMEs to interpret clusters,
employing a local-based strategy. Similarly, ROULETTE [81] focuses on network traffic,
specifically employing attention coupled with a multi-output deep learning strategy to
better distinguish between the categories of network intrusions. For post hoc explanations,
they employ visual explanation maps generated through Grad-CAM.

In [82], a two-stage ML-based Wireless Network Intrusion Detection System (WNIDS)
is deployed to enhance the detection of impersonation and injection attacks within a Wi-
Fi network. XAI techniques are integrated to provide insights into the decisions made
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by the initial ML model, particularly regarding instances predicted as impersonation or
injection attacks. By employing SHAPs, the features that exert a significant influence on
these predictions are identified. Remarkably, this set of features closely aligns with those
pinpointed by the feature selection method utilized for the second-stage ML model.

4.2.4. Legal

In the legal domain, where clarity and transparency are essential for justifiable deci-
sions, the selection of suitable XAI frameworks is critical. The Anchors Approach, CEM,
and LOREs emerge as the top contenders, offering tailored solutions to meet the unique
challenges faced in legal reasoning and decision-making. The Anchors Approach’s succinct
IF-THEN rules provide concise explanations for individual predictions, aligning seamlessly
with the legal precedents and decision-making frameworks. The CEM’s focus on identify-
ing the necessary features and minimal alterations for class prediction offers a systematic
approach to understanding the legal outcomes and implications. Additionally, LOREs’
localized explanations and counterfactual rules contribute to nuanced interpretations of
legal decisions, aiding in the exploration of alternative scenarios and legal arguments. By
leveraging these frameworks, legal practitioners can navigate complex legal landscapes
with clarity and confidence, ensuring fair and just outcomes. Ref. [83] investigates the
application of XAl in the legal domain, an area of interest within the Al and law community.
It highlights the gap in the user experience studies concerning XAI methods and the overall
concept of explainability. The study evaluates the effectiveness of various explainability
methods (Grad-CAM, LIMEs, and SHAPs) in explaining the predictions for legal text classi-
fication, with legal professionals assessing the accuracy of these explanations. Additionally,
the respondents provide insights into the desired qualities of Al legal decision systems and
their general understanding of XAI. This research serves as a preliminary study to explore
lawyers’ perspectives on Al and XAl, paving the way for more in-depth investigations in
the field.

Ref. [84] discusses the role of XAl in ensuring legal compliance, particularly in the
context of automated decision-making (ADM) systems governed by regulations such
as the GDPR. It introduces the “Explanation Dialogues” study, aiming to understand
how legal experts perceive and assess the explanations generated by ADM systems. By
focusing on GDPR provisions and expert interviews, the research sheds light on how XAI
can facilitate transparency and accountability in legal processes. This interdisciplinary
approach underscores the importance of integrating XAl principles within regulatory
frameworks to enhance compliance and uphold legal standards.

4.2.5. Marketing

In the marketing sector, where understanding consumer behavior and predicting
market trends is crucial for business success, the selection of appropriate XAl frameworks
is essential. SHAPs, TreeSHAPs, and Kernel SHAPs emerge as the top contenders, each
offering unique strengths to address the diverse needs of marketers. SHAPs” ability to
elucidate the contribution of individual features to predictions enables marketers to iden-
tify the key factors influencing consumer behavior and tailor their marketing strategies
accordingly. TreeSHAPs’ capability to handle tree-based models makes it well-suited for
interpreting the decision trees commonly used in marketing analytics, providing valuable
insights into customer segmentation and targeted advertising. Additionally, Kernel SHAPs’
ability to handle non-linear feature relationships enhances their suitability for explaining
complex models, enabling marketers to develop more accurate and effective marketing
campaigns. By leveraging these frameworks, marketers can gain actionable insights into
consumer behavior, optimize marketing strategies, and drive business growth and success.

In a recent study [85] on XAl in marketing, the consumer preferences for explanation
attributes were investigated using choice-based conjoint analysis. By integrating marketing
theories, the study offers guidance on designing XAI algorithms in marketing strategies,
showcasing the potential for future exploration in understanding the impact of explanation
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types on consumer behavior and business outcomes to examine the consumer preferences
for explanation attributes in XAI within marketing contexts. Computer vision techniques
offer valuable insights, but interpretability is crucial for consumer trust. Moreover, ref. [86]
explores how XAl methods address this, categorizing them based on transparency and inter-
pretability. It suggests future research to enhance model interpretability, including studying
the economic value of augmented reality and testing strategies to mitigate algorithmic bias.

4.2.6. Aviation

In the aviation sector, where safety, efficiency, and reliability are paramount, the selec-
tion of appropriate XAI frameworks is crucial. Among the standout frameworks, Captum,
SHAPs, GraphLIMEs, Integrated Gradients, and ELI5 offer tailored solutions to address the
unique challenges and requirements of aviation operations. Captum’s primary attribution
and neuron attribution methods provide granular insights into the behavior of the Al
models used in aviation systems, aiding in understanding flight safety, route optimiza-
tion, and aircraft maintenance. SHAPs' ability to elucidate the contribution of individual
features to predictions is valuable for understanding complex aviation systems, such as
weather conditions, aircraft performance, and air traffic patterns. GraphLIMEs’ extension
to graph neural networks enables the interpretable analysis of air traffic networks, flight
trajectories, and airport operations, facilitating predictions related to flight delays, route
planning, and airspace management. The Integrated Gradients approach to attributing
the model’s output to each input feature aids in understanding the critical parameters
affecting flight safety, efficiency, and performance. Finally, ELI5’s user-friendly interface
and simplicity facilitate collaboration and decision-making among aviation stakeholders,
providing clear and understandable explanations of Al-driven processes and predictions in
aviation systems. Leveraging these XAl frameworks empowers aviation professionals to
enhance the safety, efficiency, and reliability in aviation operations, ultimately ensuring the
smooth and secure functioning of the aviation industry.

In aviation lies its ability to provide transparent and interpretable insights into com-
plex Al models, particularly in critical decision-making scenarios. XAl ensures that human
users, including pilots, air traffic controllers, maintainers, and aircraft manufacturers, can
understand and trust the decisions made by Al systems. By employing a comprehensive
XAI taxonomy and explanation framework, ref. [87] aims to enhance the decision-making
processes in aerospace by integrating human-centric and scientific explanations. The re-
lated work discussed in this paper focuses on the implementation of XAl in aerospace,
emphasizing its application in supporting operators such as pilots and air traffic controllers
in making informed decisions based on meaningful information within time constraints.
The increasing utilization of intelligent Decision Support Tools in Air Traffic Management
(ATM) necessitates the assurance of their trustworthiness and safety, particularly with
the integration of non-traditional entities like Al and ML. Despite the extensive research
on these technologies, a gap exists between the research outcomes and practical imple-
mentation due to regulatory and practical challenges, including the need for transparency
and explainability. To address these challenges, a novel framework is proposed to instill
trust in Al-based automated solutions, drawing from the current guidelines and end-user
feedback [88]. Recommendations are provided to facilitate the adoption of Al- and ML-
based solutions in ATM, leveraging the framework to bridge the gap between research and
implementation.

Figure 3 illustrates the popular application domains and the respective XAI framework
that is currently being utilized.
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Applications of XAl
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Figure 3. Application domains for different XAI frameworks.

5. Challenges

XAl is characterized by a variety of frameworks, each with unique strengths and
limitations (see Table 7). LIMEs provide a straightforward approach, understandable
explanations, and is compatible with a variety of models, although it may find it difficult to
completely capture complicated model behavior and may be computationally expensive for
large datasets [56]. Although computationally demanding, especially for models with large
feature sets, SHAPs offer both local and global explanations with a foundation in game
theory [89]. Although they depend on rule creation and might not cover every decision
boundary, anchors are excellent at producing precise, intelligible rules for humans [42].

Despite their reliance on an external rule generator and potential scalability issues with
large datasets, LOREs provide quick results by effectively explaining the decisions using
pre-existing rules [31]. Despite being primarily intended for convolutional neural networks
(CNNs), Grad-CAM effectively visualizes heatmaps for image classification tasks [49].
Although they provide smooth feature attribution representations, Integrated Gradients
can be computationally costly and require the selection of a baseline input [50]. Although it
depends on selecting the right reference class, the CEM provides class-specific explanations
that may be understood using saliency maps [37]. Notwithstanding the perhaps large
computing costs and intricate interpretations, LRP offers thorough attribution ratings for
every input characteristic [90,91].

The What-If Tool is a tool that facilitates the interactive study of model behavior
through hypothetical situations. However, it is limited to certain model types and requires
expertise to develop meaningful explanations [58]. Although AIX360 is primarily concerned
with fairness analysis, it does include several tools for identifying and reducing the bias
in models [59,65]. It may not offer comprehensive explanations for specific forecasts.
Despite its limited model support, Skater allows for counterfactual explanations, offering
perspectives on “what-if” circumstances [92]. Although it may require expertise with its
API, Captum provides a range of explainability strategies in a single Python module [93].

The DLIME provides a deterministic substitute appropriate for real-time applications,
albeit being less interpretable than the original LIMEs and restricted to tabular data [94].
Despite its primary focus on picture classification problems, TCAV produces interpretable
visualizations utilizing idea activation vectors [10]. Explainable Boosting Machines (EBMs)
are restricted to decision tree-based models, although they help with feature significance
analysis [95,96]. Despite focusing mostly on image classification challenges, RISE finds sig-
nificant picture areas to produce interpretable heatmaps [44]. Although Kernel SHAPs rely
on computationally costly kernel functions, it provides flexibility in managing complicated
feature interactions [97,98].

CIAMPs and TNTRules seek to explain model predictions; nevertheless, some con-
straints and difficulties might not be easily accessible [30]. Although it depends on locating
optimum anchors, which may be computationally costly, OAK4XAI seeks to develop
succinct and understandable anchors using game theory techniques [33]. Although expla-
nations for highly complicated decision trees may become difficult, TreeSHAPs provide
clarity on how tree-based algorithms arrive at predictions [99]. By providing academics



Algorithms 2024, 17,227

32 of 42

and practitioners a wide range of tools for comprehending and evaluating ML models,
these frameworks work together to advance XAL

Several techniques exist to understand how ML models arrive at their predictions.
Some methods, like CasualSHAP [100] and INNvestigate [45], delve into the causal relation-
ships between features and outcomes but require additional data and can be computation-
ally expensive. While they provide deeper insights than just correlation, interpreting their
inner workings might be challenging. DeepLIFT [67,68] and ATTN [54] focus on explaining
the specific aspects of models, like individual neurons or attention mechanisms, but may
not be suitable for all tasks [101]. DALEX allows for “what-if” scenarios to see how input
changes affect the predictions, but it might have limited documentation [36]. ELI5 offers
clear explanations for specific models but has limited applicability [71]. GraphLIMEs excel
at explaining models where feature interactions are important but can be computationally
heavy [39]. The DLIME [32] and InterpretML [47,102] provide various explanation tech-
niques but require additional setup or might have limitations regarding the model types or
user-friendliness. Finally, Alteryx Explainable Al offers a commercial toolkit with visual
and interactive tools for interpretability [38].

Table 7. XAI framework challenges and strengths comparison.

XAI Framework Key Limitations/Challenges Primary Strengths

May not fully reflect complex model behavior, Simple, intuitive explanations, work with
LIMEs [56] . . .

computationally expensive for large datasets various models
SHAPs [48] Computationally expensive, explanations can Grounded in game theory, offers global and

become complex for large feature sets

local insights

Anchors [42]

Reliance on rule generation may not cover all
decision boundaries

Provides high-precision,
human-understandable rules

LOREs [31]

Reliance on an external rule generator; may not
scale well with large datasets

Can explain decisions using existing rules,
offering fast results

Grad-CAM [49]

Primarily for convolutional neural networks
(CNNs); they may not work well with
other architectures

Efficiently visualizes heatmaps for
image classification

Integrated Gradients [50]

Relies on choosing a baseline input, can be
computationally expensive

Offers smooth visualizations of
feature attributions

CEM [51]

On choosing an appropriate reference class,
which may not be intuitive for complex models

Offers class-specific explanations, interpretable
through saliency maps

LRP [57]

Computational costs can be high for complex
models, explanations can be complex to interpret

Provides comprehensive attribution scores for
each input feature

What-If Tool [58]

Requires expert knowledge to design effective
explanations, limited to specific model types

Allows interactive exploration of model behavior
through hypothetical scenarios

Primarily focused on fairness analysis; may not

Offers various tools for detecting and mitigating

AIX360 [59] provide detailed explanations for bias in models
individual predictions

Skater [1] Limited model support, requires knowledge of Enables counterfactual explanations, providing
counterfactual reasoning insights into “what-if” scenarios

Captum [43] Requires familiarity with the library’s API, notas  Offers a variety of explainability techniques in a

beginner-friendly as other options

unified Python library




Algorithms 2024, 17,227

33 of 42

Table 7. Cont.

XAI Framework Key Limitations/Challenges Primary Strengths
The clustering step through supervised learning provides improved insights into unsupervised data
Explain-IT [41] may result in introducing bias due to the analysis results, enhancing the interpretability of
application of a specific model clustering outcomes
Primarily for image classification; may not be Generates interpretable visualizations through
TCAV [55] . . R
applicable to other domains concept activation vectors
EBMs [60] Limited to decision tree-based models, can be Offers inherent interpretability through decision
computationally expensive for large datasets trees, facilitates feature importance analysis
RISE [44] Primarily for image classification tasks; may not Generates interpretable heatmaps by identifying
generalize well to other domains relevant regions of an image
Relies on kernel functions, which can be e . . .
Kernel SHAPs [34,48]  computationally expensive and require Offers flexibility in handling complex relationships

careful selection

between features through kernels

CIAMPs [30]

Limited publicly available information about
specific limitations and challenges

Aims to explain model predictions using Bayesian
hierarchical clustering

Relies on finding optimal anchors, which can be

Aims to identify concise and interpretable anchors

OAK4XAI [33] . : :
computationally expensive using game theory concepts
Primarily focused on tree-based models, limiting its
TreeSHAPs [34] usage with other model architectures. Explanations  Offers greater clarity in understanding how

for very complex decision trees can become
intricate and challenging to interpret.

tree-based models arrive at predictions.

CasualSHAPs [40]

Requires access to additional data and assumptions
about causal relationships, which might not always
be readily available or reliable. Can be
computationally expensive, especially for

large datasets.

Provides potential insights into which features
drive outcomes, going beyond mere correlation.

INNvestigate [45,46]

While aiming for interpretability, the internal
workings of the framework itself might not be
readily understandable for non-experts.

Explanations for intricate deep learning models
might still require some expertise to grasp fully.
Makes the decision-making process of “black-box”
deep learning models more transparent.

Hyperparameters can significantly impact the
explanation results, requiring careful tuning. May

Pinpoints the importance of individual neurons

DeepLIFT [67,68] not be suitable for all types of deep learning models Within a neur;fll network, offering insights into its
internal workings.

or tasks.

Primarily focused on explaining attention

mechanisms, limiting its use for broader model Helps decipher how attention mechanisms are used
ATTN [54] interpretability. Understanding attention weights  in deep learning models, especially for NLP and

and their impact on the model’s output can be computer vision tasks.

challenging for non-experts.

Compared to some more established frameworks,

DALEX might have less readily available Facilitates “what-if” scenarios for deep learning
DALEX [36] documentation and resources. DALEX might still ~ models, enhancing understanding of how input

be under development, and its capabilities and changes might impact predictions.

limitations might evolve.

.. o Provides clear, human-readable explanations for

ELI5 [71] Limited to sci-kit-learn and XGBoost models. decision trees, linear models, and p

Might not generalize to all ML models

gradient-boosting models
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Table 7. Cont.
XAI Framework Key Limitations/Challenges Primary Strengths
Computationally intensive, not ideal for
GraphLIMEs [39] real—fur.le appllcat1on§. Explains tabullar daFa Espgaally useful when feature interactions
predictions by modeling feature relationships are important
as graphs.
. . Aims to combine global and local explanations
DLIME [32] Relatively new framework with less mature using game theory and feature attributions for

documentation and community support diverse model types

InterpretML [47,102]

Requires additional installation and integration
to work. Might not be as user-friendly
for beginners

Offers a diverse set of interpretability techniques
as part of a larger ML toolkit

Alteryx Explainable Al [38]

Provides various visual and interactive tools for
model interpretability within the
Alteryx platform

Commercial offering with potential
cost implications

TNTRules [29]

The black-box nature may limit the collaborative
tuning process, potentially introducing biases in
decision-making

aiming to generate high-quality explanations
through multiobjective optimization

5.1. Applicable Recommendations

The increasing pervasiveness of ML models in our lives necessitates a deeper un-
derstanding of their decision-making processes. This is where XAI frameworks come
in, with an aim to shed light on the “black box” nature of these algorithms. However,
the current XAI frameworks face various limitations that hinder their effectiveness. This
study proposes a series of recommendations to improve these frameworks and unlock their
full potential.

Computational Efficiency is Key: A significant hurdle for many XAI frameworks
is their computational burden, especially when dealing with large datasets or complex
models. Research into more efficient algorithms and hardware acceleration techniques is
crucial. Frameworks like LIMEs, SHAPs, LOREs, and EBMs could benefit greatly from
such advancements.

Interpretability Over-Complexity: While some frameworks excel at technical explana-
tions, the user-friendliness often suffers. Efforts to simplify the explanations or provide clear
visualizations would significantly enhance the usability of frameworks like iNNvestigate,
LRP, and Kernel SHAP, making them more accessible to non-experts.

Expanding the XAI Toolbox: Many frameworks are limited to specific model types.
Increased flexibility to handle a wider range of architectures would broaden their practical
applications. Frameworks like Anchors, CEM, TCAV, EBMs, RISE, and TreeSHAPs could
benefit from such expansion.

Scalability for the Real World: The effectiveness of some frameworks diminishes with
large datasets. Finding ways to scale frameworks like LOREs and GraphLIMEs efficiently
is essential for real-world applications.

User-Centric Design: Frameworks like Captum and InterpretML require additional
setup and knowledge for implementation. Developing more user-friendly interfaces, along
with comprehensive documentation and tutorials, would significantly lower the barrier to
entry for beginners.

Beyond the Basics: Several frameworks offer specific functionalities. For example,
AIX360 excels at fairness analysis but lacks individual prediction explanations. Integrating
these functionalities would provide a more holistic understanding of model behavior.
Similarly, frameworks like Skater could benefit from expanding the model support and
user education on counterfactual reasoning.
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Collaboration is Key: For frameworks like CTAMPs and DALEX, with limited pub-
licly available information, fostering community involvement and research could lead to
significant advancements.

Balancing Power and Ease of Use: Frameworks with powerful functionalities, like
OAK4XAI and DeepLIFT, often require careful hyperparameter tuning. Developing user in-
terfaces to guide the parameter selection and exploring predefined options would improve
their accessibility without sacrificing accuracy.

Generalizability Beyond the Niche: Frameworks like ATTN and TCAV focus on
the specific aspects of models, limiting their broader applicability. Investigating ways to
expand their functionalities or develop complementary tools for broader interpretability
would be beneficial.

Open Source for Open Minds: While Alteryx Explainable Al provides valuable
functionalities, a freemium model or open-source alternatives could encourage wider
adoption and foster community development.

In conclusion, the quest for transparency in ML necessitates continuous improvement
in XAl frameworks. By focusing on the computational efficiency, user-friendly explanations,
model and application diversity, user-centric design, and fostering community involvement,
we can unlock the full potential of XAI and build trust in the intelligent systems that shape
our world.

5.2. New Proposed XAI Framework

In this section, we propose a novel framework, termed eXplainable Al Evaluator
(XAIE), designed to comprehensively evaluate and compare the existing XAl techniques.
Currently, limitations exist in objectively assessing the strengths and weaknesses of various
XAI methods. XAIE addresses this gap by establishing a standardized approach for cross-
framework comparisons among diverse tasks and ML models.

Key Features:

Unified Benchmarking Suite: We propose the development of a comprehensive suite of
benchmarks encompassing various XAl evaluation aspects. These benchmarks will assess
the factors critical to XAl effectiveness, including the following:

e  Fidelity: Measures how accurately the explanation reflects the true decision-making
process of the underlying Al model.

e  Fairness: Evaluates whether the explanation highlights or perpetuates any biases
present within the model.

e  Efficiency: Analyzes the computational cost associated with generating explanations
using the XAI method.

¢ User-Centricity: Assesses the understandability and interpretability of the explana-
tions for users with varying levels of technical expertise.

Standardized Explanation Representation: To facilitate meaningful comparisons, XAIE
will define a common format for the explanations generated by different XAI techniques.
This standardized format will allow for consistent evaluation and analysis across diverse
frameworks.

Modular Design: To accommodate the evolving nature of the XAl field, the framework
will be designed with a modular architecture. This modularity enables the seamless
integration of new XAI methods and the incorporation of novel evaluation metrics as the
research progresses.

Workflow: The XAIE framework will follow a user-driven workflow for XAI evalua-
tion and comparison:

User Input:

¢ Users will specify the XAl methods they wish to compare.
*  Details regarding the target Al model and its designated task (e.g., image classification
or loan approval prediction) will also be provided by the user.

Evaluation Process:
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e  The XAIE framework will execute each selected XAI method on the target model,
prompting the generation of explanations.

¢  The generated explanations will then be evaluated against the chosen benchmarks
from the comprehensive suite.

Output:

¢ Upon completion, the framework will deliver a comprehensive report comparing the
XAI methods based on the evaluation results. This report will include the following;:

* A detailed breakdown of the strengths and weaknesses of each XAI method for the
specific model and task.

*  Visual representations of explanation fidelity and user-friendliness.

* Recommendations for the most suitable XAI method based on user priorities (e.g.,
prioritizing explainability over efficiency).
Figure 4 illustrates the flow chart that explains the processes involved in the new

proposed XAIE model.
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Figure 4. The workflow model of XAIE framework.

XAIE offers several advantages. Firstly, it promotes standardization in XAl evaluation.
This consistency enables a more unified understanding of how effective different XAI
techniques are. Secondly, XAIE empowers users to make informed decisions. By providing
a platform for comparing various XAI methods, the users can select the most suitable
technique for their specific needs and applications. Finally, XAIE acts as a valuable tool for



Algorithms 2024, 17,227

37 of 42

researchers. The framework facilitates the comparison and improvement of the existing XAI
methods, ultimately accelerating the advancements in the field. However, developing XAIE
also presents some challenges. Reaching a consensus on a common explanation format
and a comprehensive set of evaluation metrics can be difficult due to the inherent diversity
among the XAI methods. Additionally, running multiple XAI techniques on complex mod-
els can be computationally expensive. This necessitates exploring optimization techniques
to ensure that the framework executes efficiently. Looking towards the future, the develop-
ment of XAIE presents exciting opportunities. We aim to establish collaborations with XAI
researchers to refine the proposed benchmarking suite and achieve a broader consensus on
the evaluation metrics. Furthermore, we plan to integrate the framework with the existing
XAl libraries and tools, promoting user-friendliness and widespread adoption. Finally, we
will explore techniques for optimizing the framework’s computational efficiency to handle
complex Al models. By addressing these challenges and pursuing further advancements,
XAIE has the potential to become a cornerstone for rigorous XAl evaluation, ultimately
fostering the development and deployment of trustworthy and transparent Al systems.

6. Future Works

The field of XAl is constantly evolving, with new research and development efforts
emerging at a rapid pace. Here are some key areas where the future work holds immense
promise:

Human-Centered Explainability: Moving beyond technical explanations, future XAI
frameworks should prioritize explanations tailored to human comprehension. This may
involve incorporating cognitive science principles and user feedback to design explanations
that are not only accurate but also resonate with the intended audience.

Explainable Al for Emerging Technologies: As Al ventures into new frontiers, like
explainable reinforcement learning and interpretable deep fakes, the XAI frameworks need
to adapt and evolve. Developing specialized tools for these domains will be crucial for
ensuring the transparency and trust in these cutting-edge technologies.

Explainable AI for Real-Time Applications: The current limitations of many XAI
frameworks make them unsuitable for real-time applications. Research into more efficient
algorithms and hardware-specific implementations will be essential to bridge this gap and
enable the real-time explainability for time-sensitive scenarios. The development of XAI
with ProcessGPT [103] can improve the human comprehension of and support for the
business processes.

Integration with Model Development Pipelines: Currently, XAl is often considered an
afterthought in the ML workflow. The future advancements should integrate explainability
considerations right from the model development stage. This would enable the proactive
design of interpretable models and streamline the overall process.

Standardization and Benchmarking: The lack of standardized evaluation metrics for
XAI frameworks makes it difficult to compare their effectiveness. Establishing standardized
benchmarks and fostering collaboration between researchers will be essential for objectively
evaluating and improving the XAI techniques.

By addressing these areas, the future of XAl holds the potential to transform our
relationship with intelligent systems. We can move from a world of opaque algorithms
to one where users can understand and trust the decisions made by Al, fostering the
responsible development and deployment of these powerful technologies.

7. Conclusions

The quest for transparency in Al necessitates a comprehensive understanding of
Explainable Al (XAI) frameworks. This paper has provided a detailed analysis of various
XALI solutions, highlighting their strengths and limitations. While XAI offers several
strengths, including the increased trust and acceptance of Al systems by stakeholders, the
ability to identify and mitigate the potential biases in AI models, and improved debugging
and model improvement capabilities, it also faces limitations and weaknesses. These
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include its computational expensiveness and resource intensiveness, its inherent difficulty
in fully explaining all AI models (particularly complex deep learning models), and the
potential for its explainability techniques to be challenging for non-experts to understand.
Moreover, we established a taxonomy for the XAI frameworks based on their key attributes
and explored a diverse range of techniques, empowering researchers and practitioners
to navigate the XAl landscape. Furthermore, the paper proposed a framework called
XAIE for evaluating XAI solutions, enabling informed decision-making when selecting
appropriate tools for specific application contexts. This fosters the responsible development
and deployment of Al models by promoting user trust and understanding. Looking
ahead, several key challenges remain. The computational efficiency needs to be improved,
particularly for complex models and large datasets. User-friendliness should be prioritized
to make XAI frameworks more accessible to a broader audience. Additionally, the XAI
techniques need to adapt and evolve to handle the emerging Al frontiers, like explainable
reinforcement learning and interpretable deep fakes. By addressing these challenges and
fostering collaboration among researchers and developers, the future of XAl holds immense
promise. We can move towards a future where Al models are not just powerful but also
transparent and trustworthy. This will enable responsible Al development and unlock the
full potential of Al for the benefit of society.
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