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Abstract

Software vulnerabilities pose a severe threat to system security and stability. To reinforce
the hierarchical structure of source code, enhance the distinctiveness of embedded features,
and reduce feature confusion, we propose CADetect, a vulnerability detection model based
on clustering-aware heterogeneous code graphs. First, a hierarchical clustering algorithm
is applied to constrain and optimize the embedding vectors. This enhances the model’s
ability to differentiate between diverse node and edge types within the heterogeneous
code graphs, while streamlining code structures and reducing redundant information.
Subsequently, multi-scale convolutions with varying kernel sizes are designed to extract
vulnerability features at different granularities, effectively mitigating the information loss
commonly caused by single-scale convolutions. Finally, extensive evaluations on the
FFmpeg+Qemu, BigVul, and Reveal datasets demonstrate the effectiveness of the proposed
model, and ablation studies confirm the specific contributions of the clustering algorithm
and multi-scale convolutions.

Keywords: software vulnerabilities; hierarchical clustering; multi-scale convolution;
vulnerability detection

1. Introduction
Software vulnerability detection serves as a critical line of defense in information

security. According to the latest statistics from the U.S. National Vulnerability Database
[https://nvd.nist.gov/], the number of vulnerabilities in the cybersecurity domain has now
exceeded 250,000. This figure highlights the severity of the current cybersecurity landscape
and its associated challenges. Consequently, developing precise and efficient vulnerability
detection technologies has become an urgent necessity. Traditional vulnerability detection
methods rely heavily on manually designed signatures [1–3]. The selection and weighting
of these signatures are inherently constrained by human expertise, often failing to yield
high-quality rules capable of identifying potential vulnerabilities [4,5]. In recent years, deep
learning techniques have achieved remarkable success in this domain. These techniques
enable the automatic extraction of vulnerability features from massive volumes of com-
plex data, eliminating the need for manual intervention while simultaneously enhancing
detection accuracy and adaptability [6–9].

Deep learning-based vulnerability detection methods are typically categorized into
two main paradigms: text analysis and graph structure analysis [10]. The former generally
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treats vulnerability detection as a text classification problem, employing natural language
processing techniques to directly extract code features for classification [11]. While this
approach efficiently scales to large codebases, it tends to disregard the deep structural
and logical dependencies between statements [12], resulting in high false positive rates.
Conversely, graph-based approaches construct representations of source code to capture
hierarchical dependencies and execution logic, exposing intrinsic relationships among
functional components such as functions, classes, and modules [13]. This enables the
extraction of more accurate vulnerability features, effectively overcoming the limitations
of text-based methods. Representative models include AMPLE [14], MAGNET [15], and
VulTR [16]. Although these approaches successfully learn heterogeneous relationships and
consider multiple graph types (e.g., abstract syntax trees, control flow, and data flow), they
still struggle to fully distinguish between different node and edge types in highly complex
code graphs. This uncertainty in representation learning leads to ambiguous distinctions
between vulnerable and benign code. To address these limitations, this paper proposes
CADetect, a vulnerability detection model based on clustering-aware heterogeneous code
graphs. By explicitly distinguishing between diverse node and edge types, it simultane-
ously employs multi-scale convolutions to extract features at different granularities, thereby
capturing both local details and global dependencies.

The main contributions of this paper are as follows:

• We propose CADetect, a vulnerability detection model based on clustering-aware het-
erogeneous code graphs. By optimizing the output of Graph Convolutional Networks
(GCNs) to better align with hierarchical code dependencies, it significantly improves
vulnerability detection accuracy;

• We design a Clustering-Enhanced Feature Module (CEFM) to explicitly distinguish vul-
nerability features across different structural levels and retain the most representative
semantic information;

• We introduce a Triple-Scale Convolutional Network (TSCN) to simultaneously
capture local details and long-range global dependencies, effectively mitigating
information loss.

2. Related Work
2.1. Embedded Representation of Source Code

Code embedding enables the effective processing of complex code functions, enhanc-
ing the representation of vulnerable code. Existing methods [1,17,18] treat source code as
natural language text sequences and employ backbone networks (such as recurrent and
convolutional neural networks) to learn feature embeddings of the code. These approaches
typically focus only on superficial code semantics, often neglecting the intrinsic constraints
between data and control flows [19]. However, unlike natural language, code is not merely
a sequence of words. It inherently possesses rich structural information, such as execution
logic (e.g., conditional and loop statements) and dependencies between variables—features
that are not explicitly captured by natural language sequences. Consequently, understand-
ing the complex structures of code using pure text representations becomes significantly
more challenging. Graph data structures have been proven to better capture intricate code
structures like multi-level nesting or recursive logic [15]. Code functions can be abstracted
into various types of code structure graphs, such as Abstract Syntax Trees (AST), Control
Flow Graphs (CFG), Data Flow Graphs (DFG), and Natural Code Sequences (NCS) [20].
As shown in Figure 1, these graphs are considered among the most effective representa-
tions of source code [21]. Numerous approaches utilize code structure graphs as inputs
to learn code embeddings (e.g., the AMPLE [14], MAGNET [15], and VulTR [16] models),
successfully extracting the hierarchical information embedded within the code. Inspired by
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these methods, this paper employs a unified code graph structure that integrates AST, CFG,
DFG, and NCS into a heterogeneous graph to extract code embeddings.

 

Figure 1. Code Representation of Union Graph.

2.2. Graph Neural Network Model for Vulnerability Detection

In vulnerability detection tasks, Graph Neural Networks (GNNs) represent the most
widely adopted technology to date [22]. By treating code elements (such as variables
and functions) as nodes, and dependencies between elements as edges, GNNs propagate
information and extract features based on the feature vectors of each node and its neighbors,
thereby enhancing node feature representations [21,22]. This approach is particularly well-
suited for representing code characteristics such as control flow, data flow, and deep
logical dependencies. GNN-based vulnerability detection models effectively process code
structure graphs containing diverse relationships like data flow, control flow, and function
calls. For instance, Devign [2] and Reveal [3] employ gated graph neural networks to
parse hybrid graph structures, learning and extracting structural information from source
code; IVDetect [23] employs graph convolutional neural networks to learn and represent
code structural information. Although these methods can process code structural graphs
containing multiple relationship types, they uniformly convert different relationship types
into a single adjacency matrix format, ignoring distinctions between node and edge types.
This prevents models from capturing relationships between different node and edge types,
leading to a loss of critical structural information and contextual relationships, which
impacts vulnerability detection accuracy and effectiveness. Therefore, this paper aims
to enhance the representation capabilities of heterogeneous nodes and edges in code
structural graphs while efficiently capturing both local features and global dependencies.
This approach improves the accuracy and robustness of vulnerability detection.

Beyond traditional graph neural network architectures, contemporary research has
increasingly focused on broader structural optimization and compression strategies to han-
dle high-dimensional deep learning frameworks. From a theoretically rigorous perspective,
formal methods have been successfully employed to optimize network structures. For
instance, Ressi et al. [24] proposed a novel technique for compressing neural networks via
formal methods, specifically leveraging the concept of lumpability from Markov chains to
prune filters while preserving exact behavioral outcomes without requiring data depen-
dence or fine-tuning. While such formal techniques excel in strict structural verification and
exact compression guarantees, our proposed CADetect approaches structural optimization
from an empirical, data-driven angle. Specifically, the CEFM introduces dynamic clustering
constraints to aggregate heterogeneous code nodes based on multi-relational graph topol-
ogy. Both paradigms—formal network compression and empirical graph clustering—share
the fundamental objective of distilling complex structural representations. Contextualizing
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CADetect alongside these contemporary formal compression models highlights its posi-
tion as a highly scalable, heuristic alternative tailored specifically for heterogeneous code
graph optimization.

3. CADetect Model
The overall architecture of CADetect is shown in Figure 2. Nodes and edges of differ-

ent colors within the modules represent distinct types. For instance, node types include
variables, statements, functions, and operators, while edge types encompass AST, CFG,
DFG, and others. Figure 2a depicts the CEFM, designed to enhance the distinguishability of
heterogeneous nodes and edges. This module improves the hierarchical and discriminative
nature of feature representations, while simultaneously streamlining code structures and
mitigating the impact of redundant information. Figure 2b illustrates the TSCN, which cap-
tures both local features and global dependencies of vulnerabilities through convolutions
with varying different kernel sizes.

d
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Figure 2. CADetect model. The dashed elliptical frames represent single heterogeneous node clusters;
the symbol d refers to the intra-cluster aggregation distance; green five-pointed stars denote cluster
centroids for feature aggregation. Label 0 denotes vulnerability-free functions, and label 1 denotes
vulnerable functions.

In this model, source code functions are initially represented as a unified heteroge-
neous code structure graph G(V, E ,R) comprising multiple types of nodes and edges.
Here, V = {v1, v2, . . . , vn} denotes the node set, n denotes the total number of nodes, and
each node is vector initialized using word2vec that has been pre-trained with source code.
E =

{(
vi, vj

)}
denotes the edge set. |E | represents the number of edges. This set describes

the connectivity relationships among nodes in the graph. R = {r1, r2, . . . , rm} denotes the
edge type set, where m represents the total number of edge types. These types define the
specific semantic relationships represented by the various edges within the graph.

To learn the heterogeneous information embedded in the graph, the GCN employs a
message-passing mechanism to aggregate features from local neighboring nodes at each
node, thereby forming node embedding vectors that encapsulate code semantics. After
passing through two GCN layers, each node representation incorporates code structural
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information, semantic context, and feature information from its neighbors. The processing
procedure for each node is shown in Equation (1):

Hl
i = σ

 ∑
r∈R

∑
j∈N r

i

1
cr

ij
W l−1

r Hl−1
j + W l−1

0 Hl−1
i

 (1)

where Hl
i denotes the feature representation of node vi at layer l, σ is a non-linear activation

function, N r
i denotes the set of all neighbor nodes of vi with edge type r, W l−1

r is the weight
matrix for r at the layer l − 1, W l−1

0 is the weight matrix used for self-connections, and cr
ij

represents the number of nodes between vi and vj with r.
To fully integrate edge information from diverse types within the heterogeneous code

graph, we employ a multi-head attention mechanism. To explicitly capture the distinct
semantics of different structural relations within the heterogeneous graph, the multi-head at-
tention mechanism incorporates relation-specific weights. Let R = {AST, CFG, DFG, NCS}
denote the set of heterogeneous edge types. The computational process is shown in
Equations (2)–(4). For a specific edge type r ∈ R connecting node vi and its neighbor vj,
the relation-aware attention score ek,r

ij for the k-th attention head at layer l is calculated
using a scaled dot-product operation:

ek,r
ij =

(Hk,l
i )

T
·Watt,r·Hk,l

j√
dk

(2)

where Hk,l
i and Hk,l

j are the current feature representations of the corresponding nodes,
dk is the dimensionality of the attention head, and Watt,r is a trainable relation-specific
projection matrix that enables the model to dynamically evaluate the importance of different
dependency types, such as control flow and data flow.

Subsequently, a softmax function is applied across all heterogeneous neighbors to
normalize the scores into the final attention coefficient αk,r

ij :

αk,r
ij =

exp(ek,r
ij )

∑
r′∈R

∑
v∈N r′

i

exp(ek,r′
iv )

(3)

Finally, the node representation Xi is updated by aggregating the relation-weighted
features from all attention heads:

Xi = ConcatK
k=1

 ∑
r∈R

∑
j∈N r

i

αk,r
ij ·H

k,l
j

W0 + Hl−1
i (4)

3.1. Clustering-Enhanced Feature Module (CEFM)

The emergence of vulnerabilities typically involves multiple types of dependencies,
which manifest across various layers within the code. Although GCNs can extract rich
feature information, the complex local patterns they generate may not always correlate
closely with vulnerabilities. Hierarchical clustering methods group nodes with similar
features into the same cluster, thereby enhancing the model’s ability to capture high-level
semantic patterns related to vulnerabilities. This approach more effectively identifies
code logic errors, execution sequence anomalies, and potential vulnerabilities. Therefore,
this module employs a hierarchical clustering algorithm to optimize and constrain the
embeddings generated by the GCN. This enhances the distinguishability between different
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node and edge types, improves the model’s structural awareness, and reduces interference
from redundant information. The process workflow of the CEFM is shown in Figure 3.

...

Similarity Matrix
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.

.

.

Xi

Ci

Dijd
bi

𝑋෨ 

Figure 3. Clustering-Enhanced Feature Module.

In hierarchical clustering, the Euclidean distance between nodes determines which
nodes are more likely to be grouped together. First, each node vector in X is treated as an
initial cluster, denoted as set C = {C1, C2, . . . , Cn}, where Ci = {xi} and n represent the
number of clusters. The Euclidean distance between each pair of clusters is calculated to
generate the initial similarity matrix Dij ∈ Rn×n, as shown in Equation (5):

Dij =

√√√√ 1
|Ci|+

∣∣Cj
∣∣ ∑

xt∈Ct

∑
ys∈Cj

∥∥xi − yj
∥∥2 (5)

where |Ci| and
∣∣Cj

∣∣ denote the number of samples in their respective clusters, xi is the node
with index i in cluster Ci, yj is the node with index j in Cj, and xi − yi denotes the Euclidean
distance between xi and yi.

Next, based on the similarity values in the similarity matrix Dij, the algorithm identifies
the two closest clusters and merges them into a new cluster. Subsequently, the similarity
between the newly merged cluster and the remaining clusters is recalculated using the
weighted average method, thereby updating Dij. The calculation process is shown in
Equations (6) and (7):

∆E(Ci, Cj) =

∣∣Ci
∣∣∣∣Cj

∣∣∣∣Ci
∣∣+∣∣Cj

∣∣ ∥∥µi − µj
∥∥2 (6)

D(ij),k =

∣∣Cij
∣∣∣∣Cij

∣∣+ |Ck|
∥∥µij − µk

∥∥2 (7)

where ∆E(Ci, Cj) denotes the distance between Ci and Cj, while µi and µj denote the
centroids of Ci and Cj, respectively (i.e., the mean values of all samples within the clusters).
D(ij),k denotes the updated similarity matrix, µij denotes the center of mass of the merged
cluster Cij, and µk denotes the center of mass of cluster Ck.

This cluster updating process is performed iteratively until the number of merged
clusters meets the preset threshold τ, forming a hierarchical clustering tree. The final cluster
label Label is represented as shown in Equation (8):

Label = {b1, b2, . . . , bn}, bi ∈ {1, 2, . . . , τ} (8)

where bi denotes the cluster label of sample i.
Finally, the cluster label Label obtained for each sample is converted into a one-

hot encoding format. This is then concatenated with the node feature representation X
output by the GCN to yield the augmented feature representation X̃ = Concat(X, Label).
Since the clustering labels reflect the node clustering results, which embody the similarity
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among nodes of the same type, this approach helps enhance the capability of the model to
distinguish node features, enabling it to better identify different node types.

It is essential to note that the integration of clustering labels strictly preserves permu-
tation invariance and avoids overfitting to positional noise. The hierarchical clustering is
initialized and performed on the continuous node embeddings dynamically generated by
the GCN layers. Since the message-passing paradigm of GCNs is inherently permutation-
equivariant, any alteration in the input node ordering merely results in an identical permu-
tation of the rows in the output embedding matrix. Consequently, the pairwise Euclidean
distances between node representations remain mathematically invariant. This guarantees
that the clustering algorithm consistently groups the same semantic nodes and assigns
identical one-hot labels regardless of the initial absolute indexing, completely isolating the
model from positional noise.

3.2. Triple-Scale Convolutional Network (TSCN)

The size of the convolution kernel in a convolutional neural network determines
the receptive field, which defines the extent of the input region the network can focus
on. To enable the analysis of code structure graphs from different perspectives, this
module employs a Triple-Scale Convolutional Network with three distinct kernel sizes,
as illustrated in Figure 4. Small convolutional kernels extract local vulnerability patterns,
such as those within single lines of code or individual variables. Medium convolutional
kernels can capture more complex local structures within a certain range, identifying
dependencies involving multiple variables. Large convolutional kernels help capture
long-range dependencies and global features, effectively processing code segments with
complex, extended execution logic.

ReLUBN 1*1

GeLU

GeLU

GeLU

BN

BN

BN

3*3

7*7

11*11

Cat Dropout ReLU 1*1

Figure 4. Triple-Scale Convolutional Network.

Specifically, a convolution operation is performed on the input feature enhancement
matrix X̃, executing parallel convolutions using three convolutional kernels of different
sizes. Following each convolution layer, a Batch Normalization (BN) layer and a GeLU
activation function are applied. Finally, the outputs from each convolutional branch are
concatenated. The multi-branch convolution operation can be expressed as shown in
Equations (9)–(12):

YL = GELU
(

BN
(

X̃ ∗ WL, µL
))

(9)

YM = GELU
(

BN
(

X̃ ∗ WM, µM
))

(10)

YS = GELU
(

BN
(

X̃ ∗ WS, µS
))

(11)

Y = Concat
(

YL, YM, YS
)

(12)

where WL ∈ RCout×Cin×L, WM ∈ RCout×Cin×M and WS ∈ RCout×Cin×S represent the convolu-
tional kernels of three distinct sizes, while µL, µM and µS denote the normalized parameters
for each convolutional layer.

https://doi.org/10.3390/a19070587

https://doi.org/10.3390/a19070587


Algorithms 2026, 19, 587 8 of 17

Finally, a Multi-Layer Perceptron (MLP) layer is employed to perform the final binary
vulnerability classification.

3.3. Overall Workflow of the Model

The overall workflow of the proposed model is shown in Algorithm 1.

Algorithm 1: CADetect Model

Input: Heterogeneous Code Structure Graphs G(V, E ,R)

Parameters: GCN layer count L, Maximum Number of Clusters for Hierarchical
Clustering τ

Output: Binary classification result y = {0, 1}
// Step 1: Feature Extraction via GCN
{

for l = 1 in range(1, L + 1) # Initialize the GCN model
Hl = GCN(G(V, E ,R))

X = Multi − Sel f _attention
(

Hl
)
+ Hl # Attention Mechanism Weight Allocation

}
// Step 2: Clustering-Enhanced Feature Module (CEFM)
D = ComputeDistanceMatrix(X, metric=“Euclidean”) # Equation (5): Calculate
pairwise Euclidean distances between nodes
Z = Linkage(D, update_strategy=“weighted_average”) # Equations (6) and (7):
Perform hierarchical clustering
cluster_labels = AssignClusters(Z, threshold=τ, criterion=‘maxcluster’) # Equation (8):
Set the number of clusters to threshold τ

X̃ = Concat(X, OneHot(cluster_labels)) # Concatenate X with one-hot encoded cluster
labels
// Step 3: Triple-Scale Convolutional Network (TSCN)
YS = GELU

(
BN

(
Conv

(
X̃, 3 × 3

)))
# Perform a small convolution operation

YM = GELU
(

BN
(

Conv
(

X̃, 7 × 7
)))

# Perform a medium convolution operation

YL = GELU
(

BN
(

Conv
(

X̃, 11 × 11
)))

# Perform a large convolution operation

Y = Concat
(
YS, YM, YL)

// Step 4: Classification
y = MLP(Y)
return y

4. Experiments and Analysis of Results
4.1. Dataset

To validate the performance of the proposed model in vulnerability detection tasks,
this paper employs three vulnerability datasets: FFmpeg+Qemu provided by Zhou et al. [2],
BigVul provided by Fan et al. [25], and Reveal provided by Chakraborty et al. [3]. The
FFmpeg+Qemu dataset, manually collected and annotated, is widely regarded as a bench-
mark dataset in the field of software vulnerability detection. It integrates code examples
and vulnerability details from two open-source projects, containing 10,067 vulnerable
functions and 12,294 non-vulnerable functions with a relatively balanced distribution of
positive and negative samples. The BigVul dataset is one of several large-scale real-world
vulnerability datasets closely tied to practical scenarios, offering high versatility and rep-
resentativeness. It encompasses 188,636 C/C++ functions from 348 open-source projects
and includes 3754 real code vulnerabilities. These vulnerabilities span 91 distinct common
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vulnerability types, such as buffer overflows and SQL injections. The Reveal dataset is
constructed from two open-source projects involving extensive security vulnerability reme-
diation efforts. This dataset is primarily used for vulnerability classification tasks targeting
individual functions.

4.2. Experimental Environment and Parameter Settings

All experimental work in this paper was conducted on an Ubuntu 22.04.3 LTS operat-
ing system with an NVIDIA GeForce RTX 3090 graphics card. The proposed model and
benchmark models were implemented and evaluated using Python 3.9.18, the PyTorch [26]
2.1.1 framework, and the Deep Graph Library (DGL) [27] 2.4.0. All baseline models were
replicated using their publicly released source code, retaining the hyperparameter configu-
rations specified in their original publications. To ensure a fair comparison, all methods
were subjected to the same partitioning standard. The datasets were randomly partitioned
into training, validation, and testing sets using an 8:1:1 ratio. Furthermore, following the
research approaches of Devign and Reveal, the Joern [20] tool was employed to process the
FFmpeg+Qemu, BigVul, and Reveal datasets, thereby extracting structured graph informa-
tion from the source code. The hyperparameter settings used in the proposed model are
summarized in Table 1.

Table 1. Parameter settings of the proposed model.

Parameter Value

Epoch 100
Batch_size 64

Feature_size 100
Maximum number of clusters 30

Kernel_size 3, 7, 11
Learn Rate 1 × 10−4

Weight_decay 1 × 10−6

Optimizer Adam

4.3. Evaluation Measures

To evaluate the predictive performance of the proposed model, four evaluation metrics
are employed: Accuracy (Acc), Precision (P), Recall (R), and F1 score (F1). The calculation
formulas for these metrics are presented in Equations (13)–(16):

• Accuracy: Accuracy represents the overall classification accuracy of the model when
detecting code vulnerabilities, i.e., the proportion of correctly predicted samples (both
vulnerable and non-vulnerable) out of the total samples.

• Precision: Precision measures the proportion of samples correctly classified as vulner-
able among all samples predicted to contain vulnerabilities.

• Recall: Recall measures the proportion of actual vulnerable samples that are correctly
identified by the model.

• F1 Score: The F1 score is the harmonic mean of precision and recall. It provides a
comprehensive evaluation of model performance by balancing the trade-off between
identifying positive and negative samples.

Acc =
TP + TN

TP + TN + FP + FN
(13)

P =
TP

TP + FP
(14)

R =
TP

TP + FN
(15)
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F1 = 2 × P × R
P + R

(16)

where TP denotes the number of samples accurately identified as containing vulnerabili-
ties; TN denotes the number of samples correctly classified as free of vulnerabilities; FP
denotes the number of samples without vulnerabilities that the model incorrectly labels as
containing vulnerabilities; FN denotes the number of samples containing vulnerabilities
that the model incorrectly labels as free of vulnerabilities.

4.4. Analysis of Experimental Results
4.4.1. Baseline Models

To validate the effectiveness of the proposed model in vulnerability detection tasks, it
was compared with three text-based models and six graph-based models:

• VulDeePecker [1] segments source code into dependent code chunks while learning
feature representations using LSTM networks and attention mechanisms.

• Russell et al. [17] employ convolutional neural networks to learn pre-labeled source code
embeddings, utilizing random forests as classification tools for vulnerability detection.

• SySeVR [18] uses a bidirectional recurrent neural network to learn three feature rep-
resentations (such as code statements, program dependencies, and program slices),
thereby completing vulnerability detection tasks.

• Devign [2] combines gated graph neural networks with convolutional neural networks
to learn representations of code structure graphs for vulnerability classification.

• Reveal [3] utilizes gated graph neural networks to extract graph features from code
property graphs for vulnerability detection.

• IVDetect [23] employs a feature-attention graph convolutional network to parse pro-
gram dependency graphs and provides explanations for detected results.

• MAGNET [15] creates meta-path representations for each code fragment and uses a
hierarchical attention graph neural network to learn and analyze code features and
their dependencies.

• AMPLE [14] utilizes an edge-aware graph convolutional network to extract vulnera-
bility features from simplified code structure graphs for detection.

4.4.2. Analysis of Comparative Experimental Results

The experimental results of the proposed model on three datasets, compared with the
aforementioned vulnerability detection benchmark models, are shown in Tables 2–4.

Table 2. Comparison of Experimental Results Across Models on the FFmpeg+Qemu Dataset.

Model Acc P R F1

VulDeePecker 49.61% 46.05% 32.55% 38.14%
Russell et al. 57.60% 54.76% 40.72% 46.71%

SySeVR 47.85% 46.06% 58.81% 51.66%
Devign 56.89% 52.50% 64.67% 57.95%
Reveal 59.18% 55.53% 56.34% 55.96%

IVDetect 50.66% 47.36% 47.25% 47.30%
MAGNET 51.43% 48.55% 60.77% 53.98%
AMPLE 54.54% 49.78% 84.89% 62.76%

CADetect(ours) 58.77% 52.65% 85.61% 65.20%
Note: Bold values indicate the best performance.
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Table 3. Comparison of Experimental Results Across Models on the Bigvul Dataset.

Model Acc P R F1

VulDeePecker 81.19% 38.44% 12.75% 19.15%
Russell et al. 86.85% 14.86% 26.97% 19.17%

SySeVR 90.10% 30.91% 14.08% 19.34%
Devign 92.78% 30.61% 15.96% 20.98%
Reveal 87.14% 17.22% 34.04% 22.87%

IVDetect 79.37% 11.15% 31.95% 16.53%
MAGNET 81.22% 12.96% 33.90% 18.75%
AMPLE 93.14% 29.98% 34.58% 32.11%

CADetect(ours) 90.61% 32.73% 37.50% 34.95%
Note: Bold values indicate the best performance.

Table 4. Comparison of Experimental Results Across Models on the Reveal Dataset.

Model Acc P R F1

VulDeePecker 76.37% 21.13% 13.10% 16.17%
Russell et al. 68.51% 16.21% 52.68% 24.79%

SySeVR 74.33% 40.07% 24.94% 30.74%
Devign 87.49% 31.55% 36.65% 33.91%
Reveal 81.77% 31.55% 61.14% 41.62%

IVDetect 79.93% 16.88% 24.82% 20.10%
MAGNET 82.17% 23.82% 34.68% 28.24%
AMPLE 90.12% 37.93% 45.83% 41.51%

CADetect(ours) 90.23% 38.71% 50.00% 43.64%
Note: Bold values indicate the best performance.

The experimental results in Tables 2–4 demonstrate that the proposed model outper-
forms all baseline methods in terms of F1 score across the FFmpeg+Qemu, BigVul, and
Reveal datasets. Compared to the best baseline model, the proposed model achieves F1
score improvements of 2.44%, 2.84%, and 2.02%, respectively. These results demonstrate
that by incorporating a hierarchical clustering algorithm, the proposed model effectively
extracts vulnerability-related patterns by grouping nodes with similar features across di-
verse code structure graphs. This approach also mitigates noise interference, enhancing the
robustness of the vulnerability detection model. Furthermore, convolutions with varying
kernel sizes capture code features across multiple perspectives, enabling the model to adapt
to feature extraction demands across different code fragments. A comparison of the results
in Tables 2–4 clearly indicates that graph-based vulnerability detection models significantly
outperform traditional text-based approaches. Converting source code functions into code
structure graphs enables a more effective capture of intrinsic structural features and seman-
tic dependencies within the code. This approach provides richer contextual information
for the vulnerability detection model, ultimately leading to a substantial improvement in
detection effectiveness.

To provide a deeper understanding of the model’s performance, it is essential to
analyze the trade-off between Precision and Recall. As observed in the comparative
results, while CADetect achieves superior overall F1-scores, it exhibits a slightly lower
Precision metric on certain datasets compared to specific baselines. In the domain of
software vulnerability detection, the penalty for a False Negative (failing to detect a critical
vulnerability) is fundamentally more severe than that for a False Positive (flagging benign
code for manual review).

By integrating multi-granularity syntactic and semantic patterns through the CEFM
and TSCN modules, CADetect adopts a more proactive and sensitive detection strategy. It
effectively captures diverse structural anomalies that match known vulnerability templates,
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which significantly boosts Recall. However, this high structural sensitivity inevitably
introduces some False Positives by occasionally misclassifying structurally complex but
benign code as vulnerable, thereby marginally lowering Precision.

To visually and comprehensively illustrate this trade-off, we conducted a confusion
matrix study across all three evaluated datasets, as shown in Figure 5. The matrices
consistently demonstrate that CADetect maintains a remarkably low False Negative rate
relative to the True Positives, prioritizing the capture of actual vulnerabilities. This trade-off
mechanism perfectly aligns with the strict security requirements of real-world codebase
auditing, where maximizing the detection of potential threats is the absolute priority.

 

Figure 5. Precision–Recall trade-off analysis.

4.5. Analysis of Ablation Experiment Results

To investigate the specific contribution of each module to model performance, ablation
experiments were conducted by sequentially removing the CEFM, the TSCN, and both
modules simultaneously. All other settings remained consistent with the original model to
isolate their respective impacts on overall model effectiveness. The ablation results for each
module are presented in Table 5, where bold values indicate optimal performance.

Table 5. Results of ablation experiments across various datasets.

Dataset Model Acc P R F1

FFmpeg+Qemu

w/o CEFM 52.27% 48.52% 84.89% 64.23%
w/o TSCN 51.29% 47.84% 87.76% 61.92%

w/o CEFM&TSCN 55.84% 50.73% 74.82% 60.46%
CADetect 58.77% 52.65% 85.61% 65.20%

BigVul

w/o CEFM 89.49% 32.69% 35.41% 34.00%
w/o TSCN 89.33% 35.89% 29.16% 32.18%

w/o CEFM&TSCN 88.69% 29.09% 33.33% 31.06%
CADetect 90.61% 32.73% 37.50% 34.95%

Reveal

w/o CEFM 88.53% 32.85% 47.91% 38.98%
w/o TSCN 88.05% 32.91% 54.16% 40.94%

w/o CEFM&TSCN 89.33% 33.33% 39.58% 36.19%
CADetect 90.23% 38.71% 50.00% 43.64%

Note: Bold values indicate the best performance.

As shown in Table 5, the CEFM enhances the model’s performance across all datasets.
For instance, in terms of the F1 score, the model achieves improvements of 0.97%, 0.95%, and
4.66% on the FFmpeg+Qemu, BigVul, and Reveal datasets, respectively. This module opti-
mizes node embeddings generated by the GCN through hierarchical clustering, enabling
structurally similar code segments to cluster in the embedding space while separating
unrelated nodes. Results demonstrate that the CEFM enhances graph representation learn-
ing by distinguishing node and edge types, thereby strengthening the model’s structural
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semantic awareness and improving vulnerability detection performance. This validates the
effectiveness of the CEFM in modeling heterogeneous graph structures.

The TSCN concurrently employs multiple convolutional kernels to capture fine-
grained syntactic features, local logical dependencies, and long-range dependencies within
the code. Compared to variants without the TSCN, the model achieved F1 score improve-
ments of 3.28%, 2.77%, and 2.7% on the FFmpeg+Qemu, BigVul, and Reveal datasets,
respectively. When both the CEFM and TSCN were removed, the F1 scores of the model
decreased by 4.74%, 3.89%, and 7.45% on the FFmpeg+Qemu, BigVul, and Reveal datasets,
respectively. This reveals the synergistic effect between the two modules, where the struc-
tural awareness of the CEFM complements the multi-scale feature extraction of the TSCN.
This demonstrates that both modules are indispensable for enhancing the model’s under-
standing of complex code structures, improving feature extraction, and optimizing overall
performance. In summary, the ablation experiments confirm that combining the CEFM and
TSCN effectively enhances the performance of vulnerability detection models.

4.6. Visual Analytics

To further verify the effectiveness of CEFM in enhancing vulnerability features, we
employed t-SNE to perform dimensionality reduction and visualization on the feature rep-
resentations before and after clustering across three datasets: FFmpeg+Qemu, BigVul, and
Reveal. The visualization results are shown in Figures 6–8. Observations of the cluster struc-
tures reveal that nodes of the same type are aggregated into identical clusters, while nodes
of different types form distinct boundaries, thereby better reflecting the heterogeneous
relationships within code functions.

 
(a)  (b) 

Figure 6. Enhanced Feature Visualization on the FFmpeg+Qemu Dataset. (a) Feature distribution
before clustering; (b) feature distribution after clustering.

 
(a)  (b) 

Figure 7. Enhanced Feature Visualization on the BigVul Dataset. (a) Feature distribution before
clustering; (b) feature distribution after clustering.
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(a)  (b) 

Figure 8. Enhanced Feature Visualization on the Reveal Dataset. (a) Feature distribution before
clustering; (b) feature distribution after clustering.

Comparing pre- and post-clustering features reveals that before adding the CEFM,
numerous nodes were distributed in a highly entangled manner, with even different node
types failing to form distinct groupings. Heterogeneous code structure graphs are char-
acterized by nodes and edges possessing different structural types, yet the pre-clustering
features failed to reflect this heterogeneity. After incorporating the CEFM, node distri-
butions form multiple distinct clusters, each representing specific node and edge types.
The post-clustering cluster structure better reflects the intrinsic structured relationships
between diverse nodes and edges in the code structure graph. This demonstrates that the
CEFM effectively distinguishes between different node and edge types, enabling the model
to capture more discriminative vulnerability features.

5. Discussion
5.1. Hyper-Parameter Sensitivity Analysis

This section explores the impact of the maximum number of clusters (threshold τ)
in the CEFM on the performance of CADetect. As illustrated in Table 6, the F1 scores
across the three datasets exhibit a pronounced inverted U-shaped pattern as the threshold
τ increases. This phenomenon can be attributed to the following two factors:

Table 6. The impact of the maximum number of clusters on the performance of the proposed model.

Threshold τ
F1

FFmpeg+Qemu Reveal BigVul

10 62.13% 40.52% 31.27%
20 64.28% 42.79% 33.81%
30 65.20% 43.64% 34.95%
40 64.87% 43.12% 34.46%
50 63.42% 41.88% 33.14%

Note: Bold values indicate the best performance.

Information Loss and Coarseness: When the threshold is set too small, the model
achieves relatively low F1 scores. This is because an overly small τ forces nodes with distinct
semantic types into the same cluster, which leads to the loss of critical vulnerability-related
information and reduces the distinctiveness of the features.

Noise Interference and Complexity: Conversely, when the threshold is set too high,
the code graph is not sufficiently simplified. The presence of excessive redundant nodes
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and structural noise makes it difficult for the model to learn the underlying vulnerability
patterns, resulting in a decline in performance.

Empirical results demonstrate that setting the threshold τ to 30 allows CADetect
to achieve the optimal balance between feature distinctiveness and structural integrity,
yielding the best F1 scores of 65.20%, 43.64%, and 34.95% on the FFmpeg+Qemu, Reveal,
and BigVul datasets, respectively.

5.2. Scalability of Hierarchical Clustering

Although hierarchical clustering with the weighted average method typically entails
substantial computational overhead, its implementation in CADetect still exhibits favor-
able scalability. This efficiency primarily stems from a localized computing strategy: the
clustering operation is strictly constrained to the local node set of a single function graph
instead of the entire global graph. While some real-world software functions may yield
exceptionally large heterogeneous graphs, statistical analysis of practical codebases (such
as BigVul) reveals that the vast majority of functions maintain a bounded and manageable
node count. Furthermore, during training and inference, graph processing is parallelized
across mini-batches. Consequently, the quadratic scaling complexity is strictly confined
to a micro-level limit per graph, preventing exponential memory or time consumption.
As shown in Table 7, on the BigVul dataset, CADetect follows a lightweight architecture
principle, and its average inference time is lower than that of AMPLE. This demonstrates
that CADetect achieves significant performance breakthroughs at a minimal and acceptable
time cost.

Table 7. Comparison of resource consumption and performance across different models.

Model Parameters
(M)

Inference Time
(ms/Graph)

F1
(%)

Devign 0.76 18.4 20.98
Reveal 1.07 19.3 22.87

AMPLE 1.73 25.6 32.11
CADetect (Ours) 1.35 22.8 34.95

5.3. Impact of Convolutional Kernel Sizes

The Triple-Scale Convolutional Network (TSCN) utilizes convolutional kernels of
varying sizes. To determine the most effective combination for vulnerability detection, we
conducted validation experiments, with the results detailed in Table 8.

Table 8. Performance comparison of different convolution kernel size combinations.

Convolution
Kernel Size

F1

FFmpeg+Qemu Reveal Bigvul

3, 5, 7 63.85% 42.33% 33.75%

3, 6, 9 64.62% 43.18% 34.41%

3, 7, 11 65.20% 43.64% 34.95%

3, 8, 13 64.89% 43.37% 34.62%

3, 9, 15 64.14% 42.70% 34.13%
Note: Bold values indicate the best performance.

As shown in Table 8, the kernel combination k = {3, 7, 11} achieves optimal perfor-
mance across all datasets. Further analysis reveals that the interval between kernel sizes
should be neither too narrow nor too wide. When the combination is tightened to {3, 5, 7},
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the F1 score on the BigVul dataset drops by 1.2%. This indicates that a maximum kernel
size of 7 fails to provide a sufficiently broad receptive field, making it difficult for the model
to capture the long-range global dependencies present in complex vulnerable code.

Conversely, excessively wide combinations, such as k = {3, 9, 15}, also negatively im-
pact performance. Although larger kernels can capture information from greater distances,
they inevitably incorporate excessive irrelevant node features into the computation, which
interferes with the ability of the model to precisely identify critical vulnerability patterns.

6. Conclusions
This paper proposes CADetect, a vulnerability detection model based on clustering-

aware heterogeneous code graphs. By integrating a clustering algorithm with multi-scale
convolutional kernels, the model leverages joint code structure graphs to detect vulnerabili-
ties within source code functions. Its innovative design incorporates hierarchical clustering
into the feature enhancement phase, enabling the optimization and constraint manage-
ment of heterogeneous nodes and edges. Additionally, a composite convolutional network
with multiple scales is designed to capture both local features and global dependencies
within the code structure graph, significantly enhancing vulnerability detection efficiency
and accuracy. Comparative and ablation experiments across three vulnerability datasets
demonstrate the model’s enhanced detection performance. Future work will explore the
integration of advanced Large Language Models (LLMs) to further optimize performance
and enable fine-grained prediction of vulnerable lines of code, thereby elevating overall
detection accuracy.
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