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Abstract

The acoustic frequency fingerprint (AFF) for drone recognition has emerged as a flexible
and practical approach to address low-altitude airspace security concerns. However, three
problems restrict its real-world application: (1) efficient AFF features are distributed across
a wide range of frequencies, making them hard to extract accurately; (2) environmental
noise originating from diverse sources, across different bands, cannot be denoised by a
general method and limits monitoring accuracy; and (3) multi-band noise greatly increases
the labeling workload and computational resources, limiting the flexibility in practical
monitoring. This paper proposes a lightweight but efficient acoustic recognition system. We
adopt a DE-filter and HLDWT to adaptively extract multi-band AFF features and limit other
bands’ noises; a D-MPGAN to decouple and denoise motor and propeller characteristics,
avoiding noisy sample labeling; and a lightweight MP-ResNet for motor and propeller
feature handling, masking and comprehensive recognition decisions. Furthermore, we
build a real dataset. Trained on clean 10 dB data and validated on —30 dB to 10 dB data, our
system achieves 85% recognition accuracy at —30 dB with an inference time of 0.058 s/2000,
outperforming mainstream methods trained on mixed noisy signals in anti-noise capability
and efficiency, thus enabling reliable practical monitoring for low-altitude security.

Keywords: acoustic frequency fingerprint (AFF); low-altitude airspace security; varying
frequency bands; dynamic decoupling; practical deployment

1. Introduction

According to data analysis by Berg Insight [1], the commercial drone market already
comprised 2.6 million unmanned aerial vehicle (UAV) units worldwide in 2024. This
number is still increasing and is predicted to grow to around 6.9 million by around 2029.
Due to the advantages of high flexibility, rapid flight speed, wide area coverage, and a wide
variety of payloads, UAVs can easily perform complex tasks efficiently. Thus, UAVs are
now widely utilized in aerial photography, transportation, disaster response, surveying
and mapping, and various other fields. However, with the explosive growth of drones,
security problems in low-altitude airspace are becoming more and more significant [2],
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such as illegal flights and attacks on airports, illegal surveillance of troops, etc. Therefore,
an efficient and high-accuracy recognition technique is urgently needed for UAVs [3].

The explosion of drones has promoted research in UAV recognition technologies
to enhance overall low-altitude security, including radar recognition, visible-spectrum
imaging, infrared imaging, radio frequency (RF) sensing, acoustic recognition, etc.

Radar recognition: Radar target recognition relies on the radar cross-section (RCS), and
this recognition is unaffected by severe weather and low-visibility scenarios [4]. However,
compared with conventional aircraft, it is more difficult to calculate the RCS of UAVs due
to their smaller size and special materials [5].

Visible-spectrum imaging and infrared imaging: YOLO nets are popular for object
recognition in both visible-spectrum and infrared imaging [6-8]. In actual scenarios, YOLO
nets, with a huge amount of parameters, are difficult to deploy on edge recognition devices.
Moreover, the high complexity of image preprocessing and the substantial size of YOLO
models can readily reduce the real-time recognition performance [8]. Furthermore, single-
modal imaging is limited to adapting to different lighting conditions.

RF sensing: Electromagnetic signals are essential for UAVs to communicate with ground
stations. Thus, RF-based recognition can fill a critical gap left by radar and imaging methods.
It can directly identify UAVs through RF fingerprinting (RFF) technology [9,10], ignoring
lighting conditions, target size, and material composition. However, many illegal UAVs
may adopt a silent mode and not emit any signal to avoid recognition while approaching
the target [11].

The above disadvantages of UAV recognition technologies have propelled the de-
velopment of acoustic recognition [12-14], as all UAVs inevitably produce acoustic noise
that is easily captured when UAVs approach their targets. Moreover, in environments
with complex topographical obstacles, acoustic signals are often more detectable than RF
signals or radar signals [15]. Furthermore, effective acoustic signals, which can be used
for recognition, can be collected by much cheaper and simpler machines than the above
signals collectors, thus can be more easily deployed on light machines or systems, enabling
faster monitoring responses.

Since the acoustic noise of flying UAVs is mainly produced by the rotation of their
propellers and motors, these components invariably carry various deviations introduced
during manufacturing. These deviations form a unique and special acoustic frequency fin-
gerprint (AFF) for each UAV, which has motivated research into the inherent characteristics
of the propellers and motors during rotation. Generally, research on acoustic recognition
focuses on two main directions: (i) how to achieve efficient AFF feature extractions based
on acoustic signal processing techniques [16-24], and (ii) how to achieve accurate UAV
identifications based on AFF feature distributions [25-27].

In the research on AFF feature extractions, early methods [16-18] proposed extracting
spectrograms, which carry time—frequency features, as the primary acoustic signature for
recognition. Mel-frequency cepstral coefficients (MFCC)-based UAV acoustic recognition
has been explored in prior research [19,20], but these experiments were mainly conducted
in high signal-to-noise ratio (SNR) conditions. Moreover, some researchers extracted, en-
hanced, and fused MFCC, gammatone frequency cepstral coefficients (GTCC), and various
other acoustic features to enhance recognition performance in harsh environments [21,22].
Furthermore, some studies have proposed data augmentation to improve the robustness
and accuracy of subsequent classifiers [23].

Based on AFF features, how to realize a high accurate identification also has a piv-
otal role in UAV acoustic recognition, and it is also an essential yet final step in UAV
classification. In the past, recognition systems relied heavily on feature extraction, while
employing only simple individual identification techniques, such as support vector ma-
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chines (SVMs) [24], simple neural networks (NNs), Gaussian naive Bayes (GNB) classifiers,
and k-nearest neighbor (KNN) algorithms [25]. With the significant advancement of deep
learning (DL) methods in recent years, convolutional neural networks (CNNs), recurrent
neural networks (RNNs), and enhanced CNNs [26,27] have been applied as classifiers for
UAV recognition based on AFF features. These methods have also achieved significant
progress and promoted the development of UAV acoustic recognition, decreasing the
dependence on feature extractors to some extent.

Although UAV acoustic recognition techniques have achieved a lot in recent years
and have been promoted to real environments, there are still many challenges at the
practical level. Due to dynamic changes in the real environment, including wind variations,
transmission channels fading and unknown acoustic noise from other devices, the received
acoustic signals in the real environment always carry dynamic noises, which across multiple
frequency bands and heavily destroy signals [28]. In addition, random sound sources in
real-world environments and rotational changes of UAV propellers and motors for position
shifting result in the AFF features also being distributed across multiple bands, which makes
it difficult to extract efficient AFF features and heavily limits the robustness of the acoustic
recognition system. Moreover, dynamic and random acoustic signals scatter at different
frequency points, leading to difficulties in collecting, preprocessing and labeling useful
signals, requiring more resources and destroying the convenience of practical acoustic
recognition systems.

Thus, there are some urgent requirements that need to be addressed to resolve the
above practical problems.

(1) An entire system with both an effective feature extractor and a classifier is needed
to correspond and be adaptive to AFF features distributed across dynamic, shifting
frequency bands, and noises carrying different energy strengths in different bands.
However, there is no complete system which can simultaneously reduce the impact
of various acoustic noises and different UAV types on the frequency bands of AFF
features and adapt to practical low-altitude airspace environments.

(2) An efficient but robust AFF features extractor with a fast frequency bands filtering
algorithm is required in dynamic and varied acoustic noise conditions. Some stud-
ies [21-23,25-29] were conducted to mitigate the impact of noise, but performed
poorly especially at SNRs below —10 dB and lacked practical adaptability to varying
noises in different frequency bands. To increase comprehensive performance, some
studies [21,22] suggested that integrating different levels of MFCCs and more acoustic
feature extraction algorithms could improve the robustness in harsh environments.
But it is worth nothing that the recognition system depends on a feature extractor
with extremely high computational complexity, which exhausts calculation resources,
reduces real-time processing capability and still ignores the impact of frequency band
distribution. A method of constructing robust datasets with sufficient variations was
introduced in [28,29]. This approach can address problems in dynamic environments
to a certain extent, but it resulted in excessive workloads for datasets preparation,
labeling and training, achieving only limited improvements without limiting other
bands’ noises.

(8) A lightweight yet effective classifier is necessary for deployment in practical envi-
ronments and real-time recognition. Even in the broader acoustic research, only one
study has proposed adding a DL-based noise reduction step to enhance the system
robustness, which may be able to alleviate the burden of classifiers [30]. Other stud-
ies, like [16—-18], proposed that transforming acoustic signals into spectrograms can
achieve better AFF feature distributions for DL classifiers, simplifying the classification
task. However, spectrograms often require deeper networks to extract features, which
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also undermines their suitability for deployment on edge devices. Besides, many
works have enhanced the accuracy and robustness in the presence of dynamic noise by
improving DL classification networks based on recent popular approaches, including
multiple CNN modules [21,31], ResNet with multiple layers [12], YOLO nets [32],
transformers [33] and even attention mechanisms [28,34]. Although improved DL
classification networks have significantly advanced traditional UAV acoustic classifi-
cation, most of these complex networks require extensive parameter tuning and are
difficult to deploy on edge devices for practical use. Moreover, if without abundant
training data covering various SNRs, they also perform poorly in real environments
with dynamic noise.

This article introduces an entire acoustic recognition system to resolve these urgent

problems of AFF performance unreliability in a wide frequency band, dynamic interferences

from various sound sources, and the difficulty of deploying large networks on edge devices,

using five distinct and targeted methods that include high dynamic signal processing
algorithms, and lightweight DL networks highly targeted to efficiently handle decoupled
features. The main contributions of this article are summarized as follows and the overview
of our system is depicted in Figure 1:
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Figure 1. Overview of our system: DE-filter and HLDWT jointly decouple multiple frequency bands
and extract distinctive denoised AFF features; D-MPGAN further transfers denoised AFF features
to clean AFF features and decouples them into motor features (MF) and propeller features (PF);

MP-ResNet separately processes and fuses MP and MF comprehensively to acquire reliable and
robust recognition results.

@

We propose a dynamic energy filter (DE-filter) to extract the main required acous-
tic signals carrying distinct fingerprint features while removing unwanted noises,
enabling it to adapt quickly to changing environments and improve the robustness
of the entire system. Acoustic signals received in real-world environments always
carry various noises from different sound sources present in each frequency band.
The key AFFs originate from the rotations of propellers and motors, so are mainly
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concentrated in a few special frequency bands. However, the key bands always have
different frequency points, according to UAV movement and type. Thus, the DE-
filter is a new algorithm based on energy and harmonic wave distributions to detect
key feature frequency bands and dynamically extract the required acoustic signals
from the special bands while eliminating unwanted noises across other frequencies,
according to real-time analysis.

We present a dedicated and targeted UAV AFF feature extractor, HLDWT, based on
the signal segment filtering by the DE-filter, to achieve more accurate features and
reduce computational complexity in harsh real-world environments. The DE-filter
decouples different frequency bands and removes noise in unimportant frequency
bands, but other noise at key frequencies still remains. Thus, the HLDWT is proposed
to separately extract high-frequency AFF (HAFF) features and low-frequency AFF
(LAFF) features based on discrete wavelet transformation (DWT), with a simple
structure. Furthermore, the HLDWT achieves a greater robustness by arranging
and accumulating DWT decomposition layers with high-frequency features and
low-frequency features in accordance with inherent band characteristics, which is
advantageous for the best utilization of different frequency bands and leads to a
highly accurate extraction.

We present a novel D-MPGAN incorporating two dedicated generators: a D-generator
for decoupling noises from different frequency bands, and an MP-generator for decou-
pling motor and propeller features from mixed denoised features—based on features
extracted from the DE-filter and HLDWT and completely addressing the problem of
features and noises across multiple frequency bands. Moreover, the features generated
by the D-MPGAN based on varying interfered data can be recognized by a classifier
trained only on features from uninterfered data, which addresses the heavy labor
work of collecting, processing, and labeling interfered data.

We propose a residual network based on the denoised features of motors and pro-
pellers (MP-ResNet), which constructs residual modules, a mask module and a feature
fusion module based on denoised and decoupled features for the final classification
task. Since the previous denoising process makes the features simple and precise, MP-
ResNet can be composed of light residual modules for handling motor and propeller
features, a mask module for assigning weight to decoupled features and a simple
fusion module for final decision, which features a lightweight structure, highly robust
recognition and a fast inference speed.

We have developed a complete training and real-time optimization strategy for our
entire system by integrating the DE-filter, HLDWT, D-MPGAN, and MP-ResNet
modules. Furthermore, for supporting the training and validation of the entire UAV
recognition system, we have built a real-world dataset acquired and processed from
six multirotor UAVs. This dataset comprises acoustic signals collected across a wide
range of rotation speeds and different background noises, and is detailed in Table 1.
The whole system can efficiently process acoustic signals in heavy noise conditions
across various frequency bands using the DE-filter and HLDWT. Furthermore, the
D-MPGAN can effectively decouple features from different frequency bands and
decouple motor and propeller features from mix features, and the MP-ResNet can
efficiently combine different characteristics to accurately recognize UAV targets in
varying noise conditions despite being trained solely on interference-free data.

This system achieves enhanced robustness and higher recognition accuracy while

requiring less data collection, lower labeling effort, fewer training resources, and shorter

inference time in harsh practical environments, which enables its deployment in edge

computing systems for practical low-altitude airspace monitoring and safety.
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Table 1. UAV acoustic datasets.

Datasets SNR Data Details Components Number/Labels
6 UAVs (uavl, uav2, uav3, uav4,
UAV without uavb, uavé) without propellers; 6 x 1000
ropellers 10 dB fs = 48,000 Hz; Motors (uavl-uavé)/Unlabeled
(bal:;e I:c)iatasetl) channels = 1; (D-MPGAN MP-Generator
! data width = 3; training)
rotation with different speeds.
6 x 1000
(uavl-uav6)/Unlabeled
UAV with (D-MPGAN D-Generator
Propellers+ .
propellers 10 dB Motors training)
(base, dataset2) &
6 UAVs (uavl, uav2, uav3, uav4, 6 x 1000/ Labeled
uavb, uav6) with propellers; (classifier training)
f - 48'(;00 Hz; 6 x 1000
channels =1; (uavl-uav6)/Unlabeled
UAV with (10 dB . dat.a Wlfith =3 (D-MPGAN D-Generator
wi , rotation with different speeds. Propellers+ training)
propellers 0dB, Motors+ &
(‘;ftt;sf;‘;?' 109 ;é;) ab, Noises 6 (uavl-uavé) x 5 (10 dB, 0 dB,
—10 dB, —20 dB, —30 dB) x
200/ Labeled

(system validation)

This paper is organized as follows: Section 1 reviews related work and summarizes
the main contributions; Section 2 presents the problem formulation and the proposed
approaches; Section 3 lists the experimental results of each module within the complete
framework and the entire work performance; Section 4 discusses the limitations of this
work; and Section 5 concludes the whole paper and discusses future research directions for
UAV recognition performance improvement.

2. Methods and Model Establishment

Our previous works [35-37] have paid attention to extracting robust radio frequency
fingerprints (RFF) and classifying wireless devices, by analyzing signal modes such as
ADS-B from aircraft. As illegal UAVs may adopt a silent mode and emit no signals to
avoid detection while approaching targets, and acoustic recognition has advantages in
detecting UAVs, we conduct this work to develop a robust method to recognize illegal
UAVs using acoustic signals in harsh environments. Thus, our aim is to extend and apply
our previous research to the acoustic domain, and propose a novel and general acoustic
method to decouple key signals and extract precise AFF features from UAV acoustic signals
mixed with dynamic frequency noise.

2.1. Problems and Resolutions of Dynamic Noises

There are some similarities between RF signals and acoustic signals, which are both
characterized as non-stationary, continuous-time analog signals in typical operating con-
ditions. Thus, the acoustic feature extraction task can be informed and guided by these
studies and analysis.

2.1.1. Analysis Based on Energy Distribution of Propellers and Motors

RFF signals: As shown in Figure 2, viewed in the time domain, the RF signal seems
complex and cannot be easily handled, but the signal filtered by a band-pass filter based on
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a specific frequency point can be easily analyzed. The typical and simple frequency band of
the RF signal makes it easy to extract RFF features in both the time and frequency domains.
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Figure 2. Discrete representations of the RF signal and frequency-specific signal in the time and

frequency domains: (a) The RF signal in the time domain; the horizontal axis denotes discrete time
(unit = 10%), and the vertical axis denotes amplitude. (b) The RF signal in the frequency domain; the
horizontal axis denotes discrete frequency (unit = 10° Hz), and the vertical axis denotes amplitude.
(c) The frequency-specific signal filtered from the RF signal in (a) in the time domain; the horizontal
axis denotes discrete time (unit = 10%), and the vertical axis denotes amplitude. (d) The frequency-
specific signal filtered from the RF signal in (a) in the frequency domain; the horizontal axis denotes
discrete frequency (unit = 10° Hz), and the vertical axis denotes amplitude.

UAV acoustic signals: As shown in Figure 3, viewed in the frequency domain, the
UAV acoustic signal has more than one typical frequency hand. By extracting the typical
frequency band with the highest intensity, the filtered acoustic signal yields only a sparse
yet irregular waveform, a characteristic that differs significantly from that of the RF signal.
The signal in Figure 4a is an acoustic signal of a UAV with four propellers that carries
typical harmonic components in the low-frequency band (0-1500 Hz) with the highest
intensity. In addition, there is a distinct high-frequency band (4000-7000 Hz) with a higher
intensity than the other bands. As shown in Figure 4b, viewed in the frequency domain,
the acoustic signal of the same UAV without propellers exhibits intense energy in the
4000-5000 Hz frequency band, which is mainly generated by motor rotation and can
be matched to the high-frequency band energy of the acoustic signal of the UAV with
four propellers in Figure 4a. Furthermore, the low-frequency bands (0-200 Hz and
1000-1500 Hz) in Figure 4b possess higher energy than the other bands, and they can
also be matched to the energy of these two low-frequency bands in the acoustic signal of
the UAV with four propellers.

Above all, a conclusion can be drawn that the sounds generated by UAV propellers
are generally located in the frequency bands of 200-1500 Hz and 4000-7000 Hz, and the
sounds generated by UAV motors are generally located in high-intensity frequency bands
of 0-200 Hz, 1000-1500 Hz, and 4000-6000 Hz. The inherent AFF features of propellers
can be extracted more accurately single based on the frequency bands of 200-1500 Hz and
4000-7000 Hz, and the inherent AFF features of motors can be extracted more accurately
based on frequency bands of 0-200 Hz, 1000-1500 Hz, and 4000-6000 Hz.
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Figure 3. Discrete time- and frequency-domain representations of the acoustic signal and frequency-
specific signal: (a) The acoustic signal in the time domain; the horizontal axis represents time (s),
and the vertical axis represents amplitude. (b) The acoustic signal in the frequency domain; the
horizontal axis represents frequency (unit = 103 Hz), and the vertical axis represents amplitude.
(c) The frequency-specific signal filtered from the acoustic signal in (a) in the time domain; the
horizontal axis represents time (s), and the vertical axis represents amplitude. (d) The frequency-
specific signal filtered from the acoustic signal in (a) in the frequency domain; the horizontal axis
represents frequency (unit = 10% Hz), and the vertical axis represents amplitude.
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Figure 4. The acoustic signal of UAVs (the horizontal axis unit is 10% Hz): (a) The acoustic signal
of a UAV with four propellers in the frequency domain. (b) The acoustic signal of the same UAV
as (a) without propellers in the frequency domain. (c) The acoustic signal of another UAV without
propellers in the frequency domain.

2.1.2. Analysis Based on Energy Distribution of Different Frequency Bands

The work [21] also introduces a method to extract features based on different frequency
bands with different weights, enabling more accurate construction of AFF by amplifying
the energy of the main frequency bands. However, this work divides the spectrum into five
fixed bands: 0-100 Hz, 100-3000 Hz, 3000-6000 Hz, 6000-12,000 Hz, and 12,000-24,000 Hz.

Fixed bands cannot be adapted to different UAV types and varying wind conditions,
which may involve frequency bands that differ or vary. As depicted in Figure 4c, the main
energy frequency bands of an acoustic signal from another UAV with only motor rotation
are slightly shifted, compared to those in Figure 4b. These shifts cannot be fitted to a
fixed band-pass filter, which should cause serious distortions of extracted signals of these

https://doi.org/10.3390/a19080625


https://doi.org/10.3390/a19080625

Algorithms 2026, 19, 625

9 of 34

frequency bands. As the multiple frequency bands and complex time-domain waveforms
of UAV acoustic signals cannot be clearly visualized, we take the RF signal with a single
frequency point as an example in Figure 5. As shown in Figure 5a, a slight frequency
shift in the band-pass filter can cause severe waveform distortions in the time domain,
compared with the waveform filtered by the accurate target frequency point in Figure 5b.
Furthermore, the bands of 1500-3500 Hz and 7000-24,000 Hz contain little energy and are
easily affected by noise at similar frequencies.

06
07

06 05

05 04

0.4

03
03
02
02

01
0.1

0.0 00

(a) (b)

Figure 5. Discrete representations of the RF signal filtered by a pass-band filter at different frequency

points: (a) The RF signal in the time domain filtered by a pass-band filter at an offset frequency point;
the horizontal axis denotes discrete time (unit = 10%), and the vertical axis denotes amplitude. (b) The
RF signal in the time domain filtered by a pass-band filter at the target frequency point; the horizontal
axis denotes discrete time (unit = 10%), and the vertical axis denotes amplitude.

2.1.3. Resolutions of Dynamic Changes

Therefore, we propose: (1) dynamically decoupling noises and obtaining key signal
segments from the three main frequency bands in the original signal, thus filtering out low-
related frequency bands to avoid frequency shifts and waveform distortion; (2) separately
extracting denoised AFF features based on the characteristics of the three frequency bands
for enhancing the robustness of AFF and to avoid the interference of dynamic noise; and
(3) decoupling propellers and motors features from these denoised AFF features, and
separately handling them based on the characteristics of propellers and motors, and then
masking and fusing them for the final precise result of the overall UAV acoustic recognition
system. This framework reduces the interference of varying noise and different UAV types
by decoupling noises and different frequency bands, and enables more accurate UAV
recognition by decoupling and separately handling motor features and propeller features.

This system can be divided into four steps: (i) a DE-filter for dynamically obtaining
acoustic signals from the key required frequency bands, and decoupling noises in the other
unrelated frequency bands; (i) an HLDWT based on wavelet transformation algorithms to
separately extract highly robust high-frequency AFF (HAFF) features and low-frequency
AFF (LAFF) features based on the filtered high-frequency and filtered low-frequency
signals by the DE-filter; (iii) an unsupervised D-MPGAN that incorporates two dedicated
generators: a D-generator for decoupling noises, and an MP-generator for decoupling motor
and propeller features from the extracted AFF features, enhancing the anti-interference
performance and decreasing the complexity of the AFF features; and (iv) an MP-ResNet
with a lightweight structure and simple feedings, trained on interference-free data, that can
achieve accurate and fast UAV classification in dynamic noisy environments, by efficiently
separately processing, masking and fusing the rotational characteristics from the two key
UAV components.

2.2. DE-Filter for Extracting Main Frequency Bands in Dynamic Environments

According to the above analysis, UAV acoustic characteristics are mainly concentrated
in three main frequency bands as depicted in Table 2. However, the center frequencies and
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band ranges of these bands can be slightly altered by different UAV types and varying
environmental conditions. These slight shifts can distort the waveform of the filtered
signal obtained from fixed-frequency pass-band filters. The AFF features, which are a
key determinant of UAV recognition accuracy, are susceptible to severe degradation from
such distortion. The DE-filter is proposed to accurately extract the three main required
frequency bands that carry distinct and well-defined AFF features from acoustic signals
in dynamic environments, while decoupling noise from other irrelevant frequency bands;
this module serves as the fundamental and critical component of the entire UAV acoustic
recognition system.

Table 2. The three main frequency bands that carry distinct and clear fingerprint features of UAV
acoustic signals.

Index Base Frequency Bands (Hz) Originating Components
bandq 100-300 propellers

band, 300-1500 (1000-1500) propellers (motors)
bands 4000-7000 (4000-5000) propellers (motors)

2.2.1. Frequency Band Selection
(1) The first band (100-300 Hz)—Main sounds of propellers

As depicted in Figure 4a, the 100-300 Hz band of the UAV with propellers has a clear
peak, which corresponds to the AFF feature based on moving propellers. The AFF feature
of propellers can be more easily obtained in this band, since its intensity is much higher
and it is not easily affected by environmental factors.

(2) The second band (300-1500 Hz)—Mixed sounds of propellers and motors

The 300-1500 Hz band stems from the harmonic frequencies induced by both propeller
rotation and motor resonance, which exhibit several prominent peaks and multiple low-
amplitude peaks as shown in Figure 4a. However, the 1000-1500 Hz band of the propeller-
less UAV also presents prominent peaks (as shown in Figure 4b). These frequencies are
shifted downward and blended with the harmonic frequencies when with propellers as
shown in Figure 4a. Therefore, the combined AFF features of propellers and motors can be
extracted in the 300-1500 Hz band.

(3) The third band (4000-7000 Hz)—Mixed sounds of propellers and motors

As depicted in Figure 4b, the 4000-5000 Hz band of the propeller-less UAV displays
two distinct peaks, which carry the aerodynamic AFF features derived from motor rotation.
Furthermore, as depicted in Figure 4a, the 4000-7000 Hz band of the propeller-equipped
UAV has a low-amplitude energy peak with a gentle profile, which overshadows the energy
of the 4000-6000 Hz band in the propeller-less UAV signal. Therefore, the combined AFF
features of propellers and motors can also be extracted in the 4000-7000 Hz band.

(4) Removing the 0-100 Hz band —Noises

As depicted in Figure 4, the 0-100 Hz band of the UAV both with and without
propellers has a clear peak. However, the peak is mainly due to electrical noise, rather than
the motor’s actual rotations, which may not be in such a low band. Moreover, the peak
frequency in 0-100 Hz has no corresponding harmonic or symmetrical frequency, and is
likely to be noises of the whole UAV but not a distinct AFF of any device. Therefore, the
bands in Table 2, carrying distinct AFF features, do not include the 0-100 Hz band.
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2.2.2. DE-Filter Method

The complete workflow of the DE-filter is roughly divided into three steps and il-
lustrated in Figure 6: (1) robust processing of raw data to improve analysis accuracy;
(2) discrete frequency-domain transformation for matching actual frequency values with
discrete indices; and (3) dynamic filtering via the DE-filter that adapts to variable envi-
ronmental conditions and decoupling noises in irrelevant frequency bands—including
Sub-filter 1 (capturing propeller acoustic signals in Band 1), Sub-filter 2 (capturing mixed
motor and propeller acoustic signals in Band 2), Sub-filter 3 (capturing mixed motor and
propeller acoustic signals in Band 3). Notably, Sub-filter 2’ and Sub-filter 3’ are also pro-
posed herein; they function in the same manner as Sub-filter 2 and Sub-filter 3, yet are
designed to capture motor-only acoustic signals (in Bands 2 and 3) based on propeller-free
acoustic signals, thus enabling the subsequent separation of mixed motor and propeller
acoustic signals.

mixed propellers and motors
filted acoutic waveform (270.0-1470.0 Hz) filted acoutic waveform (4083.0-7083.0 Hz)

pure propellers

filted acoutic waveform (74.0-274.0Hz)

Sound Receiver Wl
oo

x(1)
propeller-less UAV

Raw data
processing

Raw Data Reading

“—
1
X J bandpass ] [ bandlpass ] [ bandpass ] .
UAV with ‘prupellers filter 1 filter 2 filter 3 DE'Fllter
1

dyanmic center frequencise and band

cutoff frequency
to adapt to variances

and

L oand t t
Width Unifying I findi harmony frequency band energy
peak inding calculation calculation
Channels *
Dividing and band1 ] [ band2 ] t?;:ji;
Normalization t sub-filter 2 sub-filter 3

¥

pure motors

o

Discrete
Frequency
-Domain
Transforming

| X(w)=stf(x(n))
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0]
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sub-filter 3’

5

3(1-eos (%)
x(f).f= wfs/N

[ 5600 10,000 15000 20,000 25,000 Hz

Figure 6. Raw acoustic data processing, discrete frequency-domain transforming and the DE-filter.

@

Raw acoustic data processing

The acquired acoustic signal is typically a continuous time-domain signal x(t), which
is intended to be converted to a discrete representation for computational processing.
The direct discrete transformation is typically expressed as:

f

where Xgq,p10 (1) denotes the discrete representation of the acoustic signal being processed,
fs is the sample rate, c is the number of channels of the processed acoustic signal, and N is
the length of the discrete signal. Since the raw data width may vary, a processing algorithm

), n=1,23...,cN,

@

n
Xsample (n) = x(
s

is as follows for width unifying:

Xsample (n)—128
aw—1
Xsample (n)
2aw—1

7

@

xsamplefw(n) , aw = 8xw,

w>1

4
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where Xsample—w (n) is the optimized discrete representation obtained via calibration with
the width of the acoustic raw data, w denotes the raw data width, which can be directly
extracted from the raw data, and aw is the width of digital data. Since the acoustic signal
exhibits a more complex distribution, a processing algorithm is as follows for converting the
acoustic signal into a regular data format, facilitating subsequent analysis and processing;:

/ RecxN RelxcN _
X sample—w - xsamplefw(n) ’ n =1,2,3,...cN,
¢ /
Zi:1 X sumplefwi/j
xsamplefc(n) = c , =1,2,3,...N -

Xsample—c (n)

xsamplefc(n)

x(n) = , n=123..N

max
n=1,2,.,N

where x/ sample—w denotes the raw data converted into a channel-based format, Xssple—c (n)
represents the channel-averaged data, and x(n) is the normalized discrete data with a
regularized and streamlined waveform—serving as the fundamental data for filtering and
feature extraction.

(2) Discrete frequency-domain transform

The DE-filter is designed in the frequency domain, which also requires the matching
of actual frequency-domain values with discrete indices. This step thus aims to perform
a transformation from the discrete time-domain representation to the discrete frequency-
domain representation.

fft(x(n))w=1,2.3,...,N,
1¢! —cos(zm")),w:1,2,3,...,N, 4)

(f) (), f=wfs/N, w=123,...,N/2,

where x(w) denotes the frequency-domain representation of the acoustic signal obtained
via frequency Fourier transform (FFT) of x(n), x’(w) is optimized via a Hanning window
to mitigate spectral leakage and enhance the robustness of data analysis, and x(f) maps
the discrete index w to the actual frequency value.

(3) The first band (100-300 Hz) filter—Sub-filter 1

As depicted in Figure 7 and Table 2, the peak of this band has prominent energy
intensity and is easily captured. Therefore, Sub-filter 1 is proposed to be configured as a
band-pass filter with a fixed bandwidth but adjustable upper and lower cut-off frequencies
to adapt to signal variations.

filted frequency band filted frequency band
0.002

0.001

0.000

4 6
frequency (Hz) 10 frequency (Hz) 10
(a) (b)

Figure 7. Discrete frequency-domain representations of the acoustic signal with propellers and bandy,
the horizontal axis denotes discrete frequency (unit = 103 Hz), and the vertical axis denotes amplitude:
(a) the discrete frequency-domain of the whole acoustic signal; (b) the discrete frequency-domain
of band;.
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The band-pass filter is defined as follows:

f1 = argmaxx(f),f € [bandl, band, }

band, —band bandy —band (5)
band,! = f, + w,bandll =f— %,

where f; is the center frequency point of Sub-filter 1, band; is the lower cutoff frequency

of the bandy, band is the upper cutoff frequency of the band,, band,’ is the lower cutoff
frequency of Sub-filter 1, and band, is the upper cutoff frequency of Sub-filter 1.

(4) The second band (300-1500 Hz) filter—Sub-filter 2 and Sub-filter 2’

As depicted in Figure 8a,b, and Table 2, this band contains the dominant harmonic
peaks generated by propeller rotation. Therefore, Sub-filter 2 is also proposed to be config-
ured as a band-pass filter with a fixed bandwidth and adjustable upper and lower cut-off
frequencies to adapt to signal variations. The harmonic peaks of propellers within this
300-1500 Hz band can be expressed as follows:

fz,llf2,2/f2,3/f2,4/f2,5/f2,6/f2/7/ = 2f1/ 3f1/4f1/ 5f1,6f1/7f1/ 8f1/ (6)

where f; denotes the center frequency of bandy, and f2 1, f22, f2,3, fa,4, f 25/ f2,6, f 27 represent
the center frequencies of the dominant harmonic bands generated by propeller rotation
within this frequency range. Therefore, the center frequency of band, can be calculated by
that of band;.

f2= fou )
PN bandy—band, bandy—band
bandy' = fo + 22 bandy = f, — 22

where f, denotes the center frequency of band,, band,', band,', band,, band, are similar as
bandy’, band,’, bandy, band,.

filted frequency band 0.002 filted frequency band
0.002 .
0.001 0.001
0.000 0.000 —
2
10"
2

frequency (Hz) frequency (Hz)

(@) (b)

0.010 filted frequency band

filted frequency band
0.004

0.005 0,002

0.000 0.000

4 6 4 6 8 10
frequency (Hz) 10’ frequency (Hz)

(c) (d)

Figure 8. Discrete frequency-domain representations of the acoustic signal and band,, the horizontal
axis denotes discrete frequency (unit = 10® Hz), and the vertical axis denotes amplitude: (a) the
discrete frequency-domain of the whole acoustic signal with propellers; (b) the discrete frequency-
domain of the band, with propellers; (c) the discrete frequency-domain of the whole acoustic signal
without propellers; (d) the discrete frequency-domain of the band, without propellers.

It is worth mentioning that the center frequency of Sub-filter 2 is not proposed to be
selected as the value with the highest energy intensity to adapt to signal energy variations,
owing to the fixed harmonic orders generated by propellers that exhibit fixed characteristic
features. Waveforms and features extracted by Sub-filter 2 can thus possess greater feature
similarity by setting the fixed harmonic orders as the center frequency. Moreover, with the
addition of propeller rotation, the peaks of the propeller-less UAV in the 1000-1500 Hz
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band are mostly shifted downward to 800-1200 Hz and incorporated into the f23, f24, f5 5
harmonic components—which originate from the motor and thus require extraction for the
in-depth analysis of motor characteristics.

Furthermore, Sub-filter 2 is proposed, which is designed to extract the pure motor-
induced waveform—as the acoustic signals of propeller-equipped UAVs can be processed
to separate motor and propeller features via the pure motor waveform and the D-MPGAN
model. As depicted in Figure 8c,d, Sub-filter 2 is also proposed to be configured as a
band-pass filter with a fixed bandwidth and adjustable upper and lower cut-off frequencies
to adapt to signal variations:

fo' = argmaxx(f) f € [mbandy, mbands | , (8)

— ,  mbandy — mbandy , , mbandy — mband;
mbandy” = fo' + 5 ——— mband, = fo' — 5 —,
where £, is the center frequency point of Sub-filter 2/, mband, is 1000 Hz and mband, is

1500 Hz in band,, which has been described in Section 2.2.1 (2) and Table 2, mband,’ is
the upper cutoff frequency of Sub-filter 2/, and mband,’ is the lower cutoff frequency of
Sub-filter 2'.

(5) The third band (4000-7000 Hz) filter—Sub-filter 3 and Sub-filter 3’

As depicted in Figure 9a,b, and Table 2, the energy distribution of bands is less concen-
trated than that of band;, a task that is both inefficient and time-consuming to accomplish
with traditional peak-detection algorithms. Therefore, the center frequency of bandz can be
derived by extracting the peak energy region of this band.

1 2
Eerbund_wzdth xl(w) ,

(W + band_err) N/fs

Ebund =
w € { ‘(bandg, — band_err)N/ fs

).
),

where Ej,;,,; denotes the band energy intensity, x’'(w) is defined in Equation (4), band_width

7

©)

Wiax = argmax(Epg,q),

w € { ‘(bﬂ”d?) — band_err)N/ f; (bandg + band_err) N/fs

7

is the bandwidth of the energy calculation band, N represents the length of x’(w), band_err

is the tolerance bandwidth, band; is the lower boundary of bands, bands is the upper

boundary of bands, and w,ay is the index of the lower boundary for the maximum energy

band within bands.
band_width

f3 = (Wmax+ 5

) /N, (10)

bands — bands
2

bands — bands

bal’ld3/ = f3 + 5 ,

,band3’ = f3

where f3 denotes the center frequency of Sub-filter 3, and bands’, bands’, bands, band; are

similar to band,’, bandy’, band,, band;.

Furthermore, Sub-filter 3’ is proposed in the same manner as Sub-filter 2. As depicted
in Figure 9¢,d, Sub-filter 3’ is also configured as a band-pass filter with a fixed bandwidth
and adjustable upper and lower cut-off frequencies to adapt to signal variations:
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Ebandl _ Zz+band7width’ x/(w)Z,
w € [ ‘ (mbands — band_err" )N/ fs |, (mbandg + band_err’) N/ fs ),
Winax' = argmaX(Ebund,)/
w € [ ‘(mbandg — band_err' )N/ f; |, (mband3 + band_err’) N/fs ), (11)
wmuxfsecond, = argmaX(Ebund/)r
w € [ ‘(% — band_err' )N/ fs |, (mbandg, + band_err’)N/fs ),w + Wiax',
f3/ = (wWmax' + bandfzwidth/ + Wygr—second’ + handfzwidth’ )fs/2N,
mbands —mbands mbandz —mbands (12)

mbandy = ' + "B NG papdy! — fy - ML MG

where f3' is the center frequency of Sub-filter 3/, mbands = 4000 Hz and mband; = 5000 Hz
within the bandz—as specified in Section 2.2.1 (3) and Table 2, mband;’ is the upper cutoff
frequency of Sub-filter 3, mbandy' is the lower cutoff frequency of Sub-filter 3/, and the
remaining parameters are consistent with those of Sub-filter 3.

0002 filted frequency band 0.00075 filted frequency band

0.00050

0001 000025

0.00000

0 2 4 6 8 10

0 2 4 6 8 10 frequency (Hz) o

frequency (Hz) 10

(@) (b)

0.010 filted frequency band 0.010 filted frequency band

0.005 0.005

0.000 0.000

6 8 10

4
frequency (Hz) 10 frequency (Hz) 10"

(c) (d)

Figure 9. Discrete frequency-domain representations of the acoustic signal and bands, the horizontal
axis denotes discrete frequency (unit = 10® Hz), and the vertical axis denotes amplitude: (a) the
discrete frequency-domain of the whole acoustic signal with propellers; (b) the discrete frequency-
domain of the bands with propellers; (c) the discrete frequency-domain of the whole acoustic signal
without propellers; (d) the discrete frequency-domain of the bands without propellers.

Overall, the details of the DE-filter are described in Table 3. This filter is designed to
partition signals into distinct, dynamic but key signal segments in different frequency bands
to adapt to environment variations, and it can be used in conjunction with the subsequent
D-MPGAN model to decouple motor and propeller features.

Table 3. DE-filter.

DE-Filter Signal Parameters (Center Frequency, Originatin
Index (Base Frequency gna’ Band Lower Value, Band Upper ginating Applying Signals
Expressing Components
(Hz)) Value)
band, S(Llﬂ&-)f_létgs)l Xpand1 fi, band,’, band,’ propellers UAV with propellers
Sub-filter 2 — 11 .
ol - Provelles v with propeirs
Sub-filter 2/ — .
(116001_1%0) Xpand2! £, mband,’, mbandy motors UAV without propellers
Sub-filter 3 — 11 .
bands ( 4180077560) Xpand3 f3, M , bllﬂdg/ pr;f;et():s*- UAV with propellers
o /
Sub-filter 3 Xpand3! £, mbands’, mbands' motors UAV without propellers

(4000-5000)
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2.3. HLDWT for Extracting AFF Features Based on Different Frequency Bands

The HLDWT serves as the AFF feature extractor, a critical component in the entire UAV
recognition system. We propose adopting DWT as the base algorithm to transform signals
into the time—frequency domain, accumulating features from multiple DWT decomposition
layers for AFF feature extraction and enhancement [35]; furthermore, the combination
of DWT layers containing high-frequency and low-frequency components needs to be
adjusted based on the characteristic attributes of different frequency bands.

(1) DWT for transforming

Existing studies have devoted considerable attention to the application of DWT in
acoustic signals analysis [38—40]. Since neither the time domain nor the frequency do-
main carries comprehensive and transient information of both time and spectrum with
prominent AFF features, the time—frequency domain is far more critical for AFF feature
exploration [35-40]. DWT is an effective method for transforming acoustic signals into the
time-frequency domain. Moreover, DWT can be applied to feature extraction and denoising
simultaneously. Furthermore, each DWT decomposition yields two layers, namely the
high-frequency layer and the low-frequency layer are essential for acoustic signal analysis,
given the complex frequency distribution characteristics of such signals.

The DWT is introduced based on discrete signals:

Wopn(x) = 1/9/a3° x()b((n — b) /a), 13)
i=0

where W, ;, ,(x) denotes the base transformation function, x(n) is defined in Equation (3),
¢ represents a mother wavelet function, a is the scaling parameter, and b is the time-shift
parameter.

The decomposition process of DWT is as follows:

dwtyy(x), dwty (x) = D(Wapn(x) * H), D(Wap, (%) * L), Lg1, Iy = N/2
(14)

dwtyy(x), dwty (x) = D (Wa,b,n (th(k—l)L(x) * H>/ D (Wa,b,n (th(k—l)L(x) * L),
Lik, 1w = N /25, k < log,N,

where H denotes a high-pass filter, L denotes a low-pass filter, and D represents downsam-
pling. dwt; and dwt;; are the ith decomposing low-frequency layer and high-frequency
layer of the DWT, which serve to extract features and filter out interference; and /5 and I,
are the lengths of dwt; and dwt;;, respectively. k is the max decomposing layers.

(2)  Accumulating DWT layers for enhancing

As indicated in the literature [41], the accumulation of signals with different sampling
rates is more conducive to feature capture, since high-sampling-rate signals carry more
instantaneous information while low-sampling-rate signals carry more sequential trend
information. The p-order downsampling process and its representation is s, (), and the
accumulating procedure and representation is x’.

sp(n) = [xl,xH_p, X1+2p,. . .,x1+p(N_1)/p},

¥(1) = [(n), .., 5r(n), .., 5(n)], )

However, this process increases the volume and length of processed data, which raises
computational resource consumption and degrades processing efficiency. In this paper,
we propose first processing signals via DWT and then accumulating DWT decomposing
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layers, which exhibit shorter data lengths and more distinct features. dwt;_;,_p_p,(x) is the
accumulation process and representation of DWT decomposition layers with both high
frequency and low frequency.

dwty, 1, no . (X) = [thlSl(x)/ dwt g 1y1(x), ..., dwty, (x), 16)
dwthsh(x),dwt(hsﬂ)h (x), ... ,dwtheh(x)], I, 1., hs, he <Kk,

where [, [, denote the start and end indices for accumulating the decomposing low-

frequency layer and ks, h, denote the start and end indices for accumulating the decompos-

ing high-frequency layer.

(3) HLDWT for different frequency bands

As depicted previously, by this point in the process the DE-filter has accurately ex-
tracted three primary frequency bands that are most likely to carry distinct AFF features
and filtered out noise from other irrelevant frequency bands. The HLDWT is designed for
AFF feature extraction and denoising based on the characteristics of different frequency
bands, a design that can significantly improve the quality of the extracted AFF features
and boost the final recognition accuracy. As shown in Table 2, Band 1, Band 2, and Band
3 are primarily distributed in the frequency ranges of 100-300 Hz, 300-1500 Hz, and
4000-7000 Hz, respectively. Thus, greater attention should be paid to low-frequency fea-
tures for Band 1, mid-frequency features for Band 2, and high-frequency features for Band
3, so as to compensate for feature deficiencies across different frequency bands.

The HLDWT is formulated as follows: Fy pwt denotes the AFF features extracted
from signals acquired in propeller rotation conditions, and F'yipwt denotes the AFF
features extracted from signals acquired in motor-only rotation conditions.

dwty (k1) ok (Xpand1)r Loty 4y, = N, bandy
Faowr = fft[q  dwti11,1 (Xpanaz), lawt,y,, = N, bandy ],
AWty g, (k1) (Xpand3)s Lty 4y = N bands (17)
F fftl dwt11,1,1 (Xpana2 ), U'awtyy y; = N, bandy ]
HLDWT = /
dwti g1 (1) (Xpanas )r Udwt, g oy = N, bands’
K1, (k=1)
where fft denotes the frequency Fourier transform, Xp,,01 — Xpangs and Xpauaor — Xpands'
are depicted in Table 3, and Ly, , ./ liwty 1117 Ldwtyy, 1) gty 1100 1 dwtyy i q) denote
the lengths of the extracted AFF features across different frequency bands. Their actual
computational length is slightly longer than N. In this work, however, the practical feature
length for application is designed to take the pre-N data points as the final features for
the three bands. These features can be matched in terms of both semantics and structural
characteristics. Furthermore, the unified features of the three bands can be conveniently
input into subsequent networks to enable efficient joint computation.
The final HLDWT representations are Fyy pwt and F'yr pwr, denoting the AFF features
extracted from UAV acoustic signals with propellers and without propellers.

2.4. D-MPGAN for Denoising and Separating

Using only the HLDWT processing, the AFF features still lack sufficient robustness
to address complex environmental variations, and complex data labeling is still required.
To further improve the robustness of the system, the D-MPGAN is proposed. Based on
the HLDWT, the system obtains three typical signal segments features. The D-MPGAN
is designed with a specialized structure integrating the GAN framework and these three
signal segments, enabling comprehensive denoising and the separation of AFF features into
motor and propeller counterparts. Additionally, it is designed for unsupervised training
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on unlabeled datasets, including a disturbed dataset with propellers, a base dataset with
propellers, and a base dataset without propellers (viewed in Table 1). The D-MPGAN
can decouple different components’ features and decrease the complexity of the features,
avoiding the disturbed data labeling work of the generators training and even the classifier
training but also increasing the final recognition performance.

The components of the D-MPGAN are formulated as follows and depicted as Figure 10:
(1) a D-generator, which incorporates three sub-generators and is trained to generate noise
features and decouple noises and AFF features—trained on the AFF features of band1-
band3 extracted from the disturbed dataset with propeller and the base dataset with
propeller; (2) an MP-generator, which incorporates two sub-generators and is trained to
separate motor AFF features and propeller AFF features—trained on the denoised AFF
features of band2-band3 by the D-generator from the disturbed dataset with propellers
and the AFF features of band2-band3 from the base dataset without propellers; and (3) a
set of discriminators and optimized loss functions designed to effectively integrate these
generators, thereby enhancing the overall performance of the D-MPGAN.

Lpg-g1-Lpe-s—1Lpg-1-1
- +
> [G1(F,"),F," — G1(F,")]|
Fl G EF1"*1F1’F1] ' il
* t Lpg_d1 |
H Lpg—g2. Lpg—s—2Lpg-i-2
L|F: ‘ - D-
generator and
x'=x | DE- M [€2(F,"), F2" — G2(F,")] i
+noise | Filter 3, Fa CZ [F2" — F3,Fs] = corre: tors, loss
— discriminators,
x T t Lpg-dz | functions
> Lpg—ga,Lpg—s-3.Lpe-1-2
Do Fa— :
> [G3(F5"). F5" — G3(F3")],
Fa > G iFsu_gpa’Fa] ’ b=
T t Lpg_da [
disturbed features:F,",F,”, F;" trained G4, G, G3
— —
denoised mixed features:
DF,"=F" = G,(F"), DF;” = F," — G5(F,"), DF;” = F3" — G5(F3"), DFIH
DF, Denoised Propellers Features:
» | DF." »o_ »
D¢F2 mPG—g2s Lnp—s—2, Lmpg—1-2 = * Mj;'fﬁi E '?Iffi? ’,,)
I = 3
£y : MF" = 6, (DFy",
H G2’ [62'(DF,")], [F'] D2
L A Denoised Motor Features:
x DE- I Lurc-az | raine PF,” — DF,” — G,'(DFy”),
Filter 3 liFH LMPG—gB' LMPG—S—EI' LMPG—!—B (‘;2; PF3" = DF3" — G3'(DF3™).
’ . L
T | Fs, 5 P .
»  G3 [63'(DF5™)].[F3'] D3
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MP-generator and corresponding discriminators, loss functions

Figure 10. D-MPGAN.

(1) GAN for denoising

The initial GAN was proposed in [42] for generating fake samples from random noise.
A conventional denoising GAN objective function can be formulated as follows:

min maxV(D, G) = Er[log(D(x))] + Ey [log(1 — D(G(x")), (18)

where x is the undisturbed signal denoted by Equation (3), x” = x + noise and represents
the disturbed signal, D is the discriminator function, and G is the generator function for
generating undisturbed samples from samples. The base loss functions of G and D are
as follows:

Lp(x,x") = Exlbinary(Mli D(G(x))) + E,» lbinary(MO/ D(G(x"))), (19)

Lg (x/ x’ ) = Exlbinary (MO/ D(G(x) )) + Eyn lbinary (er D(G(X” ))'
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where Lp and L denote loss functions while training GANs; My is a matrix with the
same dimension as D(x) filled with 0 s, and M, is a matrix with the same dimension as
D(G(x)) filled with 1's; and Ip;;4 is the commonly used binary cross-entropy loss function,
which is more suitable for waveform-related loss calculation than the conventional mean
square error (MSE) loss function.

However, the generation of complete and complex acoustic signals is challenging
and difficult to achieve with high accuracy. Prior work [36] has proposed generating and
suppressing noise to improve the fidelity of the finally generated samples.

Lp(x, ") = Eyr lpinary (Mo, D([G(x"), X" = G(x")])) + Exlpinary (M1, D([x" = x,x])), (20)

Ler(x,x") = Exr lpinary (M1, D([G(x"), " = G(x")])) + Exlpinary (Mo, D([x" = x,x])),

where Ly and Ly are the improved loss functions for generating more accurate signals,
G(x") and x” — G(x") represent the generated noise and the denoised base signal, and
x" — x and x denote the actual noise and the authentic base signal, respectively. By
directly generating noises and optimizing loss functions of G and D, the performances of
denoising can be significantly improved, and the characteristics of AFF features can be
better preserved.

(2) D-generator for denoising

The DE-filter and HLDWT are proposed to decompose UAV acoustic signals into
three primary frequency bands and extract AFF features for each distinct band. Based
on Equation (20), the DE-filter, and the HLDWT, the D-generator is designed with three
sub-generators that generate noise components across the three frequency bands, trained
on the AFF features of band1-band3 extracted from the disturbed dataset with propellers
and the base dataset with propellers.

LpG-di = Eyr lyinary(Mo, Di([Gi(F" ), F" — Gi(F")])) 1)
+Exlbinary(er Di([Fi// —F, Fi]))r

Lpg-gi = Exv lyinary(Ma, Di([Gi(E"), E" — Gi(E")]))
+Exlbinary(M0r Di([Fi// —F, Fi]))r

LDGfsfiU:i/ Fi”> = Ex” [lnormZ(Fi/ Fi” - Gi(FiH))] + Ex” [lnormZ(FiN - Fir Gi<Fi”>)]

lnormZ(Fi/Fi”) = Z ||y] - y//j||2/N
ijF,', y/]-GFi”

Lpg-i-i(Fi F") = Eyrmin(max(|F" — F, [[Gi(F")|]2))

where i denotes the ith frequency band (Table 3), Lpg 4 and Lpg-—g; represent the base
discriminator and generator loss functions for the ith sub-generator, which is dedicated to
noise generation across distinct frequency bands; F” and F; denote the HLDWT-extracted
features of the ith band derived from the disturbed signal x” and the base signal x, respectively;
Lpg—s—i facilitates the accurate estimation of noise components and preservation of base AFF
features for the ith band; Lp;_;_; denotes the limitations of noise generation; and max | F/ —F |
represents the magnitude of the maximum deviation between the disturbed and base features.
The final loss functions of the ith sub-generator and its corresponding discriminator
within the D-generator are formulated as follows. The Lpg_g; weight in Equation (22) is
10 for Lpg—gi, 0.5 for Lpg—s—i, and 1 for Lpg—;—;, which achieved the best performance in
our datasets and can be adjusted according to other datasets’” properties for practical use.

Lpg-pi = LpG-di'Lpc-Gi = 10LpG—4i + 0.5LpG—s—i + Lpg-1-ii = 1,2,3,  (22)
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(3) MP-generator for separating motors and propellers

The AFF features of UAVs are primarily a mixture of contributions from motors and
propellers, the primary acoustic sources. Separating the origins of acoustic components
and analyzing them individually can significantly improve recognition performance. The
MP-generator is designed to separate motor and propeller AFF features—trained on the de-
noised band2-band3 AFF features output by the D-generator from the disturbed propeller
dataset and the band2-band3 AFF features extracted from the base propeller-free dataset.

The HLDWT features of the disturbed dataset (ith band) are represented as F;”, and
the denoised features by D-generator as DF;” = F” — Gi(F;" ); the HLDWT features of the
undisturbed dataset (ith band) are represented as F;’ (mainly denoting the undisturbed
motor features), and the loss functions of the MP-generator as:

LMPG—di = Ex” lbinary <M01 Di ( [Gi/(DFzﬂ )] )) + Ex’lbinury (Ml/ Di’ ( [Fi/] ))/ (23)

LmpG—gi = Exv Ipinary (M1, Di’ ([Gi' (DF;")])) + Ex'lpinary (Mo, Di' ([F'])),
LmpG—s—i(DF;", F) = E o [lnorm2 (F/, Gi' (DF;"))]

LMPGflfi(Fi”) = Ex//x// min (max(|Fi”

Gi'(DFi")][2))

7

where Gi'(DF;") denotes the generation of motor features from the mixed and denoised
features DF;”, and Lj;pg—s—i is proposed for accurate estimation of base motor features
and generated denoised motor features; the meanings of the other parameters are similar
as those in D-generator.

The function of the MP-generator is to generate the features of motors from the denoised
features mixed with motors and propellers. The final loss functions of the ith sub-generator
and its corresponding discriminator within the MP-generator are formulated as follows.

Lmpc-pi = Lmpc—di.Lmp—Gi = 10Lppg—gi + 0.5Lyvpg—s—i + Lympc—1-ii = 2,3, (24)

The training process of the D-MPGAN is depicted as Algorithm 1. The input of the
well-trained D-MPGAN is the actual received acoustic signal with noises x”/, and the final
outputs are separated and denoised features of the motor MF,” = Gi'(DF;") and the
propellers PF;” = DF;/ — Gi'(DF;"). (i denotes the ith band)

Algorithm 1 D-MPGAN

D-generator (i denotes the ith band):
Input: The HLDWT features of the base, with propellers and unlabeled dataset2,
denoted as F; and the F; dataset is Dy,; the HLDWT features of the disturbed, with
propellers and unlabeled dataset3, denoted as F;” and the F;” dataset is D;
Output: The trained D-generator Gi and the denoised features DF;” generated by Gi;
foriin range (1, 3) do
for the number of training iterations do
Sample minibatch of m base with propellers samples Fjy, .. ., Fjj, from Dy,
Sample minibatch of m disturbed with propellers samples F;1”, ..., F;;,” from Dy
Calculate Gi (F;") and Lpg_p; by F, F”, Gi, and Equation (22)
Update Di parameters
Calculate Gi (F;”) and Lpg_g; by F, F;”, Gi, and Equation (22)
Update Gi parameters
end for
DFI'// =" — Gi (Fi//); PF]” = DF]”}
end for
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Algorithm 1 Cont.

MP-generator (i denotes the ith band):
Input: The HLDWT features of the base, without propellers and unlabeled dataset1,
denoted as F; and the F; dataset is Dj,;; The HLDWT denoised features of the disturbed,
with propellers and unlabeled dataset3, denoted as DF;” and the DF;” datasetis D y;
Output: The trained MP-generator Gi’; the denoised motor features MF;" and the
denoised propellers features PF;” generated by Gi';
foriin range (2, 3) do

for the number of training iterations do

Sample minibatch of m base without propellers samples F;{/, ..., F;;,’ from Dy,

Sample minibatch of m disturbed with propellers (denoised) samples DF;;"”, ...,
DF;,," from Dy

Calculate Gi’ (DF;”) and Lypg_p; by DF;”, F/, Gi’, and Equation (24)

Update Di’ parameters

Calculate Gi’ (DF;") and Lypg_g; by DF;", F/, G/, and Equation (24)

Update Gi’ parameters

end for

MF,'” = Gi/ (DFZ'”); PP/’ =" - MFZ'”,'
end for

2.5. MP-ResNet for UAV Recognition

Prior work [16-29] has proposed directly extracting a single AFF feature from full signals
for classifier input. However, the primary acoustic emissions of UAVs originate from the
rotation of motors and propellers, which are identified as the core sources of UAV AFFE.
Extracting discriminative features and recognizing UAVs based on a single AFF feature that
integrates characteristics of distinct components, using a single deep learning network, is
unreliable and susceptible to different kinds of UAVs. The features in our work are denoised
and deliberately decomposed into motor- and propeller-specific AFF features through the
aforementioned steps. The MP-ResNet is proposed to process these two features separately
and adaptively combine them to make a comprehensive identity recognition decision, while
fully considering the characteristics of different UAV models. Moreover, by decoupling the
previous noises and frequencies, the feed features for the classifier are simple and clean, thus
the MP-ResNet structure consists of four ResNet blocks but with fewer parameters and higher
inference speed, enabling its deployment in edge computing systems for practical monitoring.

If we compare ResNet and CNN architectures with a comparable number of parame-
ters, ResNet achieves superior performance to CNN on the same dataset [35]. Moreover,
the ResNet structure enables the training of deeper networks to deliver highly competitive
recognition performance while mitigating overfitting. Accordingly, the MP-ResNet is de-
signed primarily based on ResNet building blocks. However, how to fully utilize and fuse
the separated UAV motor and propeller AFF features via ResNet remains a key challenge.
Many existing methods described in [21] directly adopt symmetric CNN blocks to train
signal or acoustic features, which may corrupt the temporal sequence information and
the time—frequency correlation of the features. Furthermore, the strategy for fusing these
two features via a DL network to enable more accurate and efficient decision-making also
poses a critical issue. To address these challenges, the MP-ResNet proposed in this work
is designed with the following structure: (1) MP module and MF module: the separate
feature extraction module is built on two 1D ResNet modules to separately process the
extracted motor and propeller AFF features, thus preserving their time-frequency sequence
information and temporal details; (2) Mask fusion module: this module includes one 1D
ResNet module and two masks for separately masking the two feature types, so as to
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generate an optimal fused feature that integrates the AFF characteristics of both motors
and propellers; (3) Attention module: a simple attention fusion block adaptively adjusts
the weights of these two feature types and the fused feature to accommodate a broader
range of UAV models; and (4) Comprehensive decision module: this module is designed
based on one 2D ResNet block to process the fused features by emulating a graph structure
with three channels, enabling the final comprehensive yet high-speed decision-making.

The MP-ResNet structure fully utilizes the advantages of ResNet structure but does
not increase the parameter amount, the details of which are depicted in Figure 11. The
training process (only on base data) and the validation process (on the disturbed data) are
depicted in Algorithm 2.

[ Mask Fusion Module

’—( MP = concat(PFy, PF,, PF3) J MF = concat(MF,, MF3) }—Q
[ MP x mask a J { MF xmask b J

Comprehensive Decision Module

Stack([a_masked, ResBlock2D (3—-64)
b_masked])

3
Conv1d(1-64)

BN + ReLU

Conv1d(1-32)
BN + ReLU
ResBlock1Dx3
32-64-128- 256

Conv1d(2—-64) AdaptiveAvgPool2d
BN + ReLU Flatten

)

)
)
ResBlock1Dx3 }
]
)

)

[
[
[ ResBlock1Dx3 J
[
[

Linear(in_dim — 1024)x2
ReLU + Dropout(0.3)

32-64- 128- 256

v
AdaptiveAvgPoolld
Flatten

v
out2(1024 -32x32)

32-64- 128- 256

v
AdaptiveAvgPoolld
Flatten

v

out3(1024 —32x32) J
T
/

\m T i
. . Branchs Fusion module 2 Bl ESaukeRsride)
concat(outl, out2, out3) — 3 x hidden_dim (WixoutlL,w2xoutZ;w3xout3) ——

[
Attention FC
Linear(192—64—3) + Softmax

Attetion Fusion Module

AdaptiveAvgPool1d
Flatten

Linear(1024 —num_classes)

logits

MP Module MF Module

out1 (1024 —32x32)

Figure 11. The structure and workflow of MP-ResNet.

Algorithm 2 Training and Validation the MP-ResNet

Input: (training) The base, with propellers and labeled dataset2, denoted as X and UAV
id as Y; (validation) the disturbed, with propellers and labeled dataset3, denoted as X"
and UAVid as Y”;
the trained D-MPGAN generators: Gi and Gi’;
Output: The trained MP-ResNet model;
Training Procedure (only on X):
1. Building and initializing classifier model, as Figure 11;
2. Extracting HLDWT features from X: F;, i denotes the ith band;
3. Extracting denoising and seperate features based on base data:
DF;=F —Gi(F),i=1,2,3; PF; = DF;; MF; =Gi' (DF;), PF; = DF; — MF;,i=2,3;
MP = concat(PFy, PF,, PF3), MF = concat(MF;,, MF3);
4. Training classifier model by MP, MF and Y (dividing in training set and test set), and
obtaining MP-ResNet model with the best test accuracy;

Validation Procedure (on X”):

1. Extracting HLDWT features from X”: F”, i denotes the ith band;

2. Extracting denoising and seperate features based on disturbed data, as Algorithm 1:
MP" = concat(PF1", PF,", PF3"), MF" = concat(MF,", MF3");

3. Validation MP-ResNet model by MP”, MF”, and obtaining Yyeqict” ;

sum ((Y predict/l ::YU) )
len(Y'")

4. Calculating the system validation accuracy: ACC =
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3. Experiment and Analysis
3.1. Data Acquisition and Experimental Setup

This paper utilizes real-world acoustic signals acquired by a custom-built receiving
system. We constructed a self-collected dataset by acquiring and processing acoustic signals
from six UAVs via professional processing methods. Acoustic signals for each UAV were
collected both with and without propellers, and against a background of low-level outside
noises. An overview of UAVs in the experiments is depicted in Table 4 and Figure 12, and
the details of the collected signals are depicted in Table 1.

Table 4. Overview of UAVs.

. Collecting
Points/ Plstanc‘e (m) Time (min)
Sound Type Uav Id Sample with (Without) with (Without) Sample Method
Propellers
Propellers
DJI M30T uavl 3072 100-500 (10) 25 (10) Random
DJI Matrice 4T uav2 3072 100-500 (10) 25 (10) Random
DJI Matrice 300 RTK uav3 3072 100-500 (10) 25 (10) Random
Assembling uav4,
UAVs a5 3072 100-500 (10) 25 (10) Random
JOUAV PHI10E uavé 3072 100-500 (10) 25 (10) Random

(b)

()

Figure 12. Overview of signal acquisition for six UAVs: (a) data collection of DJI M30T with propellers;
(b) data collection of DJI Matrice 4T with propellers; (c) data collection of DJI Matrice 300 RTK with
propellers; (d,e) data collection of assembling UAVs without propellers; (f) expert-assisted data
collection of JOUAV PHI10E without propellers.

(1) Receiving System: The acquisition method employs the Neutron Audio Recorder
application on an Android smartphone, whose data specifications match the require-
ments of edge computing devices. All acoustic signals for UAVs with propellers were
collected during continuous flight, while datasets for UAVs without propellers were
acquired via professional software by a UAV testing expert. For each UAV, propeller-
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equipped flight acoustic signals were collected for 5 min per session, with 5 repeated
acquisitions across distinct flight runs. Signal acquisition for propeller-less UAVs
cannot be performed for extended durations, as prolonged high-speed motor rotation
without propeller load may cause motor damage. Thus, propeller-less acoustic signals
for each UAV were collected for 1 min per session, with 10 repeated acquisitions
across distinct power-on cycles. All processed acoustic signals are in a discrete format
with 3072 data points.

(2) Building Datasets: Acoustic signals collected from six UAVs were adopted in the
experiments. These signals were professionally processed to cover SNR levels ranging
from —30 dB to 10 dB. All samples were labeled into six categories corresponding to
different UAVs for recognition verifying experiments. An overview of the UAVs used
for dataset construction is provided in Table 4.

(3) Labeled Datasets: In the training procedure, each UAV with propellers contains
1000 samples, including 800 training samples and 200 testing samples. All training
and testing samples have a baseline SNR of approximately 10 dB.

In the validation procedure, to conduct denoising and AFF-based UAYV identification
experiments, artificial noises with varying intensity levels (corresponding to SNRs of 10,
0, —10, —20, and —30 dB) that include normal frequencies were added to another 200
original validation samples. Each SNR level contained 200 samples per class, resulting in a
total of 1000 validation samples per class. The SNR level evaluating of natural collecting
signals normally has deviations, thus validation datasets adopt signals with professional
processing and add noises of strict SNR level to efficiently evaluate the performance of the
whole system. The SNR level calculated and control noise level can be as follows:

1 N
Psignal = Nzn:1 |x(n) |2/ (25)

Pg
SNR(dB) = 10log,, (Sg“al)

noise

The samples with a baseline SNR of approximately 10 dB are denoted as base-x in this
paper, while other samples mixed with the aforementioned varying SNR levels are referred
to as dynamic-x. The labeled base-x in dataset2 was constructed using this method for
training the classifier; the labeled dynamic-x in dataset3 was constructed using this method
for validating the entire system. The details of the labeled datasets are listed in Table 1.

(4) Unlabeled Datasets: The unlabeled datasets were combined to train the D-generator:
Each UAV with propellers had approximately 1000 unlabeled base-x samples (denoted
as unlabeled base-x in dataset2), and these base-x samples were processed to add
artificial noises with SNR levels ranging from —30 dB to 10 dB (denoted as unlabeled
dynamic-x in dataset3).

The unlabeled datasets were combined to train the MP-generator: Each UAV without
propellers had approximately 1000 unlabeled base-x samples (denoted as unlabeled base-x
in datasetl), which were aligned with the outputs of the D-generator during training.

The details of the unlabeled datasets are listed in Table 1.

(5) Experimental environments: All experiments were conducted in a Python 3.9 envi-
ronment, utilizing the PyTorch 2.0.0 framework with CUDA 11.8 for network con-
struction. The experimental platform operated on Windows 11 with a hardware
configuration comprising an Intel Xeon Platinum 8352V CPU and two NVIDIA A100-
SXM4-80GB GPUs.

https:/ /doi.org/10.3390/a19080625


https://doi.org/10.3390/a19080625

Algorithms 2026, 19, 625 25 of 34

3.2. The Performances of DE-Filter and HLDWT

This experiment was designed to compare the UAV recognition accuracy of different
AFF extractors using the same ResNet classifier and identical datasets. The labeled base-
x samples in dataset2 were utilized to train the classifier, while the labeled dynamic-x
samples in dataset3 were utilized to validate the UAV recognition accuracy, so as to reflect
the performance of various AFF extractors. The details of the experimental datasets are
presented in Table 1. Given that the training set contains no noise, the validation set
consisting of dynamic-x samples can fully verify the robustness and adaptability of our
proposed AFF extractor (DE-filter + HLDWT) in complex and dynamic noise conditions.

(1) Performance of the DE-filter

The DEfilter is adopted to divide signals into three frequency bands, while comparison
methods process the complete raw signal directly. Given an input signal x, the DE-filter
outputs a concatenated filtered signal formulated as concat(xp,41,Xband2,Xpand3); by contrast,
other methods directly employ the original signal x, which is defined as the no-DE-filter
scheme in our experiments. The comparison methods and their corresponding performance
results are presented in Figure 13.

i o DE-filter x no-DE-filter (0 dB) " o DE-filter x no-DE-filter (-10 dB)
o
09 . = L )
X
08 ° = d 08
X o
>
807 s 14 o
= X ° ® 0
= 3 x
9 ]
S 06 gos
< o
05 x 05
04 04
X
03 03
UFBF SPEC MFCC GFCC MIX UFBF SPEC MFCC GFCC MIX
(a) (b)

Figure 13. The performances of DE-filter and no-DE-filter with different AFF extractors (under 0 dB
and —10 dB validating set).

AFF extractors: The compared AFF extractors include mel-frequency cepstral coeffi-
cients (MFCCs), gammatone frequency cepstral coefficients (GFCCs), and spectrograms
(SPEC)—conventional AFF extraction algorithms for UAV acoustic signals, which have
been widely adopted in recent studies [21-23] to compare the performance of distinct
AFF extractors. Data mixing (MIX) was utilized to augment the training set with noises
at SNR levels ranging from 10 dB to —30 dB and used MFCC features; this method was
proposed in [22] to enhance classifier robustness by expanding the training set size. UFBF
is a novel method proposed in [21] that adapts fixed frequency band weights to improve
signal characteristics.

Performance of the DE-filter: For both 0 dB and —10 dB SNR levels, signals processed
by the DE-filter enabled the same AFF extractor and classifier to achieve higher recognition
accuracy. Experimental results confirm that the DE-filter design—which dynamically
partitions acoustic signals into three frequency bands based on the acoustic characteristics
of motors and propellers—is both rational and robust in dynamic noise environments.

(2) Performance of the HLDWT

Based on the above comparative AFF extractors, this experiment was designed to verify
the performance of HLDWT various noise conditions. Furthermore, since features extracted
by the HLDWT need to be preprocessed via the DEfilter, we also compared standalone
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HLDWT without the DE-filter with other AFF methods, so as to prove that the core design
idea of HLDWT still possesses obvious performance superiority over other mainstream
schemes. The HLDWT without the DE-filter directly takes the input signal x and processes
it as fft(dwt;q1,(x)). This operation only adopts the first layers of low-frequency and
high-frequency decomposed by DWT, as defined in Equation (17). Furthermore, the mother
wavelet of DWT in this experiment employed db1, which performed the best in our datasets.

Performance of the HLDWT: The comparative methods and their corresponding
performance metrics are presented in Table 5. Since all AFF extractors integrated with the
DE-filter achieved superior performance to their no-DE-filter counterparts, the comparative
analyses for HLDWT all adopt the DE-filter-integrated configuration. Notably, even when
integrated with the DE-filter, other methods still underperformed standalone HLDWT
without the DE-filter. The DE-filter + SPEC maintained an accuracy of only approximately
0.45 at SNR < 0 dB; in contrast, DE-filter + others (except HLDWT) maintained accuracies
of 0.6-0.7 at SNR < 0 dB, a performance even worse than the HLDWT without the DE-filter.
Nevertheless, DE-filter + HLDWT delivered obviously higher recognition accuracy than
all other AFF extractors, whether equipped with the DE-filter or not. This advantage lies
in its ability to adaptively assign weights to different frequency bands and arrange DWT
decomposition layers in accordance with inherent band characteristics.

Table 5. The performances of different AFF extractors (based on 15 validations).

SNR DE-Filter DE-Filter DE-Filter+ DE-Filter No-DE-Filter = DE-Filter * +
(dB) + SPEC + GFCC MEFCC + UFBF + HLDWT * HLDWT *
10 0.75 + 0.04 0.84 + 0.02 0.87 4+ 0.02 0.98 + 0.01 0.99 + 0.01 0.99 + 0.01
0 0.66 = 0.03 0.82 +0.02 0.86 4 0.02 0.82 +0.03 0.98 + 0.01 0.99 + 0.01
-10 0.55 £+ 0.03 0.74 +0.02 0.72 +0.02 0.76 = 0.04 0.95 £+ 0.01 0.98 = 0.01
—-20 0.34 £ 0.02 0.55 4+ 0.03 0.57 £+ 0.02 0.71 £ 0.04 0.58 4+ 0.02 0.79 + 0.03
-30 0.30 4+ 0.02 0.33 £ 0.01 0.37 £ 0.01 0.41 +0.05 0.29 £ 0.01 0.45 £+ 0.05
<0 0.46 4+ 0.03 0.61 + 0.02 0.63 £ 0.02 0.67 + 0.04 0.70 + 0.01 0.80 + 0.03

* our methods.

(3) Performance of the DE-filter + HLDWT

Based on the abovementioned comparative AFF extractors, we discuss mainstream
anti-noise methods adopted in recent studies and our proposed approach.

Enhanced AFF Extractors Trained on Datasets with Mixed Noise (10 dB~—30 dB):
We compared the AFF extractors presented in Section 3.2 (1) with our method, which is
trained purely on clean datasets. In fact, [16] adopted SPEC for AFF feature extraction and
trained the model on a mixed dataset containing multiple SNR levels to enhance classifier
robustness. Similarly, UFBF [21] and MFCC [22] also adopted such mixed datasets for
model training. In subsequent experimental results, methods optimized by the mixed
noises training set are denoted as MIX.

Our method for enhancing AFF features is trained on noise-free datasets (10 dB): This
paper adopts the DE-filter to enhance the robustness of extracted signals by adaptively
assigning weights to distinct frequency bands, and employs the HLDWT to improve AFF
feature robustness by assigning differentiated weights to stack DWT decomposition layers.
Similar to the schemes in Section 3.2 (1) and (2), our method was trained on undisturbed
datasets, which requires a significantly lower workload for signal collection, labeling and
model training.

The robustness of existing enhanced AFF extractors and our proposed methods
(HLDWT, DE-filter + HLDWT): All comparative enhanced AFF extractors used the same
ResNet classifier as described in Section 3.2, but with a different training set. Our methods
(HLDWT and DE-filter + HLDWT) were trained with undisturbed signals, whereas the
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others were trained with disturbed signals. As depicted in Figure 14a—c, with the same AFF
extractor, the DE-filter can improve performance a lot, but shows no superiority over the
MIX methods under —10 dB. According to Figure 14d, the HLDWT performs better than the
others while SNR > —10 dB, and the HLDWT + DE-filter delivers better performance than
the others while SNR > —20 dB. However, other enhanced methods trained on mixed-noise
training sets outperform our approach in extremely low SNR conditions, as they introduce
prior noise knowledge to boost the model performance.

1 1
0.8 08
g 06 2 06
I o
1 -
= =
g g
< 04 < 04
0z B SPEC 0z B UFBF
—%—  DEilter+SPEC ——  DE-filter+UFBF
—— SPEC+MIX —6—  UFBF+MIX
0 0
10 0 -10 -20 -30 10 0 -10 -20 -30
SNR(dB) SNR(dB)
(a)

08

0.6

Accuracy
Accuracy

04

—=— SPEC+MIX
02 8 MECC 0.2 —— UFBF+MIX
—%—  DE-filter+MFCC —— MFCC+MIX
—o— HLDWT*
0 0 MECC+MIX 0 DE-filter+HLDWT*
10 0 -10 =20 -30 10 0 -10 -20 -30
SNR(dB) SNR(dB)
(c) (d)

Figure 14. Comparisons of enhanced AFF extractors: (a) the comparisons of DE-filter and MIX
method based on SPEC; (b) the comparisons of DE-filter and MIX method based on UFBF; (c) the com-
parisons of DE-filter and MIX method based on MFCC; (d) the enhanced AFF extractor comparisons.
(* our methods).

The training time of existing enhanced AFF extractors and our proposed methods
(HLDWT, DE-filter + HLDWT): The training times listed in Table 6 demonstrate that the
performance gain brought by our DE-filter does not consume excessive time or compu-
tational resources, making it suitable for edge devices and scenarios with time-varying
noise. Overall, our method achieves substantial robustness gains when SNR > —20 dB,
accompanied by only a slight accuracy decline at —30 dB. Notably, our model was trained
solely on high-SNR data at 10 dB, which has a shorter training time and avoids labeling
work in harsh noise conditions. Furthermore, severely noisy signals are difficult to label
accurately.

Thus, in practical dynamic noise environments, our method can rapidly adapt to
changing interference conditions. In comparison, other methods need to label low-quality
noisy samples and retrain models to sustain robustness across diverse noise levels, which
inevitably consumes far more time and manpower.
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Table 6. Training times of the enhanced AFF extractors.

AFF Extractor Enhanced Method Training Time (s)
SPEC — 112
DE-filter * 131
MIX 523
UFBF — 54
DE-filter * 70
MIX 196
MFCC — 60
DE-filter * 82
MIX 262
HLDWT * — 42
DE-filter * 51
D-MPGAN * 52

* our methods.

3.3. The Performance of the D-MPGAN

The D-MPGAN is illustrated in Figure 10 and was trained according to Algorithm 1.
It mainly comprises the D-generator for denoising and the MP-generator for separating
motor and propeller features. Unlabeled baseline dataset2 and noisy dataset3 were adopted
to train the D-generator for denoising, and combined with unlabeled base datasetl to train
the MP-generator for feature separation. Thereby, this experiment was designed to evaluate
the practical denoising and feature separation performance of D-MPGAN in varying noise
conditions.

The validation datasets and the classifier for UAV recognition remained consistent
with those presented in the first paragraph of Section 3.2. The HLDWT was processed with
the DE-filter in this part.

DE-filter + HLDWT + D-MPGAN: The output of the D-MPGAN (D-generator + MP-
generator) consists of separated features, denoted as PFy, PF,, PF3, MF,, MF3. To evaluate
the feature separation performance of the MP-generator, the input to the classifier is
concat(PF,, PF,, PF3, MF,, MF3).

The performance of the D-MPGAN: The HLDWT comprises the features handled
by the HLDWT + DE-filter, serving as the baseline for this experiment. As depicted in
Figure 15a, simply concatenating D-MPGAN features with a simple ResNet shows slightly
lower accuracy at SNR > 0 dB, even when compared with the HLDWT. However, the
straightforward feature concatenation of D-MPGAN outputs achieves a superior adaptive
capability in low SNR conditions, which is a little similar to the MIX methods but avoids
more noisy data labeling for prior information.

The comprehensive performance of the D-MPGAN: As shown in Figure 15b, the
D-MPGAN achieves substantial performance gains at low SNR levels, especially at —30 dB.
As depicted in Figure 14d, the DE-filter + HLDWT cannot yield satisfactory performance
without prior information of signals at —30 dB, compared with other methods trained
on mixed noisy datasets. The unlabeled dataset training adopted by D-MPGAN does
not require manual labeling effort or labeling of severely noisy samples; it also delivers
remarkably better performance than other enhanced AFF extractors trained on datasets
with noises across all SNR conditions, especially including —30 dB. Furthermore, equipped
with the well-trained generators of the D-MPGAN, our method also outperforms other
approaches in terms of training time, as listed in Table 6.

Discussion of the D-MPGAN: Figure 15c depicts the final loss values of the D-MPGAN
while training 2000 epochs. The training loss reaches stability after the 720th epoch, when
Lypcp—ci (g loss) = 0.69 and Lypgp—g;i (d loss) = 0.29. However, the loss values keep
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decreasing while the epoch increases. In actual classifier training, the epoch 720 model
performs similar to the epoch 2000 model. Thus, in practice our system deploys the front
epoch model while the loss curve becomes stable. The weight of Lypg_¢; is shown in
Figure 15d, which has been directly assigned in Equation (24). The core discussion is the
weight of Lypg—4i, which has been assigned as 10. Figure 15d shows that Lypg—¢; = 10
performs better than the other bigger or smaller values.
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I
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Accuracy
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Figure 15. (a,b): D-MPGAN and other denoising methods; (¢,d): D-MPGAN training and parameter
discussion. (* our method).

3.4. The Performance of the MP-ResNet

The structure of the MP-ResNet is illustrated in Figure 11 and it was trained following
the procedures in Algorithm 2, with consistent datasets as described in the first paragraph
of Section 3.2. The input features fed into the network are extracted via DE-filter + HLDWT
+ D-MPGAN.

Classifiers for UAV Recognition: To further verify the performance of the ResNet, we
propose the MP-CNN for comparison against the MP-ResNet. It possesses a parameter
scale similar to the MP-ResNet, yet replaces ResNet blocks with standard CNN blocks. To
validate the rationality of the MP-ResNet structural design, we adopt another ResNet vari-
ant with comparable overall architecture as a competing classifier; this network excludes
mask and decision modules but contains significantly more parameters. Furthermore,
classic network architectures such as GoogLeNet and AlexNet have exhibited satisfac-
tory performance in numerous research domains. In addition, the lightweight network
ResNet10-CBAM proposed in [28] has attained encouraging results in denoising and UAV
acoustic recognition.

The performance of the MP-ResNet Branches and Masks: The branches include the
MP module and MF module, which process motor and propeller features separately and
make a comprehensive decision within the decision module. The masks in the MP-ResNet
generate an optimally fused feature that integrates the AFF characteristics of both motors
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and propellers before being fed into the decision module. MP-ResNet (no branch) takes
the concatenated feature concat(PF1,PF2,PF3,MF2,MF3) as its input, without independent
feature processing for different components. MP-ResNet (no mask) follows the same
architecture as the original MP-ResNet but excludes the mask fusion module.

As shown in Figure 16a, MP-ResNet (no branch) yields the poorest performance, as
it fails to fully exploit motor and propeller features. MP-ResNet (no mask) possesses a
complete structure to separately process and fuse features; it achieves much better results
than the no-branch variant yet remains inferior to the full MP-ResNet. The performance of
MP-ResNet (no mask) demonstrates that the masking mechanism is also critical for final
classification decisions.

1
0.8
>
g0.6 E X
El =
S 3
<0.4 <0. - MP-ResNet*
- MP-ResNet* - MP-CNN
— ResNet
0.2 —e MP-ResNet (no mask) 0.2 AlexNet
—o—  MP-ResNet (no branch) GoogleNet
0 0o Resnet10-cbam
-10 -20 -30 -40 -10 -20 -30 -40
SNR(dB) SNR(dB)
(a) (b)

O MP-ResNet* [J MP-CNN [] ResNet (] AlexNet [] GoogleNet " Resnet10-cbam

100
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“ ]

Time (s) Param (e5) Accuracy% Accuracy%

(s-10dB) (-40dB)
(c)

Figure 16. MP-ResNet and other classifiers: (a) MP-ResNet with different modules; (b) MP-ResNet
and other classifiers on identifying accuracy; (c) MP-ResNet and other classifiers on the comprehen-

sive performance. (* our methods).

The performance of the MP-ResNet: Accordingly, Figure 16b presents the results at
SNR below —10 dB. Compared with other classifiers, the MP-ResNet achieves comparable
performance when SNR > —10 dB. When SNR falls below —20 dB, the recognition accuracy
of all classifiers declines significantly. Nevertheless, the accuracy curves of the MP-ResNet
decline more gently than those of other methods. Notably, it still maintains an accuracy of
approximately 0.6 at —40 dB, remarkably outperforming the other classifiers, especially in
extremely low SNR conditions.

Figure 16¢ depicts the overall performance of these classifiers. In addition to recognition
accuracy, our MP-ResNet also outperforms other classifiers in terms of training time overhead
and parameter scale. Therefore, in dynamic noisy environments, MP-ResNet deployed on
edge devices exhibits promising practicality and strong environmental adaptability.

3.5. The Comprehensive Performance

In this section, our framework processes signals step by step via the DE-filter, HLDWT,
D-MPGAN, and MP-ResNet, forming the complete UAV acoustic recognition method
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proposed in this paper. The final recognition accuracy achieved by the classifier remains
the core evaluation metric for UAV acoustic identification. For performance validation, the
training and validation sets adopted for the classifier are consistent with those described in
the first paragraph of Section 3.2.

Recent studies have presented advanced schemes for UAV identification in harsh
environmental conditions. Thus, the compared methods are proposed as below:

(1) MECC + MIX + ResNet10-CBAM, proposed in [28], which enhances denoising
capability using a mixed training set and combines a ResNet with attention modules;
(2) UFBF + MIX + CNN, proposed in [21], which improves feature denoising capability via
UFBF + MIX and provides a dedicated CNN network for classification; (3) SPEC + MIX
+ CoNN, proposed in [16], which adopts spectrograms as AFF features and provides a
novel CNN structure to boost recognition accuracy; (4) MFCC + MIX + YAMNet, proposed
in [22], which improves denoising capability with a mixed training set and constructs a
new network by stacking 27 CNN layers, with a total of 86 layers.

As shown in Table 7, the recognition accuracy demonstrates that our method achieves
the best performance. Based on the above experiments, without our AFF features, other
methods all perform poorly in resisting heavy noise. Thus, the recognition accuracy of
their complete frameworks must be much lower than ours. In addition, the time listed
refers to the validation time for the same number of signals, including feature processing
and network inference. This processing time reflects the recognition speed in practical
environments, which is critical for countering illegal UAVs. Our method’s processing time
is significantly shorter than that of other methods; only UFBF + MIX + CNN is close to ours.
However, the MIX-based methods require more training resources and cannot avoid the
labeling of low-quality signals; they also perform worse than ours in recognition. Therefore,
among recent studies, our method is the most suitable for deployment on edge devices for
practical application in harsh environments.

Table 7. The performances of different UAV acoustic recognition methods (based on 15 validations).

SNR

MFCC + MIX+ UFBF + MIX + CNN SPEC + MIX + MFCC + MIX +

(dB) ResNet10-CBAM [25] [21] CoNN [16] YAMNet [22] Ours
10 0.87 + 0.01 0.82 + 0.01 0.85 + 0.01 0.87 + 0.01 0.99 + 0.01
0 0.85 + 0.01 0.81 + 0.01 0.76 + 0.02 0.84 + 0,01 0.99 + 001
~10 0.81 + 0.01 0.80 + 0.01 0.61 + 0.02 0.84 + 0.01 0.98 + 0.01
20 0.76 + 0.01 0.73 + 0.01 0.52 + 0.02 0.67 + 0.02 0.96 + 0.01
~30 0.66 + 0.02 0.67 + 0.02 0.40 + 0.02 0.58 + 0.02 0.85 + 0.01
Time (s) 0.08 0.058 0.17 0.10 0.056

4. Discussion

Based on the framework construction and experimental implementation, we can draw
the conclusion that the model proposed in this paper has significant potential for practical
application in illegal UAV defense and outperforms other recent studies in terms of both
recognition accuracy and resource requirements. However, there are also some limitations:

(1) The datasets only adopt signals of UAVs with four propellers for seriously evaluat-
ing each workflow of the whole system. However, the fixed number of UAVs and
propellers may mean our system is not generalizable enough. Moreover, the existing
public datasets in this domain have not been built for practical using and publication.
Therefore, our experiments have been conducted on our private datasets.

(2) Original motor acoustic signals are difficult to acquire, and their collection may
damage the motors themselves. Thus, the construction of datasetl required extensive
professional knowledge of laboratory personnel, making it challenging to obtain a
sufficient number of unlabeled motor signals without full preparations.
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(3) Our MP-ResNet still employs a small attention network for the final feature fusion,
which increases the number of parameters and extends the inference time. This
limitation prevents our inference time from being significantly shorter than that
reported in [28].

(4) Relying solely on acoustic signals is unreliable in environments with multiple UAVs
present. This limitation makes it difficult for the supervised classifier to achieve
accurate recognition results in a harsh environment.

5. Conclusions

In this paper, we have addressed the challenge of how a UAV acoustic recognition edge
system can reliably and accurately identify UAVs in varying and heavy noise conditions,
without requiring additional resources and labeling workloads. Through in-depth and
careful analysis, we drew a reliable conclusion that UAV acoustic characteristics are mainly
concentrated in three frequency bands, as detailed in Table 2. Based on this analysis,
we constructed a complete UAV acoustic recognition system, which decouples scattering
noises and important AFF features from complex frequency bands, and mostly decreases
the computation resource, response time and labeling workload. First, we proposed the DE-
filter to adaptively decouple the three main signal segments carrying strong AFF features
and to limit the noise in the other frequency bands from the interleaved frequencies. In
addition, we significantly improved the recognition accuracy from 50% to 66% at SNR = 0
dB using the DE-filter, and from 66% to 99% at SNR = 0 dB by combining the DE-filter with
the HLDWT, which extract more precise AFF features according to the characteristics of
different frequencies. To resist heavy noise and reduce the labelling effort, we proposed the
D-MPGAN to further decouple the perturbation, motor, and propeller features through
unsupervised training, resulting in a 20% improvement in accuracy at SNR = —30 dB and
generating simpler features for the post-classifier. Then we proposed the MP-ResNet to
process motor and propeller features separately and fuse them by adaptively masking each
feature; this approach ultimately achieved an accuracy of 60% at SNR = —40 dB and reduced
inference time by nearly 75%, far outperforming recent studies. The validation results
for the noise robustness of the proposed methods in this paper were all obtained using a
classifier trained solely on clean datasets, which greatly reduced the labeling difficulty and
improved the system’s adaptability in harsh environments.

However, our work also has some limitations, which are listed in Section 4. In the
future, the UAV recognition system should be further improved in the following ways:
(1) Expand the dataset with more UAVs and more types of UAVs to improve the generaliz-
ability of our system and plan to release it to the academic community to be the baseline
dataset in this domain. (2) Enhance the research on unsupervised DL networks to decouple
multiple UAV signals simultaneously. (3) Combine acoustic signals and electronic signals
to improve final identification—these signals have similar modal characteristics and are
easy to align in space and time. (4) Further reduce resource consumption and labeling
workload while maintaining stable recognition capability, ensuring that practical devices
can quickly respond to sudden illegal UAVs in practical application.

6. Patents

A rapid detection method and system for low, slow, small targets with adaptive wind
noise compensation, authorized, on http://epub.cnipa.gov.cn by searching 2026103088445.
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