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Critical infrastructures are vital assets for public safety, economic welfare, and the
national security of nations. Vulnerabilities of critical infrastructures have increased with
the widespread use of information technologies. As Critical National Infrastructures are
becoming more vulnerable to cyberattacks, their protection becomes a significant issue
for any organization as well as nation. The risks to continued operations from failing to
upgrade ageing infrastructures or not meeting mandated regulatory regimes are considered
higher given the demonstrable impact of such circumstances.

Due to the rapid increase in sophisticated cyber threats targeting critical infrastructures
with significant destructive effects, cyber security of critical infrastructures has become an
agenda item for academics, practitioners, and policy makers. In recent years, cyber attacks,
especially those targeting systems that keep or process sensitive information, are becoming
more sophisticated. Attacks to such critical systems include penetrations to their network
and the installation of malicious tools or programs that can reveal sensitive data or alter the
behaviour of specific physical equipment. A holistic view, which covers technical, policy,
human, and behavioural aspects, is essential to handle the the cyber security of critical
infrastructures effectively.

This editorial presents the manuscripts accepted, after a careful peer-review process,
for publication in the Special Issue “Cyber Security of Critical Infrastructures” of the
MDPI journal Applied Sciences. This Special Issue includes thirteen articles: eleven original
research papers describing novel ideas, results, and real-world experiences involving
critical infrastructures and two review papers focusing on modern training methods
for cybersecurity professionals and privacy preservation methods of cloud-based face
recognition methods.

Due to the high volume of cyber attacks that have taken place recently on critical
infrastructures, a lot of research regarding cyber-attacks has been conducted. However,
there has been a lack of research related to measuring cyber-attacks from the perspective
of offensive cybersecurity. Motivated by this, the authors in [1] propose a methodology
for quantifying cyber-attacks such that they are measurable rather than abstract. The
authors first defined and derived the comprehensive offensive cybersecurity framework
and taxonomy; then, they performed a content analysis of public reports of cyber-attacks
and identified detailed techniques used in cyber-attacks. They created a systematic scoring
model based on the offensive cybersecurity framework and calculated the score results
of ten fileless and eight Advanced Persistent Threat (APT) group cyber-attacks. The
study presented in this article is the first to be conducted to quantify and score cyber-
attacks. The basic finding is that APT cyber-attacks have higher scores than fileless cyber-
attacks, due to the APT using various ATT&CK techniques. The main limitation is that the
proposed approach cannot analyse real malware, but measuring the score of cyber-attacks
is meaningful as an initial research step.
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As the human element is generally considered the weakest link in a computer system,
professional training is now becoming a necessity, not only for raising the users” awareness,
but also for training the technical staff to operate the various protection mechanisms that
must be acquired. The authors in [2] try to tackle this issue by combining pedagogical
methods that promote skill development and security models that capture the security-
related aspects of a process. The proposed methodology tackles the incorporation of
educational methods to the overall lifecycle of a complete training programme with the
dynamic adaptation of the training process to the trainee’s particularities. The trainee starts
the learning process by consuming the main teaching material (e.g., lectures, tutorials,
videos, etc.) and proceeds to more advance learning procedures, involving hands-on
experience on emulated /simulated components. The overall method is integrated in the
cyber-ranges platform THREAT-ARREST and the trainee is continuously evaluated.

Focusing on cybersecurity training means and methods, the authors in [3] present an
analysis of ten cyber ranges that were recently deployed from universities and organiza-
tions. The article presents the current state of the art on testbeds and cyber ranges, analyses
the findings of a set of structured interviews with organizations that have a testbed and
cyber range, and gives insights of modern cyber ranges. A cyber range system is mainly
used for one or more of three main objectives: research, training, and exercises. Based
on the analysis of state of the art existing cyber ranges, the authors conclude, among
other things, that modern CRs should be enriched with novel features, such as various
telecommunication capabilities, emulated Banking systems, hospitals, simulated smart
grids, automated vehicles, Virtual Cyber Centres of Operation, and many more, in order to
be able to offer realistic and tailored training to cybersecurity professionals.

In order to perform vulnerability testing of web applications, different types of analysis
security testing (AST) can be used: static (SAST), dynamic (DAST), or interactive (IAST).
Authors in [4] produced an analysis that is the first of its kind—to study the best way to
combine the three types of security analysis tools for web applications. They investigate
the behaviour of the combination of two static tools, two dynamic tools and two interactive
tools using a new methodology. The main finding of this research is that combinations
integrated by SAST+DAST+IAST tools as Fortify + Arachni + CCE or Fortify + ZAP + CCE
reach very good results for high, medium, and low classifications.

The next article of this Special Issue [5] focuses on Higher Educational Institutes of
the UK following a recent JISC report, reaffirming that UHEIs in the UK are not well
prepared to defend against, or recover from, cyberattacks. HEIs face a constant challenge
of balancing public access in the interest of sharing information, whilst protecting their
information assets and could be included in a broader group of critical infrastructures. The
work presented in this article proposes a novel Holistic Cybersecurity Maturity Assessment
Framework (HCYMATF) for HEIs that can be used in order to conduct a gap analysis
against 15 security requirements. Moreover, the proposed framework incorporates several
regulations and security best practices into one lightweight online self-assessment guide,
producing compliance reports against all regulations that the HEI must be compliant
with that can be used in order to design appropriate mitigation plans. The research was
based into three pilars: structured interviews with experts in the field, a case study on an
HEI, and webinars. The proposed framework could be adjusted in order to be applied to
organisations in other sectors, e.g., water or power suppliers.

According to several reports (ENISA, Ventures, etc.), ransomware is one of the Top
10 Cybersecurity Threats in 2021. Ransomware’s success is largely owed to the relative
simplicity with which an attacker can achieve devastating effects, especially when targeting
critical infrastructures. Trying to cope with this issue, the authors in [6] propose a ran-
somware streaming analytics model by integrating a compact set of 24 static and dynamic
traits, a hybrid machine learner, a numeral measurement for ransomware’s ancestor family
attribution, and a statistic formula for a multi-descent ransomware version via a multi-
tiered architecture. In order to showcase the efficiency of the proposed model, the authors
conduct extensive experiments on a big dataset consisting of 35,000 ransomware versions
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of 14 families, 500 versions of 10 malware, and 500 goodware apps aggregated at a different
time from different data archives. The proposed solution enriches the accuracy, reduces
the mistakes and misclassifications, and shortens the elapsed time versus escalating, big,
lifelike, and imbalanced corpora of data.

Dealing with malware that can launch several types of attacks, including ransomware
and SolarWinds attacks, is an open issue. The authors in [7] propose an extensible and
openly available malware analysis platform entitled Sisyfos. Sisyfos constitutes a significant
step in the development of open, modular, and extensible malware platforms that support
operational environments, including critical infrastructures. One important aspect that
needs to be further investigated is the robustness and fault tolerance of such platforms,
especially in boundary cases where samples may lead to system failures.

The next article [8] of the Special Issue proposes an authentication scheme to be
employed in rapidly changing variable message format(VMF)-based environments. It is
based on the cryptographic hash chain-based authentication technology that includes a
time-based one-time password (T-OTP). The proposed lightweight authentication scheme
satisfies the demands for a rapidly changing battlefield network and any additional security
requirements based on VMF standards. The proposed model could enhance the integrity of
tactical message exchanges and reduce unnecessary network transactions and transmission
bits for the authentication flow in VMF-based combat network radio (CNR) networks,
while ensuring robustness with limited resources.

In most public key infrastructure (PKI) schemes, the public keys are generated by
private keys with Rivest-Shamir-Adleman (RSA) and elliptic curve cryptography (ECC). It
is now anticipated that quantum computers (QC) will be able to break both RSA and ECC
when the technology to manufacture enough quantum nodes becomes available. Paper [9]
describes practical ways to generate keys from physical unclonable functions, for both
lattice and code-based cryptography and proposes to generate the public—private key pairs
by replacing the random number generators with data streams generated from addressable
physical unclonable functions (PUFs) to obtain the seeds needed in the post quantum
cryptographic (PQC) algorithms. Dissimilar to the key pairs computed by PQC algorithms,
the seeds are relatively short, typically 256-bits long.

Devices from the operational technologies (OT) side of this critical infrastructure,
which were physically segregated in the past, are now more and more connected to the
internet in a series of highly-distributed hierarchical network systems, forming the next
generation electric power system or smart grids (SG). SGs are revolutionizing the energy
supply sector and this trend is expected to rise in the near future. Unfortunately, SGs have
become the target of several serious cyber attacks recently. The authors in [10] focus on such
attack scenarios and propose a formal risk assessment framework that is based on threat
modelling and probabilistic model checking. The assessment takes into consideration the
technological aspects of the SG architecture.

The Industrial Control System (ICS) is an umbrella term that refers to a group of pro-
cess automation technologies, such as Supervisory Control and Data Acquisition (SCADA)
systems and Distributed Control Systems (DCS), which, unfortunately, have been subject
to a growing number of attacks in recent years. As they deliver vital services to criti-
cal infrastructure—such as communications, manufacturing, and energy among others—
hostile intruders mounting attacks represent a serious threat to the day to day running
of nation states. Both articles [11,12] focus on detecting vulnerabilities and attacks in an
ICS. The former article [11] proposes a pipeline based on existing deep learning models to
automatically classify screenshots of ICSs that could be linked to critical infrastructures
in order to support the task of detecting vulnerable systems exposed on the internet in
real time. The latter [12] introduces interval-valued complex intuitionistic fuzzy relations
(IVCIFRs) for recognizing a cyberattack and nullifying its effects.

Advancements in the robotics field have led to the emergence of a diversity of robot-
based applications and favoured the integration of robots in the automation of facial
recognition tasks. However, this solution faces several security problems. The authors
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in [13] studied several approaches for robot-secure face recognition in the cloud environ-
ment. By using a set of different algorithms to encrypt a set of images, they trained and
tested the robot with various deep learning algorithms and evaluated the efficiency in
terms of safety, time complexity, and recognition accuracy using the ORL database.
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