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Abstract: Industrial Internet of Things (IIoT) can be seen as an extension of the Internet of Things
(IoT) services and applications to industry with the inclusion of Industry 4.0 that provides automation,
reliability, and control in production and manufacturing. IIoT has tremendous potential to accelerate
industry automation in many areas, including transportation, manufacturing, automobile, marketing,
to name a few places. When the benefits of IIoT are visible, the development of large-scale IIoT
systems faces various security challenges resulting in many large-scale cyber-attacks, including
fraudulent transactions or damage to critical infrastructure. Moreover, a large number of connected
devices over the Internet and resource limitations of the devices (e.g., battery, memory, and processing
capability) further pose challenges to the system. The IIoT inherits the insecurities of the traditional
communication and networking technologies; however, the IloT requires further effort to customize
the available security solutions with more focus on critical industrial control systems. Several
proposals discuss the issue of security, privacy, and trust in IIoT systems, but comprehensive literature
considering the several aspects (e.g., users, devices, applications, cascading services, or the emergence
of resources) of an IIoT system is missing in the present state of the art IIoT research. In other words,
the need for considering a vision for securing an IIoT system with broader security analysis and its
potential countermeasures is missing in recent times. To address this issue, in this paper, we provide
a comparative analysis of the available security issues present in an ITIoT system. We identify a list
of security issues comprising logical, technological, and architectural points of view and consider
the different IloT security requirements. We also discuss the available IIoT architectures to examine
these security concerns in a systematic way. We show how the functioning of different layers of an
IIoT architecture is affected by various security issues and report a list of potential countermeasures
against them. This study also presents a list of future research directions towards the development of
a large-scale, secure, and trustworthy IIoT system. The study helps understand the various security
issues by indicating various threats and attacks present in an IIoT system.
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1. Introduction

In recent years, there has been an increasing trend in the use of Internet of Things (IoT)
applications in the industrial sectors [1]. The emergence of IoT is already well noted in
industry, e.g., linked to Supervisory Control And Data Acquisition (SCADA) for control
and monitoring production chains and addressing specific use cases involved in Cyber-
Physical System (CPS) [2]. Moreover, with the advancements of Industry 4.0 (also known
as the fourth industrial revolution), it is possible to perform interconnected operations that
bring digital and physical technologies together with IoT operations. This is achieved by a
large number of interconnected devices or machines, applications, as well as people with
industrial applications at scale [3]. This paradigm is commonly known as the Industrial IoT
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(IIoT) that aims to improve the efficiency in operations and product quality of an industry
in real-time. IloT requires minimal human intervention for performing a task. In other
words, it is more automated than traditional computer-assisted industrial systems. It is
predicted that the IloT marketplace will be worth USD 106.1 billion by 2026, and it is worth
USD 76.7 billion in 2021 [4].

In Figure 1, we illustrate the relationship among IoT, CPS, Industry 4.0, and IIoT [5].
In the figure, we can precisely see the intersection between IoT and Industry 4.0, IoT
and CPS, and CPS and Industry 4.0. Common concepts provided in these intersections
are as follows: (1) IoT and Industry 4.0 deals with human-to-machine communications,
inter-connectivity, low-cost sensors applications, machine-to-machine communications,
and cloud computing-based services; (2) IoT and CPS considers fog computing enabling
IIoT, efficient resource sharing, real-time systems, and applications that are coupled with
the physical and virtual computing environment; (3) CPS and Industry 4.0 delivers in-
novative functionalities through Web of Things (WoB) with appropriate computing and
communication infrastructures [6,7].

Figure 1. Relationship among IoT, CPS, Industry 4.0, and IIoT.

We note that an important requirement for IIoT systems is dependability, which has
different facets [8]. Some basic needs of dependability are reliability, safety, availability,
maintainability, and security. Reliability implies to what extent a system operates correctly.
Safety guarantees that no catastrophe occurs when there is a failure. Availability is related
to the readiness of a system for usage. Highly available systems provide their function-
ality even when there is a system failure. High maintainability means that changing the
configuration of a system or replacing failed components is an easy task. Finally, security
is another critical requirement for dependable systems. There are different applications
of IloT with varying issues of dependability. An example of an IloT application is the
industrial automation of smart digital factories. To this end, wireless IloT networks can be
used for real-time monitoring and industrial control [9].

Pervasive [10] and ubiquitous computing [11] have a long tradition of looking into the
integration of physical objects with the digital world. The IIoT combines the components of
the digital and physical worlds of IoT, CPS, and Industry 4.0 by bringing diverse concepts
and technological components of ubiquitous and pervasive computing together for large-
scale industrial sectors. On the one hand, ubiquitous computing is a concept in software
engineering where general-purpose machines (e.g., personal computers) are replaced
by many specialized computers embedded into everyday objects and can be used for
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identifying, sensing, networking, etc., data processing. A typical application for this is
the smart home, whereby with the use of such technology, users can control and monitor
the lighting, thermostat, or even a microwave from a smart phone. Therefore, ubiquitous
computing makes much greater use of technology. It deals with the question of how
entities would communicate in a digital environment, i.e., with digital functionality. On
the other hand, the term pervasive computing refers to the vision of connecting real-world
objects in our everyday life to allow them to communicate with one another embedded by
microprocessors. An example of pervasive computing is smart meters, where the smart
meters send usage data over the Internet to the managing companies. Therefore, along
with the IoT, CPS, and Industry 4.0, IloT potentially represents one of the most promising
technologies, enabling both the ubiquitous and pervasive computing scenarios to the smart
and innovative industrial operations [12,13].

The Internet is a compelling example of a scalable global network of computers that
interoperates across heterogeneous hardware and software platforms. However, the IoT
is not merely the Internet, and it does not rely on IP (Internet Protocol), but it is a new
application trend for the next generation of Internet users [14,15]. The IoT extends the
principles of the Internet as a network organization concept to physical things, in which
everything has a unique identification, based on standard communication protocols, e.g.,
IPV6. This should be machine-readable and associated with a digital representation on the
Web. This paradigm can be envisioned as a things-connected network where the things are
connected with each other using a communication medium. That said, IoT and IIoT can not
be interpreted as the same. A major difference between them is the scale of interconnected
devices/machines, users, applications, and associated services. An IloT system can achieve
higher scale than an IoT system [16,17].

1.1. Problem Statement and Motivation

There are several interpretations to define an IIoT system. For example, according
to [18], it is combined with “machines, computers and people enabling intelligent industrial
operations using advanced data analytics for transformational business outcomes”. According
to [5], IoT “covers the domains of machine-to-machine (M2M) and industrial communication
technologies with automation applications”. The optimization of IIoT can be seen as a transfor-
mation rather than an evolutionary technological progression for both conventional and
non-conventional fields of application. From a logical point of view, IIoT can be seen as a
collaborative and interconnected system with the help of smart devices/machines to share
a common objective as Industry 4.0 and CPSs. From a technological point of view, lloT
combines and adopts various architectures, communication and networking technologies,
processing methodologies, and design concepts to fulfill a common goal based on their
target. That said, the IloT uses a broad range of communication platforms, which integrates
a broad range of technologies, including sensing, networking, service-oriented architecture
(SOA), or even intelligent information processing technologies that deal with complex
system information and its uncertainty [19,20]. In Figure 2, we illustrate the basic concept
of an IloT infrastructure.

The benefits of IloT are promising, for example, for reducing human errors, lowering
the need for manual labor, cost-effectiveness, etc. In addition, it indicates the significant
improvement towards the automation that IloT brings to industry, and at the same time
provides affordability and flexibility in applications for end-users [21]. However, there
are numerous security issues that must be addressed to provide a flexible, scalable, and
trustworthy IloT environment to both the client and users [22]. Recent attacks on IIoT
elevate a significant security concern for industry [23-27]. These attacks can cause a large
amount of business failure/damage and also sometimes may bring about life-threatening
situations. Among others, data security is one of the core issues in an IIoT system (along
with the Industry 4.0 infrastructure). Typically, the nature (e.g., resource-constrained) and
the properties (e.g., heterogeneity, mobility) of an IloT system make it difficult where the
traditional heavy-weight security architectures cannot be applied directly to address such
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issues. Instead, they require additional mechanisms and frameworks that can capture
the particular requirements of an IIoT system. That said, there is a need for a seamless
data exchange platform across companies that allow for efficient data acquisition and
collection, transfer, and analysis of various data sources, for example, in a supply chain
network [28]. Thus, in addition to the technical considerations, organizational aspects, e.g.,
cross-company information sharing and collaboration (through data exchange and data
transparency), are highly demanding. As IIoT is an interconnected network of multiple
platforms, networks, services, and applications, a potential vulnerability in one part of the
system can make an impact on the overall performance of the system to a greater extent [29].
For instance, in 2021, a Canadian manufacturer of business jets called Bombardier was
compromised by a cyber attack. The attackers entered into the network and tried to steal
sensitive information associated with employees, customers, and suppliers [30]. In 2021,
Harris Federation, a multi-academy trust based in London was compromised by a cyber
attack. The attackers disabled the devices and email systems for academics for a short
period of time [31]. In 2017, WannaCry ransomware attacks disrupted the services of
several manufacturers and spread rapidly across many computer networks to collapse the
interconnected systems. It has one of the most significant impacts on the medical facilities in
the United Kingdom's National Health Services (NHS), where MRI scanners, blood-storage
refrigerators, and other types of operation theatre equipment were compromised [32].
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Figure 2. A simple outline of the basic concept of an IloT infrastructure.

Commonly, IIoT inherits security issues from IoT systems [33]. Although the hetero-
geneity in the IToT system further produces complexity in designing a comprehensive and
cohesive system. This requires further studies to investigate the security issues in IIoT
systems. Several surveys discuss the security issues in IloT. For instance, Yu and Guo [34]
present a survey on IloT security, focusing on four key features, namely data confidentiality,
CPSs integrity, secure key establishment, and device management. Tange et al. [35] provide
a survey on research methodologies in existing surveys on IloT security requirements. The
key focus of their survey is to investigate the feasibility of adaptive fog computing services
as a potential security solution for IIoT systems. In particular, it discusses the benefits of
edge intelligence of fog computing applications to IloT applications. Vallois et al. [36]
present security challenges, issues, and requirements for the IloT systems based on three se-
curity services. The focus of their survey is limited to information assurance, access control,
and dependability, which are common to any of the network systems. Panchal et al. [37]
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present a survey on IIoT security highly focused on an Industrial Control Systems (ICS)
point of view. They focus on IT (Information Technology) and OT (Operational Technology)
layers specifically. Xu et al. [38] discuss IIoT security issues from a CPS perspective. The
discussion is limited to control, networking, and computing without the system-specific
needs for cascading services or the emergence of resources. Similar to [36], Jayalaxmi
et al. [39] present a security taxonomy for the IIoT system based on six specific security
services, namely authentication, confidentiality, non-repudiation, availability, integrity, and
privacy. While these surveys present state-of-the-art security issues in IloT systems, their
contributions are specific to certain scenarios. They do not consider the wider aspects of
IIoT systems, e.g., communication, heterogeneity in users and devices, and their interac-
tions at scale from consumers and enterprises’ points of view. Further, these approaches do
not consider the combination of confidentiality, integrity, and availability for IloT services
and applications (especially how data are used and shared) to provide more fine-grained
security controls that are immensely important for IloT security issues.

1.2. Contributions

The business, cultural, technological, and personal advantages are expected to rise
significantly by IIoT commerce and support. This includes smarter cities, creative infras-
tructure, intelligent communications and information sharing platforms, smart healthcare
systems, energy-saving uses, autonomous supply chain management, and smart trans-
portation [40]. However, protecting IloT systems is challenging due to the security, privacy,
and trust issues that constrain the convenience of a digital world into the physical world.
Apart from the security, privacy, and trust concerns, the scale of the number of different
devices, administrations, services, resource-constrained nature of the devices, and the
curtailment of well-known standards and design considerations for an IIoT system fur-
ther makes it difficult to enforce traditional security approaches within it [26]. Therefore,
the baseline security requirements must be robust and scalable. This paper is motivated
by the following research questions: (1) Are the current security requirements enough
to develop a secure IIoT system? (2) What are the potential threats and attacks that are
primary concerns for a seamless IloT application that operates in a multi-organizational
heterogeneous network environment? (3) How can one design dynamic security mech-
anisms for managing authentication, authorization, and access control seamlessly over
billions of interconnected entities in an IIoT system? The goals of this paper are two-fold:
(1) to discuss the various security issues of an IloT system (note, we use the term security
issue to represent attacks, threats, and the potential vulnerabilities), and (2) to use an IloT
layered architecture to demonstrate the various threats and attacks specific to each layer.
The significant contributions of this paper can be summarized as follows:

*  Wereview the existing IloT security issues in a systematic way. We consider broader
aspects of an IloT system (e.g., integration of IoT, Industry 4.0, and various communi-
cation and networking issues related to multi-organizational communications) and
list a set of security issues for the IIoT systems.

¢  We discuss an example use case of IloT architecture based on layers and examine
the identified security issues in each layer. We provide a detailed discussion of the
potential countermeasures against these security issues. It helps to understand the
system-specific security needs in an IIoT architecture at a more fine-grained level.

*  We discuss a set of unique open research issues and list the future research directions
that require further study to ensure the security of an IIoT system at scale.

1.3. Paper Organization and Roadmap

The rest of the paper is organized as follows. In Section 2, we discuss different IloT
architectures based on layers. In Section 3, we provide a detailed categorization of existing
security issues in an IloT system. We list the security issues and show potential threats
and attacks within them. In Section 4, we consider a four-layer IIoT architecture and
show how the functioning of different layers is affected by the various security issues.
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We also provide countermeasures against such security issues. In Section 5, we provide
a discussion on lessons learned. Finally, we conclude the paper with future research
development in Section 6.

2. IToT Architecture

There is no single and well-accepted IloT architecture at present. We consider an IloT
architecture to be dependent on the system’s requirements and the designer’s choice. We
observe that a single vendor does not propose an ideal IloT architecture. Therefore, using
standards can help the architecture take advantage of evolving technologies and standards.
Consequently, it can use powerful IloT devices when they become available. Different
vendors support standards such as WirelessHART [41] and Foundation Fieldbus [42]. The
advantage of using standards is that if a particular type of sensor from one vendor fails, it
is possible to replace it with another vendor as long as they use the same protocol standard
and network technology. This is the crucial part of interoperability. When a sensor is
changed, typically, the system does not need to replace the other sensors or the higher
levels of the IIoT architecture. This signifies the use of standard protocols and networks for
the IIoT systems. On the other hand, new standards have begun to emerge due to the need
to monitor industrial systems and processes, for example, new industrial wireless sensor
network (IWSN) standards of ZigBee, WirelessHART, ISA 100.11a wireless, and Wireless
network for Industrial Automation-Process Automation (WIA-PA), to name a few [43].

Before going to a detailed discussion of security issues and their potential counter-
measures, in this section, we discuss the foundation of a basic IIoT architecture within
which these security issues would function. Several proposals present various architectures
for IIoT. Mostly, these architectures are classified based on layers. Significantly, these
layers typically overlap with IoT architecture. However, significant differences are from
the business, usage, functional, scalability, and implementation points of view. Next, we
discuss some basic architectures of an IoT system and then see how these architectures can
be integrated into the IloT space.

A three-layer IoT architecture is discussed in [44]. The layers are perception (sens-
ing information from the physical layer), network (provides communication between the
layers), and application layers (facilitates communication between the end-users via dif-
ferent apps). To provide more granularity in the system, [45] proposes a four-layer IoT
architecture. These layers are sensing, network, service, and application interface. The
sensing layer is responsible for the collection of data sensing from the physical environ-
ment. The network layer helps in communications among the various components with
the architecture, supports data aggregation, and maintains Quality of Service (QoS). The
major functionalities of the service layer are service processing, divisions, monitoring, and
configuration. Finally, the top layer (i.e., the application interface layer) is responsible to
provide smart IoT services to the end-users.

Proposals [46—48] present a five-layer IoT architecture. These layers are object, object
abstraction, networking, service composition, and application. The object layer (also
known as the perception layer) is the bottom layer of the architecture. It is composed of
vast and heterogeneous sensors, actuators, and other smart-sensing objects. The object
abstraction layer passes the collected data to the next layer, called the networking layer. It
is responsible for providing networking between the other layers of the architecture. The
service management layer performs the service decisions tasks. The service composition
layer helps to aggregate various services using specific hardware platforms. Finally, the
application layer renders desired interfaces for the end-users to access the services via
apps.

Al-Qaseemi et al. [49] present another five-layer architecture for the IoT. These layers
are perception, access gateway, network, middleware, and application layers. The mid-
dleware layer is introduced to provide a more flexible association between the hardware
devices and effective communications to various applications by enabling real-time infor-
mation flow. In [50], the authors propose another five-layer IoT architecture. These layers
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are objects, object-abstraction, service management, application, and business manage-
ment layers. The newly provisioned business management layer is the topmost layer of
the architecture. It controls IoT system activities and manages services using dedicated
business models applied to the received data from the service management layer (through
the application layer).

In proposal [51], authors illustrate a relationship between a three-layer (e.g., [52]) and
a five-layer (e.g., [50]) IoT architectures. In comparing these architectures, the authors argue
that the object and the object abstraction layers in a five-layer architecture are the same as
the perception and network layers in a three-layer architecture, where the application layer
in a three-layer architecture is composed of the core functionality compounding of the
service management layer, application layer, and business management layer of a five-layer
architecture.

CISCO provides a seven-layer IoT reference architecture [53]. From bottom to top,
these layers are physical devices and controllers, connectivity, edge (fog) computing, data
accumulation, data abstraction, applications and collaboration, and processes.

For IIoT, a three-layer architecture is discussed in [5]. The layers are sensors, networks,
and services. Another three-layer architecture for IloT is discussed in [38]. Unlike [5], it
is composed of physical, communication, and application layers. Proposal [36] discusses
a four-layer IloT architecture composed of thing, network, middleware, and application
layers. The newly introduced middleware layer is the central point of the architecture
that consists of different applications, middleware services, databases, and management
software. In [54], a four-layer IloT architecture is presented. These layers are perception
fog, cloud, and application layers. Fog layer has been introduced to minimize the latency in
decision making at the edge devices, consider the resource-constraint nature of the devices,
and improve battery life of the devices in offloading the intensive computations. Another
four-layer IloT architecture is presented in [39], composed of perception, network, support,
and application layers. The functioning of the support layer can be regarded as a data
layer performing data analytics tasks. In [37], a five-layer IIoT architecture is discussed.
The first layer is composed of embedded devices, sensors, and actuators. The second
layer is composed of Distributed Control Systems (DCS), Programmable Logic Control
(PLC), and Gateways. The third layer is composed of SCADA systems. The fourth layer is
composed of office applications, Intranet services, Web services, etc. Finally, the fifth layer
is composed of enterprise applications, and cloud computing services. In Figure 3, we
present an outline of three distinct IIoT layer architecture (three-layer [5], four-layer [39],
and five-layer [37]) discussed above.

We argue that an layered IloT architecture must support an industrial platform’s
scale and diverse nature of connected objects, applications, and associated services. At
the same time, the architecture must be flexible to collect contextual information, store
processed data, analyze the operation and detect anomalies, visualize the performance,
and execute the instruction with high efficiency. The architecture also needs to handle
the essential elements in traditional information security, i.e., communication, control,
and computation [55]. We argue that an ideal view of an IIoT architecture should contain
the different requirements of the IloT system, and simultaneously fulfill the dynamic
nature of the system. This also needs to include operational efficiencies with wireless
cellular connectivity while maintaining seamless communications and semantic between
the layers [56].

For our purpose, in this paper, we consider an IloT architecture discussed in [39]. Note
that we select a four-layer architecture that can be potentially used in different IIoT systems.
It has the ability to hold the components of a three-layer IIoT architecture, and at the same
time, a four-layer architecture can easily be enhanced with more components to represent
a fine-grained five-layer IIoT architecture. That said, our present study on IloT security
issues can easily be fit into any of the architectures that we discussed above. Recall, [39]
consists of four distinct layers (i.e., perception, network, support, and application layers).
Further, we argue that this architecture can deliver the basic functionalities and is able
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to maintain seamless communication to the end users. Recall’s perception layer collects
information from the physical environment and sends the collected information to the next
layer (i.e.,the network layer). The network layer manages and transforms information to
the next layer (i.e., the support layer). The support layer performs data analytics tasks (e.g.,
data division, composition, etc). Finally, through the application layer, end users can access
the desired services.

Enterprise
Application
Internet,
Web Services

Application

Networks

Support

PLCs, Gateways,
SCADA

Distributed Control

Network

Systems

Perception Sensors,
Actuators

Three-Layer lloT

Four-Layer lloT Five-Layer IloT

Figure 3. Outline of various available IIoT architectures based on layers (three-layer [5], four-layer [39], and five-layer [37]).

3. Security Issues in IIoT Systems

In this section, first, we discuss an application scenario of IIoT infrastructure to
motivate the need for security. Then, we discuss the various security issues present in an
IIoT system in detail.

3.1. An Application Scenario

There are various applications for IIoT, for example, automation industry, smart
manufacturing, logistics, automobile and construction, smart healthcare systems, supply
chain optimization and management, etc. [5,57-59]. In this section, we employ a use case
of a smart healthcare system as an IIoT application. We select a smart healthcare system as
an example, as it deals with sensitive, private, and critical information where security is a
significant concern [60]. We examine the smart healthcare system based on the four layers of
an IIoT architecture, which is discussed in [39] (cf. Section 2). In Figure 4, we illustrate the
employed scenario. Different sensors are attached to the patients, and the perception layer
collects information from the patients. Then this information is transferred to the hospital’s
internal database through the network layer, which is responsible for communication. Next,
records are analyzed in the service layer, and appropriate recommendations (e.g., alteration
of meditation or associated examinations) are made for the specific needs of the patients.
Finally, doctors and caregivers can access this information through the application layer.

3.2. Security Issues

As noted earlier, some security issues in IIoT are inherited from IoT. Thus, a few
of them can be overlapped for both IIoT and IoT systems [61-67]. For instance, Sicari
et al. [68] suggest developing a scalable, robust, and structured (i.e., divided into layers)
security infrastructure for the IoT systems. Roman et al. discuss IoT security issues from a
distributed IoT architecture point of view. They also enhance the edge intelligence of the
devices and collaboration between them to satisfy a common goal [69]. They emphasize
edge intelligence, resource-constrained IoT device provision to the services at the edge
of the network (e.g., edge computing [70]), and collaboration. In such a case, the devices
generate a diverse collaborative resource sharing environment among other devices located
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in proximity. This is also envisioned for the IloT discussed in proposal [34]. Both of
the proposals address the issues of communication, control, and computation, as well as
the potential security issues related to authentication, authorization, and access control.
Proposal [71] discusses IoT security requirements looking at logical and technological
points of view (includes device interactions, and technological device collaborations),
which further advance the necessity of the IoT security requirements discussed in [69,71].
These features are significantly relevant for IloT systems as well.
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Figure 4. An illustration of a smart healthcare application scenario used in our paper.

Monjur et al. [72] present the state of the art security in distributed decentralized IloT,
focused on three core issues, i.e., privacy for humans, the confidentiality of the business
process, and third-party dependability, which supports scalability and usability issues.
The authors analyze the most recent approaches related to IoT security based on integrity,
confidentiality, authentication, privacy, trust, and mobility management.

Apart from the logical, technological, and architectural points of view, the integra-
tion of different IloT security requirements poses several legal challenges over multiple
jurisdictions. Further, the IloT system must adjust to node failures and avoid a single
point of failure for resilience to attacks. For data authentication, the client identity and the
object information must be authenticated and then authorized for providing the desired
assistance. From an access control point of view, successfully providing the informa-
tion/resources to the authorized users also brings new security issues of trust. That said,
the information/resources must be shared between trusted parties authorized to access
the information/resources. Finally, the privacy of a specific user must be secured by the
service provider within the system. We consider a wider context of IloT and examine
potential security issues that may come from communication, devices, networking, users,
applications, and services. That said, we consider the broad range of areas, including
CPS, Industry 4.0, and IoT. In Figure 5, we illustrate the core security issues of an IloT
system [39]. Note that these are security issues common for general IoT systems; however,
in the case of an IloT system, its scale and nature of adversary are different. Based on these
core security issues, we list a number of potential security concerns as follows:
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Figure 5. Outline of the core security issues in an IIoT system.

3.3. Security Issue 1—Controlling Over Communication

In this case, an attacker targets routing protocols and network traffic, and redirects
the routing path from the original receiver to an insecure destination. Due to the high
network dynamics and unpredictable nature of the IIoT systems, it is challenging to enforce
a fixed and secure routing mechanism for the present IloT systems. Therefore, with the
lack of a predefined routing infrastructure, it is difficult to cooperate and communicate
securely with one another in such systems. In a routing attack, an attacker can misconfigure
routers, gateways, and even DNS (Domain Name System) servers and selectively drop
messages unfavorably [73]. In a DNS spoofing attack, an attacker takes control over the DNS
server and unlawfully diverts network traffic to the attacker’s devices that further launch
attacks against the user’s data confidentiality and network hosts [74]. Moreover, an attacker
can spoof the identity of an attacked node’s IP address and create a TCP (Transmission
Control Protocol) session hijacking by impersonating a victim node. In such cases, attackers
first capture an IloT device and inject malicious codes into the router to impersonate a
device’s identity.

The most common forms of this types of routing attacks are blackhole, wormhole,
sybil, and pharming attacks [75]. In a blackhole attack, the compromised nodes divert data
packets to another insecure location by falsely declaring a new direction to some targeted
(i.e., malicious) destination and drops them before reaching the original destination. In a
wormbhole attack, an attacker makes a tunnel and secretly captures data packets from a
specific location in the routing path and then transmits them to another insecure location.
In a Sybil attack, an attacker creates a false identity (by providing false credentials) and
uses this “Sybil” identity with another node to masquerade untrusted information to
compromise the whole network [76]. In the case of a pharming attack, an attacker infects
a large number of trusted nodes in a DNS server with malicious codes or changes the
host files on a compromised computer. This redirects a legitimate website’s data traffic
to an insecure and fake site created by the attacker [77]. Returning to our use case of
smart healthcare infrastructure, these are potential threats towards users’ (i.e., patients) and
devices’ (i.e., the sensors attached to the patients) data privacy. In such cases, the attackers
can masquerade a reputation system for gaining unauthorized control over the data traffic
of the communications [78].
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3.4. Security Issue 2—Infecting Data Packets

In this type of attack, an attacker controls an IloT device by injecting malicious codes
into the data packet [79]. Attackers mostly try to gain extensive control over the resource
of a victim node (e.g., source, destination, number, size, as well as the transmission time).
This can be done in two different ways, via an active attack and a passive attack [80]. These
are discussed as follows:

In the former case (i.e., the active attack), one of the most frequent attacks is the Man
in the Middle (MITM) attack. In this case, the attacker joins the network as a legitimate
user and gains control over the nodes through the active attack path to sniff information.
In an MITM attack, an attacker sits in between two nodes (the sender and the receiver)
and creates an independent connection by secretly relaying traffic between the nodes,
making the attacked nodes believe that they are directly communicating with one another
(by impersonating the sender for transmitting information to the receiver) [47]. This is a
potential threat to the IloT systems towards data modification and data fabrication.

In such cases (i.e., data modification and data fabrication), the attacker captures data
packets and collects its information (e.g., destination header) and then tampers (i.e., doing
intentional alteration of data packets) with the information to inject a malicious code and
makes an unauthorized attempt to channel the modified data packet to another unsecured
network direction rather than its actual destination [81]. By tampering with the data
packets, attackers get unauthorized access to the data traffic as they drop data packets
while passing through the unsecured channe, or cause a further delay in forwarding other
data packets.

Another form of the active attack is the jamming channels attack. In this type of attack,
attackers exploit the transmission and stuff the network with the infected data packets
to disrupt normal communications. This can be done by re-sending a data packet over a
long period of time to saturate the system’s buffer [47]. Furthermore, unauthorized data
manipulation via spoofing of identities (e.g., manipulation of a node’s digital identity by
impersonating falsified data) can allow an attacker to successfully gain control over the
data packets of the victim node [82].

In the latter case (i.e., the passive attack), the most common form of attack is eavesdrop-
ping, where an attacker takes unauthorized control over an IloT node and silently listens to
the real-time conversations between the users and captures the information transmitted.
This allows the attackers the ability to capture and manipulate sensitive information in
real-time through traffic analysis and traffic monitoring that intercepts and reads different
communication patterns and other secret information (e.g., decipher the payload) between
the victimized nodes [83].

3.5. Security Issue 3—Flooding Attack

In this type of attack, attackers send an extremely high volume of traffic that causes
service unavailability to its users. The most common form of this type of attack is DoS
and DDoS attacks [84]. In these attacks, attackers take control over the network and make
the network traffic unavailable to the users connected to the network. These types of
attacks are more vulnerable for IIoT systems because of the resource-limited nature of the
IIoT devices (e.g., memory size, processing capability, or battery power). That is, these
resource-constrained devices are running out of memory with unwanted information
rather than holding a piece of actual information. In such cases, a compromised device can
make an impact on the services of other interconnected devices for delivering dedicated
performances [85].

In a similar way to the DoS and DDoS attacks, attackers can also flood the network by
the SYN flooding attacks [86]. In this attack, attackers exploit the transmission and stuff the
network by sending a succession of SYN requests over a long period to saturate a system’s
computational resource, making the system unresponsive to legitimate traffic. The SYN
requests are the half-opened TCP connections that are generated by the victim’s node.
The fundamental of this attack is that when two nodes communicate with one another
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over the Internet’s TCP, they must establish three-way handshaking before a successful
communication occurs. However, in such attacks, the attackers flood the network with the
SYN requests, which does not allow the other nodes to complete handshaking to make a
full open connection between them. One of such significant attacks in the smart healthcare
sector is the “WannaCry” ransomware attack [32].

It is also possible that the attackers flood the victim’s routing table to make the routing
path unavailable to an authorized node within the system [87]. In such a case, the attacker
node creates excessive numbers of route advertisements and channels them to the network
to flood the routing table. Recall that, due to the high mobility of the IIoT systems, it is
impractical to enforce a predefined routing path for them. In addition, this type of attack
makes the device more vulnerable resulting in legitimate devices becoming unable to
communicate with one another [88].

3.6. Security Issue 4—Attack on Physical Devices

As the majority of IloT devices function in open and unrestricted settings, this poses
high-security threats for those devices against physical attacks [89]. The most common
damage could be device damage and disconnection, which may cause serious disruption
over the network. For instance, an attacker physically disconnects a device (e.g., laptop,
smartphone, air-conditioner machine) from the Internet.

Control over IIoT devices can be made in two ways when an attacker controls a single
device and collectively controls several devices. In the first case, an attacker can insert a
user’s home network and disconnect a device from the Internet [90]. We argue that this
kind of attack is not uncommon to IIoT systems. This can be applied to any networked
computing system. However, the resource-limited characteristics of some devices make
them further endangered where conventional security mechanisms cannot be embedded
properly [61,91]. This will disrupt the system as data will be coming from various sources.

In the latter case, an attacker can control the functionality of many IIoT devices and
manipulate services by disrupting the operation, e.g., block the service of the monitors
in a traffic controlling unit to make unavailable the current traffic transport flows [92].
Furthermore, most of today’s televisions (TVs) in the marketplace are embedded with
a feature to surf the Internet in real-time, but in a TV, there are no firewall, antivirus
protection, or monthly software update features. Thus, it is possible for an attacker to lock
and jam the TV screen with unwanted advertisements for extortion of payment by money
(e.g., bitcoins) to unlock the screen. Likewise, an attacker can lock the door of a refrigerator
and turn down the cooling system, and demand payments to return the refrigerator to its
normal operations. It is also possible that having compromised a smart physical device, an
attacker can capture and control a remote car or the other IIoT devices that are connected
to that device, e.g., taking control over an aircraft operating system [93].

In addition, attackers can malfunction devices through data exfiltration. In an IloT
system, data exfiltration can be done by an attacker when performing various malicious
activities through different techniques. For instance, rotate the service of an electric heater
in an unauthorized way, so that it cools during winter and heats during summer, and turn
on the lights of a room when a person leaves the house [92,94].

3.7. Security Issue 5—Impact on Devices’ Performance

In these types of attacks, one or more devices are compromised by the attackers.
Then, a collection of malicious devices are controlled by the attackers to enact malevolent
performances on the sensitive data without the user’s knowledge. For example, in an
IoT-enabled healthcare system, if an attacker gains access to a portable mobile device
(e.g., Fitbit, or smartphone), it can then enter and hack the hospital’s internal database
management system through identity spoofing. Attackers can collect a patient’s health
record or even steal the identity of the patient [95].

It further helps attackers to perform replay attacks to the IloT systems by transmit-
ting copies of a stream of messages between the devices to make delays in a valid data
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transmission [96]. Combined with device controlling and analysis of the devices’ data, it
becomes a possible threat towards the privacy in the IIoT systems.

An attacker can attack an IIoT device to degrade the memory space and battery capac-
ity by memory exhaustion and battery corruption attacks [71]. In the former (i.e., memory
space), the IloT devices, in general, are restrained from extended processing capabilities
due to less memory and processing power. Thus, attacking these resource-limited devices
on a mass scale can be a potential threat to break down the entire system’s operations
that are connected to these devices. This attack can be made by state manipulating both
the “memory performance” and “memory allocation”, for instance, a heatstroke attack, in
which an attacker repeatedly accesses a shared memory/resource and makes the space un-
available to other definite applications [97]. In the latter (i.e., battery capacity), a DoS/DDoS
attack can drain a huge amount of power, and it would potentially affect the device to gain
further service availability for computational processing and data transmission by keeping
them in a busy state [98].

3.8. Security Issue 6—Device Impersonation

This is defined as the use of another person’s identity, pretending to be someone
else. Device impersonations in IloT are becoming a critical issue because a particular
service in IIoT is constructed by a collection of data sources that come from various devices,
contexts, locations, and users [99]. In the case of a heterogeneous, dynamic IIoT system,
each device has its own unique identity, but they may not be known to each other in
advance. Therefore, securing identity management is crucial to protect fraud against device
impersonation [89,100].

Identity in a system establishes the authorization of a device or another system that is
allowed to access certain information [82]. Damage can be done by distorting a device’s
identity (using identity fabrication) and aggravating the reputation of a system. Further, this
can be performed via identity spoofing, where malicious entities gain unlawful entry into
IIoT regularities. This can lead to an attack that can block or manipulate a system’s resources
and disrupt the integrity of a database by data forgery. We note that design of an identity
management mechanism would not only consider the device’s identifiable information but
also take into consideration the attributes and the context of the systems [101].

3.9. Security Issue 7—Privacy

The massive scale of IIoT and the dynamics in communications, make the system
more vulnerable from the privacy point of view for protecting personally identifiable
information (PII) [102]. The device’s privacy protection (e.g., information related to a
device’s daily tasks, frequency of interactions with other devices, etc.) requires dynamic
security protections to make IloT systems more secure from potential threats and attacks.

An attacker may try to break a communication path and make a replay of interactions
to perform transactions under a falsified identity. Further, the attacker can manipulate
unauthorized logging data of a system and can generate trust-related attacks, e.g., self-
promoting attack (a malicious node provides a positive reference for itself), bad-mounting
attack (a malicious node provides a negative reference against an exemplary, i.e., good
node), and good-mounting attack (where a malicious node giving good recommendations
for themselves) [68].

Another dimension of privacy is important for IIoT systems, i.e., context-aware privacy
mechanisms. This will help to implement security protection by taking into account the
current environmental requirements (e.g., location, device, user, etc.) [69] and privacy-by-
design principles [103]. Further, an attacker can disclose a user’s privacy by taking explicit
control over devices via device capturing and tracking and tag tracking (e.g., RFID tag
tracking). One considerable issue is the theft of credentials (e.g., logging information and
password) in such cases. This can be done by the device’s identity spoofing, in which an
attacker can enforce non-authorized IIoT device’s control (e.g., medical equipment) by
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violating the elevation of privileges and bringing a malicious action (e.g., changing the
dose of an insulin pump) into an authorized session [104].

3.10. Security Issue &—Data Confidentiality

Confidentiality ensures that the data are protected from unauthorized entities. In a
centralized IloT system, a user’s confidential data are stored inside a traditional server,;
however, in the case of a large-scale IloT system, sensitive information can also be stored in
distributed locations. Therefore, IIoT systems experence issues, e.g., protecting business’s
confidential information and individual confidential information [105,106]

One of the common ways to get a user’s confidential and private information (e.g.,
username, password, bank details, etc.) unlawfully is a phishing attack. This can be done
by sending emails, seemingly legitimate emails, that contain a malicious link (e.g., malware
or spyware), and when a user clicks on the link, their sensitive information is transferred
online to the attacker’s device [107]. Another possible attack on data confidentially could be
the MITM attack, which may be caused due to insufficient authentication and authorization
mechanisms, lack of transport encryption schemes, and weak access control enforcement. It
could be a potential threat of disclosure of users’ sensitive data unlawfully by the attackers.
Therefore, protecting the databases as well as taking security measures for local data (i.e.,
data located inside an IloT device) is important in the context of data confidentiality in an
IoT system [69]. It is also imperative to design security protocols for resource limited IloT
devices that require a minimum of identifiable information of users and devices.

3.11. Security Issue 9—Heterogeneity of Networks

The improvement and demand on wireless and mobile communications enhance the
various IoT applications by improving energy consumption of the devices, overall through-
put, and communication techniques that apply directly or indirectly on the devices [108].
These communications include various networks (e.g., Wireless Sensor Networks (WSN),
Wireless Mesh Network (WMN), SCADA, etc. Such highly dynamic network environ-
ments make an IIoT system more vulnerable, especially for the devices located at the
edge networks [109]. One common security issue is the exposure of secret (private and
sensitive) information via packet dropping attack [64]. A packet-dropping attack is one
kind of DoS attack, where the compromised nodes drop packets to make the connection
path unavailable between the source (i.e., sender) and destination (i.e., receiver) nodes.

3.12. Security Issue 10—Non-Trusted Network Connection

In an IIoT system, the majority of the devices often perform networking functions in
an open (and maybe public) wireless networking environment [110]. The edge devices
could be attacked by the de-synchronization attack in which an attacker can take control
over communication between two devices and disconnect an established dialogue [111].
In this attack, an attacker de-synchronizes a tag’s key (e.g., RFID tag) that is stored in the
back-end server and the key that is located in the tag’s memory. Therefore, in a future
session establishment, it is impossible to get synchronized with the correct pair of keys
required for authentication. In addition, in a non-trusted network connection environment,
the IIoT systems can face DoS attacks where an attacked node would send more and more
data packets to a trusted node to disintegrate the whole network [68,94].

3.13. Security Issue 11—Dynamic Infrastructure

One of the significant characteristics of IIoT is that the interaction between the objects
is dynamic [112]. However, the nature of the communication does not rely directly upon hu-
man interventions. Therefore, these dynamics of the IloT system must be considered when
designing architecture. From an organization’s point of view, with the rapid development
of IIoT, companies try to put every end node to the Internet or their private networks or
public and private cloud infrastructure. However, the nodes do not necessitate connecting
across a public Internet infrastructure for communication. Still, they can connect via any



Appl. Sci. 2021, 11,9393

15 of 33

network (e.g., Wireless Local Area Network (WLAN), Personal Area Network (PAN), or
Wireless Body Area Network (WBAN), which can be uniquely identified and are address-
able [113]. This infrastructure is not only composed of a large number of networks, but
it also contains billions of resource-limited IIoT devices, which further generates security
challenges (e.g., threats and attacks on automatic cars, power grid systems, etc.) for the
developers, designers, and business processes that come from a dynamic infrastructure.
Therefore, this diversified infrastructure of networks and devices requires better security
protections that could safely integrate a real-time IIoT state into the physical world [114].
This is significant in a dynamic network infrastructure like healthcare, where a patient’s
registration to a diagnosis is highly dependent on the communication infrastructure.

3.14. Security Issue 12—Anonymity

IIoT devices can transmit beacons that can be collected by a server and generate infor-
mation of real-time activities, e.g., the device’s physical locations, and different activities in
a certain time frame performing locally or remotely [115]. Moreover, an IloT device can
communicate with another device with real-time notifications using Bluetooth low-power
communication techniques to share a range of possible applications and information e.g.,
traffic information, retail, or shopping information (e.g., Google Physical Web [116]).

This location-based information is a popular choice for attackers. More specifically,
“the idea is to build a map reflecting on the activities, mobility behavior, and other mobile
patterns of an entity using the data gathered from other attacks” [117]. The location- and
tracking-related attacks (sometimes referred to as inference attacks) are major concerns in
such cases, where a device may wish to keep its information confidential from a group of
other devices [118]. With such location-based information, an attacker can take control
over a device through device tracking or tag tracking and can be vulnerable to the other
devices that are connected to them and sharing real-time information [119].

Due to the massive scale of IIoT systems, dynamics in interactions, and resource-
constrained (e.g., memory and battery) characteristics of the devices, as well as bandwidth-
constraints, traditional TCP-based security mechanisms cannot be applied directly to
them [47]. Therefore, it is a major challenge for securing access control by rejecting unau-
thorized data monitoring and unauthorized access [91].

Anonymity refers to the situation where an entity performs a task but remains anony-
mous to others [120]. The anonymity in the system must ensure that the attacker can never
be able to discover the entity’s personal information to breach privacy and pose further
privacy-related attacks. For example, an attacker can guess the initiator’s information
(through tracked stream) in an anonymous connection and, on that basis, modify the
communication path to another insecure destination [121]. To ensure a device’s or user’s
anonymity, the system should employ a robust authentication scheme. However, in the
case of IIoT, the devices themselves lack insufficient resources (e.g., memory and storage)
to run heavy-weight security mechanisms. This further suggests the need for lightweight
security mechanisms for the IloT systems [78,122].

3.15. Security Issue 13—Cross-Domain Jurisdictions

Jurisdiction refers to a particular area (or territory) defined with a specific set of rules
and regulations that are granted by some administrative authorities. In an IIoT context, it
can be referred to as various networks of devices within one jurisdiction or spreading over
multiple jurisdictions (cf. Figure 6). The data that reside in multiple jurisdictions, depend-
ing upon the various locations, may directly or indirectly be affected by various legal and
law enforcement agencies [123]. For instance, in an industrial supply-chain network, com-
munication is necessary over cross-domain jurisdictions from product manufacturing to
delivery to the end users [124]. However, how to manage and coordinate such information
among various service providers while preserving the device’s privacy is a challenging
task. This is due to the lack of dedicated interoperable communication protocols that
autonomously trigger actions with or without physical human intervention [125,126].
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3.16. Security Issue 14—Heterogeneous Infrastructure

Unlike the emergence of the Internet, which focuses solely on online services and
applications, the IIoT integrates various infrastructures and services in a more scalable
and usable paradigm to better serve the society beyond its connectivity. An IloT system
can include IoT, cloud computing [127], fog computing [128], mobile computing [129], and
industrial networks [130]. This helps with the more widespread distribution of information
not only for human users but also for the billions of pervasively interconnected smart
devices.

Notably, IoT device by themselves, in isolation, cannot compute, analyze, or store
the massive amounts of data collected from the physical environment. This, in other
ways, advances the dependency of the IoT over the infrastructures mentioned above.
The integration of IoT and such infrastructures are challenging and introduce numerous
security and privacy issues for them. For example, in a heterogeneous loT-based healthcare
system, a patient’s health-related records are captured via a blipcare (a Wi-Fi blood pressure
monitor) and transfer information to the cloud-based infrastructure in the hospital. Doctors
can view the record using their smartphone, which uses a mobile cloud infrastructure.
Further, a doctor can generate health alerts to the patient’s family members, who are
connected over a social network infrastructure with the doctor. Therefore, any of these
stages of data collection, their transmissions, processing, analysis, storage, and sharing
of medical information with others are vulnerable to attackers who can breach user’s
personal information by penetrating any of the communication networks between the
infrastructures [131,132].

This heterogeneous infrastructure and service introduce trust-related attacks for users
as well as for organizations by making possible the disclosure of a user’s identity and
unauthorized data access. We argue that, while global connectivity is important for IloT,
it is also significant to ensure security in local areas to minimize the overall impact of an
attack [133].

3.17. Security Issue 15—Cascading Services

The cascading of service refers to the combination of two or more different services
into a single service that allows access by several others in order to use those services [134].
This is significant for IIoT as it combines a massive number of cooperative services due to
the rapid growth of Service-Oriented Computing (SOC). In such cascading services, IloT
devices represent the services, and the links between the devices represent the dependency
among the services [135]. The potential security issue in IloT is the failure of cascading
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services and misuse of the services by malicious actors. The failure of cascading service is
unique in IIoT than in other traditional services due to the pervasiveness in interactions of
devices within the system. As a result, this is vulnerable since the cascading failure leads
to the failure of other services that are interconnected [136].

3.18. Security Issue 16—Emergence of Resources

With the growing demand for IoT-based applications in industrial sectors and the
rapid improvements of low-cost and low-powered IoT devices, from large companies to
small investors there is a greater need to shift their specific market segments for a quicker
adaptation with the emergence of this resources [137]. While the emergence of resources
needs better data management, the major challenges for a widespread adoption of IoT are
the lack of skilled and experienced professionals for collection, integration, and distribution
of these resources [138].

Furthermore, the big volume of data (i.e., Big Data) in the IloT makes it more chal-
lenging to secure management of the resources [139]. Moreover, the massive number of
data attributes in big data (e.g., medical records in an organization) can potentially target
attackers to manipulate sensitive information and perform unauthorized data access. This
further breaches the trust relationships between various users that enhance the risk towards
user’s privacy with an automated invasion attack [117]. In such an attack, the attacker illegally
collects a vast amount of information about a system and conducts automated data mining
to gather the essential information. Importantly, the way to provide trustworthiness of
resources in an IIoT system is an emerging research concern [133].

4. Security Countermeasures in IIoT systems

In this section, we discuss the potential security countermeasures of an IloT system.
For this purpose, in particular, we revisit the four-layer IloT smart healthcare architecture
discussed in Section 3.1. Next, we see how different layers of the IIoT architecture are
affected by the various security issues we identified in the earlier section and then consider
their potential countermeasures. They are as follows:

4.1. Perception Layer

This layer consists of a large number of sensors and actuators. These components can
automatically sense (i.e., identify) things and collect parameters (i.e., information) from
the physical environment. The scale in the number of devices in an IIoT system shows
that these devices can be stationed at once or incrementally upon the context and practical
requirements [63]. Some unique security requirements in this layer are related to devices’
authentication (prove its identity), authorization (whether it is allowed to access a resource),
and securing access control of these devices for authorized data acquisition.

Returning to our list of devised security issues, among others, we observe that security
issues 4 (i.e., attack on physical devices), 5 (i.e., impact on devices” performance), 12 (i.e.,
anonymity), and 13 (i.e., cross-domain jurisdictions) are major concerns in this layer. To
protect the devices from security issue 4, a more practical approach should be taken; e.g.,
the devices should be checked and monitored frequently and enhance the protection in the
server storage. Moreover, the hardware of the device should be checked and evaluated
frequently, particularly those that are unattended for a long time. Finally, we note that the
SCADA system can play an important role in IIoT applications [140]. To protect a SCADA
system, some physical security measures (standards) must be taken. For this purpose the
employed hardware components should meet the NIST (National Institute of Standards
and Technology) and FIPS (Federal Information Processing Standards) standards [141].

We observe that trustworthy data sensing systems can be enforced to address secu-
rity issues 4 and 5. Service requests are granted in such a trustworthy system based on
specific trust values calculated by a trust management system. However, trust manage-
ment is highly dependent on how the trust is collected. Trust can be collected in two
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ways, directly (i.e., direct interactions between the entities) and indirectly (i.e., based on
recommendations) [142]. In Figure 7, we illustrated a simple trust management process.

For instance, an identity-based trust management model, e.g., [143], can be employed.
This model follows a key-based trust agreement at the beginning of communication within
a network domain. The novelty of this approach is that it can determine malicious objects
coming from an outside network and is then able to update the other nodes within the
network reading this malicious node information (with a specific trust value). Therefore,
it can improve the authentication and authorization security of a network by reducing
abnormal communications between the trusted and malicious nodes. It ensures protection
for unauthorized control over the devices.
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Figure 7. An outline of a simple trust management process.

To address security issue 12, a mobility-aware policy-based security technique can be
employed [144]. This uses Quantum Lifecycle Management (QLM), a messaging standard
that provides generic and standardized application-level interfaces for the IoT to achieve
secure two-way communication in a privacy-preserving manner. Furthermore, this security
technique enables real-time control over devices, and thus an entity can control a device’s
movements and restrict the device’s information (e.g., location and activities) to others. In
addition, IP-based security management protocols that are usable to a distributed system
can be used for achieving end-to-end encryption and integrity protection between edge
devices [145].

To address security issue 13, there is a need for seamless integration between various
service providers and service users within the IloT system. Importantly, this is to ensure that
when a device is collecting data from other devices that reside in cross-domain jurisdictions,
the legal issues (including policy enforcements) should be taken into consideration for
acquiring resources and their distributions [146]. However, it is difficult for an IloT system
to seamlessly integrate the vast number of members of devices and their services. In such
cases, privacy-preserving authentication and data control schemes can be employed that
ensure the security and privacy requirements for cross-domain jurisdictions [147]. This
scheme helps seamless integration of two underlying cryptographic primitives, called
blind-signature and hash-chain, and delivers them into a single authentication and key
establishment protocol that is flexible and lightweight in nature. The blind signature is
defined as a digital signature that is used by another party to gain access to a message
using the first party’s signature without revealing any information. The usefulness of this
scheme is that, on the one hand, the service provider can authenticate the authorized users
using digital signatures, and on the other hand, the user can maintain their privacy without
being tracked by the activities they performed.

4.2. Network Layer

This layer consists of various wired and wireless networks. The major functionality of
this layer is to provide seamless communication to other layers. It is also accountable for
transferring information from the perception layer to the support layer. The immense het-
erogeneous networks in this layer are WSNs, WLANSs, 3G, 4G, Wi-Fi, Bluetooth, etc. [148].
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Returning to our devised security issues, we find that the security issues 1 (i.e.,
controlling over communication), 2 (i.e., infecting data packets), 3 (i.e., flooding attacks),
9 (i.e., heterogeneity of networks), 10 (i.e., non-trusted network connections), and 11 (i.e.,
dynamic infrastructure) are major concerns in this layer. To address security issue 1, an
attack-resistance trust-management-based routing protocol can be employed [149]. The
proposed routing protocol can evaluate propagation reputation in a distributed system
using a beta function (i.e., probability density function). This protocol is useful for the
IIoT systems where a reliable trust relationship can easily be established among the self-
organized nodes that are known to each other and interacted with previously.

Further, a context-aware, secure multi-hop routing protocol can also be employed to
address the security issue 1 [150]. Nodes need to authenticate themselves before joining
a network using multi-level security parameters (e.g., authentication, authorization, and
trust) in this routing. The protocol is based on a user-controllable multi-layer (UML)-
aware secure algorithm [151], which further enhances IloT security issues by improving
inter-connectivity using trust levels among the devices. It is also useful when applied
in IIoT systems, as this protocol reduces significant overhead in the network. In this,
users are located at the application layer. The UML layer provides appropriate network
addressing by the routing agents. The address unit checks the users’ pre-assigned ap-
plications and addresses to access a particular resource. The User-Controllable Entry
(UCID) and Unique Code Generator (CG) are two modules that also help to verify the
pre-assigned applications.

To address security issue 2, intrusion detection system (IDS)-based security architec-
ture, e.g., [152], can be used. This architecture provides end-to-end security between two
IoT nodes connected in a 6LoWPAN-based network. To address security issue 3, privacy-
preserving data mining (PPDM) techniques can be used [153]. This technique integrates a
random number generator in the IoT tag and readers and applies cryptographic one-way
hash functions on them; thus, if an IoT node is attacked, it is infeasible to invert the number.
This minimizes sensitive data disclosure by a compromised node and thus protects the
resources’ privacy.

A privacy preserved access control protocol [154] can be used to address security
issue 9. This protocol helps entities to understand and locate who is collecting and accessing
their data and which part of the data is being collected and accessed and at what time it
is happening. Using this protocol, a user can separate and place their data in different
privacy levels in an IIoT system. Then, according to the data privacy level, they give
appropriate access control permission to other users. This helps to balance data authenticity
and data integrity in the system. Moreover, the access control permission is performed
based on the context-aware k-anonymity technology and role-based (e.g., authority and
responsibility) access policies [155], in which access control systems can determine a user’s
access privileges based on their roles assigned to different privacy levels.

To address security issues 10 and 11, secure mobile handshake mechanisms e.g., [156,157],
can be employed. The proposed mechanisms verify insecure mobile nodes over an insecure
channel using attribute-based encryption matching handshaking scheme. In this, a node’s
attributes (e.g., IP-address, location, timestamp, etc.) are checked with handshaking factors
(e.g., bilinear pairings) with fuzzy authentication and data fusion techniques before negotia-
tion can happen in a communication. In the context of IloT, this further helps to balance data
confidentiality and service availability in a larger and complex service hierarchy.

4.3. Support Layer

The core functionality of this layer is analysis and processing of data received from the
network layer. From the architectural analysis (cf. Section 2), we noted that the middleware
technology is the base of the support layer. This layer is designed based on the usability
of applications and the scale of the number of devices in an IIoT system that satisfies the
common service requirements.
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We argue that to design an effective security strategy in this layer, security issues 3 (i.e.,
flooding attacks), 5 (i.e., impacts on devices’ performance), 6 (i.e., device impersonation),
8 (i.e., data confidentiality), 9 (i.e., heterogeneity of networks), and 15 (i.e., cascading
services) are necessary address. To address security issue 3, in this layer, lightweight
security and privacy-enhanced middleware infrastructure can be employed [158]. The
infrastructure uses lightweight symmetric encryption for data and asymmetric encryption
for key exchange in Trivial File Transfer Protocol (TFTP). The infrastructure ensures security,
privacy, and trust in service compositions by employing a secure TFTP protocol. In
an IIoT system, because of its high number of devices and their distributed nature in
data processing, sometimes protecting users’ confidentiality is more computationally
intensive than traditional server-based data processing and computation systems. Towards
this, to address security issue 5, a secure and dynamic trust management system can be
used [159]. This system helps when building trust-based service composition applications
in IIoT systems based on a dynamic trust management protocol, which allows detecting
misbehaving nodes that change their behavior more often. This is useful in IIoT systems
where a centralized trust management authority may not be present. Furthermore, the
system is capable of adaptively adjusting the trust parameters (following the autonomous
and independent interactions with objects) in response to dynamically changing systems
to maximize application performance, thus, in turn, helping to address data confidentiality
from non-trusted entities.

To address security issue 6, attribute-based signature schemes that support user’s
privacy can be employed [160]. In this scheme, a service requester is required to generate a
signature with attributes (i.e., attribute-based encryption and attribute-based signature)
that satisfies certain policies before accessing any information. Therefore, a user is not
able to forge or tamper information, nor consume resources using a false signature and
attributes that they do not possess. To address security issue 8, policy-based access control
mechanisms e.g., [161] can be enforced. The proposed mechanism is based on a role-
based access control model. The use of role-based access control has improved service
composition and service division by using roles to manage the relationship between subjects
and policies. It is beneficial within an organizational context that controls resources locally.

To address security issue 9, security countermeasures i.e., [154], can be employed. To
address security issue 15, strong access control mechanisms can be applied. For this, a
hierarchical access control model, e.g., [162], can be exercised. This model proposes an
access control technique for resource-limited devices with short processing power and
storage capacity. Moreover, the model uses key-based authentication systems to protect the
communications of hierarchical data access. The novelty of the proposed model is that the
authentication is done using a single key and allows it limited distribution among entities,
which further strengthens the resource security and reduces storage costs.

4.4. Application Layer

This layer provides structure, behavior, and interaction of the applications to the
end-users. The different functional components of this layer are commerce applications,
e.g., smart healthcare, smart grid, and smart logistics. That said, this layer represents
the various utilizations to regulate and monitor the connected devices. However, the
application layer is likely to target the attackers as this layer provides typical e-commerce
services. Furthermore, the application layer strongly depends on various applications, and
therefore, security issues in those applications are a major concern.

Returning to our devised security issues, the security issues 7 (i.e., privacy disclosure),
9 (i.e., heterogeneity of networks), 12 (i.e., anonymity), 14 (i.e., heterogeneous infrastruc-
ture), 15 (i.e., cascading services), and 16 (i.e., the emergence of resources) are significant
concerns in this layer. To address security issue 7, a privacy-preserving data mining tech-
nique can be employed [163]. This technique helps to minimize sensitive data disclosure
and protects sensitive content analysis from attackers in a distributed system, using sensi-
tivity detection, analysis, and a privacy content quantification detection scheme. To address
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security issue 9, a two-way authentication security scheme can be used [164]. This scheme
absorbs the existing Internet standards, specifically the Datagram Transport Layer Security
(DTLS) protocol. This scheme further uses a public key cryptography system (e.g., RSA)
for securing communications over standard communication stacks that offer UDP/IPv6
networking for 6LoOWPANS.

To address security issue 12, an identity-based encryption scheme, e.g., [165], can
be used. The usefulness of this scheme is that it uses a secure generic model that helps
anonymous communications between the various edge IIoT nodes and WSN. Moreover,
this scheme protects the sender’s and receiver’s anonymities from the malicious actors (e.g.,
hackers) trying to steal a real identity. Further, to address security issue 14, a distributed
capability-based access control (DCapBAC) framework that is used for IoT devices can be
employed [166], where the edged IoT devices are capable of being authorized themselves
without any centralized control systems. That is, the authorization is performed at the
edge devices in real-time, improving the disadvantages of a highly centralized system.
A capability can be defined as a communicable token. This token is associated with an
object and the corresponding access rights (along with the specified conditions of access).
Such a framework also considers context-aware access control based on local conditions,
which is highly applicable to IIoT scenarios. This approach, in general, uses public-key
cryptography while managing the scalability and interoperability among devices with
a strong security foundation. Furthermore, in [166], a highly optimized version of the
Elliptic Curve Digital Signature Algorithm (ECDSA) has been implemented inside the
end devices (i.e., the edge devices), which ensure end-to-end authentication, integrity, and
non-repudiation. In Figure 8, we provide an outline of the process.

To address security issue 15, a capability-based delegation model for the federated
networks can be employed [167]. This model supports a delegation process that supports
a context-aware access control mechanism. The intention of this model reclines in the
principle of identity-based access control supported by capability, where capability becomes
the pivotal point on access control mechanisms. It also uses an identifier that is used to
improve the scalability and control the capability propagation through access control
delegation.

......................
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Figure 8. A simple outline of a DCapBAC process discussed in [166].

To address security issue 16, a cryptography-based security mechanism can be used [168].
The proposed security mechanism is based on the public key infrastructure (PKI) that includes
a set of roles, policies, and procedures to create, manage, and distribute resources in a large-
scale IloT system. The usefulness of the PKI in IloT is that it can manage a large number
of certificates for securing network-connected devices all along, further enhancing and
expanding its use for the millions of interconnected IloT devices.
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5. Discussion and Future Research Direction

IoT devices are an integral part of an IloT system. However, IIoT is designed for heavy-
duty tasks, for instance, manufacturing, monitoring, and maintenance in an industrial
setting. IIoT devices can be seen as more durable and resistant to specific criteria, e.g., heat,
cold, etc. However, this is to note that the IoT and IloT share the basic principles of data
management, network communication, security, infrastructure, etc. That said, the primary
difference between IoT and IIoT is the scale of data and their management issues [13]. We
observe that security is a significant concern for the deployment of IloT systems at scale.
The present IloT architectures lack the ability to address all of the security issues that we
devised in this paper. That said, these architectures are not able to deploy a generic and
scalable solution that can address all of these possible threats and attacks in a consistent and
comprehensible way. This further reinforces the employment of system-specific security
solutions based on the context and requirements. This can intuitively structure and manage
those requirements (service and applications) of both the service providers and service
consumers [169].

In Table 1, we summarize various security issues along with their potential counter-
measures in different layers in an IIoT architecture. Note that it is also possible to have
the same security issues in two or multiple layers of an IloT architecture. However, their
context and requirements may be different. One of the major research questions that have
arisen is: which is the base layer of the security in this architecture? We observe that each
layer has its distinct characteristics to address various threats and attacks. For instance,
in the network layer, network firewalls and protocols can manage high-level traffic con-
trolling through the Internet, but the challenge is how to protect the resource-constrained
embedded IoT device’s deeply embedded endpoint from possible threats and attacks in
the perception layer? Some of the existing security solutions attempt to improve security
in each device by embedding them into IoT objects. However, this requires changing the
existing communication mechanisms and protocols. Further, these embedded solutions
aim at enhancing encryption, authentication, and key management. This does not seem
feasible to deploy on a large scale because this requires additional costs compared to the
cost of IIoT systems and resource-intensive overheads in terms of computational processing
and power consumption. There could also be a redesign of the physical structure, but this
may not be a feasible option for some IIoT systems due to their high-security issues.

Our study presents a comprehensive discussion on the potential threats and attacks in
an IIoT system that widely covers attributes, including devices, users, services, resources,
and applications. In addition, an IIoT system typically needs to be monitored in real-time
from virtually anywhere. It is fundamental for monitor manufacturing processes, including
discrete and process manufacturing. This aspect also needs to be considered for better
decision-making [170]. Our study covers threats and attacks on communications between
various devices and users in an IIoT system. The communications in IIoT occur via wired
or wireless mediums, and this communication channel is a potential target point for an
attacker to enter into the system. For instance, an attacker can absorb network traffic and
redirect the routing path to an insecure destination. We also argue that the attackers can
further attack a communication without redirecting the whole data packet; instead, the
attackers can infect selected data packets for specific information. Finally, an attacker can
flood the network with unnecessary data packets to collapse the bandwidth or resources
of an attacked system, which will consequently impact the performance of the complete
system [171].

Our study also includes the possible vulnerabilities in smart IIoT devices and asso-
ciated services. With the limited battery and memory capacity of the IloT devices, many
IIoT devices have restricted abilities to patch and update their software, making them
vulnerable to attacks (e.g., DDoS attacks). Looking towards these issues, we explore vari-
ous threats and attacks from devices” data access points. It helps to understand the attack
scenarios and possible issues for the need to protect information flows, which are essential
to consider in areas such as Industry 4.0 [172].
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Table 1. Identified security issues and their potential countermeasures in different layers of an IIoT architecture.

IIoT Architectural Layer

Security Issues

Potential Countermeasures

Perception

Attack on Physical Devices

The devices” hardware must be checked and eval-
uated frequently [140]. In addition, the hardware
components should meet the standard (e.g., NIST,
FIPS, etc.).

Impact on Devices’ Performance

Employment of identityObased trust manage-
ment model for trusted data sharing is beneficial
[143].

Anonymity

Mobility-aware policy-based security techniques,
e.g., Quantum Lifecycle Management (QLM), can
be employed [144], and IP-based security man-
agement protocols that are usable to a distributed
system can be used for achieving end-to-end en-
cryption [145].

Cross-Domain Jurisdictions

Privacy-preserving authentication and data con-
trol schemes can be employed for cross-domain
jurisdictions [147].

Network

Controlling Over Communication

An attack-resistance trust-management-based
routing protocol can be employed for a reliable
trust relationship [149], and a context-aware, se-
cure multi-hop routing protocol can also be em-
ployed [150].

Infecting Data Packets

Intrusion detection system (IDS)-based security
architecture can be used [152].

Flooding Attacks

Privacy-preserving data mining (PPDM) tech-
niques can be placed [153].

Heterogeneity of Networks

A privacy preserved access control protocol can
be employed [154].

Non-Trusted Network Connections

A secure mobile handshake mechanism that veri-
fies insecure mobile nodes over an insecure chan-
nel using attribute-based encryption matching
handshaking scheme can be used [156].

Dynamic Infrastructure

A lightweight and end-to-end security mecha-
nism with less overheads, e.g., [157], can be used.

Support

Flooding Attacks

A light weight security and privacy enhanced
middleware infrastructure can be employed
[158].

Impact on Devices’ Performance

A secure and dynamic trust-management system
based on a dynamic trust management protocol
can be used [159].

Device Impersonation

An attribute-based signature scheme that sup-
ports user’s privacy can be employed [160].

Data Confidentiality

Policy-based access control mechanisms
e.g., [161], can be enforced.

Heterogeneity of Networks

A privacy-preserving access control protocol can
be employed [154].

Cascading Services

A hierarchical access control model, e.g., [162],
can be exercised for resource-limited devices.
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Table 1. Cont.
IIoT Architectural Layer Security Issues Potential Countermeasures
Privacy A privacy-preserving data mining technique that
helps to minimize sensitive data disclosure can
be employed [163].
Heterogeneity of Networks A two-way authentication scheme can be used

Application

that absorbs the existing Internet standards,
specifically the Datagram Transport Layer Secu-
rity (DTLS) protocol [164].

Anonymity An identity-based encryption scheme, e.g., [165]
can be used that helps to detect anonymous com-
munications.

Heterogeneous Infrastructure A distributed capability-based access control

(DCapBAC) framework for IIoT devices can be
employed [166].

Cascading Services A capability-based delegation model for the fed-
erated networks can be employed [167].

Emergence of Resources Cryptography-based security mechanism, for in-
stance, that involves public key infrastructure
(PKI), can be used [168].

Despite the device’s autonomy, humans are an integral part of the IIoT ecosystems.
Given that humans (i.e., a user in general) are a valuable foundation in IIoT e-commerce,
attention is therefore required to protect the issues related to their security. We identified the
issues, e.g., privacy disclosure and user impersonation, in this area. In the future, potential
research can be conducted with the help of advances in Artificial Technologies (Al) [173] and
digital twins [174] to address such issues. The advantages of both emerging technologies
(i.e., Al and digital twins) in the IIoT are promising, but at the same time, they bring
various security concerns related to identity issues. Furthermore, low-powered wireless
communication technologies are critical for building various IloT smart applications that
need further investigation. In such cases, this could pose potential threats to the system
and require dynamic identification, authentication, and privacy-protection mechanisms
that we identified in our paper [85].

The IloT is an integration of different technologies at scale, and therefore it is significant
to capture various aspects from data processing to storage within the infrastructures.
However, making a seamless integration between the various services coming from many
devices and infrastructures is a challenging task [175]. Moreover, these control processes,
monitoring, and management services create several security issues of privacy, identity,
and trust. Our study identified potential security concerns related to the heterogeneous
infrastructure, anonymity, or even cascading services.

To gain more fine-grained control over security and trust management, recent trends in se-
curity mechanisms are employing blockchain-based security solutions for IloT systems [176-179].
Blockchain originated as a tool for developing crypto-currency (a new form of virtual cur-
rency) [180]. Blockchain is used for transactions to be verified with a group of actors that are
not trusted. It provides a distributed and auditable ledger that holds the various blocks of
previous transactions where the records within a blockchain are compounded by mathematical
algorithms (called consensus), and whose data are shared between the various peers within
the network [181]. In other words, blockchain can be seen as a distributed database where
the information is verified with the previous data. That said, in a blockchain network,
the previously stored information cannot be erased. Fundamentally, every node in the
network has the same ledger, which ensures a complete consensus from all nodes for the
transactions in the blockchain. Blockchain can enrich the IloT systems by providing a
platform for sharing information in a trustless environment, where information is reli-
able and translations are traceable, which provides the ability to identify sources at any
time. That said, the use of blockchain can track, coordinate, and perform transactions for
a large number of devices without the need for a centralized (trusted) authority, which
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complements the IIoT in various ways including reliability, security, and scalability [182].
Zero Trust is another strategic initiative that has the potential to secure an organization’s
network architecture (including expensive data, assets, applications, and services) without
replying to a dedicated trust architecture. In other words, the zero-trust strategy provides
restricted access control only to the authorized users and does not trust anyone by de-
fault [183,184]. Furthermore, blockchain supports fully distributed access control with a
high degree of trust, integrity, and resiliency that are immensely important for securing an
IIoT system [185,186].

Machine Learning (ML) is another avenue with enormous potential to secure IloT
infrastructure from threats and attacks [187,188]. ML uses past behaviors and helps identify
future patterns (i.e., analyze the patterns and learn from them and generate efficient models
with changing parameters) that eventually help detect attacks. Importantly, ML can detect
the type of attacks, including both known and unknown attacks. Some aspects of IloT
security that can be improved using ML are securing 5G-driven IloT applications [189],
malware defense [190], and false data injection attack detection [191]. However, there are
several challenges in this area that need to be addressed in the future. We list a few of them
as follows:

*  Training datasets for ML-based solutions: generating training datasets with sufficient
numbers of possible attacks and benign traffic is challenging for ML algorithms in
IoT security. In addition, high-quality training data are required for ML methods,
as the noisy nature of IIoT data can affect the performance of ML-based intrusion
detection. Deep Learning (DL) methods can be used for large-scale, heterogeneous,
and noisy datasets in IloT networks [192].

¢ Exploiting ML and DL algorithms: studies have shown that more severe attacks are
possible using these methods. For instance, convolutional neural networks (CNN)
have been used to break many cryptographic algorithms. These security issues must
be taken into account in the design of IloT networks.

e  Privacy concerns: ML and DL algorithms may cause potential leakage of private
data. For example, DL classifications can be broken easily, and it potentially causes
privacy breaches. In addition, there are some adversarial attacks possible against the
DL process, which exploit the detection methods used in the DL. Therefore, more
research in this space is essential.

¢ Implementation of ML/DL at the edge: this is another challenging area that needs
further research. In edge computing, these methods (i.e., ML and DL) can help
minimize cloud dependency and delay processing. Further research in this area
is required.

6. Conclusions

By bringing the existing technologies and applications (e.g., [oT, Industry 4.0, CPSs,
control systems, etc.) together in a novel way, IloT has the potential to re-shape the
future industrial platforms. IIoT aims to provide higher efficiency and productivity with
better asset management and monitoring product information between the industry and
end-users with real-time tracking (accumulation, analysis, and exchange of application
and service processes). However, I[IoT must provide transparency to the data and assure
appropriate security, privacy, and trust for service providers and consumers. Information
sharing is another crucial aspect of an IloT system to show how data are used and can be
shared with other organizations. However, security is concern that increases for secure IIoT
systems at scale. There are many proposals that discuss various threats and attacks of an
IIoT system from security, privacy, and trust points of view. However, they lack significant
attention to users, applications, services, and resources that are integral to an IloT system.

This paper has reviewed the recent state-of-the-art security issues in IloT systems
and examined the implications of these various security issues in an IIoT architecture. To
establish a secured automatic operation, we identify a set of security issues of an IloT
system. In addition, we have noticed that the prevailing IIoT security architectures cannot
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comprehensively address multiple threats and attacks at scale in a structured way. This
increases the need to redesign and rethink the threat and attack taxonomy for the IIoT
systems. To address this limitation, we consider a set of IloT architectures available at
present. We also noted that there is a need for security requirements that can fit well
from small-scale companies to large-scale industrial sectors, which may consist of multiple
jurisdictions. Future research in IIoT security must deal with various attributes, including
system integration, energy efficiency, and communication. System integration is important
to address the combination of edge IIoT devices to cloud-based services. Energy efficiency
must focus on investigating lightweight and energy-efficient (i.e., uses minimal energy)
mechanisms that can operate within the constrained devices. Finally, communication must
take appropriate security measures (e.g., lightweight encryption mechanisms) that can
handle the security issues in cross-domain networks during data exchange. In the future,
we also aim to study further different threat and attack models to assess the security issues
and their impact in real-world scenarios for IloT that we devised in this paper.
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