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Abstract: Aiming at the problems of large ciphertext size and low efficiency in the current secure
multi-party computation (SMC) protocol based on fully homomorphic encryption (FHE), the paper
proves that the fully homomorphic encryption scheme that supports multi-bit encryption proposed
by Chen Li et al. satisfies the key homomorphism. Based on this scheme and threshold decryption,
a three-round, interactive, leveled, secure multi-party computation protocol under the Common
Random String (CRS) model is designed. The protocol is proved to be safe under the semi-honest
model and the semi-malicious model. From the non-interactive zero-knowledge proof, it can be
concluded that the protocol is also safe under the malicious model. Its security can be attributed to
the Decisional Learning With Errors (DLWE) and a variant of this problem (some-are-errorless LWE).
Compared with the existing secure multi-party computation protocol based on fully homomorphic
encryption under the CRS model, the ciphertext size of this protocol is smaller, the efficiency is higher,
the storage overhead is smaller, and the overall performance is better than the existing protocol.

Keywords: fully homomorphic encryption; secure multi-party computation; multi-bit encryption;
threshold decryption; decisional learning with errors

1. Introduction

As cloud computing develops rapidly, the problem of user privacy data security has
become increasingly prominent. Fully Homomorphic Encryption (FHE) has just solved the
problem of data privacy computing. Fully homomorphic encryption was first proposed by
Rivest et al. [1] in 1978, which could perform various meaningful calculations on ciphertext
without knowing the key. In other words, for any plain-text m and function f, there is
f(Enc(m)) = Enc(f(m)). Since Gentry et al. [2] proposed the first fully homomorphic
encryption scheme in 2009, many fully homomorphic encryption schemes such as BV11 [3],
BGV12 [4], Bral2 [5], GSW13 [6], and CKKS17 [7] have appeared in recent years. Fully ho-
momorphic encryption can be used as a building block of a secure multi-party computation
(SMC) protocol and shows good potential in the design of a secure multi-party computation
protocol. In addition, the concept of secure multi-party computation originated from the
millionaire problem proposed by Yao [8], which is characterized by allowing multiple
parties to jointly calculate a certain function to obtain the result without private data being
leaked out.

Nowadays, domestic and international scholars have carried out much research on
the secure multi-party computation protocol based on the fully homomorphic encryption
scheme. In 2012, Lopez-Alt et al. [9] proposed the concept of Multi-Key Fully Homomor-
phic Encryption (MFHE). Based on the improved NTRU scheme [10], an MFHE scheme
was constructed, which can operate the input encrypted under multiple unrelated keys, but
the complexity is too high. In 2016, based on the Learning With Errors (LWE) assumption,
Mukherjee et al. (MW16 scheme) [11] implemented a multi-key secure multi-party compu-
tation protocol with only two rounds of interaction under the CRS model, achieving the
best interaction rounds, but the ciphertext matrix was too large. In 2017, Wang et al. [12]
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constructed a simple three-round, leveled, multi-key, secure multi-party computation proto-
col under the CRS model based on the GSW13 scheme. Compared with the MW16 scheme,
although an additional round of interaction was added, the complexity of encryption and
decryption was low, and the ciphertext expansion rate was small, which did not require a
running key. In 2018, due to the problem that the secure multi-party computation protocol
under the CRS model weakened the user’s ability to independently generate their own keys,
Kim et al. (KLP18 scheme) [13] constructed a three-round, secure, multi-party computation
protocol without CRS. The protocol was safe against semi-malicious opponents, but it
could not fight against completely malicious opponents. In 2020, Tang et al. [14] improved
the ciphertext extension method of the KLP18 scheme with the help of the coding operation
in Li’s scheme [15] and designed a three-round, secure, multi-party computation protocol
based on MFHE without the CRS model, improving the efficiency and reducing decryption
noise, but it still could not prove that it was safe in a fully malicious environment. In
2021, Tang et al. [16] proved the key homomorphism of the multi-bit fully homomorphic
encryption scheme proposed by Li [17]. Moreover, based on this scheme, a three-round,
secure, multi-party computation protocol that could support multi-bit encryption under
the CRS model was designed, which further reduced the complexity of the NAND gate.

It can be seen from the above related work that although the secure multi-party
computation protocol under the CRS-free model allows MFHE users to independently
generate their own keys, the secure multi-party computation protocol under this model is
not secure enough to resist completely malicious adversaries. What is more, nowadays, the
fully homomorphic encryption-based secure multi-party computation protocol under the
CRS model has problems such as large ciphertext size and insufficient efficiency. Therefore,
to solve the problems mentioned above, a three-round secure multi-party computation
protocol that can resist malicious opponents under the CRS model is designed in this
paper with the help of the New Fully Homomorphic Encryption (NFHE) scheme [18] and
threshold decryption. This protocol supports multi-bit encryption. In addition, compared
with the existing secure multi-party computation protocol under the CRS model, the
ciphertext size of the protocol is smaller, and the overall performance is better than the
existing protocol.

2. Preliminaries
2.1. Symbolic Representation

In this paper, Z, R, and Z, respectively represent the integer set, real number set,
and integer modulo g residual ring. Bold italic lowercase letters represent vectors, and
bold italic uppercase letters refer to matrices. Moreover, the length of the n-dimensional

n—1
vector a is defined as its Euclidean norm |[a|| = / ¥ a?, and the length of the vector
i=0

set S is defined as ||S|| = max,cs||al|. a < D means randomly selecting variable a from

probability distribution D, and a & U means randomly and uniformly selecting variable a
from set U. Vector a € Zj can be expressed as a = (o, - - - ,a,-1). The polynomial b € R,
can be expressed as b = (b, - - - ,b,_1)-c; represents the i-th row of the matrix C, I, is the
n-dimensional identity matrix, and ¢(y) refers to the probability Prly < x|y ~ N(0,1)]. In
addition, for the polynomial b,c € R, b x ¢ = bc mod(x" + 1) can be defined.

In this paper, the logarithmic function log is based on 2, except that the basis is
specified. O and o represent the complexity of the calculation. At the same time, for
variable ¢ and any constant ¢, if f(0) = O(c°), then f(¢) can be expressed as poly(c). If
thereis f(0) = o(0°), then f(0) can be expressed as negl(c ), which is called a negligible
function of 0.
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2.2. Definitions and Theorems

Definition 1. ([19]) (Learning With Errors, LWE) For the vector s € Zg‘, the LWE distribution
Asx on Ly X ZLg refers to uniformly selecting a € Zg at random, selecting the error e < x, and
outputting (a,b = a - s + e modyg).

Definition 2. (Search.LWEy, 4,5) For vectors € Zy, s is recovered from the given m independent
samples (a;, b;) € Zj x ZLqg selected from the distribution of As.

Definition 3. (Decision.LWEy,nq,y) For vector s € Zg, the attacker is required to distinguish two
sets of random variables containing m independent samples with non-negligible advantage. The two sets
of variables are taken from the uniform distributions on distributions Asy and 7§ x Zg, respectively.

Definition 4. (Some-are-errorless LWE) for g > 1, n > 0, the error distribution on R is x/,

T, = {0, %,. . %}, where q € Z. The distribution Ag, on Tj' x T refers to uniformly

selecting a € Ty, selecting the error e < X', and outputting (a,b = a - s + e). Some-are-errorless
LWE distinguishes the following two situations.

(1) Select all samples uniformly from Tj x Tg.

(2)  For the vector s € T}, the previous sample is selected from A{ . All the remaining samples
are selected from A . In other words, the previous sample is (a;, b = a; - s), and no error e is
introduced. The remaining samples are (a;,b = a; - s +e;), 1 > 1, and each sample introduces
a small error e;.

Definition 5. Secure multi-party computation. The general formal definition of an SMC agree-
ment [9] can be described as follows. It is assumed that there are N participants {Py, Py, - -+ ,Px},
and x;(i € [N]) is the private data owned by each participant P. In addition, all participants jointly
calculate a certain effective function y = f(x1,x3,-- - ,xN). After the calculation, each P; can
obtain y but cannot obtain the private data of other participants.

Theorem 1. If a;(i € [N]) is a series of independent random variables that obey a bounded distribu-

N
tion of By, then the random variable o = % ‘21 «; also obeys the bounded distribution of By.
1=

Proof. Suppose E(«;) = %, according to Markov inequality,

N
Pr{|a| > By} < Egg\icl) = N-lBXE(Z”‘f)
1

—=——. So, the conclusion holds.
poly(c)
End. O

2.3. Secure Multi-Party Computation Model

(a) Semi-honest model: All participants will strictly abide by the agreement and will
not actively change the agreement or data. However, intermediate calculation results may
be retained and used to calculate the private data of other participants.

(b) Semi-malicious model: The adversary can decide whether to faithfully execute the
original agreement based on the input and a certain degree of randomness.

(c) Malicious model: All computing participants can tamper with or leak the agreement
and data at will, and even prevent the normal execution of the agreement.

3. Efficient Fully Homomorphic Encryption Scheme

This scheme is an improved NFHE scheme based on GSW13 in reference [18], and the
structure of the scheme is as follows. The modulus g and the dimension N are settled, and
the ciphertext C is an N x N-dimensional matrix defined on Zj,. In addition, each component
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of the matrix is much smaller than 4. The private key sk of C is an N-dimensional vector
defined on Z,. Let the plain-text 1 be a small integer. When C-sk = p-sk +e, Cis
called the ciphertext of y, where e is the small error vector. In the decryption process, first
extract the i-th row C; of C, then calculate x < (C;, sk) = p - sk; + ¢;, and finally output
i = | x/ski|, where sk; is the i-th element of sk, e is the i-th element of e, and i € [0, N — 1].
The message p can be regarded as an eigenvalue of the ciphertext matrix C, and the private
key sk is the approximate eigenvector of C corresponding to the eigenvalue .

The structure of the scheme is as follows. First of all, defining functions such as
mbDpt(a), mbDpt(~1(a’), mbFlatten(a’), and pofmb(b), the expansion method of the
NFHE scheme is given. Then, based on the above functions, the five polynomial time algo-
rithms included in the NFHE program are designed, namely the key generation algorithm
NFHE Keygen(#,q), the encryption algorithm NFHE.Encrypt(pk, i), the decryption al-
gorithm NFHE.Decrypt(sk, C), the homomorphic addition algorithm NFHE.Add(Cy, Cy),
and the homomorphic multiplication algorithm NFHE.Mult(Cy, Cy).

Let a and b be vectors on Zs. k is a positive integer, 4 is a modulus, and p is a power of 2.

t= [logp q—‘ ,and N = kt. The definition of each function is shown in the following formula.

mbDpt(a) =a’' = (a11, -+ a1, 851, ,0ks) € ZQI

t .
where a’ is an N-dimensional vector, a; = ¥ ai/]-p]’l, ajj € Lyp.
j=1

mbDpt(~V (a') = (Z ploay,--, Y pl ak,j)
mbFlatten(a’) = mePt(mept(_l) (@)
pOfmb(b) = (bll Pblr Tty Ptilbll T /bk/ Pbk, Tty ptilbk)

a. Key generation algorithm NFHE Keygen(n, q). For a positive integer n, the depth of

the homomorphic operation is . Randomly and uniformly select A & Zy" from
Z;X”, and sample s from the discrete Gaussian distribution anl on Z"*! In addition,
e < x". The public key is pk = (A,b = A-s+e) € Zj*" x Zj, and the private key

is sk = ( _15 ) GZZH.

b.  Encryption algorithm NFHE.Encrypt(pk, ). For the plain-text 4 € {0,1} to be en-
crypted, randomly selecting 7;, ¢;1 <— x" and ejp < x,i=1,---,(n+1)-t, calculate
Cih = AT .ri + ei1 € Z,;l and C;p = b’ 1+ eip € Zg. Among them, ¢;; is the j-th
element of ¢;, and C;j; is the j-th element of C;. Let C' be a matrix formed by array-
ing m = (n+1) - t ciphertexts as column vectors, whose dimension is (n + 1) x m.
Output ciphertext C = mbFlatten (# - Iy + mbDpt(C')) € Zj>™.

c.  Decryption algorithm NFHE.Decrypt(sk, C). For ciphertext C € Z}"*™ and private
key sk = ( _15 ) € Zg’“, let s’ = pofmb(sk), and calculate and output plain-text
#=|(s",Cu1)/(g/2p) + } | mod2

d. Homomorphic addition algorithm NFHE.Add(Cy, C;). Input the ciphertext C; and

Cy, and output the new ciphertext C = mbFlatten(C; + C;) obtained after homomor-
phic addition.

Homomorphic multiplication algorithm NFHE.Mult(Cy, C;). Input the cipher-text C;
and C,, and output the new ciphertext C = mbFlatten(C; - C;) obtained after homomor-
phic multiplication.
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3.1. The Correctness of the Scheme

First, correctly analyze the homomorphic addition and multiplication of the scheme. For
the homomorphic addition, there will be C = mbFlatten((p1 + p2) - Iy + mbDmp(Cy + C2))
and NFHE.Dec(sk, C) = (j1 + p2)mod2. After homomorphic addition is performed on
each scheme, the noise will not exceed twice the original ciphertext. For homomorphic mul-
tiplication, there will be C - sk = 1 - up - sk + - e1 + Cq - e; and NFHE.Dec(sk, C) = py - yp
(e1 and ey refers to the noise in ciphertext C; and C;). Since the coefficient of 5 is {0, 1},
and the coefficient of C; is limited to Z,, the noise will not exceed pN + 1 times the original
ciphertext after each homomorphic multiplication.

Theorem 2. For the NFHE scheme, L represents the maximum depth of the homomorphic operation
circuit. In the case of no homomorphic operation, if C is the cipher-text obtained by encrypting 0,

when |(Cyy—1,8")| < q/ [4p(pN + 1)L} , the scheme will be correct.

Proof. According to the analysis of the correctness of homomorphic addition and mul-
tiplication, after each homomorphic operation, the noise does not exceed pN+1 times
of the original ciphertext. Therefore, when [(C,,_1,5")| < g/ [4p(pN + 1)L} , after per-
forming no more than L homomorphic operations, |(C,—1,5")| < q/(4p). According to
the decryption algorithm, when [(Cy,_1,5")| < q/(4p), thereis (s',C,—1)/(q/2p) < 1/2.
Therefore, if the encrypted message is 0, then (C,,_1,s") is closer to 0 than g/(2p),
=1(s,Cu-1)/(q/2p) +1/2]mod2 < [1/2+1/2]mod2 = 0. Otherwise, the situation
is reversed, and the correctness of the scheme can be guaranteed.
For the ciphertext obtained by encrypting 0, there are

(Cpu—1,8")y = (r,s) + em_12 — (em—11,€)

Therefore, as long as the appropriate parameter q is selected, the correctness can be
satisfied by making it large enough. [

3.2. Security of the Scheme

Theorem 3. Supposing that parameters n = poly(A) and q = poly(A) are the polynomials of
the security parameter A, if the attacker can distinguish the ciphertext of the NFHE scheme from
the uniform distribution on Z'*™ with a non-negligible advantage, the DLWE, ; 5,41,y problem
can also be solved. Therefore, if the problem is assumed to be difficult, then the NFHE scheme can
achieve IND-CPA security.

The detailed proof can be found in reference [18].

3.3. Optimization Based on Multi-Bit Encryption

In the GSW13 scheme and the NFHE scheme, although the plaintext messages are all
u € {0,1}, the GSW13 scheme cannot support multi- bit encryption under the condition that
the system parameters remain unchanged [17]. In addition, the NFHE scheme adopts the
following modifications to realize multi-bit encryption without changing system parameters.

Encryption Algorithm NFHE.Encrypt(pk, j). For plain- text u € Z,, uniformly select ;,
ei1 < X", eip < x,andi=1,---,(n+1)-tatrandom. Calculate C;; = AT -r; +¢;1 € Ly
and Cjp = b" -1 +¢;5 € Z;. Let C' be a matrix formed by arranging m = (n+1) - t
ciphertexts as column vectors, the dimension of which is (1 + 1) x m. Then output the
ciphertext C = mbFlatten (p - Iy +mbDpt(C')) € Zp*™.

Decryption algorithm NFHE.Decrypt(sk, C). For ciphertext C € Z*™ and private

key sk = ( _1
p= [(s’, Cn-1)/(q/2p) + %Jmodp-

s ) € ZZ“, let s = pofmb(sk), and calculate and output plain-text
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When not performing homomorphic operation, if the plain-text message is ', according

to the encryption/decryption process, there will be y = {(s’ ,Cm_1)/(q/2p) + %J modp =

V’—Q—e/(q/Zp) + %Jmodp after decryption. When |e/(q/2p) < 1/2]|, there will be

i = ', which can be decrypted correctly. For homomorphic addition, there will be
C = mbFlatten((p1 + p2) - Iy + mbDmp(C; + C;)) and NFHE.Dec(sk, C) = (p1 + pi2)modp.
For homomorphic multiplication, there will be C - sk = py - p2 - sk 4y - e1 +Cy - ep and
NFHE.Dec(sk, C) = i1 - pp. Therefore, it can be decrypted correctly.

After homomorphic multiplication, since the coefficients of s and C; are both limited
to Zy, the noise does not exceed pN + p times of the original ciphertext. Therefore, when
performing multi-bit encryption, the noise limit of Theorem 2 becomes [(C,,—1,5")| <

q/ {4p(pN + p)L} . In addition, due to pN = pkt > p, the effect of this change on modulus
g can be ignored.

4. Key Homomorphism of NFHE Scheme
4.1. Definition of Key Homomorphism

It is assumed that F : K x X — Y is a pseudo-random function (PRF) [20], and K is
the key space, which has a group structure and satisfies a certain @ operation on the group.
Besides, X is the plain-text space, and Y is the ciphertext space. If for any k1, k, € Kand ¢ € X,
an effective algorithm can be found to calculate F(kj @ kp, ¢) from F(ky,¢) and F(k, ).

Now its definition is extended to multiple keys, assuming that the number of keys is
N. For a public key encryption scheme E, if (pk;, sk;) is the effective public key or private
key pair of the scheme, and for pk = g(pky, pka, - -+, pkn), sk = §'(skq,ska, - - - ,sky) can
be found. (pk, sk) can also be the effective public key or private key pair of E and E is called
the key pair homomorphic nature. Among them, g and g” are both effective computable
functions. In particular, if both g and g” are sum (product/linear) functions, then E is said
to have the property of key addition (multiplication/linear) homomorphism.

4.2. Proof of Key Homomorphism

-5
1

In the NFHE scheme, s € Z"*!, sk = t = < ) € ZZH is the private key, and

=

k=K = (Ab=A s+e) € Zj*" x Zj is the public key. Denote it as pk = K =
N Z K;. If pk is used to encrypt the plain-text 1, C = mbFlatten (u - Iy + mbDpt(C’))
= melatten(y I N + mbDpt(r - K)) is obtained.

sk=1= N Z t; can be used to decrypt the ciphertext. In other words, if A remains

i=
unchanged, the scheme will satisfy the linear homomorphism of the key.

— N _ N _
Proof. ¢ :%Zﬁ %Z ;
i=1 i=1
1 N N
1 s;
:< Ngl )(A,ﬁfﬂbi)
i=1
1 N
i=1

is right. Therefore, there is still #C = mbFlatten (u - Iy +mbDpt(r-K) )t = p - t+r- K- =
p-t+r-e=p-t+eande=r-e

Therefore, plain-text u can be obtained by decryption according to the original scheme.
Therefore, when A is unchanged, the scheme will satisfy the linear homomorphism
of the key. OJ
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5. Secure Multi-Party Computation Protocol Based on NFHE Scheme
5.1. SMC Protocol Based on Leveled NFHE Scheme

The basic NFHE scheme in this paper is leveled, which can only carry out a limited
number of homomorphic operations. Although this limitation can be removed by boot-
strapping to achieve any number of homomorphic operations, most of the advantages of
the scheme will also be destroyed. Therefore, an SMC protocol based on the leveled NFHE
scheme can be constructed.

is: Under the CRS model, a protocol for safely computing a single-valued function f
is constructed, which is always safe under the semi-honest model and the semi-malicious
model. The details are as follows.

Preprocessing: Set parameter, ensuring that all participants share parameter settings.
Choose a lattice dimension parameter 1, where A is the security parameter. Pick an error
distribution x and a modulus g, such that for | = |logg]| + 1, the some-are-errorless

LWE, 41 holds. Let = n - I. A common random string matrix A & Zy™" is selected.
Input: For i € [N], each participant P; inputs private data x; € {0,1}, then calculate
the function f ({O, 1N = o, 1}) . d is the circuit depth of f.
Round 1. For P;, the following is operated.

- Generate (pk;, sk;) < NFHE.Keygen(n,q).
- Release the public key {pki};cy-

Round 2. Each P; receives the public key { pk,'}ie[N]\ (i of others and performs the
following operations.

— N _
- Calculate the joint public key pk = K = % Y K.
i=1

- pkis used to calculate ciphertext C = mbFlatten(p - Iy + mbDpt(C’)) and publish
ciphertext {Ci};cn)-
Round 3. Each party P; receives the ciphertext {Ci}ie[N]\ (i) of others and performs
the following operations.

- Perform homomorphic operations.

- Perform threshold decryption. P; selects a random vector 7! < x"!. Let
% = (7,0,---,0) € x™, then calculate the partial decryption result 7; = &; - C+y; € Z]".
Finally, release 7#;.

Output: Each participant P; accepts others to decrypt {Wi}ie[N]\ (iy- Calculate
N N
1=4Y =1+ %Y v = tC+ 1, then calculate v = G~ (w'), where G ™! (w")
i=1 i=1

is a bit decomposition of w! and w = (0, 0,---, [%] ) If the value of v is close to 0, then
p = 0. If the value of v is close to [4], then p = 1.

5.2. Correctness
The correctness of the agreement mainly depends on two aspects:

a. It has been proven that it is right to use the NFHE scheme in the protocol, so it is only
necessary to verify whether the parameters used are correct. Besides, it can be seen
from this scheme that through setting the parameter mentioned above, the noise does
not exceed pN + p times of the original ciphertext after each homomorphic operation.

Therefore, when |(Cy,,—1,5")| < g/ {4 p(pN +p) L} , if it does not exceed L homomorphic

operations, |(Cy,—1,5")| < q/(4p), and the scheme can be decrypted correctly.

b.  The correctness of the encryption and decryption of the protocol mainly involves
three issues. Upon analyzing the key homomorphism in the previous scheme, it can
be seen that the key pair used in protocol 7ty is effective. Besides, from Theorem 1,
it can be seen that the joint error in protocol 74 also obeys By bounded distribution.
Then, prove the correctness of the protocol joint decryption.



Appl. Sci. 2021, 11, 10332 8 of 11

N N
Proof. According to 7 = % Y. q; =tC+ % Y v =1tC+vy
i=1 i=1

There is nG ™ (w") = (1C+ )G~ ! (w”)
=G H(w") + G (w)

IR RERE V1 () B
El
Since G} [%} is a bit decomposition of [%] , the maximum decomposition length of

B
4]

is I. Then, as the last / bits in < are all 0, and the protocol can correctly perform joint
decryption. U

[%W is |logg] + 1. Moreover, from | = [logq] + 1, the maximum length of G!

5.3. Security
5.3.1. In Semi-Honest Model

In the CRS model, the security of the protocol is based on the following issues.

a.  Under the above settings, the security of the NFHE solution can be attributed to the
DLWE problem.

b. In#; =t;-C+v;and y = tC + v, the first | components in 7; and -y obey the bounded
distribution of By, which implies that these two equations constitute two some-are-
errorless LWE instances discussed in Section 2. Therefore, after each party announces
its own #; in Round 3, its private key and joint key will not be disclosed, and the
protocol is safe under the semi-honest model.

5.3.2. In Semi-Malicious Model

To be easily expressed, p; = 111~G_1 (wT) + & =v;+ ¢ and g; < x are used to replace
n; as part of the decryption of P;. If the p; obtained by simulation is indistinguishable
from the real p; obtained by decrypting #;, the #; obtained by the simulation will be also
indistinguishable from the real #;.

Theorem 4. If f is a computable function with N inputs and one output of a deterministic
polynomial time (PPT), then the above protocol 7ty can realize that f is safe when facing a semi-
malicious adversary who happens to capture N — 1 participants.

Proof. A PPT simulator S is constructed to target a semi-malicious adversary who has
captured N — 1 users, and this static semi-malicious adversary is denoted as A. P is
assumed as the only honest party left. Simulator S performs the following operations on
behalf of Py.

In the second round, the simulator S uses 0 to replace the real input of the hon-
est party P, for encryption. Then the simulator S obtains the input and private keys of
N — 1 captured parties from the “evidence tape”. These inputs are sent by S to an ideal
machine to obtain the output y. Meanwhile, the ciphertext C that performed the homo-
morphic calculation can be obtained. Moreover, S calculates the simulated part to decrypt

p, < S (y, Ch, {Ski}z’e[N]\ {h}) for Pj,, and the decryption results of the simulated part are

published in the third round, instead of the real decryption.
A series of mixed attack games are used to prove that the real result and the simu-

lated result cannot be distinguished, namely IDEALrs 7 P REAL, A 7. Z represents a
specific environment.

Game REAL, 4 7: In the real environment Z, there is a semi-malicious adversary who
executes protocol Tf.
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Game HYB, 4 z: Similar to game REAL 4 7, the difference is that it is assumed that
Py, obtains all the private keys {Ski}ie[N]\ n after the second round, and in the third round,

the simulated part is used to decrypt pj, < S (y, Ch, {sk,»}ie[N]\ { h}) instead of the real

decryption being released.
Game IDEALFg 7: Similar to game HY B 4 7, except that in the second round, P,
uses 0 to replace the real input encryption and is released. [

stat

Lemmal. REAL; a7z = HYB, a7

Proof. The difference between the two games is that the decryption pj of the real part
of Py is replaced by analog decryption pj. So, if v = u[1] + ¢, its simulated decryption
algorithm can be

o q r ze—1(. T ;- q / r )
pp = Npu bw + Ne l;lthG (w ) +é&,= Ny[zw + Ne' + ¢, Zé%v:
where ¢’ « x, &), < x.

The real decryption resultof Py is: if v = & ¥ vi=p[d] +¢ = Ne' = ¥ v — Nu[}] , then:
ie[N] i€[N]

Pn = thfl (wT) + &, = v, + g,

= Z vi—Zvi—i-sh

i€[N] i#£h
- L wlfl e wfE] - L
= Neée' + Ny [gw —l;lvi + €y,

where ¢, < x.
It is easy to determine that ¢;, and ¢, are statistically indistinguishable, which proves
that pj, and pj, cannot be distinguished, so the conclusion is proven. [J

comp
Lemma2. HYB,; 47 =~ IDEALrgsz

Proof . The ciphertext generated by P}, is the only difference between the two games. From
the semantic security of the encryption method of the NFHE scheme, it can be seen that the
ciphertext is computationally indistinguishable, so the two games are also computationally
indistinguishable.

From Lemma 1 and Lemma 2, IDEALF s 7 =P REALy, 4 7 can be obtained.
End. OJ

5.3.3. In Malicious Model

Due to the SMC protocol under the CRS model, if the protocol is proven to be safe
under the semi-malicious model, the protocol can be converted into a protocol under the
malicious model by non-interactive zero-knowledge proofs (NIZKs) [21]. Therefore, the
SMC protocol designed in this paper is also safe under the malicious model.

5.4. Performance and Comparison

References [11,12] are both single-bit SMC protocols. If B is the number of input bits,
then the two schemes need to be repeated B times. Reference [16] and the SMC protocol in
this paper both support multi-bit encryption, which only needs to be executed once.
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Compared with the protocol in reference [16], the protocol constructed in this paper
has the following two improvements.

(a) From the perspective of efficiency, the protocol constructed in this paper improves
the ciphertext size (1 + 1) [log :ﬂz by modifying the expansion method of the GSW13

2 2
scheme, and the obtained cipher-text size is %. In addition, under the multi-
2 2
bit encryption, the ciphertext size is W?}#/ as shown in Table 1. Therefore, the

performance of the protocol under the existing CRS model is the best.

(b) Moreover, in terms of storage overhead, the ciphertext of the NFHE scheme based
on the SMC protocol in this paper is a matrix, so the ciphertext expansion rate is also O(1).
At the same time, since the size of the ciphertext is much larger than the size of the key,
the protocol in this paper effectively reduces the storage overhead of the system by greatly
compressing the size of the ciphertext.

The main performance comparison of the existing secure multi-party computation
protocols based on fully homomorphic encryption under the CRS model is shown in
Table 1, where “Basic” represents the basic fully homomorphic encryption scheme used
in the protocol; “Rd” represents the protocol Interactive rounds; “CTE Ratio” represents
the ciphertext expansion ratio; “Depth” represents the complexity of the NAND gate; and
the last column “Ciphertext Size” represents the size of the ciphertext. B is the number of
input bits; N is the number of users; # is the lattice dimension; d is the NAND depth of the
circuit to be evaluated; w < 2.3727 is a constant; g € Z is a modulus; and p is a power of 2.

Table 1. Performance comparison of SMC protocol based on FHE.

Protocol Basic Rd CTE Ratio Depth Ciphertext Size

Mukherjee et al. [11] GSW13 2 o(1) O(BN(nd)“) (n+1)*[logq]?

Wang et al. [12] GSW13 3 0o(1) O(B(nd)*) (n+1)*[logq]?

Tang et al. [16] GSW13 3 o(1) O((nd)*) (n+ B)*[logq]?
Ours GSW13 3 0(1) O((nd)*) %

6. Conclusions

Based on the efficient FHE scheme, a leveled, multi-bit, multi-key, secure multi-party
computation protocol under the CRS model is constructed in this paper. This protocol has
a total of three rounds of communication, which is proven to be safe in a semi-honest and
semi-malicious environment, and the security is based on DLWE and the some-are-errorless
LWE. Moreover, compared with the existing protocol, the ciphertext expansion rate of this
protocol is small, and the multi-bit encryption greatly reduces the number of homomorphic
calculations. Meanwhile, the complexity of the NAND gate is low, and the ciphertext
size is small. The overall performance is optimal among the existing FHE-based secure
multi-party computation protocols. Therefore, for the next study steps, attention will be
paid to how to conduct the appropriate methods to ensure the safe transmission of data
and meet the coordination requirements of the session when implementing the protocol.
Meanwhile, the protocol will be further improved to achieve practical standards.
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