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Abstract: Anonymity and privacy in the electoral process are mandatory features found in any
democratic society, and many authors consider these fundamental civil liberties and rights. During
the election process, every voter must be identified as eligible, but after casting a vote, the voter must
stay anonymous, assuring voter and vote unlinkability. Voter anonymity and privacy are the most
critical issues and challenges of almost all electronic voting systems. However, vote immutability must
be assured as well, which is a problem in many new democracies, and Blockchain as a distributed
technology meets this data immutability requirement. Our paper analyzes current solutions in
Blockchain and proposes a new approach through the combination of two different Blockchains to
achieve privacy and anonymity. The first Blockchain will be used for key management, while the
second will store anonymous votes. The encrypted vote is salted with a nonce, hashed, and finally
digitally signed with the voter’s private key, and by mixing the timestamp of votes and shuffling
the order of cast votes, the chances of linking the vote to the voter will be reduced. Adopting this
approach with Blockchain technology will significantly transform the current voting process by
guaranteeing anonymity and privacy.
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1. Introduction

Many countries, companies, and institutions have thought about and developed a
wide range of election systems that use the most up-to-date technologies to allow all citizens
to vote quickly and accurately as a result of the rapid development of technology, the large
movement of people, and the necessity for movement.

The use of technology in elections began a long time ago. However, these technologies
have varied, including blackballing, punch cards, lever voting machines, ballot optical
scanning, electronic voting cabins, direct-recording electronic voting, and other types of
technologies combined with some manual parts [1]. When technology is used to organize
elections, the success of elections depends not only on the successful implementation of
technology but also on procedures related to privacy and auditing. Traditional voting or
electronic voting systems are usually managed by a single authority. Therefore, election
manipulation is possible because a single authority can change votes. Challenges such as
manipulation, privacy, and anonymity can be solved by switching to systems based on
distributed technologies that take security aspects into account.

Transactions in traditional electronic voting systems are stored in a centralized ledger
or centralized database. In contrast, in distributed systems, there is not just one ledger
(database), but all nodes have the same access to a shared ledger, which allows all partici-
pants to see the system of record (ledger). Various voting techniques are used, as mentioned
in [2,3], ranging from raising hands, punch cards, lever voting machines, electronic voting
machines, and online voting, but the idea is for voters to make their electoral choices
anonymously. Technology is developing faster than most people can understand it, but the
issues of privacy and personal data protection are becoming increasingly critical.
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All efforts to implement technology aim to increase security, guarantee integrity, and
ensure the reliability of the process, from voting to counting and the announcement of re-
sults. Regardless of the type of technology used in the electoral process, voters pay the most
attention to the direct use of voting technology, privacy, and anonymity. Electronic voting,
or e-voting, is one of the many government services that the implementation of Blockchain
can positively affect. E-voting, on the other hand, is a service that may be utilized by a
variety of companies and institutions to save time and money, to provide remote access,
and to increase inclusiveness. Despite advancements in technology and in voting processes,
transparency, anonymity, and privacy remain a concern. As a result, the adoption of new
technologies should enable the promotion of system trust and dependability by allowing
mechanisms to be audited, but they should also ensure privacy. Privacy is defined in differ-
ent ways, but Alan Westin [4] defines privacy as “individuals have the right to determine
how much personal information they want to disclose and to whom”; however, this does
not apply to voting because the privacy of voters should not be dependent on them. The
electoral process is very complex and comprehensive; it determines who will lead public
life, and it functions as a kind of competition where we hire our representatives. The origin
of the electoral process began long ago and has historically developed differently from one
country to another [5]. In almost all democracies, the electoral process is highly reliant on
the legal aspect, which defines the mechanisms for organizing, supervising, and conducting
the electoral process accurately and without deception, but this is not always achieved in
practice. There are initiatives for electronic voting in various countries and institutions, and
many of them are moving towards more advanced electronic voting systems. The purpose
of electoral reform varies from country to country. Some countries seek to increase voter
turnout, others seek to reduce electoral fraud, and others reduce bureaucratic procedures
and make it easier for voters [2]. Electronic voting can meet these numerous objectives to
speed up, simplify, and reduce the cost of elections, and it encourages higher voter turnout,
particularly among young voters, who are the most tech-savvy. To better fulfill the legal
aspect and organize the best possible elections, many countries have started or are imple-
menting some form of electronic voting. There are many definitions of electronic voting, but
according to [6], it is a way to get responses from voters at a given time and make elections
more efficient. According to [7], electronic voting is a system where registration, ballot
casting, or counting are conducted using information and communication technologies.
Therefore, electronic voting can be any voting method in which voter preferences can be
expressed or collected through electronic resources. There are various ways to organize
electronic voting. Some countries use different electronic devices at polling stations, while
others use the Internet [8]. Regardless of the methods used, all efforts to implement new
technologies aim to ensure the credibility of the voting process and of the election results.
The electronic system faces various challenges but must guarantee the anonymity and
privacy of voters to be reliable. Electronic voting systems must also consider transparency,
verifiability, and other aspects. Various types of technology offer different possibilities
for these features, but there are also difficulties in achieving these features. The use of
technology in electoral processes must be safe and secure to the same extent that equivalent
manual processes are safe and reliable.

Today, many countries have developed or are developing advanced voting systems
using the latest technologies to enable all citizens to vote quickly and accurately regardless
of their location [9,10]. However, some countries have stopped e-voting projects due to
the unreliability of the technologies used [11], but distributed Blockchain technology can
increase credibility and reliability. There is always controversy with any new technology,
so continual research on all aspects of the process and technology is necessary.

Despite the many benefits of online or electronic balloting using different methods,
digital vote casting needs to be significantly researched because it can also introduce new
threats [12], such as modifying the voter list or adding illegitimate voters, accounting theft,
or account interference.
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Blockchain technology offers some attractive features, such as transparency, immutabil-
ity, and distributed consensus, which are difficult to achieve using other technologies. These
features make Blockchain an appealing technology for elections, as distributed consensus
might boost voter confidence and guarantee correct outcomes. Blockchain technology
has primarily been used in banking and finance, where anonymity is not required be-
cause it is necessary to know who is making the transaction; however, in electronic voting,
anonymity is a required and indisputable feature. There have been several reviews and
ideas about Blockchain technology, but Blockchain-based applications and electronic voting
have generally received limited attention [13]. However, there are several different schemes
and protocols that other authors have proposed, but privacy and anonymity are the main
challenges that have not yet been adequately addressed.

Our paper analyzes how Blockchain technology might be used to alleviate these
challenges. The main focus will be on assuring privacy and anonymity through the latest
Blockchain technology, which offers new possibilities that previous technologies did not.
In addition to analyzing and comparing existing electronic voting solutions in Blockchain,
we also propose a schema by combining two different Blockchains.

The concept used in this scheme enables voter privacy and voting anonymity as
two basic rights in the voting process. The first Blockchain, called “Distributed Key
Management” generates and manages keys and key infrastructures. The second Blockchain,
called “Encrypted Votes Blockchain” is separate from the first Blockchain and is used to
store votes during the voting process.

2. Blockchain Description

Blockchain technology is a relatively new technology that has changed governments,
institutions, and industries worldwide. Understanding distributed systems is essential
to understanding Blockchain technology, as Blockchain is a distributed system at its core,
which can be centralized or decentralized. In other words, Blockchain is a distributed
technology used to record electronic data transactions, which are linked in blocks and
stored in many places simultaneously (nodes). The node can be an individual player
in a distributed system. Distributed and decentralized systems can easily be confused.
The difference is that there is a central authority in a decentralized system that governs
the whole system. In contrast, in a distributed system, the work is done by all nodes
simultaneously to achieve this result.

The Blockchain era started with Bitcoin, a digital virtual currency or digital pay-
ment system without an organization to authorize transactions. Many people think that
Blockchain is the same thing as Bitcoin or that Blockchain is a financial technology. Because
people are starting to hear more about Blockchain right after the peak of Bitcoin’s popular-
ity, such an opinion may be considered valid because the essence of the Bitcoin system is
Blockchain, through the computational process called mining; however, Blockchain is more
than that. The rules of creating blocks and mining are explained in many types of research,
including a study by Gobel [14]. Companies, organizations, and institutions are now re-
searching Blockchain technology, and millions of dollars have been spent experimenting
with it. Therefore, Blockchain is being implemented and used in many institutions [15],
such as banks, finance, and governments, and in various processes of democracy, such as
electoral processes. However, a large part of the global population still has no idea what
Blockchain is or how it works. Blockchain applications may be categorized according to
different fields, particularly the Internet of Things (IoT), so both industry and academia are
paying attention to it, and many research studies are being conducted [16]. As the authors
of [17,18] say, Blockchain is becoming a standard technology of the digital age. Blockchain
functions as a kind of database or open and distributed register in which transactions
between parties are recorded into blocks effectively, permanently, and verifiably. No one
can modify the data in a Blockchain, so the Blockchain is an immutable ledger. “Block”
refers to a collection of data or records, and “chain” refers to a database of these blocks,
stored as a list that is public to all participants. These lists are chained cryptographically
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in chronological order after meeting the preconditions for creating the block. In its most
basic form, the Blockchain structure is presented in Figure 1, with each block containing a
timestamp, transactions, block hash, and previous block hash created using cryptographic
functions. The initial block, often known as the genesis block, does not contain the prior
block’s hash. The authors of [12] describe a similar approach to the Blockchain structure,
noting that each block’s hash is stored in the next block or that each block contains the
previous block’s hash.
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A hash is a value generated by a string using a mathematical function and functions
in a one-way manner by converting entries of different lengths into an encoded output
with a fixed size. Each block contains a set of transactions that are chronologically linked to
previous transaction blocks and precede the transactions of future blocks.

Blockchain may be the future of many businesses and governments. However, as
the authors in [19] put it, a transformation of business and government is still far away,
but the adoption process will be gradual. Blockchain is a technology that can lay new
foundations for our government systems and beyond by providing shared, standardized,
and secure data while maintaining privacy and anonymity. One of the government systems
is electronic voting, which is a potential use for Blockchain technology. However, for a
system or process to be successful, it is essential to choose a suitable Blockchain. The
Blockchain system can be public, private, or mixed, but the Blockchain for government
services is usually private with known identities, and only they can add transactions [20].

3. Related Works

The requirements of any voting system can be numerous and wide-ranging; however,
in general, electronic voting systems should first meet the legal and regulatory framework
of the country while also meeting the security requirements, which are mandatory and
indisputable. Even new blockchain technology can have certain challenges and draw-
backs [21]: unlike other distributed solutions, blockchain is challenging to scale, and node
growth affects performance. Therefore, the issue of performance is resolved in private
networks by implementing different mechanisms, as presented in [22,23].

The electronic voting system must meet security requirements in order to achieve
security that is the same as or greater than traditional paper voting. These requirements can
be grouped into four main principles: authentication, integrity, privacy, and verifiability.
Authentication guarantees that each voter is uniquely and unmistakably identified, which
means that only authorized voters should be able to vote. Integrity ensures that each vote is
signed and cannot be changed by anyone other than the voter himself. Privacy is about the
confidentiality of the vote and the anonymity of the voters, such that the ballot is secret and
its content is not disclosed. Voter privacy enhances voter autonomy and aids in preventing
voter pressure and vote-buying. Verifiability is a control principle that ensures accuracy.
Various aspects of these principles are listed in the papers [12,24], such as accessibility,
availability, transparency, fairness, voter verifiability, privacy, anonymity, auditability, and
accuracy, which are very important for a reliable system of voting. Every security require-
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ment is very important, but anonymity, privacy, and transparency are the cornerstones of
electronic voting [25]. The general security of the voting system, but especially privacy
and anonymity, is essential in electronic voting and needs further exploration, especially
in Blockchain technology. In traditional systems, privacy is maintained through various
cryptographic algorithms, but in Blockchain, this is a challenge because Blockchain is a
distributed technology and can even be public.

Recent initiatives to study applications of Blockchain have mainly been in banking
and finance, but there have been fewer efforts to study the use of Blockchain for electronic
voting. A Blockchain approach to electronic voting using Multichain, which highlights
Blockchain’s effectiveness in terms of basic electronic voting requirements, is proposed in
the paper [26]. This technique allows a solid cryptographic hash-based to be generated
totally based on voter-specific records in such a way that allows the voters’ anonymity,
privacy, and integrity to be protected. There have been various efforts and initiatives to
implement Blockchain technology within the election process [27]. Table 1 presents the
various electronic voting solutions and applications using Blockchain technology. These
applications are for use in elections in corporations, communities, cities, or even nations.

Table 1. Blockchain-based electronic voting applications.

Company/Country Context/Remarks

Voatz/United States

From 2018 to 2020, Blockchain-based elections
were held in West Virginia, Utah, and Colorado.
The company used a voting application using
biometrics, Blockchain, and hardware-based
cryptography by generating paper and chain
voting, but the authors in [28] have expressed
concerns about its vulnerability to
third-party attacks.

Agora/Sierra Leone

In 2018, Sierra Leone deployed a
Blockchain-based network for a presidential
election to count votes in addition to the official
count [29]. The network was an independent
vote count, and as a result, privacy and
anonymity were very evident because
anonymous votes are placed on the Blockchain.

LVH Group/Nasdaq/Estonia

Estonia’s cyber security is derived from its
keyless signature (KSI) infrastructure, which
verifies every electronic activity
mathematically using the Blockchain. This
system issues each shareholder’s voting assets
and symbolic voting assets [30].

I.T. Department of Moscow
Government/Russia

In December 2017, the Moscow City Active
Citizen Program began using a Blockchain for
voting and to make voting results publicly
auditable [31]. Voting using Blockchain
technology was held in Moscow and other
regions in 2020, but Ethereum was unable to
handle the load, and also there were challenges
in securing the ballot [32].

LayerX/Japan
Tsukuba City in 2018 introduced a Blockchain
voting system but had problems mainly due to
forgotten passwords [33].

Switzerland
In June 2018, Switzerland held elections in the
city of Zug based on Blockchain, but it was an
experiment and the result was not binding [33].
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Another approach was taken by [34], which proposed using ZeroCoin to give Bitcoin
anonymity. ZeroCoin’s proposal fixes voting groups and makes it difficult for the admin-
istrator to vote fraudulently. The authors of the paper [35] proposed the implementation
of smart contracts in Ethereum, and they addressed voter security, voters’ privacy, and
non-repudiation of votes. To gain privacy, the authors of paper [36] used a blind signature
as proposed by the authors of paper [37], which mathematically prevents every other
person from linking a blinded message to the only one who signed it. The proposal uses
Blockchain technology and smart contracts to build a reliable and efficient scheme without
using certificates. The various online platforms, their consensus, and the technology used
for systems development are given in [12], but problems with scalability are highlighted.
Developing a transparent online voting protocol using Ethereum through the open voting
network is presented in [38], but this proposal fails to prevent system corruption. The
authors of [39] suggested using a distributed, anonymous, and transparent system with
minimum trust between the parties, but even their proposal fails to be secured from at-
tacks. A Blockchain-based anti-quantum electronic voting protocol making changes to the
Niederreiter cryptosystem algorithm is proposed by [40], but according to [41], security
and efficiency decrease as the number of voters increases.

The authors of the paper [12] compare many electronic voting proposals using Blockchains,
such as a comparison of schemes, systems, and scalability analyses. These comparisons
define the framework, cryptographic algorithm, consensus protocol, audit, anonymity,
verifiability, mining difficulty, block, scalability, integrity, accuracy, and other aspects.
According to [12] and the comparison of BSJC, Anti-Quantum, OVN, DATE, BES, and
BEA, no scheme offers solutions for any security requirements, such as anonymity, security,
integrity, variability by voter, scalability, privacy, and auditing. Basit Shahzad & Jon
Crowcroft’s (BSJC) scheme does not meet the requirements of accuracy, scalability, and
variability by voters while the counting method is from a third party [42]. The anti-quantum
scheme, similar to the BSJC scheme, does not meet the requirements for accuracy, scalability,
or voter variability, but the counting mechanism is self-tallying [40]. Although the open
vote network (OVN) [38] does not meet the auditing, accuracy, scalability, or integrity
requirements, the counting mechanism is self-tally. The other scheme, DATE, does not
meet the auditing, accuracy, or integrity requirements, but it does meet voter scalability
and variability [39]. BES, unlike BEA, achieves accuracy, integrity, and scalability, but not
anonymity and voter variability [43], which BEA does [44].

Agora, a company based in Lausanne, Switzerland [45], has analyzed and developed
a token electoral process mechanism based on Blockchain technology. They point out that
current systems do not meet key voting features such as transparency, privacy, and integrity
that can be achieved with new technologies. The Australian company, based in Brisbane,
Horizon State [46] presents a voting application of Blockchain technology and addresses
issues that need to be resolved, such as transparency, anonymity, and voter trust. The
American company Voatz, in Boston, MA, USA, has created a Blockchain-based voting
system that was approved in the U.S. presidential election. In their technical report [47],
this company highlighted the challenges of identity, auditing, and protection against DoS
attacks. Zcash is a decentralized payment scheme [25] that aims to provide anonymity,
and unlike Bitcoin, proof-of-work in Zcash relies on an optimized form of zero-knowledge
proofs called zk-SNARK. Double voting is a concern in Zcash since the same granted
vote token is used to vote for several candidates [48]. A zero-knowledge proof refers
to a cryptographic approach by which a party, referred to as “the prover”, can prove to
another party, referred to as “the verifier”, that particular statements are true without
giving any other information. Because a malicious user could gain unauthorized access to
the Blockchain due to its open nature, the zero-knowledge proof can be used to validate
if the prover has sufficient transactions in the Blockchain environment without exposing
any data [49]. One of the simplest and most often-used proofs of knowledge is the Schnorr
algorithm, also known as the proof of knowledge of a discrete logarithm [50].
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Different analyses and approaches have been made based on research and evaluation
of related work on blockchain-based electronic voting systems, but there are still gaps in
the implementation of security requirements. Security requirements for voting schemes,
with an emphasis on anonymity and privacy, need to be addressed in future studies.

4. Proposed Approach to Assure Anonymity and Privacy in E-Voting Using
Blockchain Technology

Privacy and anonymity are two crucial features related to voter privacy and vote
anonymity, so they are closely related to each other in the voting process. Privacy in the
case of voting is when no one can know for whom and how the voter is voting, although
the voter’s identity is potentially known. Anonymity in the case of voting is when no one
knows for whom and how the voter voted, but it is potentially known what the voter is
doing. No one should be able to detect, identify, or link the vote to a voter during and
after the poll. However, in different electoral systems, the voter can verify that their vote is
counted correctly.

Since anonymity and privacy are critical features of any electoral system, the data flow
diagram, as presented in Figure 2, aims to preserve these two features through two separate
Blockchains: Distributed Key Blockchain (DKB) and Encrypted Votes Blockchain (EVB).
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A Distributed Key Blockchain or Distributed Key Management is a cryptographic
process in which multiple parties compute a standard set of public and private keys by
applying specific protocols and consensus algorithms. This way of generating distributed
keys prevents single parties from accessing a private key. The Distributed Key Blockchain
can include various authorities dealing with elections, including civil society or other
stakeholder institutions. The Encrypted Votes Blockchain (EVB), which is separate from the
Distributed Key Blockchain, stores encrypted votes throughout the voting process. Before
adding transactions (votes) to the EVB, they are validated and confirmed as legitimate
transactions through various consensus algorithms and Smart Contracts. The following
steps describe how the scheme works:

• Step 1. The Distributed Key Blockchain generates public keys that eligible voters will
use to encrypt votes. In addition to generating and managing keys, this blockchain
must verify in advance whether the voter has the right to vote and has not voted before.

• Step 2. At the voter’s request and after reaching consensus with the algorithm used for
consensus, as described in [51], the DKB generates the pair of keys that the voter will
use to encrypt the vote. The preliminary DKG confirms that the voter has the right to
vote and has not already voted. There may be some form of interface or application in
this part of the scheme that allows voters to vote.
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• Step 3. As presented in Figure 3, the voter encrypts the ballot using the public key
generated by DKB. The voter generates a cryptographic nonce and adds it to the vote
before encrypting it with the public key. A nonce is an abbreviation for “number used
only once”, which is added to the vote and can be used by the voter to verify that the
vote has been counted accurately after it has been counted. Nonce-generation and
encryption occurs during the voting process within the interface or application that
the voter uses to vote. This relationship, as presented in Figure 3, hash and encrypted
vote with nonce, assures the voter that their vote has been counted and, furthermore,
their vote is counted correctly.
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• Step 4. As presented in Figure 4, the voter generates a hash of their private key within
the interface or application and ties it to the encrypted vote + nonce. Using the hash
of their private key, the voter may verify that their vote is valid and has not been
tampered with during the voting process.
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• Step 5. The encrypted vote + nonce and hash are digitally signed with the voter’s
private key, as presented in Figure 5. The voter is ready to cast his ballot, which will
be sent to the EVB; however, there will be a mechanism in place to separate the voter
data from the vote data.
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• Step 6. A form of anonymizer is used in this step, mixing timestamps of votes and
shuffling them in order to reduce the risk of voter or vote identification. In addition
to timestamp mixing, this approach guarantees that voter data is separated from the
vote. This is an analogy of envelopes, where the inner envelope carries the ballot but
no information about the voter, whereas the outer envelope contains voter data but no
ballot data.

• Step 7. After the operation in step 6, the encrypted votes will be stored in the EVB.
Because the so-called outer wrapper, which was the voter’s signature, is removed in
this step, only the encrypted votes remain as presented in Figure 4. According to the
envelope analogy, in this case, it is only the inner envelopes that do not contain any
information about the outer envelope (voter data).

• Step 8. The voter’s signature is removed from the encrypted ballot, assuring that the
vote is not linked to the voter. According to the envelope analogy in this case it is only
the outer envelopes, that do not contain any information about the inner envelope
(vote data). The DKB stores voter signatures as well as other voter information. Both
voters and authorities can verify that a voter has voted by storing the voter’s signature
and other voter data in the DKB.

• Step 9. The Encrypted Votes Blockchain stores the encrypted votes and the hash of the
voter’s private key throughout the voting session.

Saving the votes in the EVB without the voter’s signature guarantees anonymity and
privacy, whereas saving the voter’s signature at the DKB prevents double voting. With
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an Encrypted Votes Blockchain, the vote cannot be associated with the voter, but even
the Distributed Key Blockchain can never associate the signature (voter) with the vote,
thus meeting the two main preconditions of voting. Smart Contracts can manage voting
time in both DKB and EVB. When the voting time is over, the generation of keys will not
be allowed, and consequently, neither will the voting. Next, the counting begins, and if
the Distributed Key Blockchain and Encrypted Votes Blockchain have agreed to this, the
Encrypted Votes Blockchain signs the dataset of all encrypted votes with its private key
and sends this dataset to the Distributed Key Blockchain, as presented in Figure 6. The
dataset, in this sense, represents a ballot, a list of votes without voter information, thus
assuring voter anonymity and privacy.
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The Distributed Key Blockchain validates the signing of encrypted ballot data sent
by the Encrypted Votes Blockchain using EVB’s public key; if it is valid, it decrypts the
encrypted votes. The private key of the Distributed Key Blockchain is used to decrypt
the votes. The Distributed Key Blockchain verifies that the number of voter signatures
equals the number of votes received by the Blockchain Encrypted Votes prior to decryption,
proving that there are no more votes than voters or vice versa. After decrypting the votes,
the Distributed Key Blockchain calculates the votes and announces the results based on the
legally defined criteria.

4.1. Evaluation of Storage and Energy Consumption

Various data, such as voter data, electoral zone data, and other comparable data, are
processed and stored during the voting process. Depending on the number of voters, the
storage size may increase. Data are redundant because the Blockchain is distributed. The
redundant data depend on the number of nodes used to mine in the Blockchain. The
storage calculation to store the voting records is based on the Blockchain’s structure. The
organization of data in the block depends on the number of transactions and the platform
used. Since, in the current Blockchain, the size of the block is almost 1 MB (megabyte),
calculations are based on 1024 bytes (1 kilobyte). According to I BM calculations [52], a
1 MB block must be able to store 1000 votes. Based on the assumptions above, the formula
to calculate the needed storage for the voting system is:

storage_size = (number_of_voters/1000) * 1 MB

In the case of 10 million voters, the minimum storage size of one node must be
about 10,000 MB or approximately 10 GB (gigabytes). The redundant data are calculated
by multiplying the storage_size by the number of nodes performing the mining. Energy
consumption should be considered regardless of whether of the two most popular platforms
are used, whether the Ethereum platform as a public network or the Hyperledger platform
as a limited access or allowed blockchain network. The amount of energy consumed by the
blockchain is determined by the block’s difficulty and the number of hashes generated per
second (called the hash rate) [53]. The total energy consumption is also determined by the
total number of nodes, which can range from a few tens to several hundreds depending
on the type of election and actors involved, such as ministries, municipalities, civil society,
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universities, and other important institutions. The assumption of the overall cost of all
systems (energy consumption only for transaction mining) was calculated as follows:

energy_cost_per_day = (no_of_nodes * node_power_consumption) * prices_per_kWh * 24 h

A similar approach of calculation is given in [54], which defines the average energy
for storing a data unit for one year. However, because electronic voting only takes a few
days or weeks, disk size and energy usage may be less relevant.

4.2. Discussions

Current schemes and protocols do not meet the reliability criteria since they do not
adequately meet the security, privacy, and anonymity characteristics. The BSJC and Anti-
Quantum systems, for example, fail to meet voter expectations for accuracy, correctness,
scalability, and variability. The OVN, DATE, BES, and BEA schemes, on the other hand, do
not meet the requirements for correctness, integrity, and scalability. Our scheme manages
to balance the qualities of privacy and anonymity by using two Blockchains (DKB and
EVB). Integrity, precision, and correctness are also obtained, in addition to anonymity and
privacy. This is accomplished by using a cryptographic nonce and a hash of the voter’s
private key, which allows the voter to verify their vote and ensure that their vote is correctly
counted. Future researchers should consider the component of the vote separation from
the voter and the part of anonymization that occurs in step six of the scheme, as presented
in Figure 2.

5. Conclusions

Electronic voting systems have recently begun to find more applications in the real
world due to their numerous advantages. The application of Blockchain technology can
be more reliable than traditional ones because traditional or electronic voting systems are
usually managed by a single authority that also has the risk of manipulation. Because
Blockchain is distributed, not managed by a single authority and uses different consensus
methods between parties, it can improve electronic voting systems. The immutability of
Blockchain ensures data integrity through auditing, but privacy and anonymity are still
among the main concerns. The proposed approach addresses these concerns with electronic
voting, employing two independent Blockchains.

The usage of two different Blockchains recommended in our study, i.e., the En-
crypted Votes Blockchain and the Distributed Key Blockchain, takes voter privacy and vote
anonymity into account and provides solutions. Voter privacy and vote anonymity are
achieved by storing votes and voter data in a separate Blockchain and using cryptographic
methods and protocols. The nonce and hash of the voter’s private key, as well as a compar-
ison of the number of votes with the number of signatures of voters, ensure the integrity of
the data. In addition, this approach makes it possible to verify if the vote has been counted
correctly. The Distributed Key Blockchain also guarantees that no fraudulent voter has
voted more than once, as this is verified before the voter casts their vote.
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