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Abstract: With the rapid development of power grid informatization, the power system has evolved
into a multi-dimensional heterogeneous complex system with high cyber-physical integration, de-
noting the Cyber-Physical Power System (CPPS). Network attack, in addition to faults, becomes an
important factor restricting the stable operation of the power system. Under the influence of network
attacks, to improve the operational stability of CPPSs, this paper proposes a CPPS network attack
detection method based on ensemble learning. First, to solve the shortcomings of a low detection
precision caused by insufficient network attack samples, a power data balancing processing method
was proposed. Then, the LightGBM ensemble was constructed to detect network attack events and
lock the fault points caused by the attack. At the same time, in the process of gradient boost, the focal
loss was introduced to optimize the attention weight of the classifier to the misclassified samples, thus
improving the network attack detection precision. Finally, we propose an effective evaluation method
of the network attack detection model based on cyber-physical comprehensive consideration. In
addition, the cyber-physical power system stability under the action of the network attack detection
model is quantitatively analyzed. The experimental results show that the F1 score of network attack
detection increases by 16.73%, and the precision increases by 15.67%.

Keywords: CPPS; network attack detection; ensemble learning; LightGBM,; reliability evaluation

1. Introduction
1.1. Background

The power system is a strategic system for national economic development, and its
stable operation ensures the energy supply required for economic development. As the
amount of electricity consumed by citizens rises, the scale of the power system is growing,
the network structure is becoming more complicated, and the requirements for preventive
control of power system stability are increasing [1-3]. With the gradual progress of smart
grid construction, the rapid development of power measurement technology and power
communication technology, large amounts of data such as wide-area measurement and
external information (environment, meteorology, society, etc.) are connected to the grid.
The power system has developed into a CPPS, which has the characteristics of multi-
source information interaction and high-dimensional time-varying nonlinearity [4,5]. The
dependence of physical devices on communication channels makes network security more
difficult, and it raises the potential of network attacks on power systems in particular.
Following transient factors, network attacks have become another key factor affecting the
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stable operation of the power system [6]. Unlike network attacks on the Internet, network
attacks on CPPSs are designed to cause large-scale chain failures, causing widespread
power supply interruptions and irreversible damage to the power system. Therefore,
detecting network attacks and defects on the power system quickly and accurately, as well
as providing a foundation for developing appropriate defense measures, is a crucial part of
ensuring the power system’s safe and stable functioning [7,8].

The smart grid detects abnormal data and abnormal events through state estimation,
but traditional state estimation methods cannot meet the fast calculation requirements of
multidimensional heterogeneous data, and the intelligence is relatively low [9]. Machine
learning algorithm theory is developing, and its application in the field of CPPS network
attack detection is becoming increasingly common [10-12]. Ensemble learning algorithms,
as a branch of machine learning algorithms, have the advantages of both detection efficiency
and accuracy without the need for complex time—frequency domain modeling calculations.
The deployment of a wide-area measurement system provides large sample data support
for ensemble learning algorithms. Therefore, the ensemble learning algorithm has certain
advantages for network attack detection [13,14]. However, under a closed system sampling
dataset, the lack of the network attack sample brings serious challenges to the training
precision of the machine learning model. The lack of network attack samples causes serious
data imbalance. The imbalance increases the low precision of network attack and fault
detection. In the physically measured data, the network attack samples and the fault
sample show a high degree of similarity. The classic machine learning algorithm has the
disadvantages of insufficient detection rate and high false detection rate [15].

Aiming at the above problems, this paper proposes a network attack and fault de-
tection method with an ensemble classifier; this method has been verified to apply to the
following attack types: false data injection attack, control signal tampering attack, and
fragile device attack. The pseudo sample generation strategy is used to solve the shortcom-
ings of the low detection precision caused by the failure and insufficient network attack
samples. At the same time, we constructed and improved the LightGBM ensemble classifier
to further improve the detection precision of network attacks. It also proposes the reliability
evaluation method of the network attack detection model. Under the action of the network
attack detection model, the main contributions of the quantitative analysis of the power
system security are as follows:

(1) Imbalanced datasets where the majority of samples are benign may lead to high
rates of false alarms. To overcome the problem, a centralized SMOTE oversampling
approach is presented to obtain sufficient network attack pseudo data and implement
data balancing processing. The MRMR feature selection method is used to reduce the
dimension of the data, reduce the training time of the network attack detection model,
and improve the efficiency of network attack detection.

(2) Based on the focal loss, a LightGBM-integrated learning classifier is built to correct
errors during model iterations and increase the attention weights for misclassified
samples. During the iterative process, the classification accuracy of such samples
improves, increasing the efficiency of network attack and fault detection in general.
The final attack detection rate is improved by 16.73%, and the precision is improved
by 15.67%.

(3) Inthe process of data flow transmission, the vulnerability index of each cyber-physical
node is abstracted. Under the influence of network attacks, the vulnerability of the
whole cyber-physical system is comprehensively quantified.

The remainder of the article is as follows: the second section introduces the related
work, the third section is a brief description of the proposed methods and the technologies
used, the fourth section is the experimental verification of the proposed methods, and the
fifth section is the conclusions and prospects of this paper.
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1.2. Related Works

Ganjkhani et al. [15] propose a network attack detection method based on a nonlinear
autoregressive neural network. The method reduces the complexity of the algorithm to a
certain extent and effectively improves the real-time performance of network attack detec-
tion. Xu et al. [16] propose a two-stage state prediction method to predict the measurement
vector of the vulnerable node. Based on the threshold residual of the predicted value and
the true value, the network attack is detected to realize the protection of the vulnerable
node. Zhao et al. [17] propose a short-term prediction method to analyze the real-time
condition and the consistency of the measured data of the power system. Based on /2 norm
and co norm detect network attacks, the shortcomings of traditional detectors in dealing
with decision boundary problems are solved.

Hu et al. [18] propose a bad data detection and correction method based on kernel
density estimation, which increases the ability to restore error data and improves the elastic
error control ability of the system. Chaojun et al. [19] propose a feature extraction method
based on a genetic algorithm to obtain the key features of the data to be detected, combined
with the Euclidean detector, to detect the outliers in the state estimation data. The Euclidean
distance-optimized Kalman filter was used to detect network attacks [20]; the traditional
state estimation method based on the least squares method could not identify network
attacks, the model solves the problem and has a significant effect on reducing the false
alarm rate caused by noise.

Ahmed et al. [21] propose an improved genetic algorithm for the feature selection
of state estimation data. It filters out redundant and irrelevant features and selects the
optimal low-dimensional feature combination to represent the raw data. It then uses a
support vector machine (SVM) as a classifier to identify network attacks, which improves
the efficiency of network attack detection. Mohammadpourfard et al. [22] propose a new
physical model to resist the false data injection attack. The model uses the GAN algorithm
to capture the deviation between actual and ideal measured values and maintain the
integrity of state estimation in real-time. Xue et al. [23] propose a One-Class-One-Network
(OCON) framework based on extreme learning machine (ELM) to identify network attacks
and data recovery based on spatial correlation analysis of power data. The method ensures
the normal state estimation of the power system. James et al. [24] propose an online
identification mechanism for AC system network attacks based on deep learning. To
identify potential network attacks in real-time, the spatial characteristics of historical data
were extracted by wavelet transform, and the recurrent neural network was constructed.
The design of the machine learning algorithm avoids solving complex time—frequency
domain problems of the power system, and the efficiency is relatively high.

In addition, the method using the same dataset of the works of literature is discussed in
this section. The work conducted by Hink et al. [25] had an accuracy of approximately 90%
and 75% over the multi-class dataset for JRipper-Adaboost and random forest, respectively.
Wau et al. [26] propose a sequential pattern mining approach to extract patterns of power
system disturbances and network attacks accurately. The mining common path algorithm
had an accuracy of 93% on the multi-class datasets. Mohsenian-Rad et al. [27] propose
a privacy preservation intrusion detection technique based on the correlation coefficient
and expectation—-maximization clustering mechanisms, which select important portions of
data and recognize intrusive events. The model had a recall rate of 88.9% over the multi-
class datasets with 75% of features. However, this work did not consider network attack
detection from the perspective of the interaction between the cyber layer and the physical
layer. LiJ et al. [28] study the potential vulnerabilities of machine learning applied in
CPSs by proposing a general threat model for Constrained Adversarial Machine Learning
(ConAML). Li B et al. [29] propose a novel federated deep learning scheme named DeepFed.

The current CPPS network attack detection methods are divided into the time state
predicting method, the state estimation method, and the machine learning detection method.
The time state prediction method improves the dynamic state estimation ability of the
power system [15-17]. However, the above methods are prone to low detection precision
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when a transient process occurs in the power grid due to non-attack factors. The state
estimation method represented by [18-20] is simple in principle, is more in line with
the characteristics of the power system, and has a high detection speed. However, the
setting of the detection threshold brings a certain experience error and low precision. The
traditional machine learning algorithms represented by [21-24] are very dependent on
data quality, and the imbalance of sample numbers has a great influence on the training
precision of the model. The deep learning algorithm is extremely dependent on the training
data of large samples; the model complexity is high and the training speed is low. This
model, which still needs to be improved in dealing with data imbalances, did not conduct
a cyber-physical security assessment of the test results. Due to its ensemble voting and
parallel characteristics, the ensemble learning algorithm can better balance the training
precision and training speed and has higher advantages in solving network attacks and
fault detection methods.

Based on the above analysis, this paper proposes a CPPS network attack detection
method. The method uses the ensemble learning classifier as the final detector and uses
heterogeneous data of cyber-physical fusion as the driving force. On the one hand, it
increases network attack detection and a CPPS’s capacity to prevent network attacks. On
the other hand, it increases the power grid’s anti-disturbance capability and decreases the
power system’s economic loss by providing timely fault location predictions.

2. Methodology
2.1. Analysis of Smart Grid Network Attack Path

The network attack path of the power system is shown in Figure 1; a remote terminal
unit (RTU) was widely used to collect measured data. The measured data were transmitted
to the Power Control Center (PCC) through the communication network system. The
PCC estimated the state of the power system based on the measured data. The abnormal
estimation results were filtered out by bad data detection (BDD), and then the accurate
state estimation was carried out again [25,26]. Based on the final estimation results, the
energy management system (EMS) made control decisions on the power system such as
capacity control, emergency time analysis, and electric power flow optimization. It then
sent the final control signals to the physical grid through the communication system to
maintain the power system’s normal operation [27]. In recent years, with the deepening of
academic research on power system network attacks, a variety of potential network attack
modes have been proven to possibly threaten the normal operation of power systems, such
as false data injection attacks, control signal tampering attacks, and fragile device attack.
This article mainly analyzes these three types of network attacks. The network attack path
is shown in Figure 1.

Among them, when a false data injection attack occurred, the underlying measurement
data were uploaded to the power control center through the communication system. In
addition, the data had been injected and bypassed the bad data detection mechanism,
resulting in erroneous state estimation. The malicious control signal tampering attack
modified the directives sent by the control center to the physical device, causing the device
to lose control. The fragile device attack occurred on specific power equipment, and the
equipment information was maliciously tampered with, which was not controlled by the
power control center. The network attack on the CPPS seriously endangered the stable
operation of the power system. To maintain the normal operation of the power system, a
network attack detection method was urgently needed to predict the occurrence of network
attacks or faults in the power system.

2.2. Network Attack Path Analysis of Smart Grid

The transient process from the occurrence of a network attack to the power system
paralysis was very short. Therefore, it was difficult to obtain sufficient data to characterize
the power grid state when the attack occurred, resulting in a serious imbalance between the
number of network attack samples and normal samples. On the one hand, the number of
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Power Infrastructure

network attack samples was insufficient to meet the modeling requirements of the machine
learning algorithms. On the other hand, data imbalance made the learning ability of the
model biased towards most class samples, which made the performance of the model
unreliable [30,31]. To reduce the impacts of sample size differences, a central interpolation
strategy was proposed to improve the Kmeans-SMOTE oversampling algorithm—Center
interpolation Kmeans-SMOTE (CIKS), which implemented the oversampling of data to
obtain a balanced network attack data.
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Figure 1. Network attack intrusion path.

The CIKS algorithm included three steps of clustering, filtering, and sampling. The

algorithm execution process is shown in the Figure 2.

)

@

Clustering: based on the Kmeans clustering algorithm, n clustering centers were
determined in the minority sample space, and the minority samples were clustered
into n clusters according to the location of the cluster centers.

Filtering: Select clusters that participated in oversampling. The principle was that
several clusters containing a large number of minority class samples participated in
oversampling. After determining the clusters participating in the oversampling, we
calculated the sampling weight of the clusters participating in the oversampling. The
sampling weight determined the number of pseudo samples generated in the cluster.
The clusters participating in the oversampling were given a sampling weight between
0 and 1. At the same time, the minority sample density lower clusters were assigned
high sampling weights and generated more pseudo samples. The sampling weight
depended on the ratio between the density of a single cluster and the average density
of all selected clusters. The weight calculation steps are as follows:
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(@) For each filtered cluster f, the Euclidean distance matrix between a few types
of samples is calculated.

(b) Add all the off-diagonal elements of the Euclidean distance matrix, and then di-
vide by the number of non-diagonal elements to calculate the average minority
sample distance for each cluster.

(c) The minority sample number in each cluster is divided by the power of its
average minority sample distance, and the density of the cluster is calculated
as shown in Equation (1):

minorityCount(f)

density(f) = 1)

averageMinorityDistance()™

where minorityCount(f) represents the number of minority samples in the
cluster f, averageMinorityDistance(), represents the method for calculating
the average minority sample distance.

(d)  Calculate the sparse factor sparsity(f) = 1/density(f).

(e) The sampling weight of each cluster is equal to the sparse factor of the cluster
divided by the sum of the sparse factors of all clusters.

The sum of all sampling weights was 1. According to this feature, the sampling weight
of the cluster was multiplied by the total number of samples to be generated, which was
the number of samples to be generated in the cluster.

(3) Sampling: after the sampling weight was determined, in the filtering stage, for clusters
involved in sampling, oversampling was performed in turn. The oversampling is
shown in Figure 3. A sample in the cluster was then randomly selected, and we
performed a linear interpolation between the cluster center to generate a new sample.
We looped the above steps until all pseudo samples in the cluster matched the weights
determined in step (2), and the oversampling was ended.
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Figure 2. The execution process of the CIKS algorithm.
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Figure 3. The construction method of the pseudo sample database.

The CIKS algorithm uses a simple Kmeans clustering algorithm and linear interpo-
lation operation to obtain sufficient pseudo data which are highly similar to the original
power data. It provides a large sample of training data for the ensemble learning algorithm
and reduces the adverse effects of data imbalance on the network attack detection model.

2.3. Network Attack Detection Method Based on LightGBM
2.3.1. The Features of the LightGBM Algorithm

LightGBM is an ensemble learning algorithm based on a decision tree. The algorithm is
an improved version of the gradient boosting decision tree (GBDT) algorithm. The gradient
boosting decision tree (GBDT) is an ensemble learning framework based on decision trees.
The GBDT uses gradient descent to approximate each decision tree in an additive model,
as shown in Figure 4.

Loss function
negative gradient
Loss function
negative gradient
o Strong
Training . TLes fomE ftom classifier
L __samples ﬁ : negative gradient

Decision tree m

Figure 4. The framework of the GBDT algorithm.
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To improve prediction accuracy, a new decision tree was created in each iteration
to minimize the loss function in the direction of the fastest decreasing loss function—the
negative gradient direction. The GBDT model composed of m decision trees are as shown
in Equation (2):

M
Fum(x) = Z Bmh(x; am) ()
m=0

The B, represents the linear combination coefficient of the m decision trees, h(x; a,)
represents a decision tree model.

LightGBM is an improved GBDT that overcomes the shortcomings of GBDT overfitting
and slow training speed. This improvement facilitates the detection of CPPS network at-
tacks and failures [32]. The key improvement strategy is shown in Figure 5. The advantages
of the LightGBM algorithm are shown below:

Loss function{
self-defined
loss function

}

processing

reduction

»
L

LightGBM ensemble
classifier

(1) The mechanism that supports parallel training reduces the training time.

(2) The algorithm supports a self-defined loss function, sets a reasonable loss function
according to the business background, and constantly corrects errors in the iterative
process, which improves the training precision.

(38) The deep growth strategy controls the complexity of the model and reduces the risk
of overfitting.

(4) Data optimization uses the histogram algorithm to reduce model complexity.

-————-———— 1
| | control
| | complexity Deep growth
correct ——
the error | |
|
| | training
. acceleration Parallel
| |: | © computation
. | | Wrapper-based
continuous . . feat lecti
feature | | data dimension | Ieatire selection

Figure 5. LightGBM optimization strategy.

2.3.2. The Improvement of the LightGBM Algorithm

To direct attention to the misclassified samples in the last iteration, the focal loss
function was introduced to improve the LightGBM algorithm—focal loss LightGBM (FLGB),
so that the classifier adjusted the attention of the misclassified samples in the training
process, and then improved the training precision in the next iteration. The focal loss
function is shown in Equation (3):

T

Lfocal—loss = Z (1 - Pi)vL(Pi/yi)
j=1

®)

During the iteration, when a sample is misclassified, the value p; is very small and the
regulatory factor (1 — p;) is close to 1, the losses are unmediated; when the probability p;
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of a sample being classified correctly is large, the regulatory factor (1 — p;) is close to 0, the
losses unmediated, the weight of samples with high classification possibility is reduced.
Super parametric y smoothly adjusts the proportion of easy-to-segment samples to reduce
weights. An increasing super parameter oy can enhance the influence of adjustment factors.
The adjustment factor reduces the contribution of separable samples and broadens the scope
of sample loss. From the above analysis, the focal loss reduces the samples” weight, which
is easy to classify. At the same time, it increases the samples’ weight which is difficult to
classify [33]. Therefore, the classifier pays more attention to difficult classification samples,
which further improves the precision of the classifier. The LightGBM algorithm optimized
by focal loss improves the detection precision of network attacks; thus, the performance is
more stable.

2.4. Reliability Evaluation of Network Attack Detection Model

The key feature of the CPPS is real-time perception and dynamic control. We uploaded
measurement data from the physical layer to the information layer for data analysis, then
the information layer returned the control signal, which constituted the closed-loop control.
According to the actual power topology, the CPPS was divided into nodes to be measured:
data acquisition nodes, information nodes, and control nodes. The closed-loop control
forms the following topology: physical node to be measured — data acquisition node
— information node — control node — physical node to be measured. According to the
prediction results based on the network attack identification model, the security coefficient
was assigned to the data communication between nodes. The higher the precision of
network attack detection, the higher the security under the influence of network attack.

Suppose 7 is the number of the information physical data transfer process (closed-
loop), SNU represents the network security index from the physical node to be measured to
the measurement node, SUI represents the network security index between measurement
nodes and information nodes, SIC represents the network security index from information
node to control node, SCN represents the network security index between the control node
and the physical node to be measured. The safety index (SI) of the entire CPPS and the
reliability of the CPPS network attack detection model is shown in Equation (4):

n . . . .
SI:EZ(SNUZ—I—SUI,ISICA—SCN,) @

ni3

2.5. Network Attack Detection Model Construction

Based on the above theoretical analysis, this article combines ensemble learning
techniques to design a set of power system network attack detection methods. The trained
model can monitor the real-time state of the power system and detect potential attack
events in a timely way by swiftly creating mapping links between data inputs and outputs
and avoiding complex time-domain equation solutions. The network attack detection
framework is shown in Figure 6:

PMU
measurement
data

Data Ensemble Model
—» Oversampling —» dimension —» learning r—» .
. . evaluation
reduction algorithm

Figure 6. The framework of the network attack detection method.

(1) Collecting data based on a PMU, mainly including positive sequence, negative se-
quence, zero sequence voltage, current, and other continuous values, the average
method is used to fill the missing value. The information layer data include discrete
data such as relay logs, and structured heterogeneous data are constructed based
on time.
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P1

B1

(2) To achieve data balancing, the number of samples to be sampled for each minority
class of samples is established, and then pseudo samples are generated using the
proposed CIKS algorithm and added to the original data. The minimum redun-
dancy maximum relevance feature selection (MFS) algorithm is adopted to reduce the
dimensionality and redundancy of the data.

(3) The improved LightGBM classifier with focal loss function is trained on a balanced
dataset to provide an autonomous network attack detection model, and the model’s
performance is assessed on the test set.

(4) Based on the results of network attack detection and cyber-physical topology, a
reliability evaluation method of the network attack detection model is proposed.
In the impact of network attacks, the method evaluates the risk of data interaction
between cyber-physical nodes and obtains the final result based on the weighted
average method. The weighted average approach is used to calculate the reliability
quantification results of the final network attack identification model.

3. Example Analysis
3.1. Data Sources

The public data provided by Mississippi State University were used to assist in the
performance verification of the proposed network attack detection method [34]; the specific
dataset we used is “the multi-class of dataset 1: Power System Datasets”. The physical
grid topology is a two-machine three-bus transmission system, and the specific topology is
shown in Figure 7. The physical grid contains the devices as follows: P1 and P2 are two
three-phase generators, and R1-R4 are four pieces of electronic equipment, respectively,
which control on and off circuit breaker BR1-BR4 separately.

DR1 DR2 DR3 DR4 P2

- — {0
L LI [l unl LI L]

R1 R2 R3 R4

B s

B2 Load

Figure 7. The topology of a three-bus two-line transmission system.

The data include five types of scenarios, which are described as follows:

(1) The power system operates or maintains normally, and there is no network attack or
failure state.

(2) Fault: a small current ground fault occurs in the power system.

(3) False data injection attack: the attacker tampered with the amount of data and by-
passed the residual detection mechanism, which caused the dispatcher to lose normal
control of the power system.

(4) Remote tripping command injection attack: the attacker tampered with the control
signal of the circuit breaker, so that the circuit breaker could not normally turn on
and off.

(5) Attack on fragile device attack: the attacker tampered with the relay settings so that
the relay cannot be disconnected when the power system fails.

The data have a total of 128 features, including data collected by 4 PMUs and snort
logs. Each PMU measures 29 features, and the remaining 12 features are log information
of the control panel. Table 1 describes the names and the physical meanings of the data
features. Since the data acquisition device is four PMUs, each PMU measures the same
index name, so only the data features collected by the first PMU are listed. The “#” in
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“R#-" represents the index of the PMU code, for example, “R1-PM1” represents the voltage
amplitude measured by PMU R1.

Table 1. Characteristic description.

Characteristic Characteristic Description
PA1: VH-PA3: VH Phase A-C Voltage Phase Angle
PM1: V-PM3: V Phase A-C Voltage Phase Magnitude
PA4: TH-PA6: TH Phase A-C Current Phase Angle
PM4: I-PMeé: 1 Phase A—C Current Phase Magnitude
PA7: VH-PA9: VH Pos.—Neg.—Zero Voltage Phase Angle
PM7: VH-PM9: VH Pos.—Neg.—Zero Voltage Phase Magnitude
PA10: VH-PA12: VH Pos.-Neg.—Zero Current Phase Angle
PM10: V-PM12: V Pos.—Neg.—Zero Current Phase Magnitude
F Frequency for relays
DF Frequency Delta (df/dt) for relays
PA:Z Appearance Impedance for relays
PA: ZH Appearance Impedance Angle for relays
S Status Flag for relays

3.2. Performance Verification of Large Samples
3.2.1. Analysis of the Oversampling Effect

Assuming that the 15 subsets of data are continuous in time, that is, on the premise
of satisfying the characteristics of time series, we conducted longitudinal splicing of
15 subdatasets to obtain large sample datasets. According to the statistics of the sample
numbers, there is still a serious imbalance in large sample datasets. After data balancing,
the number of samples in each category is shown in Figure 8.
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i
1
1
1
|
|
1

2000

1500

R O S I T S X RRANIUSNBASANMTG S
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Figure 8. Sample statistics before and after sampling.

In Figure 8, the black polyline represents the data before oversampling, and the red
dashed line represents the mean of the samples before oversampling. The blue polyline
represents the data after oversampling, and the green dashed line represents the mean of
the samples after oversampling. Before sampling, the number of data samples is more
scattered from the mean level, and the data are less balanced. After the pseudo samples are
incorporated, the number of various samples gradually approaches the average level line.
This indicates that the number of samples of each category is approaching the same order
of magnitude, indicating that the data are becoming more balanced.
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3.2.2. Analysis of Network Attack and Fault Detection Performance

We mainly use accuracy, precision, recall, and F1 score as performance indicators to
measure network attack and fault detection methods. Accuracy is to measure the proportion
of all correctly classified samples in the test set and to measure the overall recognition
performance of the model for various samples. Precision is a measure of the proportion of
all positive samples identified as positive samples and is an important reference to measure
the accuracy of network attack identification. Recall is a measure of the proportion of true
samples among all correctly classified samples, and is an important reference to measure
the degree of false positives in network attack identification. The F1 score comprehensively
considers the factors of precision and recall and is an important reference to measure the
performance stability of the network attack recognition model. The F1 score is calculated
as shown in Equation (5):

2 % Precision * Recall
F1 — =
Score Precision + Recall ©®)

The global performance of the CIKS-MFS-FLGB method under large sample condi-
tions is shown in Table 2.

Table 2. Overall performance comparison.

Algorithm/Model Accuracy Precision Recall F1 Score
LightGBM 0.7822 0.7778 0.7579 0.7662
CIS-LightGBM 0.8879 0.8837 0.8842 0.8839
CIS-MFS-LightGBM 0.9146 0.9097 0.9121 0.9109
CIS-MFS-FLGB 0.9289 0.9345 0.9325 0.9335

Compared with the traditional LightGBM classifier, the accuracy of the CIKS-MFS—
FLGB method is increased by 14.67%, the precision is increased by 15.67%, the recall rate is
increased by 18.46%, and the F1 score is increased by 16.63%. The average prediction time
for each sample is 3.5194 milliseconds, and the response speed to network attack detection
is very fast. In each optimization stage of the LightGBM algorithm, the accuracy, precision,
recall, and F1 score show a steady growth trend. On the whole, the CIKS-MFS-FLGB model
greatly improves the detection precision of network attacks and maintains the stability of
the power system. To show the local performance of the model in detail, the classification
report of the model is shown in Figure 9:

In order to better reflect the advantages of the model, Figure 9 shows the traditional
LightGBM algorithm as a comparison. On the one hand, it can be seen from Figure 9 that
the CIKS-MFS-FLGB model can significantly improve the detection precision of network
attacks. This advantage is specifically reflected in the improvement of the precision, recall,
accuracy, and F1 score of 37 types of data. The precision of the CIKS-MFS-FLGB method
is improved by 20.1%. The recall of the CIKS-MFS-FLGB method is improved by 22.81%.
The F1 score is also improved by 15.36%. On the other hand, the addition of false samples
does not affect the sample precision of each class. Therefore, the noise content of the false
samples obtained by the CIKS algorithm is very low, which has little negative impact
on the prediction results. The generated samples can better fit the characteristics of the
power data.

3.2.3. Analysis of Network Attack Detection Performance

Under the condition of large samples, the comparison of the CIKS-MFS-FLGB method
and the classic LightGBM algorithm for network attack detection performance is shown
in Table 3. Among them, compared with the traditional LightGBM algorithm, the CIKS-
MFS-FLGB method has a detection precision of 93.85% for network attacks, the detection
precision of 94.66% for a remote tripping command injection attack, and a detection pre-
cision of attacks on relay delay setting changes of 82.86%. The precision of these three
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types of attack detection is improved by 18.67%, 19.93%, and 11.90%, respectively. The
F1 score is also improved by 22.92%, 20.62%, and 11.10%, respectively. In summary, the
CIKS-MFS-FLGB method not only greatly improves the detection precision of network
attacks, but also reduces the influence of false alarm rate on the stability of the model. It
makes the model’s detection performance of network attacks more reliable. That is, when
the data samples are enough, the CIKS-MFS-FLGB method can effectively detect various
network attacks and improve the stability of the power system.

2 3 4 5 L] 7 8 e 10 n 12 13 14 15 16 7

090
085
0 80

095
090
083
080
075
L)
043

Class

Class
1.000

0975
0950
0925
0 900
0873

0330
Figure 9. Large sample classification report.

Table 3. Large sample network attack detection performance.

Attack Type Class Traditional Precision Improved Model Accuracy Traditional F1 Improved Model F1
Data injection (FDIA) 7-12 0.7518 0.9385 0.7084 0.9376
Remote tripping
command 15-20 0.7473 0.9466 0.7326 0.9388
injection (TRCJ)
Relay setting
change (RSC) 21-30, 34-36 0.8286 0.9376 0.8211 0.9321

3.2.4. Analysis of Fault Detection Performance

With the influence of network attacks, the fault detection results of the CIKS-MFS—
FLGB method are shown in Table 4. The average detection precision of the CIKS-MFS-
FLGB method for faults is 93.62%, and the average F1 score is 93.41%. The CIKS-MFS—
FLGB method not only distinguishes the causes of various faults but also realizes the fuzzy
localization of fault points. This makes it easier for operators to remove faulty devices in
time after network attacks, avoiding or mitigating losses caused by transient processes. In
addition, it achieves the stable and efficient operation of the power system.
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Table 4. Analysis of fault detection performance.

Fault Type and Cause Class Precision F1 score
Fault from 10-19% (FLG) on L1 1 0.8814 0.9123
Fault from 20-79% (FLG) on L1 2 0.9286 0.9630
Fault from 80-90% (FLG) on L1 3 0.9091 0.8352
Fault from 10-19% (FLG) on L2 4 0.9792 0.9691
Fault from 20-79% (FLG) on L2 5 1.0000 1.0000
Fault from 80-90% (FLG) on L2 6 0.9091 0.9302

Fault from 10-19% (FDIA) on L1 7 0.7778 0.8235
Fault from 20-79% (FDIA) on L1 8 0.9189 0.9315
Fault from 80-90% (FDIA) on L1 9 0.9750 0.9398
Fault from 10-19% (FDIA) on L2 10 1.0000 1.0000
Fault from 20-79% (FDIA) on L2 11 1.0000 1.0000
Fault from 80-90% (FDIA) on L2 12 0.9592 0.9307
Fault (RSC) on L1 (RSC) on L1 0, 21-25, 33-36 0.9488 0.9409
Fault (RSC) on L2 (RSC) on L2 26-30 0.9194 0.9011
Average — 93.62% 93.41%

3.3. Performance Comparison of Different Algorithms

Under the condition of a large sample, different algorithms are compared on the
overall precision rate, F1 score, attack detection rate, and fault detection rate. The attack
detection rate is mathematically equal to the average F1 score of different types of network
attacks, and the fault detection rate is mathematically equal to the average F1 score of
different points of faults caused by different types of network attacks. The comparison
results are shown in Figure 10. The comparison algorithms include K-nearest neighbors
(KNN), decision tree (DT), voting classifier (VC), eXtreme Gradient Boosting (Xgboost),
GBDT algorithm, random forest (RF), adaptive boosting (Adaboost), and extreme forest
algorithm (EF). Excepting the decision tree and voting classifier algorithms, the parameter
k of KNN and the number of base classifiers of other algorithms are obtained by the grid
search algorithm.

‘ I A ccuracy(%) [ F1-Score(%) I ADR(%) [ FDR(%) ‘

EF 81.36 79.68 80.32 79.64

Adaboost 72.25 73.69

RF 80.57

GBDT 62.78 63.58 62.15

Xgboost YNE 65.21 66.35 63.87

Algorithm

VC 63.69 73.41
DT 72.05

KNN

60.13

5438  47.32 | 46.57

Figure 10. Performance comparison of different algorithms.

The average detection precision of the CIKS-MFS-FLGB method for attack detection
is 94.09% and the average F1 score is 93.61%. In general, the four indexes of the CIKS-MFS-
FLGB are higher than the above eight algorithms. Among them, the accuracy increased by
21.75% on average, the F1 score increased by 24.87% on average, the attack detection rate
increased by 23.96%, and the fault detection rate increased by 25.25%. After data balance
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processing, the CIKS-MFS-FLGB reduces the false alarm rate of the power CPS network
attack identification model. Through comparative analysis, the CIKS-MFS-FLGB method
realizes the detection of the CPPS network attacks with higher precision and improves the
stability of the power system operation.

3.4. Reliability Analysis of Network Attack Detection Model

According to the actual structure of the CPPS, the abstract topology of the micro
cyber-physical fusion system is drawn as shown in Figure 11. This experiment adopts the
following assumptions: (1) There is only physical flow interaction between physical nodes,
so there is no vulnerability to network attacks, so the interaction risk is 0%; (2) Information
nodes will not be attacked by the network when there is collaborative analysis.

I1 14

0.8484 0.9470

0.9869 1 1 0.9361

P2

0.8808 1

12 I3

Figure 11. Complex network topology of a CPPS.

In the figure, {N1,N2,N3,N4} stands for four physical nodes, {G1, G2} stands for
two generators, {U1,U2,U3,U4} stands for four data acquisition devices, {I1,12,13,14}
stands for information nodes, {C1,C2,C3, C4} stands for controllers, the direction of the
arrow stands for the direction of data flow transmission, and the weight of the edge
stands for the safety factor in the process of data transmission. The figure contains four
closed data circulation loops, representing the closed-loop control of the four physical
nodes from the measurement data acquisition to the control signal transmission. The pro-
cess is as follows: N1 — U1 — I1 — N1, N2 — U2 — 12 —+ N2, N3 — U3 — I3 — N3,
N4 — U4 — I4 — N4. Based on the arithmetic average method, the safety factors of the
four roads are 0.9509, 0.9571, 0.9452, and 0.9708. Further calculation shows that the safety
factor of the whole cyber-physical system is 0.956, that is, the reliability of the network
attack detection model is 95.6%. It can help to protect the CPPS from network attacks to a
certain extent.
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4. Shortcomings

This paper provides an intelligent method for the network attack aiming at CPPS; at
the same time, the faults caused by the attack can be detected effectively. However, there
are some shortcomings in this paper.

At first, this method was validated only on a single CPS dataset; the next work will
expand on the dataset. Furthermore, the model may be vulnerable to adversarial attacks.
The defense system against adversarial attacks needs to be further strengthened. Biggio
et al. [35], after almost a decade of research on adversarial machine learning, conclude
that machine learning models are susceptible to adversarial perturbations. Apruzzese
et al. [36] indicate that adversarial attacks represent a threat affecting the reliability of any
cyber defense relying on artificial intelligence. Adversarial attacks will make the system
miss or cause a misjudgment. Apruzzese et al. [37] address this problem by presenting
AppCon, an approach to harden intrusion detectors against adversarial evasion attacks. The
proposal leverages the integration of ensemble learning into realistic network environments,
improving the detection rate against evasion attacks.

In future work, we would look for more open-source datasets or generate data through
simulation, which would get more general conclusions. As for the problem of adversar-
ial attacks in network attack detection, it is necessary to design a threat model that is
more representative of the real defense environment to improve the detection rate for
evasive attacks.

5. Conclusions

This paper proposes a CPPS network attack detection method based on ensemble
learning, which greatly improves the stability of the power system operation under the
influence of network attacks. First, an oversampling algorithm is proposed to achieve
data balance, which improves the detection precision when facing an imbalanced dataset.
The MRMR algorithm is used to reduce the dimension of the dataset, to reduce the risk
of overfitting the classifier. Then, the focal loss is introduced to improve the LightGBM
algorithm. In the iteration, the detection precision of the misclassified sample is improved.
The attack detection rate is improved by 16.73% and the precision is improved by 15.67%
using the CIKS-MFS-FLGB model. Finally, an evaluation method of the network attack
detection model is proposed. Based on the network attack detection results and cyber-
physical topology, the vulnerability of data flow transmission between cyber-physical
nodes is abstracted. Based on the arithmetic average method, the reliability of the network
attack identification model is obtained. This network attack detection method not only
detects potential network attacks on CPPS but also predicts the fault location of the physical
side under the influence of network attacks. It provides a reference for the operator to
remove the fault in time. Therefore, it greatly improves the stability of the power system
and provides a solution for the safe and stable operation of the cyber-physical system under
the influence of network attacks.
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