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Abstract: This paper presents a high-precision transfer system of time and RF frequency via the
fiber optic link based on secure encryption. On the basis of the two-way time transfer of optical
fiber, a security strategy composed of an SM2 encryption algorithm is introduced, which can resist
the security risk of time information being tampered with. The experimental results show that
the developed picosecond-precision fiber-optic time transfer equipment can ensure high stability
while realizing the encryption function. Time synchronization stability in terms of time deviation
(TDEV) of 1 PPS can reach around 10.7 ps at 1 s and 7.1 ps at 10 s averaging time. The stability of
the 10 MHz frequency can reach around 4.7 × 10−12 at 1 s and 1.1 × 10−12 at 10 s averaging time.
There is no significant difference in time transfer accuracy, compared with unencrypted conditions.
Furthermore, this paper realizes a ring time transfer network via a 150 km fiber-optic link with three
nodes using three devices. The TDEV of 1PPS can reach around 20.8 ps at 1s averaging time. This
paper provides a reference to establish a high-precision, safe, and stable time synchronization fiber
network in the future.

Keywords: fiber optics; time synchronization; security; high precision

1. Introduction

With the rapid development of modern atomic clock technology, the uncertainty of
the strontium atomic clock can reach 10−18 magnitude and the stability can reach 10−19

magnitude [1–4]. In order not to deteriorate the performance of high-precision time–
frequency standards, a more precise time–frequency transfer technique is needed [5,6].
The existing time transfer system includes a network, global navigation satellite systems
(GNSS), optical fiber, and other schemes [7,8]. Network timing is the most common
application, but the synchronization level is in the microsecond level, which cannot meet
the needs of high-precision time users. Although GNSS can be used across continents,
the synchronization accuracy is only at the nanosecond. The synchronization precision
of the optical fiber can reach the picosecond level, and it also has the advantages of a
stable transmission medium and anti-electromagnetic interference [9]. Time transfer via
optical fiber is one of the most accurate timing technologies at present [10,11]. It is also an
important research direction of high-precision time transfer technology, and many scientific
research institutions around the world have carried out research and testing in this field. In
2009, the Swedish SP Institute achieved a long-term average result of optical timing with
less than 1 ns for over a 560 km optical link [12]. The time synchronization accuracy of PLA
University of Science and Technology was less than 500 ps at 125 km [13]. In 2013, The
long-term stability was less than 20 ps in the 540 km fiber link test at Paris Observatory,
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France [14]. In 2014, Tsinghua University achieved a peak-to-peak time synchronization
of less than 100 ps over an 80 km field fiber link [15]. In 2020, the National Time Service
Center completed the optical fiber time transfer test on the 1085 km field optical fiber link.
Additionally, the time synchronization stability was about 5.4 ps/40,000 s [16]. In 2021, the
time synchronization system of two-way time-division multiplexing on the same fiber and
same wave transmission was used on a field optical fiber link with a length of about 60 km
and stability of less than 16 ps/s and 7 ps/10,000 s in Shanghai Jiaotong University [17].

National security departments reported that attacks and theft of secrets in the field
of key information infrastructure occur from time to time. Although optical fiber has
the advantages of a stable transmission medium and anti-electromagnetic interference,
the developing optical fiber timing technology also faces certain information security
challenges, such as attacks, deception, etc. Some technologies of time transfer via optical
fiber rely on the transmission of physical signals, but they also require a certain amount
of information transmission, for example, the transmission of information such as the
real-time measurement of the time delay between the time source and the user. A method
of transferring time information is to use the WDM technique [18]. The improved IRIG-B
time code carries the IRIG code information, as well as the delay difference information [19].
Two-way time transfer via optical fiber also needs to transfer the time difference between
two optical fiber links, which can complete the calculation and compensation of the time
difference between the clock of two sites [20]. These methods have the risk of being cracked
and attacked. It will inevitably affect the control of time delay if the information is tampered
with. This will be an unavoidable problem for the wide application of optical fiber time
synchronization systems in the future. However, there is relatively little research in this
area at present.

Based on this security risk, in order to prevent the attacker from tampering with the
link transmission delay information, this paper introduces the asymmetric encryption SM2
algorithm [21] to form a security strategy on the basis of two-way time transfer via an
optical fiber scheme. The time delay data of the optical fiber are safely protected to resist the
hidden danger that the information is tampered with. After testing, the developed two-way
time transfer via optical fiber equipment realizes the encryption function, in addition to
ensuring the accuracy of optical fiber time transfer. The measured stability of time transfer
is less than 10.7 ps at 1 s and 7.1 ps at 10 s. The stability of frequency 10 MHz is less than
4.7 × 10−12 at 1 s and 1.1 × 10−12 at 10 s. At the same time, this paper uses three devices
to build a ring timing network, which can demonstrate the networked optical fiber time
cascade transmission system. The standard deviation of time synchronization measured
by the ring timing network is 3.1 × 10−11, and the TDEV is 2.1 × 10−11 at 1 s, which can
ensure the safety of the system while the system still has high accuracy.

2. Methods
2.1. Basic Principle of Safety Optical Fiber Time Transfer Equipment

The optical fiber time transfer equipment developed in this paper is based on the
two-way time transfer method [22] using optical fiber. This method can overcome the
asymmetry of the transmission link. The basic principle is that the pulse signal, frequency
signal, and time information of a clock source from a local site are sent to a remote site. The
remote site also needs to send pulse signal, frequency signal, and time information to the
local site while receiving the time–frequency signal sent by the opposite site. By measuring
the time difference between the pulse signals sent by the local and remote sites, the clock
difference between the two sites is calculated. The clock difference is used to adjust the
phase of the remote site equipment based on the local site equipment, which can realize
the time synchronization of the two sites. Before the time information is transmitted from
the local to the remote site, the time difference information measured by the time interval
counter (TIC) of the local site is encrypted, while the decryption comparison is completed at
the remote site. This can realize a secure optical fiber time transmission scheme, as shown
in Figure 1. Tx stands for the laser transmitter, and Rx stands for the optical receiver of
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small form-factor pluggable (SFP). TIC stands for measuring the signals at both sides of the
link using time interval counters. λ1 is the wavelength of the fiber forward propagation.
Additionally, λ2 is the wavelength of the fiber backward propagation.
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Figure 1. Schematic diagram of a safety optical fiber time transfer.

The time difference information TLR measured by the TIC of the local site is encrypted.
One way the encrypted information is sent to the remote site is via the external sending unit.
Additionally, the other way is modulated to Tx of the SFP laser at the local site through
intensity modulation, which is connected to the optical fiber through the circulator. The
encrypted information transmits to the remote site equipment via the optical fiber. The
encrypted information is received using Rx of SFP and decoded through a decoder at the
remote site. Then, the data of the optical fiber link are decrypted and compared with the
data received by the external unit with a decryption unit and the main control unit. If the
data are the same, the clock difference is calculated and synchronized by using Formula
(3). The remote site equipment transfers 1 PPS and 10 MHz signals, along with TRL, to
the local site equipment using the same optical fiber through the circulator. The local site
equipment uses an ultra-high precision TIC to measure the 1 PPS signal from the remote
site and the local reference 1 PPS signal to obtain the result TLR, as shown in Formula (1).
The remote site compares the 1 PPS signal from the local site with the 1 PPS signal held by
the remote site to obtain data TRL, as shown in Formula (2).

TLR = ∆T + τT
R + τF

RL + τR
L (1)

TRL = −∆T + τT
L + τF

LR + τR
R (2)

∆T =
1
2

[
(TLR − TRL) +

(
τF

LR − τF
RL

)
+
(

τT
L − τT

R ) + (τR
R − τR

L

)]
(3)

where TLR and TRL are, respectively, two-way time comparison results measured by the
local site and the remote site equipment. τT

L and τT
R are time-delay values at the local-

and remote-site-sending units of the equipment. τR
L and τR

R are time-delay values of the
receiving unit at the local and remote sites, respectively. τF

LR and τF
RL are, respectively, the

time transfer delay of the signal from the local to the remote site and from the remote
to the local site in the optical fiber link. τT

L , τT
R , τR

L , and τR
R are calibration in advance.

∆T is the time difference value between the local and remote sites by the system. The
remote site calculates and compensates ∆T according to Formula (3), so as to realize the
synchronization between the remote and the local site.

At present, the data are plaintext measured via the TIC unit in some optical fiber time
transfer systems. Thus, there is a risk that an attacker can tamper with it. The remote site
will receive the wrong data if the information is tampered with. An error will occur in
the time transfer if compensation for the time difference is implemented. For example, if
the comparison data at the local site are added with a time offset of 10 ns, the time signal
output at the remote side will have a leading offset of 5 ns. The error is difficult to find
and prevent independently through the remote site, which will bring security risks to the
related applications of time service.

The plaintext is usually used for information exchange in optical fiber time transfer
technology. In this paper, security protection encryption was carried out for data to avoid
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the situation in which plaintext is tampered with. Firstly, an experiment using single
optical fiber safety time transfer equipment was completed. Then, a network system of
time synchronization was built by using three safety time synchronization devices and
a ring timing scheme. The three safe time synchronization nodes were linked through
an optical fiber link. Lastly, the local and remote sites were configured with encryption
and decryption units to form a safe optical fiber safe time transfer system for realizing the
safe networking of the whole optical fiber time synchronization network. There was no
significant difference in time and frequency transfer accuracy compared with those of the
unencrypted case.

2.2. Basic Principle of Encryption Method

There are a variety of encryption algorithms. In this study, many encryption algorithms
were investigated. The SM2 algorithm was selected to verify the feasibility of the encryption
algorithm. However, the encryption algorithm is not limited to this. The SM2 algorithm is
a reliable, small amount calculation encryption algorithm, which can be combined with
optical fiber time transfer characteristics. The public key of the SM2 algorithm can be used
to encrypt, and the private key can be used to decrypt. Moreover, the public key is public,
and the secret key is kept by the user. Compared with the traditional symmetric encryption
algorithm, the SM2 algorithm does not need to synchronize the secret key through a reliable
channel in advance. The longer the key length, the harder it is to crack.

The time difference information of the optical fiber time transfer to the remote site by
the local site of safety is TLR. kl is the data length of the TLR. The plaintext TLR is executed
to encrypt following the operation step at the local site. Firstly, the SM2 encryption
algorithm generates a random number K. Then, the elliptic curve point (x1, y1) is obtained
by performing a point doubling operation on K. At the same time, the elliptic curve point
S is obtained by using the public key to perform the point doubling operation. If S is an
infinite point, an alarm is given and quit. If S is not a point at infinity, the elliptic curve point
(x2, y2) is obtained by performing a point doubling operation using the public key. A value
of t is obtained by operating that coordinate value with the key derived function (KDF). If
the value of t is all 0, the step of generating the random number k is performed again. If
t is not 0, the value C2 will be calculated by the time difference value TLR and t based on
XOR operation. The value C3 is computed through the cryptographic Hash () function. The
ciphertext C_out is obtained by C1, C2, and C3. The flowchart of the encryption algorithm
is shown in Figure 2.

After the encryption process is completed, the information is transmitted and de-
crypted to the secure optical fiber time transfer equipment at the remote site. The decryp-
tion algorithm flow is shown in Figure 3. In order to decrypt the ciphertext Cout, the
following steps should be performed as a remote side decryption unit.

First, the string C1 is taken out from Cout. Additionally, C1 is used to verify whether
it conforms to the elliptic curve equation. If not, it sends an alarm and exits. If it conforms,
the curve point S is computed using C1. After the calculation is completed, S is judged as
to whether it is an infinite point. If S is an infinite point, an alarm is given, and the system
exits. If S is not a point at infinity, then C1 is used to calculate the coordinate point (x2,
y2). Additionally, it calculates that coordinate point by using KDF to obtain the string t. If
the bit string t is all 0, it sends an alarm and exits. If not, the corresponding value C2 is
obtained from Cout. TLR

′ is obtained by performing XOR operation on C2 and t. Finally, a
cryptographic hash function is used to compute the value of V. The C3 is taken from Cout.
If V is equal to C3, the desired plaintext TLR

′ is output.
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As shown in Table 1, the SM2 algorithm has advantages in both security and speed
performance. The 256-bit SM2 password strength is equivalent to the 3072-bit RSA pass-
word strength. The security period is 2040 years. Stronger keys take longer to crack. They
also take longer to encrypt and decrypt between devices. Therefore, in this study, we chose
the encryption algorithm with the key strength of 256 of the SM2 algorithm. While ensuring
the security of the system, it can quickly complete the process of information encryption or
decryption and the task of transfer.

Table 1. The table of key strength values.

Symmetric Key Length RSA Key Length SM2 Key Length Period of Confidentiality

80 1024 160 2010
128 3072 256 2040
256 15,360 512 2120
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The experiment was completed on a calibrated local unencrypted device to obtain the
time interval measurement data TLR. It changed the data to zero. Then, the zero value was
sent to the remote device to complete the time synchronization test. It was found that the
time at the remote site existed TRL/2 of the lead offset.

The optical time transfer link before encryption can complete the time synchronization
function independently. However, an attacker can tamper with the plaintext of the intuitive
time-delayed data. In this paper, the optical fiber security time transfer equipment with
an encryption unit was used in the experiment. The data transmitted to the remote site
were ciphertext, which is not easy to tamper with. In order to verify the feasibility of
the algorithm in this paper, by means of external injection, the data encrypted by the
SM2 algorithm were transmitted to the decryption unit of the remote site. Through the
external connection line, the security optical fiber time transfer equipment of the local site is
connected with the remote site. After the normal operation of the encryption and decryption
units, the secure optical time transfer system can perform time delay compensation to
achieve synchronization. If the optical fiber link is disconnected or the data are not the
same, the transmission system defaults to an external attack. At this time, the security
optical fiber time transfer equipment fails synchronously. The equipment cannot complete
the compensation function of the optical fiber link. At this time, the alarm function is
enabled. Security personnel performs a security check of the link and the device. The alarm
flow of abnormal operation of safety equipment is shown in Figure 4.
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3. Experiment
3.1. Experiment and Analysis of Single Safety Optical Fiber Timing Equipment

In this study, the SM2 algorithm was used to generate a pair of keys. A public key is
distributed to the local site device, while a private key is distributed to the remote site device.
Then, the data TLR of the fiber-optic time transfer system are encrypted. Additionally, the
data are sent to the remote site for decryption through the externally injected link. The
decrypted data are compared with the time difference data transmitted to the remote site
via the optical fiber link. If the data are the same, the time synchronization of the system is
completed according to Formula (3). Finally, we used an evaluation device SR620 to test the
performance of the synchronization. As long as the private key of the user at the remote
site is not leaking, it is difficult for a third party to decrypt the content information even if
it intercepts the ciphertext.

The experiments were performed on a safety optical fiber system based on standard
small form-factor pluggable (SFP) optical transceivers. The single-mode SFPs were operated
at the wavelength of about 1550 nm. The local safety device and the remote safety device
were connected by using two SFPs with high stability but different wavelengths linked to
an optical circulator. In this study, two adjacent channels C42 and C43 were selected. The
wavelength of the C42 channel was 1543.730 nm, and the wavelength of the C43 channel
was 1542.956 nm. Additionally, the transmission rate was 1.25 Gb/s. The 1PPS signal
and 10 MHz signal input by the clock source and the time interval information TLR were
encrypted and encoded using the local site equipment. Then, they were modulated to the
local SFP by means of intensity modulation. After the laser was connected to the local
circulator, the data were sent to the safety equipment at the remote site through 50 km of
optical fiber. At that same time, the security device at the remote site passed through the
circulator, connected to a photodetector. The photodetector detected the signal from the
local terminal. The remote site converted and divided the signal into two paths. A 10 MHz
carrier signal was obtained through a carrier recovery module. The signal was purified
through a phase-locked loop (PLL) to be used as a clock source of a time-keeping module
in the safety equipment at the remote site. At the same time, the purified and stable 1PPS
time signal was output. The other path demodulated the 1PPS signal and the encrypted
information transmitted from the local site. The encrypted information was decrypted
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using a decryption unit. Two channels of 1PPS signals were calculated via the TIC module
to obtain TRL. The decrypted data were calculated via the operation control unit by using
Formula (3) to obtain a comparison result. Additionally, time-delay compensation was
performed using the delay phase control unit. In this way, the system realized the two-way
time transfer of the optical fiber link. Additionally, the remote site output a synchronous 1
PPS signal and a 10 MHz signal.

In order to verify the feasibility of the algorithm, we used an external injection to
transfer the data encrypted by the SM2 algorithm to the decryption unit of the remote
security device through the external connection line. The decrypted data were compared
with the data transfer through the optical fiber link. If the decrypted data were consistent,
the time synchronization was completed. A time interval counter SR620 was used to collect
data. It can observe the synchronization effect of the optical fiber time transfer system
before and after the security encryption unit is destroyed. Once ciphertext is tampered
with, the device immediately finds it and sends an alarm. The data for a total of 3000 s were
collected, as shown in Figure 5. During the safe operation of 1500 s, the data of SR620 were
observed. It was found that the peak-to-peak value of time synchronization was within
100 ps. The ciphertext data were tampered with, and it was found that the synchronization
was invalid. After 1000 s of keeping and collecting, the delay of the optical fiber link was
not compensated. Additionally, the time difference collected using the SR620 was about
250 µs. Lastly, the time synchronization was restored when the tampered part was repaired.
Additionally, the normal operation acquisition was observed again for 500 s.
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Figure 5. Comparison of system synchronization of before and after the encryption was damaged.

3.2. Experimental Test

In the experiment, the time stability of the equipment before and after encryption was
compared. A single secure optical time transfer device was verified via a 50 km optical fiber
link. The data before and after the use of the encryption SM2 algorithm were collected. The
synchronization effects and TDEVs of a single secure device and a single non-encrypted
device are shown in Figures 6 and 7.
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3.3. Result and Discussion

As shown in Figure 7, data were acquired on a single optical fiber time transfer device
by sampling for 3000 s. Before the security encryption scheme, the standard deviation of a
single optical fiber time transfer system was 1.1 × 10−11. The peak-to-peak value of jitter
was 104 ps. Additionally, the stability TDEV was 9.2 × 10−12 at 1 s. After introducing the
security encryption scheme, the standard deviation of a single device was 1.7 × 10−11. The
peak-to-peak value of jitter was 120 ps, and the stability TDEV was 10.7 × 10−12 at 1 s.
According to the test data, it was found that there was no significant difference in indicators
when the security encryption method was introduced into a single device to ensure system
security. A single secure optical time transfer system was validated on a 50 km optical link,
and the encryption algorithm data were collected, as shown in Table 2. Before encryption,
the plaintext data of the link delay from the local to the remote site through 50 km optical
fiber were 249,746,186 ps. The 256-bit SM2 algorithm was used to encrypt the public key pn
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and the generated random number K to obtain the ciphertext C_out. After being encoded
and modulated to the laser, it was sent to the remote site equipment through the optical
fiber link. After decoding, the remote device used the corresponding private key dn to
decrypt. It was found that the data after encryption were the same as those with plaintext
before encryption. According to the calculation results of the algorithm test, the encryption
time was about 130 µs. Additionally, the decryption time was about 150 µs.

Table 2. Encryption and decryption data table via 50 km optical fiber link.

Data before Encryption 249,746,186

Public key Pn

x = 435B39CC_A8F3B508_C1488AFC_67BE491A_
0F7BA07E_581A0E48_49A5CF70_628A7E0A

y = 75DDBA78_F15FEECB_4C7895E2_C1CDF5FE_
01DEBB2C_DBADF453_99CCF77B_BA076A42

Random k 4C62EEFD_6ECFC2B9_5B92FD6C_3D957514_
8AFA1742_5546D490_18E5388D_49DD7B4F

Ciphertext C_out
04245c26fb68b1ddddb12c4b6bf9f2b6d5fe60a383b0d18d1c4144abf17f6252e
776cb9264c2a7e88e52b19903fdc47378f605e36811f5c07423a24b84400f01b8

325a09edd6078149e61d7bc237a17eb718c546e2a2ef00e8146885749c58bce8b870ceb43988c4546a

Private key dn 1649AB77_A00637BD_5E2EFE28_3FBF3535_
34AA7F7C_B89463F2_08DDBC29_20BB0DA0

After decryption ASCII 32 34 39 37 34 36 31 38 39 32 34 39 37 34 36 31 38 39

Decrypted plaintext 249,746,186

4. Cascade Experiment
4.1. Basic Principle of Ring Network Test

There are various ways to connect the links of an optical fiber time transfer system.
Dense wavelength division multiplexing (DWDM) technology is widely used in most
of the existing schemes. The advantage of this technology is that it can reduce the total
number of required optical fibers and save optical fiber resources under a given information
transmission capacity. For the long-distance optical fiber time synchronization system, the
cascaded mode can also be used. The advantage of cascading is that the noise of the optical
fiber link is not accumulated. The cascade receiver of the remote site can take out the time
synchronization signal, which can be used directly by the next site of optical fiber time
transfer local terminal equipment. The disadvantage is that the error introduced by the
compensation mechanism in the cascade process will accumulate. Three nodes were chosen
for this article. On the 150 km optical fiber link composed of three 50 km optical fibers,
the secure optical fiber ring time service network was completed by using three encrypted
secure time transfer devices.

According to the same encryption mode as a single device, a security encryption
cascade test was carried out on the ring network. The optical fiber time transfer system
encrypted the information of TIC at the first local site via the encryptor. After decryption at
the first remote site, the receiver received the decrypted data from the external link and
compared them with the data transmitted via the optical fiber. If the data were the same,
the optical fiber time synchronization of the first cascade system was completed by using
Formula (3). Finally, the time synchronization of the whole optical fiber cascaded system
was completed by using three equipment units in the same way, as shown in Figure 8.
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Figure 8. A ring time transfer network via a 150 km fiber optic link with three nodes. Figure 8. A ring time transfer network via a 150 km fiber optic link with three nodes.

4.2. Result and Discussion

As shown in Figures 9 and 10, the experimental analysis was carried out by sampling
for 3000 s. Before the introduction of the security encryption scheme, the standard deviation
of the time synchronization of the ring system composed of three devices was 2.6 × 10−11,
the peak-to-peak value of jitter was 157 ps, and the TDEV was 15.4 × 10−12 at 1 s. With
the introduction of the security encryption scheme, the measured standard deviation of
time synchronization of the ring system was 3.1 × 10−11, the peak-to-peak value of jitter
was 193 ps, and the TDEV was 2.1 × 10−11 at 1 s. After the security encryption scheme
was introduced into the ring system composed of three cascaded devices, there was no
significant difference in stability while ensuring the security of the system.
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As shown in Figure 11, the 10 MHz frequency stability transferred by a single device
and multiple devices in cascade was the same. As the analog phase-locked loop was used in
the development of the equipment, the stability of the cascade equipment was not affected
by the change in the program and the improvement of the encryption algorithm.
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Figure 12 shows the physical connection diagram of the three devices for a ring
network cascade test. In this experiment, the physical test of one, two, and three cascades
was completed before and after adding the security encryption function. The stability
of TDEV was tested on a 150 km optical fiber link composed of three 50 km, as shown
in Table 3. The TDEV increased by about 1/

√
N when the N time transfer devices were

cascaded. With the increase in cascaded devices and fiber link length, the change in the
signal-to-noise ratio (SNR) would lead to the deterioration of the TDEV of the system.

Table 3. Comparison of TDEV at 1 s averaging time with cascade equipment.

Stability (TDEV) 1 Equipment 2 Cascades 3 Cascades

No encryption 9.21 × 10−12 14.1 × 10−12 15.4 × 10−12

Encryption 10.7 × 10−12 15.7 × 10−12 20.8 × 10−12
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The reason for the deterioration of the encrypted device compared with the unen-
crypted device may be the introduction of the SM2 security encryption algorithm, as the
data lengths of ciphertext and plaintext were inconsistent. In addition, there were time
delays in the process of data serial-to-parallel conversion in encryption and decryption
functions and transfer. Many factors together caused the accuracy of a single security
timing device to decline. However, the overall indicators did not significantly deteriorate.

5. Conclusions

After the encryption function was introduced into the self-developed secure optical
fiber time transfer equipment, it had little impact on the stability of the system. Addition-
ally, the stability of the optical fiber time transfer system is still higher than GNSS and
other systems. The secure high-precision optical fiber time transfer method in this paper
strengthens the security protection of time information, which is a very necessary and
promising line of research.

The next step is to carry out a secure and high-precision optical fiber time transfer
network experiment on the field optical fiber link. The system will be optimized in terms of
the TIC unit to improve the time transfer accuracy. Furthermore, the DWDM scheme will
replace the cascade mode for experimental verification. Last but not least, we will explore
a more secure quantum encryption mechanism to enhance the construction of a secure
optical fiber time transfer network, which can further strengthen the security of the time
service system.
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