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Abstract: Engineer-to-order (ETO) is a currently popular production model that can meet customers’
individual needs, for which the orders are primarily non-standard parts or small batches. This
production model has caused many management challenges, including the difficulty of tracing the
production process data of products and the inability to monitor order status in real-time. In this
paper, by analyzing the steps of ETO manufacturing and the business process between departments
in the manufacturing industry, a blockchain-based process data management system (BPDMS) is
proposed. The immutable nature of the blockchain data ensures the data’s validity and consistency in
each production step. Furthermore, by embedding the sequential aggregate signature in the system,
the sequence verification of discrete process steps can be completed in time. Finally, an electrical
equipment assembly production platform is used to discuss the specific implementation on top of
the Hyperledger Fabric, a permissioned blockchain. The experiment results show that the proposed
system effectively manages the process data of ETO-type production, and the real-time querying of
the production status of the orders.

Keywords: blockchain-enabled; ETO-type production; sequential aggregate signature; data management

1. Introduction

Engineer-to-order (ETO) production means that products are engineered and produced
after orders have been received. This production method helps to meet the exact specifi-
cations of customers [1]. With the increasing personalized needs of customers, more and
more enterprises have adopted the production model of ETO for their development, which
accounts for an increasing proportion in the manufacturing industry. The ETO production
mode is a highly discrete production type and is the most complex in the manufacturing
environment. ETO manufacturing faces many challenges in production [2-5]. Customers’
needs are personalized and diversified, making it impossible to reuse the manufacturing
process of the produced products. Furthermore, the relevant information about the new
product can only be determined after the design drawings are released, including material
code, BOM, and process route. This delay also directly leads to the lack of effective control
of the collaborative cost of production. In addition, enterprises in the ETO production
model have many discrete workshops for processing semi-finished products. Therefore, to
meet the customer’s customized needs for products and the traceability of the production
process, it is necessary to ensure the accuracy of product processing and the credibility of
the production process information after the product is completed.

Through production process data management, not only can the production process
of orders be tracked in real-time, but production problems can also be found in time
and improved through data analysis. Therefore, the validity of data in manufacturing is
crucial to improving production quality and efficiency. Due to the above reasons, each
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change in the process data or transformation event should be traceable in a record that
cannot be deleted or changed. Building efficient multi-department collaboration to achieve
credible and traceable production process data, and traceability of the production process,
has always been a key research issue in the manufacturing field. The blockchain has the
characteristic that data cannot be tampered with in a distributed environment, and is thus
highly suitable for data management scenarios in manufacturing [6-11].

1.1. Research Objective

Compared with other production types of manufacturing enterprises, ETO manufactur-
ing usually starts with sales business, followed by product design, supporting procurement,
online production, delivery, and other business processes, and ends with after-sales service
business. The specific process and the roles involved are shown in Figure 1. The sales
department generates contract orders according to user requirements, while the technical
department is responsible for the product design of the orders and generates the BOM list
and production work orders. After that, the purchasing department purchases raw mate-
rials according to the BOM list to be prepared for production. The manufacturing center
plans and produces work orders, while product quality inspections are completed. After
the product is delivered to the user, the sales department is responsible for the after-sales
service of the contract order.

1.BOM List 1.Semi-finished product
2.Production process processing

Contract route Production 2.Finished product
Orders 3.Work orders Material assembly
4.Production drawings 3.Quality inspection

- |[] o9

Sales Department Technical Department Purchasing Department  Manufacturing Department

Figure 1. Production process of ETO manufacturing.

The production of a finished product in the manufacturing process includes two stages:
semi-finished product processing and product assembly. In addition, each stage also has
quality inspection. Importantly, the production process routes of different customized
products are entirely different, while the process routes of semi-finished products are
almost discrete.

Manufacturers using ETO production have realized that each product they produce
has its own problems and challenges, which are mainly the following:

1. Tracking data in engineering production. Generally speaking, manufacturing
companies that use made-to-order (MTO) production will standardize production. Once
the customer order is received, it can be produced directly according to the existing design.
However, ETO manufacturing requires the completion of a new design of a product to
meet a customer’s unique specifications. This results in production process data constantly
changing between customers and manufacturers, even during production. Therefore,
there is a need for a data management platform that can track all the changes the product
undergoes throughout the process.

2. Security risks of data being tampered with or misused. Due to the numerous
and discrete steps of ETO-type production, the business process between production
departments is complicated. When business data are transferred from one department to
the next, workers may violate company security regulations by tampering with or stealing
data. Therefore, each data node in the production process needs to have the ability to trace
the data to ensure its validity and consistency.

3. Lack of effective validation of the execution of the process design. Since ETO
manufacturing is completely designed and customized to customer specifications, even
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similar products may have different production routes. This requires a method to determine
whether the production routing is correctly executed.

1.2. Major Contribution

After careful analysis of the characteristics of ETO manufacturing, new ideas are
proposed in this paper to try to solve the above problems by using blockchain technology.
The main contributions are as follows:

1. A production process traceability model based on blockchain technology is proposed.
The detailed description shows that the scheme can be applied to ETO manufactur-
ing. The immutability of the data on the blockchain ensures the data validity and
consistency of each production node.

2. Inorder to ensure the correct execution of the production process route, a sequential
aggregation signature is introduced, which can complete the sequential verification of
discrete process steps in time.

3. The solution is implemented on a permissioned blockchain platform, including data
upload and query algorithms. The experimental results show that the proposed
system can effectively manage the data of ETO manufacturing.

1.3. Outline

The organization of this paper is as follows. Section 2 introduces the related work on
ETO manufacturing, blockchain technology, and aggregated signatures. Next, Section 3
presents a process data management architecture based on blockchain for ETO manufactur-
ing, followed by Section 4, which presents the system implementation and performance.
Section 5 concludes this paper, and notes the limitations of this study and directions for
future research.

2. Background and Related Works

In the introduction to related work, the key features offered by blockchain technology,
the concept of smart contracts, and the current applications of blockchain technology in
engineering and manufacturing are first provided. The aggregated signature technique
is also described as a cryptographic primitive that can be used to authenticate discrete
manufacturing processes in the proposed scheme.

2.1. Blockchain in Engineering and Manufacturing

Blockchain is an electronic distributed ledger with the features of decentralization,
data immutability, consensus mechanism, and many more [12-16]. Blockchain technology,
as a new model of data sharing, provides a means for parties to build mutual trust without
the need for a trusted third party. This mechanism records data changes in a block as a
transaction and uploads them to the chain. Since all participants jointly maintain the ledger,
any party’s changes to the data can only be recognized through consensus; otherwise, the
transaction will be rejected. Most importantly, when smart contracts are integrated into
the blockchain, the application scenarios of blockchain technology become more and more
extensive. Smart contracts are a computer protocol linking multiple parties to complete
a dedicated contract. Smart contracts are supported by major blockchain development
platforms, such as Ethereum and Hyperledger [17,18].

To date, many studies have shown that the application of blockchain in production
scenarios has many advantages, and its distributed storage structure greatly ensures the
security of data, which are extremely difficult to tamper with [19-25]. The storage structure
ensures the data are immutable and facilitates the traceability of the data. Thus, it helps to
achieve transparent tracking of the production process. Kasten [26] undertook a detailed
review of the application of blockchain technology in engineering and manufacturing
in terms of achieving three outcomes: protecting data validity [27-32], enhancing com-
munication within an organization [33-38], and improving manufacturing production
efficiency [39-43]. Kumar et al. [44] discussed in detail the use of an Ethereum-based
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distributed ledger technology to improve information trustworthiness and access control
in cloud-based manufacturing. To solve the data sharing problem of the production supply
chain in the Industrial Internet of Things (IIoT), Wen et al. [45] proposed a new blockchain-
based supply chain structure, which integrates attribute encryption to make data access
more fine-grained. At the same time, it further improves the reliability and traceability
of IloT data. Rathee G. et al. [46] proposed a hybrid blockchain mechanism to provide
security for multinational IIoT data with offices in multiple countries. A blockchain-based
resource-sharing collaboration framework was designed by Agrawal et al. [47], which can
support ecosystems with established collaborations and hierarchies. While blockchain
technology has provided many benefits for smart manufacturing, there are still many
problems in applying it to ETO-type manufacturing, especially in ensuring the validity of
production chain data when the production process route is uncertain.

2.2. Sequential Aggregate Signature

An aggregate signature is a cryptographic primitive that can aggregate different
signatures of multiple signers into a single signature [48]. Since the size of the aggregate
signature remains the same as that of a single signature, it can effectively reduce the
communication cost when an authenticated message must be forwarded from one partner
to another. A sequential aggregate signature is a variant that supports data aggregation
that depends on the order of the parties. It relies not only on the public data but also on
the order of all previously aggregated data. The sequential aggregate signatures play a
key role in situations such as verifying routing information or certificate chains, where the
verification of the order of signature steps is important.

In the ETO-type production model, the sequential execution of discrete production
process routes needs to be guaranteed. By integrating the sequential aggregate signature
into the blockchain, verification and traceability of the execution steps of the production
process route is ensured. Generally, a sequential aggregate signature scheme consists of
three parts: key generation algorithm, signature aggregation algorithm, and aggregate
verification algorithm. Specifically, when the signer receives an ordered set of public keys
PK=(pkl,...pki) and messages M=(m1,...mi), and an aggregate signature corresponding to
the sequence, the signer uses its own private key, sk, to derive a new aggregate signature
on its message, m, using an aggregation algorithm, which takes m#M and pk#PK as input
parameters. In our proposed scheme, the sequential aggregate signature designed by
Fischilin M. in [49] is adopted; this is mainly constructed based on bilinear mapping, and
its security has been proved theoretically [49,50].

3. Architecture of Blockchain-based Process Data Management for ETO Manufacturing

Under the production type of ETO, a product is designed to a large extent according to
the requirements of a specific customer, so supporting customized design is an important
function of the production process. Because most products are tailored to specific customers,
they may only be produced once, and their components cannot be reused in other new
products. Therefore, in this type of production, products are generally produced in smaller
batches, but the design work and the final product are often very complex. In the production
process, each job must be handled individually because they may have different operations
and different costs, and require different personnel to complete.

3.1. Blockchain-Based Production Process Management for ETO Manufacturing

Due to the diverse and discrete process steps in ETO-type production, the traditional
method of tracing data stored in the centralized database of the enterprise will result in
low timeliness of data verification and the risk of data tampering and loss. The blockchain
uses distributed ledgers instead of a central database to store enterprise production data.
This approach can record product information positively in real-time, enhance the validity
and reliability of the data, and improve the traceability of the production process.
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A blockchain-based product data management system (BPDMS) is constructed for
ETO-type production, as shown in Figure 2. The BPDMS can be divided into three levels
from top to bottom: business logic, data acquisition, and the blockchain network. The three
layers are interrelated.

Business logic layer Q‘] % > ._i
Lo
(BLL) é &
supervisors Sales Technical Manufacturing
Department Department Department
ProductID
Barcode Sensors Industrial robots Edge gateways IoT
Data acquistion layer
(DAL)
off chain
Endorser peer Committer peer Fabric Peers Swrz?ge
service
¥ : ¥
= 3| Data querying = ¥ Data uploading
Blockchain network layer ——  smart contract == | smart contract
(BNL) iv i
Block 1 [ Block... [ BlockN | Block N+1
. : Genesis
——  Business logic Block Header ‘ Header Header ‘ Header state
Information flow Data ‘ Data Data ‘ Data database
»  Blockchain

Figure 2. The architecture of BPDMS.

1. Business logic layer (BLL). This layer represents the business process of ETO-
type manufacturing production. In the BLL, the business starts with contract orders,
decomposes into product designs, and forms production work orders and their production
process routes. Next, according to the production process route, the semi-finished product
processing and finished product assembly are completed in the manufacturing center.
Finally, the quality inspection of the product needs to be completed.

Compared to the business process described in Figure 1 in Section 3.1, a supervisory
role is added to the process, primarily responsible for the production process supervision
and traceability query through the deployed smart contracts. In addition, the purchasing
step is also ignored in this process because the framework focuses on the production
process data. In the actual enterprise management, this layer mainly includes some related
application software, such as ERP, 3D design software, and the MES system.

2. Data acquisition layer (DAL). The DAL is the middle layer, and uses a variety
of IoT devices to collect data on each business viewpoint of the business logic layer. For
example, specific products can be identified by scanning the QR code corresponding to
the work order generated in the ERP system with a barcode gun at the production station.
Similarly, the operation data of various equipment with different functions are also collected
through IoT terminals, such as sensors, industrial robots, and edge gateways.

In the DAL, the data collected on each business node can be stored and queried on
the chain by calling the deployed smart contract. It should be noted that data such as
production drawings and operation videos are stored off-chain, and the stored address
index is then uploaded to the chain. This combination of on-chain and off-chain storage
helps save blockchain storage resources and improve query efficiency.

3. Blockchain network layer (BNL). The BNL adopts Hyperledger Fabric as the
blockchain platform, which is a permissioned blockchain. In this type of blockchain, all
participants who can trace the data must first register and obtain a legal identity; otherwise,
they cannot access the blockchain. Since managers can control the size of the network
by controlling the number of nodes, permissioned chains usually have a high transaction
throughput.
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In BPDMS, the channel technology of the Fabric blockchain is used to create a channel
for each department in the production process, and each channel has an independent
ledger, which ensures that each department’s data are isolated from each other. In each
channel, the production data collected by the DAL are packaged into transaction events
and then uploaded to the blockchain network by calling the smart contract that stores
the data to generate new blocks. The information of these transaction events is stored
in the leaf node of the Merkle tree of the block body for block accounting, and then the
returned transaction hash and block height are stored in the current state index database,
CouchDB. Authorized users of each department can call smart contracts that query data to
trace or track production data. Since the supervisory role has supervisory authority over
the product production process, it can simultaneously call the smart contracts of one or
more departments in the production chain to supervise the entire production process status
regarding the specific product in real-time.

3.2. Metadata of Each Production Entity

As described in the first section, the production process of an ETO-type manufacturing
enterprise mainly involves multiple entities, such as supervision, marketing, product
design, production, and quality inspection. The production department will have two
production lines: discrete semi-finished product processing lines and flow-type finished
product assembly lines. Each entity in the BPDMS generates its process data and uploads it
to the ledger of the corresponding channel.

Production is an orderly process from sales orders to qualified finished products.
Therefore, each entity maintains an ordered relationship between the preceding and follow-
ing entities by the relevant key fields in the metadata, as shown in Figure 3.

Y

. discrete =
Marketing n}::::;:xtrl\oerr‘\ 2 processing line a;:gzgl!];)‘}e
depart: t tID; 2 2 <
e[: :nreDn work order ID; ‘C\o::lf Z?ZZY D work-order ID ; inspection
contract ID; ; ;. 3 ; ist: .
contaatiname: production schedgle, line ID; componentA ID list; p_roduct ID;
& P planned completion A = work list; B> inspector;
customer time; worker list; assembly process inspection time ;
INTOTHIAtIoN; roduct'ID' product ID; Descr;‘ Itaion' ? result; ’
ordered:products; Eontract ID,' processitig ronting; roduition' .
product qUantities; . 4 routing execution procuctio
drawing ID; signature; completion time.;

product design
drawing ID;
P drawing file;
contract ID;
process route;

Figure 3. Metadata of each entity and its data flow.

e  Marketing department entity (sales department) is mainly responsible for customer
needs and obtaining contract orders with customers, which mainly include contract
ID, contract name, customer information, and ordered products and quantities.

o  The product design entity designs the product according to the requirements of the
product ordered in the contract, and generates the production drawing and process
route of the product, including the product ID, drawing ID, drawing file, product
process route, and contract ID. Here, the contract ID is the data field associated with
the preceding entity.

e  The production management entity is an important unit of the production process,
and converts product orders into production work orders. The main data fields here
include production work order ID, production schedule, planned completion time,
product ID, contract ID, and drawing ID. It should be noted that due to the different
types of production lines, the types of work orders are also different, and can be
divided into work orders for processing lines and work orders for assembly lines.
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e A discrete processing line is a semi-finished product process, which mainly produces
product components. Since the production processes of different components are
different, it is necessary to record the production data of the components and determine
in a timely manner whether the production is carried out according to the process
route. The on-chain data of this production line entity include component ID, work-
order ID, line ID, worker list, product ID, processing routing, and routing execution
signature.

e An assembly line is a streamlined operation that produces a final product by assem-
bling related components. The on-chain data of this entity mainly comprise work-order
ID, component ID list, work list, assembly process description, product ID, and pro-
duction completion time. The supervisor can track and trace the production process of
the product by calling the query smart contract, where the product ID is the key field.

e  The quality inspection entity is an important step in production, which mainly checks
whether the product meets the specifications and requirements according to the prod-
uct characteristics. The data on the chain include product ID, quality inspector, quality
inspection time, and result.

3.3. Validation of Process Route

A process route is a combination of multiple process definitions, and a process is an
action or a series of actions performed by production operators or machines to complete
a specified task. It is the most basic processing operation for processing materials and
assembling products. Ensuring the validity and reliability of production data is the key
concern in the data management of manufacturing enterprises. In discrete processing
production, to ensure that the production is executed according to the process route, the
sequential aggregate signature mechanism is introduced.

To facilitate interpretation and improve readability, the relevant notations in the SAS
mechanism are listed, as shown in Table 1. The bilinear mapping on the elliptic curve
e(G1,G2) — G3, and the secure hash function H(x) — G1 and k: {0,1}" — {0,1}", are
used in the signature scheme. The SAS scheme designed in [49] is adopted, which extends
the BSLO3 [48] scheme architecture, including three parts:

key generation Kg(1"): the algorithm can generate the signer’s key (pk, sk);
signature (sk,m): this algorithm takes messages m and a secret key sk as input; it
computes a signature s = H(m)%;

e  signature verification V f(m, pk,s): if e(s, g2) == e(H(m), pk), then it outputs 1.

Table 1. Notation list.

Notations Description
ui The ith node on the production process route.
(pki, sk;) Node i’s public and private key pair for signing.
m; Each process name on the production route.
e The bilinear mapping on the elliptic curve.
Gy, Gy, G3 Three multiplicative cyclic groups.
g1, The generators of Gy, Gy, respectively.
H(), h() The secure hash function.
Vef () The signature verification in [48].
SAS(c, pk,c,s) The sequential aggregate signature in [49]: o is an aggregate

signature; c is a hash value, and s is the previous process node’s
non-aggregated signature.

The general flow chart of the execution of the process route on the production line for
a particular product is shown in Figure 4.
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Figure 4. The flow chart of the execution of the process route.

For the convenience of description, the execution route of process II marked in red
in Figure 5 can be taken as an example. If the process route of the product is set to pass
through the production units A, B, and E in sequence, then the signature of the product
needs to be generated by orderly aggregation of the signatures of the three production units
in the order of A, B, and E. Finally, through the verification of the aggregated signature,
it can be checked whether the production process is actually completed through each
corresponding production unit in the order of route IL

|

‘ Unit C

[11ssa>0xd
| ssadoxd
11 ssad0xd

Y

[

-

2
< Unit B
[}

Unit A

3 1 2

v i v 2 3 SAS with C-E-F
” I *|Blockchain
Unit D » Unit E »| Unit F > o
4 5 6 SAS with A-B-C-D-E-F node

‘ 3 SAS with A-B-E

Figure 5. Sequential aggregate signatures in execution of production routing.

Using Kg to generate the signature key pair (pk;, sk;) of three production units U
(NodeA, NodeB, nodeE), the process name M{my,my, m3} of the process route II is set;
then, the validation algorithm for sequential execution of processes is shown in Algorithm 1. In
each verification step, the production unit Ui receives the aggregate-so-far SAS/(o’, pk’, ¢/, ¢),
including an aggregate signature o’, the signature public key pk’ of the previous process
unit, a hash chain value ¢’, and the previous process unit’s non-aggregated signature s’.
The Ui first verifies that s’ is a valid signature for ¢’ under pk'. If it passes the verification,
then Ui can extend the hash chain for the new process m;. Then, a signature s; is generated
for the new hash value c;, and a new aggregated signature o; is derived by aggregating the
signature s;. Finally, the SAS(o; , pk;, ¢;, s;) is forwarded to the next process unit. When
the last process unit passes the aggregate verification, the corresponding last aggregated
signature SAS(o, pk, ¢, s) is recorded to the blockchain.
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Algorithm 1: Validation algorithm for sequential execution of processes

Input: (pk;, sk;), SAS' (o, pK’,c,¢')
Output: SAS(o,pk,c,s)

1 Init SAS (M, PK, U, SAS/)

2 i VF(pK,C',sr)

3 ci = h(e(o’,g2),mj, pk',c')
4: si = Sig(sk; c;)

5: 0; = o'-s;
6.

7

8

9

return (o;, pk;, ¢;, s;)
else
return (“False”) // the previous process sequence is incorrect.
end if

3.4. Smart Contract Logic

Smart contracts can automatically execute contract logic when the trigger conditions
are met. It disseminates, verifies, or executes contract agreements in an information-based
manner, which enables the blockchain to respond to external governance in a timely
manner [12]. The blockchain network of our solution is a consortium chain multi-channel
network based on Fabric, which creates an interface for the exchange of ledger data for
different production departments. Therefore, the nodes of each department can call the
interface through the smart contract to realize the data interaction between the chains.
In this proposal, the designed query smart contract is mainly used to track or trace the
production process data, and the upload data smart contract is mainly used for each
department to upload its own metadata.

Algorithm 2 describes the data uploading operation, and Algorithm 3 describes the
data querying operation, in which steps (3)—(5) trace the product by entering the unique
identification ID of the product.

Algorithm 2: Data uploading algorithm

Input: Identity information auth, on-chain information chainData
Output: The TxID of the completed transaction

1 if (auth==true) //authentication check

2 SDK(func==Set)

3 if (TypeLegal (chainData) == ok)

4: upload to the chain and synchronized to the corresponding ledger
5: return (TxID) / /return the transaction number

6 end if

7 end if

Algorithm 3: Data querying algorithm

Input: identity information auth, production ID (PID)
Output: All production process related data for PID
1: if (auth==true)
2 SDK (func==trace)
3: if (PID exists in the component ledger)
4 Obtain the product work order number through the obtained PID, which
can further trace the product production process information.
return (all kinds of production information related to PID)
else
return (Trace PID data error.) //trace error
end if
return (authError) / /authentication error
10: end if

O PN T
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4. System Implementation and Performance

The BPDMS for ETO manufacturing is implemented with the Hyperledger Fabric2.3
framework, and the blockchain consensus mechanism adopts the Raft consensus, ensuring
that the built network has very good crash fault tolerance. The smart contracts are written
in the Go programming language. Furthermore, the hardware environment comprises
one server, on which seven virtual machines are installed and the Ubuntu18.04 operating
system is run.

It should be noted that, although the proposed solution can be applied to the general
production line in the ETO-type manufacturing industry, the realization content of this
section is a simplified production line. In reality, the actual production line is much more
complicated. In the blockchain network configuration, the block generation policy is set to
generate a block every 2 s, or every 50 transactions will be packaged to generate a block.

4.1. Implementation of Specific Functions

In this section, the data of the semi-finished product processing department are up-
loaded to the blockchain as a test case. According to the execution process of the processing
route in discrete workshops, the system packages the operation data of each production
unit into transactions, and then uploads the transactions to the blockchain network to
generate a new block. The generated transaction information and block information are
shown in Figures 6 and 7, respectively.

Transaction Details

Transaction 5f6880a384ec0e5f62920a0b884c2e08624c16987c6a9702185fcdf7f1425ec4 (2]
ID:

Validation VALID

Code:

Payload 45a203a375f4a2fdcbce267397d55b20152665a4d1ac7d7a6f382a1b7c05de4f

Proposal

Hash:

Creator ProcessMSP

MSP:

Endorser: {"ProcessMSP"}

Chaincode processcc

Name:
Type: ENDORSER_TRANSACTION
Time: 2022-09-03T17:07:45.473Z

Direct Link: http://127.0.0.1:8080/?tab=transactions&
transld=5f6880a384ec0e5f62920a0b884c2e08624c16987c6a9702185fcdf7f1425ec4 (24

Reads

Figure 6. Transaction data generated by production units.
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© Block Details

Channel name: processchannel
Block Number 8
Created at 2022-09-03T17:07:44.726Z
Number of Transactions 3
Block Hash 0f7bbfd86bf0a09ae37b5563bf99175fa613047148d2dc611a6f1ab00168c5cd (74}
Data Hash 1129b5dc138a5a9d3552739639a4146cf10901bcb8a86262ac1b145397b512e6 @
Prehash 75df7cbc9668e25c025e4d88ccfellea962192ae605f5da332ea2afdaSdaf053 (2]
Figure 7. Block information generated by channels in discrete workshops.
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Figure 8. Data list of traceable products.

4.2. Performance Evaluation

The experiment uses the tool Tape to test the constructed Fabric network framework.
The design department channel in BPDMS is taken as an example to test the network
performance, including testing block generation time and transaction throughput. By
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setting 10 clients to connect to the node concurrently, and testing 24 groups of data with
different transaction volumes, the number of transactions ranges from 50 to 1200, and each
group is incremented by 50 transactions. It can be found that as the number of transactions
increases, the transaction is completed; the time to generate blocks also gradually increases,
and the transaction throughput value remains at a high level, of around 250. The test
results are shown in Figure 9, and show that the BPDMS can support high query and write
throughput.

300
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0
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(transaction /s)

transaction amount
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Figure 9. Network throughput testing of blockchain channel.

According to the structure of the BPDMS system, the data of a product include data of
multiple departments, such as the sales department, design department, and production
center. Moreover, the production center can also include semi-finished product discrete
processing, product assembly, and product quality inspection. In the implementation on
the Hyperledger Fabric platform, each role of the BPDMS system that generates partial data
of the product corresponds to a specific channel. The performance of each channel in the
BPDMS system is evaluated in an experimental way similar to the above design channel,
including the accounting time and query delay of each channel. Accounting time (1) refers
to the time from block generation to data synchronization of all nodes in the channel, and
query delay (Tq) refers to the time from submitting query information to obtaining the
returned result. The experimental results are shown in Table 2.

Table 2. The average value of Ta and Tg for each channel.

Sales Product Production Discrete Assembly

Department Design Management Processing Line Inspection
T’ 0.399s 0.399s 0.388s 0.474s 0.485s 0.447s
Tq 0.322s 0.365s 0.356s 0.398s 0.381s 0.374s

The sequential aggregate signature is used both in discrete production of semi-finished
products and in the assembly of products. The execution time of the sequential aggregate
signature algorithm used to verify product routing is tested. When the process route is
only one node, the signature time is only 0.799 s. Then, as the complexity of the component
process increases, the number of processing units that need to be processed, and the
signature time, also increase. As shown in Figure 10, when the number of signed nodes
exceeds one, the signature time is increased by 66 ms for each additional node. The
test results show that the sequential aggregation signature algorithm has good execution
efficiency and fully meets the requirements of information collection in the production
process.
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Figure 10. Efficiency of sequential aggregate signatures.

4.3. Performance Comparison

In order to more objectively evaluate the performance of the proposed scheme, a
comparison is made with the data traceability scheme proposed by Yu et al. [36].

First, a comparison is made of the throughput rate of write data and query data of
the channel in the blockchain network. The design department channel of BPDMS and a
single chain in Yu’s scheme is taken as an example. The experiment takes 25 transactions
as a group, and adopts the method of gradually increasing the number of transactions.
The results are shown in Figures 11 and 12, respectively. When the number of processing
transactions is between 25 and 100, the write throughput increases linearly, and gradually
flattens after reaching 100; when the number of processed transactions is between 25 and
200, the query throughput increases linearly, and gradually flattens after reaching 200.
Compared with Yu’s solution, the throughput performance of BPDMS is slightly poorer in
terms of write performance, but superior in terms of query performance.
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Figure 11. The throughput rate of write data.
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Figure 12. The throughput rate of query data.
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In addition, the accounting time and query delay time of the blockchain network
channels of the two systems are compared. The design department channel of BPDMS and
a single chain in Yu's scheme are again taken as an example. The test of uploading 60 data
blocks to the chain is used, and the results of the accounting time are shown in Figure 13.
Similarly, 60 non-repeated queries are selected on the design department channel, and
the results of the delay time are shown in Figure 14. Compared with Yu’s solution, the
accounting performance of BPDMS is better, and the query performance is similar.
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Figure 13. The comparison of accounting performance.
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Figure 14. The comparison of query delay.

5. Conclusions

ETO-type production is the main production method used in the current manufac-
turing field. In this process, the production process data of the product are difficult to
trace, and the production status data of the product are difficult to monitor in real-time. A
production process traceability model based on blockchain technology is proposed, which
can be applied to ETO-type production. By analyzing each data entity generated in the
production process and the relationship between the data, the smart contracts for uploading
data to the blockchain and data traceability are written. After integrating the sequential
aggregate signature technology, the proposed scheme can be used to verify whether the
production process is executed according to the designed process route. Based on the
Hyperledger Fabric framework, the production process traceability system was designed
and implemented. The experimental results show that the system can solve the problem of
data traceability in the production process, and improve the security and traceability of
data between each step of collaborative manufacturing of ETO-type production enterprises.

In future research, other parts of manufacturing, such as procurement of production
materials, material management, product logistics, and after-sales service can be added, so
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that the data management of ETO manufacturing can be studied from a more systematic
perspective.
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