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Abstract: On 1 April 2022, the AlfaCrux CubeSat was launched by the Falcon 9 Transporter-4 mission,
the fourth SpaceX dedicated smallsat rideshare program mission, from Space Launch Complex 40 at
Cape Canaveral Space Force Station in Florida into a Sun-synchronous orbit at 500 km. AlfaCrux is
an amateur radio and educational mission to provide learning and scientific benefits in the context of
small satellite missions. It is an opportunity for theoretical and practical learning about the technical
management, systems design, communication, orbital mechanics, development, integration, and
operation of small satellites. The AlfaCrux payload, a software-defined radio hardware, is responsible
for two main services, which are a digital packet repeater and a store-and-forward system. In
the ground segment, a cloud-computing-based command and control station has been developed,
together with an open access online platform to access and visualize the main information of the
AlfaCrux telemetry and user data and experiments. It also becomes an in-orbit database reference to
be used for different studies concerned with, for instance, radio propagation, attitude reconstruction,
data-driven calibration algorithms for satellite sensors, among others. In this context, this paper
describes the AlfaCrux mission, its main subsystems, and the achievements obtained in the early orbit
phase. Scientific and engineering assessments conducted with the spacecraft operations to tackle
unexpected behaviors in the ground station and also to better understand the space environment are
also presented and discussed.

Keywords: AlfaCrux LEOP; CubeSat; educational mission; amateur radio

1. Introduction

The last two decades have seen an enormous rise in the number of launched small
satellite missions [1–3]. The growth of launch opportunities, the technological advances,
and the creation of standards such as the CubeSats for subsystems and devices has allowed
passing from exclusively academic-based projects to missions that involve research centers,
private companies, and public institutions [4]. Small satellites have been shown to share
many characteristics of disruptive innovations and can be employed in a range of different
missions, such as scientific and educational missions, remote sensing, and communica-
tions [5–7]. In this context, the need for capacity building and allocation of human resources
toward better management and technological innovation for the space field is critical in
countries where space activities are not sufficiently established yet, and the CubeSat repre-
sents a great platform for education and research [8,9]. Moreover, CubeSats have reduced
entry-level costs for space missions, and due to the fact that innovative miniaturized

Appl. Sci. 2022, 12, 9764. https://doi.org/10.3390/app12199764 https://www.mdpi.com/journal/applsci

https://doi.org/10.3390/app12199764
https://doi.org/10.3390/app12199764
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/applsci
https://www.mdpi.com
https://orcid.org/0000-0002-6072-8621
https://orcid.org/0000-0002-1839-7355
https://orcid.org/0000-0002-4843-0267
https://orcid.org/0000-0002-7976-5166
https://orcid.org/0000-0003-2713-1943
https://doi.org/10.3390/app12199764
https://www.mdpi.com/journal/applsci
https://www.mdpi.com/article/10.3390/app12199764?type=check_update&version=2


Appl. Sci. 2022, 12, 9764 2 of 24

hardware is being developed for deep-space missions, opportunities for lunar orbit and
interplanetary space are already becoming available [10–12]. Consequently, educational
training is a very important and strategic step in order to further increase the expertise of
the scientific community, for instance in Brazil, with the goal of mastering the operation
and development of critical and restricted-access technologies in satellite missions.

Elaborated missions are able to address different needs of our society, which imposes
strict requirements on the execution of the mission phases. For instance, the need for
improving the terrestrial communication coverage providing massive connectivity to under-
served areas is driving communication satellites development to a new era of data-based
services and applications [13,14]. If one considers the development and operation of reliable
data and voice communication systems in remote areas, or those with difficult access, it
still represents a challenge in the modern world that affects not only civil society but also a
country’s defense. In the civil area, it can be said that a few decades ago there were no online
applications to improve agriculture and its accuracy, for direct communication between
devices, or even interaction and data exchange in order to elevate data connectivity to a
more comprehensive level. In the defense field, remote regions with poor infrastructure lack
vital communication capabilities beyond line-of-sight to serve tactical land users. When
operating over long distances, over rough terrain, or in a jungle environment, tactical users
cannot maintain radio line-of-sight. This creates gaps in situational awareness, increasing
the possibility that criminal threats or activities go unnoticed, not monitored, not reported,
and reactions by local authorities are not triggered.

The AlfaCrux mission is the first space mission financed by the Federal District Gov-
ernment, via the Federal District Research Support Foundation, with institutional support
from the Brazilian Space Agency, and under the coordination of the University of Brasília,
the owner and operator of AlfaCrux. It is an amateur radio and educational mission with
in-orbit technological demonstration and high-level tasks such as management, planning,
and risk analysis along the typical life cycle of a space mission. It aims to provide its partic-
ipants with an excellent technical and intercultural experience and to become a network of
students, professors, researchers, radio amateurs, and other partners for the technological
advancement of space. The AlfaCrux system is a satellite communication solution with
practical and research implications for general society, allowing the responsible team to
obtain knowledge about aerospace technology, with innovative experiences and skills,
when working on the development of a satellite from the initial phase to its operation. Re-
search and development involving typical satellite and payload architectures will provide
experience with respect to the use and applications of nanosatellite technology.

Within this context, this paper provides an overview of the AlfaCrux mission and
early achievements obtained so far by the satellite operation. It is intended to describe the
methods and materials used to achieve the mission goals, that is, an educational platform
for science, technology, engineering, and mathematics (STEM) training and learning within
the aerospace field, exploring active methodologies with early in-orbit experiences. It also
describes the framework built to explore its scientific capabilities gathered around the
topic of digital twin (DT) modeling, which includes, for instance, on-board data handling,
data processing and visualization, attitude determination and reconstruction, environ-
ment modeling, orbit dynamics, and space weather impact in the communication system.
The scientific and engineering assessments conducted during the early orbit phase with
the AlfaCrux operations were important not only to check and validate the health of the
satellite, but also its functional characteristics for the proposed digital twin architecture.
Digital twin for CubeSat applications is still an incipient topic that is driving the devel-
opment and application of different methods to improve our knowledge based on digital
models. A simple example of a first result is provided, but due to the initial stage of
operation, detailed comparisons and performance analyses are still to come. The first step
was to build, integrate, and run a pilot digital twin architecture for the AlfaCrux kinematics
reconstruction, described in the paper, and as the knowledge database increases, successive
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refinements and performance improvements are implemented, increasing the quality of
the proposed model.

Educational Mission

Many engineering programs have used CubeSat development projects as mechanisms
for hands-on experience [9]. The benefits of small spacecraft projects in engineering educa-
tion using the Project-Based Learning (PBL) methodology to engage students in the learning
process have been shown by several authors [9,15–17]. PBL is a model that organizes learn-
ing around complex tasks based on challenging questions or problems that involve students
in design, problem-solving, decision-making, or investigative activities [18]. Compared to
traditional forms of instruction, PBL enhances students’ ability to transfer knowledge to
new problems and to achieve more coherent understanding [9,15–17]. Moreover, the use of
Systems Engineering (SE) approach may help to minimize the risks, especially in highly
complex projects such as a CubeSat mission development. The importance of SE involves
a paradigm shift from an emphasis on designing functional technical systems (electrical
systems, control systems, and others) to an emphasis on meeting technical, economic,
learning, and management requirements.

For the AlfaCrux mission, the documentation was prepared based on the standards
provided by the ECSS [19] and NASA [20], and the spiral model was chosen in the de-
velopment due to its recursive nature. This model defines a sequence of steps to achieve
a viable product taking into account its whole life. Even though the project is currently
in Phase E, i.e., in operation, the project team had to go through each phase in the early
development process. This is important for a comprehensive definition of the scope of the
mission and its requirements. As the project evolves, more knowledge is gathered, and the
product quality increases. Figure 1 illustrates the proposed approach, in which the phases
are defined as bellow:

• Phase 0—Mission analysis and needs identification: definition of the user needs and
requirements, identification of systems concepts;

• Phase A—Feasibility: validation of the stakeholders requirements, identification of
solutions that meet the requirements, definition of the mission architecture;

• Phase B—Preliminary design: definition of preliminary system design, validation
solutions based on mission requirements;

• Phase C—Final design and Fabrication: definition of final system design (ground and
space segments), system breakdown into subsystems;

• Phase D—Integration, Tests, and Launch: integration, tests and launch of the system;
• Phase E—Operations: operation and maintenance of the system to conduct the mission;
• Phase F—Disposal: planning of decommissioning and disposal.

The AlfaCrux mission involved multiple agents and actors. The team members had
the opportunity to learn from activities and experiences during different stages of the
mission design life cycle. For instance, graduate students were challenged beyond technical
development, they were part of the project management team. Undergraduate students
were involved in specific problems under the supervision of one of the guiding professors.
During the project development, the involvement of graduate students took place outside
a formal context of the discipline, through engagement and participation. On the other
hand, the involvement of undergraduate students took place within the context of final
graduation projects. At the current stage, a formal learning analysis and comparison with
other methods was not yet conducted. However, on 6 June 2022, the AlfaCrux operation,
command, and control activities entered the syllabus of the course named Engineering
Topics, offered by the Electrical Engineering Department of the University of Brasilia. In
this course, engineering students had the opportunity to learn in a hands-on approach
about the daily activities of operating a CubeSat. Results are yet to come, but so far, it is
possible to observe the motivation of the students when facing new challenges concerned
with, for instance:

• The mission life cycle;
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• The functional requirements and physical architecture of the system;
• The assembly and integration of the systems components;
• The verification and validation process throughout the system development;
• Orbital dynamics, attitude determination and control;
• Elementary concepts of systems engineering.

Finally, concerning the AlfaCrux operational life cycle, it is expected at least 3 years of
nominal activities, being possibly extended up to 10 years (depending on the Solar cycle
activities impact, the regulation of spectrum use, among others). During the 3 years of
operation, the first one is dedicated to the commissioning of the space and ground segments,
hardware and software improvements, training, data management system validation,
and estimation of the AlfaCrux DT maturity and quality during the early acquisition
phase. Consistent and large in-orbit open access database to support a better analysis
of the technical maturity of the proposed DT architecture is expected during the second
year. Moreover, improvements in the telemetry viewer and mission planner considering
the AlfaCrux main services are also a desired outcome at this stage. Finally, the third
year should be dedicated to high-quality operation and data analysis in full compliance
with the user segment, based on lessons learned from the first two years. It is important
to emphasize that during the whole life cycle, the daily activities and operation of the
AlfaCrux CubeSat may be covered, or at least motivated, in the syllabus of different courses
offered at the University of Brasilia.

Figure 1. AlfaCrux mission life cycle in the development process.

2. Methods and Materials
2.1. Mission Description
2.1.1. User Needs

The main motivation for carrying out the AlfaCrux mission is to provide an op-
portunity for space educational training and scientific benefits in the context of small
communication satellite missions. The AlfaCrux project fosters the educational collabora-
tion and technical investigations carried out by researchers, professors, students, and radio
amateurs, with the sole purpose of self-training in topics such as radio communications,
technical management, system-level design, and the development, integration, and op-
eration of small satellites. The need for training and allocation of human resources for
better management and technological innovation in the space sector is a critical need in our
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country. Space activities need to be established in a sustainable model in which constant
training plays a fundamental role.

The specific context of the AlfaCrux mission also arises from another critical need in
our society, which is to provide reliable narrow-band communication coverage. For instance,
narrow-band communication via satellite can meet the needs of data collection systems
in places without terrestrial infrastructure, such as underdeveloped areas, uninhabited
areas, and areas that have been devastated by a natural disaster as well as provide tactical
communication links. Several applications can be constructed based on a system that
provides low data rate communication services.

To achieve this goal, the following set of objectives are proposed:

• Launch, operate, command, and control an amateur radio satellite.
• Provide a communication application to interact with the amateur radio community

(demonstration of digital data repeater system).
• Provide communication between users and a set of generic data platforms (demon-

stration of data store-and-forward system).
• Implement and run an online open access database of in-orbit data for general

investigations.
• Analyze narrow-band signal attenuation due to the effect of ionospheric scintillation

(critical in low latitude regions, as in the case of Brazil).
• Analyze the satellite dynamic based on computer simulations and in-orbit data for

studies and validation of Attitude Determination and Control System (ADCS) solu-
tions and applications.

• Analyze and investigate digital twin modeling for aerospace applications.

2.1.2. Mission Concept

AlfaCrux is an amateur radio and educational mission to provide a hands-on ex-
perience with technological demonstration in orbit. The main purpose is the operation,
command, and control of a satellite-based system for providing communication applica-
tions. Digital twin modeling, scientific experiments related to the impact of space weather
in the communication channel, as well as the dynamic analysis for ADCS applications, are
also part of the mission objectives.

The AlfaCrux payload implements a low-rate, bidirectional, short-message-based
store-and-forward communication system between terrestrial and satellite terminals. This
system allows, among many other applications, communication with weather stations in
remote areas, environmental sensors, communications in areas affected by disasters, etc.
For retrieving data from the satellites, the ground station will be the core component of the
data distribution system. The system end users can access, through an internet connection,
the data collected by these sensors and send the desired information. Cooperation in the
ground segment will be established among the AlfaCrux collaborators.

In addition to the communication service itself, the system demonstrates:

• Digipeater for amateurs radio data transfer;
• User-developed scientific applications based on GNU Radio libraries for communica-

tion channel characterization;
• Data relay for real-time communication between terminals in the same area.

The operational scenario schematic can be seen in Figure 2, and it is described as follows:

• The satellite transmits beacons while orbiting the Earth, sending telemetry information.
• When the satellite passes through the ground station, the operation team verifies and

set the proper operational mode, as well as schedules the next services to be available
for the users. This information is available online in the AlfaCrux mission planner.

• When the store-and-forward service is available, a user terminal receives the beacon
and sends the available information to the satellite. The satellite, in turn, will transmit
the stored information to it.
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• The satellite can send the received information in real time to another user terminal or
ground station that is in the same area.

• When the satellite passes through a ground station, it exchanges messages from the
collected user terminals and those that the system has for the terminals.

• The users will be able to interact with the system through the online official web page,
receiving messages from their terminals or delivering the data they wish.

• When the digipeater service is available, the users can exchange digital data when
they are in the footprint of the satellite. The current service available is the Automatic
Packet Reporting System (http://www.aprs.org, accessed on 20 September 2022),
an amateur radio-based system for real time digital communications of information of
immediate value in the local area.

Figure 2. AlfaCrux operational concept.

2.2. Alfacrux Spacecraft

The AlfaCrux is a standard 1U CubeSat with dimensions of 10 by 10 by 10 cm. The final
configuration can be seen in the CAD rendering shown in Figure 3 and the mass properties
in Table 1. The summary of AlfaCrux orbit and designator is as follows:

• Satellite name: AlfaCrux;
• NORAD ID: 52160;
• International Designator (INTLDES): 2022-033D;
• Country: BRAZ;
• Launch: 1 April 2022;
• Site: Air Force Eastern Test Range;
• Radar cross-section (RCS): Small;
• Period: 94.64 min;
• Inclination: 97.39º;
• Apogee: 508 km;
• Perigee: 494 km.

http://www.aprs.org
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Figure 3. AlfaCrux CAD isometric view.

Table 1. AlfaCrux mass properties.

Parameter Value Tolerance Unit

Mass 1.0650 +/−5 g kg

Center of gravity
xCG = 52.27,
yCG = 50.81,
zCG = 61.81

+/−10% mm

Moment of Inertia
Ixx = 0.00183508557,
Iyy = 0.00185284505,
Izz = 0.00184586679

+/−10% kg·m2

Product of Inertia
Ixy = −0.00000456992,
Iyz = 0.00000153435,
Izx = 0.00000877987

+/−10% kg·m2

2.2.1. Alfacrux Subsystems

A short description of the components can be seen in Table 2. The AlfaCrux subsystem
configuration can be seen in Figure 4.

Table 2. AlfaCrux subsystems.

Subsystem Description

Electric Power System (EPS)
3V3, 5V, and VBAT rails. Six switchable power
outputs. Latch-up and over-current protection.

Watchdog for monitoring GS contact.

Battery 4 × Li-Ion cells ( 40 Wh). Integrated heaters.

Payload Alén Space TOTEM-SDR with UHF 437 MHz
front-end.

Onboard Computer (OBC)
AVR32 MCU; 128 MB Flash; RTC; I2C, CAN
and UART. Three-axis gyroscope. Three-axis

magnetometer.

Telemetry, Tracking, and Control (TTC) UHF 435–438 MHz; Forward error correction,
30 dBm output, 4.8/9.6 kbps.
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Figure 4. AlfaCrux configuration.

2.2.2. Operational Modes

The AlfaCrux operational modes schematic can be seen in Figure 5. A short description
of each mode is as follows.

• Boot-up: During the first boot up of the system, the software shall execute a sequence
of first tests and actions, including health check and memories and file system initial-
ization. These actions shall be executed only once. After the completion of the boot up
actions, the satellite shall enter Init mode and continue.

• Init: In this mode, the software checks if the antenna was deployed. If not, it shall
immediately enter Startup mode; further health checks will be executed once the
antenna is deployed.

• Startup: The main objective of this mode is to deploy the antenna and to move to
Survival mode once the antenna deployment sequence finalizes. This mode will
also collect telemetry from the first minutes of the mission. The antennas shall be
autonomously deployed by the onboard software 30 min after ejection. At the end
of the antenna deployment sequence, the TTC is configured to allow transmissions.
The file system will not be enabled in Startup to avoid errors that could avoid the
completion of the Startup sequence. It will be enabled after the completion of Startup,
just before the change to Survival mode.

• Survival: This mode is intended to be the fallback mode in case of critical problems.
This mode shall have a positive power budget and shall guarantee the possibility to
access the satellite from ground. Payloads and non-critical subsystems are turned off
in this mode. A beacon with basic health information is transmitted periodically to
ease the location of the satellite and to provide a first assessment of its status. TTC is
configured with its default configuration. The only way to exit Survival mode is to set
a mode change by telecommand (TM) and reboot the software.

• Nominal: The main tasks for the mission execution are performed in Nominal mode.
Payloads are allowed to operate in this mode, providing a digital data repeater
at 437.225 MHz based on AX.25 protocol, and also a store-and-forward service at
437.125 MHz using Gaussian Minimum Shift Keying modulation. The main scheduler
will be in charge of the execution of the different tasks. Health checks are executed
periodically. If a critical problem is found, the software will change to Survival
mode autonomously.
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Figure 5. AlfaCrux operational modes schematic.

2.2.3. User Interface with OSI Layers

A general overview of the user interface with the AlfaCrux satellite open systems
interconnection (OSI) layers is presented, specifically for the telemetry downlink. It is
worth mentioning that the AlfaCrux downlink signal is not encrypted, in accordance with
the amateur satellite service regulation, specifically article 25.2A 1A of the International
Telecommunication Union (ITU) radio regulation RR25-1.

The TTC physical layer is as follows. TTC frequency of 437.100 MHz, effective isotropic
radiated power of 30 dBm, Turnstile antenna, and mixed circular polarization (right and
left hand).

The data link layer is summarized in Table 3. The use of Gaussian Minimum Shift
Keying (GMSK) modulation provides a good compromise between speed and bandwidth.
This type of modulation has no phase discontinuities thus the side lobes of the signal
spectrum are reduced. Apart from minimizing channel interference, it provides efficient
use of spectrum and enables high efficiency.

Table 3. AlfaCrux data link layer.

Parameter Description

Modulation Gaussian Minimum Shift Keying.

Bitrate 4800/9600 bps.

Sync word 0x930B51DE.

Frame format ASM+Golay (AX100 mode 5).

Bit encoding NRZ, most significant bit first.

Data randomization Consultative Committee for Space Data
Systems (CCSDS) randomization.

Error-correcting code Reed-Solomon (255, 223).

All the packets transmitted by the AlfaCrux use the Cubesat Space Protocol (CSP)
(https://github.com/libcsp/libcsp, accessed on 20 September 2022). Inside the CSP data
field, telecommand transfer frames are used to encapsulate upper layer data. The TM

https://github.com/libcsp/libcsp
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transfer frames are an adaptation of CCSDS TM transfer standards. When the satellite is
in communication with the ground station, a reliable channel is established between the
station and the satellite using CSP Reliable Data Protocol.

The TM transfer frames transport standard CCSDS Space Packets implementing ECSS
Packet Utilization Standard (PUS) services. A detailed description of PUS packets can be
found in the ECSS, Telemetry and telecommand packet utilization, ECSS-E-ST-70-41C of 15
April 2016.

The satellite transmits a set of 5 packets every 30 s. Each packet contains a TM frame
with a single space packet inside. Standard PUS service 3 (Housekeeping) is used to format
these space packets. Five different beacons are transmitted, each one with a different ID,
as follows:

• B1-OBC: telemetry from the main on-board computer;
• B2-EPS: telemetry from the electric power subsystem;
• B3-TTC: telemetry from the telemetry and telecommand subsystem;
• B4-UHF: telemetry from the antenna deployment subsystem;
• B5-Temps: temperature telemetry of different subsystems of the satellite.

Apart from the beacons, the satellite can generate other telemetry packets, the majority
of them only under specific telecommand from the ground station, that is related with
command and control of the satellite, with some packets out of the PUS standard. More
information can be found at the official website of the mission at https://lodestar.aerospace.
unb.br/projects/alfacrux (accessed on 20 September 2022).

2.3. Alfacrux Ground Segment
2.3.1. Ground Station Architecture

The ground station information technology (IT) architecture is composed of physical
and logical components, shown in Figure 6. The physical components aim to provide
the computational power and make the internal and external interconnection with the
Internet, namely:

• Two desktop computers, with I5 CPU, 8 GB of RAM, and 500 GB SATA Hard Disk;
• One Dell server with Intel(R) Xeon(R) E-2224 CPU @ 3.40GHz, 8 GB of RAM, and 1 TB

SATA Hard Disk;
• One load balancer, which allows balancing the links to the Internet;
• CAT 6 A cabling, used to interconnect computers, servers, and load balancer;
• Scripts for automation;
• One uninterruptible power source (UPS), which allows system autonomy for about

35 min without power from the electrical grid.

The logical components are formed by operating systems, firmware, software, applica-
tions, and virtual machines, as follows:

• Computers or operating stations: its purpose is to operate and control the software-
defined-radio and antenna rotors using an orbit propagator and Doppler shift calcu-
lator along with the mission control software (MCS). The VirtualBox was installed
for extra functions such as virtual private network (VPN) and monitoring with Zab-
bix. Some examples of monitored parameters are processing load, RAM memory
consumption, and SWAP memory consumption, among others.

• Server dedicated to the subsystems necessary for antenna control and Doppler correc-
tion. It aims to provide the necessary hardware resources for Rotcld, a Hamlib rotator
control daemon, and MCS applications.

• General-purpose scripts to automate internal operation tasks.

The AlfaCrux team implemented an architecture for the ground station that allowed
remote and secure operation. The computers were configured not to be a single point
of failure, having replicated the virtual machines and applications, allowing them to be
switched quickly, in a matter of minutes. To monitor the IT architecture and its components

https://lodestar.aerospace.unb.br/projects/alfacrux
https://lodestar.aerospace.unb.br/projects/alfacrux
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in order to identify possible points of attention, such as overloads, unavailability, and loss
of performance, the Zabbix monitoring solution was implemented.

Figure 6. Ground station architecture.

The Zabbix is an open-source and free solution with several applications in different
contexts including, for instance, the aerospace field. The basic resources of the server
and computers are monitored, such as CPU, RAM, and SWAP memories, disk writing
and reading latency, bandwidth consumption, status of processes and containers. For the
administration and remote operation of the ground station, an open-source VPN solution,
the OpenVPN, was implemented, embedded in the pfSense Linux distribution. The encryp-
tion used is based on public and private keys, with each user having their unique access
key. pfSense integrated solutions with the OpenVPN and the key export package were
chosen for their ease in generating and managing keys, being considered mature and a
reliable security solution used by several companies in the world.

In order to mitigate the impact of power outage in the operation, a UPS capable of
supporting the entire environment was implemented, being able to maintain the operation
with the AlfaCrux and data management system for 30 min when the main power fails.
Another important point to be highlighted is the need to configure the power schemes
of the computers and the server. Specifically, the following characteristics were activated
in the basic input–output system: power on after power outage, scheduled power on,
and wake on local area network (LAN).

To increase efficiency and reliability in the operation tasks, some scripts were created,
and additional configurations were set up on the server as well as the desktop computers.
On the client side, a batch script was developed with an interactive menu for connectivity
testing, activation, deactivation, restart, and collection of information from the rotors
and the software-defined radio (SDR), as well as a bash script to control and manage
containers. Time update enforcement twice a day has been added to the task schedulers.
This procedure was implemented after observing the impact caused by the delay or advance
of a few minutes during the operation with AlfaCrux. Moreover, it guarantees a reliable
and satisfactory satellite clock synchronization.

The satellite clock synchronization is performed by the operator through specific
telecommands, and it is regulated from the main server at the ground station. In this
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framework, the precision of the satellite clock is given by the precision of the ground
station’s main server and computers. The clock synchronization between the server and
computer systems is achieved using the Network Time Protocol (NTP), specifically a
server provided by the https://ntp.br/ (accessed on 20 September 2022). The maximum
error of a clock set through an NTP client varies from fractions of milliseconds to a few
tens of milliseconds, depending on the quality of the network. Asymmetric routes and
network congestion can cause errors of 100 ms or more. Quantitatively speaking, for the
proposed solution, values less than 100 ms were noticed, which should provide an idea of
the precision magnitude.

The impact of these delays is twofold: orbit propagation for the tracking system and
data analysis and use for different applications. In the first case, considering the pointing
tolerance of 5 degrees and the precision of the tracking system, it was noticed that a
mismatch of less than 30 s is affordable. In the case of data use and analysis, a regularization
procedure is executed at least once per day. The regularization of the satellite’s current
time is progressively performed in order to avoid jumps in time. Consequently, the time is
not changed immediately. The duration of the regularization must be longer than the time
span to be advanced or delayed. For example, if the on-board time is 20:30 and we want to
set it to 20:15, the duration of the regularization should be set to greater than 900,000 ms.
Moreover, in case higher precision is needed for data use, time corrections can also be
applied in the mission control software.

Another innovation in the architecture of the ground station was the use of containers,
allowing for greater compartmentalization and isolation of solutions. To facilitate the con-
tainer management, the free graphical manager Portainer was installed. In all, 5 containers
are configured, namely, CouchDB for the MCS database, PostgreSQL for the MCS database,
MCS server, Rotctld rotator control daemon, and an SDR container.

Data registration is performed in an encrypted form in a CouchDB database and in a
PostgreSQL database exclusive to the application. To comply with the need for data study
and analysis, the MCS software has an API that allows access to data through web services.
For this reason, a Python 3.6 program was developed with the objective of performing
three operations during its execution: (i) update all existing parameter tables; (ii) update all
executed remote controls; (iii) update all telemetry received. The result of this operation,
in a way, is a backup of the data while creating a security layer for data access since,
after updating, the data are provided through another API, developed by the AlfaCrux
team to be accessed by students, researchers, and the amateur radio community.

In addition to this API, the AlfaCrux team also developed an interface that allows the
collaborative collection of telemetry from anyone that have received packages from the
AlfaCrux satellite, recorded the telemetry and generated a KISS frame file. This interface,
an online form, allows recording latitude, longitude, email, name, call sign, and KISS
frame file. Finally, data duplication analysis mechanisms will be necessary and even,
without prejudice to data quality, the creation of a composite primary key that allows
differentiating the data source, which may lead to the possibility of telemetry duplication.

2.3.2. User Segment

Currently, the AlfaCrux team is developing and providing the online telemetry viewer
(https://lodestar.aerospace.unb.br/projects/alfacrux/radio#telemetry-viewer, accessed on
20 September 2022), a web platform that selects the main parameters of the satellite beacons
to the user. The data provided by the collaborators will also be made available, and a
main time series of the parameters will be implemented after checking and validating the
received package. All frames available online are properly associated with the responsible
call sign in such a way that the amateur radio can search in our database for its specific
contribution in the AlfaCrux mission.

https://ntp.br/
https://lodestar.aerospace.unb.br/projects/alfacrux/radio#telemetry-viewer
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2.4. Alfacrux Digital Twin Architecture

One of the main innovative contributions of the AlfaCrux mission is concerned with
the development of a digital twin model, see Figure 7. The DT can be defined as a high-
fidelity and up-to-date digital representation of an physical counterpart. This representation
is achieved by combining different models (physics-based and data-driven models), simu-
lations, sensor updates and historical data [21]. Although this topic has been studied in the
aerospace field [22], the use and applications of digital twin in the context of small satellites
are still incipient, with very few examples and systems implemented so far [23,24].

Figure 7. Five-dimensional architecture for the CubeSat digital twin framework.

In this first approach, the goal is to set the start point and the guidelines to establish
the concept and a methodology to build a reliable framework for the operation and main
services of nanosatellites, in a first moment CubeSat standard, fulfilling the necessary
space standards (such as health checks, dynamic characteristics, and safety mechanisms,
among others) and conforming to the necessary payload requirements.

By innovative framework, we mean a new architecture in which the development of
a digital model of the nanosatellite is considered. In this innovative approach, the digital
model is constantly under improvements based on the data collection system (laboratory
tests, computer simulations, and in-orbit data), and more than that, the digital model can
improve and update the physical entity, i.e., the satellite in orbit). In other words, we are
proposing a digital twin framework for nanosatellite mission applications.

The digital twin can be modeled in a five-dimensional architecture composed of the
physical entity (PE), the virtual entity (VE), the DT data (DD), the system services provided
(SS) and the connections between the parts (CN) [25]. Figure 7 provides a conceptual model
of the DT specifically for the AlfaCrux. The sensors in the PE gather data that will be used
as input for the analysis, models, and simulations of the VE. In this way, the VE can mirror
the physical geometry, physical properties, behaviors, and rules of the PE. The SS consists
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of the services for the physical and virtual entities, and for the project stakeholders. These
services include the scheduling of the payload services, the change in operational mode,
the telemetry viewer, and firmware updates. The DD is composed of data collected from
the PE, VE, and SS through the connections. The connections are also used to link the PE,
VE, and SS among themselves [25].

In the center of the five-dimensional architecture is the digital twin data, due to their
critical role in the DT as the knowledge representation [26]. The process of creating the
knowledge involves, among other things, the data collection and pre-processing of different
sources. These sources can be divided into three main categories: synthetic data (computer
simulation), experimental data (laboratory tests and validation), and in-operation data
(satellite telemetry) [22]. Specifically, the synthetic data are generated by simulations in the
virtual world, the experimental data are gathered through experiments conducted in the
physical entity, and the last category, the in-operation data, are collected during regular
operation of the physical entity, in our case the AlfaCrux CubeSat.

The first part of the DT that has been developed is dedicated to kinematic reconstruc-
tion, as seen in Figure 8. The models were initially validated with simulated and real
telemetry data. This pilot DT is explained below, considering the five dimensions shown in
Figure 7.

Figure 8. AlfaCrux kinematic reconstruction DT.

1. Physical entity: acquires measurements of the magnetometer, solar panels, and gyro-
scope, and the two-line elements (TLE);

2. Virtual entity: uses the Sun, Geomagnetic, and Albedo models; the orbit propagation;
and the telemetry data to reconstruct the satellite attitude;

3. Connection: responsible for the data collection and management system;
4. Service system: responsible for the attitude visualization.

3. Results and Discussions

The preliminary orbital data (injection) given by the launch provider team were used
to propagate the orbit (Simplified General Perturbations-4 (SGP4)) and predict the first
passages over the command and control station. The first access report provided the
estimates presented in Table 4.
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Table 4. Ground station to AlfaCrux first access report.

Access Start Time (UTC) Stop Time (UTC) Duration (s)

1 2 April 2022
01:14:35.727

2 April 2022
01:19:56.946 321.218

2 2 April 2022
02:46:49.656

2 April 2022
02:55:04.360 494.704

3 2 April 2022
13:12:37.268

2 April 2022
13:19:58.469 441.201

4 2 April 2022
14:46:26.445

2 April 2022
14:53:21.925 415.480

5 3 April 2022
02:28:02.961

3 April 2022
02:37:04.707 541.746

6 3 April 2022
12:55:30.532

3 April 2022
13:00:24.969 294.438

7 3 April 2022
14:27:14.360

3 April 2022
14:35:37.980 503.620

8 4 April 2022
02:09:32.490

4 April 2022
02:18:45.596 553.106

9 4 April 2022
14:08:27.400

4 April 2022
14:17:31.124 543.724

As a pre-launch setup, the ground station equipment, configuration, and procedures
were verified. The mission control software was updated, and the control sequences loaded.
The pass procedure for the first days based on the access report was revised and ready to
be executed.

In the first passage over the command and control ground station, we were able to
receive beacons from the AlfaCrux, in a first moment not able to demodulate, but as soon as
the orbit position became more precise, the quality of the tracking, and consequently of the
operation, were improving. During the first days, the operation team was focused on the
correct identification of the AlfaCrux spacecraft in cooperation with the 18th Space Control
Squadron of the United States Space Force. As an operator organization, the AlfaCrux team
started using the TLEs from the Space-Track (https://www.space-track.org/, accessed on 20
September 2022) platform, exchanging information about the AlfaCrux operation, checking,
and analyzing safety information provided by the conjunction data message, and after some
days, the AlfaCrux was properly identified with the international designator 2022-033D.

3.1. Satellite and Ground Station Commissioning

During the AlfaCrux satellite and ground station commissioning, the SDR start/stop
procedures were constantly tested and verified before the passage, leading to new scripts
to improve the efficiency of the operation. The elevation and azimuth rotors’ start/stop
procedures and the remote control interface were also tested and checked constantly,
leading to adjustments in the antenna mounting, pointing calibration, soft start/stop ramp,
and creation of preventive maintenance routines.

For the first contact, the main actions were to receive beacons; verify communications
(Ping command to the satellite); check preliminary TLE by taking notes of time/frequency of
Doppler shifts, especially at the moment in which the Doppler shift equals 0 Hz; and check
the overall health of the satellite. The critical housekeeping information for those days
were battery level, solar panels’ voltages and currents, battery charge current, EPS output
currents, and internal and external temperatures.

For the next contacts, the procedure includes receiving beacons, verifying communica-
tions (Ping/Pong), checking if operational mode was set to Survival, establishing a reliable

https://www.space-track.org/
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communications channel, obtaining telemetry errors (if any), and obtaining telemetry since
the first hours, storing it, and analyzing the critical parameters.

Recently, the clock was synchronized with the ground station, and a new procedure
was included in the daily passage, that is, a time reference update. As of 27 July 2022,
01:56 UTC, the AlfaCrux changes to Nominal mode.

3.2. Alfacrux Digital Twin Pilot

The first elements of the proposed digital twin, shown in Figure 7, were developed
and tested in the current phase with synthetic and preliminary telemetry data, specifi-
cally the attitude reconstruction, environment, and communication channel models; the
telemetry viewer; and risk analysis.

3.2.1. Attitude Reconstruction and Dynamic Analysis

The attitude reconstruction system is responsible for the spacecraft pose determination
using the in-orbit data stored in the DT database, generating an offline time-series of the
attitude parameters. This feature allows the assessment of onboard sensors performance
and their characterization; the analysis of filtering methods, such as Kalman filter and its
derivations; the study of environment models; and the estimation of perturbations. For the
reconstruction, not only the attitude sensors, for instance gyroscopes, magnetometers,
and Sun sensors, can be considered but also other onboard data that may be affected by
the satellite orientation, such as solar panels, optical payloads, or even the antenna signal
power received by the ground station.

For the AlfaCrux attitude estimation, the onboard sensors available are one gyroscope
and one magnetometer, both with tree-axis measurements. In order to improve the filter
performance, the solar-panel-related data are also considered so that the Sun line-of-sight
can be estimated as a Sun sensor. Specifically, the AlfaCrux CubeSat has a total of six
solar panels, each one mounted on one spacecraft face. Solar panels from opposite sides
are connected in parallel and the onboard system collects one current and voltage mea-
surements from each pair along with individual temperature measurements. As shown
in [27], the Sun vector can be estimated through computations with individual current
measurements. However, in the AlfaCrux case, the power is considered instead of the cur-
rent, and the highest temperature of one solar panel pair indicates which one is generating
such power.

Once the measurements are available, an initial attitude determination method is
executed in order to compute the full attitude profile. The simplest one is the Triaxial
Attitude Determination (TRIAD), which is based on finding an attitude matrix that rotates
an orthonormal base in the inertial frame to the base expressed in the spacecraft body frame
from two not aligned vector measurements, such as, for instance, the Sun position and
the Geomagnetic field [27]. After the definition of the initial attitude, stochastic filtering
techniques provide the solution for the attitude propagation over time through the dynami-
cal model and sensor data. Such a filtering problem consists of a sub-optimal estimation
of the attitude state along with related parameters, such as sensor biases, misalignment,
and orthogonality. In this context, the state vector and sensor observations are defined as
random variables, so that their statistics represent the confidence degree in both estimated
and measured quantities in the form of error covariance.

The filter structure for AlfaCrux attitude estimation is formulated in [28], called
Unscented Quaternion Estimator (USQUE), which is based on the Unscented Kalman Filter,
a nonlinear filter that uses selected samples from the state probability density function
instead of computing a first-order linear approximation using the Jacobian matrix, as in the
Extended Kalman Filter. The USQUE algorithm considers the multiplicative quaternion
approach, where a global attitude state is the spacecraft estimated pose, and a local attitude
state represents the error to be computed in the filtering process. After an iteration, the
global attitude is updated with the estimated error from the filter.



Appl. Sci. 2022, 12, 9764 17 of 24

The system is modeled by the following equations:

xk = f(xk−1) + Gkwk,

yk = h(xk) + vk,
(1)

where x is the 6× 1 state vector; y is the 6× 1 output vector; f(·) is the attitude kinematic
equation; h(·) is the measurement model equation; w and v are the process and observation
errors, both modeled as uncorrelated Gaussian random variables with zero mean; and Q
and R are covariance matrices, respectively.

The state vector is composed of attitude-error angles parameterized using the Gen-
eralized Rodrigues Parameters (GRP) and the gyroscope bias, as follows: x ≡ [δpT βT ]T .
The GRP represents the local attitude-error that will be incorporated in the global represen-
tation, once ‖ $p ‖ is equal to the rotation angle, ϑ, for small errors. The sigma-points, χ(i)
for i = 0, 1, · · · , 12, are generated according to the following equations:

σi ←− i-th column of ±
√
(n + λ)(P+

k−1 + Q̄k−1), (2)

χ(0) = x̂+,

χ(i) = σi + x̂+,
(3)

where P+
k−1 is the state error covariance, Q̄k−1 is the process error covariance, and λ is a

scalar chosen arbitrarily.
For the prediction step where the state vector is propagated from time instant k− 1

to k, the attitude kinematic equation is considered. The GRP vector of each sigma-point
is converted to an error-quaternion, δq(i), and incorporated to the full attitude represen-
tation, q̂, through a quaternion multiplication operation. Then, the attitude kinematic
for the sigma-points quaternions, q(i), is executed using the gyroscope angular velocities
measurements for propagation in time.

After the prediction, the sigma-points in GRP representation are retrieved from the
propagated quaternions. The mean predicted state vector is computed along with the
predicted state error covariance matrix:

x̂−k =
1

n + λ

{
λχk(0) +

1
2

2n

∑
i=1

χk(i)

}
, (4)

P−k =
1

n + λ

{
λ[χk(0)− x̂−k ][χk(0)− x̂−k ]

T +
1
2

2n

∑
i=1

[χk(i)− x̂−k ][χk(i)− x̂−k ]
T

}
+ Q̄k. (5)

The correction step is performed once the mean state vector and covariance are avail-
able. This procedure considers the observation model, where reference vectors (such as Sun
line-of-sight and geomagnetic field) in the inertial frame are transformed to the spacecraft
body frame and compared with the magnetometer and solar panels data observations in
order to compute the innovation vector, υ. Such measurement model is given by

ỹk =
[
A(q)r1 A(q)r2 . . . A(q)rn

]T
+
[
ν1 ν2 . . . νn

]T , (6)

where A(q) is the attitude matrix built with the quaternion obtained from the GRP, rj is a
reference vector observation provided by a environment model, and νj is the respective
measurement error.

With the obtained quaternions, the mean observation vector can be computed as well as
the measurement vector, innovation covariance matrices and the cross-correlation matrix:

ŷ−k =
1

n + λ

{
λγk(0) +

1
2

2n

∑
i=1

γk(i)

}
, (7)
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where γk(i) = h[χk(i), k]

Pyy
k =

1
n + λ

{
λ[γk(0)− ŷk][γk(0)− ŷk]

T +
1
2

2n

∑
i=1

[γk(i)− ŷk][γk(i)− ŷk]
T

}
, (8)

Pυυ
k = Pyy

k + R, (9)

Pxy
k =

1
n + λ

{
λ[χk(0)− x̂−k ][γk(0)− ŷk]

T +
1
2

2n

∑
i=1

[χk(i)− x̂−k ][γk(i)− ŷk]
T

}
. (10)

The innovation is computed as the difference between the sensor observations and the
predicted output:

υk ≡ ỹk − ŷ−k = ỹk − h(x̂−, k). (11)

The state vector and error covariance matrix are updated following the equations:

x̂+k = x̂−k + Kkυk, (12)

P+
k = P−k − KkPυυ

k KT
k . (13)

The attitude-error from x̂+k is transformed into a quaternion, and it is used to update
the global attitude representation, which is the new attitude estimate. Later, the attitude
error in the state vector is set to zero before the beginning of the next iteration.

Finally, the in-orbit data will be used as input information for the small satellite
simulator available at the Laboratory of Simulation and Control of Aerospace Systems
(LODESTAR) [29–31]. Moreover, a new air-bearing based simulator dedicated to the
CubeSat standard was built, and it is already operational to be used for the reconstruction of
dynamics characteristics of the AlfaCrux. The CAD view is shown in Figure 9. The results
of the experiments in the simulator are stored in the DT database and can be used in
future simulations.

Figure 9. CubeSat air-bearing simulator CAD view with the AlfaCrux.

3.2.2. Environment Models

For the proposed DT model, the spacecraft motion is a major concern. The formulation
considered in this work uses the SGP4 model for orbit propagation, uses the TLE file as the
only orbital data source, and provides a prediction for the satellite position and velocity
over time. The SGP4 considers perturbations such as the Earth’s ellipsoidal shape effect
over the gravitational field, third-body influence (Sun and Moon) and the atmospheric drag.

As described in [32], the Earth Magnetic Field is modeled as the gradient of the
magnetic potential, which is approximated by a spherical harmonic series expansion. One
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of the standard models is the International Geomagnetic Reference Field (IGRF), and it
consists of the mathematical description along with the coefficient values for the series
expansion. The model allows the computation of the geomagnetic field at any point in
space given its spherical coordinates. Furthermore, it allows not only computer simulations
but also serves as input data for laboratory experiments in Helmholtz cages.

The Sun position is another important model, once it is the primary power source
for most of the spacecrafts. According to [32], a more precise approach to determine the
position is through the data set DE430, a set of celestial bodies’ ephemerides provided
by the Jet Propulsion Laboratory and generated by laser observations and the numerical
integration of a dynamic system. However, this model requires access to the data and
numerical methods. A simpler and less precise model is based on analytical equations
that may be considered in simulations and is also useful for implementing in the onboard
software. This model considers the Sun elliptic motion, containing polynomials and
trigonometric terms only.

With respect to the problem of attitude determination, the Earth albedo model may
be considered if the spacecraft has Sun sensors onboard, once the solar radiation reflected
by the Earth surface can introduce errors in the Sun position vector computing. Albedo is
measured as the reflectivity index, which varies according to the cloud coverage, geographic
location, season of the year, and type of surface. In [33], the reflectivity index is provided
by the NASA Total Ozone Mapping Spectrometer (TOMS) satellite, which records the
measurements observations constituting a grid of data points. The total energy reflected to
the satellite is formulated as the sum of each data point contribution, that is, illuminated by
the Sun and visible by the satellite. The model presented depends on the reflectivity index,
the angle of incidence, satellite altitude, and the angle of reflection to the spacecraft.

For the results obtained so far in the early stage, the Sun position and Geomagnetic
field described in the inertial frame are provided by the software System Tool Kit (STK)
from Ansys Inc, along with the AlfaCrux orbit propagation with the TLE. The Earth albedo
model was implemented based on the Lambertian reflectance model (LRM), which finally
guarantees the attitude reconstruction process.

3.2.3. A Preliminary Outcome Example

As a simple example to illustrate the AlfaCrux DT model outcome, a first analysis of
the attitude reconstruction by means of stored telemetry data is shown in Figure 10, where
the Euler angles are parameterized in the 3-1-3 rotation sequence. Currently, the AlfaCrux
ground station is undergoing technical adjustments and hardware upgrade in order to
improve the signal downlink. Moreover, for the early orbit phase and commissioning
performed in these first months of operation, the in-orbit data are gathered into parameter
report structures using a low data sampling rate. Both scenarios lead to missing information
in the sensors;’ time series, impacting the quality of the attitude reconstruction. In this case,
to evaluate the DT kinematic pilot model, preliminary studies were carried out considering
telemetry data sampled within short time intervals. In order to illustrate the first results,
consider the AlfaCrux data from the 4 June 2022 within a time interval of 180 s, where
the telemetry is uniformly sampled at each 30 s during a passage over the command
and control station. A quadratic interpolation was performed in order to generate new
points at each 5 s time interval providing a smooth and more appropriate time series for
attitude reconstruction. For future analysis, the AlfaCrux sampling rate will be properly
adjusted, increasing the knowledge database, and consequently improving the quality of
the estimation.
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Figure 10. Euler angles from attitude reconstruction.

Since the AlfaCrux satellite does not have an attitude control subsystem, the only
torques acting on the CubeSat are the disturbance ones, such as those due to the gravity-
gradient and residual magnetic dipole. For these first analyses, the influence of a possible
residual magnetic dipole was not considered. This will be estimated later along with
the magnetometer data analysis and calibration. By using the least squares method, it
was possible to estimate an initial magnetometer bias with an order of magnitude of
104 nT. With respect to the solar panels, since they do not have available information about
sensor characterization, the uncertainties must be estimated. As regular coarse sensors
are inaccurate in the order of degrees, the same order of magnitude is expected for the
estimation of the Sun vector direction based on the power and thermal analysis. Finally,
the evolution of the state error standard deviations can be calculated, providing the results
shown in Figure 11.
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Figure 11. Estimated state vector error for the angles parameters.
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3.2.4. Data Management and Telemetry Viewer

The ground station information technology team is responsible for keeping the data
management system and online open access database. Currently, the data are updated after
a set of operations, and they are included as a procedure to be executed after a passage.
The current architecture can be seen in Figure 12.

Figure 12. User segment architecture: data management and viewer.

3.2.5. Communication Channel Modeling and Risk Analysis

The elaboration of a detailed model for the communication link in both directions (up-
link and downlink) is relevant to simulating adverse situations, which helps the planning
and assessment of mission risks. Within the AlfaCrux scope, the joint use of a commu-
nication simulator and the digital twin framework allows the elaboration of worst-case
scenarios and the testing of new features that can be added in future missions. The mea-
surement and modeling of scintillation are particularly relevant for sub-GHz frequencies
when ground stations are positioned at low latitudes. The effects of space weather in the
planning of the AlfaCrux ultra-high frequency (UHF) communication system was previ-
ously analyzed, see [34] for more details, and should be further investigated considering
now the in-orbit data and radio frequency signals received at the ground station.

Currently, the simulation framework is the GNU Radio platform, where two diagram
blocks implement distinct aspects of the link modeling. The first block focuses on the dy-
namic channel model, considering the satellite passage above the ground station. Within the
visibility window, the simulator provides fundamental channel aspects for different orbit
altitudes and frequencies, such as free space attenuation and Doppler frequency devia-
tion. Following the ITU-Regulations (ITU-R) recommendations, the insertion of channel
impairments from the troposphere (such as attenuation from gases, rain, and clouds) and
ionosphere (such as scintillation, Faraday rotation, and propagation delay) is currently
under development. At the transmitting and receiving nodes, we also consider local pa-
rameters such as antenna gain-to-noise-temperature (G/T), transmitted power, Effective
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Isotropic Radiated Power (EIRP), and equivalent noise temperature of the receiver. In this
block, the simulator updates the satellite position (and its effects on the channel) once
a second.

The second block diagram simulates the GMSK digital transmission in baseband under
controlled conditions of signal-to-noise ratio. The simulation rate is milliseconds, and dy-
namical channel effects are considered here under the assumption of slow changes in the
channel. With this module, it is possible to apply different techniques in the receiver chain,
such as carrier/symbol synchronization, robust error-correcting codes, and advanced digi-
tal signal processing methods. This module also allows future prototyping by embedding
the algorithms in a parallel software-defined radio platform.

4. Conclusions

This paper presents the AlfaCrux space mission and the main results obtained so
far. AlfaCrux was launched on April 1, 2022, and it entered its nominal mode on 27 July 2022,
01:56 UTC. Fundamental aspects of the early orbit phase operation and the development of
a digital twin model are discussed, and the lessons learned are presented. A project-based
learning methodology has been adopted for developing students professional knowledge
and transferable skills. In these first 5 months of operation, and from the engineering point
of view, the AlfaCrux satellite is perfectly healthy with a high performance level, and the
mission is considered a complete success.
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