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Abstract: Due to the increasing severity of network security issues, training corresponding detection
models requires large datasets. In this work, we propose a novel method based on generative
adversarial networks to synthesize network data traffic. We introduced a network traffic data
normalization method based on Gaussian mixture models (GMM), and for the first time, incorporated
a generator based on the Swin Transformer structure into the field of network traffic generation. To
further enhance the robustness of the model, we mapped real data through an AE (autoencoder)
module and optimized the training results in the form of evolutionary algorithms. We validated the
training results on four different datasets and introduced four additional models for comparative
experiments in the experimental evaluation section. Our proposed SEGAN outperformed other
state-of-the-art network traffic emulation methods.

Keywords: GAN; HTTP stream; traffic feature mimicry; data synthesis; network data

1. Introduction

With the explosive development of the Internet, significant challenges have emerged in
the field of security. These challenges arise from the need to protect personal information as
well as the monitoring of massive network traffic. Additionally, there is an increasing threat
posed by statistical analysis-based attacks, known as traffic analysis attacks [1]. Such attacks
exploit network [2] traffic to analyze the trajectory and behavior of network communication
users from the perspectives of statistics, real-time data behavior analysis, and big data. On
the other hand, in the field of network maintenance and detection [3-5], a large amount
of network data is typically required for various model training and validation purposes.
During the model validation phase, trained classification models are used to differentiate
between genuine and fake data. The method proposed in this paper precisely addressed
the problem of generating high-quality network traffic.

Existing traffic generators cannot guarantee the accuracy and authenticity of the
synthesized traffic, often resulting in significant deviations. The quality and effectiveness of
traffic are evaluated based on the correctness of the data types and the appropriateness of
the labels. Even in real data, there are challenges in manually labeling a large amount of self-
captured data, and the use of publicly available datasets may obscure sensitive information
such as port numbers and IP addresses due to privacy concerns. This undoubtedly presents
challenges for the research and development of network security.

Currently, generative adversarial networks (GANSs) have achieved excellent results
in the field of image processing and audio/video domains [6,7]. The advantage of GANs
lies in their ability to learn from complex data distributions in a detailed manner. They can
even generate high-resolution images that are indistinguishable from real ones based on
pixel-level distribution patterns [8-12]. From the perspective of network traffic generation,
our goal was to explore whether GANs can generate effective data-level features.

Traffic obfuscation techniques involve concealing encrypted information within legiti-
mate data packets to bypass protocol inspection. This involves disguising a certain protocol
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(source protocol) as another well-known protocol (target protocol) that is widely present in
the network environment. As a result, it becomes challenging for attackers to identify hid-
den network traffic from a vast amount of normal network traffic. The term “obfuscation”
originally appeared in the field of biology and refers to a species actively imitating certain
characteristics of another species during the process of continuous biological evolution, in
order to deceive predators or natural enemies.

Traffic obfuscation techniques are new methods that significantly differ from tradi-
tional tunneling techniques [5]. Tunneling techniques involve encapsulating one network
layer protocol into another protocol to traverse the network and reach another router. On
the other hand, traffic obfuscation techniques transform known traffic data into another
known data traffic through reshaping and variation, thus evading traffic analysis attacks.
Traffic obfuscation techniques can achieve communication goals without the knowledge
of regulators, which is the greatest advantage of this technology. Tunneling techniques,
obviously, cannot guarantee this aspect. We summarize the main contributions of this
paper in the following points:

e A method based on Gaussian mixture models (GMM) was proposed for processing
network data.
A method for generating data at the flow level was proposed.
The Swin Transformer was introduced into the field of network data generation.
The efficiency of the generative adversarial network architecture was further im-
proved by combining evolutionary algorithms, leading to the proposed SEGAN (Swin
evolutionary generative adversarial network) model.

o  The effectiveness of the generated data from the model was validated through neural
network classification algorithms.

2. Related Research

The feasibility of using GANs to generate network traffic data has been recognized [13].
Although GAN-based data generation is a relatively new approach, several methods have
shown promising results in different aspects. Here are a few notable examples:

Ring et al. [14] proposed a data generation method based on Wasserstein GAN with
gradient penalty (WGAN-GP) using a dual time update rule. The main contribution of
the paper lies in the introduction of a single hidden layer IP2Vec method for network data
processing. This approach leverages techniques from natural language processing, such as
Word2Vec, to transform traditional network data into fixed-length vector representations.
IP addresses, destination ports, and transport protocols are treated as words and encoded
as one-hot vectors. However, this method has limitations as it can only generate existing
data by recombining real data, rather than generating entirely new data.

Adriel Cheng et al. [15] explored the possibility of directly generating packet files
using the PAC-GAN model. Unlike Ring et al [14]., Adriel Cheng focused on simulating
individual packets. Although the authors achieved a high accuracy of 0.99 in fitting a
particular type of DNS packet, the success rate of fitting HTTP packets was only around 0.7.
Moreover, the method is limited to simple packet structures and cannot specify the content
of the generated packets. The content of the packets generated by GANSs is uncontrollable,
which hinders their practical application for effective data communication.

Maria Rigaki et al. [16] proposed a GAN-based method for fitting data at the data
flow level. In contrast to the previous methods mentioned, the authors focused on shaping
malicious traffic generated by malware into normal network traffic to evade detection.
They input malicious traffic into the GAN and dynamically adjusted the output traffic by
simulating Facebook chat traffic. The authors also envisioned a scenario where intercepted
shaped data is fed back to the GAN for modification. This method achieved good practical
results in testing. However, it has clear limitations, such as only simulating traffic from
specific apps. If the app is not widely used in certain regions, the method becomes
ineffective. Additionally, generating a large amount of Facebook-like data in a network
environment may raise suspicions.
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PcapGAN [17] is a GAN model designed to generate enhanced pcap data. The model
consists of an encoder, a data generator, and a decoder. The encoder divides the network
data into four parts. The generator’s task is to generate data for each segmented part,
and the decoder combines these scattered data into a cohesive whole, representing real
network data for transmission. The entire pcap file is transformed into a directed graph G
by creating an IP flow graph. The time intervals between data packets are converted into a
layer sequence, and then processed in a mixed structure. However, this approach also faces
challenges in generating data in more complex network scenarios. Although the generated
data packets have high quality, they are mainly suitable for analyzing network flow graphs
and timestamps.

ZipNet-GAN [18] is a GAN architecture that combines a new neural network called
ZipNet with super-resolution targeting mobile traffic. It consists of several modules, in-
cluding a spatiotemporal feature module for extracting mobile traffic features, upsampling
blocks, and a core Zipper convolution block, forming a deep ZipNet architecture. The
architecture specifically includes a 3D upsampling block as input, followed by a 3D decon-
volution layer, three 3D convolution layers, a batch normalization layer, and an activation
function layer. Without adding additional parameters, the architecture utilizes a set of
additional skip connections to achieve ResNet-like architecture with enhanced performance,
accelerating the overall training process and outperforming the convolution-based neural
network (SRCNN [19]) in terms of prediction accuracy. However, similar to ZipNet-GAN,
this architecture is designed for mobile traffic inference and analysis of corresponding
patterns, rather than traffic generation.

3. Materials and Methods

In the following section, we will introduce the relevant techniques used in the model
and their specific implementation. The Gaussian mixture model (GMM) is a mathemat-
ical method used to model the data, while the autoencoder (AE) is employed for data
dimensionality reduction and achieving data diversity. We have also incorporated the archi-
tecture of Swin Transformer to redesign the generator architecture and utilized evolutionary
algorithms for the overall construction and training of the model.

3.1. The Gaussian Mixture Model (GMM)

Due to the discrete nature of network data itself, which poses significant challenges
for downstream tasks, it is necessary to standardize network data for efficient processing.
Common data standardization methods include min-max normalization, z-score normaliza-
tion, etc., which are not suitable for network data. For example, while the maximum value
for port numbers is 65,535, another feature such as packet count has a maximum value not
exceeding 100. The significant difference in magnitudes would lead to nearly zeroing the
port number data if min-max normalization were used, causing substantial difficulties for
downstream tasks. Additionally, since downstream tasks require mapping the distribution
patterns of real data using AE (autoencoder), traditional data standardization methods are
not suitable.

The main role of the Gaussian mixture model (GMM) in this paper was to model
the data. The specific approach involved modeling each column of the data separately
using GMM and saving the index of the selected submodel. This ensured the accuracy of
data modeling.

A mixture model is a probability model that includes k component distributions to
represent the overall distribution. When calculating the probability of observed data in the
overall distribution, a mixture model does not require information about the component
distributions from the observed data.

A single Gaussian model can be classified into two cases: one-dimensional and multi-
dimensional data. When the sample data x is one-dimensional, the Gaussian distribution
follows the probability density function can be defined as:
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where u represents the mean (expectation) of the data, and o represents the standard
deviation. When the sample data is multi-dimensional, the probability density distribution
of the Gaussian distribution follows Equation (2):
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Similarly, where y represents the mean (expectation) of the data, X represents the
covariance, and D represents the data dimension. A Gaussian mixture model (GMM) [20]
can be understood as a model composed of multiple individual Gaussian models. The
use of multiple Gaussian mixture models is motivated by their ability to better fit the
specific distribution of the data. The probability distribution function of GMM is shown in
Equation (3):

P(x[0) = Y axp(]0) 3)

The parameter 6 in the equation represents the probabilities of occurrence of multiple
sub-models” expectations, variances, or covariances in the Gaussian mixture model (GMM).
The specific mathematical representation is as follows. The parameter estimation method
for GMM uses an iterative algorithm, with the classic algorithm being the expectation-
maximization (EM) algorithm. This method involves two steps: the expectation step
(E-step) and the maximization step (M-step) to compute the updated model parameters for
the next iteration. The visualization of a GMM with K = 3 is shown in Figure 1.

k = 3 GMM model
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Figure 1. The outputs during training varied depending on different scenarios. A GMM model with
K = 3 to describe the data distribution. The pink line represents the modeling of three sub-models
when x = —1.5, and the blue line represents the estimation of the probability density function by the
GMM model.

Figure 1 shows a graphical representation of a GMM model with K = 3. The red, green,
and orange lines represent three sub-models, while the blue line represents the estimated
probability density function of the GMM model. This blue curve can be used to describe
the data distribution and the accuracy of the GMM’s modeling.

Additionally, we observe a vertical pink line in the figure, indicating the modeling
situation of the three sub-models at x = —1.5. Based on the illustration, we choose the
model represented by the orange line to represent the data at this point, as it corresponds
to the highest probability density.
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Choosing the appropriate sub-models becomes crucial when using GMM for modeling.
For all sub-models of continuous data, we set a predefined minimum weight ratio. If the
weight of a sub-model fell below this predefined threshold, we removed that sub-model.
Additionally, we reorganized all the sub-models based on their posterior probabilities,
prioritizing the models with higher occurrence frequencies. We also kept track of the
reordered sequence of models for inverse transformation during data generation. In
Figure 1, at the position of the pink line, we chose the normalized value of the model
represented by the orange line instead of the models represented by the green or red lines,
as shown in Equation (4):
X— M
Y= "1 (4)
In the equation, y represents the normalized data, while x represents the x-axis coordi-
nate of the point. 1 and 07 denote the mean and standard deviation, respectively, of the
selected orange sub-model.
For categorical data, we employed one-hot encoding. The final data format combined
the one-hot encoding representing the categories with the data processed through GMM
for continuous variables.

3.2. AE (Autoencoder)

The autoencoder [21,22] is an unsupervised learning technique that utilizes backpropa-
gation and optimization methods to learn a mapping relationship from input data (referred
to as “data”) to guide the neural network in generating a reconstructed output X that is
similar or identical to the input.

An autoencoder consists of two main components: an encoder and a decoder. The
encoder aims to map the original data to a hidden space h, while the decoder tries to
reconstruct the original data from this latent space. Autoencoders can be understood
as a form of non-linear dimensionality reduction. Variational autoencoders (VAEs) [23],
which share a similar principle to autoencoders, can not only perform dimensionality
transformations but also generate new data. Additionally, VAEs can be combined with
generative adversarial networks (GANSs) to form VAE-GANSs [24].

Inspired by the principles of VAE (variational autoencoder), this paper utilized AE
(autoencoder) as the pre-generator part to capture the true distribution of the data. In
traditional generative adversarial network (GAN) architectures, the generator’s input
data is random noise, and the generator needs to map this input noise into an output
that matches the real data. Throughout this process, the generator is unaware of the
true distribution of the data, and parameter updates solely rely on gradients from the
discriminator. The generator continuously guesses the possible distribution of correct data
based on the discriminator’s gradients. When the data distribution is complex, the training
difficulty of the generator increases sharply. Therefore, this paper adopted the AE module
to alleviate the training difficulty of the generator.

Specifically, this paper pre-trained a set of well-designed encoders and decoders to
achieve dataset reconstruction. The purpose of training the AE network was to minimize
reconstruction errors. In this way, the AE learned all the patterns of the true data distribu-
tion. Leveraging the representational capabilities of AE guides the generator in the GAN to
learn all the distributions of the true data, preventing mode collapse where the generator
can only generate a certain type of data.

3.3. Evolutionary Algorithms (EAs)

Evolutionary algorithms (EAs) [22] refer to a class of algorithms that simulate the
process of natural selection, where the fittest individuals survive and reproduce while
the less fit individuals are eliminated. This class includes well-known algorithms such as
genetic algorithms and ant colony optimization [25-28].

Genetic algorithms, for example, explore different paths through multiple populations
of individuals and iteratively converge towards the optimal solution. EAs are particularly
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effective in solving highly complex, nonlinear problems, especially those with a single
objective. They have achieved notable success in various computational tasks such as deep
learning and machine learning.

In contrast to traditional approaches that rely on a single generator and discriminator,
this paper introduced multiple generators and multiple training objectives to overcome the
limitations of a single generator and objective. The discriminators simulated the natural
environment and selected or retained existing generator models. During the training
process, gene mutation was achieved through multiple diverse adversarial objectives. After
each training iteration, the top n generators with the best fitness and quality were selected
as candidates for the next generation. This method ensured that the genes of the offspring
come from the optimal parents.

This paper adopted three mutation operators proposed by Chaoyue Wang [29] for asex-
ual reproduction to generate the next generation of individuals. Each mutation operator was
selected based on different training objectives, aiming to reduce the discrepancy between
the generated data and the real data from different perspectives. The three operators were
minimax mutation, heuristic mutation, and least-squares mutation, corresponding to differ-
ent objectives. The formulas for these operators are shown in Equations (5)-(7) respectively.

. 1
Mzcr;unzmax _ EEZNPZ [log(l — D(G(Z)>)] )
Mléeuristic _ _%EZNPZ [log(D(G(Z)))] (6)
Mgastfsquare _ EZNpZ[(D(G(Z)) - 1)2] (7)

The minimax mutation, although prone to gradient vanishing issues during generator
optimization, effectively reduces the distribution gap between the generated and real data
when there is an overlap between the two distributions. On the other hand, the heuristic
mutation avoids the problem of gradient vanishing but suffers from training instability,
as it tends to push the two distributions apart once the JSD (Jensen-Shannon divergence)
becomes negative. The least-squares mutation approaches saturation and tends to converge
to a value close to zero when the discriminator output increases. However, it avoids
gradient vanishing and reduces the likelihood of mode collapse in other scenarios. The
three types of mutations are illustrated in Figure 2.

2.0

== Heuristic mutation
1.5 1 == Least-squares mutation

== Minmax mutation

1.0 1

0.5 1

O 4

= 0.0
-0.5
-1.0

-1.5 1

-2.0 T T T T
0.0 0.2 0.4 0.6 0.8 1.0

D(G(2))

Figure 2. The three mutation operators that the generator G receives given the discriminator D.

As shown in Figure 2, by combining these three types of mutations, we ensured that
there was always at least one mutation operator that effectively updated the generator
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during any training stage. This ensured a smooth training process without getting stuck in
optimization pitfalls, allowing the generator to continue learning and improving.

3.4. Swin Transformer

Swin Transformer [30] is a novel architecture based on the transformer framework.
Unlike traditional transformers [31], Swin Transformer addresses the issue of processing
images with non-standard fixed sizes, reducing computational complexity. By employing a
hierarchical architecture similar to CNNs, the model becomes more flexible in handling
images of different scales. Additionally, the use of window self-attention helps further
reduce computational complexity.

To the best of our knowledge, the application of Swin Transformer in generative ad-
versarial networks (GANSs) for network traffic synthesis represents a novel approach in the
field [32-35]. While there have been numerous examples of using transformers in both gen-
erator and discriminator architectures in the GAN domain, especially in image processing,
the utilization of Swin Transformer in network traffic synthesis was unprecedented.

In order to reduce the complexity of network data during training and further enhance
the quality of generated data, this paper introduced the Swin Transformer structure as the
fundamental component of the generator. It replaced the traditional pattern of transposed
convolution with batch normalization. Transposed convolution, while emphasizing the
rationality of small components, often overlooks the relationship between local and global
features. Moreover, using transposed convolution to process network data can lead to
the appearance of checkerboard artifacts, posing a challenge to the generation quality of
multi-feature network data.

In the generation process of network data, any feature that does not meet the re-
quirements can be accurately captured by regulatory authorities. The Swin Transformer
architecture employed in this paper utilized both global self-attention mechanisms and
local windowed attention mechanisms during training. This enabled the model to capture
both global and local features, avoiding situations where local data was irrational. For
instance, in a communication process, it is reasonable to have both 5 and 12 packets, as
well as accumulated transmission bytes of 1200 and 8300. However, a combination of
5 packets with an accumulated byte count of 8300 is unreasonable because the maximum
transmission unit (MTU) is typically 1500 bytes. This highlights the importance of the
relationship between global and local features in network data.

The overall workflow of the Swin Transformer was as follows. Firstly, the image was
partitioned into smaller blocks using the patch partition method. Then, it went through
four stages, each consisting of two parts: patch merging and Swin Transformer blocks.
The structure of the Swin Transformer block, with a focus on the W-MSA and SW-MSA
operations, is illustrated in Figure 3.

Figure 3 illustrates the architecture of two consecutive blocks. It is important to note
that in each stage, the number of blocks was even, as each stage required two different
layers: one with window attention (W-MSA) and another with shifted window attention.
The reason for choosing W-MSA instead of MSA was due to the task’s locality. The
transformer can see all elements, but the target to be processed may only be a part of the
whole. By using transformer operations within a small window, a significant amount of
computational resources was saved. The computational complexity of MSA is shown in
Equation (8).

Q(MSA) = 4hwC? + 2(hw)*C )

In the Equation (8), i, w, and C represent the height, width, and number of channels
of the image, respectively.

W-MSA is responsible for capturing information within the window, while the in-
formation between windows is obtained through SW-MSA. SW-MSA consists of three
components: moving window, cyclic shift, and mask. The moving window continuously
slides to generate new windows, which may have different sizes. The cyclic shift operation
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eliminates a portion of the windows. The mask operation is applied to handle the grouping
of unrelated parts during the window sliding process, resulting in the final effect.

MLP MLP
i I
LN LN
W-MSA SW-MSA
i I
LN LN

Figure 3. Structural demonstration of the W-MSA and SW-MSA in the Swin Transformer block.

4. Model Architecture
4.1. AE Module

To enable the generator to learn the patterns of the entire real data distribution, we
pre-trained a simple autoencoder (AE) model. The pre-trained AE model provided the
generator with the necessary noise data component. The structure of the AE model is
shown in Figure 4.

Latent Dim

X K Decoder
(Noise Dim)

Encoder

X X

Figure 4. The auxiliary generator trains the AE model used to reconstruct the data, different colors
represent different module structures.

Within the entire module, we utilized an encoder to encode the real data, and the
encoded data resides in the latent dim as shown in the figure. The dimension of the latent
space was the same as the noise dimension required by the generator. During the training of
the AE, we used the following Formula (9) to iteratively optimize the encoder and decoder,
where the decoder employed a sigmoid activation function:

d,
L(x,y) = =) _ x;ilog(y;) + (1 — x;) log(1 — y;) )
i=1

In the final pre-trained model, our AE achieved an accuracy of over 98%, demonstrat-
ing its effectiveness in guiding and assisting the training of the generator. By sampling
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from the latent dim, the generator was able to generate a diverse range of samples, thereby
avoiding the issue of mode collapse and enhancing the quality of the generated data.

4.2. GMM Data Modeling Module

We used GMM to model each column of the data separately, as mentioned in Section 3.
We divided the data into two parts: continuous data and discrete data, and handled them
differently.

For the continuous data part, we employed a GMM with 10 Gaussian sub-components.
After 500 iterations, we removed sub-models with weights below 0.001 to ensure model
simplicity. Then, we assigned each data sample to the most probable Gaussian distribution
and calculated the frequency of each sub-Gaussian distribution label in the data. The
process of selecting the most probable Gaussian distribution is detailed in Section 3.

Next, based on the frequency of sub-component labels, we further determined which
distributions were relevant to the data. The specific approach was as follows:

e  Sort the labels based on their frequency of occurrence to obtain a set of labels in
descending order of occurrence count.

e Iterate through each mixture component index and check if the component is in the
retained set of labels and if its weight is above a threshold. If these conditions are met,
consider the component to be related to the data component.

e  Represent the related components as Boolean values (True or False) to indicate their rel-
evance. Then, use a list to record each output dimension along with its corresponding
activation function and the index of the sub-component used.

e  Generate one-hot encodings based on the selected patterns and reorder them in de-
scending order of selection frequency. Store the normalized feature values and the
reordered one-hot encodings together for future use and easy retrieval.

e  The effectiveness of GMM is illustrated in Figures 5 and 6 as shown below:

GMM Visualization

5000 A

4000 +

3000 A

Density

2 000 A

1000 A

0 5000 10000 15000 20,000 25,000
Value

Figure 5. The GMM modeling effect of a certain feature was obtained for the experimental data, The

blue curve represents the GMM density curve.

Figure 5 illustrates the overall effect of GMM modeling on a specific feature. The
y-axis represents the probability density values, and the blue curve represents the GMM
density curve. From the graph, we can observe that the modeling effect was satisfactory,
and the fit was good.

In Figure 6, we showcase the matching of data samples with their corresponding
labels. The z-axis represents the quantity of data assigned to a particular sub-distribution,
while the x-axis represents the index of the sub-distribution. It should be noted that some
categories in the graph do not have numerical values. This was because, after the iterations
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of GMM modeling, those categories” weight proportions fell below the threshold and were
removed in advance.

GMM Module

¢ 5]
a 'Jo, n.es

Figure 6. Mixed index label distribution of real data.

4.3. Generator Architecture

This paper innovatively combines the AE (autoencoder) with conditional vectors as
inputs to the generator, in contrast to the traditional approach where generators directly
obtain input data from the noise space. Similarly, in terms of the internal architecture of the
generator, we creatively introduced the Swin Transformer block module as the foundational
component of the generator in the field of network data generation.

Unlike traditional GAN architectures with a single generator and discriminator, at
the overall level of the generative adversarial network (GAN), we treated the improved
generator as an independent entity. Multiple entities were simultaneously created, and
an evolutionary algorithm was employed for continuous evolution. Through this pro-
cess of natural selection, the best-performing offspring were gradually retained as the
final survivors.

The structure of the generator is illustrated in Figure 7a. It consists of a combination of
Swin Transformer blocks (referred to as blocks) and patch expand. The initial green layer
represents an MLP layer, which transforms the input data to the required input size of the
blocks. The final convolutional layer reduced the number of channels in the image without
changing its size.

The input of the generator consisted of a conditional vector and noise data generated
by the AE module. These inputs were integrated through a linear layer and served as
the input for the subsequent modules. The purpose of using a conditional vector was
to allow the generator to generate specific desired data instead of generating randomly.
Additionally, in the later classifier module, the classification of the generated data can
further enhance the data generation performance. The type of conditional vector was
determined by the number of categories in the original data. It was generated in the form of
one-hot encoding, ensuring accurate classification information and facilitating vectorization
and matrix operations in subsequent steps.

When using the Transformer as a generator to generate data, the phenomenon of
checkerboard artifacts and ghosting often occurs [30,32,36]. This phenomenon is partic-
ularly prominent in image processing. We also observed this problem in network traffic
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datasets using the same approach. After extensive experimentation with different archi-
tectures based on Swin Transformer blocks, we chose the block architecture shown in
Figure 7b. We added additional activation layers after the MSA layer and MLP layer of
the standard block. By setting the window size M to 2, Swin improved the local quality of
the data through its unique local window structure, and the window shifting helped with
attention exchange. With these modifications, we successfully eliminated ghosting issues
without introducing a significant number of additional parameters.

Conditional vector T
(8H*8W,C/8)
Leaky-Relu
. (2H*2W,C/2)
MLP
* * * \?
(nH*W) (H*W,C) (4H*aw,C/4)  (8H*8W,1) Leaky-Relu
Swin MSA
AE-Module LN
AE-Modul Swin 3*3conv(stride
. odu e. MLP D PatchExpand . Trar:)slizz;‘(mer ~1,padding=1)
Swin TransFormer block
(a) (b)

Figure 7. Figure (a) represents the overall structure of the generator, while figure (b) showcases the
Swin Transformer module within it.

As shown in Figure 7a, in the main architecture part, each block except the last one
was followed by a patch expand layer. This layer expanded the output features of the
block to increase the resolution and expressive power of the features, and performed
normalization. The input dimension of the patch expand layer was (B, HxW, C), where
B represents the batch size, H and W represent the height and width of the image, and C
represents the number of channels. In the patch expand module, the input feature x was
expanded to obtain a tensor of shape (B, L, 2C), where L is the size of the input feature.
Then, the tensor was reshaped to (B, H, W, C) and tensor reshuffling was performed.
Specifically, each pixel block was expanded to a size of 2 x 2, and the number of channels
was reduced to one-fourth of the original. The tensor was then reshaped to (B, —1, C/4),
where —1 automatically calculated the dimension size. Finally, the expanded features were
normalized and returned.

In each block and patch expand layer, we doubled the image’s H and W dimensions
and halved the number of channels. This allowed us to generate the image without using
transpose convolution. In the last layer, we used a convolutional layer with a kernel size of
3, stride of 1, and padding of 1 to transform the dimensions. This convolutional layer with
the specified parameters kept the overall height and width of the data unchanged while
changing the number of channels. It also had the ability to extract certain data-specific
features, which contributed to improving the quality of the generated data. Therefore,
placing it in the last layer was beneficial for enhancing the data generation quality.

4.4. Discriminator Architecture

The discriminator adopted the classical structure of a convolutional neural network.
It is used to distinguish between real and fake data and update the generator through
backpropagation of gradients. In addition, in our proposed model, the discriminator also
served as a natural environment to guide the selection of the generator.
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As shown in Figure 8, the blue parts represent convolutional layers, the green parts
represent pooling layers, and the gray parts represent activation layers. In the diagram,
‘C’ represents the number of channels. The numbers in parentheses, taking (4,2,1) as an
example, indicate the parameters of the convolutional layer: the convolutional kernel size
is 4, the stride is 2, and the padding is 1.

goe

C (4,21) 2*C (4,2,1) 3*C (4,2,1) C=1 (2,1,0)

. Conv2D . BatchNorm2D LeakyRelu

Figure 8. Discriminator architecture.

The discriminator utilizes an approach of increasing the number of channels while
continuously reducing the size of the images to obtain the final output. During the training
of the entire model, after all the generator models have completed training, the discrimina-
tor’s discrimination results and the quality of the generated samples were used as criteria
for selecting the generator models to be retained. Once the generator models for producing
offspring were selected, the discriminator was trained accordingly.

It is worth mentioning that we did not choose a dual-scale learning rate for training the
combination of the generator and discriminator. This was because the dual-scale approach
did not achieve the expected results in experiments; it only delayed the emergence of poor
results without actually improving the quality of the generated data. The formula for the
discriminator is shown as Equation (10).

Lp = ~Evp, log D(x)]~ Ey log(1 ~ D())] 1o

In the formula, x and, y represent different real data and generated data from the gener-
ative adversarial network (GAN), respectively. This allowed the generator to continuously
learn the distribution of real data and generate increasingly realistic samples.

The classifier adopted an MLP architecture and served as an auxiliary component to
the discriminator, enhancing the quality of the generated data by the generator. Its structure
is depicted in Figure 9, where the numbers represent the input and output dimensions of
each Linear layer. In the last layer, no additional activation or dropout layers were added.
The loss function of our classifier is formulated as shown in Equation (11).

LGass = E[I1(G(2)) = C(fe(G(2))] 2np, (1)

In the equation, I(*) represents the target labels, while fe(*) represents the input features
of a given instance. Specifically, we used real data as input and computed the difference
between the classification values obtained by the classifier and the corresponding labels of
the real data. This difference was used to train the classifier. As for the generated data, since
the input included the conditional vector, we fed the generated data into the classifier. The
resulting classification values were then compared with the conditional vector to compute
the loss. This loss was used to backpropagate gradients and assist the generator in learning
the real data distribution more effectively.
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Figure 9. Classifier architecture.

4.5. Application of EVS in Modles

In the overall training process of our model, we employed the evolutionary algorithm
(EA). The population size was set to three, and we retained two populations in each iteration.
After multiple iterations, we selected the best offspring for preservation. During training,
we had three different generators serving as parents to generate offspring in the population.
The individual structure of each generator is shown in Section 4. Here, we present the
framework of the entire model as depicted in Figure 10, Algorithm 1 demonstrates the
specific application process of our evolutionary algorithm in the model.

w Variartion
Gl G2 Gn J Discriminator

Real/Fake
E_ Generator / |ﬂ(
/

Conditional Vector

uoin|ens

|‘7 4 Classsifier PO
P1

AE
P3
W

Selection
Gl G2 Gn

Figure 10. Model overall architecture. In the EV algorithm, we trained the entire model by using the
discriminator as the environment, and the role of multiple generators was to produce high-quality
offspring individuals. The black arrows in the figure represent the generation path of the generator,
while the red arrows represent the process of gradient backpropagation.

The left part of Figure 10 illustrates the entire process of the evolutionary algorithm,
which consisted of three stages: selection, mutation, and evaluation. In the selection stage,
we chose the generator with the best fitness (evaluated via the discriminator acting as the
natural environment) among different generators to be the preserved parent. It is worth
noting that different fitness values were not interchangeable between parents and offspring

since the natural environment was also evolving.
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Algorithm 1 Evolutionary Algorithm Main Thread

Inputs:
Standardized Data x
Conditional vector ¢
target sample y//Target sample
Output Targeted sample Xtar
/* Initialize the population required for evolutionary algorithms.
Population1 <—Initialize Population(x,t)
Population2«Initialize Population(x,t)
Population3+«—Initialize Population(x,t)
Population(x)
iter=0
i=0
while iter < max_iter do
repeat
train_batch(Population)
scoresl <—Discriminator (population, y)
scores2 «— Classifier (y,f)
until TP(scoresl, scores2) and TN(scoresl, scores2) are in range
Select probs = Sort(scores1, scores?2)
Next population = {}
while i < size +1 do
Select select probs TOP 1 as parent
Mutationl(parent)
Mutation2(parent)
Mutation3(parent)
Next population = parentUchild
population = Next population
iter = iter + 1
return Xiar

In the mutation stage, we applied the Equations (5)—(7) mentioned in Section 3 for
mutation operations. Additionally, for the generator corresponding to the LSGAN formu-
lation in Formula (7), the loss function for the discriminator was different from the other
two. It used the mean squared error, so the discriminator loss was defined as shown in
Equation (12).

LEAN = [ 2 (pana(9)(D(x) = 1 +pg(x)D(x))d 12

Through this transformation, the form of the equation was unified with the loss values
of the other two generators corresponding to their respective discriminators.

During the evaluation phase, we used two metrics to assess the generated data. One
metric represented the quality of the generated data, and the other metric represented the
diversity of the generated data. The quality metric was given by the discriminator and was
calculated by inputting the generated data directly into the discriminator and computing
the average of its output. The corresponding formula is shown in Equation (13).

Fp = E:[D(G(2))] (13)

where F;,; represents the diversity metric of the generated data. It is important to note
that although we have incorporated the AE module in the input part of the generator to
mitigate the possibility of mode collapse, we still needed to select generators with good
diversity when filtering the ones to be retained. This allowed us to obtain generators with
improved generation performance as quickly as possible.

Fn = —log||Vp — Ex[log D(x)] —E;[log(1 — D(G(z)))]|| (14)
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In the evaluation process, the negative gradient norm of the discriminator was used
to measure the diversity of generated samples. If there was a higher generator value, the
generated samples tended to have better diversity. In this case, the discriminator’s gradient
was small, which meant it did not make significant adjustments to the structure of the
generator, ensuring that the generator continued to develop towards further diversity. The
final metric is defined as follows in Equation (15):

F,1 = Fp + AFy (15)

The parameter o« was a positive real number in this context, and it balanced the
relationship between the quality and diversity of generated data.

5. Evaluation
5.1. Data Processing

The experiment used network traffic captured by Wireshark, which was deployed
on a switch, capturing all network traffic requests within the entire LAN, as well as the
CICIDS2017 dataset. The data was then analyzed and processed using CICFlowMeter. Since
the experimental focus was on network traffic analysis, only HTTP traffic was retained.
Each network flow was stored with its corresponding feature values as shown in Table 1. In
total, the experiment collected 20,000 network data instances, consisting of 114,147 packets.

Table 1. Characteristics at the data flow level.

Feature Data Type
Total number of packets Numeric
Data stream number Numeric
Source port Numeric
Destination port Numeric
Total bytes Numeric
Flow duration Numeric

For problematic packets in the experiment, a direct discard method was used. Similarly,
for outliers in the data, a boxplot approach was employed to remove data points that
deviated beyond the upper and lower quartiles. The results of the data processing are
shown in Figure 11.

.o

4000

3000 1 L

2000 4

total_pack
total_pack

20

1000 4
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Figure 11. Comparison chart before and after packet processing. The red portion in the figure
represents the main distribution range of the processed data.

On the left side is the distribution of packet quantities before processing, while on the
right side is the distribution of packet lengths after processing. It can be observed that the
processed data exhibited a more reasonable distribution compared to the original data.
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5.2. Implementation Details

The detailed explanation of the generator and discriminator architectures used in this
paper is provided in Chapter 4. In the actual implementation process, the parameters A for
the learning rates of the generator Fp and Fj; were set to 0.5. This setting ensured a balance
between maintaining image quality and preserving the diversity of generated images, thus
achieving a compromise between the two objectives.

Regarding the number of generator populations, we chose to train three populations.
After each training session, the same discriminator was used for fitness evaluation. The
optimizer parameters for each generator population were consistent, with a learning rate
of 1 x 107°. The training process for each generator population consisted of 5000 epochs.

The output dimension of the AE module, which corresponded to the noise input of the
generator, was set to 50 based on multiple experiments. The batch size during training was
set to 64. Using a batch size that is too large can lead to a decrease in the quality of generated
data, while a batch size that is too small can result in slower training speed. Therefore, 64
was chosen as a compromise considering both factors. The specific implementation details
of the generator and discriminator are described in detail in Tables 2 and 3, respectively.

Table 2. Generator architecture.

Layer Number  Neural Network Type Input Resolution Chanels Depth Headers Window Size
1 TransformerEncoder [1,1] 64 4 4 4
2 PatchExpand [1,1] 64 - - -
3 TransformerEncoder [2,2] 32 4 4 4
4 PatchExpand [2,2] 32 - - -
5 TransformerEncoder [4, 4] 16 4 4 4
6 PatchExpand [4, 4] 16 - - -
7 TransformerEncoder [8, 8] 8 4 4 4

Table 3. Discriminator Architecture.

Layer Num Network Architecture

Conv2d(1, 64, kernel_size = (4, 4), stride = (2, 2), padding = (1, 1), bias = False)
BatchNorm2d(64, eps = 1 x 107>, momentum = 0.1)
LeakyReLU(negative_slope = 0.2, inplace = True)

Conv2d(64, 128, kernel_size = (4,4), stride = (2, 2), padding = (1, 1), bias = False)
BatchNorm2d(128, eps = 1 x 1075, momentum = 0.1)
LeakyReLU(negative_slope = 0.2, inplace = True)

Conv2d (128, 256, kernel_size = (4,4), stride = (2,2), padding = (1,1), bias = False)
BatchNorm2d(256, eps =1 x 10~%, momentum = 0.1)
LeakyReLU(negative_slope = 0.2, inplace = True)

Conv2d(256, 1, kernel_size = (2, 2), stride = (1, 1))

Sigmoid()

= =0 00NN Uk W=

_ O

In the experiments, we explored various network architecture parameters and found
that overly complex basic blocks (stacking multiple layers of Swin Transformer) did not
significantly improve the quality of generated data for the generator. Instead, they in-
creased the computational burden of the model and prolonged the computation time.
After multiple trials, we determined that a generator model consisting of three layers of
TransformerEncoder struck a balance between image quality and speed.

For the discriminator, a 4-layer convolutional network structure was sufficient to
discriminate between real and fake data in the context of network traffic data. During
the construction of the discriminator model, we chose the LeakyReLU activation function
instead of the commonly used Tanh or Softmax functions. Under the guidance of these
two activation functions, LeakyReLU helped to avoid the problem of gradient vanishing
that may occur with the other two activation functions. This ensured that the generator
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consistently learned gradient information from the discriminator, making LeakyReLU more
suitable for generating network traffic data.

5.3. Baseline

We compared our model with four other models, two of which were contrast mod-
els designed with existing architectures. These included CGAN(Trans), which uses the
original transformer as the basic module for the generator, and CGAN(Trans-EV), which
incorporates the EV algorithm. The other two models were AE-GAN, proposed by Zhu
et al. in 2022 [37], which employs an AE model for preprocessing data and constructs the
generator using fully connected layers and batch normalization, and OCT-GAN, proposed
by Kim et al. in 2021 [38], which utilizes a generator built on additional ODE layers and
combines them with a discriminator composed of NODEs layers. To ensure fairness in the
generated data, we adopted the same GMM modeling pattern for the input data of each
model, ensuring that the differences in data generation were only related to the models. All
models were trained for the same number of epochs, i.e., 2000 epochs, and the experiments
were conducted in Table 4:

Table 4. Experiment environment.

Experimental Conditions Model Used
Operating System Ubuntu 20.04
CPU 17-8700
GPU RTX-2080
Memory 32 G (3200 Hz)
Disk PM981
Python Version 3.8

5.4. Evaluation Results
5.4.1. Statistical Similarity

We used the following three metrics to statistically measure the similarity of the
generated data:

e Difference in pairwise correlation (Diff. Corr.): this metric was used to measure the
difference in correlation between two sets of data. We first calculated the correlation
coefficients between the columns of the synthetic data and the real data separately.
This metric had a range of [—1, 1], where higher values indicated stronger correlation.

e  Wasserstein distance (WD): for continuous data columns in the dataset, we used
the Wasserstein distance to measure the distributional difference between the data.
A smaller value indicated a smaller difference and higher similarity between the
generated data and the real data. This metric was chosen as one of the evaluation
indicators due to its relatively stable characteristics.

e Jensen-Shannon divergence (JSD): for categorical variables in the generated data, we
used the JSD as a measure of similarity. This metric quantified the similarity between
two probability distributions and had the range [0, 1]. JSD was a symmetric measure
of similarity.

From Table 5, it can be observed that our proposed SE-GAN achieved the best perfor-
mance in the comparison. Regarding the Corr parameter, the results of the AE-GAN, which
adopts an AE structure, were second only to our SE-GAN. Our SE-GAN outperformed the
AE-GAN by 16% in terms of feature similarity in generated data. This was attributed to the
utilization of Swin Block modules in SE-GAN, which placed more emphasis on the local
and global relationships compared to the simple, fully connected layers used in AE-GAN.
As a result, SE-GAN exhibited higher feature similarity in terms of the Corr metric.
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Table 5. Statistical similarity.
MODEL
METHOD
SE-GAN  CGAN(Trans) CGAN(Trans-EV) AE-GAN  OCT-GAN
Corr 0.713 0.431 0.508 0.611 0.591
WD 0.013 0.041 0.034 0.027 0.021
JSD 0.074 0.115 0.098 0.087 0.091

Regarding the WD metric, our SE-GAN also demonstrated the best performance,
with our model achieving a 38% lower WD value compared to OCT-GAN. This metric
adequately demonstrated the effectiveness of our proposed model in terms of similarity.
Similarly, in the last parameter JSD, our model achieved an 18.7% lower value compared to
OCT-GAN, which was based on the transpose convolutional structure. This was because
we employed an additional classifier to train our model, enabling our model to allocate
more attention to the classification data module.

5.4.2. Evaluation Metrics Based on Machine Learning

To evaluate the quality of our generated data, we employed common neural network
classifiers, namely MLP, SVM, Random Forest, Decision Tree, and Multinomial Logistic
Regression. We assessed the performance of our data using evaluation metrics such as
accuracy (Acc), AUC, and F1-Score.

For MLP, we set the number of neurons to 256, while for Random Forest and Decision
Tree, the depth was set to 56. Our objective was to measure the probability of our generated
data being classified as fake data from the perspective of neural network classification.
Figure 12 illustrates the accuracy values (Acc) of different models under the evaluation of
the selected five neural network classifiers.

Bytes distribution Packets distribution

— real 6000 - — real
3500 — generate — generate

3000 5000

2500 4000 -
20004
3000 -

1500 4
20004
1000

500 1000

0172545676 51011213 14151617 18 19202122 2324252627 2829 012 3 45 678 9 LR DB WS B
Figure 12. The number of nodes and packets is displayed.

In Table 6, the left column represents five specific methods based on neural network
classification for evaluating the generated data, and the numerical values in the table
represent the accuracy (Acc) of different models corresponding to their classification results.
From Table 4, it can be observed that SEGAN outperformed other methods in terms of
the performance measures across the five neural networks. Additionally, it was evident
that the CGAN(Trans-EV) model, which incorporated the evolutionary algorithm (EV),
generally exhibited lower successful identification probabilities compared to CGAN(Trans)
that did not use the EV algorithm. This indicated the effectiveness of the EV algorithm
proposed in this paper for network traffic data generation. Furthermore, the Acc values of
AE-GAN, except for the dt column where it surpassed OCT-GAN, were consistently lower
than those of OCT-GAN. This suggested that AE-GAN performed better than OCT-GAN
in synthesizing network datasets.
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Table 6. Different model ACC values.
MODEL
METHOD
SE-GAN CGAN(Trans) CGAN(Trans-EV) AE-GAN OCT-GAN
Ir 10.018 12.495 11.435 10.306 10.656
dt 10.735 13.994 12.254 13.403 12.832
rf 16.031 18.741 18.142 16.655 18.342
mlp 15.781 17.253 16.634 16.139 16.551
svm 15.850 17.289 16.73 16.078 16.134

In Table 7, we present the different scores of various models on the AUC metric,
where our proposed SEGAN model outperformed other models such as AE-GAN and
OCT-GAN. Since the AUC value measured the reasonableness of a model’s ranking of
a series of samples, and because we used the same GMM network to process different
data, lower data indicators indicate better model performance. Thus, it was evident that
the data quality generated by the AE-GAN model was higher than that of OCT-GAN.
Analyzing the underlying reasons, OCT-GAN adopted a traditional one-hot encoding plus
noise input form and applied specific pattern normalization to numerical features, resulting
in sparse input and excessive sensitivity to data changes. However, both AE-GAN and
SEGAN employed an autoencoder to map and compress input data, thereby exhibiting
stronger robustness.

Table 7. Different model AUC values.

MODEL
METHOD
SE-GAN CGAN(Trans) CGAN(Trans-EV) AE-GAN OCT-GAN
Ir 0.036 0.051 0.045 0.055 0.061
dt 0.167 0.319 0.283 0.208 0.253
rf 0.122 0.162 0.140 0.1619 0.155
mlp 0.041 0.058 0.049 0.065 0.075
svm 0.328 0.565 0.456 0.371 0.426

As shown in Table 8, we presented the F1_score values corresponding to different
models. By comparing the scores of SE-GAN and CGAN(Trans-EV), it was evident that
SE-GAN achieved a significantly lower F1_score than the latter. This suggested that using
the Swin Transformer block as the basic module in the generator led to better accuracy
in generating different classes of network data compared to the traditional transformer
structure. From the four tables presented above, it was observed that our SEGAN model
consistently outperformed the state-of-the-art methods, AE-GAN and OCT-GAN. Addi-
tionally, in terms of the time required for model training to achieve similar performance,
SEGAN required the shortest time, highlighting the effectiveness of our proposed approach.

Table 8. Different model F1_SCORE values.

MODEL
METHOD
SE-GAN CGAN(Trans) CGAN(Trans-EV) AE-GAN OCT-GAN
Ir 0.195 0.232 0.207 0.210 0.242
dt 0.172 0.263 0.212 0.202 0.239
rf 0.249 0.326 0.308 0.352 0.331
mlp 0.259 0.283 0.269 0.291 0.279
svm 0.279 0.332 0.294 0.315 0.309

5.5. Experiments Comparing Different Datasets

To verify the transferability of our proposed model, after training the model using the
training data, we additionally selected normal HTTP traffic data from three well-known
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datasets in the field of network traffic generation for traffic emulation work. These three
datasets were the CIDDS-001 [39], CSE-CIC-IDS-2018 [40], and UGR’16 datasets [41]. The
results of traffic generation on different datasets are shown in Table 9.

Table 9. The traffic emulation results for different datasets.

Training Data CIDDS-001 CSE-CIC-IDS-2018 UGR’16
Corr 0.713 0.733 0.690 0.705
WD 0.013 0.012 0.017 0.014
JSD 0.074 0.068 0.084 0.081

From Table 9, we can observe that our proposed SEGAN model performed well across
all four datasets. The correlation (Corr) values were concentrated around 0.7, indicating a
high similarity between the generated and real data. Additionally, we observed that the
values of the WD (Hamming distance) and JSD (Jensen-Shannon distance) metrics were
both centered around 0.013 and 0.070, respectively. This suggested a small distribution gap
between the generated and real data, indicating a similar data distribution status between
the two.

5.6. Qualitative Results

In Figure 12, we presented the distribution of two important metrics in the traffic data:
byte count and packet count. The blue line represents the generated data, while the red line
represents the real data. For the total byte count feature, which is continuous, we divided
both the real and generated data into 30 equally spaced bins. We then counted the number
of data points falling into each bin and represented it on the y-axis. The x-axis represents
the bin number.

Regarding the packet count, which is a categorical feature, we initially divided it into
17 categories, with the smallest category having a value of four. In the right half of Figure 12,
the x-axis represents the categories of packet count, where category 0 corresponds to a
packet count of 4, category 1 corresponds to a packet count of 5, and so on. The y-axis
represents the count of packets in our data.

From Figure 12, we can observe that the distribution of total byte count in the data
flow was very similar to that of the real data. Both reach their maximum in bin 1 (1700 to
2600 bytes) and then exhibited a rapid decline. There was a brief increase in bins 5 and 6
(5300 to 7100 bytes), followed by a gradual and flattening decline.

Regarding the distribution of packet count, we can also observe from the right side
of Figure 12 that the highest number of packets was in bin 0 (corresponding to 4 packets),
followed by bin 1 (corresponding to 5 packets). There were peaks in bins 4 and 7, followed
by a relatively stable distribution. Additionally, it can be seen from the graph that both the
generated and real data had the majority of packet counts concentrated within 5 packets
or less.

6. Conclusions

This paper first introduces the current status of network traffic data generation based
on generative adversarial networks (GANSs) in recent years. In this field, existing research
results are relatively scarce. To fill this gap, we propose the SEGAN model. In terms of data
modeling, our model utilizes Gaussian mixture models (GMMs) to model each column
of data separately, thereby improving the accuracy of data modeling. Additionally, we
introduced an autoencoder (AE) mechanism to map the original data, further combating
the common mode collapse phenomenon in GANS.

We utilized the latest Swin Transformer block to construct our generator architec-
ture, which was unprecedented in the field of network traffic generation. Similarly, we
designed an additional auxiliary classifier specifically for classifying generated data, which
helped improve the quality of generated data. Furthermore, in the overall construction of
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the network, we combined evolutionary (EV) algorithms and designed multiple popula-
tion evolution and mutation algorithms to ensure the high-quality characteristics of the
generated data.

Finally, we carefully designed four control models (CGAN(Trans), CGAN(Trans-EV),
AE-GAN, OCT-GAN) and conducted quality tests and comparisons from both statistical
and neural network classification perspectives. Through the final tests, we verified that our
proposed SEGAN successfully generated network traffic data of high quality. Additionally,
we validated the effectiveness of SEGAN on three different datasets, demonstrating its
generalization capability to generate high-quality network traffic data across different
datasets. SEGAN can contribute to network traffic emulation and generation tasks in
various domains.

7. Future Work

We aim for the model proposed and implemented in this paper to be applied in
the field of network traffic generation, providing higher-quality training data for neural
network-based network traffic classification. However, our proposed method also has
certain limitations. Currently, the network traffic generated by SEGAN is limited to HTTP
traffic. Our next step is to focus on generating a more diverse range of traffic types, such as
HTTPS, DNS, and others. Additionally, we plan to optimize the evolutionary algorithm
used in the training process by introducing more advanced heuristic algorithms and a richer
variety of population mutation methods to further enhance the diversity of generated data.
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