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Abstract: Network protocol syntax information plays a crucial role in grammar-based fuzzing.
Current network protocol syntax extraction methods are less versatile, inefficient, and the extracted
information is not comprehensive. This paper proposes a novel method for extracting syntax in-
formation, which innovatively extracts network protocol syntax from Wireshark protocol dissector
files. The extracted syntax information includes packet types of the protocol, the constituent fields of
each packet type, and detailed attributes of each field. Based on this method, an automated system
for network protocol syntax information extraction was developed. The experiment was conducted
with this system on a variety of protocols including DCCP, DNP3.0, Modbus TCP, and S7COMM.
The experimental results show that compared with the current methods, our method has a better
performance in terms of efficiency and versatility and at the same time ensures the comprehensiveness
and accuracy of the extracted syntax information.

Keywords: network security; Wireshark; fuzzing; network protocol; protocol syntax extraction

1. Introduction

Network protocols are a set of rules, standards, or conventions established for data
exchange in a computer network. Network protocols consist of three elements, namely
semantics, syntax, and timing, wherein the syntax is the structure and format of the ex-
changing data and control information [1]. It plays an important role in the process of
functionality/security testing of network communication software or hardware equip-
ment [2,3]. For example, when conducting fuzzing on network communication software,
network protocol syntax information ensures the validity of generated test cases, thereby
enhancing fuzzing efficiency [4–6]. However, the complexity and diversity of network
protocols present significant challenges to understand and process them thoroughly. Conse-
quently, there is an urgent need to rapidly and comprehensively extract syntax information
from a wide array of different network protocols. This has emerged as a critical research
area within the realms of network security and software testing [7,8].

Currently, methods for extracting network protocol syntax information can be divided
into two categories, manual method and automated methods. The manual method usually
relies on experts to manually extract protocol syntax information from protocol specifica-
tions, it has the advantage of high accuracy. Experts can accurately define key features of
protocol syntax based on domain knowledge [9]. However, this method has a low degree
of automation, the extraction process is usually time-consuming and labor-intensive. At the
same time, the manual method has poor versatility and makes it difficult to process plenty
of different protocols. Automated methods include methods based on software reverse
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engineering, methods based on traffic analysis, and artificial intelligence methods based on
protocol specifications [10]. The software reverse engineering method extracts the syntax
information of the network protocol by analyzing the binary data flow of the protocol
processing software [11–13]. This method is usually applied to the analysis of unknown
protocols, and researchers need to have perfect knowledge and skills in assembly language
and binary analysis [14]. Traffic-analysis-based methods utilize network communication
data flows to obtain network protocol syntax knowledge, but there are challenges in im-
proving information comprehensiveness. Besides, encrypted traffic makes data unreadable
thus further limiting the analysis of protocol syntax [15–17]. Artificial intelligence methods
use machine learning or natural language processing technology to extract structured
information from text documents by learning protocol grammar rules [18–20]. By using
special pre-made protocol specification data sets for model training, the machine learning
model can learn the underlying patterns of protocol syntax and achieve a certain degree
of automation and generality. However, the accuracy of this method is affected by many
factors, including the quality of the training data, the selection of features, and the com-
plexity of the model. Especially when facing new or unknown protocols, the applicability
of this method is low. In addition, obtaining high-quality training data is also one of the
challenges faced by artificial intelligence methods [21].

Considering the diversity and complexity of network protocols, the manual method
definitely has difficulty in extracting protocol syntax information arbitrarily and quickly.
At the same time, although artificial intelligence methods have made certain progress in
dealing with these problems, they usually have an unsatisfactory performance in result
completeness and they are often designed for specific protocol formats, which limits their
versatility. In this context, designing an automated and universal method for extracting
network protocol syntax information has become an important and challenging research
issue. The designated method not only needs to improve the efficiency of protocol syntax
information extraction, but also should maintain high versatility and accuracy to ensure
that it is applicable to a wider range of protocols [22,23].

To address these challenges, we propose a new automated network protocol syntax
information extraction method, the main idea of the method is to extract detailed network
protocol syntax information by parsing the protocol’s Wireshark dissector file. The reason
for proposing this approach is based on:

• Wireshark is an open-source protocol analysis tool that supports a wide variety of
protocols. From mainstream Internet protocols and emerging Internet of Things (IoT)
protocols in IT (Information Technology) fields to Industrial Network protocols in
OT (Operation Technology) fields, Wireshark offers wide coverage across various
communication domains.

• Wireshark plug-ins, in this paper, mainly refer to protocol dissector files written in
C language under certain writing specifications. These files usually contain detailed
parsing logic of related protocols, based on this parsing logic we can acquire abundant
syntax information including field information, data format, and the possible values
of a certain field, etc.

The contributions of this work are as follows:

• We propose a network protocol syntax extraction method based on Wireshark network
protocol dissector file. The method includes single-layer protocol field information
extraction, multi-layer protocol hierarchical relationship extraction, packet type ac-
quisition based on basic path collection and field dependency judgment. It has high
efficiency and can extract more comprehensive syntax information. Besides Byte-level
field information, the method can extract Bit-level information for some fields.

• We designed a network protocol syntax extraction system based on the method.
The system consists of a pre-processing module and a main parsing module. The
system can extract the syntax information of a specified protocol together with its
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associated protocols by only one process. Our code is open source at GitHub platform
https://github.com/QingJiuYS/Syntax_extraction, accessed on 10 March 2024.

The rest of this paper is structured as follows: Section 2 introduces and provides
insights into related work. Section 3 elucidates the core components of the proposed
method. Section 4 presents a comprehensive exposition of the method’s intricate design and
systematic implementation. Section 5 presents the experimental results and comparisons
with other methods, and Section 6 encapsulates the paper with a succinct conclusion.

2. Related Work

Snake_nlp [18] is an artificial intelligence extraction method based on protocol specifi-
cations. This method uses an NLP algorithm based on zero-shot learning to extract network
protocol syntax information from RFC documents, with an accuracy of 0.82. Reference [24]
is also an artificial intelligence extraction method based on protocol specifications. The
author proposes a data-driven method for extracting finite state machines from protocol
specification RFC documents. In paper [25], the author proposes a method of feature ex-
traction and recognition using convolutional neural networks to extract syntax information
of unknown protocols. This type of artificial intelligence method relies on a large amount
of high-quality training data and is often designed for a specific format of the protocol
specification document. For example, Snake_nlp [18] takes advantage of the feature in the
RFC document that the protocol field is set as a title. This method has the problems of
incomplete information extraction and insufficient accuracy. On the other hand, in MATT
Security [26], the author monitors the MQTT protocol communication traffic and extracts
syntax information such as message type, field structure, field position, and format of the
protocol from the actual transmission data packets. Paper [27] also extracts field informa-
tion and field boundary information in the data packet through real-time capture of data
packets and a simple tag-based technology. This approach often relies on real-time capture
of communication data, and for encrypted or compressed communication traffic, the accu-
racy and completeness of information extraction suffer. Furthermore, ProsegDL [28] is a
software reverse engineering-based method that combines an image semantic segmentation
model and a Siamese network to achieve format extraction within acceptable running time.
In paper [29], the authors propose a new protocol reverse engineering method that uses
the Continuous Sequence Pattern (CSP) algorithm to extract protocol specifications. Net-
Plier [30] is a protocol reverse engineering technique based on probabilistic network tracing
that models the inherent uncertainty of the problem by introducing random variables to
represent the likelihood of each field representing a packet type. In paper [31], the author
conducts a comprehensive review of the research status and technological development of
network protocol reverse engineering tools. Although this type of protocol reverse method
can extract information such as protocol format and field boundaries, the inference of the
protocol format is often not accurate enough.

In summary, existing research has greatly promoted the development of the field
of network protocol syntax information extraction but there is still no universal method
that can meet the requirements of network protocol-related testing, which needs quick
and comprehensive protocol syntax information extraction, and can be adapted to most
existing protocols. For this reason, we propose the protocol syntax information extrac-
tion method based on the Wireshark protocol dissector file, which can extract protocol
syntax information quickly, comprehensively, and accurately, and is applicable to all
Wireshark-supported protocols.

3. Methods

The overview of Wireshark’s function blocks is shown in Figure 1. The Wireshark
framework mainly consists of GUI, Core, Epan, Wiretap, Capture, and Dumpcap, wherein
Epan (Enhanced Packet ANalyzer) is a packet analysis engine and the core of the frame-
work, responsible for the key tasks of parsing packets and extracting protocol information.
Epan provides a series of APIs, including Protocol Trees, Dissectors, and Dissector-Plugins.

https://github.com/QingJiuYS/Syntax_extraction
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Protocol Tree is used to store the parsing information of a single data packet. Dissectors
are responsible for parsing data packets of a specific protocol. Dissector files are located in
the epan/dissectors directory (https://github.com/wireshark/wireshark/tree/master/,
accessed on 10 March 2024). Each dissector can parse data packets of a specific protocol and
fill the parsing results into the protocol tree. Through Dissector-Plugins, Wireshark can flexi-
bly extend its parsing capabilities, allowing users to add new protocol dissectors or improve
existing dissectors to better adapt to the changing network communication environment.

Figure 1. Overview of Wireshark’s function blocks (https://www.wireshark.org/docs/wsdg_html_
chunked/ChWorksOverview.html, accessed on 10 March 2024).

The dissector framework consists of three parts: “proto_register_PROTOABBREV”,
“proto_reg_handoff_PROTOABBREV” and “dissect_PROTOABBREV”, as shown in Figure 2.

Wherein, in “proto_register_PROTOABBREV”, protocol names are registered through
the “proto_register_protocol” function; the global dissector handle is created through
the “new_create_dissector_handle” function and associated with the protocol name, the
dissector is registered to the dissector table through the “register_dissector_table” function;
all field information of the protocol is registered through the “proto_register_field_array”
function and maintained in the structure array “hf_register_info”.

In “proto_reg_handoff_PROTOABBREV”, the local dissector handle is created through
the “new_create_dissector_handle” function and associated with the protocol name; the
dissector is registered to Wireshark through the “dissect_add_uint” function, and associate
the protocol’s port with the dissector handle.

In “dissect_PROTOABBREV”, this is where the protocol data packet is actually parsed.
Field information is added to the protocol tree through the “proto_tree_add_item” function.

https://github.com/wireshark/wireshark/tree/master/
https://www.wireshark.org/docs/wsdg_html_chunked/ChWorksOverview.html
https://www.wireshark.org/docs/wsdg_html_chunked/ChWorksOverview.html
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Figure 2. Wireshark protocol dissector framework. (https://github.com/wireshark/wireshark/tree/
master/, accessed on 10 March 2024).

Through the above analysis, we propose a new protocol syntax information extraction
method. The main idea of the method is to extract protocol syntax information by parsing
the Wireshark protocol dissector file. It can be mainly divided into the following four
extraction tasks:

• Single-layer protocol field information extraction.
• Multi-layer protocol hierarchical relationship extraction.
• Packet type extraction based on the basic path set.
• Field dependency extraction.

3.1. Single-Layer Protocol Field Information Extraction

Single-layer protocol field information extraction refers to extracting all fields’ attribute
information owned by a protocol from the protocol dissector file. Attributes information
includes field name, offset, length, type, optional value, etc. There are three main ways to
obtain fields’ attributes information:

• From static arrays. Each protocol dissector file defines one or several static structure
arrays called “header fields” in which the names, identifiers, data types, lengths, and
optional values information for all fields are stored, we call these fields “standard
fields”. In the subsequent parsing process, the standard fields are used to judge
the validity of the extracted per packet type fields and at the same time can give
supplement information to the valid fields.

• From the buffer reading function. By analyzing the packet buffer read function, the
variable name, offset, and length information of each field is extracted.

• From the protocol tree. By tracing the process of the protocol tree generating in the
main parsing function, the identifier, offset, length, variable name, and byte order of
each field is extracted.

Table 1 lists the attribute information included in protocol fields and the corresponding
obtaining ways, wherein “Static Array” means that it can be extracted from the structure
array “header fields”, “Buffer Read” means that it can be obtained from the buffer reading
function, and “Proto Tree” means that it can be extracted from the generation process of
the protocol tree.

https://github.com/wireshark/wireshark/tree/master/
https://github.com/wireshark/wireshark/tree/master/
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Table 1. The attribute information of the field, and where it can be extracted. “✓” means the attribute
can be extracted.

Attribute Static Array Buffer Read Proto Tree

name ✓ - -
identifier ✓ - ✓

optional value ✓ - -
data type ✓ ✓ -

length - ✓ ✓
bit-length - ✓ -

variable name - ✓ -
endian - ✓ ✓
offset - ✓ ✓

dependencies - - ✓

3.2. Multi-Layer Protocol Hierarchical Relationship Extraction

Wireshark maintains multiple dissector tables dynamically to establish relationships
between different protocol dissectors. In this process, lower-layer protocols first cre-
ate a sub-table within a dissector table, and then upper-layer protocols add entries to
this sub-table. For instance, during initialization, the TCP dissector creates a “TCP port”
sub-table within the “Integer Tables” dissector table, and other upper-layer protocols
subsequently populate this “TCP port” sub-table with corresponding entries. These en-
tries are typically associated with specific TCP port numbers, so when the TCP dissector
processes packets with special TCP port numbers, it searches and invokes the appropri-
ate upper-layer protocol dissectors based on these port numbers within the “TCP port”
sub-table. Additionally, lower-layer dissectors can explicitly specify upper-layer dissectors
by invoking specific functions like “find_dissector()”. According to these two rules, the
hierarchical relationship between different protocols can be deduced and extracted by
analyzing all Wireshark protocol dissector files.

3.3. Packet Type Extraction Based on Basic Path Set

In this step, the program structure and control flow of the Wireshark protocol dissector
file are analyzed to get the basic path set of the whole file, then the basic path set is used to
extract the packet types of the protocol. In contrast to traditional methods that focus on
functions, methods, or data structures as the basic units of analysis, we center around the
entire file as the fundamental unit to parse the basic path set. Each basic path represents
a unique execution path in the protocol parsing process, encompassing various protocol
parsing scenarios and packet structures. Therefore, each path in the basic path set is
regarded as a parsing path of one packet type, and all constituent fields of the packet type
can be extracted from the parsing path, thus all packet types and their corresponding field
information can be obtained by parsing the whole basic path set. During the extraction
process, we track the generation of the protocol tree along the parsing paths, allowing for
the accurate extraction of attributes for each field, including offset, length, variable name,
and byte order. Furthermore, these field attributes are further refined by associating them
with extracted standard fields. The extraction process is described in detail in Section 4.

3.4. Field Dependency Extraction

Dependencies between fields are important in building valid packets, which often
means that the value of one field is affected by the value or attribute of another field. For
example, in the Modbus TCP protocol, the value of the header field “Length” is determined
by the actual length of the “Data” field. Wireshark protocol dissector files encompass a
series of field parsing rules, including the definition of inter-field dependencies. During the
parsing process, it is imperative to analyze the execution conditions and iteration counts
of the program to ascertain these dependencies, facilitating the addition of appropriate
attributes to pertinent fields.
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4. Design and Implementation

Based on the method mentioned above, we implemented a protocol syntax information
extraction system. The main function of this system is to automatically extract the syntax
information of a specified protocol and its related protocols through one process and give
the results in a structured format. The system consists of a pre-processing module and a
main parsing module.

The pre-processing module is responsible for the preliminary processing of all Wire-
shark protocol dissector files, including extracting all protocol names and protocol dissector
information, and generating protocol tables and parser tables for subsequent retrieval of
target protocols and related dissectors. At the same time, the pre-processing module can
extract the hierarchical relationship of multi-layer protocols and support the generation
of multi-layer protocols for complete network data packets. The main-parsing module
conducts an in-depth analysis of the protocol to be processed and extracts all packet types
of that protocol, all field information that makes up each packet type, and the dependencies
between fields. Figure 3 describes the overall architecture of the system, and each step in
the figure is described in detail below.

Figure 3. Overall system architecture.

4.1. Pre-Processing Module
4.1.1. Protocol Name and Dissector Extraction

The extraction system first investigates each Wireshark dissector file to locate the pro-
tocol registration function according to Wireshark’s protocol registration mechanism and
then extracts the protocol name and protocol handle from it. The protocol name, protocol
handle, and associated protocol dissector file name are stored in a data structure called
“protocol table”. Subsequently, the extraction system locates all dissector registration func-
tions and extracts all dissector names, each dissector’s main parsing function and related
protocol handle from the dissector file, and then the dissector information is associated with
the related protocol according to the protocol handle. The dissector information and its
associated protocol name are stored in a data structure called “parser table”. The purpose of
the association is that in some dissector files, there may be several protocol-dissector pairs,
for example, in the “packet-mbtcp.c” dissector file, there are several dissectors including
“mbtcp” and “mbrtu” that are associated with “Modbus TCP” and “Modbus RTU” protocol
each. By establishing this association, each protocol and its corresponding dissector can be
accurately found by accessing the protocol table.

4.1.2. Multi-Layer Protocol Hierarchical Relationship Extraction

A network communicating packet can be divided into seven layers according to the
OSI (Open System Interconnection) model. To construct a complete packet that can be used
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for network protocol fuzzing, the syntax information of all concatenated protocols on top of
the transport layer (TCP, e.g.) is needed. This means that we need to accurately identify and
extract all protocol layer relationships from the transport layer to the application layer. For
example, the S7 Communication packet contains three protocols above TCP: TPKT, COTP,
and S7Comm. Correctly identifying and extracting the multi-layer protocol hierarchical
relationships can ensure the comprehensiveness of extracted protocol syntax information.

The Multi-layer protocol hierarchical relationship extraction process is executed as
follows: Firstly, if a dissector “Da” creates a dissector table “Ta” by calling a protocol
registration function, the protocol “Pa” that is related to dissector “Da” is considered a
lower-layer protocol, afterward, when another dissector “Db” adds entries to dissector table
“Ta”, the dissector Db’s associated protocol “Pb” is considered an upper-layer protocol of
“Pa”. Secondly, if a dissector “Dc” explicitly calls an external dissector “Dd” by calling
“find_dissector()” function, the called dissector “Dd” is the upper-level dissector of “Dc”
and its corresponding protocol “Pd” is the upper-level protocol of “Pc”. In this way, multi-
layer relationships of protocols are extracted and written into the parser table. Afterward,
the system will list all supported protocols for the user to select, when the user selects
a special protocol, all associated protocols are processed in sequence according to the
hierarchical relationship stored in the parser table.

4.2. Main-Parsing Module

First, the system searches the parser table obtained in pre-processing stage to determine
whether there is a multi-layer relationship in the current protocol. Based on the stored
protocol relationships, the associated protocols’ names, each protocol’s associated dissector
name and related dissector file name are acquired. Next, each protocol dissector file is
analyzed in detail. The main parsing process is illustrated in Figure 4, which can be divided
into three parts, wherein part (a) is extracting the standard fields of the protocol and locating
the main parsing function, part (b) is normalizing the main parsing function, and part (c) is
extracting the packet types and the constituent field information for each packet type from
the normalized main parsing function.

Figure 4. Flowchart of the main parsing module. Where (a–c) represent its three components.
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4.2.1. Standard Fields Extraction

In this step, the parsing process will extract all fields owned by the target protocol,
which are defined in the static data structure “hf_register_info” in the protocol registration
function. We call the field information extracted in this step which contains the name,
identifier, data type, length, and optional value information of the fields as standard fields.
In the subsequent parsing process, standard fields are used to verify the extracted per
packet type field information and supplement them.

4.2.2. Normalizing

The parsing process will normalize the code structure of each dissector’s main parsing
function and save the results to a standardized file. The purpose of this step is to opti-
mize the code structure so that all protocol dissector codes comply with the same stan-
dards, thereby avoiding errors caused by format issues during the parsing process. The
normalizing rules are as follows:

• Delete all comments.
• Merge statements that are displayed on multiple lines.
• All “if/else if/else” statements must have a complete structure. For structures lacking

else statements, add an empty else statement to it.
• All conditional and loop statements must be enclosed with a pair of curly braces.
• All sub-function call statements are replaced with the sub-function body.
• The offset and length-related variables are replaced with their real values.

4.2.3. Basic Path Set Extraction

The main purpose of this step is to get all the packet types of the target protocol. The
idea is that we get the basic path set of the dissector code, and then treat each basic path as
a parsing path for a packet type, thereby obtaining all data packet types of the protocol. In
order to achieve this goal, we propose a new basic block division method, which takes the
normalized file as a basic processing unit and then divides the file into four types of basic
blocks and assigns a unique type value to each of them. By maintaining a stack structure
to indicate the current under-processing basic block, and executing different numbers of
“push” and “pop” operations according to different block type values, all the packet types
and the corresponding field information of each packet type can be obtained by scanning
the normalized protocol dissector file only once. The four basic block types are defined
as follows:

• Ordinary basic block: A code block composed of consecutive statements that contain
sequential execution. This block is also the place that actually saves field information.
In particular, the “do. . . while”, “while”, and “for” loop structures are treated as
ordinary basic blocks that only contain the “data” field. They are only traversed once
during execution, and the iteration number of the loop is treated as the “data” field
length, the loop-control-variable’s change value in each iteration is regarded as the
data type of the “data” field.

• Branch basic block: A code block that contains a branch structure. These branch
structures can be conditional structures, such as “if/else if/else” structures, or selec-
tion structures, such as “switch” structures. Typically, these structures are used to
differentiate packet types and determine dependencies between fields. For example,
for the switch structure, we extract its variable expressions as dependent fields and
each constant expression as the value of the dependent field, and add this dependency
relationship to the subsequently extracted fields, indicating that the subsequent fields
are specific fields under the special values of the dependent fields.

• Branch item basic block: The code block of each branch in the branch structure,
including “if” basic block, “else if” basic block, “else” basic block, “case” basic block,
and “default” basic block. Each branch item basic block represents a packet type.
Wherein, the “if” basic block is the default first basic block in the “if/else if/else”
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branch basic block. In particular, we consider “function” basic blocks as branch item
basic blocks.

• End basic block: The end basic block includes the return basic block which is added
when encountering a “return” statement and the function end basic block which is
added when there is a function end. These basic blocks identify the exit of the function
and are used to guide the subsequent concatenating process.

Figure 5 is a piece of Modbus TCP dissector code, we use it to illustrate the basic
block partitioning process. Lines “3–7” of the code form an ordinary basic block, lines
“8–28” form a branch basic block, lines “8–25” and lines “26–28” form two branch item
basic blocks, each of line “17” and line “29” is a function return basic block, line “30” is a
function end basic block.

Figure 5. Sample code for basic block partitioning.

The normalized parsing code is sequentially traversed, each basic block encountered
is allocated a separate list structure to store the basic block type and the field information
extracted from that basic block, and the list is pushed onto the stack. Pop the list out of the
stack at the end of its traversal. If there are nested basic blocks, such as switch basic block
and case basic block, the child basic block (case basic block) is stored as an element in the
list structure of the parent basic block (switch basic block), in this way a hierarchy between
basic blocks is established. The basic block types and corresponding stack operations are
listed in Table 2, where “value” represents the type value of the basic block, and the values
in “Push” and “Pop” columns represent the number of the corresponding operations that
should be performed.

Subsequently, the parsing process will parse each line of a basic block, extract the
field’s variable name, offset, data type, endian, and the bit-level information of length
if it finds a buffer reading function, and maintains this information in a list. Next, the
parsing process will extract the field’s identifier, offset, length, dependencies, variable
name, and endian information by tracing the generation process of the protocol tree, and
then complete the field’s variable name and bit-level information of length based on the
matching of variable name with the fields extracted from the buffer reading function.
Finally, the parsing process will complete the field’s name, data type, and optional value
information by matching the field’s identifier with standard fields.
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Table 2. Detailed division of basic blocks and corresponding stack operations.

Type Value Basic Block Push Pop

Ordinary Basic Block 0
ordinary 1 1

for 1 1
while/do while 1 1

Branch Basic Block 1 (if/else if/else) 2 -
switch 1 1

Branch Item Basic Block 2

function 1 1
if - 1

else if 1 1
case 1 1

default 1 1
3 else 1 2

End Basic Block 4 return - -
5 function_end - -

4.2.4. Expanding and Concatenating

The basic path set of the protocol dissector file obtained in the previous step is a multi-
level nested list structure containing all basic blocks. Take Figure 6 sample code’s basic
path set as an example, as shown in Figure 7, each letter represents a basic block, and the
colors identify different types of basic blocks. Arrows indicate that a basic block contains
sub-basic blocks, and the numbers indicate the three basic paths obtained. For example,
basic block A contains sub-basic blocks C, D, and E. The multi-level nested structure is then
expanded to generate each basic path that will eventually generate each packet type. Each
basic block has the following three expansion methods according to its type:

• Branch basic block: Select each of its sub-basic blocks to concatenate with the previous
and next basic blocks.

• End Basic Block: Concatenate the basic block itself with the preceding and following
basic blocks.

• Other basic blocks: Concatenate all sub-basic blocks with the basic blocks before and
after them in sequence.

Figure 6. Basic path set structure.

Figure 7. Expanding and concatenating of basic blocks.
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For each expanded basic path, delete all basic blocks between the return basic block
and the first function-ending basic block after it, this is because return represents an exit of
the function and may be located at some place other than the end of the function body, then
the field information acquired between this return statement and the end of the function
body is invalid information for the basic path that contains this return statement, so these
invalid information should be deleted. This process can be seen in the first path in Figure 7,
basic blocks between “P” and “J” (P, M, J), and basic blocks between “E” and “B” (E, B)
are deleted.

Repeating this process until each basic path contains only ordinary basic blocks. Each
ordinary basic block stores the component field information of the current packet type.
The elements of all ordinary basic blocks in each basic path are merged and only the field
information is retained, and finally, the complete packet type is obtained.

4.2.5. Filtering

The final step is to filter the packet types to eliminate duplicate packet types and
invalid packet types. Duplication of packet types may occur because the same path may
occur in the branch structure. For example, in the “if/else if/else” structure, if no field
information is extracted under the “if”, “else if” or “else” branch, that is, the branch does
not generate a new packet type, then it will be expanding into three basic paths which will
result in basic path duplication. In addition, the validity of the packet types is judged based
on the dependencies of the extracted fields. If the dependencies of a certain field in the
packet type are inconsistent or the dependencies between multiple fields are inconsistent,
it means that the packet type is the wrong packet type and should be filtered.

5. Experiment

In this section, we use the designed protocol syntax information extraction system
to conduct syntax information extraction experiments on the Modbus TCP, Modbus RTU,
DCCP, DNP3.0, and S7COMM protocols, and analyze the experimental results. Through
various comparisons with manual methods, traffic-based methods, and artificial intelligence
methods, the advantages of the system in extracting protocol syntax information are proven.

5.1. Evaluate

In order to verify the effectiveness of syntax information extraction, we used the
accuracy and coverage rate as evaluation metrics, wherein the accuracy rate represents
the proportion of syntax information that is correctly extracted to all syntax information
extracted, the coverage rate represents the proportion of syntax information that is correctly
extracted to all syntax information contained in the protocol. Including the accuracy of
data packet type, the coverage of data packet type, the accuracy of total fields, and the
coverage of total fields. Finally, we calculated the average of the accuracy and coverage of
all protocols.

In order to compare the comprehensiveness of the extracted syntax information, we
use field information, packet types, fields per packet type, and multi-layer protocol support
as evaluation metrics.

In order to compare various methods as a whole, we use accuracy, processing time per
protocol, applicability, and comprehensiveness as evaluation metrics.

5.2. Results

Table 3 shows the actual number of data packet types owned by Modbus TCP, Modbus
RTU, DCCP, DNP3.0, and S7COMM protocols, the number of data packet types extracted
using our method, the correct extracted data packet types number, and the calculated
accuracy and coverage information. Although the accuracy of the DCCP protocol and
S7COMM protocol is not high, the coverage is relatively high, which means that we can
effectively extract most protocol packet types.



Appl. Sci. 2024, 14, 2409 13 of 17

Table 3. Packet type extraction results.

Protocol Actual Extracted Correct Accuracy Coverage

Modbus TCP 35 40 34 0.850 0.971
Modbus RTU 35 40 34 0.850 0.971

DCCP 12 22 11 0.500 0.917
DNP3.0 27 28 22 0.786 0.815

S7COMM 13 21 11 0.514 0.846
COTP 11 14 11 0.786 1.0
TPKT 1 1 1 1.0 1.0

Average 0.680 0.843

Table 4 shows the total number of fields owned by the protocols, the number of fields
extracted using our method, the number of correctly extracted fields, and the corresponding
accuracy and coverage information. In most cases, our method is able to extract most fields
and maintain high accuracy.

Table 4. Total fields extraction results.

Protocol Actual Extracted Correct Accuracy Coverage

Modbus TCP 28 26 25 0.962 0.893
Modbus RTU 26 24 23 0.958 0.885

DCCP 20 21 20 0.952 1.0
DNP3.0 17 16 15 0.938 0.882

S7COMM 19 18 16 0.889 0.842
COTP 16 7 16 0.941 1.0
TPKT 3 3 3 1.0 1.0

Average 0.944 0.922

Figure 8 is a part of syntax information output results which is acquired by using our
method over the Modbus TCP protocol. The structure in line “2” represents a data packet
type, which contains all the component fields of the data packet type “READ_COILS” and
detailed attribute information of each field.

Figure 8. Partial output results of Modbus TCP protocol.
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Comparison and Discussion

Table 5 is the entire comparison results of our method, the manual method, the traffic-
based method [15], and the NLP-based artificial intelligence method [18].

Table 5. Entire comparison of different methods.

Accuracy Processing
Time

Applicability Comprehensiveness

Manual high days One Target Procotol packet types, fields

Traffic-based medium minutes Most Network
Protocols

fields, field boundaries

NLP-based 0.82 minutes RFC Protocols fields, packet format

Our Method 0.94 seconds RFC, IoT, ICS Protocols packet types, fields,
field dependencies

It can be seen from the results that our method not only maintains both the high-
accuracy feature of the manual method and the high-automation feature of the artificial
intelligence method, but also has better versatility and can extract more comprehensive
protocol syntax information, wherein, in terms of accuracy, our method can extract the
field information of the protocol with an average accuracy higher than 0.9, which is much
higher than the 0.82 of the NLP-based method. In terms of processing time per protocol,
our method can process in a shorter time, usually a few seconds, with very low resource
consumption. In terms of applicability, our method can cover a wider range of protocols,
including RFC protocols, IoT protocols, and industrial control protocols, and does not rely
on real traffic.

In terms of syntax information comprehensiveness and accuracy, we compared our
method with the most similar NLP-based method on the DCCP protocol, the results are
shown in Table 6 and Figure 9. The Table 6 results show that our method can acquire more
protocol syntax information, including packet types of the protocol and the component
field information of each packet type. The information of each field includes the field
name, offset, length, bit-level length information, data type, optional values, endian, and
dependencies between fields. Moreover, our approach also provides support for multi-
layer protocols. As shown in Figure 9a, although our method is slightly lower in the
accuracy metric than the NLP-based method, it can acquire more comprehensive packet
type information which not only includes the packet type names, but also the component
fields of each packet type. As shown in Figure 9b, the total extracted fields accuracy and
coverage of our method are all better than the NLP-based method.

Table 6. Extracted syntax information comprehensiveness comparison. Wherein, “✓” means it can
be extracted, “×” means it cannot be extracted.

Syntax Information NLP-Based Our Method

Field Information

Name ✓ ✓
Length Byte Byte, Bit
Offset ✓ ✓

Endian × ✓
Dependencies × ✓

Packet Information Type ✓ ✓
Fields per Packet Type × ✓

Multi-layer Protocol Support × ✓
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Figure 9. Comparison of extraction accuracy and coverage on DCCP protocol.

6. Conclusions and Future Work

In this work, we propose a novel method for extracting network protocol syntax
information. The method can extract all packet types of the target protocol and all field
information for each packet type by automatically analyzing the Wireshark protocol dis-
sector file. We designed a protocol syntax information extraction system based on this
method and applied it to the Modbus TCP, Modbus RTU, DCCP, DNP3.0, and S7COMM
protocols. Experimental results show that our method can effectively extract most packet
types of the protocol, the constituent fields of each packet type, and the dependencies
between the fields. Using the extracted syntax information for network protocol fuzzing
can increase the effectiveness of the test-case generating process, and improve the efficiency
and path coverage depth of fuzzing. By comparing with manual methods, traffic-based
methods, and artificial intelligence methods, our method has a better performance in terms
of automation, process time per protocol, applicability, and cost; at the same time, the
extracted protocol syntax information has more comprehensiveness.

Although our method has made some progress in some aspects, there are still some
problems that need to be further solved. One of them is how to accurately determine the
fixed value of a specific field, such as the “Protocol Identity” field in the Modbus TCP
protocol, and the “Start Bytes” field in the DNP3.0 protocol, etc. Another challenge is
determining the range of data associated with the checksum field. Additionally, we need
to find a way to obtain the status information of the protocol. These issues are important
directions for our next research. By solving these issues, we can further improve the
accuracy and practicality of our method.
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