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Abstract: The aim of this study is to investigate the impact of network characteristics on supply
chain network resilience (SCNR) when risk propagation occurs in supply chain networks (SCNs).
The network characteristics we study here (e.g., clustering coefficient, scalar index, node type, etc.)
are exceptionally important for real-life SCNs, but are not sufficiently considered in the previous
research on SCNR. To this end, we first construct an SCN model with adjustable parameters for
multiple network characteristics. Second, this SCN model is combined with a susceptible-infectious—
susceptible model to construct an SCN risk propagation model. Third, we propose using the average
(i.e., a novel SCNR metric considering node type) of the sizes of the maximum connected subgraphs
(which contain all node types) over a period of time after risk propagation reaches a steady state.
Fourth, the parameters of the SCN model are adjusted to generate SCNs with different network
characteristics, and then the resilience of these SCNs is addressed accordingly. The simulation results
mainly show the following: the larger the scalar index of an SCN is, the higher its resilience; the larger
the clustering coefficient of an SCN is, the smaller its resilience; and the more uniform the distribution
of node types is in an SCN, the higher its resilience. Our research work will help optimize SCNs’
structure, which has important implications for society and practice.

Keywords: supply chain network resilience; risk propagation; network characteristic; node type

1. Introduction

A supply chain is a complex system of interconnected, different firms such as suppliers,
manufacturers, distributors, and retailers [1]. A supply chain network (characterized by
nodes and edges) is a mesh of multiple interlocking supply chains, where nodes represent
firms and edges represent relationships between these firms [2]. Supply chain disruptions
are operational stoppages caused directly or indirectly by various risks, such as natural
disasters and political and economic factors [3]. Disruptions at any node location on a
supply chain network (SCN) may affect other nodes through propagation [1,4], causing
huge economic losses. For example, according to World Bank estimates, supply chain
disruptions caused by the COVID-19 pandemic resulted in a loss of 5% of the global GDP,
or approximately USD 3 trillion [5].

Supply chain network resilience (SCNR) is expressed as the ability of a network to
withstand, adapt, and recover from disruptions [6]. SCNR is critical for business continuity
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and coping with disruptions [7,8]. Scholars have explored factors affecting SCNR from dif-
ferent perspectives, including visibility [9], information sharing [10,11], collaboration [12],
blockchain technology [13,14], network structure [15,16], and so on. With the advent of the
Industry 4.0 era, many scholars have also adopted the cutting-edge technology of Industry
4.0 to improve the resilience of supply chains [17-22]. How to build a more resilient supply
chain is a problem that urgently needs a solution.

Studying the effect of network structure on SCNR has attracted extensive atten-
tion [15,16,23]. Currently, scholars mainly consider the effect of network type on network
resilience [15,24]. For example, the effects of network types on resilience for scale-free,
random, and small-world networks have been extensively studied [25]. However, network
structures vary greatly across different network types. The degree distribution of a random
network obeys a Poisson distribution, while the degree distribution of a scale-free network
conforms to a power-law distribution [26]. More importantly, real-life SCNs have very
complex network characteristics and do not belong to a specific network type. Therefore,
only studying the impact on network resilience in terms of network types is very limited.

Fortunately, some scholars have begun to recognize this problem and have proposed
focusing on network characteristics [15,16,25]. Network characteristics describe one aspect
of network structure, and different network characteristics can be combined into arbitrary
network types [15,16]. The network characteristics that have been studied are the average
degree, degree centrality, intermediary centrality, eigenvector centrality, information cen-
trality, and communicability [15,16]. However, there are still some SCN characteristics that
have not been studied, such as scalar indices, clustering coefficients, and node types, which
are present and important in real-life SCNs. Therefore, we will study the effect of the above
network characteristics on SCNR.

How to measure SCNR is of great importance in this field [6,13]. Resilience metrics
such as the number of healthy nodes [27], the size of the largest subgraph, and the average
path length [28] have been used frequently. However, all of the aforementioned metrics
share the common limitation of a consistent type of different nodes [29]. In a real-life SCN, if
a certain type of node is lacking, this SCN will not function properly. The current maximum
full-type subgraph metric is calculated by removing nodes at each time step, which can
damage the network structure [30,31]. The SCNR metrics proposed in this study differ
in two distinct respects: First, we performed the analysis after the SCN risk propagation
reached a steady state. The average (i.e., a novel SCNR metric considering node type) of the
sizes of the maximum connected subgraphs over a period of time after reaching a steady
state was used to measure the resilience of SCNs. Second, we performed the calculation
without destroying the network structure. We computed the maximum full-type subgraph
formed by using healthy nodes, where the SCN structure is always complete.

The purpose of this study is to investigate the effects of different network characteristic
parameters on SCNR when risk propagation occurs in SCNs, and to propose some guiding
suggestions for supply chain management to improve SCNR. According to the experimental
results of this study, supply chain managers can optimize the SCN structure to improve
the SCNR. Understanding how the multiple network characteristics of the SCN affect its
resilience can help society ensure the continuous supply of critical social materials and
services in the face of emergencies to maintain the normal operation of society. In addition,
optimizing the SCN can adjust the allocation of social resources to save social resources
and promote the sustainable development of society. This research also has significance for
practice. By understanding the influence factors of SCNR, it can help enterprises optimize
their supply chain management to have a clearer understanding of their own supply chain
status, improve their competitiveness, and help them to formulate more effective risk
strategies to reduce the impacts of risks. The government can formulate more scientific
and effective economic policies by studying the network characteristics that affect SCNR.
Building a more resilient supply chain ensures that consumers receive a reliable supply of
products and better service.
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The problem investigated in this study is how the network characteristics of SCNR,
such as node types, scalar indices, and clustering coefficients, are affected when the risk
propagation on an SCN reaches a steady state. The rest of the paper is organized as follows.
Section 2 presents a literature review. Section 3 presents the details of the proposed SCN
risk propagation model and resilience metrics. Section 4 presents the experimental setup
and analysis of the results. Section 5 presents some broader practical insights based on the
analysis. Section 6 validates the results by using a real-life SCN. Section 7 summarizes the
contributions and shortcomings of this study and discusses some future research directions.

2. Literature Review

This study focuses on analyzing the resilience of SCNs after risk propagation reaches
a steady state by simulating the risk propagation process on SCNs with different network
characteristics. SCNR and SCN risk propagation are the two related research directions of
this study and, hence, a literature review on these two parts is conducted.

2.1. Supply Chain Network Resilience

The concept of resilience originated from the study of resilient mechanics in the disci-
pline of physics [32]. It refers to the property of an object that undergoes deformation under
an external force and can recover its original size and shape when the external force is with-
drawn. The concept of resilience has been widely used, for example, in psychology [33,34],
ecology [35], and economics [36,37]. It is defined differently in different research areas.
The concept of SCNR originated in the field of supply chain risk management [38]. Pono-
marov and Holcomb [39] defined supply chain resilience as the ability of a supply chain
to recover quickly and to maintain normal business levels when it is disrupted by unex-
pected events. Generally speaking, scholars have defined and studied SCNR from different
perspectives [6].

As supply chains become more complex and global, the impact of regional disruptions
can be far-reaching and long-lasting [15]. A real-life SCN will be affected by many different
types of risk [40,41]; in this context, in order to reduce the effect of risk to reduce business
losses, scholars have conducted a lot of research on SCNR. How to cope with the impact
of disruptions and improve SCNR has attracted the interest of an increasing number
of scholars [16,39]. Relevant studies have been conducted using both quantitative and
qualitative analysis methods [15,16,42]. However, Li et al. [16] mentioned that most of
the literature focuses on the resilience capabilities of individual enterprises and does not
consider the impact of network structures on network resilience from the perspective of
complex networks.

Industry 4.0 is the fourth industrial revolution, led by smart manufacturing, which
has generated many frontier technologies [17]. These technological tools play a key role
in improving SCNR. The technological tools of Industry 4.0 can improve SCNR through
digitization, intelligence, additive manufacturing, and cloud computing [18-20]. Qader
et al. [21] explored the impact of Industry 4.0 on supply chain performance, drawing
on information processing theory and a resource-based view. Ivanov and Dolgui [22]
investigated the impact of digitalization and Industry 4.0 on the analysis of chain reactions
and disruption risk control in supply chains. In the era of Industry 4.0, supply chain
managers can utilize advanced technological tools to better understand and control the
state of an SCN to improve SCNR.

The structure of an SCN is important for its response to disruptions [43,44]. Snyder
et al. [44] used optimization methods to allow decision makers to select nodes and edges
to construct networks that maximize supply chain performance. But the method cannot
be applied to large-scale SCNs. Many scholars have used network science methods to
study the impact of different network types [15,27,43]. However, for different network
types, their network characteristics vary particularly widely, yielding very rough and
unrefined conclusions [25]. Moreover, real-life SCNs do not exclusively belong to a certain
type of network and have more complex network characteristics [16]. Therefore, there are
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limitations if we classify SCNs into certain network types and study the resilience of SCNs
by examining the differences between different network types.

A small number of scholars have recognized the aforementioned shortcomings and
proposed focusing on the impact of network characteristics on resilience [15,16], but there
are still some network characteristics that have not been studied. Managers are able to
adjust the network characteristics to change an SCN’s structure but cannot change the
network type [16]. Network characteristics are more applicable to the study of resilience in
real-life SCNs. Most realistic SCNs have scale-free and small-world characteristics [45]. The
main difference between our study and those of Li et al. [16] and Li and Zobel [15] is that
we analyze the resilience of an SCN after risk propagation over the SCN reaches a steady
state and use different resilience metrics, as well as study different network characteristics.

Additionally, all the abovementioned metrics have a common limitation that the nodes
have the same type. Different node types play different functions in real-life SCNs, and
each of them is indispensable. If the traditional metrics are used, the situation arises that
although the largest subgraph is large, the SCN may no longer function properly due to the
lack of some types of nodes. Therefore, when the SCN risk propagation reaches a steady
state, we include the full range of node types in the resilience metrics. We believe that
the maximum subgraph should contain all node types (i.e., maximum full-type subgraph).
A larger maximum full-type subgraph means that an SCN can quickly return to normal
operation, which is more suitable for measuring the resilience of real-life SCNs.

Finally, richer resilience metrics are needed to measure the resilience of SCNs in SCNR
studies [46,47]. To address these emerging issues, this study mainly considers the impact of
three network characteristics, i.e., node types, scalar indices, and clustering coefficients, on
SCNR from the perspective of complex networks. We use the maximum full-type subgraph
when the risk propagation of SCNs reaches a steady state as a new metric of SCNR. Our
proposed resilience metric allows enterprises to quantitatively assess their own resilience in
a more rational way, and guides them to take effective measures to improve the resilience
and competitiveness of their supply chains.

2.2. Supply Chain Network Risk Propagation

The study of SCN risk propagation originated from the early research on inter-firm risk
propagation [48]. With the development of economic globalization and the close business
contacts between enterprises, the relationship between enterprises has gradually evolved
into a complex network structure. The occurrence of risk at any node on a network will
spread across the network and eventually cause serious damage to the whole network [1,24].
If we can understand the mechanism of risk propagation on a network, we can then take
measures to prevent and control SCN risks [15,49].

How can we describe the process of risk propagation throughout SCNs? Mainstream
approaches include complex network dynamics [4,24], anyLogistix simulation optimization
software [50], and agent-based agent simulation [16]. Complex network dynamics is a
combination of infectious disease models and complex network theory [51]. It can better
simulate the propagation process of risks, which is suitable to the research content of this
paper [52-54].

Barabasi—Albert (BA) scale-free networks, small-world networks, and random net-
works are the most common types of networks used by scholars when studying SCN risk
propagation using complex network dynamics methods [15,16,24]. Commonly used conta-
gion models include SIS (susceptible-infectious—susceptible), SIRS (susceptible-infectious—
recovered—susceptible), SIR (susceptible-infectious-recovered), SEIR (susceptible-exposed—
infectious-recovered), and SEIRS (susceptible—exposed—infectious-recovered-susceptible),
among which SIS and SIR contagion models are most commonly used in the context of
supply chain risk management [4,53]. In this paper, we use a combination of scale-free
networks and SIS models to simulate the propagation process of risks in SCNs.

A large number of scholars have studied the mechanisms of risk propagation in
SCNs. In this study, we divide the scholars” studies into two categories, i.e., the non-
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network level and the network level. For the non-network level, several scholars have
studied infection mechanisms [48,53,55], including infection rates, immunity rates, recovery
rates, self-healing time, propagation direction, and the number of initial risk nodes, on
the risk propagation process. Some scholars have considered the effects of firm-related
factors [49,56], including the degree of risk appetite, herd mentality, operational robustness
and flexibility, the completeness of market information, different operational strategies,
and financial factors.

For the network level, scholars have mainly conducted the following studies. Huo
et al. [49], Gomez et al. [57], and Hosseini and Ivanov [58] modeled an SCN as a multilayer
network rather than a single-layer network. Yue et al. [59] considered the existence of
weights for the edges in a network with different degrees of business transactions between
node enterprises. Zhao et al. [53], Li and Zobel [15]; Wang, Zhou, and Jin [24]; and
Kim, Chen, and Linderman [43] studied the influence of the degree of initial infection
nodes, the average degree size, and the network type. However, there are a large number
of network characteristics that have not been studied [15,16]. The clustering coefficient
describes the likelihood of business transactions occurring between neighboring node firms
in an SCN [60]. The scalar index can be used to analyze the degree distribution of an
SCN [61], and the node type affects the normal operation of an SCN [30,31]. All of the
above network characteristics exist in real-life SCNs and are important components of
the structural properties of SCNs. And they have been studied by scholars from other
fields [62]. However, it is not clear what effect they have on the resilience of SCNss.

In this study, we construct a supply chain network model with adjustable clustering
coefficients, scalar indices, and node-type ratios. Next, it is combined with the SIS model to
simulate the risk propagation process on the SCN. We then explore the impact of multiple
network characteristic parameters on SCNR at the network level when risk propagation
occurs in the SCN.

3. Supply Chain Network Risk Propagation Model and Resilience Metric

In this section, we first describe the SCN risk propagation model and then the novel
resilience metrics.

3.1. Supply Chain Network Risk Propagation Model

In order to better model the process of risk propagation on an SCN, we made the following
assumptions. These assumptions are the same as those made by some scholars [15,24,53].

Hypothesis 1. The SCN is unweighted and undirected, and risk propagation is undirected.
Hypothesis 2. The state of a node enterprise is unique at each time step (i.e., risk state or health state).

Hypothesis 3. Enterprises can only be affected by the risks of their neighboring nodes.

3.1.1. Supply Chain Networks with Tunable Parameters

SCNss are a complex network of enterprises with different types, such as suppliers,
manufacturers, retailers, and distributors. Here, enterprises correspond to nodes and
the business relationships between enterprises correspond to the adjacency relationships
between nodes (i.e., edges). Accordingly, the SCN is described as a network, G = (N, E). N
is the set of all node enterprises and is defined as

N=SUMURUD (1)

where S is the set of suppliers, M is the set of manufacturers, R is the set of retailers, and D
is the set of distributors. E is the edge set. We can change the ratio of various node types in
the SCN by adjusting the numbers of S, M, R, and D.

The BA model [63] is capable of generating BA scale-free networks whose degree
distributions are power-law distributions with a fixed scalar index. But the clustering coef-
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ficient of a BA scale-free network is close to 0 and cannot be adjusted. The HK model [64],
which can generate networks with different clustering coefficients and the same scalar
index, has been widely used. To obtain SCNs with different clustering coefficients, different
scalar indices, and different node-type ratios, we extend the HK model as follows.

Step 1 Initial state: the initial state of an SCN contains m fully connected nodes.

Step 2 Network evolution: At each step, a new node i with m (<mj) edges is added.
Firstly, the new node i is connected to an old node j already existing in the SCN in a
preferential attachment (PA) to produce the first edge. The PA rule is a node-degree-first
connection mechanism [63]. When a new node is added to the network, the probability of
picking node j (denoted as [](k;)) is proportional to the degree k; of node j, as shown:

k:
[Tk) = 5% @

Then, triad formation (TF) connections are made with probability p or PA connections
are established with probability 1 — p, adding the remaining m — 1 edges. Finally, we
repeat Step 2 until N nodes are formed in the network. The TF rule is to select a node
in the network, which is selected according to Equation (2), and then add a connection
between one of its pairs of unconnected neighbors. The clustering coefficients are calculated
using the triangle counting method [65]. In Equation (3), R; is the number of relationships
between a node and its neighbors (i.e., the number of triangles), U; is the number of
neighboring nodes, and c; is the clustering coefficient of the current node. C in Equation (4)
is the overall average clustering coefficient.

2R,

‘= U(U; — 1) ©
_ e

=N @)

Step 3 Adjustable scalar indices: First, an SCN is created based on creating a sequence
of degrees obeying a power-law distribution with parameter e controlling the scalar indices,
according to the method of configuring the model graph. Then, the self-loops and duplicate
edges are removed from the network. Equation (5) is a network whose degrees k obey a
power-law distribution and e is the scalar index:

P(k) =k )

Step 4 Adjustment of the ratio of node types and the type of initial risk node: First,
each node in an SCN is numbered. The ratio between node types is the ratio between
companies of each type in the SCN. Then, a corresponding number of nodes is assigned to
each type of enterprise from the SCN in proportion to the node type. Each node is assigned
a node type. The different types of nodes can be distinguished by the node numbers.
Nodes of the relevant node type are selected for infection according to the node numbers
to achieve an initially adjustable type of initial risk node.

Step 5 Termination condition: The average clustering coefficient and the scalar index
of the generated network are calculated at this time. If the calculated values are the same
as the ideal value, this SCN is output. If the calculated values differ significantly from
the ideal value, the corresponding steps are repeated until an SCN with the ideal network
characteristics is generated.

The process of generating an SCN using our model is shown in Figure 1. If it is
necessary to adjust the clustering coefficients of SCNs, Step 1, Step 2, and Step 5 should be
performed in sequence. If it is necessary to adjust the scalar indices of SCNs, Step 3 and
Step 5 should be performed in sequence. If it is necessary to adjust the ratio of the node
type and the initial infected node type, Step 4 should be added after generating SCNs.
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Adjustable scalar indices

¢ No

Adjustment of the ratio of node
types and the type of initial risk node
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Computational generation of
network characteristics for SCN

Yes ¢

SCN with desirable
network characterization
parameters

Figure 1. The process of generating an SCN from this model.

3.1.2. SIS Model

The SIS model is a classical propagation dynamics model that contains two types
of node states, i.e., S (susceptible) and I (infected). It can reflect the dynamic evolution
of risk propagation, can be applied to large-scale network environments, and is simple
to use [4,53]. Therefore, the SIS model was used in this study. The susceptible person
corresponds to a node (in an SCN) that is not affected by risks, and the infected person
corresponds to a node that is affected by risks. The mechanism of risk propagation in
an SCN is similar to the mechanism of virus propagation [66]. Risk propagation in an
SCN refers to the risk transmission of risk-exposed enterprises to adjacent supply chain
enterprises through various media [24].

For an SCN, if a healthy node is adjacent to a risky node, it is possible for the healthy
node to be affected by the risk to become a risky node. This probability is defined as the
infection rate, «. It is possible for a node at risk to heal itself and become a healthy node.
This probability is defined as the recovery rate, . The effective infection rate is defined
as the ratio between the infection rate and the recovery rate (i.e., A = /). There exists a
critical value called Ac: for A < Ac, there will be no infected nodes in the network after a
long time and the dynamical system of the network will be in the absorption phase; for
A > Ac, after a long time the region of density of risky nodes in the network will be stable
and the dynamical system of the network will be in the active phase [67].

3.2. Resilience Metric

When risk propagation occurs on an SCN, we consider a connected subgraph of it as a
connected component formed by multiple interconnected healthy nodes. Each subgraph
contains only healthy nodes, and the higher the number of nodes in the subgraph, the



Appl. Sci. 2024, 14, 2675

8 of 21

better the performance of the network [15,28]. The size of the maximum full-type subgraph
represents the ability of SCNs to quickly return to a normal state when they are affected by
risks at the current step. The existing maximum full-type subgraph (a resilience metric)
considers all types of nodes, but changes the structure of the SCN and removes some nodes
in the calculation [30,45]. However, we propose a resilience metric that is the average of the
maximum full-type subgraph sizes over a period of time after risk propagation reaches a
steady state. In addition, we do not change the network structure and do not remove nodes
during the calculation, always keeping the integrity of the supply chain network structure.

When the SCN risk propagation reaches a steady state, the size and number of con-
nected subgraphs are dynamically changing. A maximum full-type subgraph (MFTS)
contains four node types of maximum connected subgraphs. We computed the size of the
maximum full-type subgraph (MFTSS). The difference between them is that the MFTSS is
computed for the size of the MFTS. N is the number of nodes in the SCN; thus, the ratio of
these two numbers is defined as follows:

_ MFTSS
- N

(6)

where y is the resilience capacity of the network at each time step after the system reaches a
steady state. Accordingly, running T more steps after this steady state, we propose a novel
resilience metric Y as follows:

Y:y1+yz+y;+~--+yT @)

To adequately study the SCNR, we also use the number of healthy nodes in the
network to measure the resilience of the SCN. The greater the number of healthy nodes in
the SCN, the faster it can return to a normal operating state [15,27]. The s in Equation (8) is
the number of healthy nodes in the SCN at each step after reaching a steady state. Therefore,
running T steps again when a steady state is reached, we propose another resilience metric,

defined as
_ S1+sy+s3+ - +sT

S T

(8)

4. Numerical Simulation
4.1. Simulation Setup

The full parameters of the proposed SCN risk propagation model include N, «, 3, T, ¢, e,
9, S,R, M, and D. They are divided into fixed and variable parameters. The fixed parameters
are the size of an SCN (N = 1000), the infection rate (« = 0.35), the recovery rate (8 = 0.50), risk
propagation steps after reaching a steady state (T = 80), and the number of nodes with initial
risk (e = 10). The effects of these fixed parameters have been studied extensively [24,25,53],
and, hence, to avoid duplication we only consulted their parameter settings. The studied
network characteristic parameters here include the node-type ratio S/R/M/D, scalar index
e, and clustering coefficient . During the experiments, the fixed parameters were kept
constant and only the network characteristics parameters were adjusted. To improve
statistical stability, the experiments were repeated 100 times independently under each
network characteristic parameter and the results of these experiments were averaged.

When studying the effect of e on SCNR, the fixed parameters were set as 4 = 0.2,
S/R/M/D =1:1:1:1, and e was adjusted from two to three with a step size of 0.1. When
studying the effect of g on SCNR, the fixed parameters were setase=3,5/R/M/D = 2:3:3:2,
and g was adjusted from 0 to 0.45 with a step size of 0.05. When studying the effect of
S/R/M/D on SCNR, the fixed parameters were set as ¢ = 3, g = 0.2, and six different groups
of S/R/M/D were randomly selected (i.e., 1:1:1:1, 7:1:1:1, 2:2:15:1, 2:2:1:20, 35:2:2:1, and
1:1:47:1). When studying the effect of the type of initial risk node on SCNR, the fixed
parameters were set as ¢ =3, = 0.2, and S/R/M/D = 1:1:1:1. We used two methods of risk
propagation. The first way was to choose one category among S, R, M, and D as the initial
risk nodes. The second way was to randomly select nodes in the SCN for risk propagation.
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In summary, we will address the following four questions: (1) How do the scalar
indices affect the SCNR? (2) How do the clustering coefficients affect SCNR? (3) How do
the node-type ratios affect SCNR? (4) How do the types of initial risk nodes affect SCNR?

4.2. How Scalar Indices Affect SCNR

We simulated the risk propagation process on SCNs with different scalar indices.
Figures 2 and 3 show the resilience changes with different scalar indices at each time step
when using resilience metrics y and s, respectively. The curves in different colors in the
figures represent SCNs with different scalar indices, the horizontal coordinate is the time
step, and the vertical coordinate is the SCNR at this time step.

1.000

0.800

0.600

0.400 [f

Supply chain network resilience

0.200 1

20 40 60 80 100

Figure 2. The resilience of SCNs at each time step for different scalar indices when using the resilience

metric y.

We used resilience metric y to measure the SCNR at each time step. In Figure 2, the
curve drops sharply in the initial phase. When the curve fluctuates less frequently, the risk
propagation reaches a steady state. Observing the resilience of SCNs with different scalar
indices at the same time step, a larger e implies a larger SCNR. When T = 20, the system
has reached a steady state, at which point we ran another 80 time steps and averaged these
y values to obtain Y. When Y was used to measure the SCNR, the change in SCNR with
different scalar indices is shown in Figure 4. In Figure 4, when e = 2.0, Y = 0.0009. When
e=3.0,Y =0.0172. As e increases, the curve keeps rising and the value of Y increases. The
experimental results under this resilience metric show that the larger the value of an SCN’s
scalar index network characteristics, the more resilient that SCN is.

Similarly, we used the resilience metric s to measure the SCNR at each time step. The
change in SCNR with different scalar indices is shown in Figure 3. The change pattern of
the curve in Figure 3 is similar to that in Figure 2, and we used the same method to obtain S.
The SCNR measured by the resilience metrics y and s differs by a factor of 10. This indicates
that using s as the resilience metric is relatively coarse, while y is more delicate.
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Figure 3. The resilience of SCNs at each time step for different scalar indices when using the resilience
metric s.
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Figure 4. The resilience of SCNs for different scalar indices when using the resilience metric Y.

In Figure 5, when e = 2.0, S = 0.2225. When e = 3.0, S = 0.3684. Although the SCNR is
minimal when e = 2.1, the overall trend of the curve is slowly increasing. When measured
by this elasticity metric, S increases with e. The resilience metrics Y and S yield the
same conclusion, indicating that Y is valid. The p-value method is a common method for
statistical tests, where if p < 0.01, a significant effect is indicated, and if p < 0.05, an effect is
indicated [68]. The p-values calculated under both resilience metrics are much less than
0.01. This indicates that e has a significant effect on SCNR.

Finally, the reasons for such experimental results are analyzed. Nodes with large
degrees have more influence on risk propagation. The larger e is in an SCN, the fewer
nodes have large degrees, and the more uniform network degree distributions are. Thus,
the larger the scalar index, the lower the risk propagation impact and the higher the SCNR.
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Figure 5. The resilience of SCNs for different scalar indices when using the resilience metric S.

4.3. How Clustering Coefficients Affect SCNRs

We simulated the risk propagation process on SCNs with different clustering coeffi-
cients. Figures 6 and 7 show the resilience changes with different clustering coefficients at
each time step when using resilience metrics y and s, respectively. The curves in different
colors in the figures represent SCNs with different clustering coefficients, the horizontal
coordinate is the time step, and the vertical coordinate is the SCNR at this time step.
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Figure 6. The resilience of SCNs at each time step for different clustering coefficients when using the
resilience metric y.

The curves in Figures 6 and 7 drop sharply in the initial phase. When risk propagation
reaches a steady state, the relative fluctuations of the curves in the figures are smaller. In
Figure 6, the relative position of the curve is highest when g = 0.05 and lowest when g = 0.45.
However, in Figure 7, the relative position of the curve is lowest when g = 0.10 and highest
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when g = 0.45. In Figures 6 and 7, the relative positions of the curves corresponding to the
resilience of SCNs with different clustering coefficients are reversed.
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Figure 7. The resilience of SCNs at each time step for different clustering coefficients when using the
resilience metric s.

The variations in SCNR with different clustering coefficients measured under the two
metrics are shown in Figures 8 and 9. The overall trend in the curves in Figures 8 and 9 is
exactly opposite. Figure 8 is a decreasing curve; when g = 0.05, the SCNR is a maximum
of 0.0290, and when g = 0.45, the SCNR is a minimum of 0.0214. A rising curve is shown
in Figure 9, where the SCNR has a minimum of 0.3370 when g = 0.10. The SCNR has a
maximum of 0.3517 when g = 0.45. The SCN resilience decreases with the increase in the
clustering coefficient when measured by resilience metric Y, while the opposite is true
when measured by resilience metric S. It is then calculated that the p-values under the two
resilience metrics are much less than 0.01, indicating that the clustering coefficient has a
significant effect on SCNR.
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Figure 8. The resilience of SCNss for different clustering coefficients when using the resilience metric Y.
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Figure 9. The resilience of SCNs for different clustering coefficients when using the resilience metric S.

Next, we analyze the reasons for the different results. An increase in the clustering
coefficient in an SCN indicates an increase in the number of triangles in the network. The
triangle structure represents the relationship between nodal firms. The larger average
clustering coefficient in the network indicates a higher degree of aggregation of network
nodes. Nodal firms are closely connected to each other and the transparency of network
information is high. The impact of risk propagation is reduced and the number of healthy
nodes in the SCN becomes more, so S is greater. The total number of nodes in the network
is fixed. The average size of triangles decreases as the number of triangles in the network
increases. When risk propagates, the size of the connected subgraphs decreases, the size of
the maximum full-type subgraphs decreases, and the corresponding SCNR is lower.

4.4. How Node-Type Ratios Affect SCNR

In this part of our paper, we use resilience metrics Y and S to measure SCNR. In
Figures 10 and 11, the horizontal coordinates are SCNs at different node-type ratios, and
the vertical coordinates are the SCNR at that ratio. The difference between these two figures
is obvious. As can be seen in Figure 10, as the horizontal coordinate shifts to the right,
the corresponding vertical coordinate decreases significantly. When S/R/M/D = 1:1:1:1,
Y =0.0262; when S/R/M/D = 47:1:1:1, Y = 0.0053. This indicates that the more uniform the
distribution of node types is in an SCN, the greater its resilience. However, in Figure 10,
the SCNR always fluctuates around 0.3436 for different node types. The p-value calculated
under Y is very small and negligible, but the p-value obtained under S is 0.2122, which
is much larger than 0.05. This shows that the proportion of node types has a significant
impact on SCNR when measured by metric Y. And the effect of node type is not considered
when measured by metric S. However, the type of node affects the normal operation of the
SCN and should be considered when measuring SCNR.

In summary, our resilience metric Y is more applicable compared to the resilience
metric S. The resilience metrics we used included all types of nodes, and the type of each
node is equally important. The greater the difference in the ratio of node types, the more
the SCN may lack a certain type of node to generate a full-type subgraph. Then, the size of
the maximum full-type subgraph becomes smaller and the SCN becomes less resilient.
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Figure 10. The resilience of SCNs for different node-type ratios when using the resilience metric Y.
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Figure 11. The resilience of SCNs for different node-type ratios when using the resilience metric S.

4.5. How the Types of Nodes Initially Infected Affect SCNR

We conducted two experiments, selecting specific types of nodes as well as randomly
selected nodes as initial risk nodes. We measured SCNR with Y and S. The experimental
results are shown in Figures 12 and 13. From left to right, horizontal coordinates are the
nodes of S, M, R, and D selected sequentially as initial risk nodes. The fifth horizontal
coordinate N is the initial risk node chosen randomly. It can be noticed that SCNR fluctuates
around 0.0260 and 0.3430 in Figures 12 and 13, respectively. In both cases, by calculation,
the p-values under both metrics are much greater than 0.05. This indicates that the initial
risk node-type selection and the random selection of node-type risk have no effect on SCNR.

We first constructed an SCN and then assigned node types to nodes. The node types are
additional information for nodes and do not change the topology of the SCN. In addition,
although there are different types of initial risk nodes, the nodes all affect neighboring
nodes during risk propagation. Furthermore, we performed the calculations after the risk
propagation reached a steady state, and the type of the initial risk node had no effect on the
steady state.
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Figure 13. The resilience of SCNs for different types of initial risk nodes when using the resilience
metric S.

5. Discussion

Through the analysis of the above sections, we summarize several important takeaways.
(1). Better structure of an SCN is very important to improve its resilience

The scalar indices record the distribution of node degrees in the network, and the
clustering coefficients are used to analyze the aggregation of nodes in the network [69].
Our results show that the larger the scalar indices of an SCN are, the higher the SCNR and
the lower the impact of risks. The larger the clustering coefficient of an SCN is, the lower
the SCNR and the higher the impact of risks. The network characteristics of SCNs have a
huge impact on SCNR. Managers adjust the structure of an SCN to improve the SCNR and
reduce the impact brought by risks.

When risk propagation occurs in an SCN, managers can reduce transactions with
firms with larger operations, making the scale of business of different firms more balanced.
Enterprises need to scale down their operations and avoid business expansion. This will
enable them to enhance the scalar index network characteristics of an SCN and allow
it to have greater resilience. A higher clustering coefficient in an SCN means a higher
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transparency of information in the network. Managers should enhance communication
and cooperation among enterprises and share information resources. Enhancing the flow
of information between companies and improving corporate transparency can reduce
the impact of risk and increase the resilience of SCNs. However, the SCN cannot be too
transparent, which can lead to conflicts and internal management difficulties, undermining
the SCN’s resilience.

(2). The ratio of node types in an SCN has a significant impact on SCNR

The ratio of node types in an SCN records the distribution information of enterprises
with different node types. The greater the difference in the number of enterprises with
different node types is, the less resilient an SCN is. In an SCN, although the functions of
enterprises in different types are different, they are all equally important and indispensable.
Enterprise managers should consider the whole picture and should not favor a certain
enterprise node type in have business transactions. Enterprise managers should choose
as many different types of partners as possible to avoid the lack of a certain partner and
ensure they can function properly.

(3). The two infection methods of the initial node type do not affect SCNR

We used two infection methods, specifically node type and randomly selected node
type, to select the initial risky nodes. The results show that the two node-type-specific
infection methods do not affect the SCNR. Although the types of the initially infected nodes
are different, they both affect the neighboring node states, and the initial node types have
no effect when calculating the SCNR in a steady state. SCNR is a capability of the SCN
itself, and node types are additional information that we attach to the nodes. Managers
should pay high attention to each partner enterprise in an SCN and treat them equally
when facing both types of risk attacks.

6. Case Study

We simulated the risk propagation process on an SCN existing in real life [70]. This
SCN has 577 nodes and 2662 edges, and we visualized this SCN as shown in Figure 14.
Nodes with larger degrees are larger after visualization. In Figure 14 the blue circles
represent node firms and the black edges represent links between firms.

Figure 14. Visualization of a real-life SCN.

We sorted this SCN according to the degree of nodes, as shown in Figure 15. The curve
in Figure 15 has a power-law distribution pattern. The largest node degree in this SCN is
204, and there is only one node. The average clustering coefficient of the actual SCN used
in this study was calculated to be so small that it was approximately equal to zero and the
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scale index was equal to approximately 0.905. The average degree value of this SCN was
7.841. In the meantime, we also analyzed the distribution of degree distribution in this SCN
and drew its histogram of degree distribution as shown in Figure 16. Observing Figure 16,
we found that a large number of nodes have small degrees and a small number of nodes
have a large number of connections in the SCN. Among them, there are 201 nodes with a
node degree of three.
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Figure 15. A real-life SCN node degree ranking.
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Figure 16. The degree distribution of a real-life SCN.

The results of the experiments under two metrics on the instances are shown in
Figure 17. The horizontal coordinate in Figure 17 is the time step and the vertical coordinate
is the SCNR at this time step. The blue curve represents the use of resilience metric y, and
the red curve represents the use of resilience metric s. Both curves in Figure 17 go through
an initial phase of plummeting and maintain a steady trend after reaching the steady state.
When risk propagation occurs, the system has reached a steady state at T = 20, and we
begin our analysis at this time step.

After calculation, when the SCN risk propagation reaches a steady state, the resilience
of this actual SCN when measured by resilience metrics Y and S is 0.0191 and 0.6700,
respectively. The experimental results of this case study show that our proposed SCN
resilience metrics can be used to measure the resilience of real SCNs, which provides a
richer choice for supply chain managers to measure the resilience of real SCNs. Our study
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can provide theoretical guidance for supply chain managers to adjust the SCN structure
according to the demands of different SCNs in real life, and to build more resilient SCNs.
In addition, our study may allow supply chain managers to utilize our proposed resilience
metrics for a more rational measurement of the SCNs that exist in real life.

1.000

—— Resilience metric for node type in supply chain network

—e— Resilience metric for number of healthy nodes in supply chain network

0.800
0.600 -
0.400

0.200 A L

0.000 T T T T
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Figure 17. The resilience of a real-life SCN at each time step when using the resilience metrics s and y.

7. Conclusions

In this study, an SCN model with several real-life SCN characteristics was constructed.
And the parameters of multiple network characteristics of the model can be adjusted. We
combined it with the SIS model to construct an SCN risk propagation model. We proposed
using the average of the maximum full-type subgraph sizes over a period of time after
the SCN risk propagation reached a steady state as a new SCNR metric. We studied the
effects of g, ¢, and S/R/M/D on SCNR when risk propagation reaches a steady state. The
simulation results mainly indicated that the higher the value of ¢, the larger the value of Y;
the larger the value of g, the smaller the value of Y; and the more uniform the distribution of
S/R/M/D, the larger the value of Y. In addition, the two methods of intentional infection
and random infection for the initial risky node types have no effect on SCNR.

When risk propagation occurs, managers can adjust the structure of the SCN to
improve SCNR. Nodal companies with large degrees represent a low percentage of the
SCN, and managers should focus on managing and protecting these nodes so that the
impact of risk can be reduced. Managers can enhance inter-company communication and
cooperation, as appropriate, to weather crises by increasing the transparency of an SCN.
In addition, managers could reduce business transactions and avoid business expansion;
in particular, they should reduce transactions with businesses of large size to reduce the
impact caused by risks. Different types of node enterprises have different functions in an
SCN, but all of them play equally important functions. Managers should choose a variety
of different types of companies to work with in order to avoid the lack of a certain type of
company causing the SCN not to function properly.

In our model, we assume that all nodes have the same probability of being infected
and self-healing, but this is not always the case. The individual differences of enterprises
in actual SCNs are very obvious, and the probability of being affected by risks may be
different. In addition, we found that network characteristics have a significant impact on
SCNR, but we only considered three network characteristics here. We believe that studying
more factors affecting SCNR from the perspective of network characteristics is a challenging
and meaningful direction for future research.
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