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Abstract: Recently, the technologies of on-device Al have been accelerated with the development of new
hardware and software platforms. Therefore, many researchers and engineers focus on how to enable ML
technologies on mobile devices with limited hardware resources. In this paper, we revisit on-device ML
designed to support ML technologies on mobile devices and describe the three challenges when using
on-device ML in detail. Then, we propose a new data management policy, called Overlay-ML, which
efficiently solves two challenges that we discovered. Especially, we designed Overlay-ML to work in
the application space with two key ideas. The first key idea is to extend the limited memory space using
the usable space of the underlying storage device. The second key idea is to provide data transparency,
which hides where the data is stored so that running ML models think the data is stored in the same
place. For evaluation, we implemented an image detection application based on TensorFlow Lite which
is a well-known on-device ML framework, and modified it to enable the features of Overlay-ML. All
evaluation was performed on two state-of-the-art smartphones that are high-end embedded devices.
Our evaluation results clearly show Overlay-ML can effectively prevent unexpected termination by
Android OS and present a good loss value in real-world workload.

Keywords: deep learning; image classification; data and memory management; embedded devices;
embedded operating system

1. Introduction

Nowadays, many researchers and engineers have been leveraging various machine
learning (ML) techniques to improve the performance of image processing and pattern
recognition [1—4]. Especially, companies developing image sensors have started to introduce
their new products to ensure the best image detection and performance because image
sensors are considered the eyes of IoT devices [5]. In addition, the trends of image-sensing
technologies and the corresponding ML techniques have shifted from low-end devices that
just collect raw data from sensor devices to high-end and smart devices, which include more
computation power and functions. For example, some studies focused on deep learning
(DL) technologies that enable automated image classification in vehicles [4]. In fact, these
are possible because the computing power of embedded devices (e.g., RISC-V [6], Raspberry
Pi [7], smartphones, etc.) is growing to the point where it is sufficient to run ML techniques.
Some researchers focused on optimizing on-device ML technologies [8—10]. Unfortunately,
they never focused on the limitations of mobile devices while running ML models and did
not utilize real-world embedded devices (e.g., smartphones or tablets) for their experiments.

Meanwhile, the emergence of on-device ML [11-13] blurs the boundary ML technique
on embedded devices; on-device ML executes training and inference procedure with the
software help of ML instructions. For example, Google recently announced a new powerful
package, called ML Kit, for mobile developers using Google machine learning [14]. It
provides easy-to-use APIs that are supposed to detect barcodes, text, faces, and objects in
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video and image files on mobile devices. TensorFlow Lite was designed to allow enabling
on-device ML using transfer learning (TL), which reuses knowledge of a pre-trained model
for intelligent services on embedded devices; the pre-trained model deals with full-scale
datasets [12]. Thanks to these useful efforts and advances, we believe that it will be able to
run more and more ML in mobile environments, such as data sensing on IoT platforms.

However, there are some challenges in using ML on embedded devices. For example,
the capacity issue of memory on embedded devices still remains because of limited space
where memory chips are placed; an application running ML technologies on embedded
devices still suffers from memory pressure. Therefore, an application developed with
TensorFlow Lite [12] is unintentionally killed when it requires more memory space than the
available memory space per application. The reason behind this is Android terminates an
application that uses memory space over the pre-defined threshold (i.e., 256 MB) because
of the fairness of memory resources. Unfortunately, such a killing issue can appear and
is unavoidable for general applications on any embedded devices running the Android
operating system (OS). A promising alternative to solve this problem guided by Google is
turning on “largeHeap” option that extends the pre-defined threshold to 512 MB. However,
the expanded memory footprint is too small to adequately run on-device ML because such
an application commonly requires gigabyte volumes of memory.

In this paper, we propose Overlay-ML which includes a new management policy to run
on-device ML for image processing and pattern recognition even with memory pressure
and limited memory space. To the best of our knowledge, it is the first solution to handle
the memory issue for supporting applications with on-device ML. The key design concept of
Overlay-ML is that it simultaneously handles tensors both on memory and storage media on
embedded devices using application-level swapping and performs multi-layer shuffling to avoid
overfitting issues of learning workloads. In this paper, we make the following contributions:

¢ In order to understand the memory pressure issue, we briefly introduce the internal
procedure of TensorFlow Lite [15] which is widely used for on-device ML. Then, we
describe that an application implemented with TensorFlow Lite can lead to undesirable
termination by Android.

*  We propose a design of Overlay-ML that helps to stably run applications developed by
on-device ML without undesirable termination and show how the Overlay-ML works
in detail.

¢ We implement Overlay-ML at the application level and compare it with the default
application of TensorFlow Lite on top of the two latest smartphones, including Pixel 6
Pro and Galaxy S20+.

The rest of this paper is organized as follows: Section 2 introduces background and
related work to understand our work. Section 3 explains how Overlay-ML works on em-
bedded devices in detail. Section 4 shows our evaluation results on high-end smartphones.
Finally, Section 5 concludes this paper.

2. Background and Related Work

In general, high-end embedded devices are equipped with a large amount of memory,
but it is still several orders of magnitude smaller than servers or desktops. Therefore, the
traditional ML model that runs on machines with rich hardware supports (e.g., CPUs,
GPUs, and memory) poses unexpected challenges on embedded devices. In this section,
we first introduce the trends of the sensor industry to understand the position of our work
and its effectiveness in sensor environments. We briefly describe training and validation
procedures in traditional ML and introduce three challenges in designing on-device ML.
We also discuss prior efforts to optimize inference services on embedded devices in detail.

2.1. Traditional ML Model

The traditional ML model is composed of training and validation procedures. Such
training and validation procedures are well-known as resource-expensive tasks in that they
try to fully utilize hardware resources as much as possible. In this section, we first briefly
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introduce how the ML model works and describe how hardware resources are utilized
from the ML model in detail. In general, the training and validation procedures can be
organized with the following four steps (see Figure 1) [16]:

*  Data-load: In this step, a dataset for training and validation is loaded from network or
local storage devices.

*  Pre-processing step: The raw data in the loaded dataset is individually transformed
into a tensor; then, each tensor is randomly shuffled to avoid the overfitting problem.

*  Training step: It finds and learns correct answers using an ML model where weight
values for inference are updated via forward and backward propagation.

* Validation step: It inferences an acceptable prediction based on the weight values
passed from the prior step.
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Figure 1. The sample of the line detection.

Note that the first two steps are mainly executed on CPUs and the remaining two steps
are recommended to run on GPUs so as to speed up the time-consuming calculation. In
addition, all steps require a large amount of memory space to handle their own computation.
Therefore, reducing the rich hardware utilization is the first challenge in porting a popular
ML procedure to embedded devices; we call this (C1) challenge of hardware limitation. In
other words, all steps for an intelligent service on embedded devices must be performed
using only arm-based CPUs and a limited capacity of memory.

2.2. On-Device ML Functionalities

To address the aforementioned challenge, some developers and researchers have
focused on ML frameworks and modified them to be lightweight and efficient running
on embedded devices. For example, TensorFlow [17,18] and PyTorch [19] frameworks have
been ported to mobile frameworks (e.g., TensorFlow Lite [12,15] and PyTorch Mobile [13]) to
meet the increasing need for on-device ML. In other words, they successfully support running
most ML models on embedded devices (e.g., RISC-V [6], Raspberry Pi [7], smartphones,
etc.). Unfortunately, the current frameworks for on-device ML cannot cover all kinds of ML
functionalities supporting servers or desktops yet; we call it (C2) challenge of functionality
limitation. Of course, the impact caused by this challenge may be insignificant because it is
unnecessary to run all ML models on embedded devices equipped with poor computation
power. However, recent ML trends have been moved toward embedded ML in that sensing
data can be transformed near the physical location of either the user or the source of the data.

Meanwhile, most applications for on-device ML adopt a hybrid fashion that performs
the training and validation steps with the transfer learning (TL) technique [20,21]. TL is
one of the well-known ML techniques because it can decrease the peak usage of hardware
resources (e.g., CPUs, GPUs, and memory) and save ML's time by sharing the knowledge
of a pre-trained model based on a large dataset. However, an application based on the TL
technique can be terminated when the memory requirements are over the limited memory
threshold of the operating systems; we describe the reason in the next section.
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2.3. Memory Management Policy of Embedded Operating System

Today, most embedded devices commonly adopt Linux family as their operating
system [22]. For example, high-end embedded devices that have sufficient DRAM memory
and CPU power commonly use Android OS, while low-end devices with limited hardware
resources employ customized Linux, such as Raspberry Pi OS [7]. We believe that the use
of Linux will be growing over time. This is because Linux can be easy to customize codes
(i.e., Kernel) according to requirements and expand to support a diversity of hardware
resources, such as ZigBee [23], IoT Hub [24], etc.

In this paper, we focus on Android OS and its memory management policy; it is widely
used and follows the basic functionalities of Linux. Android OS guarantees the available
memory space for each application by allocating memory space in an incremental way
to store application data. It manages free memory space by killing an application if the
accumulated memory usage exceeds the available memory limitation of one application
(i.e., 256 MB). But, it is a very interesting termination because it occurs even if available
memory space is enough. In other words, this termination is not triggered by low memory
killer daemon (LMKD) that secures memory space under high memory pressure and low
available memory space [25,26].

Meanwhile, Android gives us largeHeap option as a guide to solve this problem. This
option works because of two reasons. First, the largeHeap option extends the total memory
usage of an application to 512 MB [27]. Second, most data generated from on-device ML is
saved on the heap area of a process. Unfortunately, some applications using on-device ML
can require more memory space than 512 MB of memory space. In this case, the applications
will be terminated when exceeding the total memory usage over 512 MB regardless of the
largeHeap option. To confirm the effect of the option and the reason why an application is
killed, we performed an experimental evaluation. For evaluation, we first implemented a
simple application where an image is recognized and classified using on-device ML [15].
Figure 2 shows our evaluation results and memory usage that was monitored by Symple
System Monitor application. As shown in Figure 2 (right), when the total memory usage
of the application exceeds 512 MB, the application is killed with the following message
“Out-Of-Memory Error” even though available memory space is enough. To understand the
reason, we studied and found out that the error message means the application cannot
allocate additional memory space because it had consumed its available memory space; we
call it (C3) challenge of software limitation.

. s = Simple System Monit: (]
e Training result IS SyStEmTenTen
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Figure 2. The results of experiment evaluation. An application developed by TensorFlow Lite (a) and
its memory usage collected by a system monitoring application (b).
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In summary, on-device ML still suffers from three challenges. We believe C2 will
naturally resolve over time because many researchers and engineers try to stably transform
all functionalities of ML running on server or desktop environments. Therefore, we are
motivated by a simple question: Can we address the C1 and C3 challenges with small
trade-offs?

3. The Design of Overlay-ML

To efficiently run on-device ML on all kinds of embedded devices, we design a new
data and memory management scheme, called Overlay-ML. The key idea of Overlay-ML is
to extend short of memory by utilizing the space of underlying storage devices; the exten-
sion is provided with transparency that is invisible to the running ML frameworks. Note
that Overlay-ML categorizes the procedures of on-device ML into two parts: overlay-write
and overlay-shuffle-read, and includes a total of seven operations to correctly complete
training and validation procedures.

3.1. Overlay—Write

Figure 3 shows the overall architecture and flows of Overlay-ML on embedded devices
when on-device ML runs for image processing and pattern recognition; Overlay-ML is designed
to work in the application space. As mentioned before, Android OS does not allow for an
application to utilize memory space over the pre-defined threshold (i.e., 256 MB or 512 MB). To
avoid unexpected termination of an application by Android OS, Overlay-ML provides two
write paths: a fast write path and a slow write path. Also, Overlay-ML monitors how much
memory space an application running on-device ML is using to determine which write
path runs. In the data-load step, the fast write path follows the traditional store procedure
of on-device ML, thus it is always triggered first. If the memory usage of the monitored
application is lower than the threshold of Android OS, Overlay-ML keeps using the fast
write path to store data in the main memory space (denoted by @). If the memory usage of
the application exceeds the threshold, Overlay-ML starts to store data on the underlying
storage device via the slow write path (denoted by @). Now, data generated by on-device
ML can be stored whether in the main memory or the underlying storage device space.
Therefore, Overlay-ML tracks and manages the location where data is stored by using
a mapping table. In other words, data generated by on-device ML before the memory
threshold is stored in the main memory space, and data beyond the threshold is stored in
the underlying storage device space.

- Ez*ﬁi
A = 455
/ I___:

| € store data to memory

\  before threshold
Image K split
: y
1
! l
. LEEEEN
1 ThreShold
|| Memory
‘\
\
@ store data to storage \
after threshold \ I
Storage

Figure 3. The overall flows of the overlay-write operation in Overlay-ML.
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On the other hand, since two different applications using on-device ML can run
concurrently, Overlay-ML should isolate data generated by one application from others.
To support this isolation, Overlay-ML stores data in the form of a dedicated file that is
generated per application.

3.2. Overlay-Shuffle—Read

Now, we describe how Overlay-ML handles data that is partially stored whether in
main memory or storage device space to correctly perform inference on embedded devices.
Figure 4 shows the overall flows of overlay—shuffle-read operation in Overlay-ML. After
the data-load step, the pre-processing step is first triggered to make tensors and randomly
shuffle them (denoted by @). Unlike traditional on-device ML, Overlay-ML should scan
data both in the main memory and the underlying storage device space. At this step,
Overlay-ML randomly selects data regardless of where it is stored to avoid overfitting or
bias issues. We call this hybrid shuffling in the rest of this paper. In other words, shuffling
only data belonging to the main memory space can increase the loss value, which represents
the sum of errors in the ML model, because there is not enough sample data for inference
of image processing and pattern recognition. For supporting full shuffling efficiently,
Overlay-ML offers two read paths: a fast read path and a slow read path.

O train
1
@oad data from memory

Memory

@ /oad data from storage v

S A

Train Result

Storage
Figure 4. The overall flows of the overlay-shuffle-read operation in Overlay-ML.

Unlike the above write paths, the read path is determined according to the information
of the mapping table that records the location of data. Overlay-ML first randomly selects
data and finds the location of the corresponding data in the mapping table. If the location
is mapped to the memory space, Overlay-ML triggers the fast read path to load data from
the memory space (denoted by @). Otherwise, it issues a read operation to the underlying
storage device to load data via the slow read path (denoted by @). After finishing the pre-
processing step, Overlay-ML executes the training and validation steps based on tensors
shuffled prior step (denoted by @). Running ML model cannot be aware of where data
is loaded since Overlay-ML provides transparency of data. Then, Overlay-ML reclaims
unnecessary memory space that is not used in the future. It is repeated from the pre-
processing to the validation step until all epochs end (denoted by @). Finally, Overlay-ML
clearly removes the mapping table and dedicated file corresponding to an application after
terminating the application.

Note that the performance caused by slow read /write paths is poor because it is orders
of magnitude slower than the read /write latency of memory. However, it is meaningful in
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that they help to complete all training and validation steps belonging to the application
using on-device ML without any unexpected termination.

4. Evaluation

In this section, we describe our experimental setup and evaluate Overlay-ML against
the traditional on-device ML. Especially, we wish to answer the following two questions:

e Can Overlay-ML complete the training and validation for inference without unex-
pected termination on embedded devices?
*  How does shuffling of Overlay-ML contribute to the final loss value?

4.1. Experimental Setup

All evaluations were performed on two state-of-the-art smartphones that are consid-
ered high-end embedded devices. Table 1 summarizes hardware specifications in detail.

Table 1. Specifications of two smartphones.

Name Item Specifications
Chip Google Tensor
2 x 2.80 GHz Cortex-X1
CPU (octa-core) 2 x 2.25 GHz Cortex-A76
. 4 x 1.80 GHz Cortex-A55
Google Pixel 6 Pro GPU Mali-G78 MP20
RAM 12GB
Storage 128 GB (UFS 3.1)
oS Android 12
. Qualcomm SM8250
Chip Snapdragon 865 5G
1 x 3.0 GHz Kyro 585
CPU (octa-core) 3 x 2.42 GHz Kyro 585
Samsung Galaxy 520+ 4 x 1.8 GHz Kyro 585
GPU Adreno 650
RAM 8 GB
Storage 256 GB (UFS 3.0)
(O}) Android 10

For evaluation, we first built up evaluation environments based on TensorFlow Lite [28]
and implemented an application with the TFLite on-device personalization model that is a
pre-trained MobileNetV2 model to recognize image datasets [15] (i.e., transfer learning). We
also modified the implemented model to enable Overlay-ML features to run in a lightweight
way on two different smartphones and trained our private datasets that contain around
3000 images with the pre-trained model. Since the memory allocated to the application is
beyond the 512 MB limit after loading around 2100 images, the number of images in the
private datasets is large enough.

*  Baseline: this is the default object detection model that classifies and detects objects in
a given image or a video stream [28].

®  Overlay-ML (w/o Hybrid Shuffle): it follows of basic rules in Overlay-ML except for
the shuffling step. In this model, it shuffles data in the main memory and data in the
underlying storage device, separately.

® Overlay-ML: it enables all features of Overlay-ML based on the default object detec-
tion model.

To confirm how Overlay-ML works in memory pressure on high-end embedded de-
vices, we evaluate the resistance of Overlay-ML by varying the number of images, which
should simultaneously be accommodated and handled for performing image classification
and recognition. We performed each experiment by repeating it five times to obtain a stable
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and average value after rebooting devices; other applications never run except for system
applications, such as phones, SMS, etc.

4.2. Overall Performance

We first present the overall performance of all models and describe how Overlay-ML
survives in memory pressure.

Figures 5 and 6 show our evaluation results. As expected, Android OS terminated the
baseline application around the point where loading images of about 2100. In other words,
as shown in Figure 2, the baseline used the memory beyond the 512 MB limit. Therefore,
we cannot present the performance results of the baseline after 2500 images in both. On
the other hand, two applications with Overlay-ML features survived even though they
exceeded the memory limitation (i.e., 512 MB) because of the key idea of Overlay-ML. The
performance of applications with Overlay-ML features shows a similar performance to that
of baseline at 1500 images. The reason is that all applications can service the training and
validation procedures in memory space without any memory pressure; all data are stably
serviced via fast write or read paths. Meanwhile, the elapsed time of two applications with
Overlay-ML is higher than that of baseline at the number of 2000 images. The reason behind
these results is that Overlay-ML triggers the operations of slow write and read paths when
the total memory usage exceeds the pre-defined thresholds in Overlay-ML (i.e., 95% of the
memory limitation). We leave some memory space to run the hybrid shuffling operations
(i-e., 5% of the memory limitation). Finally, two applications with Overlay-ML show similar
performance in all cases except on 2500 images in Figure 5 and 2000 images in Figure 6.
We have analyzed the reasons for the difference and discovered that I/O interference
occurs at the storage level. In other words, since two applications with Overlay-ML perform
I/0 operations via the slow write path, they can interfere with I/O operations issued
by running applications or operating systems. We believe the performance difference is
negligible because the loss value is more important on the device ML model.

35
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Figure 5. Performance results on Google Pixel 6 Pro.
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Figure 6. Performance results on Samsung Galaxy S20+.

4.3. Loss Value

Now, we describe the loss value of Overlay-ML. As shown in the previous section, the
performance drop in Overlay-ML is unavoidable because it employs the operation of slow
write and read paths. However, Overlay-ML never allows a drop in the loss value; it is one
of the important parameters of the inference model. Therefore, we measured the loss value
while running the application based on the epoch.

First, we show our evaluation results when the number of images is 2000 (see
Figures 7 and 8). As we expected, all applications regardless of Overlay-ML features show
good loss value (lower is better). This is understandable because all data in the main
memory is shuffled evenly and randomly; it means there are no overfitting or bias issues.

0.5
—-—Baseline
--Overlay-ML (w/o Hybrid Shuffle)
0.4 ——Overlay-ML
o 03
0
o
-
0.2
0.1
o S—

1 2 3 4 5 6 7 8 9 10
Epoch

Figure 7. Loss on Google Pixel 6 Pro when the number of images is 2000.
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Figure 8. Loss on Samsung Galaxy S20+ when the number of images is 2000.

Now, we describe the evaluation results when the number of images is 3000. Figures 9 and 10
show the measured loss value while running the applications with Overlay-ML feature. Note
that the baseline application was terminated as mentioned before. Unlike previous results
(see Figures 7 and 8), Figures 9 and 10 show quite different loss values. Especially, the
application with Overlay-ML (w/o hybrid shuffle) significantly increases the loss value
because it suffers from overfitting or bias issues. On the other hand, the loss value of the
application with Overlay-ML is similar to that of the previous evaluation (i.e., when the
number of images is 2000). It is possible because of the hybrid shuffle feature of Overlay-ML.
In other words, data in the main memory or the underlying storage device is fully mixed
via the hybrid shuffle and it prevents the issues caused by data overfitting or bias.

-—-Overlay-ML (w/o Hybrid Shuffle)
6 Overlay-ML

4| T

Loss

1 2 3 4 5 6 7 8 9 10
Epoch

Figure 9. Loss on Google Pixel 6 Pro when the number of images is 3000.
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—-Overlay-ML (w/o Hybrid Shuffle)
6 Overlay-ML

Loss

1 2 3 4 5 6 7 8 9 10
Epoch

Figure 10. Loss on Samsung Galaxy 520+ when the number of images is 3000.

In summary, Overlay-ML supporting user-level application helps to finish the training
and validation procedures in any memory pressure and guarantees good loss value that
comes from the hybrid shuffle feature. However, it sometimes delays time to perform
the operation for slow write and read paths. We believe this is unavoidable and it can be
optimized by re-designing the logic of slow paths.

5. Conclusions

The traditional on-device ML framework has several inevitable challenges; (C1) hard-
ware limitation because of shortage of memory space, (C2) functionality limitation due to
the early stage of embedded software, and (C3) software limitation caused by the memory
management policy of Android OS.

In this paper, we propose a novel data management policy on-device ML, Overlay-ML,
that leverages the space extension feature to address the challenges C1 and C3, simulta-
neously. Our experimental results using the Overlay-ML prototype built on TensorFlow
Lite clearly show that Overlay-ML prevents the unexpected termination issue caused by
Android OS in memory pressure and completely finishes all training and validation proce-
dures for image processing and pattern recognition. In addition, Overlay-ML guarantees
good loss value by providing data transparency that is invisible outside of it. We believe
many researchers and engineers using various sensing devices can enjoy the benefits of
Overlay-ML in the real world since more hardware resource limitations are waiting to be
solved in low-end embedded devices.

Meanwhile, there can be a wide variety of interference among running applications at
the kernel level because resources (e.g., memory, CPU, and I/O stacks) are shared. Therefore,
we further discover the interference issues by analyzing the application’s operations on
mobile devices, which would be an interesting future work.
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Abbreviations

The following abbreviations are used in this manuscript:

ML Machine learning

UAV Unmanned aerial vehicle
ROV Remotely operated vehicle
DL Deep learning

TL Transfer learning

oS Operating system

TIoT Internet of things

LMKD Low memory killer daemon
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