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Abstract: Nowadays, technology is increasingly being adopted in different kinds of businesses
to process, store, and share sensitive information in digital environments that include enormous
numbers of users. However, this has also increased the likelihood of cyberattacks and misuse of
information, potentially causing severe damage. One promising technology, which can provide
the required security services with an improved level of efficiency, is blockchain. This research
explores the use of Ethereum blockchain and smart contracts to create a secure and efficient quality
assurance system (QAS) for academic programs. By utilizing blockchain and smart contracts, the
proposed approach improves the integrity and reliability of sensitive information processed by the
QAS, promotes transparency and governance, and reduces the time and effort required for quality
operations. The current approach uses an additional access control layer to further enhance user
privacy. Smart contracts automate various quality transactions and saves time and resources, and
hence increases the efficiency of the QAS. The interplanetary file system (IPFS) is used to address the
challenge of size limitations in blockchain. Additionally, this research investigates the use of various
cryptographic schemes to provide robust security services at the application layer. The experimental
results showed that the use of a hybrid cryptosystem relying on an Elliptic curve digital signature and
AES encryption (AES_ECCDSA) outperforms other counterparts’ cryptosystems using an RSA digital
signature and AES encryption (AES_RSADSA) and Elliptic Curve Integrated Encryption Scheme
check for (ECIES) in terms of speed. The performance results showed that AES_ECCDSA consumes 188 ms
updates to perform the required cryptographic operations for a standard-quality document with a size of
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respectively. This study presents a prototype implementation of the blockchain-based QAS, which
outlines the processing model and system requirements for key QAS processes. It has been found
that the cost and time required for blockchain operations vary depending on the size of the input
data—a larger data size requires more time and costs more to process. The results of the current
study showed that the time delay for blockchain transactions ranges from 15 to 120 s, while the cost
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ranges from USD 50 to USD 400. This research provides evidence that blockchain and smart contract
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1. Introduction

A quality assurance system (QAS) is crucial in ensuring the effectiveness and reliability
distributed under the terms and  Of academic programs in higher educational institutions (HEIs). The QAS provides system-
conditions of the Creative Commons _ atiC assessment and improvement of the various aspects of the educational environment,
Attribution (CC BY) license (https://  and thus, it is vital for monitoring and maintaining the overall quality of education in aca-
creativecommons.org/licenses/by/ ~ demic programs. The QAS involves various processes such as a rigorous assessment of the
40/). curriculum, students” performance, KPI analysis, and stakeholder surveys. The expected
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outcomes of these processes are significant for decision-making and the development of
improvement plans [1-3].

Ensuring the security of the sensitive information produced through the QAS is critical
and has recently received increasing interest. Research studies have shown that cyberattacks
and data breaches in HEI systems have been on the rise over the past decade [4].

Cybersecurity threats pose a significant risk to security and privacy in HEIs. Unautho-
rized manipulation of students’ certificates, assessments, and learning materials, as well as
the loss or unintended disclosure of sensitive personal data, are just a few examples of these
threats. Additionally, plagiarism and copyright violations are also major issues faced by
HEIs worldwide. In the digital world, threats to the QAS can arise due to both intentional
and unintentional misuse of resources in addition to cyberattacks such as Distributed
Denial-of-Service Attacks (DDoSs). DDoSs have become increasingly prevalent and can
result in catastrophic consequences for the system resources. These attacks can compromise
the confidentiality, integrity, and availability of the system, thus posing a significant threat
to its overall security and stability [5-8].

Therefore, finding an efficient and secure way to store, share, and process the sensitive
quality files produced by the QAS is highly needed. To counter related threats and cyberat-
tacks, the current research attempts to establish a reliable and trustworthy environment that
enables the safe exchange and cooperative development of quality files while preserving
privacy and security. Past research studies have emphasized the importance of developing
such environments and finding practical solutions to improve the efficiency of QASs [9-11].

The current research investigates the adaptation of the distributed ledger technology,
known as blockchain, to develop a secure and efficient QAS. Blockchain is one of the cutting-
edge technologies that can enhance the security and governance of a QAS via its powerful
security features. It can provide transparency, traceability, immutability, and secure sharing
and hence contribute to establishing trustworthiness and a reliable environment for quality
operations [12-14].

Many research studies have explored the advantages of using blockchain to offer
security services for several processes performed by HESs. Blockchain, along with related
technologies such as smart contracts, has been implemented to create a secure system that
ensures the integrity and availability of students’ certificates. Furthermore, blockchain
has been used to improve users’ privacy within HESs. Additionally, previous research
studies utilized the traceability features of blockchain to enable the effective tracking and
verification of sensitive information related to learning records, student scores, and work
experience. Moreover, one of the key benefits of blockchain in HESs is its ability to enhance
the governance and management of various processes [15-19].

Despite the potential advantages that blockchain and smart contracts offer in terms
of enhancing security and governance, their potential to support a QAS in academic
programs has not been fully explored. This research aims to address this gap by proposing
a blockchain-based QAS for academic programs that can effectively control and manage
quality operations, while also creating a transparent and trustworthy environment for
processing quality-related data and transactions. The proposed approach represents the
first attempt to develop a blockchain-based system to secure and manage quality assurance
processes. Moreover, this research investigates three well-known cryptographic schemes,
which are the RSA digital signature algorithm (DSA) with AES encryption, the Elliptic
Curve DSA with AES encryption, and the Elliptic Curve Integrated Encryption Scheme
(ECIES), to provide additional security services at the application layer. The cryptographic
schemes are implemented and compared in terms of time consumption to find the best one
to be integrated into the QAS.

The current research employs the interplanetary file system (IPFS) to address the
storage space limitations of blockchain. The IPFS is a distributed file sharing and storage
protocol that aims to provide safe and faster storage environments on the web. The IPFS
uses cryptographic hash functions to produce a unique hash code for each file and its related
blocks. The content-based hash can be used to search for files that might be distributed
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on several nodes in the network. In comparison with the traditional distributed storage
techniques that require storing multiple copies of the same file on different servers in the
network, IPFS can significantly reduce the redundancy of data stored across the network.
This represents a considerable saving in resources. Furthermore, the IPFS can enhance the
performance of data retrieval, because it uses a distributed hash table (DHT) to locate the
nearest copy of the file so that it can be efficiently retrieved. Also, the IPFS can avoid the
risk of a single point of failure and hence preserve the availability of data [20]. Additionally,
by integrating the IPFS with a blockchain, such as Ethereum, the scalability issues of
blockchain can be alleviated, since only essential transaction metadata are stored on the
blockchain, while large files are stored off-chain. The use of the IPFS can save blockchain
space and enhance the overall network performance [21].

The following sections present relevant research works, the proposed model, experi-
mental results and discussions, and finally, the conclusion and future research directions.

2. Related Work

Quality assurance in HEIs refers to the practices that aim to meet academic standards,
achieve learning outcomes, and improve the overall quality of academic programs [3].
An effective QAS plays a vital role in enhancing the quality of teaching and learning,
and hence, it improves the knowledge and skills earned by the programs’ graduates.
In today’s knowledge-based economy, advanced human capital is very important for
economic development and essential for a nation’s competitive advantage [22]. HEIs and
standardization organizations are committed to ensuring the quality of education and
academic accreditation. To achieve this, they have developed specific quality standards,
criteria, and practices [23,24].

QASs in HEISs strive to meet established standards and criteria in all aspects of the
academic environment. This includes teaching, learning, assessment, decision-making,
and improvement planning processes. As a result, QASs produce and process sensitive
information. Effective communication among stakeholders that takes security and privacy
issues in QASs into consideration is necessary [9].

In the last few decades, educational institutions have faced various information secu-
rity risks. It was found that there is a significant increase in risks to scientific integrity, in-
cluding unethical activities such as faking peer review processes, plagiarism, fabrication and
falsification of research materials, and other forms of misconduct. Research results found
that the estimated cost for handling such misconduct cases is around USD 110 million
annually. In addition, these unethical activities and misconduct have a severe impact on
the educational and research environment. Therefore, it is essential to implement effective
solutions to preserve integrity and create a secure and trustworthy educational and research
environment [6].

A recent study has shown that maintaining privacy is crucial in the fields of education
and research [7]. The study presented a system that enables real-time data analysis while
safeguarding user privacy. The proposed system ensures the anonymity of the extracted
data from the learning management system (LMS), preventing personal information from
being exposed during data analysis. However, the system does not address other signif-
icant concerns such as the integrity, accountability, transparency, and trustworthiness of
educational and research materials. Additionally, it does not provide a means of tracking
learning and research resources and quality reports.

In a research paper [23], the idea of an interactive online repository for learning
resources was put forward. This repository would allow teaching staff to work together on
creating educational materials. While the paper addressed collaboration and sharing of
resources, it did not touch on the crucial need for security measures to protect these assets.
Along with a secure environment for these materials, the authors emphasized other key
pillars of a quality educational system, such as transparency, integrity, validity, and fairness
in assessing students [8].
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During their discussions, researchers identified key factors that are crucial to the
success of international university cooperation. They determined that effective collabora-
tion between universities and other stakeholders is essential for creating a high-quality
education and research environment [10]. As a result, it has become increasingly important
to establish a secure and practical platform that facilitates the sharing and development of
educational materials and scientific research to promote continuous improvement within
higher education systems.

In [11], the researchers developed a trusted and transparent ecosystem for sharing per-
sonal data called “myneData”. The proposed ecosystem aims to address some challenges
related to legal obligations and technological limits. Another study aimed at developing
an effective and secure environment for sharing sensitive information in HEIs was pre-
sented in [24]. The researchers introduced a model that enables secure and distributed
configuration, authorization, and management in the cloud-based Internet of Things.

Numerous studies have explored the potential of cutting-edge technologies like
blockchain and smart contracts to create a secure and efficient framework for sharing
sensitive information, promoting collaborative development, and streamlining key pro-
cesses in higher education institutions (HEIs). For example, one recent study [19] leveraged
the dependable distributed ledger and promising smart contract technology to establish
a trustworthy distributed platform for issuing academic certificates and transcripts. In
a separate investigation, researchers developed a blockchain-based system that verified
the authenticity and integrity of students’ transcripts for hiring organizations, using the
immutable nature of blockchain to ensure the accuracy of students’ records [25].

In [26], a group of researchers implemented blockchain technology to create a learning
log platform and streamline the transfer of academic records between higher education
institutions (HEIs). By utilizing blockchain, HEIs were able to securely and efficiently
exchange student grades and academic records, particularly for universities with stu-
dent mobility programs. Another studies [27,28] developed a trusted framework using
blockchain technology to verify students” achievements and connect them with potential
employers. This enabled employers to easily identify qualified candidates for employment.

Studies have revealed that the implementation of smart contracts utilizing blockchain
technology has the potential to establish a secure and streamlined electronic platform for
higher education institutions (HEIs) [29]. This platform automates the assessment and
issuance of credentials, while providing a transparent and reliable environment to store
sensitive data produced by higher education systems (HESs). Additionally, ref. [7] proposed
a secure blockchain-based system design that enables collaboration among stakeholders
in HEIs to improve educational materials, such as course slides and tutorials. Another
research endeavor explored the anonymity feature of blockchain, which can enhance the
privacy of users in HEIs [30]. It was observed that utilizing blockchain technology can
provide users with greater control over their personal information and limit the exposure
of identifiable information.

Blockchain is adopted by various modern systems to improve security and efficiency.
The researchers in [31] investigated the use of blockchain and smart contracts to improve
an airport security system. The research findings showed that adopting smart contracts can
reduce the complexity and enhance the efficiency of airport security processes. Another
study in [32] adopted blockchain and the IoT for an efficient system for decentralized and
secure data recording. The proposed blockchain-based system maintains users’ privacy
and reduces operational costs.

Blockchain technology provides robust services such as data security, transparency,
and decentralization. Since the introduction of Bitcoin in 2008 [33], blockchain technology
has evolved significantly, leading to the development of various types of technologies that
are tailored to different uses and requirements. In general, blockchains can be categorized
into three types: public, private, and consortium (or federated) blockchains. Each type of
blockchain offers distinct advantages but has its own limitations.
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Public blockchains are open, decentralized networks, where anyone can participate
and validate transactions. Compared with other blockchain types, public blockchains are
characterized by transparency and security features. Private blockchains, on the other
hand, are restricted networks, where access is limited to a specific group of participants.
This sacrifices the level of decentralization and transparency, which can lead to concerns
about trust and security. Consortium blockchains blend elements of both public and
private blockchains by allowing a predefined group of participants to govern the network.
Although consortium blockchain has a higher level of trust and security in comparison with
private blockchains, it still inherits some disadvantages of the decentralized approaches.
For example, consortium blockchains have limited decentralization levels, which hinders
them from providing fully trustworthy and decentralized environments. Additionally, the
complex governance structures in consortium blockchains can lead to significant obstacles
to decision-making and increase the time consumed by blockchain transactions [34-36].

The current study adopts Ethereum, one of the most widely used public blockchains.
This enables the utilization of transparency, decentralization, and security features, which
are essential requirements for QASs. Additionally, Ethereum supports smart contracts,
which enables the automation of transactions, the efficient management of operations, and
the development of decentralized applications (dApps). The current approach suggests
adding a layer of authentication, supported by cryptographic algorithms, to the proposed
blockchain-based QAS to improve privacy and security services.

Furthermore, previous research has not fully explored the potential of utilizing
blockchain and smart contracts to enhance the security and governance in quality as-
surance processes. In this study, we leverage blockchain technology to create a dependable
and secure platform for sharing, collaborating, and validating sensitive quality information
and reports. Our aim is to establish a trustworthy environment that prioritizes transparency
and accountability.

In the next section, the proposed blockchain-based model for securing and managing
QAPs and related information in HEIs is presented.

3. The Proposed Blockchain-Based QAS

The proposed blockchain-based system aims to utilize the security features of blockchain
technology to offer a secure ecosystem for sharing and verifying quality information and
reports.

This section introduces the blueprint and simple prototype implementation of the
proposed blockchain-based ecosystem for QAPs. It represents a proof of concept and shows
the initial framework and principles that will guide the development of the ecosystem. The
aim is to create an efficient and secure system that can support various quality assurance
activities using blockchain and smart contract technologies.

3.1. High-Level Description

Figure 1 provides a comprehensive overview of the proposed QAS, which utilizes
blockchain technology to ensure transparency, integrity, and secure information sharing
among various parties. The QAP entails specific roles and responsibilities for quality
members, accreditation authorities, independent reviewers, deanship of quality, instructors,
course coordinators, advisory committees, and other departmental and college members.
The adaptation of blockchain technology offers the necessary security measures to guaran-
tee the success of the QAP.

The proposed solution offers clients a user-friendly web application that enables
them to seamlessly engage with the blockchain technology and carry out various quality
assurance tasks with the utmost security and transparency. The web application implements
stringent authentication and authorization protocols for users, which function as a robust
access control layer, ensuring that users are granted appropriate permissions according to
their designated role and can only perform relevant actions.
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Figure 1. High-level description of proposed blockchain-based quality assurance ecosystem.

The interface of the web application enables users within the quality assurance ecosys-
tem to engage with the blockchain via an application programming interface (API). Users
can undertake various tasks, including storing, sharing, and verifying quality reports, while
benefiting from the security features provided by blockchain technology. The proposed
ecosystem utilizes a permissioned blockchain to meet the security requirements of the QAS,
thereby limiting certain actions to privileged users within the blockchain-based quality
ecosystem.

It can be noticed from Figure 1 that the distributed storage technique known as the
interplanetary file system (IPFS) is used to solve storage limitations in the blockchain
technology. Through using the IPES, actual data and reports can be stored in the file system,
where the hash code of the file is stored on the blockchain. This can offer more space to store
quality data, which cannot be provided by the blockchain, and improve the performance of
blockchain operations.

3.2. Organizational Structure of Quality Assurance Ecosystem

This section aims to provide a comprehensive understanding of the proposed quality
assurance ecosystem based on blockchain technology. Figure 2 illustrates the organizational
structure that defines the roles and responsibilities of users in the ecosystem.
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Figure 2. Organizational structure of quality assurance ecosystem.

The accreditation authority is at the top level of the hierarchy and has the highest level
of authority. Authorized members of a specific accreditation authority can access quality
reports from all academic institutions and programs that are accredited by the authority or
seeking its accreditation. Additionally, the accreditation authority can access evaluation
reports submitted by its review panel. One critical responsibility of the accreditation
authority is to register the official email addresses of all users in the review panels and HEIs
(higher education institutions), represented by the deanship of quality that belongs to them.
The developers of the blockchain-based ecosystem must register official email addresses
for well-known accreditation authorities worldwide. In the future, a new accreditation
authority can be registered and approved by an existing authority.

The next level in the organizational structure’s hierarchy is the deanship of quality in
HEIs. The quality deanship in a particular university can access and approve all quality
reports submitted by colleges within the university and the independent reviewers assigned
by the deanship of quality. Authorized users” email addresses should be registered in the
blockchain-based ecosystem by the deanship of quality in each university.

The college council is the next level in the hierarchy. Similar to the previous levels,
the college council can access and approve quality reports submitted by college members
and is responsible for registering email addresses for all department councils and college
quality unit users.

At the bottom of the hierarchy is the department council, which can access and
approve reports submitted by all quality committee members, faculty, and advisory com-
mittees within the department. The department council is responsible for registering email
addresses for the department’s users.

It is evident from the organizational structure of the proposed ecosystem that there
are several cascading levels of authorities, and each level can observe and register users in
the next level of the organizational structure.

Table 1 outlines the roles and permissions for different users within the ecosystem
based on blockchain technology. Instructors are authorized to create, edit, view, approve,
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and comment on their course reports. However, other parties within the ecosystem can
only view, comment on, or approve the reports submitted by instructors.

Table 1. Roles and permissions in the proposed blockchain-based ecosystem.

Faculty Quality Department College Accreditation Deanship of . Advisory
Roles Reviewer
Permissions Member Committee Council Council Authority Quality (Evaluator) Committee
(Instructor) Member Member Member Member Member Member
Permissions related to course reports
Create course V.
report
View course
ot v v v v v v v v
Edit course
report v
Comment on
course report v v v v v v v v
Approve
course report v v v v
Permissions related to quality reports (APRs, LO assessments, KPI analysis, etc.)
Create quality Y,
reports
View quali
reports v v v v v v v v
Edit quality
reports v v v
Comment on
quality reports v v v v % v v
Approve
quality reports % % v %
Permissions related to user management
Register users Vv Vv V4 Vv
Cancel user
registrations % v v v

In the case of quality reports, such as APRs, survey reports, learning outcome as-
sessment (LO) reports, KPI analyses, and others, quality committee members within the
department have the right to create, edit, view, approve, and comment on them. Other
parties in the ecosystem can also view, comment on, or approve the reports, but they
cannot create them, as it is the responsibility of the quality committee members in the
department. Faculty members can only view the quality reports that have been approved
by the department council.

Regarding user management permissions, department and college councils, deanships
of quality representatives, and accreditation authorities are authorized to register and
cancel user registrations.

3.3. The Blockchain-Based Model for QAPs

In this section, we will discuss a proposed model for quality assurance processes
(QAPs) that utilize blockchain and smart contract technologies. The model explains how
these technologies can be used to perform different QAPs. Figure 3 presents the proposed
model.
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During the first stage, quality committee members and instructors prepare quality and
course reports. The quality reports are stored offline using IPFS technology, while the hash
code and version number are input to the smart contract. Representatives of the department
council prepare review reports and comments on the quality files prepared by quality
members. Like quality reports, review reports will also be stored offline in the IPFS, and
hash codes will be input into the smart contract, which will be signed by the departmental
and college council representatives. Once approved, all quality files’ transaction and hash
codes are stored in the blockchain to ensure the integrity and availability of sensitive quality
reports.

College council members can access reports submitted by academic departments,
while the deanship of quality can access reports prepared by all colleges within the uni-
versity. After signing the smart contract, the deanship of quality will receive a notification.
The ID of the smart contract signed by the college and the program information are input
to another smart contract at the university level.

An independent reviewer will write review reports that are stored in the IPFS, while
the hash codes are input to the smart contract, which will be signed by the higher education
institution (HEI), represented by the deanship of quality. Once the HEI signs the smart
contract, it is equivalent to the official approval of quality documents. As a result, the
accreditation readiness notification is sent to the accreditation authority and panel review.

The proposed system presented in Figure 3 leverages blockchain and smart contract
technologies to offer distinct advantages over traditional QASs. In the proposed blockchain-
based system, every transaction and update to quality documents is authenticated and
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recorded on an immutable ledger, ensuring transparency and traceability. Furthermore, the
use of smart contracts enables the automation of QAS processes and enforces compliance
with predefined policies. It is worth mentioning that the use of blockchain makes it virtually
impossible to tamper with quality records, because any attempt to alter quality records
would require consensus of all parties across the network. This significantly reduces the
risk of human error and fraud and preserves the integrity of sensitive quality data. In
contrast, traditional QASs are more centralized and vulnerable to various attacks, such as
unauthorized access, a single point of failure, and data manipulation and misuse. These
QASs typically rely on conventional databases that can be altered by users with sufficient
access privileges, creating potential security issues. Additionally, traditional QASs require
intensive human intervention and often lack the automated enforcement mechanisms
provided by smart contracts. For example, these systems require some officials to conduct
manual checks and updates to ensure compliance with quality standards. This can lead to
inefficiencies and increased administrative overhead.

In summary, the current blockchain-based QAS provides improved levels of security,
transparency, and automation compared to traditional quality systems, which suffer from
serious security and efficiency issues.

The next section presents the process model for user enrolment in the proposed QAS
and related user enrolment and registration operations.

3.4. The Process Model for User Enrolment

This section outlines the process model for user login in the proposed blockchain-
based quality assurance ecosystem. Figure 4 presents the main processes and actions taken
during user enrolment or login. This process model applies to all users who seek enrolment
in the platform.

To start, the user needs to access the web application. If the user already has an
account, they can log in using their credentials, which include their public wallet address,
email address, and password. Once authenticated, the user can log in to the system and
perform quality assurance activities based on their role and permissions, as presented in
Table 1.

However, if the user does not have an account, he needs to sign up and create one,
along with a blockchain wallet. The user must have an email address registered in the
system by a higher level of authority to do so. If the user is not registered, the blockchain
wallet creation process will not proceed.

Assuming that the user has a valid email address, a verification request will be sent to
that email address. Once the user is verified, he can proceed to create a blockchain wallet.
Otherwise, his request will be declined. The public key represents the user’s address in
the blockchain ecosystem and ensures privacy, since their actual identity will be hidden
from other users, except from the higher level of authority, according to the organizational
structure of the quality assurance ecosystem. It is essential to keep the private key of the
user’s wallet secret.

Then, the user should fill in the registration form, including his public key and email
address. A copy of the user’s information is sent to the higher level of authority to keep a
record of authenticated users containing their email and wallet addresses. Eventually, the
user can proceed to log in using his credentials.
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Figure 4. The process model for user logins in the blockchain-based platform.

3.5. System Requirements for Internal QAPs

This section presents the steps and requirements for conducting internal QAPs within
HEIs. The process involves creating, reviewing, storing, and approving quality documents.
To facilitate the approval process, smart contract technology is utilized, and an IPFS is used
to store quality files and address the size limits of the blockchain.

Figure 5 depicts the sequence diagram for internal processes conducted by various
entities involved in the QAS. The diagram also highlights essential system components
such as smart contracts and the IPFS.

Quality members can create quality reports and store them in the IPFS. The reports
hash codes and version numbers are then input into the smart contract. Department council
representatives can retrieve quality reports and request revisions. The review forms and
modified quality reports are stored using the IPFS, and the hash code is input to the smart
contract.

Representatives from college and department councils use their private keys to sign
the contract. By signing the smart contract, the quality reports are officially approved. Once
the contract is executed, an automatic notification and the necessary data to access the
quality reports are sent to the deanship of quality in the university.

’



Appl. Sci. 2024, 14, 4868 12 of 22
Depariment - i
Quality Member Council E{DHEQE C?“tf‘“" IPF3 Smart Contract DESE;:;E o
Representative e e

1. Greate and store quality report

T
i i
i i
] '
i i
i P
1 L

[
2. Send IPFS hash, version no of the report

4. Request revision

7. Store the reulsed version no of the quality report

----------------------------- -I-l------------—--—--—-l-

________ e e

3. Retrieve quglil',' report

5. Store the review form of the quality report

6. Send IPFS hash, version Mo of the r&uet. form

15. Send IPFS hash, version no of the revized report

9. Approval of th: quallty report by the department council

10. Approval of the quality report by lhe college council neluding IFFS '

coniract ID and date)

_______________________I

Figure 5. The sequence diagram for internal QAPs.

The next section outlines the system requirements for academic program accreditation
processes.

3.6. System Requirements for Accreditation Processes

The process of accrediting a program is a crucial part of the quality assurance system
(QAS). This section outlines the requirements for a blockchain-based system for program
accreditation. Figure 6 depicts the sequence diagram for the processes and actions that are
carried out by the entities involved in the accreditation process.

The system uses IPFS technology to store quality files and smart contracts to perform
transactions. The accreditation process involves program and quality deans from a particu-
lar HEI, the accreditation authority, and independent reviewers. All parties interact with
each other during the program accreditation process.

The first step involves the program representatives creating and storing accreditation
requirements and reports using the IPFS. The hash code and program information are
then input into the smart contract. In the next stage, the quality deanship requests an
independent review. The review request form includes the smart contract ID and the
hash code of the program files that are stored using the IPFS. The reviewer can access the
program quality reports by searching using the hash code. The reviewer then creates and
stores the review report, with the hash code and version number being input into the smart
contract.

Once the review report is complete, the quality deanship representative approves the
accreditation request and signs the smart contract. Once the smart contract is signed, the
formal request for accreditation, along with related quality reports, is automatically sent
to the accreditation authority. All transactions and quality reports are registered on the
blockchain to ensure protection from manipulation or falsification. The blockchain also
enables easy tracing of all transactions and quality documents.
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Figure 6. The sequence diagram for the program accreditation process.

Using blockchain technology ensures the confidentiality of users involved in the
accreditation processes. For instance, the personal information of independent reviewers is
not exposed to program or college representatives because they will be using the blockchain
platform through their wallet addresses or public keys.

After presenting a basic prototype implementation, the following section discusses
the security features and efficiency improvements that can be achieved by the proposed
blockchain-based platform for QAPs.

3.7. Implementation Environment
3.7.1. Ethereum Blockchain and Smart Contracts

The proposed blockchain-based QAS uses the well-known Ethereum blockchain and
smart contract technologies. The blockchain is public, so it can provide more security and
transparency levels. Moreover, there is an additional authentication and access control
layer imposed by the web system to control users and make sure that only authorized users
can perform transactions in the QAS, and each user can have permissions as per his role, as
specified in Table 1.

The Solidity programming language was used for implementing the smart contracts
on the Ethereum Virtual Machine (EVM), while the Truffle development framework was
used to facilitate the smart contract development and testing. The Metamask was used to
allow users to access their Ethereum wallet and perform transactions through the QAS. To
test the system, the known Rinkeby test network was utilized to avoid incurring actual
Gas costs. To evaluate the blockchain-based QAS performance, the current study used the
average block confirmation time, while the cost was estimated using the Gas fees offered to
miners, as described in the next section.

The following code was used to develop the smart contract for signing quality reports.
As previously mentioned, signing the smart contract represents official approval of the
quality reports by the signer, and thus a notification, including the hash code of the
report, the version number, and the owner’s information and his signature, is sent to other
concerned parties in the QAP to take necessary actions. The smart contract has three inputs:
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the hash code of the quality report, the version number of the document, and the wallet
address of the signer. Once the contract is signed, the function that sends the notification is
called immediately. The source code file for developing the smart contract can be accessed
through [37].

3.7.2. Methods to Evaluate the Performance and Resource Consumption Features of the
Proposed Blockchain-Based QAS

In order to evaluate the features of the proposed blockchain-based QAS, this study
utilizes performance and resource consumption metrics. Performance is assessed by calcu-
lating the time delay for blockchain transactions, typically represented by the average block
time. In Ethereum blockchain, the block time refers to the duration that it usually takes for
miners to solve the cryptographic puzzle required to add a new block to the blockchain.
In simpler terms, it is the time taken to confirm a particular blockchain transaction. The
block time is a crucial factor that affects the transaction speed and, consequently, overall
performance. On the other hand, the resource consumption is estimated by evaluating
the Gas fees and cost for Ethereum blockchain transactions. The Gas is a measurement
unit that estimates the amount of computational effort required to execute smart contracts
and blockchain operations. The Gas fees are offered for miners as an incentive to process
blockchain transactions. The fee is calculated via multiplying the Gas price by the Gas
limit, which is the total amount of Gas that the user is willing to spend on the blockchain
transaction [38].

3.7.3. Implementing Cryptographic Algorithms for Enhanced Security in QMS

The current research investigated the use of various cryptographic algorithms to
provide confidentiality, integrity, and non-repudiation services at the application layer.
This aims to make all users confident that sensitive quality information is confidential and
not manipulated by unauthorized parties. Moreover, the provided security services, in
particular digital signatures, aim to ensure that the user who created and signed the quality
report cannot deny his responsibility about that report.

To provide confidentiality, quality reports are encrypted using AES before sending
them to other parties or storing them on any storage areas of cloud service providers.
On the other hand, integrity and non-repudiation services were provided through digital
signatures. The current research applied two popular digital signature algorithms (DSAs),
which are the Elliptic curve cryptography DSA (ECCDSA) and RSA DSA. It has been
found that the ECCDSA takes less time to generate the signature and hence achieves better
performance. The rationale behind the enhanced performance level for the ECCDSA is
that it can provide the desired security level while using much smaller key sizes compared
to other public key cryptosystems. This means that the ECCDSA needs to perform less
computations and hence consumes less time. The used encryption scheme is depicted in
Figure 7.

As can be noticed from Figure 7, the implemented encryption scheme utilizes the
ECCDSA to digitally sign the sensitive quality files. The use of digital signatures aims
to ensure the integrity of such sensitive files and prevent source repudiation behaviors.
This research study implemented both the RSADSA and ECCDSA. The later scheme was
adopted because it has less computational complexity and takes less time. The code used
to implement the ECCDSA to sign and encrypt quality files can be accessed through [37].

The following section briefly describes the GUIs of the proposed QAS.
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Figure 7. Adopted encryption and digital signature scheme.

3.7.4. Developing the GUISs of the Proposed QAS

We used javascripts and HTML to develop the web application interface. For the
integrated development environment (IDE), a visual studio was used to write the HTML
and Javascript codes.

Figure 8 shows the login interface for the proposed blockchain-based QAS. The user
needs to login using his wallet ID, email address, and password, as previously discussed in
the process model presented in Figure 8.

il

Secure Quality Assurance System

Email
Password

Login

Forgot Password? | Sign Up

Figure 8. Login interface for the QAS.

The following section introduces the experimental results and analysis in terms of the
performance and cost of the blockchain transactions and cryptographic operations, along
with elaborations of the main research findings.

4. Experimental Results and Discussion

This section introduces the experimental results for the proposed blockchain-based
QAS and cryptographic schemes. The results mainly show the time delay and cost of
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the blockchain transactions and the time requirements for the different cryptographic
operations required to provide security services for quality files.

4.1. Time Delay and Cost of Blockchain Transactions

This section presents the results in terms of the estimated Gas fees and costs of
Ethereum transactions. Additionally, the estimated time delay for block confirmation is
calculated. We assume that the input size of the transaction data ranges from 200 bytes to
1600 bytes. Equations (1) and (2) are used to calculate the cost and time delay, respectively.
The results are presented in Table 2.

Estimated cost (USD) = ((Gas Unit x ETH)/100) x EX (1)

where ETH is the Ethereum Gas price and is generally denoted in Gwei, and EX is the
real-time exchange rate for ETH to USD.

Estimated Time delay (in seconds) = No. Blocks x BlockTime )

We assumed that the average block time is 15 s.

Table 2. Time consumption results for the cryptographic operations with blockchain transactions.

Data Size Time Consumption of Cryptographic Schemes with Blockchain
(Kilobytes) AES_ECCDSA AES_RSADSA ECIES
400 KB 30.036 30.42 30.150
800 KB 60.107 60.124 60.282
1200 KB 90.188 90.231 90.739

Figure 9 presents a comparison between the time delay (secs) and cost (USD) for
blockchain transactions on quality files of different sizes. By observing the experimental
results, it can be noticed that there is a direct relationship between the costs and time delays
for blockchain transactions. Moreover, both the time delay and cost values increase as the
file size increases. Consequently, the incorporation of IPFS technology to downsize the
data that are kept in the blockchain becomes crucial in reducing the time delay, saving
transactions costs, and boosting the overall performance of blockchain transactions.

Time delay and Cost for Blockchain Transactions

$400.00

5300.00

$200.00

120

$100.00

200 bytes 400 bytes 800 bytes 1200 bytes 1600 bytes
15 30 60 90 120

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Figure 9. Time delay and cost of blockchain transactions on quality files of different key sizes.
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The next section presents a deep analysis of the time consumption results and com-
parisons between the three cryptographic schemes. This aims to highlight the scheme that
achieves the best performance level.

4.2. Time Consumption of Cryptographic Operations

The experiments conducted in this research implemented three cryptographic schemes.
This aims to provide the required security services to protect sensitive quality information
produced by the QAS. In particular, the experiments implemented the ECCDSA and
RSADSA to provide digital signatures. After the quality files were digitally signed, they
were encrypted using the AES algorithm to preserve the confidentiality of the content.
Additionally, the current study investigated the implementation of the ECIES scheme to
provide both authentication and confidentiality. Table 3 presents the time consumption in
milliseconds of various cryptographic operations for the three schemes. The cryptographic
schemes were tested on various standard quality reports of variable sizes. It can be noticed
that the ECCDSA takes less time compared to the RSADSA. This is expected because of
the ability of the ECC to provide the required level of security using much smaller key
sizes. Therefore, the current research adopts the ECCDSA as the standard algorithm to
provide non-repudiation and authentication services. In addition, the AES algorithm was
implemented to provide confidentiality. The experimental results showed that the ECIES
algorithm takes a longer time compared to other algorithms. This is perhaps due to the
need to exchange keys and generate an HMAC. The algorithm does not provide a non-
repudiation service, which is required for many quality transactions. Therefore, it is not
recommended for the current quality system implementation.

Table 3. Time consumption results for the cryptographic operations.

Size Time Consumption of Time Consumption of Time Consumption of
Quality Reports (Kilobytes) AES_ECCDSA AES_RSADSA ECIES Cryptographic
y Cryptographic Operations  Cryptographic Operations Operations

AES ECCDSA AES RSADSA HMAC and Encryption
Quality Contracts 447 KB 3 33 2 40 150
Course Reports 1215 KB 43 64 43 81 282
Annual Program Report 8088 KB 57 131 57 174 739
Course Specification 597 KB 14 54 14 69 218
Program Specification 1167 KB 18 58 18 86 227

Figure 10 shows a comparison in terms of the total time consumed by the digital
signature and encryption operations of the ECCDSA and RSADSA and the total time
consumed by ECIES operations. It can be noticed that the ECCDSA achieved the best
results, followed by the RSA. However, the ECIES algorithm took a longer time to execute
in comparison to other cryptographic schemes.

Table 4 presents the time consumption (in seconds) results for different cryptographic
operations with blockchain transactions for data sizes ranging from 400 to 1200 KB. It is
evident that the AES_ECCDSA hybrid cryptographic scheme consistently performs the
best compared to other schemes. This is expected, as the time consumption of blockchain
transactions is directly related to the file size, regardless of the cryptographic algorithm
used. The lowest time consumption was observed when using the AES_ECCDSA for
encrypting, signing, and storing a file of approximately 400 KB. In contrast, the ECIES
scheme resulted in the longest processing time for files compared to other algorithms.
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Figure 10. Time consumption of different cryptographic schemes.

Table 4. Time consumption results for the cryptographic operations with blockchain transactions.

Data Size Time Consumption of Cryptographic Schemes with Blockchain
(Kilobytes) AES_ECCDSA AES_RSADSA ECIES
400 KB 30.036 30.42 30.150
800 KB 60.107 60.124 60.282
1200 KB 90.188 90.231 90.739

The following discussion highlights the advantages of utilizing the proposed blockchain-
based ecosystem from a security perspective.

4.3. Features of the Proposed Blockchain-Based QAS

This section explains how the blockchain technology, through its powerful security
features, can improve privacy and provide secure and trustworthy environment for the
QAS. Additionally, the discussion clarifies the improvements in efficiency of various quality
operations that can be achieved by implementing blockchain and smart contracts.

4.3.1. Privacy

Ensuring the protection of users’ privacy is a crucial aspect of a QAS. As the quality
assurance and accreditation processes involve sensitive transactions and decision-making,
it is imperative to provide privacy to various users, including independent reviewers
and quality members. The blockchain’s anonymity feature can enhance user privacy by
concealing personal information on the platform. Users can conduct transactions through
their blockchain wallet, with each user being identified by their public key. For instance, the
personal details of independent reviewers who are responsible for assessing a program’s
eligibility for accreditation are not visible to quality members or program representatives.
This is akin to the blind peer review process used by scholarly journals for research articles.

4.3.2. Integrity

QAPs generate crucial information and reports that contribute towards decision-
making and continuous improvement planning. Therefore, it is imperative to maintain the
integrity of quality-related information and never compromise it. Blockchain’s immunity
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feature, which is powered by cryptographic algorithms, is the cornerstone of providing
integrity services in the QAS. Quality reports and transactions saved in the blockchain
cannot be tampered with, ensuring the authenticity and reliability of sensitive quality
information. The proposed quality assurance ecosystem has adopted the IPFS technology
to overcome the storage limitations of blockchain. Quality documents are stored offline
using the IPFS, while only the hash codes are stored online in the blockchain platform. This
saves storage space and enhances the performance of blockchain transactions.

4.3.3. Accountability and Transparency

Blockchain technology is a powerful tool that brings transparency and accountability
to transactions within the QAS. With the use of private keys, users can approve quality
reports, sign smart contracts, and take responsibility for their actions. By utilizing public
key encryption, users can trust that their signed contracts are legitimate and approved by
the intended parties. The beauty of this blockchain-based ecosystem is that it offers account-
ability without sacrificing privacy. While users are accountable for all transactions within
their blockchain wallet, their personal information is only visible to higher authorities. This
ensures the safety and confidentiality of user information while promoting transparency
and trust within the quality assurance ecosystem.

4.3.4. Traceability

The proposed quality assurance platform leverages the power of blockchain technol-
ogy to include a traceability feature. This state-of-the-art platform allows for streamlined
tracking of all QAS transactions, providing all involved parties with the ability to verify
the timeline of quality assurance activities. This aspect of the QAS is essential, as it bolsters
the credibility of the entire environment and ensures that quality assurance activities are
completed in a timely fashion. With this level of transparency, stakeholders can make
informed decisions efficiently and effectively.

4.3.5. Efficiency

Within the current blockchain-based ecosystem, smart contract technology is utilized to
enhance the efficiency of quality assurance transactions. These transactions are automated
and can be processed much faster than manual QAS processes. For instance, once the
HEI representative signs the smart contract, the request for evaluation is automatically
transmitted to the accreditation authority. Similarly, when quality members approve a
particular quality report by signing the corresponding smart contract, the subsequent
quality assurance procedure is automatically triggered at a higher level of authority. This
streamlines quality processes, saving time and effort and ensuring promptness.

Moreover, by employing smart contracts, the need for a third party to oversee QAPs is
avoided, as all transactions are automated and transparent. This reduces the workload for
all parties involved in the QAS and conserves valuable resources.

5. Conclusions and Future Work

A QAS is crucial for academic programs in HEIs. It processes sensitive information
that is integral to decision-making and improvement planning. However, traditional
QASs face several cybersecurity challenges, including issues related to privacy, reliability,
integrity, and trustworthiness. Furthermore, current QASs lack effective governance, which
represents a significant challenge that must be addressed to ensure the efficiency and
reliability of quality assurance operations.

This study proposes a blockchain-based QAS to improve the security of information
assets and enhance the governance of quality processes for academic programs. The current
approach employs Ethereum blockchain, along with an authentication and authorization
layer that controls access to system resources. Smart contract technology is utilized to
perform transactions and enhance the efficiency of the QAS. This study also presents a
prototype implementation of the blockchain-based QAS, which includes essential processes,
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such as processing and approving quality reports at the departmental and institutional
levels, independent reviews, and program accreditation processes. The blockchain-based
platform successfully provides a secure and trustworthy quality ecosystem, supported by
valuable security services, ensuring qualities such as integrity, accountability, transparency,
and traceability. Additionally, the current blockchain platform enhances the privacy of
users, which is crucial for sensitive processes, such as independent reviews.

Furthermore, the current study leverages a hybrid cryptographic scheme to ensure that
the application layer is secure. The experimental results showed that the ECCDSA coupled
with AES encryption provides better performance than other cryptographic algorithms,
resulting in a reduced time delay.

Future research will extend the blockchain-based QAS to include important processes
related to institutional accreditation. Additionally, future studies will investigate the
adaptation of various blockchain platforms and consensus algorithms to improve the
performance and reduce the transactional costs.
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Abbreviations

Notation Description

QAS Quality assurance system
DDoS Denial-of-Service Attacks
DSA Digital signature algorithm
dApps Decentralized applications
IPFS Interplanetary file system

ECCDSA  Elliptic curve cryptography DSA
RSADSA  RSA digital signature
ECIES Elliptic Curve Integrated Encryption Scheme
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