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Abstract: Distributed tracing is cutting-edge technology used for monitoring, managing, and trou-
bleshooting native cloud applications. It offers a more comprehensive and continuous observability,
surpassing traditional logging methods, and is indispensable for navigating modern complex soft-
ware architectures. However, the sheer volume of generated traces is staggering in distributed
applications, and the direct storage and utilization of every trace is impractical due to associated
operational costs. This entails a sampling strategy to select which traces warrant storage and analysis.
Historically, sampling methods have included a rate-based approach, often relying heavily on a
manual configuration. There is a need for a more intelligent approach, and we propose a hierarchical
sampling methodology to address multiple requirements concurrently. Initial rate-based sampling
mitigates the overwhelming volume of traces, as no further analysis can be performed on this level. In
the next stage, more nuanced analysis is facilitated based on the previous foundation, incorporating
information regarding trace properties and ensuring the preservation of vital process details even
under extreme conditions. This comprehensive approach not only aids in the visualization and
conceptualization of applications but also enables more targeted analysis in later stages. As we delve
deeper into the sampling hierarchy, the technique becomes tailored to specific purposes, such as
the simplification of application troubleshooting. In this context, the sampling strategy prioritizes
the retention of erroneous traces from dominant processes, thus facilitating the identification and
resolution of underlying issues. The focus of this paper is to reveal the impact of sampling on
troubleshooting efficiency. Leveraging intelligent and explainable artificial intelligence solutions
enables the detection of malfunctioning microservices and provides transparent insights into root
causes. We advocate for using rule-induction systems, which offer explainability and efficacy in
decision-making processes. By integrating advanced sampling techniques with machine-learning-
driven intelligence, we empower organizations to navigate the complexities of large-scale distributed
cloud environments effectively.

Keywords: native cloud applications; application monitoring; distributed tracing; trace sampling;
application troubleshooting; root cause analysis; explainable artificial intelligence; rule-induction systems

1. Introduction

Distributed tracing (DT) has emerged as a crucial tool for effectively monitoring and
troubleshooting native cloud applications [1-7]. It plays a pivotal role in understanding
the behavior and performance of applications across distributed environments. Native
cloud applications often adopt microservices architecture, decomposing the application
into smaller, loosely coupled services. Each service performs a specific function and
communicates with others via Application Programming Interfaces (APIs). DT enables the
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inspection of the flow of requests across the microservices, providing insights into how
requests are processed and identifying any bottlenecks or issues within the system [8].

Native cloud applications are designed to be highly scalable and dynamically allo-
cate resources based on demand. DT accommodates this dynamic nature by providing
visibility regarding the performance of services as they scale up or down in response to
changes in workload. This ensures that performance issues are detected and addressed
in real time, maintaining the application’s reliability and responsiveness. They often uti-
lize containerization and container orchestration via Docker and Kubernetes, respectively.
Those technologies enable applications to be deployed and managed efficiently in a dis-
tributed environment. DT is integrated with container platforms for tracking requests as
they traverse across containers and pods, providing insights into resource utilization and
communication patterns.

DT is typically part of a broader observability stack, including metrics and logging [2,9].
Integration with metrics allows for correlation between trace data and performance met-
rics, enabling a more profound analysis of application behavior. Similarly, integration
with logging platforms provides context around specific events or errors captured in logs,
enhancing the troubleshooting process [10-18].

Several critical points are made regarding the complexities and challenges associated
with DT. One is the volume of traces in which many requests are routine and unremarkable,
often called normal traces. Sampling in DT involves capturing a subset of traces for analysis
instead of storing every trace to manage costs. This subset includes “interesting” traces
encompassing various events in a distributed architecture. Interest can be linked to a trace
latency when traces surpassing a latency threshold are selectively sampled. This allows
for the identification of performance bottlenecks and areas needing improvement. Interest
can also be linked to errors. Erroneous traces or exceptions are sampled to investigate and
address system reliability and stability issues. Requests or services can be prioritized to
help determine which traces to sample. High-priority components, such as critical services
or specific user interactions, are given preference for sampling. Companies typically adopt
one of two strategies for capturing these events.

The common sampling strategy is head-based sampling [2], in which traces are ran-
domly sampled based on a predefined rate or probability, such as 0.1-1% of all traces.
This approach relies on the principle that a sufficiently large dataset will capture the most
interesting traces. However, it is worth noting that sampling meaningfully diminishes the
value of DT. While sampling is necessary to manage costs, it can limit the effectiveness of
DT for troubleshooting and debugging purposes. Developers may encounter situations
where important traces are missed due to sampling, leading to a loss of trust in the tracing
data. Consequently, developers may revert to traditional debugging methods, such as
logs, undermining the value of DT [8]. A more intelligent strategy is called tail-based
sampling, where the system waits until all spans within a request have been completed
before determining whether or not to retain the trace based on its entirety. What truly
matters here are the around 5% of traces that carry anomalies: errors, exceptions, instances
of high latency, or other forms of soft errors. However, the ideal scenario would involve
analyzing the entire set of traces, identifying anomalies, and retaining them for thorough
examination. In this paper, we advocate for a multi-purpose and hierarchical strategy
combining head-based and tail-based scenarios, focusing on the efficiency of application
troubleshooting and root cause analysis (RCA). We are considering a multi-layered ap-
proach to efficiently capture and preserve different types of information within a system.
Overall, this hierarchical sampling approach efficiently manages trace data by prioritizing
information based on its relevance and importance for system analysis and troubleshooting.
It balances the need to reduce data volume with the requirement to retain critical details
for comprehensive understanding and problem resolution.

One of the main benefits of DT is improved application performance, resulting in
reduced mean time to detect (MTTD) and mean time to repair (MTTR) IT issues. DT enables
penetration to the bottom of application performance issues faster, often before users notice
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anything wrong. Upon discovering an issue, tracing can rapidly identify the root cause and
address it. It also provides early warning capabilities when microservices are in poor health
and highlights performance bottlenecks anywhere. However, this task is only feasible
for a few system administrators or site reliability engineers (SREs) due to the large scale
of modern distributed environments. The solution is an artificial intelligence (AI) for IT
Operations (AIOps) strategy that leverages Al-powered software intelligence to automate
developments, service deliveries, and troubleshooting. AIOps is a real game-changer for
managing complex IT systems.

In AIOps, where machine learning (ML) algorithms analyze vast amounts of data to
automate IT operations and decision-making processes, transparency and interpretability
are paramount. Trust in AIOps hinges on implementing explainable AI (XAI) solutions [19].
Those techniques enable stakeholders to understand and interpret the decisions made
by Al models, build confidence in their reliability, and facilitate human—AlI collaboration.
By providing insights into how Al algorithms arrive at their conclusions, XAl fosters trust
among users, reduces the risk of biased or erroneous outcomes, and enhances the adoption
and effectiveness of AIOps solutions. We focus on rule-learning systems and show their
efficiency in combination with trace sampling. Rule induction systems, such as RIPPER
(Repeated Incremental Pruning to Produce Error Reduction) [20] and C5.0 rules [21] are
common examples of XAl solutions.

The paper is organized as follows. Section 2 describes the main trends of trace sampling
and rule-induction. Section 3 describes the main idea of our approach. Section 4 discusses
the main motivation and contribution of this research. Section 5 explains the methods
of trace sampling based on properties when the goal is to preserve all available types,
latencies, and errors uniformly. Section 6 presents an application troubleshooting strategy
and the impact of noise reduction on a rule induction process. Section 7 summarizes the
results and discusses future opportunities. Section 8 provides the list of patents related to
this research.

2. Related Work
2.1. Distributed Tracing Vendors

Many companies/vendors are developing DT technologies with some sampling capa-
bilities built in. We will mention a few of them.

* Jaeger is an open-source DT system developed by Uber Technologies. It is widely
used for monitoring and troubleshooting microservices-based applications [22].

e  Zipkin is another open-source DT system originally developed by Twitter. It helps
developers gather data for various components of their applications and troubleshoot
latency issues [23].

e  LightStep is a commercial company that offers tracing solutions for monitoring and
troubleshooting distributed systems [24].

¢ Datadog is a monitoring and analytics platform that offers features for collecting and
analyzing traces, logs, and metrics from applications and infrastructure [25].

* Dynatrace is a software intelligence platform that provides features for monitor-
ing and analyzing the performance of applications and infrastructure, including
DT capabilities [26].

*  New Relic offers a monitoring and observability platform that includes features for col-
lecting and analyzing traces, logs, and metrics from applications and infrastructure [27].

¢ AppDynamics is an application-performance-monitoring solution that provides fea-
tures for monitoring and troubleshooting applications, including DT capabilities [28].

¢ Honeycomb is an observability platform that offers features for collecting and analyzing
high-cardinality data, including traces, to debug and optimize applications [29].

e Grafana is an open-source analytics and visualization platform that can visualize

traces, logs, and metrics collected from various sources, including DT systems [30].
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e  Elastic is the company behind Elasticsearch, Kibana, and other products in the Elastic
Stack. Their solutions offer features for collecting, analyzing, and visualizing traces,
logs, and metrics [31].

2.2. Industrial Sampling Examples

Various companies and researchers are developing end-to-end DT technologies in
which sampling is one of the core components as the prevailing approach to reducing
tracing overheads. Instead of tracing every request, the sampling only captures and
persists traces for a subset of requests to the system. To ensure that the captured data
are useful, sampling decisions are coherent per request—a trace is either sampled in its
entirety, capturing the full end-to-end execution, or not at all. Sampling effectively reduces
computational overheads; these overheads are only paid if a trace is sampled, so they can
be easily reduced by reducing the sampling probability ([32-35] with references therein).

Large technology companies such as Google, Microsoft, Amazon, and Facebook often
develop methods to monitor and analyze the performance of their own systems and
applications. Early tracing systems such as Google’s Dapper [36] and later Facebook’s
Canopy [37] make sampling decisions immediately when a request enters the system. This
approach, known as head-based sampling, avoids the runtime costs of generating trace
data as they occur, uniformly at random, and the resulting data are simply a random subset
of requests. In practice, sampling rates can be as low as 0.1% [32].

Tail-based sampling is an alternative to head-based sampling. It captures traces for
all requests and only decides whether to keep a trace after it has been generated. While
OpenTelemetry [38] offers a tail-based sampling collector, its implementation presents
challenges as storing all spans of a trace until the request concludes demands a sophisti-
cated data architecture and solutions. One such end-to-end tracing method to enhance
distributed system dependability by dynamically verifying and diagnosing correctness and
performance issues is proposed in paper [39]. The idea is based on clustering execution
graphs to bias sampling towards diverse and representative traces, even when anomalies
are rare.

Google has developed DT technologies, such as Google Cloud Trace and OpenCensus,
which allow users to collect and analyze trace data from applications running on Google
Cloud Platform and other environments. Each Google Cloud service makes its own
sampling decisions. When sampling is supported, that service typically implements a
default sample rate or a mechanism to use the parent’s sampling decision as a hint as
to whether to sample the span or maximum sampling rate [40]. OpenCensus provides
“Always”, “Never”, “Probabilistic”, and “RateLimiting” samplers. The last one tries to
sample with a rate per time window, which by default is 0.1 traces/s [41].

Azure Application Insights sampling [42] aims to reduce telemetry traffic, data,
and storage costs while preserving a statistically correct analysis of application data. It
enables three different types of sampling: adaptive sampling, fixed-rate sampling, and in-
gestion sampling. Adaptive filtering automatically adjusts the sampling to stay within the
given rate limit. If the application generates low telemetry, like during debugging or low
usage, it does not drop items as long as the volume stays under the limits. The sampling
rate is adjusted to hit the target volume as the telemetry volume rises. Fixed-rate sampling
reduces the traffic sent from web servers and web browsers. Unlike adaptive sampling, it
reduces telemetry at a fixed rate that a user decides. Ingestion sampling operates where
web servers’, browsers’, and devices’ telemetry reaches the Application Insights service
endpoint. Although it does not reduce the telemetry traffic sent from an application, it does
reduce the amount processed and retained (and charged for) by Application Insights. Mi-
crosoft researchers introduced an observability-preserving trace sampling method, denoted
as STEAM, based on Graph Neural Networks, which aims to retain as much information
as possible in the sampled traces [43].

In 2023, AWS announced the general availability of the tail sampling processor and the
group-by-trace processor in the AWS Distro for OpenTelemetry collector [44]. Advanced
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sampling refers to a strategy in which the Group By Trace processor and Tail Sampling
processor operate together to make sampling decisions based on set policies regarding
trace spans. The Group By Trace processor gathers all of the spans of a trace and waits for
a pre-defined time before moving them to the next processor. This component is usually
used before the tail sampling processor to guarantee that all the spans belonging to the
same trace are processed together. Then, the Tail Sampling processor samples traces based
on user-defined policies.

2.3. XAl for Application Troubleshooting

One of the main purposes of DT is to ensure application availability and fast trou-
bleshooting in case of performance degradation. However, system administrators can no
longer perform real-time decision-making due to the growth of large-scale distributed
cloud environments with complicated, invisible underlying processes. Those systems
require more advanced and ML/Al-empowered intelligent RCA with explainable and
actionable recommendations ([18,45-51] with references therein).

XAI [19] builds user and Al trust, increases solutions’ satisfaction, and leads to more
actionable and robust prediction and RCA models. Many users think it is risky to trust
and follow Al recommendations and predictions blindly, and they need to understand the
foundation of those insights. Many ML approaches, like decision trees and rule-induction
systems, have sufficient explainability capabilities for RCA. They can detect and predict
performance degradations and identify the most critical features (processes) potentially
responsible for malfunctioning.

In many applications, explainable outcomes can be more valuable than conclusions
based on more powerful approaches that act like black boxes. Rule learners are the best if
outcomes’ simplicity and human interpretability are superior to the predictive power. The
list of known rule learners consists of many exciting approaches. We refer to [52] for a more
detailed description of available algorithms, their comparisons, and historical analysis. It
contains relatively rich references and describes several applications [20,21,53-56]. Rule
learning algorithms have a long history in industrial applications [7,13,57-64]. Many such
applications utilize classical classifiers like C5.0Rules [21] and JRip. The last one is the
Weka implementation of RIPPER.

The recommendations derived from rule-learning systems can be additionally verified
regarding uncertainty based on the Dempster-Shafer theory (DST) of evidence [65]. This
is an inference framework with uncertainty modeling, where independent sources of
knowledge (expert opinions) can be combined for reasoning or decision-making. In [66],
it is leveraged to build a classification method that enables a user-defined rule validation
mechanism. These rules “encode” expert hypotheses as conditions on the dataset features
that might be associated with certain classes while making predictions for observations.
The theory provides a “what-if” analysis framework for comprehending the underlying
application, as applied in [67]. This means that in the current study context, we can
apply the same framework to estimate the effectiveness of the trace sampling approaches
while comparing the rule validation results in the pre- and post-sampling stages. DST
is overlooked in terms of learning algorithms that could be utilized in predictive system
diagnostics ([45], which emphasizes that gap). Therefore, its application in our use-case of
RCA-effective trace sampling is an additional novelty that we introduce.

3. The Main Idea

This section describes our multi-layer strategy with the final goal of application
troubleshooting. One common approach to collecting traces is to use a tracer based on
OpenTelemetry, Zipkin, Jaeger, etc. The tracer is configured to forward traces, metrics,
and logs from an application to a proxy. The proxy securely, quickly, and reliably sends
data to a Trace Manager. A cloud-scale application generates a large number of traces.
The proxy should be configured to sample data to reduce the volume. A common strategy
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Explainable Al

Reveals the root causes of IT
issues, detects bottlenecks and
recommends optimizations.

Application Troubleshooting

Explores traces and spans and detects
performance degradations. Filters out

is to apply head-based sampling, also known as a rate-based strategy, which randomly
samples without going deep into the context (see Figure 1).

In our case, regardless of the sampling strategy, the tracer allows all error spans. Based
on the traces, it collects and reports request, error, and duration (RED) metrics to provide
full application observability. RED metrics measure requests (the number of requests
being served per second), errors (the number of failed requests per second), and durations
(per-minute histogram distributions of the amount of time that each request takes). These
metrics can be used for application troubleshooting.

Cloud Applications

Configured by a Tracer that instruments,
collects, and exports metrics, logs, and
,\ traces. Performs preliminary sampling
‘ . based on a configuration.

Trace Manager

Cloud service that manages
traces and metrics. Performs
property-based trace sampling.

appropriate trace traffic and performs

error-based sampling.

Figure 1. Trace sampling multi-layer design.

The Trace Manager collects and samples traces based on their properties, such as type,
duration, and error, although other properties can be considered. Then, the Trace Manager
visualizes and analyzes the traces. At this stage, the main purpose of the property-based
sampling is to preserve all available properties for further analysis. Trace-type sampling
involves categorizing traces based on their characteristics or origins within the system.
On the other hand, duration-based sampling prioritizes the collection of traces associated
with significant delays or performance bottlenecks.

Error-based sampling identifies and retains traces associated with errors, exceptions,
or other abnormal conditions within the application. Combining these approaches allows
the system to store more diverse traces, ensuring that valuable information across different
categories and performance metrics is captured. By isolating and storing these traces,
developers and system administrators have the necessary data to diagnose and address
issues effectively, improving overall system reliability and performance.

However, the basic purpose of the Trace Manager is application troubleshooting
in the case of performance degradation. It has diverse tools for different management
tasks. One of them is the Traces Browser, which can reveal the context and details of
traces. In the Traces Browser, one can search for traces that include spans for a particular
operation or examine the spans that belong to a selected trace. It is also possible to view
the corresponding RED metrics for troubleshooting purposes.

Another sophisticated troubleshooting engine is an applications map that overviews
how the applications and services are linked. It allows us to focus on a specific service, view
RED metrics for each service, and filter out trace traffic for the malfunctioning microservices.
Here, noise reduction is performed based on the rate-based sampling of erroneous traces.
It preserves all dominant normal and erroneous traces and removes the rare ones. This
approach is acceptable when the problem has already been detected, and the goal is to
explain it.

The final layer applies XAl on the sampled data for RCA, bottleneck detection, and op-
timizations. In particular, rule learning systems which applied to the reduced tracing traffic
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can generate recommendations in the form of rules which should be inspected by system
administrators to accelerate the remediation of IT issues.

4. Motivations and the Main Contributions

A common method for troubleshooting applications involves utilizing Traces Browser
or Application Maps, which enable the examination of malfunctioning microservices. These
tools allow for the isolation of trace traffic, facilitating the feeding of trace data into the
browser for an in-depth analysis of traces and spans. Following this manual investigative
process, the metadata associated with the spans can uncover underlying issues and suggest
potential remediation procedures. However, those approaches have serious drawbacks.
The volume of traces without sampling is so large that it is not feasible to draw the
Application Maps within a realistic period. Moreover, manual inspection requires expertise
and a thorough understanding of the application’s internal flows. Additionally, it does
not allow us to properly automate the procedure in case of many applications, traces,
and spans. Our primary objective was to automate and optimize this intricate process using
ML methodologies, focusing on achieving explanations through XAI solutions such as
RIPPER or Dempster—Shafer theory. However, we encountered a significant challenge due
to the overwhelming volume of traces, even after the initial stage of head-based sampling.
Hence, the critical task was the identification of effective sampling strategies to tackle
this issue.

Deliberating between ML approaches and simpler statistical methods, we initially
opted for the latter for several reasons, including leveraging expert knowledge, maintaining
transparency, and retaining control over the sampling process. This decision led us to
develop a dynamic streaming solution that proved highly practical. Our next goal was to
assess the impact of this sampling technique on XAI methods.

This paper’s contribution is multi-fold. We discuss the trace sampling approach that
has been successfully implemented, and demonstrate its capability for diverse applications.
We developed application trace sampling technology that leverages the statistical properties
of traces, such as type, duration, and errors. It is easy to implement and has serious
benefits compared to more sophisticated ML approaches. Statistical methods provide more
interpretable results. This transparency can be crucial for understanding the underlying
processes or relationships in the data. The corresponding parameters are easy to fine-tune
and control. Statistical methods are built on clear assumptions about the data distribution,
which can help to guide the analysis and ensure the validity of the results. In contrast, ML
models are more ambivalent to data assumptions, which can sometimes lead to unexpected
or inaccurate outcomes. Our approach is suitable for limited data availability. ML models,
on the other hand, often require larger datasets to achieve reliable performance. Statistical
methods often allow for the easier incorporation of domain knowledge or expert insights
into the analysis process, enhancing the interpretability and relevance of the results.

Then, we explore the impact of sampling on application troubleshooting. We demon-
strated that sampling positively impacted rule-learning systems by reducing time and
generating clearer rules. Hence, sample size reduction does not impact the efficiency
of the application troubleshooting approach. We also experimented with the Dempster—
Shafer classifier, which was successfully implemented and proved applicable to the RCA in
different IT issues.

However, the efficiency of ML strategies is an open problem. There is a compelling
need to explore ML solutions for sampling that offer enhanced scalability, speed, and ac-
curacy, particularly in application domains where such capabilities are crucial [68-71].
One of the important problems is related to trace type identification. ML methods can
categorize traces based on specific characteristics or outcomes as a supervised learning
problem. Alternatively, clustering approaches can be used to group similar traces together
based on patterns or similarities. Another important problem is anomaly trace detection.
We assume that anomalies are known and traces arrive as either normal or abnormal. This
is an interesting problem, as anomalies have different sources, and ML approaches can help



Appl. Sci. 2024, 14, 5779

8 of 29

to identify unusual or abnormal traces that deviate from the “norm”. The next important
problem is detecting the change in the dynamic flow of traces. Appropriate actions or
decisions in dynamic trace analysis scenarios may be required. In some scenarios, when
modeling and forecasting trace data over time, the capture of temporal dependencies can
be an important problem. In general, diversifying our focus to include other ML methods
could provide valuable insights into their effectiveness within our sampling strategy.
While our primary emphasis has been on rule induction methods, driven by their
interpretability features, there is potential value in exploring alternative ML approaches and
assessing how sampling strategies influence their performance. Furthermore, investigating
how different sampling techniques impact these methods can offer a deeper understanding
of their behavior and potential for optimization. In instances where interpretability may
be compromised, supplementary techniques such as SHAP [72] or LIME [73] could be
employed to mitigate this limitation and enhance the overall interpretability of the results.

5. Trace Sampling Based on Type, Duration, and Errors

Modern distributed applications trigger an enormous number of traces. The direct
storage of hundreds of thousands of traces heavily impacts users” budgets. A sampling
strategy is a procedure that decides which traces to store for further utilization. We
describe a procedure that samples traces based on their types, duration, and/or errors.
The final goal is to preserve sufficient information for application troubleshooting without
possible distortion.

A trace type can be approximately identified by the root span or the span that arrived
the earliest. More strict identification is based on the analysis of its structure. However,
the latest method is rather resourceful and will require additional grouping/clustering
approaches. The durations of traces (in milliseconds) are available in the corresponding
metadata. It is possible to extract the durations for different trace types and estimate the
average/typical durations of the corresponding processes. The information on errors is also
available in trace metadata. Traces are composed of spans. We have detailed information
regarding the spans in the corresponding tags that describe the micro-processes. One of
the tags indicates the health of a span. We can assume that the entire trace is erroneous
if at least one of its spans has a “True” error label. We suggest a parametric approach
for all sampling scenarios, allowing us to modify the required percentage of compression
rates accordingly.

5.1. Sampling by Trace Type

Assume that we know how to determine a trace type. Let M be the number of trace
types for a specific period and Ny, k =1, ..., M be the number of traces in each type. This
information should be collected /updated for a recent period, as the number of trace types
and the trace-flow velocity are subject to rapid changes in modern applications. Let N be
the number of all traces before sampling:

M
N=Y N (1)
k=1

and pi(type) = Ny/N, k = 1,..., M be the probability of the occurrence of the k-th type.
Let i (type) and Nj/, k = 1,..., M be the sampling rate (the percentage/fraction of stored
traces) and the number of traces after the sampling of the k-th type, respectively:

N =re(type)Ng, k=1,..., M, )

where N}’ should be rounded to the closest integer. Also, we denote by N* the total number
of all traces after the sampling

M
N* =Y N} 3)
k=1
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The ratio r = N* /N is the final sampling rate. We propose to compute the sampling
rate ry as inversely proportional to the probability py (type):

re(type) = 1= (pr(type))®, « >0, @
where « is a parameter that a user should determine to satisfy the needed final sampling rate

r. Generally, the more frequent a trace type, the lower the corresponding sampling rate .
Let us see how the parameter « should be determined if the final user requirement

is known:
M M M M
N =Y N =) nNe=Y (1= (p)")Ne = N Y pi(1 = (p)*) = NGype(w),  (5)
k=1 k=1 k=1 k=1
where M
r=N"/N= Giype(x) = kE pi(type) (1 = (pi(type))®). (6)
—

This can be considered an analog of the Gini index, showing the total sampling rate.
For a specific dataset of traces, we can compute the values of G(«) across different « and
determine its value to satisfy a user’s requirement. We can try to estimate the proper value
of « based on the recent collection of traces (say, for the last 2 h) and dynamically update
those values to meet the requirement.

Let us illustrate how this procedure works for a specific application. Figure 2 shows
the distribution of traces across different trace types.

The number of traces in different types

4000 -

3500

3000

2500

Count

2000 -

1500

1000 -

500 -

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28
Type Index

Figure 2. The distribution of traces across different types for a specific application.

There are types with almost 4000 traces and very rare ones, like ones with 3 representa-
tives. Overall, we detected 20, 425 traces distributed across 28 different trace types. Figure 3
and Table 1 reveal how different rates compress traces across types. We experimented with
« =1,0.5,0.25, and 0.1. The sampling rate is always smaller for common trace types and
larger for rare ones (see Table 1).

Smaller values of & correspond to smaller final sampling rates. When & = 1, we store
17,903 traces across all types: 87.7% of all traces. When a = 0.5, we store 13,629 traces,
66.7% of all traces. For a« = 0.25, we store 8882 traces, 43.5%. When a« = 0.1, we store
4273 traces, 20.9% of all traces.

Let us inspect some of the sampling rates for specific types. The most frequent type
contains 3996 traces with the probability p = 0.2. The corresponding sampling rate (for
a = 1) is 80.5%, and 3215 traces from this class were stored. One of the rarest types contains
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Count

3 traces with almost zero probability. The sampling rate is almost 100%, and we store
two or three traces for different «.

The number of traces in each type before and after the samplings
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Figure 3. The sampling of traces of Figure 2 for different values of the parameter «.
Table 1. The number of traces before and after the sampling.
Type Index Original Numbers a=1 a=0.5 o = 0.25 a=0.1
1 788 758 634 439 219
2 3996 3215 2229 1339 602
3 3778 3080 2154 1301 587
4 2082 1870 1418 906 426
5 249 246 222 167 89
6 2043 1839 1397 895 421
7 142 142 131 101 56
8 104 104 97 77 43
9 64 64 61 49 29
10 621 603 513 362 184
11 216 214 194 147 79
12 62 62 59 48 28
13 241 239 215 162 87
14 93 93 87 69 39
15 49 49 47 39 23
16 44 44 42 35 21
17 98 98 92 73 41
18 41 41 40 33 19
19 3 3 3 3 2
20 63 63 60 49 28
21 3 3 3 3 2
22 3028 2580 1863 1150 527
23 1413 1316 1042 689 332
24 23 23 23 19 12
25 546 532 457 326 166
26 58 58 55 45 26
27 51 51 49 40 23
28 526 513 442 316 162
Total 20,425 17,903 13,629 8882 4273
Rate - 87.7% 66.7% 43.5% 20.9%
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The correct value of « that will satisfy a user requirement could be estimated by
computing the G(a) values. Figure 4 explains the procedure. Let us assume that the
required sampling rate is 10%, meaning that we want to store around that percentage of
traces. @ = 0.044 provides a sampling rate r = 0.099.

This algorithm should be applied if trace types carry important information for an
application, and both rare and frequent types should be preserved for further analysis.
Mathematically, it means no more than, say, 50 trace types with diverse frequencies. Di-
versity can be inspected via the Gini index or entropy. If those measures are close to zero,
the sampling will try to maximize them and store equal portions from all types.

The graph of Ggpe(a)

0.8

o
]
1

0.4

Sampling Rate

o
N
1

0.0

0.0 0.2 0.4 0.6 0.8 1.0
a

Figure 4. The values of Gyp.(a) show the final sampling rates for different &. The red-cross corre-
sponds to & = 0.044 with the final sampling rate r = 0.099 (around 10%).

5.2. Sampling by a Trace Duration

In this subsection, we consider the sampling of traces based on their durations. This
setup is reasonable if we have a few trace types where traces have almost the same average
durations. We would like to keep all traces with some average durations and those with
extraordinarily short or long ones.

Assume N traces with durations {dj})¥_,. Let D(m) be the corresponding histogram
of durations with m number of bins:

D(m) ={ny,...,1m}, 7)

where 15, s = 1,...,m — 1is the number of traces with durations within intervals [ts_1,t5),
s=1,...,m—1and ny, with durations within [t,,_1, t,,]. Let ps(dur),s =1,...,m be the
probability that a trace has a duration from the s-th bin:

ps(dur):n—l\;,s:l,...,m. (8)

We determine the sampling rate rs(dur) of a trace with a duration within the s-th bin
to be inversely proportional to the corresponding probability ps(dur):

re(dur) =1 — (ps(dur))f, s=1,...,m, p >0, )

where B is the parameter to meet a user’s requirement.
Let n} be the number of traces after sampling in the s-th bin:

ny = rs(dur)ns. (10)

Let N* be the total number of traces after the sampling:

N* =Y ni =Y rs(duryns = N Y- (1= (ps)P) ps = NGaur (B), (1)
s=1 s=1 s=1
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where M
r=N"/N = Gau(B) = Y, prldur) (1= (pi(dur))F) 12
k=1

is the total sampling rate for different values of parameter §.

Let us illustrate how this procedure works for the same dataset of traces presented
earlier. We will skip the trace types and will look into the trace durations.

Figure 5 shows the distribution of traces with durations in different time intervals. It
shows three dominant time intervals in which the most traces are concentrated. We can
aggressively sample those frequent traces and moderately sample the rare ones outside the
dense areas. Table 2 shows how the sampling procedure works for different § parameter
values (we use seven bins).

The number of traces within different duration intervals

6000

5000 4

4000 -

Count

3000 1

2000 1

1000 -

V] 2000 4000 6000 8000 10,000 12,000
Duration

Figure 5. The distribution of traces with different durations (in milliseconds).

Table 2. The number of traces before and after the sampling.

Time Intervals Original Numbers =1 B =05 B =025 p=01
[9,1828) 6685 4498 2861 1629 707
[1828,3647) 5061 3808 2542 1491 660
[3647,5466) 6328 4368 2806 1607 700
[5466,7284) 81 81 76 61 35
[7284,9103) 235 233 210 159 85
[9103,10922) 1111 1051 852 575 281
[10922,12741] 925 884 729 499 247
Total 20,425 14,923 10,076 6021 2715
Rate - 73.1% 49.3% 29.5% 13.3%

The first column of Table 2, “Time Intervals”, shows the seven intervals of duration.
The intervals have equal lengths, although the bins could be nonuniform. The second
column shows the initial number of traces with the durations within the corresponding time
intervals. The remaining columns show the numbers after sampling with the corresponding
B. The last row of Table 2 reveals the final sampling rates. The bigger the value of B, the more
severe the reduction in traces. The value = 0.1 provides a sampling rate of around 13%.
Figure 6 visualizes the results of Table 2.

If the requirement is to sample exactly 10% of traces, then Figure 7 shows the parameter
p estimation based on the values of G, (B). The red cross indicates that § = 0.083 provides
a sampling rate of 0.0996.
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The number of traces within different duration intervals before and after the samplings
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Figure 6. The sampling of traces of Figure 5 for different values of the parameter j.

The graph of Gg.-(B)
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Figure 7. The values of G, () show the sampling rates for the different parameter values . The red
cross corresponds to B = 0.083 with a total sampling rate of 0.0996 (around 10%).

Proper histogram construction is a crucial milestone for frequency-based sampling.
In general, the problem is the impact of outliers on the bin construction process. Standard
procedures use an equidistant split of the data range, and data outliers can enlarge it,
resulting in big bins with resolution distortion. A more accurate procedure should involve
outlier detection to preserve the data in separate bins with further application of the classical
procedure for the main part of the data. We consider outlier detection via a modified MAD
(median absolute deviation) algorithm [74] with a slight modification. We define upper
and lower baselines as 0.9 and 0.1 quantiles of data:

M(up) = qog(data), M(low) = go.(data), (13)
where gs(data) is the s-th quantile of the data with 0 < s < 1. We calculate the upper and
lower distances:

dist(up) = |data(up) — M(up)|, dist(low) = |data(low) — M(low)|, (14)
where data(up) are data points bigger than or equal to M (up) and data(low) are data points
smaller than or equal to M(low). We set upper and lower MADs as

MAD(up) = qos(dist(up)), MAD(low) = qos(dist(low)). (15)

Based on the MADs, upper and lower thresholds are defined as
upper = min(M(up) +2.5MAD (up), max(data)), (16)
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and
lower = max(M(low) — 2.5MAD(low), min(data)). (17)

All data points lying above or below than the corresponding thresholds are assumed
to be upper and lower outliers, respectively. We cut outliers from the data and construct
the classical histogram for the remaining data with some predefined numbers of bins
(say bins = 5). Then, we calculate the number of lower and upper outliers and append them
to the main histogram from left and right, respectively.

Hence, if data have small-value outliers, then the first bin of the histogram contains
the number of data points within the interval [data(min), upper).

If data have big-value outliers, the last bin contains the number of data points within
the interval (upper, max(data)]. The main part of the histogram relates to data points
within the interval ([lower, upper]). This procedure allows the proper construction of the
corresponding histograms with a small number of bins. It is worth noting that the main
part of the histogram consists of uniform intervals, while the widths of the first and last
bins could be different from those bins. Finally, if data have outliers from both sides,
the corresponding histogram has bins + 2 final bins. If data have outliers from only one
side, then the final number of bins is bins + 1. No other bins are added to the classical
histogram if data come without outliers.

5.3. Hybrid Approach Based on Types and Durations

The hybrid approach takes into account both trace type and duration information. This
algorithm performs accurate sampling if both durations and types are important. Assume
that traces are already grouped into trace types. We generate the histogram of durations for
each group and apply the procedure described in the previous subsection. We also consider
the probability of a trace type. Common types will be sampled more aggressively.

Let

H® =, o, k=1,...,M, (18)

be the histogram of durations of the k-th trace type and ngk) be the number of traces in the

s-th bin of the k-th type. As above, M is the number of different types, and m is the number
of bins in the histogram. Let Ny be the number of traces in the k-th trace type:

m
Ny =Y 0. (19)
s=1
Let N be the total number of traces:
M
N =) N (20)
k=1
Let
(k) (k) (k) n"
PO = (Y, ) p = k=1, M, (1)
N
and N
P={p1,....,pm}, pr = Wk (22)

We denote the sampling rate of a trace from the s-th bin of the k-th trace type by rék). It
shows the fraction of traces that should be stored. We compute it by the following formula
as inversely proportional to the corresponding probabilities:

B
i =1 (p)* ()", 23)

where «, > 0 are some unknown parameters to be tuned to meet the requirement for the
final sampling rate r.



Appl. Sci. 2024, 14, 5779

15 of 29

Let us show how it could be carried out. Let Nj be the number of traces in the k-th

trace type after sampling. Let ngk) * be the number of traces in the s-th bin and the k-th trace

type after sampling:
- (k - () (K B
=Y =y = NZP (Pg)) : (24)
s=1 s=1
Let N* be the total number of traces after sampling across all types and durations:

Z Ni = Z Ni Z ps ( (p§ ))ﬁ) = NG(w, B), (25)

where
N *

Ga, ) = %ir’km ( p)"‘(pﬁk))ﬁ> (26)

is the required final sampling rate that can be accomplished by appropriately selecting
parameters a and .

First, we will illustrate this procedure when a« = pB. Figure 8 reveals the proce-
dure for a specific trace type containing 3996 traces. The left figure shows the scatter
plot of durations. The right figure shows the histogram of durations with 7 bins before
and after the samplings. The value B = 0.1 corresponds to the sampling that stores
1104 traces. The next value § = 0.05 stores 599 traces. The value = 0.025 corresponds to
the sampling with 315 preserved traces. Finally, the value g = 0.01 stores 131 traces. The last
one corresponds to the 3.3% sampling rate. In addition, the probability of this trace type is
0.2, which also impacts the sampling rates with & = f setting.

Figure 9 shows the hybrid procedure for another trace type with the probability 0.0048.
It contains only 98 traces and is a rare type compared to the previous example. It also
corresponds to the setting « = B. The right figure shows the sampling results for different
values of B. For example, the value § = 0.01 corresponds to the sampling that stores
only 7 traces of this specific type. It corresponds to the 7.1% sampling rate. The value
B = 0.025 corresponds to the 18.4% sampling rate. The value § = 0.05 stores 31 traces
and corresponds to the 31.6% sampling rate. Finally, the value f = 0.1 corresponds to the
sampling rate 52%.

The durations of traces in a trace type The number of traces in a trace type

1400

—— Initial count (total = 3778)
~—— B=0.1 (total = 1034)

—— B =0.05 (total = 562)
— B =0.025 (total = 294)
—— B =0.01 (total = 122)

5500
1200

5000 - 1000 -

Duration
»
I
o
o
Count

4000 -

3500 4

200 k
0
T T T T T T T T T T T T T T T
o 500 1000 1500 2000 2500 3000 3500 3347 3705 4063 4420 4778 5136 5494
Trace index in a trace type Duration

Figure 8. The hybrid approach for a specific trace type (N2 in Figure 10). The left figure shows
the plot of durations. The right figure shows the counts of traces in different bins before and after
sampling corresponding to different values of & = B.
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The durations of traces in a trace type The number of traces in a trace type
50

= Initial count (total = 98)
—— B =0.1 (total = 51)

—— B=0.05 (total = 31)
— B =0.025 (total = 18)
—— B=0.01 (total = 7)
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Figure 9. The hybrid approach for a specific trace type (N17 in Figure 10). The left figure shows the
plot of durations. The right figure shows the counts of traces for « = B.

Figure 10 shows the result of the hybrid approach across different trace types when
« = B. The total sampling rate is 4% for « = p = 0.01. The values « = B = 0.1 correspond to
the sampling rate 31%. This means that the values of « and f can control the sampling rates
in a wide range of values. If we need to accomplish a strict requirement, we can turn to the
G(a, B) values corresponding to the sampling rates. Figure 11 shows the values of G(8, B),
where the red cross corresponds to the sampling rate of 10% (the exact value of G is 0.099)
with B = 0.029. We can also tune the values of & and B independently. Figure 12 shows
the surface of sampling rates corresponding to different values. For example, the total
sampling rate of 10% can be accomplished by « = 0.03, § = 0.022, or « = 0.026, f = 0.029,
or a = 0.011, B = 0.056, or & = 0.023, 8 = 0.035, or a = 0.01, 8 = 0.058, etc.

Trace counts for each trace type before and after the samplings

4000 - —— Initial count (total = 20,425)
—— B =0.1 (total = 6336: 31%)
—— B=0.05 (total = 3522: 17.2%)
= B =0.025 (total = 1887: 9.2%)

—— pB=0.01 (total = 820: 4%)

3500 4

3000 A

2500

Count
N
3
3
3
L

1500

1000

T T T T T T T T T T T T T T T T T T T
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28
Trace type index

Figure 10. The hybrid sampling approach for « = 8.

The values of G(8, B)
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Figure 11. The sampling rates corresponding to different values & = B. The red cross corresponds to
10% with p = 0.03.
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Sampling Rate

Figure 12. The sampling rates that correspond to different values of « and B. The colors correspond
to the different ranges of sampling rates for a better visualization.

Parameter optimization can be performed without the utilization of long historical
data. We can take an initially random value for the parameters and, after each hour, verify
the actual compression ratio. Then, by increasing or decreasing the values, we achieve the
required sampling. This will especially work for dynamic applications when relying on
available historical information is impossible.

How, in practice, can we sample a trace? When a specified trace (with known type and
duration) is detected with a known sampling rate r, a random variable from the Bernoulli(r)
distribution should be generated. This random variable will have a Boolean outcome with
the value 1 that has probability  and value 0 with the probability 1 — r. If the outcome is 1,
we will store the specified trace; otherwise, we will ignore it. This will allow us to store the
traces with the required sampling rates in the long run.

Returning to the problem of histogram construction, we refer to a powerful approach
known as the t-digest algorithm [75], which addresses several problems in histogram
construction. The first concern corresponds to the storing of time series data with trace
durations. For each trace type, we need to store the corresponding time series of durations
for further histogram construction, and we need those time series with sufficient statistics.
For 28 trace types, as in our experiments, we need to store the 28 time series. The second
concern corresponds to the process of histogram construction. Each time we need those
histograms, sorting should be applied to the corresponding duration data, and the proce-
dure must be repeated each time in case of some new arrivals. The concern is the impact of
outliers. An efficient solution to the mentioned problems is the t-digest algorithm. Instead
of storing the entire time series data, it stores only the result of data cluster centroids and
data counts in each cluster. The efficient merging approach allows for the combination of
different t-digest histograms, streamlining the entire process. The t-digest is very precise
while estimating extreme data quantiles (close to 0 and 1), making the procedure robust
to outliers.

5.4. The Sampling of Erroneous Traces

In specific frameworks, sampling should preserve other important properties besides
duration and type. One such property is the normality/abnormality of a trace, which



Appl. Sci. 2024, 14, 5779

18 of 29

characterizes microservices’” performance and could be used for troubleshooting and root-
cause analysis. In the described approach, we cannot guarantee a sufficient number of
important erroneous traces in the sampled dataset, as there was no requirement to preserve
them. Now, we will try to address that requirement by discussing various approaches.

The first approach is the natural modification of the previous one, ensuring the ex-
istence of enough erroneous traces in each trace type after the sampling. More precisely,
we verify the existence of erroneous traces in each trace type. If they exist, we divide the
corresponding type into two types containing only normal or erroneous traces. Then, we
can apply the approach that has already been considered (sampling by type, duration,
or hybrid) to the same dataset but with renewed trace types.

Dividing erroneous traces into additional types according to the corresponding error
codes is also possible. Assume that trace type “A” has erroneous traces containing error
codes “400-Bad Request” and “401-unauthorized”. Then, we can divide it into three new
trace types: “A-we” (without errors), “A-400" (with 400 code), and “A-401" (with 401 code).
It is also possible to divide erroneous traces into types by their error codes independent of
the types. For example, collect all traces with “400” error codes together in a single type,
independent of their original types. Let us show how this approach works.

Assume two trace types; for example, 300 traces of type “A” and 130 of type “B”, and
we must store only 30% of the traces. The sampling, based only on the trace types, provides
the value « = 0.619. It means storing 60 traces of type “A” and 69 of type “B”. Figure 13
illustrates those numbers.

Now, let us also consider erroneous traces. Assume type “A” has 200 normal and
100 erroneous traces. Thus, types “A” and “A*” contain 200 and 100 traces, respectively.
Then, assume type “B” has 60 normal and 70 erroneous traces. Thus, “B” and “B*” contain
60 and 70 traces, respectively. Now, instead of two types, there are four. The type-based
sampling provides the value &« = 0.283, which leads to sampling rates 0.2, 0.43, 0.34,
and 0.4, respectively.

300 A

250 A

200

150 -

100 -

50

E Original
s Sampled

A B

Figure 13. The sampling of two trace types without counting the errors.

Figure 14 shows the distributions before and after sampling. As a result, from
260 normal and 170 erroneous traces, the approach sampled 66 and 63, respectively (see
the right figure of Figure 14). Now, we can guarantee that the final sampled set also contains
erroneous traces across different types. It is possible to apply the hybrid approach that will
also consider the duration of the erroneous traces.
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Figure 14. The sampling of two trace types also counts the errors.

The second approach tries to control the percentage of erroneous traces better in the
sampled dataset. Let 0 < /1 < 1 be the final required sampling rate. Assume that 1, and h;,
are the sampling rates of erroneous and normal traces, respectively:

N;lk - hnNn, (27)

and
Ne* - heNe, (28)

where N;; and N, are the number of normal and erroneous traces before sampling, respec-
tively, and N;; and N,* after sampling.
Can we also put some requirements on /,? We have

N; Ny
hnm + heﬁe - h, (29)
and N N
— Ny e
h, = N, (h he N ) (30)

If the requirements on & and %, lead to the value 0 < h,, < 1, then the requirements
can be accomplished. Otherwise, if 1, turns out to be a negative number, that means it is
impossible, and we must ask to change the requirements.

Let us return to the previous example with two trace types. Can we sample 30% of
traces while preserving 60% of erroneous ones? We input & = 0.3 and /i, = 0.6 and tried to
find appropriate values for h;,. Our calculations show that /1, = 0.104 will work. We will
preserve 60% of erroneous traces and 10% of normal traces by sampling 30% of all traces.
Figure 15 illustrates the choices.

250 1

200

150 -

100 -

50

Normal

B Original 200 4 mmm Original
mm Sampled mm Sampled

Erroneous

Figure 15. The sampling of two trace types with stricter requirements on the percentage of erroneous
traces. Now, we preserve 10% of normal traces and 60% of erroneous ones. The final sampling rate
is 30%.
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6. Troubleshooting of Applications

The ultimate goal of DT is to monitor application performance, detect malfunctioning
microservices, and explain the root causes of problems so that they can be resolved quickly.
This is feasible by inspecting the tracing traffic passing through specific microservices,
detecting erroneous traces/spans, and trying to explain their origin. Thus, the explainability
of ML models is the most crucial property. We consider two highly explainable approaches.

One is RIPPER [20], which is state-of-the-art in inductive rule learning [53]. It has
important technical characteristics, like supporting missing values and numerical and
categorical variables, and multiple classes. We experimented with Weka’s RIPPER imple-
mentation, or JRip [76]. The application of RIPPER for the inspection of erroneous traces
is discussed in [7]. We are not going into such details, but will show the impact of noise
reduction on the rules.

Next is the Dempster-Shafer classifier considered in [66]. It is a far more complex
approach but has interesting implications. One important characteristic is the ability
to measure the uncertainty of specific rules. It should be interesting to compare the
uncertainties of the same rules before and after the sampling.

The analysis of tracing traffic passing through a specific microservice starts with data
preprocessing. We transform the trace traffic into tabular data to apply ML algorithms.
A single trace shows an individual request passage through the microservices. It contains a
series of tagged time intervals known as spans. A span contains metadata known as tags
and application tags for better process resolution. The traffic can contain hundreds or thou-
sands of traces with different numbers of spans and tags, which are application-specific.

In our examples [7], traces contain the names as trace-IDs, and then after each trace,
the list of spans with process names, and after each span, the corresponding tags. During the
preprocessing stage, we remove some of the fields containing redundant information, like
“tracelD”, “spanlD”, “startMs”, and many others. It should be very straightforward to
denoise trace traffic based on expert knowledge or user feedback. Firstly, we preprocess
span names. We make a list of all distinct span names existing in trace traffic and put them
as the names of the columns of a dataframe. Then, for each trace (as a row), we verify the
names of its spans, and in the corresponding columns, enter value = 1. The other columns
contain missing values, as that specific trace does not contain those spans. The entire
dataframe consists of ones and missing values. Fortunately, the RIPPER and Dempster—
Shafer classifiers ignore those missing values and explain the output based on the existing
spans in a trace. Eventually, the number of rows in the dataframe coincides with the
number of traces in trace traffic, and the number of columns coincides with the number of
distinct spans (processes).

We label traces via the tag “error”, where the value “true” indicates that the corre-
sponding trace is erroneous. A missing tag “error” indicates that the trace is normal. It
can also be useful to construct a column in a dataframe that will indicate the type of trace.
Secondly, we construct columns revealing metadata information. We put the metadata
value in the corresponding cell, where the row corresponds to the trace and the column
corresponds to the distinct metadata name.

Tracing traffic passing through a malfunctioning microservice can still contain many
traces, even after a series of samplings. In this final stage, we apply the sampling of
erroneous traces for reducing the volume and simplifying the application of rule induction
methods. We aim to understand how the sampling impacts the rule-generation process
regarding precision, recall, or uncertainty. It is worth noting that in this stage, the goal
of the sampling is not to preserve all possible types and durations of erroneous traces.
Exactly the opposite: the goal should be to remove rare erroneous traces and preserve
dominant/common ones, as they probably explain the problems of a microservice. We
separate normal and erroneous traces by trace types. Then, in all those groups, we sample
at the same rate. As a result, some of the groups (rare ones) can vanish. Error-based
sampling may downplay the influence of rare events by sampling them less frequently or
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excluding them altogether. We show how this reduction in outliers helps to stabilize the
analyses and make recommendations more robust to extreme cases.

Then, we apply rule-induction classifiers to explain the origin of erroneous traces.
These learning systems generate understandable rules based on input data. Humans can
easily comprehend these rules, which provide clear insights into the decision-making
process of the Al model. Unlike black-box ML models such as deep neural networks, where
it is often challenging to understand how the model arrives at its predictions, rule induction
systems offer transparency. Users can inspect the rules to understand the underlying logic
and reasoning behind the rules. This enhances the trustworthiness of the Al system.

By interpreting the induced rules, developers and system administrators can gain
insights regarding the possible remediation of issues. The rules provide transparent and
interpretable explanations of certain errors occurring under specific conditions or scenarios.
Armed with insights from the RCA, appropriate measures can be taken to optimize the
system, fix bugs, or implement preventive measures to reduce the likelihood of similar
errors occurring in the future.

Let us apply this procedure to a real customer cloud environment. The visualization of
tracing traffic is known as an application map. It shows which microservices malfunction
and which traces must be collected for troubleshooting. We collected 5899 traces with
some 4917 features that should explain the origin of errors. We had 3145 normal and
2754 erroneous traces. JRip (RIPPER) ran for 11.09 s, outputting 13 rules (see Figure 16).

The first 12 rules describe the erroneous traces. They are mostly connected with the
type. Only one of the rules is connected with the tag “-annotations-matched”. The fraction
at the end of the rule shows how many traces were fired by the rule (numerator) and how
many misfired (denominator). The first two rules have large coverage and are 100% precise.
The others should be connected with the noise in the dataset. We hope that the sampling
will remove the noise. However, the accuracy of this classifier is 99.4%. The precision and
recall of both classes are also bigger than 99%.

Figure 17 shows the distribution of normal traces across different types before (the top
figure) and after (the bottom figure) the sampling. There are many types containing just
a single representative. The sampling preserves only the common groups and removes
all rare types. Here, we applied the 10% sampling rate. Similarly, Figure 18 shows the
distribution of erroneous traces. In both figures, the labels on the horizontal axes show the
names of trace types. We identified the trace type by the root span.

Figure 19 reveals the JRip rules after the sampling, which preserved the first
two important rules and removed the others connected with the noise. The sampled
dataset contained 300 normal and 268 erroneous traces. The classifier applied to the sam-
pling dataset showed 99.1% accuracy. It misclassified 5 traces. The execution time was
0.1s. As a result, the sampling reduced the execution time, especially for noisy datasets.
Moreover, it shortened the list of top recommendations so that users can focus on the most
important ones.

As we mentioned before, the sampling degraded the statistical evidence. The clas-
sifiers could not describe it. Quite the opposite; the accuracy of classifiers increased or
remained almost the same. We can refer to the Dempster-Shafer theory and compare the
uncertainties of the rules. The theory of belief functions, also referred to as evidence theory
or Dempster—Shafer theory, is a general framework for reasoning with uncertainty. It offers
an alternative to traditional probabilistic theory for the mathematical representation of
uncertainty. Figure 20 shows how the sampling affects the uncertainties. It shows the
uncertainties of the first two rules before and after the sampling.
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Figure 17. The distribution of normal traces across the types before and after the sampling.
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Figure 18. The distribution of erroneous traces across the types before and after the sampling.
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7. Conclusions and Future Work

DT is essential for increasing the visibility of complex interactions and dependencies
within native cloud applications. By tracing the requests across microservices, containers,
and dynamic environments, users can effectively monitor, manage, and troubleshoot their
native cloud applications to ensure optimal performance and reliability. Despite the efforts,
the adoption of this technology encounters several challenges, and one of the most crucial
is the volume of data and the corresponding resource consumption needed to handle it.

Sampling is a technique that alleviates the overhead in collecting, storing, and pro-
cessing vast amounts of trace data. It reduces the volume of data by selectively capturing
only a fraction of traces. This approach offers benefits such as decreased latency, reduced
resource consumption, and improved scalability. However, sampling introduces challenges,
particularly in maintaining representative samples and preserving the accuracy of analysis
results. Striking a balance between sampling rate and data fidelity is crucial to ensure
effective troubleshooting and performance analysis in distributed systems. Overall, DT
sampling plays a vital role in managing the complexity of distributed environments while
optimizing resource utilization and maintaining analytical efficacy.

We explored several approaches for sampling that preserved traces with some specific
properties. One such property was the type of trace that described the transaction similarity.
Traces of the same type should normally have almost the same structure. The goal of
such sampling was to preserve traces across all available types. Another property was the
duration of the trace. This approach could or might not be combined with the information
regarding the type. Trace durations were important as they described the transaction
duration. Similar transactions had some typical/ average durations. Atypical durations
indicated a transaction/microservice malfunction. The next important trace characteristic
was its normality. Erroneous traces carried important information regarding problems.
Hence, it was natural to try to keep all representatives while monitoring the performance of
microservices. The flow of erroneous traces would show which microservices had degraded
performance. Further, those traces were critical sources of information for troubleshooting
application issues.

We sampled only dominant/common errors at the troubleshooting stage, trying to
remove the rare ones. This removed the noise and made explanations more confident.
RCA could be performed by tracing traffic passing through a malfunctioning microservice.
Rule-learning ML methods could help generate explicit rules that explain the problems and
clarify the remediation process. We showed how rule-induction systems like RIPPER solved
this problem and provided recommendations that system administrators could follow
to accelerate the resolution process. We also showed that sampling could dramatically
decrease the program execution time and provide more clear recommendations. However,
as mentioned before, sampling degraded the statistics, and sometimes rare but important
evidence could escape the analysis.

Several limitations of our approach are crucial to consider. Acknowledging and
addressing these limitations is vital for enhancing the robustness and applicability of the
sampling strategy. Firstly, a significant limitation is the dependence of trace types on the
root span. This approach overlooks the fact that a substantial volume of traces lack a
root span, necessitating the utilization of the first span instead. Overall, this introduces
potential inaccuracies in type definitions, as many traces may exhibit distinct structures
not adequately captured by this method. Secondly, the procedure for calculating trace
durations may be prone to misinterpretation due to the challenges associated with defining
trace types, as previously discussed. Thirdly, reliance on the system-defined definition
of erroneous traces may not always align directly with the underlying issues that rule
induction systems aim to address. This mismatch could hinder the effectiveness of the
rule induction process by focusing on inaccurately identified erroneous traces. Fourthly,
the current sampling strategy is primarily based on trace types and durations, overlooking
potentially crucial properties for diverse applications. Lastly, the approach’s scalability is
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constrained by its lack of full streaming capability, which could pose challenges in efficiently
handling large volumes of trace data.

In future work, we plan to explore the scalability of our strategy to handle larger
datasets or more complex applications. We must investigate how our strategy performs
as the volume of data increases, and consider further adjustments to maintain efficiency.
Our sampling strategy is based on the statistical properties of application traces. We must
delve deeper into the process of refining this by exploring different ML solutions to see
how they influence the efficiency of the process. This can involve experimenting with
various algorithms and parameters to optimize the sampling approach. It is important to
develop specific evaluation metrics to quantify the impact of the sampling strategy on rule
induction methods. These could include accuracy, efficiency, the interpretability of the rules
generated, or any other relevant performance indicators. Based on those indicators, we
should conduct comparative studies to compare the performance of our sampling strategy
with existing sampling methods or other rule induction techniques. This can highlight the
peculiarities of our approach. It is also important to examine related research areas, such
as predictive modeling, anomaly detection, or decision support systems, to identify the
impact of the sampling strategies. This will help to broaden the scope of our research and
uncover new avenues for exploration.
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