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Abstract: With advancements in chip technology, the number of cores in modern commercial proces-
sors continues to rise, leading to increased complexity in interconnects and on-chip networks. This
complexity, however, exposes significant security vulnerabilities, primarily in the form of side-channel
and covert-channel exploits. Unlike other microarchitectural side-channel attacks, those leveraging
on-chip interconnects utilize unique characteristics, allowing attackers to develop novel methods that
can bypass existing effective defenses. In this paper, we present a comprehensive survey of current
side-channel and covert-channel attacks based on processor-on-chip interconnects. We categorize
these attacks into three types: contention-based, distance-based, and layout-based, according to the
specific interconnect characteristics they exploit, and discuss corresponding countermeasures for each.
Finally, we provide an outlook on future development trends in processor interconnect side channels.
This survey is the first to specifically focus on interconnect-based side channels in processors.

Keywords: processer microarchitecture; interconnect; network-on-chip; side channel; covert channel

1. Introduction

In recent years, security issues in processor microarchitectures have garnered increas-
ing attention. The discovery of the Spectre [1] and Meltdown [2] vulnerabilities in 2018
propelled discussions on computer architecture security to unprecedented levels, leading
to a continual emergence of attacks and defense measures surrounding various microar-
chitectural components and features. Due to their ease of implementation, covert nature,
and direct threat to sensitive data, software-based side-channel and covert-channel attacks
have become significant directions in microarchitecture security [3]. In microarchitectural
side-channel attacks, adversaries monitor the activities of victim programs by observing
the side effects produced when they share hardware resources, thus inferring the victim’s
secrets. These attacks can be leveraged to leak encryption keys [4–7], web browsing activi-
ties [8,9], user keystrokes [10,11], and other sensitive information [12,13]. In some typical
microarchitectural attacks, covert channels can complement speculative execution and
other microarchitectural features to completely bypass memory isolation and leak arbitrary
data [1,2].

Over the past two decades, many microarchitectural components have been exploited
to construct microarchitectural attacks [11], including branch predictors [1], caches [14,15],
prefetchers [16,17], memory management units [18,19], among others. In response, many
practical measures to mitigate microarchitectural side-channel issues have been imple-
mented, such as prohibiting programs from different security domains from being sched-
uled on the same physical core, partitioning shared caches spatially, or flushing cache
contents during context switches.
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However, on the one hand, these defensive measures inevitably incur additional
performance overhead, while on the other hand, there are numerous undocumented com-
ponents within the microarchitecture that may provide opportunities for side-channel
attacks, but not all aspects have been sufficiently discussed [3]. In recent years, on-chip
interconnect side-channel attacks have begun to attract attention. These interconnects
are used to connect various resources on the chip, including physical cores, LLC, DRAM
controllers, and I/O ports. On-chip interconnects are highly accessible; specifically, most
accesses to the last-level cache and all accesses to DRAM must go through the on-chip
interconnect. Therefore, restricting access to on-chip interconnects, similar to caches, is very
challenging, implying a high correlation between on-chip interconnects and microarchi-
tectural security. However, for a long time, especially since the emergence of side-channel
attacks based on ring buses and mesh interconnects [20–22], there has been little discussion
about defensive measures against on-chip interconnects.

Since the advent of large-scale integrated circuit technology, people have been ex-
ploring ways to integrate more and smaller electronic components into one. Chips, as
one of the most important technological products and application forms, have also seen
their manufacturing processes shrink. The most advanced chip manufacturing process
has reached 3 nm [23]. However, this is believed to be close to the physical limit, with
factors such as quantum effects, tunneling effects, and electron migration posing significant
challenges. While a further reduction in manufacturing process sizes may be limited in
the near future, the pursuit of higher-performance processors has not ceased. Instead of
further shrinking the manufacturing process, improvements are being made by integrating
more cores, increasing chip areas, and developing more complex on-chip interconnects in
multi-core processors.

The 2022 International Roadmap for Devices and Systems (IRDS) projects that lithog-
raphy technology will soon reach its limits, necessitating the introduction of new 3D
structures in chip design and manufacturing [24]. This shift implies larger spatial scales
and more cores, along with complex interconnect structures and their corresponding op-
timizations. As of now, one of the latest multi-core processor architectures, Intel’s Sierra
Forest (Intel, Santa Clara, CA, USA), features a product with 144 cores: the Intel Xeon
6700 series, aimed at providing enhanced AI performance and handling compute-intensive
workloads for high-throughput cloud servers [25]. According to Intel’s official reports,
the Xeon 6900 series, featuring 288 cores, is expected to be released in the first quarter of
2025 [26]. Additionally, Kalray’s 256-core CPU (Kalray, Montbonnot-Saint-Martin, France),
the MPPA2, is widely used in data centers to accelerate data processing.

In recent years, with the increasing complexity of on-chip systems and the rapid
expansion of applications, security issues related to on-chip interconnects and Network-
on-Chip have gradually received attention. Although some relatively well-known attacks
have emerged, discussions on side-channel and covert-channel attacks on on-chip intercon-
nects and in the SoC security field remain scarce and outdated, lacking a comprehensive
investigation of state-of-the-art attacks and defenses.

In this survey, we focus on some of the most exploitable characteristics of processor-on-
chip interconnect architectures, including contention, distance, and planar layout. Specifi-
cally, we analyze three types of side-channel attacks and corresponding countermeasures
found in the existing literature:

(1) Contention: Traffic generated when cores communicate with LLC or IMC located on
other tiles causes interconnect congestion.

(2) Distance: Signal propagation delay created by the distance between cores constructs
a channel.

(3) Planar Layout: Thermal radiation from heavily loaded cores to neighboring cores
constructs a channel.

The subsequent sections of this paper will provide a detailed discussion of each of
these exploitable characteristics. Each section will introduce the attacks within the context
of on-chip interconnects, provide an overview of threat models, and discuss mitigation
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strategies. We will compare and contrast various defense mechanisms, considering both
their advantages and disadvantages. This survey primarily includes papers published in
the past decade. Papers related to processor-on-chip interconnect or NoC security that do
not focus on side-channel attacks, such as NoC denial-of-service attacks and information
leakage, are not included in this survey.

The structure of this paper is as follows: Sections 2 and 3 provide an overview of on-
chip interconnects and processor microarchitectural side channels, respectively. Sections 4–6
describe these attacks and their corresponding countermeasures in the context of processor-
on-chip interconnects. Section 7 discusses the future development trends of interconnect
side channels. Section 8 concludes this survey.

2. Interconnect and Network-on-Chip

In integrated circuits (ICs), interconnects refer to the structures that electrically connect
two or more circuit elements, such as transistors. The design and layout of these intercon-
nects are crucial for the normal operation, performance, power efficiency, reliability, and
manufacturing yield of ICs. On a chip, components need to communicate with each other
through these interconnects. To facilitate this communication, designers have developed
on-chip communication subsystems based on network principles, commonly referred to as
Network-on-Chip (NoC) in certain digital circuit categories [27].

NoC is most commonly found among modules in System-on-Chip (SoC). Modules
on ICs are typically semiconductor IP cores that systematize various functionalities of
computer systems and are designed to be modular in a network science sense. NoCs are
packet-switched networks based on routers between SoC modules. With advancements
in chip manufacturing technology, computer architects have been able to integrate an
increasing number of processors and other heterogeneous components onto the same chip.

Early SoC architectures were based on buses and crossbars. In this traditional bus
architecture, each signal has a dedicated line for point-to-point transmission. Early SoC had
fewer heterogeneous modules, making this simple and easy-to-implement bus architecture
cost-effective. Buses were utilized in many mature architectures, with typical examples
including ARM’s AMBA (Advanced Microcontroller Bus Architecture) bus [28] and IBM’s
CoreConnect [29].

In contrast, buses struggled to adapt to architectural changes or effectively leverage
advancements in silicon technology, leading this architecture to become a critical bottleneck
in SoC performance as the number of SoC modules and interconnect complexity increased.
This is primarily because buses cannot classify activities based on their characteristics;
for example, buses cannot categorize transactions, transfers, and physical layer behaviors.
Additionally, bus architectures exhibit significant disadvantages in scalability, power con-
sumption, and reusability, along with drawbacks such as unstable line delays and rapidly
increasing verification costs.

In pursuit of more complex SoC, researchers, inspired by the internet, proposed the
concept of Network-on-Chip as an alternative to bus architectures. NoCs are miniature
versions of wide-area networks consisting of routers, packets, and links, proposed as a
new solution for inter-module communication in highly complex SoC modules [30,31].
This new paradigm describes a communication method between IPs, including routing
protocols, flow control, switching, arbitration, and buffering, offering higher scalability,
resource reuse, and overall performance, while also reducing costs, design risks, and time
to market. Leveraging these advantages, NoCs have successfully replaced buses as the
solution for complex SoCs requiring scalable interconnect architectures.

Cores and non-core units inside CPUs are connected via a ring or mesh interconnect,
constituting an NoC as well. Additionally, different CPUs are also connected via an
interconnect known as Ultra Path Interconnect (UPI) [32]. While these interconnects offer
significant advantages in terms of latency and bandwidth in multi-core CPUs, they may
leak information about program memory access patterns due to time differences caused by
congestion on the interconnects.
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Figure 1 shows the mesh interconnect architecture of an Intel 16-core processor as an
example, consisting of multiple processing elements interconnected by routers and wires
(links). Processing elements can be any components such as microprocessors, specialized
integrated circuits, or intellectual property blocks performing specific tasks. In the context
of processors, processing elements are typically processor cores or non-core components
such as integrated memory controllers, UPI controllers, I/O units, etc. Routers on the
processor are commonly referred to as stops and, depending on the organization of the
processor interconnect, can also be referred to as ring stops [20] or mesh stops [21,22].

IMC
Tile

IMC
Tile

Core
Tile

North Cap
UPI PCIe DMI CBDMA

Router
Stop

Memory
Controller DRAM

Router
Stop

Core
L1 Cache 

L2 Cache

LLC 
Slice CHASnoop 

Filter

Figure 1. Mesh interconnect architecture of an Intel 16-core processor.

Nodes of the NoC composed of stops and processing elements on the processor are
called tiles. Tiles on the processor are differentiated based on the processing elements they
contain, such as core tiles and IMC tiles [33]. As shown in Figure 1, a core tile contains a CPU
core (including L1 and L2 caches), an LLC slice, and a stop. The LLC slice comprises data,
a directory (snoop filter), and a control unit called Cache/Home Agent (CHA), responsible
for maintaining cache coherence among blocks. The stop handles injection, forwarding,
and receiving of traffic in the interconnect. It is also known as a node router or station. An
IMC tile includes a stop and an integrated memory controller, which connects to off-chip
DRAM modules.

The NoC interconnect architecture employs a packet-based communication approach.
Requests or responses sent to caches or off-chip memory are divided into packets, which
are then transmitted and injected into the network. Flit is the smallest unit of flow control
in the NoC. A packet can consist of one or more flits. For instance, when a load instruction
at the core tile at position s in Figure 2 is executed, it 1 first checks the private cache and
2 LLC cache, and if there is a cache miss, the required data must be fetched from memory.
Therefore, 3 a memory fetch request message is created and sent to the network interface
(NI) over the appropriate virtual network. The NI transforms it into a network packet
based on the packet format, filters the packet, and 4 sends it into the network via the local
router. The network 5 is then responsible for routing these packets to their destination,
which is the IMC tile at position d. Packets can be routed along the same path or different
paths, depending on the routing protocol. The NI at position d 6 receives flits and creates
packets based on them, then 7 forwards the request to the IMC, and finally 8 initiates the
memory fetch request.
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Figure 2. The control flow transmission sequence of a load instruction in an NoC.

3. Microarchitectural Side Channel

CPU microarchitectural side-channel attacks are techniques for obtaining sensitive
information by monitoring and analyzing the physical implementation of computer pro-
cessors. These attacks exploit side channels generated by the processor during instruction
execution and memory access, such as timing, power consumption, electromagnetic radia-
tion, etc., to infer internal operations and data of the processor. Most microarchitectural
channels can be categorized into attacks based on sharing (also known as persistent state
or residual state) and attacks based on contention (also known as transient state).

Sharing-based side channels, also referred to as stateful side channels, operate on the
basis of sharing microarchitectural resources between attackers and victims. Typically, at-
tackers proactively adjust and configure these resources shared with the victim, deliberately
inducing the resources into a known state, and then await changes in the shared resource
state resulting from the victim’s normal operation. Subsequently, attackers can reevaluate
the state of the shared resources to infer secrets about the victim’s execution. Despite strict
isolation of data and code at the software and hardware levels, side effects of victim code
execution still leave traces observable by attackers from different security domains. The
fundamental reason behind these attacks lies in the sharing of limited microarchitectural
resources across different security domains, such as private caches [34], TLB [35], Branch
Target Buffer (BTB) [36,37], and last-level caches (LLCs) [15,38].

Contention-based channels, also known as stateless side channels, also require attack-
ers and victims to share certain microarchitectural resources, but the construction of these
channels does not rely on traceable side effects of victim execution in the microarchitec-
tural state. Instead, these attacks necessitate attackers to passively monitor the latency
of their access to shared resources and infer secrets about the victim’s execution based
on changes in the latency. Therefore, in these attacks, the side effects of victim execution
are observable by attackers only while the victim is actively executing. In contrast to
stateful side channels, stateless side channels shift the focus from “sharing” resources to
their “limited” availability. Typical resources used for contention-based channels include
functional units [39], execution ports [40,41], cache banks [42], memory buses [43], and
random number generators [44].

From the perspective of information leakage scope, attacks can be classified into pre-
emptive scheduling attacks, Simultaneous Multithreading (SMT) attacks, and cross-core
attacks. Preemptive scheduling attacks (also known as time-sharing attacks) [16,37,45]
involve attackers and victims having their programs reside on the same core and executing
alternately in time, with the aim of disrupting temporal boundaries. SMT attacks [34,35,39],
similar to preemptive scheduling attacks, require victims and attackers to execute concur-
rently on different logical cores within the same physical core. Cross-core attacks [38,46,47],
being the most general, involve victims and attackers running on different physical cores.

Numerous defense mechanisms against microarchitectural side channels have been
proposed, primarily focusing on two main strategies: isolation and decoupling.

Isolation aims to mitigate information leakage by disrupting the sharing of resources
and components within the microarchitecture that side channels depend on. For instance,
attacks targeting SMT can be mitigated by disabling SMT, which is currently the most preva-
lent approach adopted by cloud providers and end-users [48]. Additionally, a primary
strategy involves eliminating “sharing” by partitioning and isolating shared resources to
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ensure attackers cannot observe the usage of victim resources [49–51]. Another mitiga-
tion technique for preemptive scheduling and SMT side channels involves refreshing the
microarchitectural state during context switches to clear any potential traces left by the
victim. For example, several works have proposed CPU cache refreshing during context
switches [49,52,53].

Decoupling involves eliminating the correlation between secret data and the observ-
able leaked information. For widely prevalent timing side channels, the most general
mitigation strategy is the application of constant-time programming principles [54–56].
This approach ensures that the execution time of instruction sequences remains consistent,
regardless of the different microarchitectural states or execution paths they may take.

However, all these mitigations effectively reverse certain microarchitectural optimiza-
tions, inevitably leading to some degree of performance degradation. Thus, the existing
defenses against microarchitectural side channels represent a trade-off between efficiency
and security.

4. Interconnect Contention Side Channel

Before delving into contention-based interconnect side channels and covert channels,
it is necessary to understand the cache architecture of the CPU. These interconnect side
channels and covert channels rely on the congestion generated by the traffic injected into
the interconnect by the attacker. There are various methods for injecting traffic into the
interconnect, with the most common and effective being sending requests from one core to
an LLC slice located in a different tile.

4.1. CPU Cache Architecture

Modern CPU caches feature a multi-level structure. Taking the most common Intel
x86 microarchitecture cache architecture as an example, CPU caches are divided into L1, L2
(present in most microarchitectures), and L3 (often referred to as the last-level cache or LLC).
L1 and L2 caches are typically referred to as private caches, integrated with each CPU core
on the processor, thus providing very fast access (4 to 12 cycles) but with smaller capacities,
primarily used to store local data and instructions. In contrast, the LLC, compared to
private caches, is slower (40 to 60 cycles) but has a larger capacity and is shared among
the cores. Starting from the Nehalem-EX [57] architecture, the LLC has been divided into
equally sized LLC slices, where each LLC slice is typically integrated with a core set from
an interconnect perspective.

4.1.1. Non-Uniform Cache Access Architecture

Large-scale multi-core processors are equipped with a large last-level cache (LLC)
to mitigate expensive off-chip accesses. For example, AMD Ryzen (AMD, Santa Clara,
CA, USA) features a 256 MB LLC [58], while the Intel Xeon 6900 series has a 108 MB
LLC [59]. This LLC is distributed across multiple banks (or tiles, for Intel) interconnected
via an NoC to reduce access latency and improve core isolation, known as Non-Uniform
Cache Access (NUCA) architecture. The Non-Uniform Cache Access (NUCA) architecture
aims to reduce memory access times and improve cache hit rates by increasing cache
capacity [58,60]. However, due to the limited bandwidth and port count of individual
physical cache banks, multi-core processor chips employ physically separate banks to share
the LLC, which are interconnected with each other through the NoC. Therefore, in the
NUCA architecture, cache access latencies to different cache banks exhibit differences [61],
as memory operations involve network protocols and message passing within the NoC.

4.1.2. Cache Inclusivity

Most Intel CPU caches are inclusive, meaning data contained in L1 and L2 caches
must also reside in the LLC [62]. Private caches and LLCs are set-associative, meaning
they are divided into fixed numbers of cache sets, each containing a fixed number of cache
ways. Each cache way can be mapped to a cache line, with the cache line size typically



Appl. Sci. 2024, 14, 6699 7 of 19

being 64 bytes, constituting the basic unit of cache transactions. Cache sets and the LLC
slice storing each cache line are determined by their addresses. Since private caches usually
have fewer sets than LLC, cache lines mapped to different LLC sets may map to the same
L2 or L1 set. When a core executes a load from a memory address, it first checks if the
data associated with that address is available in L1 and L2. If available, the load results
in a hit in the private cache, and the data are serviced locally. If not, it results in a miss in
the private cache, and the core checks if the data are available in the LLC. If there is an
LLC miss, the data need to be fetched from DRAM via the memory controller. Memory
controllers are integrated into system agents responsible for managing communication
between the main memory and the CPU. Some Intel processors also implement hardware
prefetching, which may result in additional cache lines being copied from memory or LLC
to the private cache during a single load operation.

4.2. Ring Bus Contention

The ring interconnect, commonly referred to as a ring bus, is a high-bandwidth on-chip
interconnect that first appeared in Intel’s Nehalem-EX microarchitecture [57]. As illustrated
in Figure 3, it facilitates internal communication among the cores, LLC, system agent
(or Uncore), and GPU within the processor. When a core executes a load operation and
experiences a cache miss in its private cache (L1-L2), the load must traverse the ring inter-
connect to reach the LLC and/or memory controller. Different CPU consumers/producers
communicating via the ring interconnect are known as ring agents [63]. Each ring agent
participates in ring communication through a ring stop (sometimes referred to as interface
block, node router [64,65], or ring station [66]). Each core shares its ring stop with an LLC
slice. To minimize latency, traffic on the ring interconnect always follows the shortest
path, meaning the ring stop can inject/receive traffic in both clockwise or counterclockwise
directions and always selects the direction of the shortest path to the destination (clockwise
or counterclockwise in the figure). The communication protocol on the ring interconnect
utilizes four physical rings: request, snoop, acknowledge, and data rings.

The contention-based interconnect side-channel attack relies on a crucial observation:
the ring stations always prioritize existing traffic on the ring bus over new traffic entering
from their agents. When new ring traffic is delayed due to existing ring traffic, contention
occurs in the ring. Hence, When one agent bombards an LLC slice with requests, other
agents loading from the same slice observe a delay.

Core

Core

LLC Slice

LLC Slice

Core

Core

LLC Slice

LLC Slice

Ring
Stop

Ring
Stop

Ring
Stop

Ring
Stop

System
AgentGraphics Ring

Stop
Ring
Stop

Figure 3. Ring bus architecture.

Covert Channel. In the scenario of cross-core covert channels, the sender and receiver
share a segment of the ring interconnect. When sending a bit “1”, the sender sends loads
to cause contention on the ring interconnect, while no action is taken when sending “0”.
The receiver decodes the signal by timing the loads passing through the ring interconnect
segment, which are prone to contention due to the sender’s loads. Therefore, when the
sender sends “1”, the receiver’s load experiences a delay. To differentiate between “0”
and “1”, the receiver can simply use the average load delay: smaller load delays are
assigned to “0”, while larger load delays are assigned to “1”. Synchronization between



Appl. Sci. 2024, 14, 6699 8 of 19

both parties can be achieved using a shared timestamp counter or extended to use other
clock-independent techniques.

Side Channel. For side channels, the attacker (receiver) sends loads through a fixed
segment of the ring interconnect and measures their delays. The attacker collects the load
delay of each measurement as a sample and refers to the collection of many samples (i.e., one
run of the attacker/receiver) as a trace. If, during the attack, the victim (sender) performs a
memory access operation that meets certain conditions, the attacker will measure a longer
load delay. Typically, slices accessed by unsuspecting victims are evenly distributed across
the entire LLC. Many implementations of encryption algorithms select different functions
based on the key bits, a common pattern exploited in many existing side-channel attacks.
Different functions may exhibit different memory access patterns, resulting in varying
degrees of load on the ring bus, which increases the delay of the attacker’s load, allowing
the attacker to infer the key.

4.3. Mesh Interconnect Contention

Due to the proximity to physical limits, improving chip manufacturing processes
has become increasingly challenging, making the integration of more cores on a single
CPU chip the only reliable option for manufacturers seeking higher-performing processors.
However, the further increase in processor cores poses challenges for ring interconnects due
to their scalability and routing scheme limitations. In ring interconnect architectures, the
latency between cores may linearly increase with the number of cores, as communication
between two cores may need to route through all other cores. To address this issue, Intel
introduced mesh interconnect as an alternative to ring interconnect in the Skylake-SP server
CPU family released in 2017 [33], which has since been widely adopted in Intel processors
and holds promising prospects for the future. In addition to Intel CPUs, processors from
other manufacturers also employ mesh interconnect, such as tile processors [67,68] and
ARM server CPUs (United Kingdom) [69].

Essentially, mesh interconnect involves organizing the chip on a plane into a two-
dimensional matrix consisting of several tiles. Each tile is either composed of a core along
with an LLC slice or a non-core component such as an IMC (integrated memory controller),
UPI (Ultra Path Interconnect) controller, or I/O unit, as illustrated in Figure 1. Each tile is
equipped with a mesh stop and is connected to its vertical and horizontal neighbors, with
the mesh stop responsible for managing traffic in each direction. In mesh interconnects, the
number of hops between any two tiles is proportional to the square root of the tile count,
effectively limiting the core-to-core latency on modern processors with rapidly increasing
core counts.

Similar to contention side-channel attacks on the ring interconnect, contention side-
channel attacks on the mesh interconnect also exploit contention on the same mesh route,
as shown in Figure 4. As data movement on the mesh constantly occurs during various
program activities, if an attacker’s and victim’s programs happen to share a mesh route,
the victim’s activities, including cache access, may be inferred. During this process, the
attacker can only access their own resources.

Covert Channel. In the scenario of covert channels, the receiver anchors itself to a
given core and accesses addresses mapped to a given LLC slice to monitor the interconnect.
These accesses travel through the mesh interconnect and may experience delays due to
interconnect contention from other applications. The receiver can then time these accesses
to determine if contention has occurred. To generate reliable accesses to a given LLC
slice, the receiver’s accesses need to miss in L2 and hit in LLC while avoiding L2 hits and
DRAM accesses. The sender’s configuration is similar to the receiver’s, avoiding or causing
interconnect contention by alternating accesses to its own LLC slice and the target LLC slice
to encode messages. When the sender sends a bit “1”, it creates accesses through the mesh
interconnect to the given LLC by evicting entries from the private L2 cache, which will
contend with the receiver’s accesses, resulting in higher latency observed by the receiver;
conversely, when the receiver does not observe higher latency, indicating that the sender
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has not accessed the distant LLC, the receiver decodes the signal in that time slice as a
bit “0”.

Victim
Core

LLC Slice

Attack
Core

L2 Cache 

At
ta

ck
 T

ra
ffi

c

Mesh Link

X Contention

Victim Traffic

Figure 4. Mesh interconnect contention.

Side Channel. Similarly, side-channel attacks on the mesh interconnect also exploit
the characteristic of encryption algorithms executing paths dependent on key bits. Unlike
side-channel attacks on the ring interconnect, in the mesh interconnect, the victim’s memory
accesses are typically evenly distributed across all LLC slices due to the design of slice hash
functions. Therefore, attackers need to select an optimal position to maximize observable
contention and send probing loads to multiple mesh routes as much as possible. To prevent
victims from ceasing to generate contention after loading secrets into private caches, some
side-channel attacks [21] also require specific defenses against side-channel attacks targeting
private caches to be enabled system-wide, such as refreshing private caches on context
switches, giving attackers the opportunity to trigger victim context switches to refresh
the victim’s private cache, thereby requiring the victim’s next memory access in the same
time slice to still generate interconnect traffic. Other work [22] assumes attacks can be
executed on cloud VMs, where attackers cannot pin processes to their desired cores or learn
which cores the victim application occupies, meaning attackers cannot select optimal routes
for contention. However, even so, their evaluation shows a high chance of contention
opportunities on random routes. As the victim application runs, attackers immediately
sequentially access each address in the L2 eviction set concentrated in different LLCs upon
receiving responses to previous requests and record timestamps for each request (e.g., using
the RDTSCP instruction to read CPU counters). The interval between consecutive requests
reflects cache transaction latency. When the interval increases, the victim should have
performed related cache transactions simultaneously.

4.4. Mitigation

Ring Interconnect. Side-channel attacks based on ring bus contention share many
characteristics with traditional microarchitectural side-channel attacks, the most fundamen-
tal of which is the exploitation of architecturally promised operations to create observable
timing differences. Current mitigation strategies for such side channels are predominantly
software-based, with the primary approach being adherence to constant-time programming
principles. Although there is no precedent for attacking constant-time code in the existing
Interconnect-based side channel literature, it is important to note that current constant-time
programming techniques are mainly designed to counter side channels related to cache
and instruction execution paths. Their effectiveness against interconnect-based microar-
chitectural side channels remains questionable. Furthermore, the implementation of truly
constant-time code requires programmers to have a comprehensive and in-depth under-
standing of hardware optimizations, significantly increasing the complexity of constant-
time code implementation. Reports indicate that Intel CPUs perform hardware memory
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disambiguation between private caches and the ring interconnect [70]. This optimization
can potentially disrupt constant-time programming by making ring contention a function
of cache line content.

In pure hardware mitigation, designs based on spatial partitioning and static schedul-
ing arbitration policies can ensure that there is no ring contention between processes from
different security domains [71]. However, this approach does not address slice contention
issues and still requires the introduction of additional mechanisms for mitigation. Another
approach is to limit the range of cores capable of executing certain specific code, such as
deploying trusted and untrusted code on separate core clusters while isolating the LLC
slices of the two clusters. This less intrusive hardware–software co-design requires careful
restriction of cross-cluster traffic generation, such as LLC miss, for ring bus architectures.

In terms of software mitigations, since proposed ring contention side channels heavily
rely on the attacker (or receiver in a covert channel scenario) constantly missing in the
private cache to load from the target LLC slice, purely software-based anomaly detection
techniques can be developed. These techniques use hardware performance counters to
monitor bursts of load requests to individual LLC slices. However, these techniques
are only useful if they maintain a very low false-positive rate [20]. Some research has
considered mitigations under multi-level security models, using principles similar to
Quality of Service (QoS) optimization in the Internet by assigning higher priority to low-
security domain traffic to ensure it is not affected by high-security domain traffic [72].
Nonetheless, this approach offers one-way protection against information leakage and
does not meet the security requirements of today’s commonly used cloud server trusted
execution environments.

Mesh Interconnect. Mitigation measures against mesh interconnect contention can be
also categorized into software and hardware approaches. Software mitigation strategies,
based on reverse engineering of the mesh interconnect, propose placing victim programs
on cores less susceptible to such side-channel attacks, such as centrally located cores [21],
or isolating the LLC to prevent attackers from generating mesh traffic [22]. Additionally,
restricting the location of attacker cores can also be effective.

Hardware-level mitigation measures propose segregating traffic flows from different
security domains. Wang and Suh studied a domain-aware priority arbitration strategy [72],
which prioritizes low-security traffic over high-security traffic on routers. Wassel et al.
proposed a time-multiplexed scheduling strategy [71], where network links can only carry
traffic from predefined security domains at each moment. While these methods are effective,
they require hardware modifications to the interconnect and once deployed, cannot be
adjusted to accommodate more security domains.

5. Distance-Based Interconnect Side-Channel

The increase in the number of processor cores and the complexity of interconnects
inevitably leads to greater differences in distances between different cores. As the lengths
of interconnect links reach a certain scale, the time differences exhibited by electrical signals
propagating over links of different lengths can be significantly observed and utilized to
construct distance-based side-channel attacks [73].

5.1. Distance-Based Side Channel

Multi-core processors employ distributed LLCs to enhance memory-level parallelism
by allowing concurrent requests to different banks. However, from a negative perspective,
the latency of accessing different banks may vary depending on the distance from the
requesting core. Hence, attackers can exploit addresses with significant differences in LLC
hit times to construct side-channel or covert channels. Specifically, adjacent entries in a
large array may be mapped to different LLC slices based on physical addresses and slice
hash algorithms, and hence located in banks at different distances. By accessing these two
adjacent entries, the attacker can infer sensitive information through measurable differences
in LLC access times.
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Covert Channel. In covert channels, the sender and receiver may agree upon a shared
timer for the receiver to measure the time taken by the sender’s cache access operations.
The sender induces a private cache miss and sends requests to LLC slices located on banks
at different distances. When sending a bit “1”, the sender accesses array entries mapped
to LLC slices located farther away, causing the receiver to observe longer access delays
through the timer. Conversely, when the sender accesses local or closer LLC slices, the
receiver observes lower delays, decoding this signal as a bit “0”.

Side Channel. Distance-based side-channel attacks require attackers to determine
the timing of sensitive operations in the victim’s program through interaction with the
victim, such as message exchange via networks or inter-process communication (IPC),
detecting changes in shared variables, or utilizing other side channels. By exploiting timing
differences, attackers can deduce whether the victim’s program accessed the LLC on a
closer or farther bank, implying access to different cache locations, as shown in Figure 5. In
some encryption algorithms, such access pattern information can be used to infer critical
secrets, such as AES algorithm key bits. Compared to contention-based side-channel
attacks, distance-based side-channel attacks do not require the construction of contention
or interference but demand the ability to directly determine the timing of victim operations
and acquire fine-grained timing information about individual memory accesses or at least
memory access groups.

Victim
Core

Near
Core

Far 
Core

Attacker
LLC Slice

LLC Slice LLC Slice

Timen

Timef

Measure

Figure 5. Distance-based side-channel attack.

5.2. Mitigation

Architecturally defending against distance-based side-channel attacks can be achieved
most directly by ensuring uniform access time to all nodes simultaneously, a configuration
feasible in many network setups. Additionally, artificial delays can be introduced in shorter
path communications to prevent attackers from inferring cache access patterns based on
the timing of communication between nearby and distant nodes. However, this approach
implies that response times for all nodes are bounded by the response time of the furthest
node, resulting in significant performance loss. Alternatively, leveraging the contention-
based interconnect side-channel principles mentioned earlier, injecting a certain level of
noise into the interconnect can induce contention, causing delays observed by attackers to
be influenced by both distance and contention, thus preventing attackers from inferring
sensitive information about victims.

6. Layout-Based Interconnect Side-Channel

In order to systematically organize processor cores and other components on a single
chip, it is necessary to design the layout of these components on the plane. For processors,
in such layouts, spatially adjacent tiles can also create side channels. This type of side
channel no longer relies on wired interconnects but instead on a wireless interconnect
pathway formed by thermal radiation, known as thermal channels [74]. This chapter
will begin with an exploration of thermal management in modern computers and then
introduce processor thermal-channel attacks.
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6.1. Thermal Management

Thermal management is critical to the safe and reliable operation of modern computer
systems. Many system components, such as hard disk drives, DRAM, GPUs, motherboards,
and processor chips, integrate thermal sensors [75]. The pursuit of high performance
in modern processors inevitably leads to an increase in chip power density, making it
increasingly challenging to ensure the thermal stability of processors. Major processor
vendors (such as Intel, AMD, and VIA) integrate thermal sensors in their processor products
for real-time monitoring of chip temperature. ARM processors also include on-chip internal
thermal sensors for power and temperature management.

Early thermal management was statically performed in hardware, akin to common
circuit protections, mainly involving mechanisms like powering off the processor to prevent
melting. However, power-off incurs significant costs to processor performance, leading to
the evolution of more sophisticated dynamic frequency and voltage scaling techniques in
thermal management, regulating temperature rise by altering processor frequencies [76,77].
Nowadays, popular thermal management techniques combine both software and hardware
approaches, where the operating system polls temperature sensors and uses sensor data to
manage cooling mechanisms like processor frequency scaling and fan speed [78].

Some processor manufacturers specify a maximum junction temperature for their
products, representing the highest temperature at which the processor can operate safely.
Exceeding this threshold may cause irreversible silicon damage to the processor. To avoid
such scenarios, some processor manufacturers integrate a Digital Thermal Sensor (DTS)
into each core of the processor to monitor processor temperature. Each DTS records
the difference between the current temperature of the processor core and its maximum
junction temperature [79], with the absolute value of this difference representing the current
temperature of the processor core in Celsius. The accuracy of DTS varies across different
processor products, with Intel’s DTS typically having a resolution of ±1 °C.

There is a recent trend towards opening up thermal management data to users. Some
operating systems allow users to implement customized thermal management strategies
based on actual application needs; for example, newer Linux systems permit users to con-
figure thermal policies [80,81]. This user-centric thermal management philosophy aims at
personalized and maximized utilization of processor performance but also provides oppor-
tunities for thermal-channel-based side-channel and covert-channel attacks. For instance,
thermal data from DTS can be read from specific CPU registers of the corresponding core;
in Linux systems, data from all sensors is exposed using the coretemp kernel module [82].
This information can be accessed from user space through the sysfs file system refreshed
every 2 milliseconds.

Furthermore, different processor vendors and series typically have different thermal
sensor topologies. For example, Intel and VIA processors use distributed sensors to monitor
temperature data for each core, while AMD processors (such as the Opteron K10 series)
only allow monitoring of the overall chip temperature using sensors within the processor
socket [82]. Optimizing the number and topology of thermal sensors on processors remains
an active research topic [83,84].

6.2. Thermal-Channel Attack

When processor cores operate under high-load condit ions, their temperatures signifi-
cantly increase due to resistive heating. This excess heat radiates and spreads to spatially
adjacent cores, where it can be detected by dedicated temperature sensors, as shown in
Figure 6. Covert and side channels constructed based on this characteristic are referred to
as thermal channels. Unlike previously discussed side-channel attacks, these channels do
not exploit on-chip interconnects but rather leverage another critical property of the NoC:
the planar layout of processor cores on the chip.
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Figure 6. Heat propagation from a neighbouring core.

It is easy to imagine that even if programs on different cores can only access temper-
ature information from their respective cores, the presence of thermal radiation enables
attackers to easily construct cross-core covert channels. The sender and receiver can pre-
arrange a fixed-length time slice and the positions of their cores in the layout. As long as
the sender and receiver cores are sufficiently close in the layout, the sender can execute
computational operations at a high intensity within the fixed time slice to increase the
temperature of its own core and the surrounding cores. The receiver continuously monitors
the temperature changes in its own core, and when the average temperature within a
time slice is significantly higher than usual, it means the sender has transmitted a bit “1”;
otherwise, it sends a bit “0”.

It is worth mentioning that, unlike time-based covert-channel attacks, thermal channels
can not only bypass spatial isolation of program resources but also temporal isolation.
This is because the core performing high-load computations does not immediately return
to normal temperature levels after the program ends, due to the residual heat effect.
Consequently, processes following this computation in the execution schedule will have
the opportunity to obtain information about that computation.

Although thermal channels for covert communication have been extensively studied,
it is difficult to relate the temperature changes in victim cores to specific secrets to construct
side-channel attacks due to their coarse granularity in time. Nevertheless, thermal channels
have been demonstrated to leak information about the computational nature of victim
programs to processes on other cores, which can be used to complement other attack
techniques, such as determining the timing of execution of attack code.

6.3. Challenges in Mitigating Heat-Channel Attacks

Heat-channel-based side-channel and covert-channel attacks rely entirely on tempera-
ture information exposed to software, making the natural solution to this issue limiting
access to temperature sensors on the system. However, this requirement contradicts the
original intent of thermal management and its design flexibility for pursuing optimal
performance. Moreover, centralized monitoring and control of processor thermal states
have become increasingly challenging to adapt to the growing number of processor cores
in modern commercial processors. Modern commercial processors can now contain hun-
dreds of cores, each hosting numerous autonomous processes. For instance, Intel’s SCC
platform [85], a research prototype, allows subsets of cores to independently manage their
frequency and voltage to enhance power efficiency, making it impossible to hide tempera-
ture information, a crucial input in the decision-making process, within this architecture.
Balancing performance and security poses a challenge for all processor microarchitecture
optimization measures, including thermal management.

In addition to temperature sensors, many other parameters may still leak information
about the system’s thermal state, such as clock skew, fan speed, and even processor
frequency in systems that allow dynamic frequency scaling. Since all these parameters are
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typically shared among cores or subsets of cores within the processor chip, even if access
to temperature sensors is restricted or prohibited, these parameters can still be used to
implement side-channel and covert-channel attacks.

7. Future Directions for Interconnect Side-Channel Attacks

Despite the emergence of several highly threatening side-channel attacks targeting
on-chip interconnects, microarchitecture designers and security researchers need to be
particularly vigilant about the evolving trends of processor interconnect side channels. In
this chapter, we analyze the seriousness of future interconnect side-channel threats and
the necessity for related security research from three perspectives: the development of
interconnect side channels, the combination of interconnects with traditional processor
microarchitecture side channels, and the integration of interconnect side channels with
other SoC security threats.

7.1. Development of Interconnect Side Channels

Examining the history of on-chip interconnects and their security research, it is evident
that the increasing complexity of interconnect structures with the expansion of SoC or CPUs
has provided new opportunities for side-channel attacks. During the era of dedicated signal
line buses, interconnects were generally considered immune to side-channel exploitation.
However, with the adoption of Network-on-Chip (NoC) concepts to accommodate complex
SoC, contention-based timing side channels began to emerge. As processors continued
to scale, the increased distance between cores introduced observable timing differences
and distance-based interconnect side channels. The appearance of contention-based side-
channel attacks from ring-to-mesh interconnects underscores the longstanding neglect of
interconnect side-channel issues.

The advent of higher computational power chips is an irreversible trend, necessitating
further optimization of NoC Quality of Service (QoS), arbitration mechanisms, and data
flows to support larger processors. This will lead to more complex interconnects with
new structures or characteristics, which are highly susceptible to side-channel exploitation.
Examples include novel physical side channels introduced by emerging technologies such
as wireless NoC [86,87] and optical NoC [88–90]. Even existing interconnect structures
harbor potential side-channel attack opportunities, such as routing table blocking in mesh
interconnects.

7.2. Integration of Interconnect and Traditional Processor Microarchitecture Side Channels

Although processor microarchitecture side channels have received extensive attention
and discussion, the vulnerabilities introduced by microarchitectural optimizations continue
to emerge, with mitigation measures generally lagging behind. The rise of interconnect
side channels provides new avenues for exploiting these vulnerabilities. Interconnect
characteristics that have been or could potentially be used by side channels can enhance
existing side-channel or other microarchitectural attacks, allowing them to bypass deployed
defenses. For instance, reducing the timer precision required for cache side-channel attacks
or transient execution attacks can circumvent restrictions on access to high-precision timers.

7.3. Combination of Interconnect Side Channels with Other SoC Security Threats

Before the security issues of interconnects on processors were recognized, security
researchers had already been discussing the security of NoC or interconnects on SoC.
However, research related to side-channel and covert-channel security has been relatively
lagging, as SoCs face unique security threats such as malicious IP cores, and many of
the assumptions made about security in SoCs are not as relaxed as those for processors.
This means that SoCs need to deal with more complex and diverse security issues, such as
eavesdropping attacks, deception attacks, and denial-of-service attacks. However, processor
interconnect side-channel attacks will provide new insights for existing SoC attacks, such
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as the lesser-discussed timing-based attacks on SoC interconnects that provide new attack
opportunities for eavesdropping.

8. Conclusions

In this paper, we summarize the side-channel and covert-channel vulnerabilities based
on interconnects and outline the most advanced attacks and defense measures. We particu-
larly discuss the three key characteristics of interconnects that are most easily exploited
by side-channel and covert-channel attackers: lines contention, core distance, and spatial
layout, focusing on their attack methods and separately discussing the countermeasures
that have been proposed and their limitations. Finally, we analyze the future direction of
interconnect side-channel.

To date, there remains insufficient attention from both industry and academia on
the security implications of interconnects. Traditional defense mechanisms against other
microarchitectural side-channels are largely ineffective against interconnect-based attacks,
making interconnects an increasingly important target for microarchitectural attacks. In the
foreseeable future, the pursuit of processor performance will continue unabated. Whether
through further improvements in chip fabrication processes or the emergence of super
processors integrating more cores, this inevitably entails new interconnect architectures
and the associated security vulnerabilities.

Current research surveys on NoC security issues remain limited, and those available
are either outdated [91] or lack comprehensive discussion on side-channel vulnerabili-
ties [92]. This paper, being the first review focusing on processor interconnect side channels
and covert channels, aims to summarize and reflect on existing attacks and defenses.
Through this, we hope to elevate the academic focus on the security of processor and
SoC interconnects, aiding future research endeavors. However, this survey is limited in
scope; it discusses only a few impactful interconnect side-channel attacks, confines its
discussion to the NoC of commercial processors, and treats interconnect side channels as a
subset of microarchitectural side channels without delving into broader SoC interconnect
security issues. As described in Section 7, interconnect side channels have significant
potential to combine with other microarchitectural side-channel attacks or exploit other
SoC security vulnerabilities, thereby amplifying threat levels or creating new attacks. We
plan to address other SoC security issues based on or utilizing interconnect characteristics
in future research.
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