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Abstract: With the proliferation of the Internet, network complexities for both commercial and state
organizations have significantly increased, leading to more sophisticated and harder-to-detect net-
work attacks. This evolution poses substantial challenges for intrusion detection systems, threatening
the cybersecurity of organizations and national infrastructure alike. Although numerous deep learn-
ing techniques such as convolutional neural networks (CNNs), recurrent neural networks (RNNs),
and graph neural networks (GNN5s) have been applied to detect various network attacks, they face
limitations due to the lack of standardized input data, affecting model accuracy and performance.
This paper proposes a novel preprocessing method for flow data from network intrusion detection
systems (NIDSs), enhancing the efficacy of a graph neural network model in malicious flow detection.
Our approach initializes graph nodes with data derived from flow features and constructs graph
edges through the analysis of IP relationships within the system. Additionally, we propose a new
graph model based on the combination of the graph neural network (GCN) model and SAGEConv, a
variant of the GraphSAGE model. The proposed model leverages the strengths while addressing
the limitations encountered by the previous models. Evaluations on two IDS datasets, CICIDS-2017
and UNSW-NB15, demonstrate that our model outperforms existing methods, offering a significant
advancement in the detection of network threats. This work not only addresses a critical gap in the
standardization of input data for deep learning models in cybersecurity but also proposes a scalable
solution for improving the intrusion detection accuracy.

Keywords: intrusion detection system (IDS); graph neural network (GNN); deep learning; flow-based
characteristic; feature engineering

1. Introduction

In today’s era, with the widespread use of the Internet, network systems are becoming
increasingly vast and significantly more complex. Despite their benefits, these network
systems also pose numerous risks that can cause harm to businesses and organizations.
Indeed, cyberattacks are increasing both in quantity and sophistication, presenting a sub-
stantial challenge for protective systems such as intrusion detection systems (IDSs) and
intrusion protection systems (IPSs). Network-based intrusion detection systems (NIDSs) [1]
consistently play a pivotal and essential role in any business or organization’s network
system. NIDS relies on various characteristics to determine whether a network flow is
normal or malicious. Different characteristics are considered depending on whether the
detection mechanism is signature-based or anomaly-based. For signature-based detec-
tion [2], the system typically monitors characteristics such as known attack patterns, lists of
malicious IP addresses and domains (blacklists), and the use of suspicious ports to identify
unauthorized intrusions. For anomaly-based detection [3], characteristics such as traffic
volume and frequency, unusual user or device behaviors, and flow attributes like duration,
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packet size, and inter-arrival times are considered. As a sensitive shield, NIDS detects
external threats or potential risks within the network system. In the face of these challenges,
NIDS systems are experiencing significant limitations in effectively detecting unknown
attacks or zero-day attacks [4]. Indeed, the primary detection mechanisms of NIDS such as
signature-based or anomaly-based detection are easily circumvented by modern attacks
or generate false alarms. Therefore, integrating various new techniques into NIDS to
enhance the detection performance is always considered an urgent requirement for modern
network systems.

Recently, machine learning (ML) and deep learning (DL) have been employed in various
fields, such as image processing [5,6], storage systems [7-9], wireless communication [10], and
cybersecurity [11]. Many deep learning approaches, such as convolutional neural networks
(CNNSs), recurrent neural networks (RNNs), and traditional multi-layer perceptrons (MLPs),
have also been applied to NIDS to enhance the network monitoring efficiency. However,
these techniques exhibit limited effectiveness when applied to datasets comprising network
flows due to a mismatch between the models and the type of data being monitored by the
IDS. Conventional DL models are often trained on flat data structures, such as vectors or
grid data, rendering them incapable of exploiting the complex structures of network flows.
The information embedded in these complex structures is crucial for detecting advanced
persistent threats (APTs) or zero-day attacks. Furthermore, the employed ML techniques
focus on analyzing individual network flows, neglecting their inter-dependencies, as seen
in[12,13].

Among the various research techniques in deep learning, graph neural network (GNN)
models are particularly well suited for analyzing traffic data. GNN is a subclass of deep
learning techniques designed to operate on graph-structured data, consisting of ‘nodes’
and the connections between them, called ‘edges’. This type of structure is well suited
for representing relationships in various domains, such as social networks, transportation
networks, and molecular structures. Similarly, network traffic, which consists of multiple
flows, can naturally be represented as graph data. Moreover, the mechanism of GNN
models to aggregate the information from neighboring nodes allows them to exploit the
complex structures present in network data. Instead of relying on predefined features,
GNNs can learn relevant features directly from the data. This reduces the dependency
on manual feature engineering and enables the model to discover intricate patterns that
might indicate malicious activity. The information contained in these patterns is crucial for
detecting APT and zero-day attacks. Thus, GNN can significantly improve the performance
of NIDS by utilizing the inherent graph structure of network traffic.

However, GNN-based IDS still has not achieved the desired reliability and stability
level, as the model’s input data has not been optimized before training. Previous research
has mainly focused on creating graph data based on network topology or only using
a component of the graph data, such as nodes or edges. Meanwhile, both nodes and
edges are crucial elements of the graph that need to be simultaneously exploited for the
model to learn contextually relevant information. Therefore, in this study, we propose a
model called the flow-node graph neural network (FN-GNN) to design graph data from
network flows. In this proposed model, the graph data are formed using a completely
new approach. Specifically, the set of the most important features of flows is represented
as nodes. Simultaneously, the edges of the graph are formed by utilizing the correlation
between flows that share the same source IP address. This approach helps generate graph
data that already contain information about the relationships within them. Additionally,
this method preserves the maximum amount of network information since it considers the
entire dataset as a whole rather than treating each data point independently. Thus, this
approach is the most appropriate and effective for network flow data.

Furthermore, our research also proposed a new graph model architecture based on
a combination of existing models, GCN and SAGEConv. This combination helps the
new model overcome the limitations of previous models and significantly enhances the
performance of network attack detection. We implemented the model on two benchmark
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datasets, CIC-IDS2017 and UNSW-NB15. The experimental results show that the accuracy
of the proposed model reached 99.76% for the CIC-IDS2017 dataset and 98.65% for the
UNSW-NB15 dataset.

We summarize our contributions as follows:

*  We proposed the FN-GNN model, a novel approach to represent the network flow
data into nodes and edges in graph data.

*  We proposed a new graph model architecture combined with the GCN and SAGEConv
models, which significantly improve the performance of the intrusion detection system.

*  The proposed model was applied to two standard datasets and we supplied the
simulation results to prove the effectiveness of the proposed model.

The remainder of this paper is organized as follows. Section 2 reviews the relevant
literature and related work. Section 3 provides background information necessary for
understanding the research, including an overview of the NIDS system and GNN mod-
els. Our proposed FN-GNN model is introduced in Section 4. Section 5 describes the
experimental setup, detailing the datasets and evaluation methodology used to assess the
model’s performance. Section 6 presents and analyzes the experimental results, evaluating
the effectiveness of the FN-GNN model compared to the existing method. Finally, Section 7
concludes the paper while also discussing limitations and outlining potential future work.

2. Related Works

In this section, we focus on presenting some recent studies, which are NIDS models
based on graph neural networks. These are the most common approaches to using graph
models to represent data collected from network traffic. Additionally, we also highlight the
differences between the proposed methods and those previously existing.

A common approach to applying GNN models to NIDS is to represent network
flow data as graphs, with nodes identified by hosts or devices in the network, while the
remaining data are placed into edges. For instance, ref. [14] represented flow data in a graph
format, with network traffic flows mapped to the graph edges and the endpoints as nodes,
whereas paper [15] proposed a method to represent network flows as a graph, where each
node includes flow features in sort of -tuple (IP src, IP dst, port, protocol, request, response).
Another graph representation approach was also presented in paper [16], where all data
are represented as nodes of the graph. Specifically, the authors introduced a heterogeneous
graph constructed from network flows, with three nodes created for each flow: the source
host node, the flow node, and the destination host node. Paper [17] even proposed a
model with graph data generated without including any flow or node features but only
considering the network’s topology. They ignored the edge features and initialized the
node features with vectors of all ones. We recognized the commonality among these studies
that the graphs are constructed based on the inherent network structure, thus resulting in
graph data resembling the topology of computer networks. This approach did not allow
the model to fully exploit the relationships between the generated flows in the network.
This can be explained from the perspective of the GNN model’s concept. According to the
theory of GNN, nodes that are similar to each other are often connected through edges,
while the network system’s topology structure cannot generalize that relationship. This
is one of the main differences between our method and previous methods. In this study,
the graph data are generated by considering the relationships between flows, with each
node in the graph representing the characteristics of a flow. Thus, the nodes in this graph
represent their inherent similarities when connected by edges. This approach aligns with
the theory of graph data representation we discussed earlier.

While approaches like the above primarily classify flows based on edge features, some
studies [18-21] consider both node and edge features. However, leveraging edge features is
negligible as they mainly focus on node features and only use edge features to improve the
passing of messages between nodes. Moreover, in papers [22,23], threats to the system were
not extensively considered, as the proposed models only accounted for packets and flows
transported between specific endpoints within the network. Likewise, the studies [23,24]
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concentrate solely on individual flows, resulting in these models exhibiting limitations
when attempting to classify network flows that were not presented in the training data.
Meanwhile, our model effectively exploits the correlation between flows appearing between
any two endpoints in the network system. For real-world applications, the proposed model
can detect malicious flows in general, rather than solely focusing on a few types of attacks
as indicated in previous studies.

Additionally, the selection of features contained within the network flow for the GNN
model also significantly impacts the model'’s effectiveness. Indeed, each network flow
comprises a set of features that characterize the flow, but not all of them are considered
for the identification and classification of that flow. Only specific features are selected
for training the classification model based on certain methods. However, to the best of
our knowledge, there have been no specific studies utilizing feature selection methods for
NIDS models based on graph neural networks. Therefore, in this paper, we apply a feature
selection method based on random forest regression, which can assess the necessity of each
feature according to the ‘important weight” index. This feature selection method is detailed
in Section 5.

Specifically, this research proposes a modified GCN model to address the limitations
of the current GCN models. The GCN model is one of the most popular and effective
models for node classification. However, this model is not very efficient when handling
large graph data. Indeed, the GCN model requires the storage of the entire adjacency
matrix with the corresponding features in memory, which makes it unusable for very large
graphs [25]. In the paper [26], the authors used the GCN model provided in Figure 1
to classify malicious network flows. Although this model is designed to be simple with
two GCN layers and one fully connected layer, it still requires a considerable amount of
memory and computation time. Furthermore, the predictive performance of this model
is not outstanding, with a detection rate of only around 92% on the CIC-IDS2017 dataset.
Meanwhile, the papers [17,27] propose GCN models for botnet detection in network
systems. To capture the dependencies in large botnet architectures, the authors used
12 GCN layers. Constructing a GCN model with such a large number of layers also makes
the model prone to over-smoothing [28], reducing its prediction effectiveness. Our model
is proposed based on a combination of the GCN model and the SAGEConv model. The
sampling mechanism of the proposed model helps to improve efficiency in processing large
graph data.
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Figure 1. GCN model.
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3. Background
3.1. Intrusion Detection Systems

An IDS is a widely used network security technology employed across various enter-
prise and organizational networks. As the name suggests, an IDS is a system or software
established in a network system that has the role of monitoring the traffic and immediately
sending alerts to administrators if malicious activities or policy violations are detected.
The most optimal and common position for an IDS to be placed is “behind-the-firewall”
(strategic points) because this placement enables the IDS to have high visibility into in-
coming network traffic while ensuring that it does not intercept traffic between users
and the network.

The NIDS, which is shown in Figure 2 is one of the two main types of IDS and
it is strategically positioned within the network to analyze the traffic originating from
all devices on the network. Traditional NIDS systems use two main attack detection
methods: signature-based and anomaly-based methods. The signature-based method uses
pre-defined attack signatures through rule sets to effectively identify known threats and
malicious patterns. This method helps the system respond accurately and promptly to
known attacks, but it is largely ineffective at detecting new attacks or other variations
of known attacks. Additionally, the anomaly-based method establishes the baselines of
normal network behavior, allowing it to detect anomalous activities that do not match
regular patterns, thereby identifying them as suspicious behaviors and sending alerts to
the administrator. This method still does not guarantee reliability, as it still faces limitations
such as high rates of false positives and false alarms. To overcome the limitations of
traditional NIDS systems, many deep learning techniques, such as CNN [29,30], RNN [31],
and GNN [32] were applied to NIDS to improve the accuracy and performance of detecting
cyber-attacks.
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Figure 2. Diagram of the IDS model.

3.2. Graph Neural Network

In recent years, GNN has gradually become prominent in the field of deep learning
because of the flexibility and high efficiency they bring. GNN is a subclass of deep learning
techniques that work with graph data. Unlike image or text data, graph data allow GNN
models to take advantage of the inherent graph structure of many real-world non-Euclidean
data, such as relationships in telephones, social networks, and molecules. A graph is created
by nodes, and the connections between them are called edges. By effectively leveraging the
correlation relationship among the components of the graph, the GNN model outperforms
conventional DL models like CNN and RNN when handling non-Euclidean data. The
objective of GNN is to learn an embedding state that encapsulates the information of the
neighborhood for each node. This state is then utilized to generate the output. There
are many different ways to perform deep learning on graphs, and the best approach for
a particular problem depends on the data structure and desired output. Some types of
tasks on GNN can be mentioned such as node classification, link prediction, and graph
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classification. The most crucial concept of a graph neural network is the message-passing
mechanism that is presented in Figure 3.

ITARGET NODE
|

—

INPUT GRAPH

Figure 3. Message -passing mechanism in GNN.

The GNN propagates information across the graph through a series of message-
passing steps. This mechanism allows the GNN layer to update the hidden state of each
node from its neighborhood nodes. This process is repeated, in parallel, for all nodes in the
graph and thus, the hidden state of the graph is also aggregated and updated continuously
through each GNN layer. In the GNN model, the message-passing mechanism takes place
through two stages: aggregation and update. Initially, information on neighboring nodes
is compiled and sent to the node that needs to be updated as a ‘message’. Then, this
information is updated for that node along with the information statuses it is storing in
the previous layer. After passing through multiple GNN layers, the resulting output is the
final embedded representation of the graph’s nodes. These embeddings are subsequently
employed to address various tasks, including node classification, graph classification, and
link prediction in different methods.

Observing the structure of a graph, we notice that nodes with similar features or
properties are often connected. Therefore, the GNN exploits this fact to learn how and why
specific nodes connect while others do not. This is why the message-passing mechanism is
widely regarded as the most critical strength of GNNSs.

3.3. Types of Graph Neural Network

There are several types of graph neural networks, but within the scope of this paper,
we will only provide an overview of two related models: the GCN and the graph sample-
aggregation (GraphSAGE) models.

3.3.1. GCN

The GCN [33] is one of the most basic graph neural networks designed to operate on
graphs. As the name suggests, it is inspired by the CNN model. GCN can be understood
as performing a convolution in the same way that traditional CNN performs a convolution-
like operation when operating on images. Fundamentally, a GCN takes as input a graph
together with a set of feature vectors where each node is associated with its feature vec-
tor. The GCN is then composed of a series of graph convolutional layers that iteratively
transform the feature vectors at each node. The GCN layers use the message-passing
mechanism previously mentioned to aggregate information from neighboring nodes and
reflect it into the current node’s representation. This same procedure is carried out at every
node. The output of each GCN layer serves as the input data for the subsequent GCN layer.
Consequently, the graph data are transformed into new embedding through the layers,
and the final neural network layer utilizes these embeddings to address tasks such as node
classification and graph classification. The GCN model is described as shown in Figure 1.

The hidden states of nodes at each layer are made up of two consecutive processes:
aggregation and update. This is where the idea of ‘convolutional’ comes into play. The
hidden states of each GCN layer can be updated through the following formula:
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HO = o(AHDWID 4", (1)

where

A: the adjacency matrix of the graph;

H: the node feature matrix;

W: the GCN layer’s weight matrix;

b: the bias number;

o: the activation function.

At each node updated in the /th layer, the information is updated based on the
connections between neighboring nodes with that node, which can be seen as the ‘mask’
of a node. This mask plays a role similar to the concept of a kernel in a CNN model. The
nodes of the graph are sequentially updated by sliding these ‘masks” over each vertex and
performing information aggregation right there. This aggregation is typically achieved by
multiplying two matrices H and W, as outlined in the formula above. However, at its core,
it still embodies the essence of ‘convolution’ in aggregating information from each node’s
neighbors. This is the reason behind the name of the GCN.

3.3.2. GraphSAGE

GraphSAGE [34] stands for graph sample and aggregate. It is a GNN model for large
graphs, and was introduced for the first time in 2017. Unlike other models such as GCN
and GAT that aggregate information from all neighboring nodes of a node, GraphSAGE
pre-specifies the number of neighboring nodes at each node that is aggregated to update its
embedding information. This aggregator method of GraphSAGE helps the model overcome
the limitations of traditional GNN models when processing large graph data.

Based on the above idea, the message-passing mechanism in GraphSAGE includes two
processes: neighborhood sampling and aggregation. The sampling operation is denoted by:

Ns(u) = SAMPLE(N(u),s), )

where N;(u) represents the set of neighborhood samples of node u, with s denoting the
number of nodes selected from the total number of neighboring nodes N(u) of node u. By
choosing s neighbors for each node, GraphSAGE helps the model significantly reduce the
size of the computational graph and memory requirements, thereby reducing the space
and time complexity of the algorithm. After specifying the number of neighbors for each
node, GraphSAGE utilizes aggregation functions to synthesize information from them:

l I-1
hﬁvz(u) = AGG({h{'"™Y,vus. € Ny(u)}), 3)
where hg\l]z (u) Tepresents the information aggregated from the selected neighbors and AGG

is the aggregation function. In GraphSAGE, many types of aggregation functions can be
applied, including sum, mean-pooling, max-pooling, LSTM, and so on.

The aggregated data from that neighborhood are utilized to calculate and update the
embedding for each node, akin to other GNN models:

b W), (4)

hEzl) =o([h %S(u

,h

where hl(f) is the embedding of node u at layer /", calculated from embedding hg;l) of
(I-1)
Ny W

node u in the layer (I — 1) and the information aggregated from its neighbors h
is the weight matrix used at layer /" of the model.

In general, GraphSAGE can solve the limitations of GCN and GAT models when it
works effectively with large graphs and fast training. However, through experiments, we

can see that GraphSAGE does not significantly improve accuracy compared to other models.
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4. Proposed Method

In prior research, the authors typically utilized nodes or edges to represent the features
extracted from network traffic flows. However, given the capacity of GNN models to
leverage both nodes and edges within graph data, this paper introduces a novel method for
extracting features from traffic flows, encompassing both nodes and edges. Our proposed
model is presented in Figure 4.

(NIDS dataH Extracted | | Data Graph : .+ Modified GCN attacker

features preprocessing creation model
)

_________________ s O

--------------------------------------- normal

Figure 4. The overall view of the proposed model.

Within the model, flow data represent the communication exchanged between two
computers or devices within the network system. These data are characterized by features
such as source IP, source port, destination IP, destination port, protocol, etc. We employed
the random forest regression algorithm to evaluate the impact and necessity of each feature
based on the ‘important weight” index. This allowed us to select a subset of relevant
features from the data to be used in our proposed model. Subsequently, these selected
features were used to construct the nodes and edges in the graph network representation,
as illustrated in Figure 5.

Flows

Same IP - e prrsessssee s i
E : Graph data

Figure 5. The data pre-processing steps.

This feature selection method helps our approach focus on meaningful information in
the flow data and avoid distortions. By doing so, the proposed model can more effectively
exploit the characteristic patterns in the data. This allows the model to achieve higher
accuracy compared to other models that use only a few features from the flow data.

Next, we initialize a graph using the extracted features as nodes. For edge creation,
we leverage the IP addresses presented in each flow of data. Specifically, edges were
established between flows sharing the same source IP. The output of the pre-processing
data is the graph data, which is used to feed the next GNN model.

After the preprocessing step, we obtained graph data. These data are used as input
for the node classification model to find suspicious network flows in the network. In this
study, we proposed a modified version of the GCN model to perform this classification
task. It is presented in Figure 6 with two SAGEConv layers and one fully connected layer
as the output layer. Batch normalization layers and ReLU activation functions are also
used immediately after each SAGEConv layer. The softmax function at the end of the
model helps generate the most efficient predictions based on the class with the highest
probability output.
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Specifically, the feature vector at each node is aggregated through each SAGEConv
layer. This information is then normalized and non-linearized using BatchNorm and the
ReLU function immediately after each SAGEConv layer, as shown in Figure 6. In the
fully connected layer, the current feature vector of the nodes is transformed into vectors
with dimensions equal to the number of classes to be classified. This transformation is
achieved using flattening techniques and the weight matrix multiplication of this layer.
Finally, the softmax activation function is applied to the vector at each node to generate
classification probabilities. The result at each node is a probability vector where the sum of
the distributions is equal to 1. The model classifies nodes based on the highest probability
in this vector, corresponding to the one-hot encoding matrix presented in the above figure.

( SAGEConv
layer

Hidd [ BatchNorm ]
idden
layer < LREL—]U

v

SAGEConv
layer

[ BatchNorm J
~  [(RelU

v

Output Fully connected
layer layer

Softmax

4

\

0 0
Output [0 | 0 |
u u see u

of [0

Figure 6. Diagram of the modified GCN model.

We proposed this model based on the idea of combining the GCN model with the
SAGEConv module of the GraphSAGE model. GCN is the most popular model of GNN
presented in Figure 1. In the GCN model, GraphConv layers play a key role in learning
graph representations. These layers help the model effectively extract complex features
and structural information through multiple convolution calculations. This architecture
leads to the GCN model achieving high accuracy, but it has some limitations when working
with large graph data. With large graphs, the information of each node is aggregated
from all neighbors, making the data huge and causing system resource requirements and
computing time to increase significantly. Furthermore, information taken from all these
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neighbors may cause embedding nodes to tend to be similar. This phenomenon is called
over-smoothing and reduces the accuracy of the model.

On the other hand, SAGEConv is a variation of the GraphSAGE model, as introduced
in the previous section. It represents an improvement over GraphSAGE by employing
a more expressive convolutional operator. Unlike GraphSAGE, SAGEConv utilizes the
average of neighbor representations, normalized by the degree of each neighbor, as the
aggregate representation. This enhancement enables SAGEConv to capture more fine-
grained information about the graph’s structure.

Our model is the result of combining the advantages of both the GCN and SAGEConv
models. The main difference compared to the old model is that GraphConv layers are
replaced by SAGEConv layers. This combination makes the model more suitable for
training on large graph data while not sacrificing its accuracy and performance. To apply
this model most effectively, choosing model parameters such as hidden units and learning
rate appropriately helps the model achieve the best accuracy and stability. We conducted
experiments on benchmark datasets using the proposed model and achieved superior
results compared to previous methods. The detailed results and evaluation are presented
in the next section.

5. Experiment

In this section, the paper outlines the datasets chosen for training and testing, details
the evaluation criteria used in the experiments, and describes the experimental setup as
well as the selection of parameters for our model.

5.1. Datasets

A dataset for the network intrusion detection system includes many network traffic
flows combined with information about the network system, network devices, servers, and
user behavior. Raw data are firstly collected by capturing the network traffic generated in
the system through network devices such as routers and switches. They are then processed
using specific techniques to create dataset flows. These datasets are especially important
and necessary to evaluate malicious patterns and attacker behavior during cyber-attacks.
Datasets play an important role in training deep learning models. It has a direct impact on
the model’s prediction performance. Therefore, it is necessary to choose quality datasets
that are suitable for the model and the purpose to be achieved. In our experiment, CIC-
IDS2017 and UNSW-NB15 datasets were used to train and evaluate the performance of the
proposed model.

5.1.1. CIC-IDS2017 Dataset

CIC-IDS2017 [35] is an intrusion detection evaluation dataset created in 2017 by the
University of Brunswick (UNB) and the Canadian Institute of Cybersecurity (CIC). Generat-
ing realistic background traffic was a top priority when this dataset was built. CICIDS2017
dataset contains 2,830,743 flows, including benign and most up-to-date common attack
flows. To generate benign traffic, they used the previously proposed B-Profile system [36],
which describes the abstract behavior of human interactions and generates natural back-
ground traffic. The B-Profile system is described in Figure 7 below. In this dataset, they
abstracted the behavior of 25 users based on HTTP, HTTPS, FTP, SSH, and email protocols.

On the other hand, many different tools are used to create attack flows based on
simulating common attacks such as Brute Force attacks, PortScan attacks, Denials of Service,
Distributed Denials of Service, and so on. At the end of the above process, the obtained
data include benign traffic and 7 different types of attacks, with a total of 13 labeled attacks.
However, these raw data are saved as .pcap files and it need to be converted into flow data
to reduce its huge size, as its pure raw form is not very useful for deep learning models. The
CIC-FlowMeter processor developed by them is used for the above conversion process. It
ensures that the data features are extracted consistently from the same features found in the
.pcap file. The transformed data are distributed as a .csv file to use deep learning models.
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Figure 7. The B-profile system.

The resulting dataset was labeled based on the timestamp, source and destination
IPs, source and destination ports, protocols, and types of attacks. We experimented using
424,155 flows randomly selected from the dataset, comprising 340,598 (80.3%) normal flows
and 83,557 (19.7%) malicious flows. Each flow in this dataset includes over 80 network flow
features extracted from captured network traffic.

5.1.2. UNSW-NB15 Dataset

The UNSW-NB15 dataset [37], released by the Cyber Range Lab of the Australian
Centre for Cyber Security (ACCS), combines real-world normal network activities with
contemporary synthesized attack behaviors. Captured in a private environment, the dataset
includes 2,218,761 benign flows (87.35%) and 321,283 attack flows (12.65%), categorized
into ten classes: benign, analysis, backdoor, DoS, exploits, fuzzers, generic, reconnaissance,
shellcode, and worms. The significant imbalance between normal and malicious flows
necessitates preprocessing before use. This preprocessing involves removing excess nor-
mal flows from the dataset before experimenting. From the processed dataset, we used
50,000 flows, including 30,614 (61.22%) normal flows and 19,386 (38.78%) malicious flows,
for the experiment. Each flow in the dataset is characterized by 49 features, including the
class label. In the experiments of this paper, we examined these features using feature
selection techniques before incorporating the data into the training model.

5.2. Evaluation Criteria

The results of this study were evaluated according to four criteria, namely accuracy,
precision, f-measure, and recall. All these criteria take a value between 0 and 1. When
it approaches 1, the performance increases. If it approaches 0, it decreases. The way to
calculate these metrics is described in Table 1.

Table 1. Model performance metrics.

Metric Definition

Recall TPATP + FN)
Precision TPATP + FP)
Fl-score (2 x Recall x Precision)/(Recall + Precision)
Accuracy (TP + TN)ATP + FP + TN + FN)

5.3. Implementation

The steps of our experimental process are described in Figure 8. Initially, we used
an appropriate feature selection technique to select a set of valuable features from each of
the CIC-IDS2017 and UNSW-NB15 datasets. Then, the obtained data were divided into
training and testing sets to create graph data for the proposed model. After completing the
training process, a node classification model with optimally selected parameters was used
for classifying malicious flows. We simulated the experiment on the hardware with:
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e CPU: Intel(R) Core i7-8700
e  GPU: NVIDIA GeForce GTX 1060 3GB
*  Memory: 32GB

5.3.1. Feature Selection

Data preprocessing is a crucial step that significantly enhances the proposed model’s
performance. Initially, the normalization of the dataset was conducted. For the CIC-IDS2017
dataset, flows containing attributes with malformed values, or featuring “infinity” or “NaN"
values in the columns “Flow Bytes/s” and “Flow Packets/s” were eliminated. Additionally,
the “Fwd Header Length” attribute is duplicated in columns 41 and 62; hence, one instance
is removed. Some columns of the dataset, such as Flow ID, Source IP, Destination IP,
Timestamp, and External IP, encompass string and categorical attributes. To facilitate
numerical processing, these attributes were converted into numerical format utilizing the
LabelEncoder() [38] function from the Sklearn library. As for column labels, they were
divided into two types of labels to serve the classification of the model. Specifically, label 0
is assigned to benign flows, while label 1 is designated for the remaining attack flows.

Benchmark
Dataset

Feature Selection
using Random Forest Regression

\ 4

Testing Data Training Data

Testing Graph Training Graph

\ 4

v

Node ( .
Classification Parameters Implementation of
modified GCN model
Model \

A\ 4

Results

Figure 8. The implementation process.

After normalization, the features within each flow are extracted to constitute the
input data for the model. The feature selection is based on the role of each type of feature
in defining a different type of cyberattack. Therefore, to effectively predict each type
of attack, the deep learning model requires diverse feature types. Those features are
evaluated based on the “important weight” index initially introduced in the random forest
regression algorithm [38]. The random forest method provides the advantage of assessing
the importance of each feature in class prediction based on its individual score. Evaluating
feature scores in a high-dimensional dataset can be challenging. To address this issue, the
random forest method utilizes these importance scores to select a minimal set of highly



Appl. Sci. 2024, 14, 6932

13 of 23

discriminatory features automatically. Leveraging this index, the author of the paper [39]
identified the sets of four features that exert the most influence on each type of attack.
Twelve different types of attack were considered, each corresponding to a set of 4 features.
With each set of these 4 features, the model can learn how to classify and predict each type
of attack with the highest accuracy. In this study, we classified network flows into normal
flows and attack flows. The way to select features was also introduced in the paper [39],
which is to synthesize features from the sets of 4 features mentioned above. In this study, all
attack types were classified under a common label of ‘attack’. Thus, the 4 features obtained
for each of the 12 attack types resulted in a pool of 48 features. After eliminating duplicates,
the number of features was reduced to 18. We selected these 18 features for the process
of creating graph data. In addition, the features “Source IP” and “Destination IP” were
also selected because they are necessary for the graph creation process. Consequently,
20 features were selected from more than 80 features in each flow to construct a graph for
training the model. The list of these 20 features is presented in Table 2 below.

Table 2. The list of selected features for the CIC-IDS2017 dataset.

Src IP Flow IAT Max Fwd Packet Length Max
Dst IP Flow IAT Mean Fwd Packet Length Mean
Bwd Packet Length Max Flow IAT Min Fwd Packet Length Min
Bwd Packet Length Mean Flow IAT Std Fwd Packet Length Std
Bwd Packet Length Std Fwd IAT Total Total Length of Bwd Packet
Total Backward Packets Flow Bytes/s Total Length of Fwd Packets
Total Backward Packets Flow Duration

Similarly, for the UNSW-NB15 dataset, columns containing string data or categorical
attributes were converted into numerical format. The “attack-cat’ column, which included
a list of attack types, was removed. We utilized the ‘label’ column, which was labeled
with label 0 for benign flows and label 1 for attack flows. The Random Forest Regression
algorithm was used to assess the influence of the features based on the “important weight’
index mentioned above. This index indicates the influence of each feature in class prediction
and always sums up to 1. After calculating the “important weight’, various threshold values
are used to determine the optimal number of features to select. The optimal number of
features is identified at the threshold where the model achieves the highest classification
accuracy. Based on the evaluation results, we selected a set of 32 features out of the total
49 features in the data to use for experiments on the proposed model. The list of 32 features
is provided in Table 3 below.

Table 3. The list of selected features for the UNSW-NB15 dataset.

dur service spkts dpkts
sbytes dbytes rate sttl
dttl sload dload sloss
dloss sinpkt dinpkt sjit
djit stcpb dtepd teprtt
synack ackdat smean dmean
ct_srv_src ct_state_tll ct_dst_ltm ct_src_dport_ltm

ct_dst_sport_Itm ct_dst_src_ltm ct_src_ltm ct_srv_dst
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5.3.2. Creation of Training and Testing Data

After completing data preprocessing, the CIC-IDS2017 and UNSW-NB15 datasets
were split into two subsets, with 80% allocated for training data and 20% for testing data.
Subsequently, 20% of the training data were extracted as validation data during the model
training process. Masks were also created to learn and evaluate each subset independently.
Next, we create a graph from the extracted data, following the algorithm presented in
Figure 5. Specifically, each flow in the dataset was represented as a node of the graph.
Additionally, flows with the same source IP feature create an edge between them. For this
graph generation process, we utilize the DGL library of Python.

5.3.3. Implementation of Modified GCN Model

The above graph was fed into the modified GCN model to create a node classification
model. The modified model was described in Figure 6. In each SAGEConv layer, the
number of hidden units is an important factor that affects the model’s representational
capacity and is also the dimension of the node embedding. This parameter determines
the model’s ability to leverage richer features. Another critical parameter is the learning
rate, which dictates the size of the gradient descent step and influences whether the model
can converge to the global optimum. To select appropriate values for these parameters,
numerous experiments were implemented while keeping other parameters constant and
adjusting a specific parameter. The results indicated that the model achieves optimal
performance when the number of hidden units is set to 500 and the learning rate is set
to 0.001. The model training process consists of 500 epochs, using the cross-entropy loss
function and the Adam optimization function. Details regarding the selected parameters
are provided in Table 4.

Table 4. Hyperparameter values used in FN-GNN.

Parameter Value Parameter Value
Hidden units 500 Loss function Cross-entropy
Learning rate 0.001 Optimizer Adam

Epoch number 3000

6. Results and Discussion
6.1. Experimental Results

The results of the experiments with the CIC-IDS2017 and UNSW-NB15 datasets were
primarily evaluated based on the metrics presented in Section 5. First, we focused on the
stability of the model, as demonstrated by its convergence. This can be assessed through
the training process depicted in Figures 9 and 10. With the selected parameters mentioned
above, the proposed model nearly achieves convergence around the 800th epoch and
remains stable thereafter.

Next, the accuracy achieved by the model during the testing phase demonstrates
the effectiveness of this model in accurately detecting malicious flows within network
systems. Based on effective detection, the proposed model becomes sufficiently robust for
deployment in the network systems of organizations and enterprises. Twenty percent of
each dataset was used for testing, corresponding to 84,831 flows from the CIC-IDS2017
dataset and 9997 flows from the UNSW-NB15 dataset. The model’s prediction results were
depicted in the confusion matrix in Figures 11 and 12. The prediction results indicated that
all incorrect predictions (both false positives and false negatives) make up less than 1%.
This means that the model achieves a high and consistent detection rate for both malicious
and normal flow cases.
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Figure 9. The accuracy of the training history on the CIC-IDS2017 dataset.
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Figure 10. The accuracy of the training history on the UNSW-NB15 dataset.
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Figure 11. Prediction results on the test set of CIC-IDS2017.

The metrics used to evaluate the effectiveness of the model were calculated based on
the formula presented in Table 1. The final evaluation results on two benchmark datasets
are described in Table 5.
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Figure 12. Prediction results on the test set of UNSW-NB15.
Table 5. Performance metrics.
CIC-IDS2017 UNSW-NB15
Metrics/Dataset
Benign Attack Benign Attack
Precision 0.9988 0.9926 0.9916 0.9801
Recall 0.9882 0.9951 0.9838 0.9897
(Detection rate)
F1-score 0.9985 0.9938 0.9877 0.9849
Weighted F1 0.9976 0.9865
Accuracy 0.9976 0.9864

The results indicated that the detection rates (recall) range from 98.38% to 99.51% in
classifying both malicious and normal flows for both datasets. This demonstrated a high
level of confidence. Figures 13 and 14 illustrate the model’s accuracy in detecting malicious
flows on two test datasets using ROC curves. Furthermore, due to the imbalance in the
number of flow types within the datasets, the weighted F1 score was used for evaluation
instead of solely relying on accuracy. Weighted F1 metrics were computed based on the
F1-score values of various flows and their allocation counts in the test dataset. Accordingly,
our model achieves weighted F1 scores of 99.76% and 98.65% on the CIC-IDS2017 and
UNSW-NB15 datasets, respectively. We used these metrics to compare the performance of
the proposed method with previous methods.

1.0 §

Detection-Task ROC
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0.4+

True Positive Rate

0.2 +

0.0 T

= ROC curve of class attack (area = 0.99)

T T
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False Positive Rate

0.8 1.0

Figure 13. ROC on the test set of CIC-IDS2017.
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Figure 14. ROC on the test set of UNSW-NB15.

6.2. Comparison of Model Performance

We evaluated the effectiveness of the proposed model by comparing the weighted
F1 scores obtained with previous models. Firstly, the proposed model was compared
to GNN-based models currently considered most effective, such as E-GraphSAGE [40]
and conventional GCN models. We used the E-graphSAGE and GCN models introduced
in those papers to conduct the experiments classifying malicious flows in two datasets:
CIC-IDS2017 and UNSW-NB15. In the case of the E-GraphSAGE model, edge features
are extracted from flow data before their application in edge classification. Meanwhile,
the GCN model utilizes these data as node features. The results obtained for each model
are compared to the proposed model in Figure 15. We can see that the proposed model
achieves a superior performance compared to the rest. This comparison result proves that
the proposed model has reasonably inherited the strengths of SAGEConv layers and the
GCN model.

Testing accuracy comparision
120

BN CIC-IDS2017 S UNSW-NB15

100 4 99.76 9g3.64 97 18

96.4

80 1

60

Accuracy(%)

20 1

Proposed method E-GraphSAGE Traditional GCN
Figure 15. Comparison of the testing accuracy with previous models.

Table 6 presents comparative data on the performance and execution time of the pro-
posed model with the E-GraphSAGE and conventional GCN models. These experiments
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were performed with 424,155 flows taken from the CIC-IDS2017 dataset, in which the num-
ber of flows for the train set is 339,324 flows and the test set is 84,831 flows. Comparative
data show that the proposed model always performs better than other models in precision,
recall, and F1-score metrics. This means that the proposed model achieves a higher and
more accurate detection rate of attack flows. However, the training and prediction times of
the proposed model are not excessive compared to previous models. This can be explained
based on how graph data are created from network flows as well as the architecture of each
model. For the E-GraphSAGE model, graph data are created based on the network topology,
in which each IP address corresponds to each node, and the number of edges represents
the number of flows generated between those nodes. Meanwhile, the FN-GNN model
proposes a new data preprocessing method that allows one to exploit the relationships
between flows when creating graph data. In this way, each node represents each flow, and
the number of edges created depends on each connection between flows in the network.
We realized that, with the same amount of network flow, the graph data of the proposed
model have a larger number of nodes and edges and Are more complex than the graph
data of E-graphSAGE. Therefore, the training and prediction time of the proposed model
will also be a bit longer than that of E-GraphSAGE.

Table 6. Evaluation metrics.

Metrics Proposal E-GraphSAGE Conventional GCN
Training time (s/epoch) 0.4605 0.3915 0.5735
Predicting time (s) 0.1625 0.133 0.1945
Precision 0.9926 0.95 0.92
Recall 0.9951 0.9454 0.9138
F1-score 0.9976 0.9477 0.9169

On the other hand, the proposed model has a more optimal execution time than the
conventional GCN model. The GCN layer included in the GCN model uses the entire
adjacency matrix to synthesize information from neighboring nodes, while the SAGEConv
module applied in FN-GNN helps represent nodes by synthesizing information from
several neighboring nodes. Therefore, for large graph data, the GCN model must process
information from a vast number of connections, significantly increasing the system resource
requirements and computation time. In contrast, the neighbor sampling mechanism enables
the proposed model to efficiently utilize resources and optimize the computation time
when applied in large-scale network environments.

To objectively assess the model’s performance, we compare its weighted F1 scores with
other existing models based on published results on the same datasets. The selected models
are those that achieved the most outstanding results on the datasets used in this study.

On the CIC-IDS2017 dataset, we compared with models using machine learning
techniques such as OC-SVM/RF [41], SVM, and ANN [42], as well as deep learning models
like CNN-GRU [43], CNN-BiLSTM [44], and a two-phase intrusion detection system with
naive Bayes [45]. Similarly, on the UNSW-NB15 dataset, models such as AdaBoost, SVM,
and DNN [46], as well as deep learning models like XGBoost-LSTM [47], AT-LSTM [48], and
CNN-GRU [43], are also compared with our model. The comparison results are presented
in Figures 16 and 17. Our model demonstrates a superior performance as well as high
stability across multiple datasets, for both malicious and normal flow classification.

Furthermore, the effectiveness of the proposed model was also evaluated through
comparison with several models employing the same feature selection approach. Specifi-
cally, feature selection techniques based on the random forest regression algorithm were
also applied by the authors in papers [39,49] on the CIC-IDS2017 and UNSW-NB15 datasets,
respectively. With the same selected features from the dataset, our model achieves signifi-
cantly higher effectiveness. The evaluation results are shown in Table 7. This improvement
can be explained by exploiting the relationship between flow data of the GNN model,
through the synthesis of information from the neighbors of each node.
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Figure 16. The comparison of the Fl-score between the proposed model and the state-of-the-art
models on the CIC-IDS2017 dataset.
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Figure 17. The comparison of the F1-Score between the proposed model and the state-of-the-art
models on the UNSW-NB15 dataset.
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Table 7. Comparison results of the proposed model with existing models using the same feature
selection method.

Methods Dataset Accuracy Model No. Features
Proposal CIC-IDS2017 99.76% FN-GNN 20
94% Random forest 20
95% D3 20
[39] CIC-IDS2017 95% AdaBoost 20
81% MLP 20
96% K nearest neighbors 20
Proposal UNSW-NB15 98.65% FN-GNN 32
[49] UNSW-NB15 94.61% Random forest 32

Experimental results on the two datasets CIC-IDS2017 and UNSW-NB15 show that the
proposed model achieves superior performance and is more stable than existing models.
To evaluate the effectiveness of the FN-GNN model when deployed in practice, the model’s
computational performance and ability to adapt to dynamic network conditions are aspects
that need to be carefully considered. We have presented the computational efficiency of
the model in Table 6. In network systems, NIDS continuously captures network traffic in
the network. This traffic always has real-time characteristics and changes over time. New
attack scenarios and techniques lead to changes in the nature of flows and the emergence
of new traffic patterns in the data captured by the IDS. Furthermore, changes in network
topology also lead to significant changes in network traffic. Those changes require NIDS
systems to be constantly updated and able to adapt to new traffic patterns. The FN-GNN
model provides a method for generating graph data based on evaluating the relationships
of flows without depending on changes in network topology. Consequently, the graph
data are generated flexibly according to the variations in network traffic. This approach
allows the FN-GNN model to adapt to changes in network architecture within dynamic
network environments.

Additionally, in our experiments, we used two datasets that are among the most
relevant and representative of real-world environments. Specifically, these datasets include
scenarios and attack types that closely resemble actual attack patterns encountered in
practical settings. By using these datasets, we ensure that our experiments reflect realistic
network conditions and potential threats, thereby enhancing the applicability and effective-
ness of our proposed model in real-world scenarios. Moreover, the testing data used were
ones that the FN-GNN model had not encountered before. Thus, the model was evaluated
on data as if these were real-world data. We believe that network environments will not
undergo significant changes in the near future. Therefore, the deep learning properties
and the ability to model complex patterns of the proposed model help it maintain a strong
performance in practical environments.

7. Conclusions

In this paper, we proposed the FN-GNN model including the data preprocessing for
graph creation and the modified GCN model. In the data preprocessing, we introduced a
novel approach to represent network flow data as graph data. In this model, the nodes of
the graph represent a set of important features of the flow extracted by using the Random
Forest Regression algorithm. The edges are created based on the relationship between flows
through the source IP feature. The modified GCN model is a combination of conventional
GCN and SAGEConv models. This helps overcome the limitations of previous GNN models.
The proposed model achieved high stability and an accuracy of 99.76% and 98.65% for the
CIC-IDS2017 and UNSW-NB15 datasets, respectively. The evaluation results demonstrated
that our model performs consistently in classifying both normal and malicious flows and
outperforming recent state-of-the-art models. However, we recognized that NIDS systems
always face potential challenges in the future. Thus, we plan to continue researching and
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updating the proposed model with newer datasets to enable the system to promptly detect
complex attack scenarios when deployed in real-world environments.
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