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Abstract: Particularly in Internet of Things (IoT) scenarios, the rapid growth and diversity of network
traffic pose a growing challenge to network intrusion detection systems (NIDs). In this work, we
perform a comparative analysis of lightweight machine learning models, such as logistic regression
(LR) and k-nearest neighbors (KNNs), alongside other machine learning models, such as decision
trees (DTs), support vector machines (SVMs), multilayer perceptron (MLP), and random forests
(RFs) with deep learning architectures, specifically a convolutional neural network (CNN) coupled
with bidirectional long short-term memory (BiLSTM), for intrusion detection. We assess these
models’ scalability, performance, and robustness using the NSL-KDD and UNSW-NB15 benchmark
datasets. We evaluate important metrics, such as accuracy, precision, recall, Fl-score, and false
alarm rate, to offer insights into the effectiveness of each model in securing network systems within
IoT deployments. Notably, the study emphasizes the utilization of lightweight machine learning
models, highlighting their efficiency in achieving high detection accuracy while maintaining lower
computational costs. Furthermore, standard deviation metrics have been incorporated into the
accuracy evaluations, enhancing the reliability and comprehensiveness of our results. Using the
CNN-BiLSTM model, we achieved noteworthy accuracies of 99.89% and 98.95% on the NSL-KDD
and UNSW-NBI15 datasets, respectively. However, the CNN-BiLSTM model outperforms lightweight
traditional machine learning methods by a margin ranging from 1.5% to 3.5%. This study contributes
to the ongoing efforts to enhance network security in IoT scenarios by exploring a trade-off between
traditional machine learning and deep learning techniques.

Keywords: deep learning; intrusion detection; Internet of Things; machine learning; network security

1. Introduction
Research Background

As the internet has expanded rapidly, cyberattacks on computer systems and networks
have increased in frequency. To address these risks, network systems employ intrusion
detection systems (IDSs) to detect and stop malicious activity. In our digital age, where
dependence on technology is essential, creating secure and reliable programs, frameworks,
and networks is one of the primary challenges [1]. An important deterrent to network
intrusion is the ability to detect faults in a system. Intrusion detection is defined as
the process of identifying and responding to malicious activity targeting computing and
network resources. The rapid increase in network traffic and resulting security threats make
it more difficult for IDSs to accurately detect hostile attacks. The idea is to provide up-to-
date information on machine learning and deep learning-based intrusion detection systems
to create a baseline for further researchers exploring this important area [2]. Studies have
shown that lightweight machine learning models, such as decision trees and support vector
machines, can be employed for intrusion detection. These models are computationally
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efficient while maintaining acceptable detection accuracy, and they can adjust to shifting
patterns by learning from past data [3].

Machine learning-based intrusion detection systems provide a learning-based method
to identify attack classes by using learned normal and attack behavior. Machine learning-
based intrusion detection systems use supervised learning techniques to generate a wide
representation of known threats. The maintenance of the signature database is another
requirement for these types of intrusion detection systems, and it increases user load [4].
Recently, there has been an outstanding advancement in intrusion detection techniques,
achieved to a great extent by the remarkable capabilities of deep learning models. These
deep learning models have introduced another era of accuracy and detection within various
systems. Deep learning models, such as long-short-term memory (LSTM), recurrent neural
networks (RNNs), convolutional neural networks (CNNs), and deep neural networks
(DNNs), have demonstrated remarkable improvements in their learning behaviors and
detection rates [5]. This has led to a shift in cybersecurity, with deep learning-based
intrusion detection systems exhibiting high performance and resilience against emerging
threats. Recent advancements in hardware architectures have facilitated the integration
and deployment of sophisticated models that can ensure robust and reliable protection
against cyber threats. Additionally, by utilizing deep learning models, the system can
effectively detect anomalies within datasets, enabling the accurate and precise identification
of security threats.

The motivation for employing lightweight machine learning models alongside deep
learning models stems from the need to balance detection performance with resource
efficiency. Models such as k-nearest neighbor (KNN), support vector machines (SVMs),
multilayer perceptron (MLP), logistic regression (LR), and random forest (RFs) are chosen
for their ability to deliver high accuracy while minimizing computational costs, making
them suitable for real-time intrusion detection applications. Furthermore, deep learning
and machine learning approaches have been increasingly applied to a range of Internet of
Things (IoT) security solutions. Combining big data analytics with machine learning/deep
learning-based methods has yielded significant outcomes in cybersecurity. Deep learning-
based algorithms, in particular, have gained considerable attention due to their superior
pattern-extraction capabilities, outperforming machine learning in various studies [6,7].

This paper provides a comparative analysis of deep learning and lightweight machine
learning models used for intrusion detection systems. We evaluate the performance of
a CNN-BiLSTM architecture alongside machine learning models (k-nearest neighbors
(KNNS), support vector machines (SVMs), multilayer perceptron (MLP), logistic regression
(LR), random forest (RF), and decision trees (DTs)) in identifying normal networks and
detecting attacks, particularly denial of service (DoS)attacks within an IDS. The evaluation
utilizes well-established datasets NSL-KDD and UNSW-NB15, assessing metrics such as
accuracy, precision, recall, F1-score, and false alarm rate to determine the optimal model
for IDS applications. To the best of our knowledge, no comparison has been made between
using lightweight machine learning models and deep learning models. The remainder of
this paper is structured as follows: Section 2 discusses related works in the field of intrusion
detection, highlighting recent developments and methodologies. Section 3 presents a
detailed overview of some recent intrusion detection schemes for IoT applications, as well
as the methodologies employed. Section 4 presents the experimental results of both deep
learning and machine learning models on the evaluated datasets. Section 5 discusses the
implications of the results and compares them with state-of-the-art studies in the domain.
Finally, Section 6 provides the conclusion of this study, summarizing the key findings and
outlining avenues for future research in intrusion detection and IoT security.



Appl. Sci. 2024, 14, 6967

30f16

2. Related Work

In IoT networks, cyberattack detection is typically a classification challenge. These
challenges can be successfully resolved through the use of machine learning/deep learning
approaches. An overview of various current machine learning /deep learning-based studies
for IoT intrusion detection is provided in this section. To detect atypical attacks, Wang
et al. [8] developed a flow mining-based method. They used MIT Lincoln Laboratories
DDoS data and traces from the Slammer and Code Red worms to validate the effectiveness
of their methodology. A deep defense network security architecture was also developed
by Huang et al. [9], who suggested using data mining techniques to examine the alarms
gathered by the distributed intrusion detection and prevention system (IDS/IPS). The
author employed three distinct types of data mining methods to implement the prototype,
and they used it in DDoS attack detection to assess the efficacy of the suggested defense
architecture. In terms of the attack detection rate and FPR, it performed well. A technique
based on the combination of a PCA and an optimized support vector machine (SVM) was
presented by Thaseen and Kumar [10]. SVM parameters and kernels were optimized using
recommended automatic parameter selection, which reduced the training time and im-
proved accuracy for a few attacks, such as R2L and U2R. In contemporary networks, other
well-liked machine learning techniques, including multilayer perceptron (MLP), random
forest (RF), and Naive Bayes (NB), have also been employed to identify threats [11-13].
Unfortunately, shallow learning hinders the effectiveness of these conventional machine
learning techniques, making them unable to offer a workable solution for a sizable amount
of traffic data. Using several ML algorithms from the Weka Data Mining tool, Thanh and
Lang [14] examined and assessed the performance of Bagging, AdaBoost, Stacking, Deco-
rate, Voting, and random forest. Compared to single classifiers, the ensembles used in [14]
that aggregate the results of their base classifiers using Stacking and Decorate procedures
took longer to train and test than classifiers that employed other ensemble techniques.

A growing number of deep learning-based models have achieved exceptional per-
formance as deep learning has advanced [15-17]. An IDS based on the recurrent neural
network (RNN) was proposed by Yin et al. [18]. The design approach outperformed
conventional classification techniques in terms of accuracy and detection rate for both
binary and multiclass classification. To obtain more accurate detection by aggregating
traffic characteristics, He et al. [19] suggested an intrusion detection model based on long
short-term memory (LSTM) and a multimodal deep autoencoder. To mitigate DDoS attacks
in cloud computing, Jaber et al. [20] employed principal component analysis and linear
discriminant analysis in conjunction with a hybrid, nature-inspired metaheuristic algorithm
called Ant Lion optimization for feature selection and artificial neural networks to classify
and configure the cloud server. An IoT intrusion model leveraging CNN and grey wolf
optimization (GWO) was applied to NID [21]. To address the issue of class imbalance
in the dataset under consideration, Zhang et al. created a two-branch CNN and utilized
feature fusion [22]. Their idea was more efficient in terms of execution time and had higher
accuracy in detecting a minor class of anomalies. NID was applied to raw packet-level
communication by Zhang et al. [23]. To extract significant spatial and temporal information,
they combined CNNs and LSTMs, which resulted in greater detection rates than when
utilizing each of these components separately. The performances of eight distinct machine
learning algorithms were examined in [24] against six datasets, including KDD-99, NSL-
KDD, UNSW-NB15, Kyoto2006+, and WSN-DS CICIDS2017. The algorithms include DNN,
logistic regression (LR), NB, SVM, Adaptive Boosting (AB), KNN, DT, and RF. Despite hav-
ing higher processing requirements, the deep learning classifier intuitively produced the
greatest results when compared to the machine learning classifiers. An intrusion detection
system (IDS) based on the deep LSTM algorithm, which uses recurrent neural networks
(RNNs) and includes 90 hidden units spread across three hidden layers was created by
Kasongo and Sun [25]. The accuracy of the model was 99.51%. There are 5 SoftMax neurons
in the last layer of the DFFL structure and 29 sigmoid neurons in the first layer. This article
demonstrated a notable improvement in performance by comparing the outcomes with
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those of different machine learning techniques. They intend to investigate the effectiveness
of every attack in the NSL-KDD dataset in future research.

Additionally, recent studies have demonstrated the effectiveness of CNN-BiLSTM
architectures in different applications. For instance, Zhang et al. [26] utilized a CNN-
BiLSTM-attention model for stock price prediction. In [27], Staffini applied a CNN-BiLSTM
for macroeconomic time series forecasting to highlight new techniques that could be added
to the set of tools available to a policymaker for forecasting macroeconomic data. Tang
et al. [28] improved power load prediction using a CNN-BiLSTM model, and Cui and
Xia [29] developed an EEG signal anomaly detection algorithm based on CNN-BiLSTM
and compared with support vector machine to utilize the ability of CNN to automatically
extract features and BiLSTM’s ability to efficiently process time series data. These studies
underscore the versatility and robustness of the CNN-BilSTM architecture, further moti-
vating its application in intrusion detection systems. Other deep learning models have
also been employed for intrusion detection studies. In [30], Naseer et al. employed the
use of deep neural network structures, including CNN, autoencoders, and RNN, on the
NSL-KDD dataset for real-world application in anomaly detection systems. In [31], Dan
Dongseong Kim provided a comprehensive survey to discuss the impact of taxonomy
on adversarial learning using deep learning-based network intrusion detection systems.
In [32], Minshu He et al. proposed a framework for anomaly detection based on deep
reinforcement learning, giving priority to outliers, state effect, and model transferability for
reinforcement learning-based anomaly detection.

3. Materials and Methodology

Figure 1 depicts the system overview of the methodologies employed for the network-
based IDS. Two benchmark datasets, NSL-KDD and UNSW-NB15, were used to train and
test the deep learning and machine learning models for intrusion detection.
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Figure 1. Overview of proposed network-based intrusion detection system.
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3.1. Machine Learning Models

Machine learning has played a crucial role in intrusion detection systems and continues
to do so. While K-means clustering and self-organized maps are instances of unsupervised
learning, supervised learning is the foundation of machine learning algorithms, such as
decision trees, support vector machines, and Naive Bayes. The main purpose of machine
learning algorithms is to increase a system’s ability to detect attacks. Attacks and other
dangers are identified using learned data. The most common applications of machine
learning algorithms are in the areas of clustering, regression, and classification. Previous
machine learning research has mostly used the NSL-KDD, DARPA, and KDD-CUP99
datasets [33]. The ideas underlying some of the traditional machine learning models in this
study are presented below.

3.1.1. K-Nearest Neighbor

The k-nearest neighbor is a non-parametric supervised learning algorithm that clas-
sifies objects based on the majority class of their k-nearest neighbors in the feature space.
The Euclidean is the most commonly used distance metric among all of these in KNN [34].
KNN is a slow, non-parametric learning algorithm that does not assume the underlying
distribution of the data.

3.1.2. Support Vector Machine

The support vector machine is a powerful supervised learning model capable of
both linear and non-linear classification [35]. It is appropriate for both classification and
regression problems since each node represents a feature, and each leaf node correlates to a
class label or regression value.

3.1.3. Decision Tree

Decision trees recursively partition the feature space into hierarchical structures to
make decisions [36]. The method takes less time to train and can be applied to classify data
that are not linearly separable.

3.1.4. Multilayer Perceptron

Multilayer perceptron (MLP) is a type of artificial neural network that uses multiple
layers of nodes (perceptrons) with non-linear activation functions [37]. To maximize
weights and biases, it learns using gradient descent, backpropagation of errors, and forward
propagation of signals [38].

3.1.5. Logistic Regression

Logistic regression models the probability of a binary outcome using a logistic func-
tion [39]. Appropriate for binary and multiclass classification tasks, it calculates the connec-
tion between one or more independent variables and a dependent variable.

3.1.6. Random Forest

The random forest (RF) model is an ensemble learning technique that constructs
multiple trees during training and outputs the class that is the mean prediction (regression)
or the mode of the classes (classification) of the individual trees [40]. It uses an average of
several decision trees to improve accuracy and manage overfitting [41].

3.2. Deep Learning Models

A subfield of machine learning called deep learning is focused on understanding how
brain neurons function. Artificial neural networks (ANNSs) are used to implement these
algorithms. Several methods, such as supervised and unsupervised learning, can be used
to train an algorithm for machine learning or deep learning. Supervised learning includes
the task of classifying data examples that have been labeled during the training phase [42].
An LSTM network known as BiLSTM, or bidirectional LSTM, allows for better learning at
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each data time step by feeding data from the beginning to the end of the model. As a result,
features are learned more effectively at each time step.

Bi-LSTM layers contain two units, with identical input and output in the hidden layers,
to enable learning from both forward and backward time-series data. Time-series data
are handled by one unit in the forward direction and the other in the backward direction.
This arrangement is thought to provide future data to the layers for improving training
time with stronger feature learning, leading to improved precision for multi-dimensional
time-series data. In Figure 2, an example of a bidirectional LSTM cell structure is given
with input data x;_1, X441, ¢, x;_1, alternately processed through a forward hidden layer
hi_1, ht, 11 and backward hidden layer h;_1, k¢, byt to create y;—1, yt, Yi+1. A better
prediction outcome can be obtained by optimizing the Bi-LSTM’s feature information
extraction through the forward and backward layers. The kernel size of the model doubles
with each iteration according to the architecture of the BILSTM architecture. An LSTM
network with the addition of forward and backward layers forms a Bi-LSTM network.

LSTM - ‘ I LSTM <«— <«— [STM ¢
A ‘ A A
LSTM LSTM LSTM
Xew —— X Xev1

Figure 2. An example of a bidirectional LSTM cell structure.

CNN Bidirectional Long Short-Term Memory

The CNN BiLSTM model comprises multiple layers of Bi-LSTM separated by reshape
and batch normalization layers, starting with a one-dimensional convolutional neural
network layer. The one-dimensional convolutional neural network layer and the max
pooling layer are intended to be used for local perception, spatial layout, and parameter
sharing. Smaller sets of parameters and free variables are made possible via parameter
sharing, which speeds up feature extraction while consuming less computing power.
The grouping of features by spatial arrangement makes it possible to assess a sparse
matrix, which improves the ability to identify correlations between features. Lastly, the
training time is reduced greatly by using fewer parameters, which is possible with local
perception. Consequently, a one-dimensional convolutional neural network allows for
quick spatial learning using the provided time-series data. The max pooling layer, which
comes after the one-dimensional convolutional neural network layer, enables sample-based
discretization of parameters to identify important features, reducing the training time and
preventing overfitting. The batch normalization layer, which comes after max pooling,
enables parameter normalization between intermediate layers to avoid shortened training
periods. Reshape layers, which come after batch normalization layers, reshape the output
of the layer before it for the following two BiLSTM layers.

Convolutional neural networks (CNNs) are most commonly employed for image
processing difficulties, but it has recently been revealed that CNNs can also be effective for
natural language processing challenges. CNNs have made significant contributions to deep
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learning and artificial intelligence. With a layered architecture, CNNs exhibit rapid data
analysis capabilities facilitated by advanced feature extraction and reduction techniques.
Operating as a spatial data filtering feed-forward network, CNNs perform two operations:
convolution and pooling. Convolution involves transforming input data into output data
through the application of kernels, highlighting key features, and generating a feature
map. The output highlights the characteristics of the input data, which is why the output is
referred to as a feature map. An activation function further analyzes the convolution result,
and down-sampling uses pooling to remove extraneous data. CNNs use rounds of learning
to update the kernels/filters so that the feature map can functionally represent the input
data. Figure 3 depicts an example of a CNN architecture. Convolutional layers, dropout
regularization, a multi-head attention mechanism, a dense layer, the max pooling layer,
and the flattening layer are all included in the model. The feature maps acquired from the
convolutional layer are down-sampled using max pooling to lower their dimensionality
while keeping significant features. The output from the preceding layers is flattened into
a vector by the flattening layer, readying it for the fully connected layer. A pair of dense
layers, each consisting of 256 and 2 units, is incorporated. The ReLU activation function is
employed in the first dense layer, and the SoftMax activation function is used in the final
two units of the dense layer to produce probabilities for binary classification. The model
is optimized using the Adam optimizer and trained with a categorical cross-entropy loss
function for multiclass classification.

Fully
Connected

Convolution

. classification
Feature Extraction

Figure 3. An example of a CNN architecture.

4. Experiments

All experiments were performed on a single server. The CPU of the server was
AMD Ryzen 5 5600xU+00D7 6-Core Processor@3.70 GHz which was manufactured by
Advanced Micro Devices in Santa Clara, CA, USA, and Windows 10 was installed. Python
3.9 programming language and Tensorflow were used as the deep learning framework to
conduct the experiments. These resources provided a reliable and effective environment
for our research and evaluation.

4.1. Description of the Datasets
4.1.1. NSL-KDD Datasets

The University of New Brunswick made the NSL-KDD dataset public. The NSL-KDD
dataset is an upgrade of the KDDCup’99 dataset, which has inherent flaws, as shown
by numerous analyses. NSL-KDD comprises the core records of the entire KDD dataset
and is one of the most used datasets for analyzing network intrusion detection systems
that can be applied as an effective benchmark to compare different intrusion detection
methods, along with UNSW-NB15 and CICIDS-2017 [43]. The elimination of redundant



Appl. Sci. 2024, 14, 6967

8 of 16

records, the availability of records in the training and testing datasets, and the inverse
relationship between the number of selected records from each difficulty group and the
percentage of records in the original KDD dataset are just a few of how NSL-KDD differs
from its predecessor. The dataset contains 41 features, categorized into four groups, as
listed in Table 1. Nine elements make up the first group (basic), which includes essential
details, including the protocol, service, and length. Thirteen features are represented by
the second category (content), which includes details about the content, including login
activities. Nine time-based elements are contained in the third group (time), including
the number of connections that are connected to the same host in a two-second window.
Ten host-based elements are included in the fourth (host) section, and they offer details
about the connection to the host, including the frequency of connections with the same
destination port number attempting to be accessed by other hosts. The NSL-KDD dataset
contains the KDDTrain+dataset as the training set and the KDDTest+ and KDDTest-21
datasets as the testing set. It contains normal traffic and four different attack types, namely
denial of service (DoS), root to local (R2L), user to root (U2R), and probing attacks (Probe),
as shown in Table 2.

Table 1. NSL-KDD dataset groups of features.

Group Feature Numbers Count
Basic feature 1,2,3,4,5,6,7,8,9 9
Content feature 10,11, 12,13, 14, 15, 16, 17, 18, 19, 20, 21 13
Time feature 23,24,25,26,27,28,29,30, 31 9
Host feature 32,33, 34, 35, 36, 37, 38, 39, 40, 41 10

Table 2. Details of attack type for the NSL-KDD dataset.

Type Training Dataset Testing Dataset
KDD_Train KDD_Train_20percent KDD_Test KDDTest-21
Normal 67,343 13,449 9711 2152
Probe 11,656 2289 2421 2402
DoS 45,927 9234 7458 4343
U2R 52 11 200 200
R2L 995 209 2751 2754
Total 125,973 25,192 22,544 11,850

4.1.2. UNSW-NB15 Datasets

UNSW-NB15 is a sophisticated dataset used in IDS research and is highly referenced in
the literature. The IXIA Storm tool in the Cyber Range Laboratory of the Australian Centre
for Cybersecurity (ACCS) produced the raw packets (network traces) that make up the
UNSW-NB15 dataset. The dataset is simulated over 2.5 million network packets [44]. Nine
different attack types, namely, exploit, reconnaissance, denial-of-service, shellcode, generic,
backdoors, worms, fuzzers, and analysis attacks, as well as non-anomalous packets, are
included in this dataset. The dataset is highly skewed since over 87% of the packets are
non-anomalous. The dataset features and descriptions are provided in Table 3. The protocol
feature, which identifies the protocols used by the hosts, such as TCP or UDDP, is included
in the first group (flow). The essential connection data, including the length of time and
number of packets exchanged between the hosts, is represented by the second group (basic).
Fourteen features are grouped. Content information, including base sequence numbers
and window advertisement values, is sent by the third group (content) over the TCP.
Additionally, it offers certain details about HTTP connections, including the amount of data
sent through the HTTP service. There are eight characteristics in this group. Eight features,
including packet arrival time and jitter, are included in the fourth group (time). Table 4
describes the attacks in the dataset.
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Table 3. UNSW-NB15 groups of features.

Group Feature Numbers Count
Flow feature 2 1
Basic feature 1,3,4,56,7,8,9,10,11, 12,13, 14, 15 14
Content feature 20,21, 22,23,27,28,29, 30 8
Time feature 16,17,18, 19, 24, 25, 26, 42 8
Additional feature 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41 11

Table 4. Details of attack type on the UNSW-NB15 dataset.

Type Training Dataset Testing Dataset
Normal 56,000 37,000
Generic 40,000 18,871
Exploits 33,393 11,132
Fuzzers 18,184 6062

DoS 12,264 4089

Reconnaissance 10,491 3496
Analysis 2000 677
Backdoor 1746 583
Shellcode 1133 378

Worms 130 44
Total 175,341 82,332

4.2. Data Pre-Processing

The primary goal of NIDs is to identify attack traffic. As a result, we start by filtering
the two datasets, independently choosing the data samples that are marked as normal,
and classifying the rest as DoS attacks. One-hot encoding of the categorical features and
normalization of the numerical features are typically used to handle the pre-processing of
the datasets. However, as previously mentioned, the NSL-KDD dataset contains a more
precise amount of data for each attack category. Conversely, the UNSW-NB15 dataset
contains a remarkably small number of records for categories such as fuzzers and worms.
To address this problem, the training set employs the oversampling technique to ensure
that each attack type contains the same number of records. We employ one-hot encoding
and normalization for both datasets. Both datasets contain categorical features, which
the deep learning model needs to translate into numerical values to produce accurate
prediction results. Therefore, at the pre-processing stage, these columns were transformed
into numerical values using the pandas Python Library’s get dummies function. Because
label encoders generate numerous numbers in a single column, the model may interpret
these values incorrectly as being in a specific sequence, which could affect the classification.
For this reason, one-hot encoding is preferred over label encoders.

Normalization is the process of rescaling the data into a specific range to minimize
redundancy and speed up the model’s training. This study also employs the use of min-max
normalization [44], which rescales the data range to [0, 1].

X[i] = Xonin

Xl|i]| = ———
H Xmax_Xmin

1)

4.3. Evaluation Metrics

Five standard classification performance measurements are adopted in this study to
comprehensively estimate the machine learning and deep learning models. The classifica-
tion measures are all based on four elements: True Positives (TPs), True Negatives (TNs),
False Positives (FPs), and False Negatives (FNs). The representations of the utilized metrics

are as follows:
TP+ TN

TP+TN+FP+FN

Accuracy =

)
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Precision — — L
recision = = ~FD 3)
TP
Recall = ————— 4
Ot = TPIEN @)
2 x Precision x Recall
F1- =
Score Precision + Recall ®)
FP
FAR = ————
FP+TN ©)

Accuracy represents the proportion of network activities that are correctly classified,
including both DoS attacks and normal traffic. Equation (2) defines its calculation. Equation
(3) represents precision as the proportion of detected DoS attacks that are correctly classified.
Recall measures the proportion of actual DoS attacks that are corrected and detected, as
indicated by Equation (4). The Fl-score is a thorough assessment metric. Its definition
is given in Equation (5) as the weighted harmonic average of precision and recall. The
percentage by which normal traffic is regarded as DoS attacks is known as the false alarm
rate (FAR). Equation (6) illustrates how this can be quantified.

5. Discussion
5.1. Comparison with Machine Learning and Deep Learning Models

To validate the effectiveness of the intrusion detection system, we compared the
deep learning model CNN-BiLSTM with the machine learning models KNN, SVM, DT,
MLP, LR, and RF. The results of the NSL-KDD and UNSW-NB15 datasets in terms of
binary classification are shown in Figure 4. The CNN-BiLSTM model demonstrates notable
accuracy, precision, recall, and F1-score, achieving scores of 99.78%, 99.58%, 99.72%, and
99.73% for the NSL-KDD dataset and 98.96%, 97.68%, 96.34%, and 97.37% for the UNSW-
NB15 dataset, respectively. Figure 5 shows the results for both datasets in multiclass
classification. Here, both the deep learning and machine learning models are trained to
detect a specific attack, which is the DoS attack. By combining the performance of different
classifications on the two datasets, we can achieve good results in terms of DoS attack
detection, accompanied by a low FAR rate. As shown in Tables 5 and 6, the deep learning
model achieves the highest accuracy compared with the machine learning models, with an
accuracy of 99.89% on the NSL-KDD dataset and 98.95% on the UNSW-NB15 dataset. The
results in Tables 5 and 6 are based on the average performance over five experimental runs
for each model. Lower values of the standard deviation imply more stable results across
several runs, and they show how consistently the model performs. Moreover, it can be seen
that the deep learning model performs well in terms of the FAR on both datasets, indicating
very accurate predictions. Amongst the machine learning models, it can be observed that
the SVM model outperforms the machine learning models, with an accuracy of 98.65%
on the NSL-KDD dataset. It effectively distinguishes between normal network and attack
instances, resulting in a low FAR. SVM’s ability to handle complex decision boundaries
makes it suitable for intricate intrusion detection scenarios. On the other hand, KNN
achieved the lowest accuracy in comparison with other machine learning models on the
NSL-KDD dataset. It achieved an accuracy of 97.42% and a balanced precision-recall trade-
off, indicating its effectiveness in correctly classifying both normal and attack instances.
However, it has a relatively false alarm rate compared to the other models, and this is
because it relies on a simple majority voting scheme among its nearest neighbors. Hence, in
scenarios where the nearest neighbors include noisy or misclassified instances, KNN may
produce false alarms when classifying test instances, especially in regions of the feature
space where the density of training instances is sparse or heterogeneous. KNN outperforms
the other machine learning models, with an accuracy of 97.78% on the UNSW-NB15 dataset.
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Figure 4. Results for all binary classification models: (a) binary classification on NSL-KDD; (b) binary

classification on UNSW-NB15.

Table 5. Effective comparison of machine learning and deep learning models on NSL-KDD datasets.

Classifiers Accuracy (%) Precision (%) Recall (%) F1-Score (%) FARnorm (%)  FARattacks (%)
KNN 97.42 £ 0.510 98.45 £ 0.655 97.67 £ 0.567 98.77 £ 0.460 0.2231 0.1320
SVM 98.65 £ 0.538 99.76 £ 0.669 97.54 £+ 0.453 98.54 £ 0.577 0.2325 0.1551

DT 96.54 + 0.610 98.54 + 0.506 98.01 + 0.601 98.74 £+ 0.543 0.2539 0.1810

MLP 98.32 + 0.407 97.46 £ 0.494 98.42 +0.422 96.28 £ 0.340 0.0215 0.0601

LR 98.44 £+ 0.313 97.35 £ 0.404 96.25 + 0.334 98.45 + 0.422 0.1692 0.1024

RF 97.75 £ 0.461 95.56 + 0.388 97.12 £ 0.492 97.42 + 0.420 0.2009 0.1253

CNN-BiLSTM 99.89 + 0.510 99.85 £ 0.532 99.83 £ 0.532 99.84 + 0.532 0.0088 0.0017
Table 6. Effective comparison of machine learning and deep learning on UNSW-NB15 datasets.

Classifiers Accuracy (%) Precision (%) Recall (%) F1-Score (%) FARnorm (%)  FARattacks (%)
KNN 97.78 £ 0.012 98.17 £ 0.027 96.61 + 0.014 98.89 + 0.027 0.0466 0.0439
SVM 97.42 + 0.004 96.88 £ 0.026 97.38 £ 0.004 96.62 + 0.026 0.0042 0.0264

DT 95.32 £ 0.044 94.60 £ 0.011 93.66 £ 0.044 95.69 £ 0.011 0.0241 0.0111
MLP 96.98 £ 0.018 95.46 + 0.016 94.41 £ 0.018 96.19 £ 0.016 0.0177 0.0159

LR 97.32 £ 0.005 96.84 £ 0.027 97.34 + 0.006 97.58 £ 0.027 0.0056 0.0265

RF 96.25 £ 0.021 95.36 £ 0.011 94.86 + 0.021 94.11 £ 0.011 0.0205 0.0114
CNN-BiLSTM 98.95 + 0.017 97.73 £0.018 96.20 £ 0.017 96.16 £+ 0.018 0.0172 0.0183
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KNN Predicted Class SVM Predicted Class
Actual Class DoS Normal Actual Class DoS Normal
DoS 9,422 289 DoS 9.455 256
Notmal 1,573 5.887 Normal 1.359 6,101
DT Predicted Class MLP Predicted Class
Actual Class DoS Normal Actual Class DoS Normal
DoS 9.607 104 DoS 9.653 58
Normal 1,797 5,663 Notmal 4316 3,114
LR Predicted Class RF Predicted Class
Actual Class DoS Normal Actual Class DoS Normal
DOS 9,702 140 DoS 9,589 302
Normal 1,528 5,789 Normal 1,453 5324
CNN-BiLSTM Predicted Class
Actual Class DoS Normal
DoS 8.884 13
Normal 15 15,840
(a)
KNN Predicted Class SVM Predicted Class
Actual Class DoS Normal Actual Class DoS Normal
DoS 12,224 102 DoS 12,311 15
Normal 173 3,736 Normal 334 3,657
DT Predicted Class MLP Predicted Class
Actual Class DoS Normal Actual Class DoS Normal
DoS 12,152 174 DoS 12,259 67
Normal 136 3,773 N 1 198 3,711
LR Predicted Class RF Predicted Class
Actual Class DoS Normal Actual Class DoS Normal
DoS 12,306 20 DoS 12,247 79
Nosinal 337 3,572 Nissanal 141 3,768
CNN-BILSTM Predicted Class
Actual Class DoS Normal
DoS 14,207 1.293
Normal 1,376 26,069
(b)

Figure 5. Results for the confusion matrix: (a) confusion matrix on NSL-KDD; (b) confusion matrix

on UNSW-NB15. By combining the performance of different classification algorithms on the two

datasets, we find that both the machine learning and deep learning models can achieve good results

in attack detection accompanied by a low FAR.
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5.2. Comparison with State-of-the-Art Methods

To verify the obtained results, we compare both the machine learning and deep learn-
ing models with other detection attack methods. The NSL-KDD dataset was used by [45-47]
since it is the most commonly used benchmark dataset, while this work considered both the
NSL-KDD and UNSW-NB15 datasets. The comparison results are summarized in Table 7.
Ref. [45] achieved the highest accuracy of 99.95%, while the deep learning model used
in this work achieved an accuracy of 99.89% on the NSL-KDD dataset and 98.95% on the
UNSW-NB15 dataset.

Table 7. Comparison with state-of-the-art methods.

Reference Dataset Accuracy (%)
This work NSL-KDD 99.89
UNSW-NB15 98.95
[45] NSL-KDD 99.95
[46] NSL-KDD 98.23
[47] NSL-KDD 99.54

5.3. Discussion

This section discusses the insights into why certain models perform better than others
and also presents the practical implications of our findings. Specifically, we address the
trade-off between accuracy, latency, and computational complexity in the context of IoT
environments. In terms of accuracy vs latency, while the CNN-BiLSTM model showed
superior accuracy and other performance metrics, its increased computational complexity
and latency might pose issues for real-time intrusion detection in IoT environments. This
observation aligns with findings from [48], who also noted that deep learning models, al-
though accurate, often require significant computational resources that may not be feasible
for time-sensitive applications. The model’s extensive architecture, combining convolu-
tional layers with bidirectional LSTM layers, demands significant computational resources
and time, which may not be feasible for systems requiring immediate threat response.
Lightweight models such as logistic regression and k-nearest neighbors demonstrated
competitive accuracy with much lower computational requirements. These models are
suitable for real-time applications where latency is critical, as they can process data and
generate alerts much faster than deep learning models [3]. For accuracy vs computational
complexity, the CNN-BiLSTM model’s complex structure leads to a higher accuracy but
also demands more computational power, memory, and processing time. This complexity
can be a limiting factor in resource-constrained environments like IoT. A similar conclusion
was drawn by [49], who discussed the trade-offs between model complexity and feasi-
bility in IoT contexts. A practical implication involves deploying lightweight models for
preliminary detection to ensure timely responses, while more complex models like the
CNN-BiLSTM models can be used for detailed analysis and configuration of threats. Mod-
els, such as decision trees and random forests, although not as accurate as CNN-BiLSTM,
offer a good balance between performance and computational complexity. They are easier
to implement and require fewer resources, making them suitable for environments with
limited computational capacity.

6. Conclusions

This study presents a comparative analysis of deep CNN-BiLSTM and machine learn-
ing methods in intrusion detection scenarios. It evaluates the performance of deep learning
and machine learning models using two benchmark datasets, NSL-KDD and UNSW-NB15,
focusing on their effectiveness in detecting DoS attacks. The results demonstrate that
the CNN-BiLSTM model outperforms the machine learning models in terms of accuracy,
precision, recall, and F1-score and exhibits lower false alarm rates. Despite not introducing
a new algorithm, this study provides valuable insights into the comparative reliability of
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deep learning and lightweight machine learning models in network intrusion detection
to balance the trade-off between system cost and model performance. The inclusion of
standard deviation in the accuracy metrics adds robustness to the performance comparison.

In future work, we aim to propose a deep learning model that can be deployed in a
real-world environment, compare the detection of specific attacks such as DDoS attacks, and
assess the model’s complexity and robustness by varying the training datasets. This will
further enhance the practical applicability and robustness of intrusion detection systems in
diverse and dynamic network environments.
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