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Abstract: Covert channel methods are techniques for improving privacy and security in network
communications. These methods consist of embedding secret data within normal network channels,
making it more difficult for unauthorized parties to detect such data. This paper presents a new
approach for creating covert channels using the Message Queuing Telemetry Transport (MQTT)
protocol, widely used in the context of the Internet of Things (IoT). The proposed method exploits
storage channels by altering the field length of MQTT messages. Our solution leverages well-known
one-way mathematical functions to ensure that data remain hidden from third parties observing the
MQTT stream. In this way, we ensure that not only the content of the communication is preserved
but also that the communication itself takes place. We conducted a security analysis to show that our
solution offers the above-mentioned property even against severe threats, such as an adversary being
able to observe all the messages exchanged in the network (even in the clear). Finally, we conducted
an overhead analysis of our solution both in terms of the time required to perform the required
operations and of the bytes to send. Our study shows that our solution adds no significant time
overhead, and the additional overhead in terms of transmitted bytes remains within acceptable limits.

Keywords: MQTT; cover channel; censorship

1. Introduction

The way information is shared has significantly changed due to the advancement
of communication technologies. These technologies enable interaction across several
platforms and devices [1–4]. However, there are increasing concerns about individual
privacy. Additionally, in some contexts, communications can be restricted due to the
presence of a censor that is able to monitor the entire network traffic. In such contexts,
ensuring secure and undetectable communication is crucial, as traditional methods may
expose sensitive information [5–7].

For example, standard encryption-based solutions only conceal the exchanged content
but not the act of communication itself; i.e., an adversary knows the communicating
parties. Additionally, an adversary can analyze metadata such as the timing, frequency,
and patterns of communication to infer sensitive information. Alternative solutions consist
of anonymous communication protocols [8–11] whose aim is to hide the identities of the
communicating parties and metadata. However, these approaches often require a complex
network setup involving a high number of communicating parties. Additionally, the use of
such protocols may act as a red flag to censors, who are capable of detecting their distinct
traffic patterns, making it easier for them to block or restrict the use of these methods [5–7].

In recent years, covert channel methods [12,13] have gained increasing attention as
a means to enhance privacy and security. These methods enable the hiding of messages
within regular communication channels. This makes it difficult for third parties to detect
the presence of any secret communications.
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Covert channels can be classified into two types: storage channels and timing chan-
nels [14]. Storage channels hide data within network packets, such as the headers or the
payload [15,16]. For example, unused header fields can be manipulated to carry hidden
messages. Instead, timing channels alter the timing of packet transmissions to encode
information [17,18]. For instance, the presence or absence of a packet at a specific time can
be encoded by a binary value, thus creating a hidden communication channel within the
normal flow of traffic.

This paper proposes a novel approach to create covert communication by leveraging
the construction of a storage channel within MQTT messages. Specifically, our solution
leverages the field length within these messages to exfiltrate data, which are in turn related
to the actual data through known one-way mathematical functions. Through this method,
we aim to allow for the secret exchange of information between parties while obfuscating
the communication itself. This approach enables safe information exchange in high-risk
environments. For instance, it can bypass censorship activities since the information is
completely hidden in covert channels carried by commonly adopted protocols. In this
work, we adopt the MQTT protocol as a carrier protocol since it is commonly used in the
IoT context. Therefore, with the increased spread of MQTT, covert communications can be
embedded within regular MQTT traffic without raising any suspicion.

Our overhead analysis shows that our solution does not impose any significant time
cost for the required operations. However, there is some overhead in terms of the number
of bytes transmitted. Nevertheless, this overhead appears to be acceptable.

Finally, our security analysis shows that our solution is effective in protecting the trans-
mission of information in high-risk environments, where attackers can observe all network
traffic, even in the clear. In addition, it is effective against more powerful adversaries in the
middle of the communication that may attempt to tamper with the messages exchanged
between publishers and subscribers. This also includes compromised brokers natively in
the middle of the communication.

To conclude, we summarize the main contributions of this paper.

• We propose a novel covert communication method by utilizing MQTT messages to
build a storage channel for secure data exfiltration.

• We provide an analysis of the overhead introduced by our solution both in terms of
time and bytes sent. Overall, the overhead required appears to be acceptable.

• We provide a security analysis of the proposed approach. This analysis shows that
our solution offers security guarantees in scenarios with network monitoring and
censorship without raising suspicion due to the common usage of the MQTT protocol
in IoT environments.

The remainder of this document is structured as follows. In Section 2, we review the
relevant literature on covert communication methods. In Section 3, we provide background
information on MQTT. Section 4 describes the motivations and potential use cases for our
approach. Section 5 presents our approach. Then, we illustrate our approach by referring to
a numerical example in Section 6, while in Section 7, we provide an analysis of the overhead
required by our solution. In Section 8, we analyze the security of the proposed approach.
Finally, Section 9 concludes the paper.

2. Related Works

In this section, we review the relevant literature on covert communication methods
that can be embedded in several protocols for the IoT context.

Several works have shown how out-of-band covert channels can be implemented in
the IoT context [19]. For instance, light can be considered an effective carrier for exfiltrating
data [20,21] since it is possible to exploit the inability of the human eye to detect low-contrast
and fast flickering images. Through this technique, plain LEDs, which are ubiquitous in
IoT nodes and industrial equipment [22–25], can also be used to build covert channels [26].
Instead, [27,28] exploit smart bulbs to transmit covert channels by either modulating color,
brightness, or power utilization.
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Different techniques are reported in [29,30], where the authors investigate thermal
covert channels that exploit heat emissions from components. Specifically, [29] demonstrate
that by exploiting the core design principles of the BLE link-layer protocol combined with
well-timed intensive CPU calculations, it is possible to mount a thermal covert channel
between two devices.

Additionally, [31,32] focus on acoustic covert channels where devices use inaudible
sound waves (for humans) to transmit data to microphones in the vicinity.

Other covert channel techniques exploit the physical communication layer, i.e., they
exploit the hardware and physical properties of a system to transmit hidden data outside
the normal communication channels [33–35]. An example of these techniques can be
found in [36,37], where the authors show that radio frequency signals can be used to carry
covert information. Similarly, in [38], the authors show that IEEE 802.15.4 links can also
be used as steganographic carriers by hiding information in the direct spread spectrum
sequence modulation.

We observe that the limitation of these techniques lies in the fact that the transmission
occurs over a short range; i.e., physical proximity to the device emitting the channel
is required.

A commonly adopted technique to create covert channels that can be exploited at
the network level consists in manipulating packet timing and network traffic patterns to
stealthily transmit data [39]. For instance, a covert channel can be built by altering the
order of packets in a network stream, e.g., a given permutation of packet order could
represent a binary value. This method exploits the fact that many network protocols are
resilient to minor reordering, making the changes less noticeable [40]. On the other hand,
the transmission rate of packets can be modulated to encode information. By switching
between different data rates, a sender can embed covert signals within the timing of
the packet flow [41]. For instance, a high transmission rate might represent a binary ’1’,
while a low transmission rate represents a binary ’0’. Additionally, intentional packet
loss or manipulated data re-transmission of packets can be used as a means to build
covert channels [42]. For instance, packets can be selectively dropped according to a
predetermined pattern that in turn can be later decoded by the receiver. Alternatively, by
triggering re-transmissions, a sender can embed information in the timing and frequency
of these events.

Alternative techniques to create covert channels consist of hiding data within the
content of network packets [15,16]. These techniques commonly leverage unused data
fields in protocol headers, as well as other packet components, to embed hidden messages.
For instance, at the IP level [43,44], the identification field that is used for fragmenting
packets can be used to transmit covert data without affecting the packet’s delivery. Similarly,
the type of service field can be used to embed covert data, since this field is rarely used in
modern networks. Alternatively, TCP sequence numbers are used for tracking the order of
packets [45,46].

All these methods take advantage of common practices in network protocols which
help covert channels to remain undetected. However, these techniques are difficult to be
adopted in MQTT. This is due to the fact that, as explained in Section 3, in this protocol,
data are not directly transmitted from the sender to the recipient, but the communication is
always mediated by a broker. Therefore, ad hoc solutions tailored for MQTT are needed to
obfuscate data transmission.

3. Background

MQTT is a client–server publish/subscribe messaging transport protocol [47]. The
message exchange involves two types of agents: MQTT clients and MQTT brokers. MQTT
clients can be either publishers (information producers) or subscribers (information con-
sumers), and they can perform both roles simultaneously. The architecture of MQTT is
depicted in Figure 1.
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MQTT-Broker

Publisher

Subscriber

Subscriber

Figure 1. MQTT architecture.

The MQTT protocol requires that information provided by a publisher be associated
with a topic that categorizes the information. Subscribers express interest in receiving
certain information by specifying its topic.

Unlike traditional client–server architectures, MQTT uses a broker to mediate com-
munication between publishers and subscribers rather than direct communication. This
process is illustrated in Figure 1. Subscribers interested in a given topic (e.g., T) send a
subscribe message sub(T) to the broker, specifying the topic. When a publisher sends a
message to the broker, it includes the information I and the topic T to which the information
should be published. The broker then forwards the message to all subscribers interested in
that topic.

MQTT messages have minimal overhead, with a protocol header of only 2 bytes, and
the payload size can be up to 268,435,456 bytes. These characteristics make MQTT suitable
for low-bandwidth networks and resource-constrained clients, such as IoT devices. To
conclude this section, we provide some details on the structure of an MQTT packet. This
packet, depicted in Figure 2, consists of a fixed header, variable header, and payload (which
contains the actual message content being transmitted).

Fixed Header
Packet Type (4 bits), DUP (1 bit), QoS (2 bits), RETAIN (1 bit), Remaining Length (1-4 bytes)

Variable Header
Topic Name (2+N bytes), Packet Identifier (2 bytes, if QoS > 0), Properties (Variable Length)

Payload
Application Message

Figure 2. General MQTT packet structure.

The main fields of the header are as follows:

• Packet type: Identifies the type of packet, e.g., whether it is a publish packet.
• Remaining length: Length of the variable header and payload.
• Topic name: UTF-8 string that indicates the topic to which the message is published.
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• Properties: User-defined properties that add metadata to MQTT messages in order to
transmit additional user-defined information.

4. Motivations

In this section, we outline the motivations behind our work and the potential application
domains where it can be adopted. We recall that this work aims to obfuscate the communica-
tion between two parties so that no external eavesdropper can intercept the communication
between two parties or even determine whether communication is happening.

There are several potential use cases for our approach. For instance, it can be adopted
in IoT environments where devices need to communicate very sensitive information, such
as information revealing personal preferences and user behavior. Additionally, companies
may protect their proprietary information and internal communications by utilizing our
solution. This ensures that even if communication channels are being monitored, the data
remain secure and undetectable.

Generally speaking, achieving this goal is fundamental in contexts where high privacy
levels are required, particularly in environments subject to censorship and surveillance,
where secure and undetectable communication is crucial. Indeed, in many regions, govern-
ments and authorities impose strict controls on internet use and actively monitor communi-
cation channels to suppress dissent and control the flow of information. These regimes often
employ surveillance techniques by acting as global adversaries able to observe all traffic
through the network. They implement extensive filtering systems, deep packet inspection
(DPI), and other monitoring tools [48] to detect and block unwanted communications.

Standard encryption-based solutions, while protecting data content, can still be iden-
tified by such systems. Indeed, these solutions do not conceal the act of communication
itself but just the exchanged context. On the other hand, in several environments, it is
crucial not only to protect the content of communication but also to hide the parties that
are communicating.

Alternative solutions involve the use of anonymous communication protocols [49] that
are designed to hide the identities of the communicating parties and the metadata associated
with the communication. These protocols are effective in hiding the communication
between parties, even against global adversaries capable of observing all network traffic.

However, the use of anonymous communication protocols can itself be a red flag.
Censors are often capable of detecting the presence of such protocols due to their distinct
traffic patterns and signature behaviors. The fact that an anonymous protocol is being
used can alert the censor to potentially suspicious activity. As a result, censors can block
or restrict the use of these protocols, thereby preventing parties from utilizing them for
secure communication.

This highlights the need for communication methods that blend seamlessly with
regular, non-sensitive traffic. Our proposal is to leverage the MQTT protocol since it is
commonly used in IoT applications. Specifically, our solution allows parties to exchange
information through covert channels blended into MQTT packets.

The MQTT protocol is commonly used in IoT applications due to its lightweight nature
and efficiency in handling devices with limited resources. This ubiquity acts as a cloak for
secret communications, as MQTT traffic is generally considered benign and routine. There-
fore, by inserting hidden messages in MQTT traffic, we can effectively hide the existence
of communication between two parties, i.e., a publisher and a subscriber. This method
also benefits from the architecture of MQTT, where publishers and subscribers never com-
municate directly, but the communication is always mediated by a broker. Additionally,
in MQTT, communication on a topic can occur between multiple parties.Indeed, when a
client publishes on a given topic, the broker broadcasts the messages to all the subscribers
interested in that topic. Additionally, on each topic, there can be multiple publishers. This
mechanism is crucial to obscure the direct connection between two parties [50,51].

In Table 1, we summarize the security features offered by the three approaches dis-
cussed in this section, i.e., encryption-based, anonymous communication, and covert
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channel. We denote by data content the protection of the message, by sender identity the
inability to identify the sender of a message (among other potential senders), and by sender
activity the inability to detect that the sender is secretly sharing some information.

Table 1. Security feature comparison of encryption-based, anonymous communication, and covert
channel approaches.

Approach Data Content Sender Identity Sender Activity

Encryption-based yes no no
Anonymous
communication yes yes no

Covert channel yes yes yes

5. The Proposed Approach

In this section, we first provide an overview of the design principles of our solution.
Then, we formally describe our solution.

5.1. Design Overview

Consider a publisher and a set of subscribers who wish to communicate secretly.
The publisher and the subscribers share a list of public brokers and a list of topics on
which they want to publish. Realistically, both brokers and topics can be obtained from
Shodan [52,53]. We do not have specific requirements for topics and brokers, except that
topics should be chosen to accommodate payloads of varying sizes (for example, topics
such as “temperature”, in which data are generally very short and fixed in size, should
be excluded).

Suppose M is the secret message being transmitted to the subscribers. Let d be its
length. The idea is to design a covert channel between the publisher and the authorized
subscribers. Indeed, the covert channel can be detected only by those subscribers who own
a given secret key. We assume that this key is pre-shared among the authorized parties.

The covert channel is based on a combination of the transmission of k messages gener-
ated on the basis of M, which we call parts, with the reverse of k modular exponentiations,
feasible only with the knowledge of the secret key.

Specifically, the k parts are obtained first by generating k − 1 random messages of
the same size as M. Then, the kth part is obtained as the bit-wise exclusive or between
the k − 1 random parts and the message M. Consider that, thanks to the properties of the
exclusive or (denoted by ⊕), for which A ⊕ A = 0 and 0 is the null element for the operator,
if a subscriber receives the k parts, they can easily reconstruct M simply by computing
the exclusive or between all the k parts. But, this would be a very weak covert channel.
Therefore, the k parts cannot be sent clearly. They are sent in an indirect way. For each
them, first, a modular exponentiation, whose exponent is the secret key, is applied. Then,
a random message whose length is equal to the above exponentiation is sent. Thus, the
subscriber can detect a part among all the received messages by identifying the MQTT
message x for which there exists a string y of length d such that the modular exponentiation
of this string with the secret key has a length equal to the length of x. The identified part
is just such a string, y. Once the subscribers have received k parts, they can compute M,
then the hidden transmission is achieved. Observe that only the authorized subscribers
(owing the secret key) are able to identify the k parts and then to receive M. For the
other subscribers, there is no way to obtain y, because they do not know the exponent.
To make this infeasible, it suffices to set d to a small value and the length of the key to a
large value. This way, the authorized subscribers have to perform only 2d attempts (in the
worst case) per received message. d should be fixed in such a way that the computation
is feasible. Instead, an unauthorized subscriber should perform 2d · 2s attempts, where s
is the length of the key. Therefore, the standard size of cryptographic keys (for example,
128 bits) is enough to make the above operation infeasible, which is also burdened by the
multiplicative factor 2d.
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5.2. Formal Description

In the following, we formally describe our protocol.
Whenever the publisher wants to send a message M, it generates k parts P1, . . . , Pk

as follows:

• P1, . . . , Pk−1 are randomly extracted of a size equal to the size of M.
• Pk = M ⊕ P1 ⊕ . . . ⊕ Pk−1, where ⊕ denotes the XOR (exclusive or) operator.

We observe that the introduction of the XOR operator causes Pk to appear random.
Next, the publisher and subscribers must choose the broker and topic on which to

publish each part. We denote as B the list of brokers whose size is |B| and by |TB| the
number of topics for each broker. We denote by maxB(|TB|) the maximum number of topics
among all the brokers.

The topics and the brokers are extracted as follows. The publisher and the subscribers
share a seed of a Pseudo-Random Number Generator (PRNG). For each extracted value of
the PRNG, the first k log2(|B|) bits index the k brokers to which the parts will be sent. The
subsequent k log2(maxB(|TB|)) bits index the k topics of the previously chosen brokers on
which the parts will be published.

We focus now on a single part Pi to be sent to a single broker on a specific topic. It will
be sent over a covert channel that exploits the length field of the MQTT header. We assume
that the parts are small and therefore that the message size is small.

The publisher and the subscribers also share a prime modulus n and an exponent a.
Consider the group Z∗

n. The publisher calculates the following:

L = (Pi
a mod n) mod l

where l is the maximum number of bytes of an MQTT message (i.e., 268,435,456). This
value L will be inserted into the length field of an MQTT packet header. The payload of the
MQTT packet will be dummy data satisfying this length.

To publish the other parts, the publisher will repeat the above operations by extracting
the subsequent values from the PRNG.

Now let us focus on the operations of a subscriber. The subscriber extracts the same
value from the PRNG (since it shares the same secret with the publisher). This allows
the subscriber to subscribe to the same brokers and topics as the publisher. However,
on these topics, external publishers may also be publishing, and the subscriber (in the
standard MQTT protocol) cannot identify which publisher owns each message. Therefore,
to retrieve the parts P1, . . . , Pk, the subscriber performs the following operations for each
packet received on that topic and broker.

Specifically, using the same a and n, the subscriber verifies all possible values of P′
i

such that:

L′ =
(

P′
i

a mod n
)

mod l

where L′ is the length of the current packet. In other words, the subscriber performs brute
force on all possible values of P′

i . As mentioned above, the length of P′
i is sufficiently small

to make such brute force feasible. If this equality does not hold for any P′
i , then that packet

does not contain any covert channel and can be ignored. This operation is performed for
each broker and topic extracted from the current PRNG value. In this way, the subscriber
can retrieve k parts. This allows them to reconstruct the original message by leveraging the
XOR properties as follows:

M = P1 ⊕ P2 ⊕ . . . ⊕ Pk

We conclude this section by observing that since a and n are known, the subscriber
can precompute all possible values of P′

i in advance. However no rainbow table attacks
can be performed, i.e., the transmission of the same message M is not always related to
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the same length L. This is because each time the publisher can choose different parties to
represent the same message M.

6. Numerical Example

To illustrate the approach, we consider the publisher transmitting the letter “H” as
a message.

6.1. Step 1: ASCII Representation and Binary Conversion:

The letter “H” in ASCII is 72. The binary representation of 72 is M = 01001000.

6.2. Step 2: Split the Binary Message into k Parts:

Assume k = 3.
The publisher computes the parts P1, P2, P3 as follows.

• P1 and P2 are randomly chosen.
• P3 = M ⊕ P1 ⊕ P2.

For example, we consider:

• P1 = 00101101 (45 in decimal).
• P2 = 11010011 (211 in decimal).

Then, the publisher computes P3:

P3 = 01001000 ⊕ 00101101 ⊕ 11010011 = 10110110

6.3. Step 3: Publish Each Part Using a Covert Channel

We recall the maximum MQTT message size: l = 268, 435, 456.
To be concrete, we consider that the publisher knows 256-bit values for n and a:

• Prime modulus n = 89802601036489635412700864252846407279584917476820871708
772821852121126622533

• Exponent a = 1861836248542572424

Then, it calculates the length L for each part:
For P1:

L1 = (P1
a mod n) mod l

L1 = (45a mod n) mod 268, 435, 456

Assume L1 = 264313832.
For P2:

L2 = (P2
a mod n) mod l

L2 = (211a mod n) mod 268, 435, 456

Assume L2 = 89686678.
For P3:

L3 = (P3
a mod n) mod l

L3 = (139a mod n) mod 268, 435, 456

Assume L3 = 144660972.
Therefore, the lengths L1, L2, L3 will be 264313832, 89686678, and 144660972, respectively.

6.4. Step 4: Publish to Brokers and Topics

The publisher sends these values to different brokers and topics extracted according
to the PRNG using the lengths in the MQTT header to transmit the parts covertly.

6.5. Step 5: Subscriber Retrieves the Parts

The subscriber, knowing n and a, retrieves the parts by examining the lengths of
incoming MQTT packets:
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• For the packet with length 264313832, the subscriber brute-forces 8 bits to find P1 = 45
(00101101).

• For the packet with length 89686678, the subscriber brute-forces 8 bits to find P2 = 211
(11010011).

• For the packet with length 144660972, the subscriber brute-forces 8 bits to find P3 = 139
(10001011).

6.6. Step 6: Reconstruct the Original Message

The subscriber reconstructs the original message as follows:

M = P1 ⊕ P2 ⊕ P3

M = 00101101 ⊕ 11010011 ⊕ 10110110 = 01001000

Converting 01001000 back to ASCII, we obtain the letter "H".

7. Overhead Analysis

To evaluate the efficiency of the proposed approach, we conducted several simulations,
varying the key parameters that influence performance. The overall performance of the
system was measured by tracking the execution time for the main operations required by
our approach. The measurements were performed by running a Python simulation on a
personal computer equipped with a 2.8 GHz Intel i7-1165G7 CPU and 16 GB of RAM. The
obtained results are reported in Table 2.

Table 2. Execution time of the main operations required for our approach.

Operations Execution Time

Publisher side Selection of k parts 0.908 µs ∗ k
Length computation 1.997 µs ∗ k

Subscriber side Setup phase 27.8 s (for 20 bits)
Message reconstruction 0.823 µs ∗ k

We now discuss the timings resulting from our simulations by examining the opera-
tions executed on the publisher side and the subscriber side.

On the publisher side, the overhead required by our solution consists first of the
selection of k parties and then of the computation of the length for each part.

It is observed that the operations performed by the publisher typically require times
on the order of tens of microseconds, multiplied by the number of parts k. Specifically, the
selection of the k parts involves randomly extracting k − 1 parts and then computing the
k-th part as the XOR of all the other parts and the message to be transmitted. In contrast,
the length computation operation involves calculating k message lengths to be transmitted
(through exponentiation operations).

Moreover, the number of parts k determines the number of brokers where the parts are
published. The higher this number, the more brokers would need to collude to reconstruct
the final message. However, selecting a value of k in the range of about ten parts is
typically sufficient to ensure that these randomly selected brokers do not all collude.
Therefore, it can be concluded that the operations on the publisher’s side are efficient, with
negligible overhead.

On the subscriber’s side, two main operations are involved: the setup phase and the
message reconstruction. Message reconstruction is highly efficient, typically requiring times
on the order of tens of microseconds multiplied by the number of parts k, as it consists only
of XORing the parts recovered from the k brokers. On the other hand, the setup operation
(which involves generating the lengths corresponding to all possible parts—essentially a
brute-force operation over all possible parts) has times that grow exponentially with the
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number of bits in the message. As shown in the table, if the message has 20 bits, the time
required is on the order of seconds.

It is important to note that while the setup operation takes longer, it is a one-time
process, as it is used to precompute the possible message lengths.

In conclusion, we discuss the overhead introduced by our solution in terms of the
transmitted bytes. Recall that M represents the message to be reconstructed, whereas the
actual transmitted messages are those whose lengths depend on the values of the selected
parts. In the example shown in Section 6, for transmitting the message M = ”H” with k = 3,
three messages of lengths 264, 313, 832, 89, 686, 678, and 144, 660, 972 bytes are transmitted.

To estimate the average length of the messages sent, we conducted a simulation where,
over 10,000 runs, we varied the modulus n and the exponent a while keeping the message
length |M| = 8 bits. Figure 3 shows how the computed lengths are distributed based on
the simulation. It can be observed that the distribution of lengths is uniform in the range
from 0 to 268, 435, 456 bytes. Due to the properties of a uniform distribution, the average
length of the transmitted messages is approximately 134, 217, 728 bytes.

0 50000000 100000000 150000000 200000000 250000000
Length

0

10000

20000

30000

40000

50000

Fr
eq

ue
nc

y

Figure 3. Length distribution.

Finally, although this overhead is acceptable for practical purposes, the total bytes
transmitted can be reduced by decreasing the value of k, i.e., the number of actual
messages sent.

8. Security Analysis

In this section, we discuss the security features offered by our solution.
The security of our solution is based on three components:

1. Message splitting: Each message to be sent is split in k parts. An adversary cannot
reconstruct M without knowing all the parts.

2. Covert channel: Each part is sent through a cover channel exploiting the length
field of the MQTT packet. This makes it harder to distinguish between a publisher
transmitting actual data and dummy data.

3. PRNG: The use of a shared seed for a PRNG ensures synchronized and unpredictable
selection of brokers and topics for communication. Moreover, secure and unpre-
dictable parameters for the execution of the protocol are extracted through the PRNG.

Our threat model includes three possible threats:

• Eavesdropping and traffic analysis: An adversary intercepts communication to gain
information about the transmitted message.

• Man-in-the-M = middle attacks [54]: An adversary intercepts, modifies, or injects
messages between the publisher and subscribers.

• Broker compromise [55]: An adversary gains control over one or more brokers.
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In the following, we show how our proposal addresses this threat model.
Eavesdropping and traffic analysis:
Message splitting makes traffic analysis less effective. Indeed, the original message M

cannot be reconstructed when the adversary can retrieve up to k − 1 parts.
In addition, the attacker cannot identify meaningful information within intercepted

packets due to the covert channel. The use of the length field to encode parts of the
message means that the actual payload appears as random or dummy data. This reduces
the likelihood of detection by intermediaries or adversaries monitoring the traffic.

Finally, the adoption of PRNG for broker and topic selection mitigates the risk of traffic
analysis. Indeed, the publisher and subscribers share the seed of the PRNG and are able to
independently determine the same brokers and topics for communication. On the other
hand, without such a seed, the brokers and topics are unpredictable for an adversary.

Man-in-the middle attacks:
The adoption of a hlcovert channel prevents data interception and tampering. Indeed,

any modification to the length field or payload would render the part unusable, as it would
fail the brute force verification performed by the subscriber.

The only way for the adversary to compute a valid length field should be to recover
the parameters n and a. However, an adversary cannot do so, since there are no feasible
means to guess or compute these two parameters.

Broker compromise:
The brokers adopted to transmit parts are randomly chosen through the PRNG. Then,

it is difficult for the adversary to detect the right brokers to compromise. In addition,
message splitting requires the adversary to break at least k brokers to recover the original
message, M.

9. Conclusions

in this work, we developed a covert channel specifically for the MQTT protocol
with the goal of enabling the secure transmission of sensitive information in situations
that demand high levels of privacy. Our approach leverages the construction of MQTT
messages with chosen lengths as a mean for covert data transmission. Through a security
analysis, we show that our solution effectively protects data transmission in high-risk
environments where adversaries are capable of monitoring all network traffic, including
unencrypted information. Not only does our technique obscure the message content, but it
also conceals the very presence of secret communication, thereby reinforcing both security
and privacy. The overhead analysis also shows the feasibility of our approach and traces
the way for real-life implementation in future work.
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