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Abstract: DNS is an essential component for internet access, but the traditional centralized structure
is not suitable for the rapidly growing Web3 ecosystem. Currently, Web3 services rely on Web2-based
access paths, revealing limitations such as the Single Point of Failure (SPoF) issue and the compromise
of decentralization principles. To address these issues, this paper proposes Setonix, a blockchain-
based decentralized DNS. Experimental results of the implemented Setonix showed that it had only
a marginal performance difference of up to approximately 5% compared to Google and Cloudflare
DNS. Additionally, it demonstrated over 95% lower latency compared to Handshake DNS, proving its
high efficiency. Setonix eliminates dependency on centralized access paths and brings the hierarchical
address structure of existing domain names into the blockchain network, adhering to legacy systems
to minimize user resistance. Additionally, it provides a blockchain-based architecture that supports
cross-compatibility between traditional domain names and Web3 domain names through a simple
interface. This design significantly enhances the scalability and accessibility of Web3, presenting a
new standard for decentralized internet services. By doing so, it helps to establish a foundation that
contributes to the growth and innovation of the Web3 ecosystem.
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1. Introduction

Web3 allows users to own the data generated on the web, involving a shift from
the traditional server–client model to a serverless topology [1,2]. Therefore, Web3 is
generally implemented on a well-known decentralized serverless system, which is based on
blockchain networks with a high level of security, to support this serverless topology [3,4].
Currently, Web3 services are offered across various fields, including gaming [5], finance
(DeFi) [6,7], non-fungible token (NFT) marketplaces [8], and decentralized cloud storage [9].
These Web3 services, which are being offered in various sectors like Web2, are considered
to have high growth potential due to the advantages of serverless topology and their broad
applicability across different fields [10].

According to [11], the number of papers published on Web3 has increased more than
eightfold in recent years. Additionally, based on the data in [12], it is estimated that by 2030,
the Web3 market will grow to approximately USD 16 billion in the U.S. alone and around
USD 65 billion globally, indicating significant potential for development. However, despite
being recognized for its high growth potential and being built on a serverless blockchain
network, Web3 faces the contradictory issue of relying on centralized Web2-based pages
as access points for services. The reason for this is that there is currently no platform or
program capable of directly supporting access to decentralized web services. Even if one
wishes to use traditional web access methods, under the current topology, passing through
centralized pathways remains inevitable.

Generally, an essential component in providing users with easy access to web services
is the DNS [13]. However, as implied by the term ‘server’, each server has a centralized
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structure with a fixed location. The centralized structure poses a threat to the stability of all
Web3.0 services, which are implemented on a blockchain and emphasize decentralization,
due to the SPoF issues and potential attack vectors inherent in such a structure [14,15].

Furthermore, in this context, the shift to a serverless topology signifies a departure
from the traditional method where servers with fixed physical locations had to be rented
or owned to provide web services through the server–client model. As the transition to
Web3 progresses, the burden of owning fixed servers decreases, allowing anyone to easily
create these services, which ultimately suggests that many Web3 services will emerge [16].
With the explosive growth of Web3 services, the existing DNS structure and the number of
servers it relies on are insufficient to support access. As mentioned earlier, the fundamental
differences in the structure pose challenges for Web3 access via conventional DNS. Even
aside from this issue, the servers responsible for handling the exponentially growing load
of Web3 services will not only fail to provide an optimal user experience, but also create
significant management challenges for DNS operators.

Here, before formally specifying the problem and proposing a solution, we clarify
the terminology to prevent confusion. This helps maintain consistency when referring
to blockchain-based DNSs, dedicated domain names, and traditional DNSs like Cloud-
flare [17] throughout the paper. First, ‘conventional domain’ refers to domain names like
‘google.com’ that are commonly in use today. Such domain names are typically served by
‘conventional DNS’ systems like Cloudflare, but they can also be served by blockchain-
based DNSs like Handshake [18], depending on DNS functionality. ‘Web3 domain’ refers to
domain names structured with unconventional TLDs, such as ‘superdomain.hdns’. These
domains can only be served by blockchain-based DNS and not by conventional DNS.
Consequently, registration can only take place on blockchain-based DNSs, where these
domains are stored.

1.1. Basic Concepts and Services Relevant to This Paper

In this section, the concepts of conventional DNS and Web3, which are the primary
focus of this paper, are first explained to help readers gain a deeper understanding of the
content. Additionally, the overall operation and functionality of two existing systems that
adopt blockchain-based architectures similar to Setonix are examined prior to the design of
Setonix. This provides the foundational knowledge of DNS, Web3, and blockchain-based
DNS, facilitating a clearer understanding of the Setonix design section. Furthermore, it
aids in interpreting experimental results when these systems are compared with Setonix as
blockchain-based DNS solutions.

1.1.1. Operation of Traditional DNSs

The currently operating DNS generally manages each set of letters in a domain, named
based on dots (‘.’), by dividing them into root, TLD (top-level domain), and SLD (second-
level domain) servers. The process of resolving addresses follows a hierarchical structure
that recursively goes through root → TLD → SLD [19]. This prevents all requests from being
concentrated on a single root server and has the advantage of facilitating the management
of subdomains for each domain. Furthermore, this hierarchical system allows for efficient
distribution of DNS queries and reduces latency by caching responses at various levels.

1.1.2. Overview of Web3 Systems and the Necessity of Serverless Architecture

Web3 refers to the concept of users owning the data generated on the web, which
necessitates a shift in topology from traditional server-based web services to a serverless
approach. The reason a serverless model is essential for transferring data ownership from
corporations to consumers is that, in the current Web2 model, typical web services are
operated by companies. These companies provide services using servers built on significant
financial resources. This implies that every user activity—such as writing a blog, browsing,
and enjoying content—must pass through these servers. Consequently, server owners can
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monitor, record, and reproduce user data, effectively turning user activities into resources
for their benefit [20].

1.1.3. Ethereum Name Service (ENS)

As the name suggests, ENS is a DNS operating on the Ethereum platform that simpli-
fies complex Ethereum addresses like 0x123. . . into a more readable format [21]. Unlike
Handshake DNS, ENS is not designed to support a universal address system, so its scope
is limited to the Ethereum network. Its actual implementation consists of three main smart
contract components: registry, registrar, and resolver.

The registry is the smart contract at the core of ENS resolution, as all ENS resolution
requests begin with the registry. It maintains and manages the list of domains, records
information such as the resolver, TTL, and owner for each domain, and allows domain
owners to update these data upon request. Next, the registrar is divided into the BaseReg-
istrar and the ETHRegistrarController to reduce the attack surface. The BaseRegistrar is
responsible for managing name ownership and transfers, while the Controller handles
registration and renewal.

Lastly, the resolver is a component that every name registered in ENS has, and it is
responsible for retrieving the information linked to the name, such as actual addresses or
avatars. Although users can implement a custom resolver themselves, they typically use a
universal resolver known as the public resolver. For a standard forward resolution, a query
is first sent to the ENS registry to find the resolver used by the ENS name, and the matching
resolver’s address is obtained. Once the matching resolver is obtained, another query is
sent to the resolver to request the relevant data. For example, when requesting an Ethereum
address, the addr() function is used. However, due to its complex structure, design,
and multiple stages of resolution, it shows significantly lower performance compared to
conventional DNS.

1.1.4. Handshake DNS

Handshake aims to replace the centralized root zone file and root servers, making
the root zone censorship-resistant and usable without permission. Additionally, it dif-
fers in purpose from ENS, as it seeks to eliminate centralized gatekeepers by addressing
criticisms of ICANN [22], which has been viewed as unfair, illegal, anti-competitive, and un-
representative of diverse internet users [23] since the early days of internet governance.
By managing the root zone file, Handshake takes the position of decentralized management
of TLDs. Therefore, it includes existing TLDs while also serving its own TLDs. For existing
TLDs, Handshake pre-reserves domains for the top 100,000 domains on Alexa, including
stakeholders who already own these domains, aiming to replace the existing DNS as much
as possible.

The blockchain network that replaces the root zone is based on the Proof of Work
(PoW) consensus algorithm and uses the Hashcash function to prevent Sybil attacks and
achieve consensus. Domain registration follows an auction process involving bidding,
revealing, selecting the highest bidder, and then registering the domain. The payment is
determined using the Vickrey auction method, where the winner pays the second-highest
bid. By using the Vickrey auction method, participants are encouraged to submit bids that
reflect their true value, which helps prevent price sniping and assists in discovering the
true market value of domain names. However, due to the adoption of PoW, which has
a structurally low TPS, and its complex processes are similar to ENS, its performance is
significantly poorer compared to conventional DNS systems.

In domain name resolving, running a full node to resolve names is burdensome for
users, so Simplified Payment Verification (SPV) allows lightweight clients to participate in
the Handshake network and resolve names. The SPV consists of a p2p layer, authorized
name server, recursive server, and non-recursive resolver. The p2p layer synchronizes
block headers and verifies name tree proofs, the authorized name server converts on-chain
resources into DNS responses, and the recursive server sets its root hints and trust anchors
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to its own authoritative root server, rather than ICANNs. Lastly, the non-recursive resolver
resides in the authoritative layer and acts as a fallback to ICANN’s system. This is used
when a reserved top-level domain has not yet been claimed.

2. Challenges with Conventional and Decentralized DNS in Relation to Web3

The previously mentioned issues regarding Web3, Web3 service access methods, DNS,
and existing blockchain-based DNS can be summarized as follows:

• Structural incompatibility between the centralized DNS architecture and the decen-
tralized nature of Web3: The traditional centralized server–client DNS operates using
fixed-location servers in a hierarchical structure. This does not align with the philos-
ophy of Web3, which aims for decentralization and a serverless topology, and thus
cannot effectively support Web3 services.

• Stability threats due to a Single Point of Failure: Web3 services, which operate on a
decentralized basis, rely on centralized Web2 access paths due to the lack of a system
that directly supports access to these services, which introduces the Single Point of
Failure (SPoF) issue.

• Scalability limitations of DNS in response to the exponential growth of Web3
services: Unlike Web2 services, which inherently carry the burden of operating servers
at fixed physical locations, Web3 services, with reduced operational burdens, are likely
to increase exponentially. As a result, conventional DNS, designed for Web2, will
struggle to accommodate this growth, which will not only hinder user experience but
also introduce management difficulties from the perspective of DNS operations.

• Limitations of existing blockchain-based DNS in providing compatibility between
Web2 and Web3: Blockchain-based DNSs designed to provide Web3 services or replace
conventional DNSs often fail to offer compatibility between Web2 and Web3. Even
when compatibility is provided, poor performance can cause users to face significant
resistance in utilizing such services. To address these issues, this study aims to answer
the following questions:

1. How can we provide a platform that supports Web3 service access in a fully
decentralized manner, addressing the stability threats posed by current methods?

2. How can Setonix DNS overcome the scalability issues inherent in conventional
DNS?

3. How can Setonix effectively provide compatibility between Web2 and Web3?

3. Conventional and Decentralized DNS in Relation to Web3

For these reasons, it is crucial that the aforementioned issues be addressed, especially
at this point in time when the transition to Web3 is underway. To address this, this paper
proposes Setonix, a decentralized DNS based on blockchain, in alignment with Web3. When
building a decentralized DNS structure, it offers the following advantages. First, if any
node within the network is enabled to perform DNS functions, it enables load distribution,
which is more effective compared to the server–client structure. Secondly, since it adopts
the same structure as the system that supports Web3, it becomes possible to resolve the
SPoF issue, particularly in situations where the Web2 structure serves as an access point and
introduces the SPoF problem. Given these advantages, a blockchain-based decentralized
structure is a reasonable choice for a DNS aimed at supporting Web3.

First, in this paper, we design the DNS using smart contracts to operate it on a
blockchain, which is considered the most representative and widely used decentralized
system. When designing, various DNS-related functions such as domain name storage
and subdomain assignment are structured hierarchically to facilitate management and
resolution. Accessing a DNS designed and uploaded onto a blockchain network in the
same address-based manner as traditional systems is challenging. Therefore, an interface
system that enables the easy use of Setonix DNS and provides compatibility between Web2
and Web3 on the user side for load distribution is designed and implemented. This system



Appl. Sci. 2024, 14, 11213 5 of 18

is integrated with the DNS to optimize the user experience. Through this approach, we can
hypothesize how Setonix addresses the previously presented questions:

1. Setonix is designed and implemented as a fully decentralized structure operating
on a blockchain to support Web3 service access. This approach aims to resolve the
mismatch in the overall system structure caused by the partial use of centralized
methods in providing decentralized Web3 services.

2. Setonix DNS is designed to operate on a blockchain that functions through multiple
nodes, enabling load distribution across nodes even in rapidly increasing service
scenarios. This design offers greater scalability compared to conventional DNS, which
operates on centralized servers.

3. By utilizing an interface that interacts with Setonix operating on the user side, the load
for providing compatibility can be distributed among users. This approach is expected
to deliver higher performance in compatibility compared to existing blockchain-
based DNSs.

As outlined in this hypothesis, the purpose of this paper is to demonstrate that
Setonix supports fully decentralized access for existing Web3 services while offering signif-
icantly lower latency and higher usability compared to existing blockchain-based DNSs.
To enhance usability, the primary performance metric naturally emphasized for a DNS is
resolving latency, as it is the most perceptible to users. Other DNS performance metrics are
excluded from the scope of this study.

Therefore, the designed Setonix DNS conducts resolving latency-focused testing on
an Ethereum-based blockchain system. This system supports EVM-based smart contracts
written in Solidity, offering a developer-friendly environment for blockchain-based ser-
vices and system development. Ethereum provides test networks such as Goerli [24] and
Sepolia [25] in addition to its main net, making it useful for testing the proposed system.
Furthermore, the transition to a PoS consensus protocol in September 2022 and ongoing
upgrades through additional 2-layer solutions have continuously improved performance,
making it suitable for conducting these tests.

Testing on the main net involves constraints such as gas fees and security risks.
Therefore, the system is uploaded to the Sepolia network, one of Ethereum’s test networks,
which offers a PoS-based environment similar to the main net and is focused on DApp
development. The uploaded Setonix DNS is tested for both traditional domain names and
Web3 domain names. The results are examined to determine whether it delivers a level of
performance suitable for actual user use.

4. Design of Setonix DNS for Supporting Fully Decentralized Web3 Access

In this section, we design a Setonix. First, we establish the considerations necessary
for the design and then proceed with the actual design based on these considerations.
In the Design Consideration section, we briefly mention the foundational technologies
required for the design and the situations where the proposed system is needed, followed
by a description of the considerations. Next, in the Architecture section, we present the
architecture designed according to the considerations, using diagrams and providing
explanations for clarity.

4.1. Design Consideration

The conventional DNS is generally implemented by dividing servers into root, TLD,
and SLD, where different parts of each address are stored. Subsequently, queries are called
recursively through these servers. Address lookup requests from users are designed to
query each server in this recursive manner, sequentially, until the result is returned. The in-
tent behind this implementation is to distribute the load by processing DNS requests across
multiple servers rather than a single server. More importantly, it simplifies registration and
lookup through an address system separated by dots (‘.’). This makes it especially useful
for easily verifying ownership in the subdomain part under a domain name.
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For example, in the case of Google’s domain, the entity that owns the domain name
‘google’ connected to the TLD ‘.com’ in ‘google.com’ naturally holds ownership of the
associated subdomains under the current address system rules. This allows them to freely
create relevant and useful domain names for their services, such as ‘map.google.com’ or
‘drive.google.com’. This means that these subdomains can be created without interference
from anyone other than the owner of ‘google.com’.

The address system provided by the DNS proposed in this paper must be designed so
that users can transition to and use the Web3-specific address system without experiencing
significant load. To achieve this, the system follows the principle of implementing an
address format similar to the existing one. This ensures ease of use and management
through a hierarchical address structure, even on a blockchain-based platform. However,
the SLDs, such as .co, .ac, and .go, come in a wide variety, and there is no consistent
rule between domains that include SLDs and those that do not. Therefore, to reduce
implementation complexity and enhance manageability, this system defines the basic
domain format as “domain name + TLD”.

Like the conventional DNS, the DNS implemented on a decentralized system must
also guarantee ownership of the domain name to the requester based on the registered
domain name. However, due to the characteristics of Web3 and decentralization, where
user information is not stored in a specific location, this cannot be conducted in the same
way as before. Therefore, to enable this functionality, a smart contract that guarantees
ownership will be implemented. Users prove their identity through their wallet address,
and once ownership is issued via the ownership contract, they can verify their ownership
of the domain name.

As mentioned in the introduction, since it is not possible to access a DNS uploaded
to the blockchain using traditional methods, an interface is also necessary to provide easy
access for users. First, this interface must be implemented as a smart contract capable
of interacting with the decentralized DNS uploaded to the blockchain network. Second,
to maximize user convenience, it must support all types of domain names without requiring
any additional transition process on the user’s side. In other words, it should support both
conventional domain names used to access Web2 services and separate domain names
used to access Web3 services. In summary, a hierarchical naming system that offers great
convenience in management and usage is designed to function on a blockchain-based
decentralized platform. A separate smart contract is used to assign ownership to each
decentralized domain name operating within this system. Additionally, to ensure the
smooth use of the DNS that supports this address system, the goal is to integrate a proxy-
based interaction tool to deliver the result.

4.2. Architecture

The design is carried out by reflecting the considerations described in Section 4.1.
The design follows the sequence in which the intended tasks operate. Therefore, the design
is carried out in a top–down manner, starting with specifying the necessary tasks for
each component, determining the order of operations for each task, and then defining the
elements according to each step. Since the interface, which interacts with the DNS, can only
be defined after the DNS is established, the DNS is designed first, followed by the interface.

4.2.1. DNS Part

First, in DNS, ownership management is essential since information about who holds
each domain name is needed in every process. Therefore, the design begins with the
ownership contract that manages ownership as the top priority, followed by the DNS
design incorporating this contract.

The ownership contract that manages ownership is shown in Figure 1 below. The data
consist of wallet addresses and domain names, with each domain name being matched in a
one-to-many format with those owning wallet addresses. This smart contract operates with
a verify ownership function to check if ownership matches for a domain name, and a set
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ownership function to match the domain name with a wallet address, storing ownership
for the domain name. The fetch ownership function directly returns ownership information
for a specific domain name.

Finally, update ownership functions to update the ownership stored as a wallet
address for a domain name.

Figure 1. The architecture of the ownership contract, a smart contract that manages ownership of
domain names registered in Setonix.

Next, the DNS involves a registration process, which stores a new domain name
matched to an address, and a resolver process, which verifies it. Registration must occur
first for resolving to be possible, so the design begins with registration, followed by the
resolving process. The overall process for registration can be seen in Figure 2 below.

Figure 2. A sequence diagram illustrating the process of registering a domain name in Setonix.

The process follows the arrows as shown in the figure. First, for registration, the regis-
trant’s wallet address, the domain name to be registered, and the corresponding address are
required. The wallet address is needed to match the owner information with the domain
name when executing the ownership registration contract. When the required data are
received by the DNS along with the request message, it is first processed by the domain
parser and then sent to the domain checker. The domain checker examines the parsed
domain to determine whether the domain name is already registered or if it includes a sub-
domain. If the check confirms that the domain is not registered, it is sent to the ownership
contract to assign ownership to the domain first, and then registration proceeds. If only a
subdomain is being registered, it is sent directly to the domain register.

In this process, the domain hierarchy structure, designed for convenience in manage-
ment and use, is included. To explain in detail, take the Web3 domain ‘sub.domain.needs’
as an example. When this domain is entered for registration, the domain parser splits it by
dots (‘.’), dividing it into ‘sub’, ‘domain’, and ‘needs’. The parsed domain is checked by the
domain checker in its basic form, ‘domain.needs’, by grouping the domain name and TLD
together, excluding the subdomain ‘sub’, as defined in the Considerations section.

If the check reveals that the domain is already registered but includes a subdomain (as
in the current example), the ownership information issued for that domain is verified. If it
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matches, the domain register is executed for the subdomain. However, if no subdomain
exists, the same domain name cannot be reissued, so an error message is returned. Finally,
if the domain is not registered, a new registration is attempted. Ownership registration is
processed for the base domain through the ownership contract. If a subdomain is attached,
additional registration is carried out for it as well.

Next is the resolving function, which is requested through an interface described
later. This process is much simpler compared to the domain name registration process.
The domain resolver within the DNS is designed to return the address matching the
requested domain name to the requester. The overall architecture of the Setonix DNS
contract, which includes both registration and resolving functions, is shown below in
Figure 3.

Figure 3. The architecture of the Setonix DNS contract, which is uploaded to the blockchain network
and operates as an actual DNS.

As shown in the diagram, functions for updating, directly fetching ownership, and re-
solving and registering are also included. All these functions operate in close interaction
with the ownership contract in Figure 1 due to the need for ownership management.

4.2.2. Interface Part

As mentioned earlier in the Design Consideration section, accessing the DNS uploaded
to the blockchain network in the same way as traditional systems presents challenges.
To address this, an interface is designed to enable the use of the DNS, and it is packaged
together with the DNS as a set to enhance user convenience. Among the various methods
available for creating the interface, a proxy was chosen because it allows for installation on
the user’s device and enables the local resolver to route through the proxy.

The advantage of this approach is that all DNS requests from the user’s device can be
routed through the proxy, making it adaptable for all services. Additionally, when using
a local resolver, the cache it contains can be utilized, which helps to compensate for the
potentially higher latency of the blockchain-based DNS compared to conventional DNS.

In line with the considerations mentioned earlier, the system is designed to allow
the use of both conventional domain names and dedicated Web3 domain names without
requiring a separate DNS switching process for user convenience. To achieve this, a protocol
checker is placed within the interface to distinguish between conventional and dedicated
domain names (Web3 domains) in the incoming domain resolving requests, applying
different resolving methods to each.

Figure 4 illustrates the content described so far, providing a visual representation
that makes it easier to understand the compatibility between Web2 and Web3 DNSs. It
shows how a request originating from a local resolver passes through the protocol checker
within the proxy interface and is categorized into upper and lower pathways. This is made
possible by the protocol checker, which is designed to determine the prefix of the received
domain name and classify it based on the presence or absence of the prefix. Through this
process, it enables seamless switching between Web2 and Web3 domain names without
explicit user intervention.
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Figure 4. A figure illustrating how the entire Setonix system operates, particularly showing how the
protocol checker sends requests to different DNSs through resolvers and interactors. In the case of
Handshake, the access point for use is a fixed IP, and it supports processing DNS request packets from
standard resolvers. Thus, as depicted in the figure, requests are handled through a general resolver.

The custom resolver is a module that handles conventional domain names categorized
by the protocol checker, and it allows the user to choose which existing DNS, such as
Google or Cloudflare, to send the request to. The contract interactor is a module used to
resolve the remaining custom domain names categorized by the protocol checker. As the
name suggests, it is equipped with the functionality to interact with the DNS uploaded to
the blockchain network, allowing it to retrieve the address from the domain name–address
pairs mapped on the blockchain and to serve the result.

Figure 5 is a sequence diagram that illustrates the entire process, from a domain-
name-resolving request to accessing a Web3 service, using all the elements described in the
Architecture section. To review the process so far, the user device sends a domain-name-
resolving request to the proxy client running on the device for service access. The protocol
checker classifies the request and forwards it to the Setonix DNS uploaded on the blockchain
for resolution. The Setonix DNS receives the request and searches for the address matching
the domain name in its stored list of names and addresses. It then returns the result to the
client interface, which sends it back to the user device. The user device, having received
the address, uses that information to access the Web3 service.

Figure 5. A sequence diagram illustrating the process of a user accessing Web3 services using
Setonix DNS.

Access to conventional addresses is handled differently by the client interface. When
the user requests an address from the interface, if the protocol checker identifies it as a
conventional domain name, the request is sent to the pre-configured conventional DNS.
The process then continues by receiving the IP address from the DNS, returning it to the
device, and using it to access the service. In other words, the client interface enables a
seamless handling of all types of addresses without any DNS-switching processes.
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However, performing domain registration through this interface, which focuses on
convenience, poses challenges due to the various elements required in the registration
process. Therefore, a simple program, either a webpage or a webview-based application, is
built to interact with the DNS and handle the registration process.

The design of Setonix to support hierarchical domain names was devised to preserve
the efficiency and legacy of traditional Web2 DNSs, minimizing user resistance to new
services. At the same time, it maintains convenience while implementing the philosophy
of a decentralized Web3. This design overcomes the performance issues and limited user
convenience observed in existing blockchain-based DNSs such as ENS and Handshake.
In particular, the proxy-based interface and efficient protocol checker enable support for
both Web2 and Web3 services, which are challenging to achieve with traditional blockchain-
based DNSs. As a result, users can seamlessly access various domain-based services
without requiring special transition processes or experiencing resistance. Through this,
Setonix provides a solution that significantly enhances Web3 accessibility.

5. Implementation

In this section, the architecture defined in the previous section is first implemented
by building the DNS, followed by developing a proxy-based client interface program that
users can interact with it, in the same order as described.

5.1. DNS Part

Since the DNS must be uploaded to a blockchain network, as described earlier, the first
step is to decide which blockchain to use. In this paper, Ethereum was selected due to its
high activity and widespread use, as well as its support for development on the blockchain.
Additionally, development was carried out using Solidity, the smart contract language that
is supported on this blockchain.

The domain parser, domain register, and domain resolver described in the architecture
were each implemented as functions, while the domain checker was implemented as logic
operating within the actual register function. Once all the operations shown in Figure 3
are completed and the final registration is performed in the smart contract, the data are
stored in a map structure. The reason for using a map structure is that it has an internal
structure similar to a hash table, allowing data to be stored efficiently. Moreover, retrieving
the stored data can be performed just as quickly as insertion, with the same O(1) time
complexity. Since it is implemented based on a map structure, the function for resolving is
also designed to retrieve matching data from the map when requested or to return an error
message if no match is found.

5.2. Interface Part

The interface is implemented in Go language and uses a package that allows the
creation of DNS packets with the desired data to provide responses to requests from the
user device. The client interface opens and waits on port 53 of localhost. The user runs
the program and configures the local resolver on their device to send DNS requests to
localhost. Once this configuration is complete, the interface receives the requests on port
53. The part that interacts with the actual DNS is implemented based on the go-ethereum
package, and it is designed to interact with the Ethereum network either through direct
RPC communication or via blockchain access API services such as Infura [26].

The previously mentioned domain name registration page was implemented using
HTML, CSS, and JavaScript, with the Web3.js library used in JavaScript for interacting with
Ethereum. The web functionality itself was implemented using Go’s net/http package,
allowing users to run the webpage locally, connect it to their Metamask wallet [27], pay a
small gas fee, and register the desired domain name.
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6. Experimental Results

In this section, the hierarchical structure of Setonix is uploaded to the actual blockchain,
and a comparison is made with other DNSs and blockchain-based DNSs through the proxy
interface. The blockchain used was the Sepolia network, which is Ethereum’s testnet,
and the user (or machine) sending the requests through the installed proxy interface used
a Windows OS PC for compatibility. The detailed specifications of the PC are a 13th Gen
Intel® CoreTM i9-13900 CPU, 64 GB RAM, Realtek Gaming 2.5 GbE Family Controller #2
NIC, and a 1 Gbps bandwidth network.

Domain registration on the Sepolia Testnet incurred a cost of approximately USD
0.5 for registering a single domain name, as no additional fees were required by policy.
While this cost may vary slightly depending on the type of network, congestion, or the
length of the domain name, it is significantly more affordable compared to other systems.
For instance, ENS requires an annual fee of USD 640 plus additional network fees for
domains of 3-character length, and Handshake DNS transactions typically average around
USD 20 but can vary widely based on rarity [28].

The experiment first evaluated three DNSs: Google and Cloudflare as representative
traditional DNSs, and Handshake as a blockchain-based DNS capable of resolving tradi-
tional domain names. The most noticeable aspect for users when using DNSs is the latency
during resolving to access services. Therefore, resolving latency was chosen as a key test
parameter and measured accordingly. In Figure 6, the graph on the left shows the results of
resolving domain names using the local resolver on a Windows PC, while the graph on the
right shows the latency when resolving each DNS through the custom resolver within the
proposed proxy-based interface.

Figure 6. This represents the latency differences when resolving through the Original Resolver and
Setonix’s proxy-based interface for each DNS. Each error bar indicates the maximum and minimum
values for the corresponding data.

The resolving latency measurement experiment was conducted through the following
design and process:

• Domain selection: The top 100 resolvable domains were chosen using Cloudflare’s top
1 M websites list.

• The resolving process compared two methods for each DNS: the Original Resolver
method and the Setonix Interface method, which includes the resolver function. In the
Original Resolver method, a local resolver was used to resolve domain names. In con-
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trast, the Setonix Interface method employed a proxy-based interface specifically
designed for Setonix to resolve domain names.

• Experiment process: Resolving was performed randomly without duplication for the
top 100 prepared domain names. After resolving each of the 100 domains once in a
single experiment, the cache was flushed. This process was repeated 20 times to obtain
sufficient data.

• Data processing: The data obtained through the experiment process were aggregated
for each item and divided by 20 to calculate the average. Finally, the result was divided
by 100 to derive the average resolving time per attempt.

First, both Google and Cloudflare, the two conventional DNSs, showed an average
latency of less than 50 ms for each resolving request. In contrast, the blockchain-based
Handshake DNS showed a relatively higher latency, averaging over 200 ms. However,
more significantly, in the case of Handshake, which uses a PoW-based consensus algorithm,
it appears that the inherent TPS (Transactions Per Second) limitations of this algorithm
have had a greater impact.

Additionally, for conventional DNS, there was no significant difference in latency be-
tween using the local resolver and passing through the proxy. However, a notable difference
was observed in Handshake, which operates on a blockchain basis. This can be interpreted as
the result of Handshake, which was created by a smaller community compared to established
DNSs, being optimized for requests made through the more commonly used local resolvers
rather than for those using open-sourced customized DNS tools. Additionally, the inher-
ent lower performance of Handshake means that even relatively minor issues, such as an
additional hop introduced by the proxy, can significantly increase latency.

Figure 7 is a graph comparing the resolving latency of two types of domain names in
blockchain-based DNSs: Handshake and Setonix. The experiment was conducted in the
same way as in Figure 6, using 100 domains of each DNS type, and the results show the
average resolving latency for each individual request. All resolving tools used Setonix’s
proxy-based interface, and for Handshake, the internal custom resolver of the tool was
pointed to the Handshake DNS.

Figure 7. The difference in resolving latency for conventional domain names and internal Web3
domain names was measured for both Setonix and the blockchain-based DNS Handshake. Error bars
indicate the maximum and minimum values for the average of each dataset.
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The results show that Setonix is overwhelmingly superior to Handshake for both
conventional and Web3 domain names. This aligns with the analysis of Figure 6, where
Handshake’s comparatively high latency was attributed to its operation on a PoW-based
system with significantly slower TPS and its complex internal implementation. It can
also be observed that Web3 domain names have over 15% lower latency compared to
conventional domain names. This is because Web3 domains are uploaded to the internal
blockchain and can be resolved immediately, whereas conventional domains must go
through multiple steps, such as the TLD and SLD, via the internally implemented root
zone. In contrast, Setonix shows no significant difference between Web3 domain names and
conventional domain names due to its simpler internal implementation and the efficient
domain classification by the protocol checker.

Figure 8 is a graph that allows a side-by-side comparison of the latency of Web3
domain names from three blockchain-based DNSs, ENS, Handshake, and Setonix, with
two conventional DNSs. The experiment was conducted in the same manner as before,
using a cache flush method. Since ENS does not allow resolution through resolvers that
do not follow its Web3 query rules, the test was conducted with 100 pre-selected ENS
domain names according to these rules. As with Setonix and Google, the data represent the
average values.

Figure 8. Resolving latency for each DNS: Web3 domain names for blockchain-based DNSs like
‘superdomain.hdns’ and conventional domain names for conventional DNSs like ‘google.com’. Error
bars indicate the maximum and minimum values for the average of each dataset.

As seen in the chart, ENS shows the worst latency, even slower than Handshake. This
is because ENS has a similarly complex internal implementation as Handshake and also
uses a more complicated method of exchanging data, relying solely on its Web3 query
system instead of the standard DNS approach. Additionally, unlike conventional DNSs,
which can optimize the path to the DNS server through methods like CDN or Anycast, ENS
cannot use such methods. This further contributes to its lower performance. In contrast,
Setonix shows latency comparable to Cloudflare even for its Web3 domains. This result
is due to its simple internal components, efficient hierarchy processing methods, and the
combination of a well-designed interface.

In Figure 9, caching is allowed, and to demonstrate the effects of caching, the graph
shows how latency changes over successive attempts, unlike the previous experiment.
Each time represents the result of resolving 100 different domain names, as in the previous
experiment. The key difference here is that instead of showing the average values, the full
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set of 100 attempts is displayed to illustrate the change in latency over time. Note that
the vertical axis is in seconds. As can be seen from the legend in Figure 9, the dashed line
represents the results of resolving through Setonix’s proxy-based interface, while circles
represent Google DNS, triangles represent Cloudflare, and squares represent Handshake.

Figure 9. Results of performing six consecutive resolving attempts for each DNS without flushing
the cache. In this figure, please note that the data for Google Normal (light circle symbol) overlaps
with that of Google Setonix, making it visually indistinguishable. Therefore, the data for Google
Normal can be considered nearly identical to that of Google Setonix when interpreting the graph.

The patterns seen with the two methods, local resolver and Setonix, are almost identical
to the graph in Figure 6. What is particularly noteworthy is that, as expected, the resolving
latency approaches zero as the number of attempts increases due to caching. Meanwhile,
even with the algorithms currently in use, the internet usage of the average user is some-
what limited to a restricted area [29]. Through this, even when using a system with a
relatively higher average resolving latency, the effect of caching becomes more pronounced
due to the limited range of access typical for users. In the end, the combination of a
cache-enabled proxy-based interface and Setonix, like the local resolver, is unlikely to cause
significant latency-related inconveniences for users.

Figure 10 shows the Query Per Second (QPS) measurements for each DNS, using the
DNS load analysis tool dnsperf [30]. The experiment utilized dnsperf on an AWS EC2
t3.medium instance (2 vCPUs, 4 GB RAM), running Ubuntu 22.04 in the Seoul region.
Requests were routed through the Setonix proxy client on a PC with the specifications
outlined in the first paragraph, also located in Korea.

What can be observed from the graph is that Handshake’s higher latency is also
reflected in its lower bandwidth, which could cause inconvenience for many users. In con-
trast, Setonix demonstrates over 10 times better performance, and while it does not match
conventional DNSs, it offers much better usability compared to existing blockchain-based
DNSs. Although the reduction in bandwidth caused by the custom resolver in the Setonix
Interface may seem significant when looking at the graph, this interface is installed and
used locally by each individual. Therefore, the bandwidth reduction does not impact the
usability of the system for individual users.

Although we wanted to include experimental results for registration time, it was not
feasible to measure it, as the registration process in each DNS involves multiple steps
and can even include a waiting period of several days. However, with Setonix domains,
registration is completed the moment a registration request is sent along with the necessary
data for the contract, indicating that it can be considered to other DNS systems in terms of
performance and convenience.

However, as mentioned at the beginning of the Experimental Results section, the test-
ing environment is not based on Ethereum’s main net but on the Sepolia test network.
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Therefore, differences in results due to network scale should be taken into consideration.
Additionally, the number of domains registered for testing was around 100, and the maxi-
mum number of concurrent users tested using dnsperf was limited to 100. Considering the
scale of these tests, it is important to note that these numbers are far below what would
be expected for an actual service environment. Nevertheless, blockchain-based systems
inherently possess good load distribution performance due to their decentralized nature,
allowing services to be provided across multiple nodes. This characteristic suggests that
they are likely to exhibit performance not significantly different from the current results,
even in large-scale scenarios.

Figure 10. QPS for each DNS measured using the dnsperf program. Note that the y-axis representing
QPS is on a log scale.

7. Related Works

In this section, we will explore attempts to resolve the issues of conventional DNSs
using blockchain, as well as cases where blockchain has been utilized to support access
to Web3 and blockchain-based DNSs. The study in [31] pointed out that while a conven-
tional DNS supports security extensions through DNSSEC, it does not inherently support
encryption, and it allows for unwanted webpages and services to be censored by authori-
tarian regimes.

To escape from such threats, alternative solutions for DNSs were explored, and one of
the chosen options was blockchain-based DNSs. However, through actual experiments, it
was demonstrated that blockchain-based DNSs also have potential for abuse, including the
distribution and concealment of malware, exploitation of weak registration mechanisms,
the permanence of malicious content and domains, as well as challenges related to system
maintenance and trust. Based on these findings, this paper recognizes the vulnerabilities
in blockchain-based DNS configurations and includes finding ways to improve them in
future research. Ref. [32] proposes a solution to build a secure and reliable decentralized
name service using blockchain technology to address the issues arising from the signif-
icant inherent design flaws of conventional DNSs. The advantages of blockchain-based
DNSs include immutability, decentralization, and enhanced user authority. To explore
this, the current state of blockchain-based name services is analyzed, focusing on ENSs.
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ENS offers advantages such as the elimination of SPoF, guaranteed data immutability,
and protection against various attacks like cache poisoning and DNS poisoning. However,
it also has drawbacks, including the potential for abuse by attackers through squatting,
malicious content, fraudulent addresses, as well as issues related to record permanence,
complexity, and costs.

This paper has clarified the strengths to adopt and the areas for improvement in
blockchain-based DNS design through the analysis of existing blockchain-based DNSs
from various perspectives, as discussed in the referenced paper. In particular, even if a
good system is built, it will not be used if its complexity makes it difficult for users to access
it. Therefore, we focused on ensuring that the system is easy for users to use.

The study in [33] points out that conventional DNSs are vulnerable to both external
attacks and internal threats due to their centralized structure, mentioning the 2002 incident
in which 9 of the 13 root DNS servers were hit by a large-scale DDoS attack. It emphasizes
not only external attacks such as DoS and reflection attacks but also the risks of internal
attacks caused by malicious root servers. While the current DNS responds to external
attacks through DNSSEC and BGP anycast, it still points out security vulnerabilities due
to the potential for internal attacks. To address these issues, the paper proposes TD-
root, which offers security through decentralized root-zone file management and the
C-RAND consensus algorithm. This approach is expected to eliminate single points of
failure (SPoF), prevent data tampering and censorship, and securely and efficiently protect
the DNS. However, there is no mention of how users would actually use the system or
generate their Web3 domains, which, like Handshake, makes it clear that TD-root’s purpose
is solely to replace the existing DNS, lacking broader objectives compared to Setonix.
Ref. [34] points out that key components of the internet backbone, such as the Border
Gateway Protocol (BGP), DNS, and Public Key Infrastructure (PKI), are vulnerable in terms
of security, performance, and privacy due to their centralized architecture, and argues
that blockchain can address these issues. The decentralization and security properties of
blockchain can improve certificate transparency and revocation transparency in PKI, path
validity in BGP, and the SPoF issue in DNSs. Ref. [35] provides a detailed discussion on
DIDs, addressing the issues of traditional centralized identity verification systems. It also
highlights performance problems caused by the network connection complexity inherent
in existing DIDs and proposes solutions to address these challenges. DIDs are an excellent
means of addressing issues such as privacy infringement and loss of data control inherent
in traditional centralized identity verification systems. However, to resolve the usability
challenges caused by low performance, attempts have been made to improve performance
by incorporating Distributed Hash Tables (DHTs).

This approach achieved significant performance improvements. It demonstrated faster
response times compared to traditional cloud-based systems and maintained stable through-
put using DHT, in contrast to the sharp performance decline observed in cloud-based systems
under increasing workloads. The inherent superiority of DHTs in terms of privacy compared
to centralized identity verification systems could be applied to Setonix communications in the
future. This would enhance security while offering a user experience at the same level or even
better than before, thanks to the improved performance of the DHT-based approach.

Among these, DNSs, which are relevant to this paper, utilize distributed ledger tech-
nology to store DNS records on the blockchain, thereby eliminating SPoF, ensuring DNS
data integrity, simplifying DNSSEC key management, and reducing response size to im-
prove performance. However, like other approaches, there is no mention of supporting its
Web3 domain names, unlike Setonix. This paper is more focused on solving the inherent
problems of a conventional DNS, making its limitations clear.

In the overall body of research combining blockchain technology with DNSs, there
have been more efforts to address the vulnerabilities of existing domains rather than
focusing on Web3 support, custom domain names, or improving usability. This confirms
that Setonix, as proposed in this paper, is a relatively new area of research within the broader
research group. However, through other studies, several options were found to enhance
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Setonix by adding security protocols, particularly by applying decentralized security
techniques. This opens the path for improving the system in a more robust direction.

8. Conclusions

This paper raised the issue that blockchain-based decentralized Web3 services are
using the centralized Web2 server–client model for service access. Due to this, the advan-
tages of decentralized systems are lost, and vulnerabilities arise in the service because of
the SPoF issue inherent in the centralized structure of the access path. To resolve this, it
was necessary to introduce a decentralized access path, leading to the proposal of Setonix,
which combines a decentralized DNS with a proxy-based interface for its use.

In conclusion, Setonix provides a decentralized access path option for Web3 services,
enabling ownership verification without the involvement of central authorities through
smart contracts. This results in a DNS that allows services to be uniquely and freely
expressed. In addition, through the proxy-based interface, which efficiently categorizes
domain names and enhances user experience, users can freely use both Web2- and Web3-
based domains without needing any manual conversion after a one-time setup.

However, as it is implemented as a smart contract using Solidity, it has a clear lim-
itation in that it can only operate in blockchain environments equipped with an EVM.
Conducting future research to enhance its general applicability to typical blockchain net-
works would provide substantial value in supporting Web3. Additionally, future research
will focus on exploring methods for directly connecting to nodes of services operating on
blockchain p2p networks, including addressing deficiencies in security settings. In partic-
ular, incorporating DNSSEC extensions currently used in DNSs into blockchain systems
or utilizing Decentralized Identifiers (DIDs) to enhance the security of blockchain-based
DNSs could serve as valuable research topics.

In terms of scalability, further research is expected to overcome the current limitation
of operating only on EVM-based systems, enabling functionality across various blockchain
platforms. Such advancements could lead to a more versatile system, playing a significant
role in positively promoting Web3 and other blockchain-based services.
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