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Abstract: The paper shows the integration of the theoretical and practical aspects of designing an
ERM software tool. The basic idea of the designed ERM is conceived in the form of an algorithm
using the integration of ISO 3100, the COSO framework, the risk matrix designed according to the
risk appetite of the observed company, quantitative and qualitative models for risk assessment, and
the generation of consequences and mitigating measures for each identified risk. Methodologies for
risk assessment in the presented ERM include the following: For business risks, questionnaires were
generated for different business areas (from knowledge bases) and the assessment was conducted
according to risk matrices. Workplace risk is assessed according to the Kinney method, while technical
risks are assessed according to the API 580, 581 standard. Software is created to outbalance problems
of all types of risk that may arise regardless of the complexity of the business and the risk itself. The
algorithm, model and software were developed and successfully tested in two Serbian companies.

Keywords: enterprise risk management; software solution; hazard; risk management

1. Introduction

The problem of identifying company risks, as well as their classification, assessment,
the prescription of risk mitigation measures, residual risk assessment, and risk prioriti-
zation, i.e., risk management, is an increasingly complex task, although many types of
software for a holistic approach to risk management exist in the market. Namely, company
risk management refers to the management of different types of risks: business, financial,
workplace risks, HSE, safety, legal, technical (maintenance of equipment/installations), etc.,
but only a portion of them are calculated (assessed) based on different methodologies.

Enterprise Risk Management (ERM) software typically employs various methodolo-
gies for risk assessment, depending on the specific needs of the organization and the
capabilities of the software. ERM has taken an important place in the scientific and pro-
fessional literature and has significantly contributed to developing a new organizational
climate [1-7]. Some common methodologies used in ERM software for risk assessment
include the following: Quantitative Risk Analysis (QRA), Qualitative Risk Analysis, Sce-
nario Analysis, Bow-tie Analysis, Fault Tree Analysis (FTA), Heat Maps or Risk Matrices,
Monte Carlo Simulation, and others. ERM software often integrates multiple methodolo-
gies to provide a comprehensive risk assessment framework tailored to the organization’s
needs [8-11]. The choice of methodology depends on factors such as the nature of the risks,
available data, organizational objectives, and regulatory requirements [12-15].
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While common Enterprise Risk Management (ERM) software offers numerous benefits,
such as improved risk visibility, enhanced decision-making, and a streamlined risk manage-
ment process, there are also some potential disadvantages to consider, such as complexity,
customization requirements, data quality, overreliance on technology, resistance to change,
cost, regulatory compliance challenges, cybersecurity, etc. [16-24].

In their research, Valashani and Abukari [12] discuss the architecture of ERM solu-
tions in the modern environment, and on the basis of their research they conclude that
ERP systems architecture has evolved from a simple two-tier architecture based on the
client-server model into more modern models with three tiers or more using complicated
infrastructures and platforms. The authors also state that web-based and cloud-based
architectures are very common and can be seen in many ERP design frameworks, and that
more and more companies are shifting their ERP deployment strategy into cloud-based ERP
implementation. On the other hand, Mohamed et al. [15] state that with cloud-based ERP it
is necessary to introduce standards, rules, and regulation because the main challenge with
this technology is security challenges. Also, these authors state that, beside security risks,
key identified challenges include customization and integration limitations, performance
risks, functionality limitations, etc.

Some of these disadvantages, like customization to requirements, resistance to change,
and regulatory compliance are affecting the universality and sustainability of ERM solu-
tions, i.e., the obsolescence or non-use of the acquired software solution after a few years.
Therefore, we formulated the task of creating a new approach to ERM solution design by
enabling the following functionalities:

e  For certain risks, the user can independently choose between a quantitative or qual-
itative method of risk assessment, depending on the available data. Considering
that there are different types of risks (some of which can be quantified more suc-
cessfully and others less successfully), and considering that in different companies
there are different levels of maturity for the application of quantitative methods, an
appropriate balance must be found. In cases of technical risk assessment, quantitative
methods must be used more, while, for example, in the assessment of legal risks, this is
generally inadequate;

e  The ERM user can, in accordance with his needs, independently adjust the method of
risk assessment through adjustable risk matrices (matrix size, x and y axes, calculation,
ALARP zone, specific Heat map);

e The ERM user can independently choose the risk assessment methodology for a
specific risk: risk matrix, Kinney method, API 580, 581 (American Petroleum Institute,
Washington, Standard [25], 580—Risk Based Inspection, 581—Risk Based Inspection
Technology [26]) heuristic model, etc.;

e  The user of ERM can supplement the knowledge base in accordance with his needs or
in accordance with compliance with prescribed regulations.

2. Methodology

In this paper, a methodology for the design of ERM software was generated such that
the software solution relies on the following principles:

Connecting ISO 31000 [27] and COSO frameworks [28];

Application of expert knowledge in hazard identification;

Connecting hazard and risk;

Determination of risk appetite and adjustment of the risk matrix accordingly
(5 x 5 matrices, 3 x 3 matrix, etc.) for as many risk types as needed (asset, safety,
environment, reputation, etc.);

e Different risk assessment methodologies (quantitative, qualitative, semi-qualitative,
Kinney, API 581, FMEA, etc.).

The proposed methodology for the design of ERM software is presented in the form
of algorithms in Figure 1. The algorithm contains the following steps:
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External experts input knowledge into a database: This step involves external experts
providing their insights and knowledge into a centralized database;

Internal experts go through questionnaires: Internal experts review and respond
to questionnaires created by external experts or surveys designed to assess various
hazards. This step is important in order to allow internal experts to see their risks
from a different angle, that is, from external expertise and the generated heuristic
knowledge base;

Hazard database is generated according to the internal experts” answers: Based on the
responses provided by internal experts, a hazard database is compiled or updated;
From this point, the joint teamwork of internal and external experts is needed to make
a suitable decision: Is a hazard a risk? At this juncture, there is a decision point where
the experts evaluate whether a hazard identified in the database poses a risk or not.

4.1.  If Yes, then the flowchart branches out further:

Additional steps might include risk assessment, risk mitigation strategies, etc.;
4.2.  If No, then the flowchart may lead to actions such as:

Further assessment to understand why it’s not considered a risk.

Updating the hazard database accordingly.

Closing the assessment loop.

Regardless of the process of generating risks arising from hazards, the risk base is
supplemented with the entry of acknowledged risks (existing risks in the observed
company) which gives additional flexibility to the approach.

Risk Management process, updating classification, updating mitigation measures,
updating risk assessments, etc.

Finally, based on the implemented processes of connecting risks with elements of
organizational structures & units (COSO framework), it is possible to generate differ-
ent risk cards, perform Risk Score analysis and le-factor (Investment effectiveness)
analysis. Failure to achieve the goals of a part of the organizational structure can be
considered a risk, so it is necessary to link risks with the organizational structure,
which is a core of COSO framework approach.

This flowchart captures the process from external knowledge input to internal evalua-

tion, database generation, and the decision-making process regarding whether identified
hazards constitute risks.
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Figure 1. Methodology for the design of ERM software.

3. Software Solution RMS

The basic software solution for business risk management was initially developed
within the Fund for Innovation project of the Republic of Serbia entitled “Knowledge
transfer through the design of a software application for managing business risks in
business-production systems based on artificial intelligence” (No. 1086). The RMS software,
as it is now called, was developed by the authors of the aforementioned project and with
same leading idea—to develop a software of this kind. It was completely refurbished with
major improvements in software solutions and functionalities, and was implemented in the
two following projects realized by companies in the fields of public transportation and the
petroleum industry. In both cases, the software was the work of a completely new author.
The petroleum industry is one of the leaders in the application of risk management, and
therefore the software was developed for their needs. The initial version of Base Resource
Document (BRD) was published in 1994 to an API lead sponsor group project. Since then,
risk analysis has been applied in the petroleum industry and is an industry standard.
ISO 31000 was adopted in 2009 and represents a basic, generally accepted methodology for
risk analysis that is applicable regardless of industry. It is similar to the COSO framework.
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The application itself in concrete organizations did not particularly affect the creation of
software solutions, except for technical risks, but it was useful to bring the solutions closer
to the practical needs of users.

RMS version 0.955.230725 is a holistic risk management system with an integrated

expert system for following purposes:

N

O 0NN

11.
12.

13.
14.

Implementation of the procedure of risk source identification in business-
production systems;

Usage of expert knowledge from more than 52 business areas;

Usage of risk management standards like ISO 31000 and COSO approach;

Usage of applicable technical standards like API 580;

Integrated knowledge database allows updating, expanding, or adapting to a specific
business-production decision tree system;

Integrated knowledge database enables definition of new decision trees if a user has
the need to store specific knowledge in the identification of risk sources that are
characteristic for a particular business system.

The RMS software solution for risk management contains several modules:
Home page
Information
Master data

a.  Responsible persons (internal experts)
b Expert team (external)

c. Structures

d Organizational structure

i Hierarchical structure of processes

ii. Hierarchical structure of strategic objectives
iii. Hierarchical structure of business areas

iv. Hierarchical structure of different risk groups

Project Management (management of tasks)

The Kinney Method

Risk-Based Inspections (API 580 and similar)
Questionnaires/Models

Hazards

Elements of analysis (Elements of risk matrices, Risk calculation, etc.)
Risks Register

a. New risk
b. List of risks
C. Risk cards

d.  Registers

Risk Reports and Analysis

Detailed report

a. Occupancy overviews

b. Risk Score list (risks structured from largest to smallest (or by other criteria))
C. Ie-factor (Investment effectiveness) analysis

Administration

Logout

3.1. RMS Architecture

RMS architecture characteristics are:

The system supports the parallel simultaneous cooperative work of many users
with the same and simultaneous parallel sessions with independent and shared
data warehouses;

The system supports execution on virtual machines;
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e  The system is not limited by the number of entities and the amount of data processed
other than the hardware resources involved, and the limitations of the RDBMS used.

Conceptual design is based on a Web-based solution, with data in a SQL database
and the knowledge base in separate repository with separate modules for reporting
and analysis.

Architecture layers are, Figure 2:

e Client layer—any web-enabled devices, single page application (Blazor)—Web appli-
cation with interactive user interface;
Business layer—server, NET 8, Rest API logic services;
Data layer—server, MS SQL server/PostgreSql server, Windows/Linux;
Questionnaire layer/knowledge base—file server, Windows/Linux, Server part: Rest
API: Microsoft .NET 8, DB: MS SQL server, optional PostgreSQL. Client part: Blazor
WebAssembly, optional Blazor Server.

MS Sql / PostgreSQL

SQL server
production
data NET 6-8
application/web
server hitps web client
Rest API —
IWT SPA Blazor
xmi / xis
FILE server
* login * administration
questionnaires / e authorization

knowledge base

Figure 2. Architecture of the software solution.

The separation of the knowledge base and a SQL-based data repository was necessary
due to the management and protection of expert models and questionnaires, the application
of cryptographic methods and securing the right of use for individual files. The strict
division of responsibilities to different components of the software system, and the use
of a relational database, enable multitasking work and ensure the high elasticity and
scalability of the system. In this way, the modular architecture enables the introduction of
new functionalities and the application of cutting-edge technologies without the need for
changes in other parts of the system.

3.2. Knowledge Database

Knowledge in software solution RMS version 0.955.230725 is located in different
questionnaires for the following 52 business areas, to name a few:

Safety and health at work;

Business risks;

COSO framework [28];

Investments;

Security risks;

Managing environmental responsibilities according to the ISO 14000 [29] standard
Workplace (safety) risks;

Information security management systems according to the ISO 27000 [30] standard;
Food safety management systems according to the ISO 22000 [31] standard;
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e  Occupational safety and health management systems according to the ISO
45001 standard [32];
e SEVESO standard [33] and others.

Some of the presented business areas have several questionnaires (for example, the
ISO 14000 standard has a questionnaire for documentation, for communication, for leader-
ship, planning, support, change management, etc.).

For the storage of knowledge in the mentioned areas, the representation of knowledge
using IF THEN production rules was used. By using production rules for certain areas,
knowledge is stored in the form of a decision tree, while for other areas a decision network
is generated. External experts, based on their know-how, define possible hazards that may
appear through appropriate questionnaires. Internal experts, based on their knowledge of
circumstances in the organization define the risks that may appear through questionnaires
or via direct entering into the system. Figure 3 shows the process of building a decision
tree in the RMS software tool. Depending on the nature of the observed topic, some
questionnaires have about 50 questions in the interactive process with the user, while some
questionnaires have up to 245 questions. In questionnaires, a question can have minimum
of two alternative answers (Yes, No), while some questions have seven alternative answers.

L3 MGES-RASFB21 - ver 0.8 Risk analysis shell FB214/16/2021 1:01:54 PI

Stablo cdiutivanja - mocel <
fei it atlo sy Ut phanie =—allia] »|E

STABLO ODLUCIVANIA - Madel

Kiasifikacie rizika
Faktor riziks.

Oblasti ocenjivanja.
Alati 72 ocenjivanje

« Rizici
= iovestaji
Senis

Keaj radat
Pomoé

Figure 3. Knowledge database design [34].

Figure 4a shows the interface when the user interacts with the questionnaire for the
“Safety and health at work” business area. During the interaction with the expert system,
a user sees the numbered question, offered answers, and the user can stop the interview
process at any time and continue later from the current question.

Figure 4b shows a part of the generated hazards database that comes from filling in
the questionnaire by the user. These hazards represent potential risks, and their translation
into the risk database is enabled only after the RMS software user confirms that it is
indeed a risk (Figure 4b, new risk label). In this way, overloading of the risk register with
records representing identified hazards that do not present a significant risk to the observed
company is prevented. The last column in the hazard database (Figure 4b) represents the
number of related risks, because one hazard can be related to several types of risks (for
example, an oil pipeline leak can be related to a risk related to environmental protection
and asset management (financial) risks or even reputational one).
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Figure 4. (a) Questionnaire—interaction with use; (b) generated hazard database as a result of
questionnaire inputs.

3.3. Project Management

Project management in the process of identification, classification, prescription of
risk mitigation or elimination measures, and risk assessment is a complex task with the
following characteristics:

e Linking the respondent’s ID to the appropriate questionnaire, so that the user can have
an overview of unfinished tasks when logging in to the RMS software.

e  More than one user must fill out the same questionnaire (for example, in the specific
example we had four people in charge of fire protection), which indicates that it is
necessary to prevent the duplication of hazards in the hazard database, but also to
save all respondents” answers.

Figure 5 shows the task management, the name of the questionnaire and the per-
son who needs to fill in the questionnaire, with an overview of the status and report of
completing the questionnaire.

In the list of questionnaires, Figure 5b, we have an overview of the persons responsible
for filling out each questionnaire and a direct link to the answers entered by the responsible
persons in the RMS system. All screen displays (Figures 4b and 5a,b) can be sorted by
any column or searched by name, which facilitates the process of managing individual
questionnaires and respondents’ answers.



Appl. Sci. 2024, 14, 11255

90f19

List of assigned and completed user activities

Nome Createa BePrist  Fimisned | Posibr Person Saws | Fmiin | Saved
Safey ananeath at work neanBM o 0 ey S
COSO Organzational cutture. 10220232353 0 0 L '
COS0 Organizational Behavior 110220232324 0 0 - s
COSOPS 120220230026 0 0 131 s
5 COSO Risk of misabgnmentof coe valves 110220232344 0 0 W s
5. COSO Risk Auareness n022083233 o 0 [ ’;
Financial and business risks. 110220232221 0 ° s
& Investments 10220232106 @ 0 ’
9. IS0 14001 Environmental aspects 120220231950 0 0 s
1SQ 14001 Environmental aspects 120220231950 0 0 s
150 14001 Documented information 120220231948 0 0 Wri s
150 14001 Documented information 120220231948 O 0 r s
3 15014001 Communicaton 120220231946 0 0 ’
4 1SO 14001 Communication 120220231946 O 0 s
5. 15014001 Leadership 1202223194 0 0 s
1S0 14001 Leadership 120220231947 0 0 s
10 14001 Opie. 120220231949 0 0 7
g 1S 14001 Opis 120220231949 0 0 s
9. 150 14001 Planning 120220231950 0 0 a
150 14001 Planning 120220231950 O 0 s
1S0 14001 Support 120220231949 0 ° s
1S0 14001 Support 120220231949 0 0 7
23 IS0 14001 Change management 120220231949 0 0 W s
2 1S0 14001 Change management 120220231949 0 ° WL s
List of questionnaires
A Home loading.
4 information —
= Name Remark Created Info | Fillitin!
Safety and health at work 2/1172023 11:04:01 PM i s List of persons
—
COSO Organizational cutture 211172023 11:53:04 PM i s = =
3. COSO Organizational Behavior 2112023 112821 PM s =
4. COSOPS 211212023 12:26:46AM 1 s = =
5. COSO Risk of misalignment of core values 2112023 11:4421PM s = =
6. COSO Risk Awareness 2112023 1:36:16PM £ s
7. Financial and business risks 2/1172023 10:21:42 PM i s =
8. HSE 42172023 11:2245AM  § s =
9. Investments 2/11/2023 9:06:17 PM i s = =
10, ISO 14001 Environmental aspects 211212023 7:50:52 PM i s =
1SO 14001 Documented information 211212023 7:48:25 PM i s =
12. ISO 14001 Communication 21122023 7:46:56 PM i ’ =
13 1S0 14001 Leadership 211212023 7:47:56 PM i s =
» Admiristration 4. 1SO 14001 Opis 21212023 7:49.28 PM i ’ =
15 1SO 14001 Planning 211212023 7:50:28 PM i s
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17. 180 14001 Change management 211212023 7:48:11 PM i s
18, ISO 14001 Emergency situations 21212023 7:48:48 PM i s

(b)
Figure 5. (a) Task management; (b) List of questionnaires.

3.4. COSO Framework

In 2023, the Committee of Sponsoring Organizations of the Treadway Commission
(COSO) Internal Control—Integrated Framework (originally issued in 1992) issued supple-
mental guidance for organizations to achieve effective internal control over sustainability
reporting (ICSR) [28]. One of the key principles in the COSO framework is the connection of
different hierarchical structures (organizational units) with organizational goals and related
risks, in order to monitor progress in mitigating or eliminating risks according to defined
elements of hierarchical structures and consequently achieving goals. In the RMS software
solution, therefore, it is possible to set the necessary number of hierarchical structures,
such as the following examples: organizational, process, strategic goals, activities, risk
groups, business units, or others. The addition of a new structure is enabled by entering it
from an Excel file. Figure 6a shows a list of defined hierarchical structures in the example
of the company from the petroleum industry, while Figure 6b,c shows a more detailed
organizational and process structure.
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Figure 6. (a) Structures; (b) Organizational structure (c) Processes structure.

3.5. Risk Assessment

The process of risk management is represented in Figure 7a. It starts with entering
basic risk data, such as risk name, type of risk (risk to be assessed, risk that is recorded
and not evaluated, opportunity, etc.), linked hazards, risk description, risk source, date,
risk owner, organ of escalation, etc. The basic data risk card has additional optional cards,
including: risk classification card (Figure 7b), connections with elements of structures
(Figure 8a), consequences (Figure 8b), measures (Figure 9a), and assessments (Figure 9b).
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External and internal experts perform a team risk assessment while also training internal
experts and improving the quality of the output. In this way, the experience of external
experts is incorporated into the risk register while simultaneously improving the know-how
of internal experts.

Figure 7b shows a risk classification card in detail. Classifications can be made ac-
cording to the following criteria: zone of influence, level of influence, time of influence,
manageability, type, and influence on the mission and vision of the company. Each of the
listed categories contains several descriptive options in the drop-down menus. Figure 8a
shows the connections between the observed risk and the defined elements of the hierarchi-
cal structures (COSO framework). One risk can be associated with one or more elements
within each of the defined hierarchical structures and vice versa.

Figure 8b shows the consequence card. One risk can have several consequences, and
a more detailed description can be entered in the RMS for each consequence. The card
related to Measures (Figure 9a) is one of the more complex cards set up for each risk. It
is necessary to point out that one risk can have one or more actions to reduce, mitigate,
or eliminate the observed risk. For each recommended action to mitigate or eliminate the
observed risk, this card defines:

the name of the action;

the description of the action;

the deadline for the implementation of the recommended action;

the costs of implementing the recommended action; the start of action (pre-
or post-event);

e method of action (whether it is for the purpose of reducing the consequences, or for
the purpose of preventing, ignoring, urgent reaction, control, etc.);

verification period;

evaluation of the effectiveness of the measure (highly reliable, reliable, partially reliable,
insufficiently reliable);

the date when the measure was implemented;

and the status of the action (whether it is recommended, approval in progress, ap-
proved, implementation in progress, realized, risk transfer limited or impossible to be
influenced by the organization).

Based on the entered data on the costs of the implementation of the recommended ac-
tions, it is possible to conduct later a le-factor (Investment effectiveness) analysis, on the ba-
sis of which we conduct the prioritization of risks by the effectiveness of
mitigating actions.
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Figure 7. (a) Risk basic data; (b) Risk classification.
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Figure 9. (a) Measures; (b) Risk assessment.

Figure 9b shows the risk assessment card. The observed risk can be evaluated using
four risk matrices, namely: risk to people (safety), risk to the environment, risk to property
(assets), and risk to the reputation of the observed organization. Categorization by the x-
and y-axes on these four matrices is different taking into account the different nature of
the consequences. For example, for the safety risk matrix, the consequences are as follows:
grade 1—minor injuries or health effects, grade 2—minor injuries or health effects, grade
3—severe injuries or health effects, grade 4—permanent disability, grade 5—death accident
or serious injury (Figure 8b).

Figure 10 shows the risk matrices per asset type of risk. These risk matrices differ
from the other three matrices because they contain a financial assessment of the potential
damage in the event of an undesirable event, as well as a financial assessment of costs
for the implementation of the recommended actions to mitigate or eliminate the observed
risk. All four built-in matrices in the RMS software solution (number of matrices is not
limited) contain an assessment of the current state (black dot in Figures 9b and 10) and a
risk assessment of the future state (gray dot in Figures 9b and 10), which represents the risk
after applying the proposed actions and mitigating or eliminating the observed risk.

The assessment of the current level of risk and the future level of risk for all matrices
is useful information for the decision-maker in the sense that he can assess the effectiveness
of investing in recommended actions for risk mitigation or elimination. On the basis of the
above information, an le-factor (Investment effectiveness) analysis is carried out, based on



Appl. Sci. 2024, 14, 11255

13 of 19

which risks are prioritized in relation to the effectiveness of the recommended actions for
risk mitigation or elimination.

OO e S e — x
mBasic data BClassifications ¥ Connections. ‘=Consequences # Measures. © Ratings

©Assessments and risk analysis

ty: 3, time: 12.07.
21, time: 13.06.202

v: 41 time: 12.07.2023 10:17
4], time: 12.07.2023 10:17

2023 10:17
3

150000 | €

Figure 10. Risk matrices for assets (financial).

3.6. Suppoting Methodologies (Tools)

As shown in the previous chapter, one of the built-in risk assessment methodologies
in the RMS software is the risk matrices adaptation tool that can be customized according
to the specific organization risk appetite. First of all, it is necessary to hold a workshop
in the company where the risk appetite and the basic characteristics of the risk matrix
are determined. The risk appetite of an organization can be presented in different ways.
Some organizations can describe their risks with a 2 X 2 matrix, and some want a more
precise way of determining the risks value using matrices that can be 5 x 6 (the maximum
known in practice). Columns and rows in matrices describe probabilities and consequences.
The more there are, the more precisely the risks can be categorized. Each of them has its
own descriptive and quantitative values. Also, the heat map provides a basis for decision-
making in each organization separately. In order to allow each organization to express its
appetite for risks, a piece of software has been created that enables this. Consequently, that
matrix is used in the case of all types of risks in order to obtain a total/partial risks portfolio
and to combine different risk assessment techniques. If the same risk matrix is used for all
risks, then they can be prioritized in the same risk portfolio based on their Risk Score. In
general, for different companies, risk matrices must be adjusted in terms of x and y scaling
and in relation to the specific ALARP zone and heat map to represent their specific risk
appetite. The scalability of matrices is one of the advantages of RMS compared to similar
ERM solutions.

However, it is not convenient to assess the risk of the workplace (health and safety)
according to risk matrices. Having that in mind, the Kinney method is adopted in most
companies as an acceptable methodology for these risks. Therefore, a special module for the
purposes of risk assessment of workplaces is built into RMS based on the Kinney method,
as shown in Figure 11.

The questionnaire for workplace risk assessment contains 64 questions and the cate-
gories, which are as follows: Consequences, Probability, and Frequency according to the
Kinney methodology.

RMS for technical equipment uses a qualitative approach to RBI risk inspection and
assessment to examine refinery and petrochemical operations for process hazards associ-
ated with pressure equipment integrity, according to API 580 and the 581 standard. The
qualitative approach is less detailed than the quantitative analysis, and is far less time
consuming, but provides a basis for prioritizing a risk-based inspection program (API
581). In the case of a company in the petroleum industry, the technical equipment which
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was examined by this methodology in RMS were as follows: pipeline classes API-5L-
X42 and C 1212 with a diameter of 168.3 mm, underground tanks, vertical cylindrical
tanks, overflow tanks, fuel pumps, pontoon fuel pumps, safety valves on the pipeline,
breather safety valves for tanks, line pumps, booster pumps, water pumps, and other equip-
ment. RMS also contains methodology for so-called Level 1 risk assessment for thermal
power plants.

X
A Home -
7 e - Select the appropriate values from the drop-down menus for each question with the answer yes, and at the end be sure to click the “Save™ button!
> Master data z . .
The new Kinney questionnaire for the workplace
Kinney method: Job title: Risk score.
f Kinney questions
0
f completed questionnaries _—
1t on the application Acceptable Insignificant Risk - No action required.
of the Kinney method
Va
Quest anes = = £, =
e Question: Consequences of E Probability P Frequency F Rate
e ~ Q01 - Are there mechanical hazards to the health and/or safety of the Significant - medical v Practically unbelieva | O
Default activities employee due to the use of work equipment - is there insufficient
safety in the workplace due to rotating or moving parts?
> Risk register
S Roporis nt aehess P02 - Are there mechanical hazards to the employee's health and/or - & v | i
safety due to the use of work equipment - is there free movement of
S parts or materials that can harm the employee’s health andior safety —
at work
» Administration Hardly comprehensible
Q03 - Are there mechanical hazards to the employee’s health and/or G v | 0
safety due to the use of work equipment - is there a hazard to the Practically unbelievable
employee due to internal transport or the movement of work
machines or vehicles, as well as the movement of certain work There is, but only very unlikely
equipment?
Low probability, but possible in limited cases
Q04 - Are there mechanical hazards to the employee’s health and/or v]| O
b Slightly possible
safety due to the use of work equipment - is the employee at risk of
using dangerous work equipment that can cause explosions or fire?
Quite possible
Q05 - Are there mechanical hazards to the employee’s health and/or = Predictable, expected | o
safety due to the use of work equipment - is there an impossibility or
limitation of timely removal from the workplace, exposure to closure,
mechanical impact, collision, etc.?
QU6 - Are there other factors that can appear as mechanical sources = - v| ©

of danger?

Figure 11. Assessment of workplace (health and safety) risks using the Kinney method.

Figure 12 shows the risk assessment using a qualitative approach according to the API
581 standard on the example of an atmospheric tank.

# Measures. oan

Figure 12. API 581 methodology for technical risks.
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3.7. Reporting

Based on the future and current risk values shown in Figure 9b, the relationship
coefficient is calculated, which is also the basis of the Risk Score analysis.

. .. Future value of the risk
Ratio coefficient = - @
Current value of risk

The lower the value of the coefficient of the ratio of the future value of the risk and
the current value of the risk, the more effective the proposed measures for the observed
risk are. Figure 13 shows the results of Risk Score Analysis. Risk Score Analysis gives
overall results across a variety of different risk types and this enables the satisfaction of
specific organizational requirements. Namely, it is possible to determine which business
areas/sectors/departments/processes (or any other of the adopted classifications) are
critical from a risk perspective. This is a benefit of using ISO 3100 and COSO framework as
two major risk assessment methodologies.

RiskScore Lista

PosRzs

xxxxxx

,,,,,,

=======

Figure 13. Risk Score Analysis.

Figure 13 shows an example of Risk Score Analysis, which allows us to structure
risks from the highest to the lowest. This is done based on the position of the risk in the
risk matrix, namely risk score. The order in the list of risks indicates those that are the
greatest and therefore must receive priority in solving. However, this assessment alone is
not enough; after determining the highest risks, the procedure for determining the le-factor
(Investment effectiveness) analysis should be carried out, which is illustrated in Figure 14.
This analysis shows which risks are worth investing in mitigation and according to which
priority. The higher value this factor is, the higher the priority of investing in mitigating
that risk, and at the same time the greater the expected effect.

Figure 14 shows le-factor (Investment effectiveness) analysis as a method for determin-
ing the priority of investments in solving active risks. RMS classifies the obtained results of
the Ie-factor analysis into:

e  le-factor > 1—these results are colored green (in Figure 14), i.e., they indicate that the
difference between the future value of the risk and the current value of the risk divided
by the total value of the recommended measures is positive, and it is profitable to
invest in risk reduction activities.
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e le-factor < 1—these results are colored red (in Figure 14), and they indicate that the
recommended measures are more expensive than the difference between the future
risk value and the current risk value, and that it is not profitable to invest in these
mitigating activities.

le-Factor
fows = 159 e
Current risk Consequences= 50,262,005.00 Value= 4.710,504.05 Risk 10,398,512.00 Value= 4 1914674 2720,97.00
Curtent sk Consequences= 216,000.00 Valus= 73, 56,500.00 Value: 4, 878000

4 = Register Name Datum Ric  Ricvied  Rip  Ripkoel  Rifin 2 Ravied | Rzp  RaKoel  Rafn DecreaseR  MereTroskov Factor A

33462

601 POSR23 28062023 2 5500 5 1000 5500,000 1 500 5 1000 500,000 5000000 130

607 POSR23 01072023 3 55000 5 1000 55000,000 1 500 s 1000 500,000 54500,000 3000 18,067,
a7 POSRZY 25042023 4 150000 2 0050 7500000 3 55000 2 0050 2750000 4750000 2650 i
603 POSR23 29062023 2 5500 5 1000 5500,000 1 500 s 1000 500,000 5000,000 3000 Uex
7 POSR2 25042023 3 10001 2 0050 500,050 2 5500 1 0001 5500 494550 590 o
650 TEHR2Y 21072023 3 90000 3 0100 9000,000 3 11000 3 0100 1100000 7900000 15000 L
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664 TEHR2Y 24072023 3 40000 3 0.100 4000,000 3 30000 3 0100 3000,000 1000.000 5000 L)

665 TEHR2) 20072023 3 20000 3 2100 000,000 3 20000 3 0100 3000000 100,000 5000 =D

Figure 14. Ie-Factor Analysis.

The Management System Factor is one of the API 581 risk-based inspection technology
procedures for management system evaluation. This is done with the help of question-
naires from API 581, which serve as an additional recording of the situation in a certain
organization. It is a powerful tool for determining technical risks, but it also generally
speaks about the state of an organization according to several criteria. Figure 15 shows an
example of MSF analysis realization in the RMS software solution.

Leadership and Administration

Process safety information
i, 50%

Contractors Process Hazard Analysis

95.00%

Incident Investigatio Management of Change

97.33%

76.92%!

Emergency Response 'Operative procedure

72.92%
Pre-Startup Safety Review afe Work Practices

80.37%

Mechanical Integri!xo.u% raining
Figure 15. Management System Factor Analysis.

4. Discussion

The advantages of using RMS software solutions are online management of project
tasks in terms of risk identification, risk calcification, and entering/updating lists of conse-
quences and mitigation measures, as well as risk assessments. In addition, RMS enables
the application of different methodologies for risk assessment depending on the type of
observed risks: Risk score analysis is useful because of its ability to assess the future and
current value of the observed risk; le-factor analysis is helpful thanks to the financial
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assessment of the value of the recommended mitigation actions; the overall prioritization of
risks based on the COSO framework by elements of hierarchical structures yields valuable
insights. The application of risk scores and le-factor analysis is very useful as well. There
are legal regulations that prescribe the application of certain methods, such as the Kinney
method, the application of which is mandatory, at least in Serbia. European (EN), ISO,
or similar industrial standards, such as API, are widely accepted in practice. This is the
reason that their application is built into the software. Among the advantages of RMS we
can mention is that RMS supports different approaches in risk assessment thanks to an
integral database in which all risks are located. The advantage of RMS is the scalability of
the risk matrix, which facilitates the adaptation of this solution. Cyber security is ensured
by data encryption and two servers in the enterprise (one for filtration, verification, and
protection) for increased data security. RMS uses a secure version of the http protocol,
i.e., https, and authentication is performed on the server side and not only on the client
side. Cyber security could be improved by introducing multi-factor authentication and
homomorphic encryption.

Customizing the software usually requires making invasive changes to the application
code, which means additional costs and additional risks are involved. Therefore, a configu-
ration approach is used, and through the data structures that are part of the system, we
enable changes in the behavior of the software and its adaptation to different requirements.
Application behavior is data-driven, which positively affects durability and suitability for
different organizations. Broad applicability is ensured by the high degree of generality
of comprehensive software solutions, and customization relies on entered data that de-
fines the specifics of each individual organization, and this does not require changing the
source code.

Problems between internal and external experts can arise for two reasons: (a) gaps
in knowledge about possible risks and (b) gaps in knowledge about specific risks of the
organization. Filling out a questionnaire or applying one of the quantitative methods is
the first step in risk analysis in this case. The next step is the collaboration of internal and
external experts, which is described in Section 3.5. Risk assessment. They should work
together to overcome any problems that may arise. All available standards indicate that
risk analysis must primarily be a team process.

Further development of RMS involves the implementation of machine learning algo-
rithms in order to improve the processes of risk identification, risk classification, identi-
fication of possible consequences, definition of the list of mitigation measures, and risk
assessments. However, in order to add ML it is necessary to have a sufficient set of
previously entered data.

5. Conclusions

The paper presents an innovative methodology for managing company risks based
on the integration of the COSO framework, ISO 31000, and many other technical and
organizational standards with work with knowledge bases, project management, and the
application of different methodologies for the identification, classification, and assessment
of current and future risks for different business areas. The essence of the innovation of the
RMS solution is in the joint and parallel use of the COSO framework, ISO 31000 standard,
API 580 standard, and other applicable standards and mythologies with some elements
of Al (expert knowledge in the databases). The main idea of the COSO framework is to
link the organization’s goals with risks. Namely, each part of the organization should have
goals that it must achieve, as well as others specific to itself. Failure to achieve goals is a risk
to the organization. Organizational units fit into hierarchically higher organizational units.
The risks of a hierarchically higher organizational unit include the risks of lower units, but
they also have some specific risks of their own. Only by looking at all the organizational
parts and their hierarchy can one get an idea of the risks that they carry with them and
manage them according to the needs of the different levels and parts of the organization.
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The presented business risk management concept was implemented by designing the
software solution RMS version 0.955.230725, which was implemented in two companies
the fields of public transportation and the petroleum industry. The existing version of RMS
is suitable for implementation in similar companies that deal with transportation, storage,
and energy production, as well as for other processing companies.
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