E applied sciences

Article

Enhancing Binary Security Analysis Through Pre-Trained
Semantic and Structural Feature Matching

Chen Yi 1, Wei Dai !, Yiqi Deng 10, Liang Bao ? and Guoai Xu »*

check for
updates

Academic Editor: George Drosatos

Received: 20 September 2025
Revised: 23 October 2025
Accepted: 28 October 2025
Published: 30 October 2025

Citation: Yi, C.; Dai, W.; Deng, Y.;
Bao, L.; Xu, G. Enhancing Binary
Security Analysis Through
Pre-Trained Semantic and Structural
Feature Matching. Appl. Sci. 2025, 15,
11610. https://doi.org/10.3390/
app152111610

Copyright: © 2025 by the authors.
Licensee MDP], Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license

(https:/ /creativecommons.org/
licenses /by /4.0/).

School of Computer Science and Technology, Harbin Institute of Technology (Shenzhen),

Shenzhen 518055, China; 24bg51902@stu.hit.edu.cn (C.Y.); 24b951054@stu.hit.edu.cn (W.D.);
dengyiqi@hit.edu.cn (Y.D.)

2 The Third Research Institute of Ministry of Public Security, Shanghai 201204, China; baoliang@stars.org.cn
*  Correspondence: xga@hit.edu.cn

Abstract: Binary code similarity detection serves as a critical front-line defense mecha-
nism in cybersecurity, playing an indispensable role in identifying known vulnerabilities,
detecting emergent malware families, and preventing intellectual property theft via code
plagiarism. However, existing methods based on Control Flow Graphs (CFGs) often suffer
from two major limitations: the inadequate capture of deep semantic information within
CFG nodes, and the neglect of structural relationships across different functions. To ad-
dress these issues, we propose Breg, a novel framework that synergistically integrates
pre-trained semantic features with cross-graph structural features. Breg employs a BERT
model pre-trained on a large-scale binary corpus to capture nuanced semantic relationships,
and introduces a Cross-Graph Neural Network (CGNN) to explicitly model topological
correlations between two CFGs, thereby generating highly discriminative embeddings.
Extensive experimental validation demonstrates that Breg achieves leading F1-scores of
0.8682 and 0.8970 on Dataset3. In real-world vulnerability search tasks on Dataset4, Breg
achieves an MRR@10 of 0.9333 in the challenging MIPS32-to-x64 search task, a clear im-
provement over the 0.8533 scored by the strongest baseline. This underscores its superior
effectiveness and robustness across diverse compilation environments and architectures. To
the best of our knowledge, this is the first work to integrate a pre-trained language model
with cross-graph structural learning for binary code similarity detection, offering enhanced
effectiveness, generalization, and practical applicability in real-world security scenarios.

Keywords: vulnerability detection; binary similarity; language model; graph neural network;
deep learning

1. Introduction

In the modern cybersecurity landscape, where acquiring source code is often impossi-
ble for proprietary software and complex open-source dependencies, direct binary analysis
has become a critical and indispensable discipline. Binary analysis forms the bedrock of
crucial security operations, including proactive vulnerability discovery, malware reverse en-
gineering, and digital forensics [1]. The pervasive use of open-source libraries creates a vast
and often unmonitored attack surface; a single vulnerability at the source-code level can
be propagated across thousands of diverse hardware architectures and platforms, silently
endangering systems worldwide. Alarmingly, studies show that 80.4% of open-source
projects contain known vulnerabilities, with some vulnerabilities persisting for over eight
years within the third-party libraries of actively maintained software [2]. In this high-risk
environment, binary code similarity detection emerges as a vital triage and threat-hunting
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tool. It empowers security analysts to rapidly pinpoint known vulnerable functions, track
malware variants, and identify plagiarized code [3] within a massive corpus of binaries,
determining whether two code fragments are functionally equivalent even without access
to their source.

The success of deep learning has inspired many to reframe binary similarity detection
as a learnable classification task [4,5]. However, applying deep learning to this security-
critical domain is fraught with challenges, primarily stemming from the inherent diversity
and ambiguity of binary code. Two major roadblocks must be overcome to design a robust
binary function embedding scheme.

First, the structure of binary code is highly mutable, varying significantly with different
compilers, optimization flags, and target architectures. This diversity acts as a form of
natural obfuscation, where the same source function can produce binaries with radically
different Control Flow Graphs (CFGs) as in Figure 1. While many schemes employ Graph
Neural Networks (GNNs) and siamese networks [5-7] to grapple with this structural
complexity, they suffer from a critical flaw: they almost exclusively focus on features within
a single graph. By ignoring the comparative cross-graph structural features between the two
input functions, they lose essential context, which diminishes the quality of the resulting
embeddings and weakens the model’s ability to make a reliable security assessment.

SUB R2, RO, #1
SUB R1, R1, #1 lea rcx,sqlite3UpperToLower
LDR R12, =(sqlite3Utf8Transl - ©x75BC) jmp short loc_CFAC

ADD R12, PC, R12;

B 1loc_ 75C4 l

LDRB R@, [R2,#1]!
LDRB R3, [R1,#1]!
CMP RO, R3

BEQ loc_ 75BC

movzx eax, byte ptr [rdi]
movzx edx, byte ptr [rsi]
cmp eax, edx

jz short loc_CFA@

cdqe

ADD RO, R12, RO movzx eax, byte ptr [rcx+rax] test eax, eax

LDRB RO, [RO,#0x140] movsxd rdx, edx jz  short locret_CFC9
CMP RO, #0 ADD R3, R12, R3 movzx edx, byte ptr [rcx+rdx]
EXEQELR LDRB R3, [R3,#0x140] sub  eax, edx

SUBS R@,RO,R3 jz short loc_CFA4

BEQ loc_ 75C4

Figure 1. The function sqlite3StrICmp compiled under different platfroms (x64 on the left, arm32
on the right) results in starkly different graph structures, posing a challenge for matching.

Second, learning the true semantic intent of binary instructions is a profound challenge.
The functionality of a program is defined by the complex interplay and execution of its
instructions. Yet, existing approaches are ill-equipped to holistically leverage both semantic
and structural features, often prioritizing one at the expense of the other. For instance,
well-known models like Gemini [5] and Genius [6] rely on an Attributed Control Flow
Graph (ACFG) where node features are a hand-picked set of just eight statistical metrics.
Such simplistic, manually engineered features are dangerously insufficient for capturing the
nuanced logic that distinguishes a benign function from a cleverly disguised vulnerability
or malicious payload. These approaches fail to grasp the deeper operational semantics of
the code, limiting their defensive capabilities.

To counter these significant security challenges, the primary objective of this work is
to develop a robust binary code similarity detection framework that effectively integrates
deep semantic understanding with cross-graph structural analysis. To this end, we have
engineered Breg, a pre-trained model designed from the ground up to integrate deep
semantic understanding with robust structural analysis. To capture the rich semantic
features inherent in binary code, we pre-train a BERT [8] model on a vast and diverse
binary corpus. More importantly, we introduce a novel pre-training task specifically
tailored to the unique characteristics of binary instructions, forcing the model to learn the
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critical sequential and dependency relationships within basic blocks. To overcome the
structural challenge, we employ a variant of GNN [9] that explicitly learns from cross-
graph interactions, allowing it to “see” the similarities between two graphs rather than
analyzing them in isolation. Our extensive evaluations demonstrate that Breg establishes a
new state-of-the-art, outperforming existing methods in performance, generalization, and
practical, real-world security scenarios.

The remainder of this paper is organized as follows: Section 2 introduces the back-
ground on BERT, binary function representation, and semantic complexity. Section 3 details
the design of Breg, including semantic feature extraction and cross-graph structural feature
extraction. Section 4 presents the experimental setup, results, and analysis across multiple
datasets. Section 5 discusses the limitations of our work. Section 6 reviews the related work,
and Section 7 concludes the paper.

To summarize, our key contributions to the field of binary security are as follows:

*  We propose a novel approach that synergistically combines deep semantic features
with cross-graph structural features, and to our knowledge, we are the first to integrate
a pre-trained language model with a Cross-Graph Neural Network (CGNN) for
binary security.

*  We introduce a new pre-training task specifically designed for assembly language,
enabling the model to learn the nuanced sequential nature of instructions, which is
critical for understanding low-level code logic.

*  We implement and validate a prototype system, Breg, and introduce four comprehen-
sive datasets for training and evaluation. These include a real-world vulnerability
dataset composed of CVEs, on which Breg demonstrates superior performance in
vulnerability hunting tasks.

¢ Our experiments provide critical insights into the security-relevance of different
feature types, quantifying the distinct impacts of semantic features, single-graph
structural features, and cross-graph structural features on the task of binary code
similarity detection.

2. Background

BERT. BERT [8] is a pre-trained model [10] based on the Transformer [11] architecture
originating from the field of Natural Language Processing (NLP). The BERT architecture
is derived from the Transformer’s encoder, which comprises multi-head self-attention.
Initially, BERT’s pre-training aims to capture both token-level and sentence-level contextual
information, constructing a universal model consisting of embedding vectors for each
token. In this paper, we utilize the Masked Language Model (MLM) task proposed in
BERT [8] to learn the relationships between binary instruction operands at the token level.

Representation of binary function. Some approaches directly represent binary functions
using the raw binary byte stream, allowing the model to learn features autonomously [12-14];
some focus on structural features of binary code, including the structural characteristics
of the binary function CFG [5-7] and the Abstract Syntax Tree (AST) [15,16]. During the
transformation of functions into native binary bytes, it loses higher-level features such as
semantics and call relationships, which can impact the model’s understanding of function
functionality. As a structural feature, ASTs tend to emphasize semantic similarity and may
not provide explicit control flow and data flow information. CFGs contain both function
instruction information and can represent data dependency relationships between various
blocks. Therefore, we believe that the CFG is the most suitable function representation for
binary code similarity detection.

Semantic complexity. CFG nodes contain segments of binary instructions that exhibit
a level of naturalness akin to programming languages [17,18]. These binary instructions
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can be perceived as learnable semantic features. However, binary instructions differ from
natural language in several aspects. Binary code exhibits diverse instruction formats and
flexible execution orders. Listing 1 is a fragment of binary code from the x64 platform,
containing two conditional jumps (jz, ja) and one unconditional jump (jmp), where the
execution of the conditional jumps depends on their preceding instructions.

Listing 1. A fragment of binary code from the x64 platform.

test ri5, rib # Test the value of register ri5 (sets Zero Flag)
jz loc_BEFCC # Jump to loc_BEFCC if zero flag is set

cmp rdx, 4 # Compare the value in register rdx with 4

ja def _BEF22 # Jump to def BEF22 if rdx > 4

lea rax, jpt_BEF22 # Load effective address of jpt_BEF22 into rax
movsxd rcx, ds:(jpt_BEF22 - 25684Ch) [rax+rdx*4] # A memory operand

add rcx, rax # Add rax to rcx (calculating a target address)
jmp rcx # Indirect jump to the address stored in rcx

For instance, the instruction “ja def_BEF22” implies that, when the value in the
“rdx” register is greater than 4, the program’s execution jumps to the address la-
beled as “def _BEF22” instead of executing the immediately following instruction “lea
rax, jpt_BEF22”. Additionally, the instruction “movsxd rcx, ds:(jpt_BEF22-25684Ch)
[rax+rdx*4]” employs a segment override prefix (“DS”) to specify the data segment. Its
complex memory operand combines a symbolic displacement (“jpt_BEF22-25684Ch”),
base and index registers (“rax” and “rdx”), and a scale factor (4). We devise an innovative
pre-training task for BERT to learn the semantic features of binary instructions.

3. Design of Breg
3.1. Overview

In order to better address the challenges summarized in Section 1, we propose Breg,
a pre-trained binary detection model. Breg is built upon BERT [8] and GNN [9], which
correspond to semantic feature extraction and structural feature extraction, respectively,
and incorporates the following important design considerations. As shown in Figure 2,
our system takes two native binary functions as input, tokenizes their instructions, and
extracts semantic features. To address the semantic learning challenges arising from the
distinctive dependency relationships in binary instructions compared to natural language,
we design a semantic feature extraction component with cross-platform generality. The
semantic feature extraction component is based on BERT design; we select a corpus dataset
comprising approximately 150 million instructions from various platforms for pre-training
the BERT.

In response to the example regarding instruction semantic features raised in Section 2,
we design a novel pre-training task called instruction sequence prediction (ISP). This task
generates some shuffled sequences of strongly ordered instructions, aiding the BERT model
in better understanding the complex relationships between instructions within functions.
Furthermore, we introduce a cross-graph structure feature extraction component to learn
the complex structural features of binary functions.
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Figure 2. System design of Breg. Block represents instructions within CFG nodes, G1 and G2 represent
CFGs after semantic feature extraction, and F1 and F2 are embedding vectors for functions.

3.2. Semantic Feature Extraction

We pre-train a BERT model for the semantic feature extraction part of our model, and
this section introduces our training data generation strategy and pre-training task design.

3.2.1. Pre-Training Data Generation

The pretraining dataset is compiled from open-source projects, and instructions are
extracted from their CFGs.

Initially, each block within the CFG is treated as a natural paragraph, and each in-
struction is considered a sentence. They are arranged in the order of execution within
the block.

Subsequently, each instruction is tokenized using a fine-grained strategy, where each
indivisible element in the instruction serves as a token. For example, given the instruction
“mov dword ptr [esp + 8], 07, itis broken down into tokens such as “mov”, “dword”,
“ptr”, “[”, “esp”, “+”,”8”,"1”,“0”. To mitigate the impact of Out-of-Vocabulary (OOV)
words, a special token “[str]” is used to replace strings. For large constants (consisting of
at least five hexadecimal digits), another special token “ [addr]” is used to normalize their
exact values.

3.2.2. Pre-Training Task

Our pre-training task divides the semantic features of binary instructions into token-
level and instruction-level. We employ the MLM introduced in Section 2 to learn the
relationships between operation codes within binary instructions. In addition, we introduce
the ISP task to learn the sequence and call relationships between instructions within
functions, aiming to achieve higher-quality semantic feature extraction.

Initially, we track variables or register names that are repeatedly called within a limited
instruction context. These instructions with repeatedly called variable names reflect the
relationships between instructions. When a variable name appears repeatedly in three
consecutive lines of instructions, we consider these three lines of code to exhibit strong
sequential correlation, as shown in Listing 2. We shuffle the order of instructions with strong
sequential correlation, enabling the model to learn the semantic relationships between
instructions with strong sequential correlation.
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Listing 2. This is a snippet of code with strong sequential correlation, used for the pretraining task ISP.
The instructions Iy, I, and I3 form a strongly ordered sequence due to shared register dependencies
(rax, rcx).

lea rax, jpt_BEF22 # I1: Load base address into rax
movsxd rcx, ds:(jpt_BEF22 - 25684Ch) [rax+rdx*4] # I2: Memory load using rax, to rcx

add rcx, rax # I3: Use both rax and rcx for address calculation

For example, for three instructions with the natural order I ||, ||I3, when generating
pretraining data for them, consider (I3 ||I,0) as instruction pairs in their normal order and
(I3]|I2, 1) as counterexamples where the natural order is swapped.

For each instruction pair i,

A 1
plili) = 1+ exp(isp) @
Lisp = — Y log p(ili) )
ieP

where ijsp is the ISP label for instruction pair i, and P represents all instruction pairs within
the entire pretraining dataset.
The loss function for the pretraining model is the sum of two task’s losses:

L = Lyim + Lisp 3)

3.3. Cross-Graph Structural Feature Extraction

The structural features are equally important for representing binary functions. In
Breg, a cross-graph neural network (CGNN) is employed to learn the structural features
of the CFG. The input to the CGNN is the CFG after semantic feature extraction, and it
outputs a 128-dimensional vector as the representation of the binary function. As shown in
Figure 3, the CGNN consists of an embedding layer, a fusion layer, and a pooling layer.

F1 (Vector) F: (Vector)

Pooling Layer

Fusion Layer

Crossing-graph Feature Aggregation

Embedding Layer

G1 (Weight G2 (Weight
Graph) Graph)

Figure 3. Cross-Graph Neural Network.

We first define two graphs, G1 = (Nj, E1) and G2 = (N, E;), where N and E represent
the sets of nodes and edges in the graphs, respectively. We consider f; as node features,
where i € N. Since there is no feature information on the CFG edges, edge features are
not considered.
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The CFG first undergoes node feature embedding in the embedding layer, which is
composed of a Multilayer Perceptron (MLP), for each i € N:

vi = MLP(f;) (4)

The fusion layer also consists of MLPs. MLPy,;o, is used to aggregate node features
within the current graph, thereby learning the topological relationships among nodes
within the current graph. MLP.ss utilizes an attention mechanism to aggregate node
features across graphs, combining information from both inter-graph and intra-graph

topological relationships to update node features. Assuming the current state of node i is

t+1

'yf, the updated state of node 7, ;" ", is as follows:

,),f-‘rl — MLPcross(’Yf/ZSji/ZQj’i) ®)
j 7

where s;; represents the current features of all nodes j connected to node i in the current
graph (i.e., (i,j) € E) after fusion through MLPf,sj,,. Qj; represents the cross-graph
coefficients between all nodes ' in another graph and node i:

Sji = MLPfusion(')’f/ ')’;) (6)

Qpi = wii(vi — 7)) @)
exp(Dy (7}, 7}))

Wjii = = (8)

Ly exp(Dy(7i, 7))

In (8), D, is the dot product function used to compute the vector distance between !
and 'y;.

The pooling layer is used to compute the representation vectors for G; and Gy. After a
certain number of ¢ fusion rounds, the pooling layer takes the current states of all nodes as
input and computes the representation vectors. MLP; computes the node states ! after
t rounds of fusion, while MLP,ine aggregates the states of all nodes in graph G and
outputs them as a vector representation F.

ot = MLPy(v}) ©)
Fe = MLPpooling( Z Singd(’)’f) ’ D‘f) (10)
icN

Unlike other similarity functions, we use the tanh activation function to ensure that
each element i of vectors Fg1 and Fg; satisfies i € [—1,1]. Let Fg1 and Fg; both be vectors
of length m, and their element sets are denoted as M, where i corresponds to an element
within the vector:

. 1
Sim(Fg1,Fo2) = — ) tanh(Fgy;) - tanh(Fgy;) (11)
M iem
To calculate the loss L for training the model, where y represents the true labels for
CFG pairs G1 and G2:
L =025 (y — Sim(Fgy, Fea))? (12)

The coefficient 0.25 in the loss function scales the squared error term to the range
[0,1]. This is because the similarity score Sim(Fg1, Fg2) € [—1,1] and the label y € [—1,1],
leading to (y — Sim(Fgy,Fg2))? € [0,4]. This scaling promotes stable gradient behavior
and facilitates more efficient model convergence during training. Thereby, the final loss
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is bounded within the range [0, 1], which ultimately encourages positive pairs to have a
similarity close to 1 and negative pairs close to —1.

4. Evaluation

In this section, we first introduce the experimental datasets, experimental environment,
and baselines. Then, we report and discuss the comparative experimental results of Breg
with five other baselines.

4.1. Datasets

The experimental datasets are sourced from various mainstream open-source projects,
encompassing six platforms: arm32, armé64, mips32, mips64, x86, and x64. Multiple
different copies of the same binary function are generated by compiling it with different
compilers, compiler versions (gcc, clang), and different compilation optimization levels.
We generate four datasets for Breg:

* Datasetl: Datasetl is compiled from three open-source projects: clamav, curl, and
nmap, each compiled on six different platforms: arm32, armé64, mips32, mips64, x86,
and x64. Compilation is performed using eight different compilers, including different
versions of gcc and clang. The code is compiled using five optimization levels: (OO,
01, 02, O3, OS). Approximately 153.2 million assembly instructions from around
3,531,451 functions, serving as Breg’s pretraining dataset.

¢ Dataset2: Dataset2 is compiled from three open-source projects: openssl, unrar,
and zlib, following the same compilation rules as Datasetl. It comprises a total
of 1,148,156 functions. Dataset2 is used to assess the effectiveness of Breg.

¢ Dataset3: Dataset3 is compiled from a set of lightweight but diverse open-source
projects, including binutils, coreutils, gmp, sqlite, and others. It is expected to be
smaller in scale compared to Dataset2. Compilation for this dataset is performed on
six platforms using gcc 7.0 with optimization levels (00, O1, O2 and O3). Dataset3
includes a total of 373,993 functions and is used to test the flexibility and generality
of Breg.

¢ Dataset4: Dataset4 consists of real CVE vulnerability functions extracted from openssl.
Initially, multiple CVE vulnerability functions from openssl 1.0.2d are compiled for
four different platforms, creating a vulnerability library. Then, openssl 1.0.2h is
compiled as the target sample for vulnerability detection on two platforms. Dataset4 is
used to evaluate the practicality of Breg in the context of binary vulnerability detection.

When generating the dataset, for each binary function, we select another function with
the same name but compiled in a different environment as a positive pair (label = 1). Then,
we randomly select a function with a different name as a negative pair (label = —1). This
way, we obtain a dataset consisting of 50% positive and 50% negative function pairs. In the
function pair dataset, we use 80% for the training set and 10% each for the validation and
test sets.

4.2. Experimental Setup

Baselines and configuration. We select Gemini, GMN, Instruction2vec, and Palmtree as
baselines for our experiments, setting their outputs to 128-dimensional vectors.

During the pretraining of Breg, we configure it with Layers = 12, Heads = 8§,
Hiddens = 128, and set the batch size to 512. We use the Adam [19] optimizer with a
learning rate of 0.00005 and train it for over 1.5 million iterations. For the training of Breg,
we set the batch size to 32, use the Adam optimizer with a learning rate of 0.0005, and train
it for 20 epochs.
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Environment. We train and evaluate Breg on a server equipped with two Intel Xeon
Gold 6234 CPUs (Intel Corporation, Santa Clara, CA, USA), an NVIDIA Quadro RTX 5000
GPU (NVIDIA Corporation, Santa Clara, CA, USA), and 128GB of RAM.

Evaluation metrics. Following the previous work [5,20,21], the binary code similarity
detection problem can be viewed as a binary classification problem, where the model
needs to determine whether the input function pairs are similar. In the effectiveness and
generality evaluation, we use the following metrics: Precision (P), Recall (R), F1 score (F),
Accuracy (A), and AUC. TP, FP, TN, and FN represent the number of true positives, false
positives, true negatives, and false negatives, respectively. The AUC value corresponds
to the area under the ROC curve. In the practicality evaluation, we use MRR@10 (Mean
Reciprocal Ranking) as the performance metric. The rank; denotes the ranking of the correct
answer for the query i. The evaluation metrics are defined as follows:

TP TP
Pzi = — 1
TP+FP’R TP+ FN (13)

TP+ TN 2%« PxR

A_TP+TN+FN+PP’ ~ P+R (14)

180 1
RR@10= —Y —— 1
MRR@10 10;1’anki (15)

In the context of binary code similarity detection, a True Positive (TP) indicates that
our model correctly identified a pair of functionally equivalent functions as similar. A False
Positive (FP) occurs when the model incorrectly labels a pair of dissimilar functions as
similar. Consequently, Precision reflects the model’s reliability—a high precision means
that, when Breg predicts a “similar” match, we can be highly confident it is correct, which
is critical for minimizing false alarms in vulnerability search. Recall measures the model’s
ability to find all truly similar pairs. A high recall is essential for ensuring that known
vulnerabilities are not missed during security analysis. The Fl-score balances these two
concerns. Accuracy provides an overall measure of correctness, while the AUC evaluates
the model’s ranking capability across all classification thresholds. In our task, a high
Fl-score is desirable, with their relative importance depending on the specific security
scenario. Different models use their own distance functions. During the evaluation, we
set the threshold for Breg to 0.295, GMN's threshold to 0.302, Gemini’s threshold to 0.412,
Palmtree’s threshold to 0.895, and Instruction2vec’s threshold to 0.453.

4.3. Effectiveness

The effectiveness evaluation reflects the theoretical performance of the model in com-
mon scenarios. Therefore, we choose the most representative dataset (Dataset2) to compare
and assess Breg’s performance. We first train Breg and the baselines to convergence on
the training set of Dataset2 and then compare their performance on the test set. Figure 4A
shows the ROC curve for the effectiveness evaluation, and Table 1 presents the perfor-
mance metrics.

Table 1. Comparison of performance metrics in the Dataset2. The best results are highlighted in bold.

Model Accuracy Precision Recall F1-Score AUC
Breg 0.8747 0.8624 0.8741 0.8682 0.9652
Breg(MLM) 0.8713 0.8624 0.8711 0.8667 0.9487
GMN 0.8653 0.8702 0.8653 0.8677 0.9441
Gemini 0.8547 0.8683 0.8357 0.8572 0.9387
Palmtree 0.7425 0.8028 0.7431 0.7718 0.9162

Instruction2vec 0.8245 0.8545 0.8250 0.8395 0.9379
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Figure 4. ROC curve in the different datasets. (A) ROC curve in the Effectiveness Evaluation. (B) ROC
curve in the Generality Evaluation.

To further validate the effectiveness of our approach and its stability across different
compilation environments, we evaluate multiple subsets from the Dataset2 test set. These
subsets are compiled with the same compiler but come from six different compilation
platforms and four different compilation optimization levels (00, O1, O2, and O3). The
results are depicted in Figure 5.
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Figure 5. Accuracy, Precision, Recall, and F1-score for subsets of the Dataset2 testset compiled in
different environments.

Instead of showing a single aggregate score, Figure 5 presents the distribution of
performance metrics (Accuracy, Precision, Recall, F1-score) across all these subsets. This
allows us to see not only the average performance but also the variance, which is critical
for assessing a model’s practical reliability. In the results shown in Figure 5, the stability of
Breg and Breg(MLM) surpasses that of the other models, even though their recall exhibits
significant fluctuations. Palmtree’s performance exhibited significant fluctuations, and its
average value is the lowest among the baselines.
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4.4. Generality

We evaluate Breg’s performance on Dataset3 to simulate the assessment of the model’s
performance in different detection scenarios. Additionally, we conduct cross-testing experi-
ments by assessing the model trained on Dataset2 on the Dataset3 test set using the same
strategy applied to the Dataset2 test set.

The ROC curves for the experiments are shown in the Figure 4B, and the performance
metrics for the experiments are presented in Table 2. The results of the cross-experiment
analysis are shown in Table 3.

The results in Table 2 show that even in another completely different dataset, Breg still
achieves excellent performance, demonstrating its ability to generalize and its versatility.

Table 2. Comparison of performance metrics in Dataset3. The best results are highlighted in bold.

Model Accuracy Precision Recall F1-Score AUC
Breg 0.8940 0.8985 0.8955 0.8970 0.9681
Breg(MLM) 0.8813 0.8924 0.8911 0.8917 0.9599
GMN 0.8840 0.8973 0.8931 0.8952 0.9555
Gemini 0.8822 0.8857 0.8840 0.8848 0.9532
Palmtree 0.7578 0.7997 0.7537 0.7861 0.9316
Instruction2vec 0.8822 0.8840 0.8822 0.8821 0.9561

Table 3. Performance metrics when trained on Dataset2 and tested on Dataset3. The best results are
highlighted in bold.

Model Accuracy Precision Recall F1-Score AUC
Breg 0.8778 0.8839 0.8778 0.8808 0.9495
Breg(MLM) 0.8637 0.8731 0.8772 0.8752 0.9518
GMN 0.8427 0.8581 0.8427 0.8503 0.9300
Gemini 0.8649 0.8639 0.8441 0.8539 0.9561
Palmtree 0.7578 0.7997 0.7578 0.7782 0.9316
Instruction2vec 0.8859 0.8791 0.8759 0.8775 0.9586

4.5. Practicality

As shown in Table 4, our Dataset4 contains 9 CVE vulnerabilities and 10 vulnerable
functions. We compile vulnerable functions separately on four platforms: arm32, mips32,
x86, and x64. We also compile the functions to be detected on arm32 and mips32 platforms.
It’s important to note that the vulnerable functions and the functions to be detected are not
the same; they come from different versions of openssl. We conduct vulnerability retrieval
for the functions to be detected on both arm32 and mips32 platforms using Dataset4, and
the results are shown in Table 5.

Table 4. CVE vulnerability functions.

CVE Number Vulnerability Function

CVE-2014-3508 OBJ_obj2txt()

CVE-2022-0778 BN_mod_sqrt()

CVE-2023-0215 BIO_new_NDEEF ()

CVE-2019-1563 CMS_decrypt_setl_pkey(),PKCS7_dataDecode()
CVE-2023-0466 X509_VERIFY_PARAM_add0_policy()
CVE-2021-3712 ASN1_STRING_set()

CVE-2016-2176 X509_NAME_oneline()

CVE-2016-2182 BN_bn2dec()

CVE-2021-23841 X509_issuer_and_serial_hash()
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The results in Table 5 indicate that Breg performs the best in the practicality evaluation.
Palmtree, which only learns semantic features, is useful only when retrieving functions
compiled from the same platform. This may be because, when learning only semantic
features, the model is overly sensitive to instruction formats.

Table 5. Comparison of MRR@10 in Practicality Evaluation on Dataset4. The best results are
highlighted in bold.

ARM32 MIPS32
Model - -
arm32 mips32  x64 x86 arm32 mips32  x64 x86
Breg 1.000 0.8333 1.000 0.8500 0.8500 0.8833 0.9333 0.8583
Breg(MLM) 09333 0.8583 1.000 0.8200 0.8500 0.8583 0.8533 0.7833
GMN 0.7667 0.6450 0.6700 0.7833 0.5921 0.7333 0.4308 0.3839
Gemini 0.9000 0.7283 0.7417 0.6867 0.6417 0.7950 0.5733 0.5683

Palmtree 0.8750 0.3790 0.2990 0.2929 0.2962 0.7850 0.2762 0.2929
Instruction2vec  1.000 0.8200 0.8833 0.7950 0.7367 0.8833 0.8533 0.7950

4.6. Visual Representation

Visual representation evaluation assesses the model’s ability to retain source function
information when generating function embeddings. We compile these six randomly chosen
functions into nine different copies on arm32, mips32, and x86 platforms using gcc 7.0 with
optimization levels O0, O1, and O2. We use T-Distributed Stochastic Neighbor Embedding
(T-SNE) [22] to reduce the dimensionality of binary function embedding vectors to two-
dimensional space. Figure 6 presents the results of the visualization standard evaluation,
with the legend providing the names of the selected functions.
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Figure 6. The visualization representation of Breg and other models.

4.7. Model Complexity Analysis

To provide a comprehensive comparison of the computational requirements of dif-
ferent models, we analyze the model complexity in terms of the number of parameters,
training time per epoch, and GPU memory usage. The results are summarized in Table 6.

As shown in Table 6, Breg has the highest parameter count (15.2M) among all compared
models, which is expected given its dual-component architecture combining BERT and the
CGNN. The training time and GPU memory usage of Breg are also the highest, reflecting
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its more complex architecture and the computational overhead of cross-graph feature
extraction. Breg(MLM), which uses only the MLM pre-training task, shows slightly reduced
training time while maintaining the same parameter count.

Table 6. Model complexity comparison.

Model Parameters (M) Training Time (Hours/Epoch) GPU Memory (GB)
Breg 15.2 3.5 8.2
Breg(MLM) 15.2 3.2 8.2
GMN 8.7 21 6.5
Gemini 6.3 1.8 52
Palmtree 12.5 2.8 7.3
Instruction2vec 4.2 1.2 4.1

Among the baseline models, Instruction2vec has the lowest complexity across all
metrics, as it relies on a simpler embedding approach without graph structural analysis.
Gemini and GMN, being graph-based methods, show moderate complexity, while Palmtree,
which also employs a pre-trained language model, has a higher parameter count and
memory requirements comparable to Breg(MLM).

These complexity metrics should be considered alongside the performance results
presented in previous sections, as Breg’s higher computational cost is justified by its
superior performance in binary code similarity detection tasks.

5. Limitation

In this paper, we do not consider the compiler’s name mangling mechanism and code
obfuscation techniques, so Breg primarily focuses on non-obfuscated functions. Handling
obfuscated code remains a challenging yet important direction for future work. We plan
to extend Breg to improve its robustness in such scenarios. Potential solutions include
incorporating techniques for fuzzy matching of semantically equivalent basic blocks [23]
and leveraging insights from cross-architecture semantic similarity approaches such as
INNEREYE [24]. These enhancements are expected to broaden the practical applicability of
Breg in real-world security analysis involving obfuscated binaries.

Additionally, Breg exhibits certain limitations in terms of computational performance
and scalability. The pre-training phase, which involves processing a large corpus of bi-
nary instructions (e.g., over 150 million instructions), requires substantial computational
resources and time. Although the model achieves high accuracy in similarity detection, its
training and inference efficiency could be further optimized for deployment in resource-
constrained environments or real-time analysis scenarios. Moreover, the current CGNN-
based structural feature extraction, while effective, may face scalability challenges when
processing extremely large or densely connected control flow graphs, as the cross-graph
attention mechanism involves pairwise node comparisons.

We are also concerned with how to further enhance the performance and efficiency of
Breg. First, approaches such as model compression without significant performance degra-
dation are proposed to accelerate training, as presented in Xu et al.’s work [25]. MiniLM [26]
employs deep self-attention knowledge distillation to transfer semantic information and
expedite training. Regarding cross-graph feature extraction, methods like the MGNN [27]
calculate graph similarity by aggregating information from each node of one graph to the
other whole graph. Additionally, the H2ZMN [28] learns graph representations from the
perspective of hypergraphs and performs subgraph matching on each hyperedge to capture
rich substructure similarities within the entire graph. These works serve as inspiration for
our future directions.
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6. Related Work

Traditional approaches. Many existing works are seeking to map binary functions to
low-dimensional representations, which include fuzzy hash computations or embedding
vectors. Unlike traditional cryptographic hash algorithms, fuzzy hash algorithms are
intentionally designed to map similar input values to similar hashes, making the hash
values of similar inputs as close as possible [29,30].

Another form of low-dimensional representation relies on embedding vectors, which
refer to using fixed-length vectors to represent input functions. This approach typically
requires the use of intermediate code representations such as the CFG and the AST [15]
as an abstract representation of input code, manually extracting feature vectors from the
AST to obtain function embedding vectors. Genius [6] converts CFGs into high-level
numerical feature vectors. VulDetector [31] slices the control flow graph of functions
by identifying vulnerability-sensitive keywords, reducing the size of the graph without
affecting security-related semantics.

Learning-based binary similarity detection approaches are generally divided into
semantic-based learning and structure-based learning approaches. Siamese networks [32,33],
as a similarity-based neural network architecture, are widely employed in the field of
binary similarity.

Semantic based learning. MalConv [13] employs this method to process the entire raw
byte stream of a program, classifying malware and performing coarse-grained value set
analysis. To enhance instruction understanding, DeepVSA [12] constructs an abstract mem-
ory model, recovers variables in executable code represented by abstract addresses, and sta-
tistically computes the set of values that abstract addresses may contain for each instruction.

Additionally, many studies treat binary code as text and leverage existing NLP tech-
niques to address binary function similarity problems, such as Asm2vec [34] and In-
struction2vec [35], which are based on Word2vec [36], a widely used model in the NLP
field. SAFE [37] allowing semantic mappings from different architectures to share the
same embedding space without manual feature extraction, thus learning cross-architecture
similarities. OrderMatters [38], Palmtree [21], and BinShot [39] design various tasks to
pre-train BERT models on certain binary characteristics to generate basic block embeddings,
while Trex [40] uses layered Transformers and masked language modeling tasks to learn
approximate program execution semantics and then transfer this knowledge to identify
semantically similar functions.

Structural based learning. Another research direction builds upon code-structured graph
embedding machine learning approaches. These are particularly suitable for capturing
characteristics based on functional CFGs, which inherently stem from the distinct flow
structures present in different binaries. These embeddings can be generated using machine
learning models such as Structure2vec [7] and GNN [9]. Gemini [5] is the first to incorporate
GNN into the field of binary similarity. There are also variants of GNNSs, such as the graph
match network (GMN) [20].

7. Conclusions

In this paper, we introduce Breg, a binary code similarity detection model that com-
bines semantic features and cross-graph structural features using BERT and CGNN. Ad-
dressing the unique characteristics of binary instructions, we propose a new BERT pre-
training task called an ISP within the Breg framework and train it in conjunction with
cross-graph structural features. Experimental results demonstrate that our model outper-
forms existing models in terms of theoretical performance and practicality. It also exhibits
robust generalization capabilities, making it resilient to variations in architecture, compilers,
and other compilation environments.
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