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Abstract

Against the deep integration of digital transformation and Al, cross-institutional collabora-
tive modeling hinges on efficient data circulation, yet data silos and privacy regulations
hinder traditional centralized training. Federated Learning (FL) keeps data local but faces
issues like weak centralized trust, inadequate privacy protection, and poor robustness
in edge networks. Existing improvements, including via differential privacy (DP) and
blockchain, among others, still suffer from centralized budget allocation, low consensus ef-
ficiency, or single-point-of-failure addressing, failing to jointly optimize trust, performance,
and privacy. The limitations are exacerbated in high-frequency, resource-constrained edge
environments. To tackle these challenges, this paper proposes BE-DPFL, a blockchain-
enhanced differentially private FL framework that integrates on-chain trusted supervision
and off-chain efficient training. It builds a lightweight blockchain trust layer with FL-
PBFT consensus and smart contracts, introduces Random Projection-ADMM optimization,
and designs a multi-objective adaptive gradient clipping/noise injection strategy. Experi-
ments on CIFAR-10 and ChestX-ray14 demonstrate that BE-DPFL outperforms mainstream
methods in consensus efficiency, communication overhead, privacy-accuracy balance, and
robustness. It reduces communication costs by over 97%, achieves 100% privacy compli-
ance, and maintains stable performance even under high disturbances. Ablation studies
confirm the significant contributions of core components.

Keywords: federated learning; differential privacy; blockchain; edge intelligence

1. Introduction

In the context of deep integration between digital transformation and artificial in-
telligence, data has become an increasingly critical strategic production factor. However,
the contradiction between pervasive “data silos” and stringent privacy regulations (e.g.,
General Data Protection Regulation (GDPR) and China’s Personal Information Protec-
tion Law) significantly restricts cross-institution and cross-domain collaborative modeling.
Cross-institutional collaborative modeling refers to cooperation between independent en-
tities (e.g., hospitals, enterprises), while cross-domain collaboration involves integrating
data from heterogeneous fields (e.g., medical imaging + electronic health records). Fed-
erated Learning (FL) [1] enables both scenarios by keeping data local. This approach has
demonstrated strong potential in domains such as medical image diagnosis [2], finan-
cial risk control [3], and industrial IoT [4]. But trust and privacy issues are amplified in
cross-institutional settings (due to conflicting interests) and cross-domain settings (due
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to data heterogeneity). BE-DPFL addresses these amplified challenges via decentralized
supervision and adaptive privacy strategies.

Despite its advantages, traditional FL still faces three fundamental challenges in prac-
tice. First, trust deficiency: existing FL architectures rely heavily on centralized servers for
parameter aggregation and privacy budget management. If the server is compromised or
malicious, risks such as gradient leakage and parameter tampering may arise. Moreover,
clients lack mechanisms to verify whether the server correctly enforces privacy require-
ments, or whether participating clients inject noise as required or submit malicious updates.
Second, insufficient privacy protection: while FL prevents raw data transmission, gradi-
ents still contain sensitive information and can be exploited by gradient inversion attacks
to reconstruct private data. Fixed privacy strategies further struggle to accommodate
varying data sensitivities and training demands across clients, often leading to either “over-
protection” or “under-protection.” Third, limited system robustness: in edge environments
characterized by unstable networks, latency, and packet loss, training can be interrupted,
while malicious clients may hinder convergence. Traditional FL protocols [5] generally
lack effective mechanisms for anomaly detection, behavior auditing, and fault tolerance,
making it difficult to ensure stable training.

To address these challenges, prior research has explored several directions. In privacy
enhancement, differential privacy (DP)-based FL methods [6,7] attempt to localize privacy
protection or adaptively adjust noise levels to improve model performance. However,
these approaches still rely on centralized privacy budget allocation and lack transparent,
verifiable records, leaving trust risks unresolved and failing to ensure clients enforce the
agreed-upon privacy strategies. In trust construction, blockchain [8] has been incorporated
into FL due to its decentralization and immutability, enabling auditable logging of parame-
ter updates and client behaviors. Nevertheless, traditional consensus protocols [9] incur
high communication overhead and latency, making them unsuitable for FL's high-frequency
iterative nature. Directly storing high-dimensional parameters on-chain further increases
bandwidth and storage costs, limiting applicability in resource-constrained edge scenarios.
In robustness optimization, existing work [10] often addresses isolated problems—such
as malicious client detection or network fluctuation compensation—without offering inte-
grated solutions for multi-disturbance environments. Additionally, dynamically balancing
privacy compliance and learning performance remains a critical yet unresolved challenge.

To overcome these limitations, this paper proposes BE-DPFL, a Blockchain-Enhanced
Differentially Private FL framework that combines on-chain trusted supervision with off-
chain efficient training to jointly optimize trust, privacy, and performance. The framework
incorporates three main innovations. First, it builds a lightweight blockchain trust layer
featuring the Federated Learning-adapted Practical Byzantine Fault Tolerance (FL-PBFT)
consensus mechanism and modular smart contracts tailored for FL, enabling fully auditable
privacy budget management, update verification, and client behavior monitoring. A phased
consensus strategy—"full consensus for key information and lightweight validation for
regular information”—eliminates the centralized trust bottleneck while significantly reduc-
ing latency. Second, it introduces a Random Projection—Alternating Direction Method of
Multipliers (ADMM) collaborative optimization mechanism, enabling the training pipeline
“high-dimensional gradient — random projection — off-chain ADMM aggregation —
on-chain verification,” which greatly cuts communication and storage costs and addresses
performance bottlenecks in blockchain-based FL. Third, it designs a Multi-Objective Opti-
mization (MOO)-based adaptive gradient clipping and noise injection strategy that simul-
taneously satisfies (¢, §)-DP constraints and maintains model performance. By adjusting
objective weights across training phases, the method achieves dynamic privacy—accuracy
balancing and overcomes the poor adaptability of fixed privacy schemes. Experimental
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results on CIFAR-10 and ChestX-ray14 demonstrate that the proposed BE-DPFL frame-
work achieves outstanding performance in terms of consensus efficiency, communication
overhead, and the privacy-accuracy trade-off, significantly outperforming mainstream
comparative methods. It effectively mitigates the performance loss induced by privacy
preservation while exhibiting strong robustness against malicious behaviors and network
fluctuations—collectively verifying its effectiveness in trustworthy collaborative modeling
scenarios. Ablation studies further confirm that the three core innovations (lightweight
blockchain trust layer, Random Projection-~ADMM optimization, and MOO-based adaptive
gradient clipping) are not redundant; instead, they synergistically reinforce the frame-
work’s comprehensive performance by addressing trust, efficiency, and privacy-accuracy
balance, respectively.
The major contributions of this work are summarized as follows:

e  We design the FL-PBFT consensus and modular smart contracts to provide fully verifi-
able privacy budget allocation, parameter update validation, and behavior auditing.
The phased consensus strategy achieves an effective balance between trustworthiness
and training efficiency, addressing the long-standing challenge of simultaneously
ensuring reliability and scalability in blockchain-based FL.

e By integrating random projection for dimensionality reduction with ADMM for
distributed optimization, we propose a complete pipeline: local clipping — low-
dimensional projection — off-chain aggregation — on-chain verification. This signifi-
cantly improves throughput to 5.38-5.63 rounds per minute, making blockchain-based
FL feasible in resource-limited edge settings.

e Leveraging MOO theory, we design dynamic gradient clipping and noise injection
mechanisms that adjust the weighting between privacy and accuracy over different
training stages. This approach effectively mitigates the limitations of fixed privacy
strategies and improves the privacy—-accuracy trade-off, particularly benefiting high-
sensitivity domains such as healthcare.

The remainder of this paper is organized as follows. Section 2 reviews related work on
DP in federated learning and blockchain-enhanced differentially private FL, and identifies
the research gaps this study aims to address. Section 3 details the proposed BE-DPFL frame-
work, including its three-layer architecture, the blockchain trust layer (FL-PBFT consensus
and modular smart contracts), the Random Projection—~ADMM optimization mechanism,
the multi-objective adaptive gradient clipping strategy, and the overall workflow. Section 4
presents experimental evaluation and analysis from three perspectives—consensus perfor-
mance, privacy—accuracy trade-offs, and robustness against malicious nodes and network
fluctuations—through comprehensive comparisons with mainstream baseline methods.
Section 5 concludes the study by summarizing the main findings and outlining future
research directions to further enhance the applicability and performance of the framework.

2. Related Work
2.1. Differential Privacy in Federated Learning

With the growing demand for data security and privacy protection, DP, as a rigorous
mathematical privacy framework, has become one of the most widely applied privacy-
enhancing techniques in FL. Current research mainly focuses on global DP, local DP,
personalized and adaptive DP mechanisms, and DP strategies tailored for multimodal
and heterogeneous environments. Overall, these studies have advanced the balance be-
tween privacy protection and model performance. Yet, significant limitations remain
in trustworthy collaboration, privacy-budget auditing, participant behavior regulation,
and transparency of the update process—challenges that are particularly critical in cross-
institutional, multi-party, and heterogeneous settings.
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Early studies primarily focused on directly injecting DP noise into FL to mitigate the
risk of gradient leakage. Wei et al. systematically analyzed the algorithmic performance and
convergence characteristics of DP-FL under different noise budgets, laying the foundation
for its application in FL [11]. However, such methods typically rely on a central server
to allocate privacy budgets and aggregate gradients, creating a potential single point of
trust. If the server is compromised or behaves maliciously, the DP guarantees may fail.
To reduce this trust assumption, Truex et al. proposed LDP-Fed, shifting DP protection
to the user-side local computation, thereby eliminating reliance on a trusted server [12].
Although local perturbation strengthens privacy guarantees, it introduces substantial noise
that degrades model accuracy, and current methods cannot verify whether clients genuinely
follow the protocol for injecting noise, thereby lacking auditability.

As applications diversify, personalized DP has gradually become a research hotspot.
Hu et al. proposed allocating DP budgets adaptively based on the sensitivity of user data
and individual protection requirements, enabling more fine-grained privacy control [13].
Subsequently, Wu et al. [14] and Yang et al. [15] developed adaptive DP methods that
dynamically adjust the noise scale based on training states or user-specific conditions. These
mechanisms improve training efficiency and model accuracy; however, the scheduling,
allocation, and consumption of the privacy budget are managed by a central server, lacking
transparent, verifiable records. Participants cannot verify that the server implements the
privacy mechanism as specified, creating a new trust bottleneck. Furthermore, it remains
impossible to verify whether clients actually apply personalized or adaptive noise injection,
leaving room for malicious evasion or poisoning.

To meet evolving application needs, DP-FL has expanded further into heterogeneous
environments and multimodal scenarios. Ling et al. proposed heterogeneous DP mecha-
nisms to support clients with different sensitivity levels and data distributions [16]; Liu
et al. [17] applied personalized DP to psychological-assessment modeling to achieve more
fine-grained data protection; Ma et al. [18] integrated DP into multimodal FL and combined
it with modality selection to reduce noise-induced performance degradation. Although
these studies significantly enhance DP-FL's adaptability, they still lack robust cross-party
supervision mechanisms. Privacy-budget usage is not traceable, model updates cannot
be independently verified, and the system cannot track the origin of malicious or non-
compliant gradient uploads—leaving accountability and traceability unaddressed.

Meanwhile, some studies investigate the capability and boundaries of DP in resisting
gradient-leakage attacks. Hu et al. demonstrated through empirical analysis that DP
cannot fully defend against high-precision gradient-reconstruction attacks during iterative
training, especially when noise budgets are insufficient or training rounds are large [19].
In bandwidth-limited scenarios, Gad et al. [20] combined knowledge distillation and
DP to reduce communication cost, yet their method still relies on trusted server-side
update management. These findings indicate that although DP-FL mitigates leakage risk, it
struggles to provide process-level verifiable security guarantees.

In summary, while existing DP-FL research has achieved substantial progress in
privacy-mechanism design, performance optimization, and scenario expansion, most meth-
ods remain dependent on centralized architectures and lack trustworthy auditing and
traceability for privacy budgets, noise injection, and model updates. They also lack mech-
anisms for regulating participant behavior, making DP-FL still face trust deficiencies in
high-sensitivity or cross-institutional collaboration scenarios. Blockchain technology, with
its decentralization, immutability, traceability, and programmable smart-contract execution,
offers inherent advantages for enabling trustworthy privacy-budget management, veri-
fiable noise-injection behavior, update provenance tracking, and automated governance
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of abnormal behaviors. Therefore, integrating blockchain into differential privacy FL is a
crucial direction for building more trustworthy, auditable, and secure collaborative systems.

2.2. Blockchain-Driven Differentially Private Federated Learning

As the demand for large-scale deployment of FL in industrial IoT, healthcare, and IoT
scenarios continues to grow, blockchain—owing to its decentralization, traceability, and
tamper-resistance—has been widely regarded as a feasible solution to issues in traditional
FL, such as “untrusted central servers, easily tampered parameters, and difficulty in
auditing participant behaviors.” Consequently, an increasing number of studies have
begun exploring the integration of blockchain with differentially private FL (DP-FL) to
construct a trustworthy distributed training framework.

Lu et al. [21] were among the first to propose using blockchain to enhance the trustwor-
thiness of data sharing in industrial IoT scenarios, enabling auditable participant behavior
and transparent parameter exchange by recording model updates on-chain. However,
this method does not incorporate DP mechanisms and therefore cannot defend against
gradient inference attacks or deep reconstruction attacks. To strengthen privacy protection,
Jia et al. [22] further combined DP with homomorphic encryption and utilized blockchain
to verify and aggregate model updates, addressing the problem of untrusted multi-party
collaboration in industrial Internet settings. Although this approach offers strong security
guarantees, it relies on consortium-chain consensus mechanisms (e.g., PBFT), requiring
multiple rounds of node communication for each parameter update, which significantly
increases training latency.

In data-sharing and healthcare applications involving highly sensitive data, Chen
et al. [23] and Javed et al. [24] proposed using blockchain to ensure the immutability
of data flow while incorporating DP during FL to defend against gradient inversion
attacks. These approaches typically rely on smart contracts to manage model uploads
and incentive rules, offering transparency, trustworthiness, and regulatory capabilities.
However, unavoidable factors such as block generation time and node synchronization
limit on-chain write frequency, making it difficult for such systems to support the high-
frequency model updates required in FL, which may involve hundreds or even thousands
of iterative rounds.

In more complex scenarios such as UAV networks, disaster response, and edge IoT,
Pauu et al. [25] and Hussain et al. [26] explored blockchain-enabled local DP FL mechanisms.
Although blockchain improves collaboration trustworthiness and reduces server-side attack
surfaces, the latency introduced by consensus becomes the core bottleneck limiting system
scalability. If public-chain consensus such as proof of work (PoW) is used, the TPS level is
insufficient to support frequent uploads of gradients or model updates; even in consortium
chains using PBFT, communication complexity increases exponentially with the number
of nodes, further extending end-to-end training time and preventing the model from
converging as expected.

More recent research, such as that by De Chaudhury et al. [27], introduces incentive
mechanisms with local DP, leveraging blockchain to ensure transparent incentives and
trustworthy model updates, thereby enhancing system usability. However, similar to
other studies, this line of work still depends on frequent on-chain interactions, and when
on-chain throughput becomes insufficient, training efficiency drops significantly. Moreover,
after incorporating DP noise, gradient signals are further weakened; if blockchain-induced
latency forces the system to reduce the number of iterations or shrink the learning rate,
the resulting accuracy loss compounds over time, creating a dual degradation effect of
“blockchain latency x DP noise”.
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In summary, existing blockchain-based DP-FL solutions effectively address issues
such as parameter tampering, untrusted participants, and non-traceable behaviors, but
they still face two critical challenges: (1) training performance bottlenecks caused by
consensus mechanisms, which make it difficult to meet FL's requirement for high-frequency
model iteration; and (2) accuracy degradation introduced by DP noise, which becomes
further amplified under high-latency blockchain architectures. Therefore, reducing on-
chain interaction frequency, designing lightweight consensus mechanisms, developing
hybrid on-chain/off-chain update frameworks, and creating low-noise, high-efficiency DP
strategies will be key research directions for making blockchain-enabled DP-FL practically
deployable in the future.

3. Methodology
3.1. Overall Framework Design

This paper proposes a Blockchain-Enhanced Differentially Private Federated Learn-
ing framework (BE-DPFL), which leverages blockchain as the trusted collaborative in-
frastructure and organically integrates the random projection~ADMM optimization and
multi-objective adaptive gradient clipping mechanism to construct a hybrid architecture
of on-chain trusted supervision + off-chain efficient training. It aims to simultaneously
address the key issues existing in traditional federated learning, including insufficient
collaborative trustworthiness, performance bottlenecks caused by blockchain consensus,
and accuracy degradation induced by DP. The overall framework adopts a hierarchical
collaborative design comprising the Blockchain Trust Layer, the Federated Learning Core
Layer, and the Privacy Enhancement Layer. Through cross-layer collaboration, it achieves
trusted, efficient, and high-precision distributed model training, as illustrated in Figure 1.
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Figure 1. Architecture Diagram of BE-DPFL Framework.
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As the foundation of the system, the Blockchain Trust Layer adopts a lightweight con-
sortium blockchain architecture [28], providing decentralized identity management, privacy
budget allocation, behavior-based training auditing, and result authentication capabilities
for the federated learning process. Based on the customized FL-PBFT consensus mech-
anism, this layer ensures strong consistency of key training information while reducing
consensus latency and communication overhead, thereby adapting to the high-frequency,
iterative nature of federated learning. The supporting smart contracts for identity manage-
ment, privacy budgeting, parameter verification, and incentive-punishment mechanisms
enable the whole training process to be traceable, auditable, and accountable, eliminating
the reliance on centralized trusted third parties.

Focusing on alleviating the performance bottlenecks introduced by blockchain, the
Federated Learning Core Layer proposes a Random-Projection-ADMM distributed op-
timization mechanism. This mechanism reduces the dimensionality of locally updated
parameters via random projection and transmits only low-dimensional projections, thereby
reducing communication and storage overhead at the source. Subsequently, it uses ADMM
to optimize distributed consistency, ensuring global convergence while reducing reliance
on synchronous interaction. The random projection matrix is generated from random
seeds synchronized via blockchain, and the hash values of key parameters, as well as
projection information, are stored on-chain for verification, ensuring the verifiability and
consistency of the training process. Theoretical and experimental analyses demonstrate
that this mechanism significantly improves overall training efficiency while preserving
ADMM’s convergence properties.

Targeting the accuracy loss caused by DP [29], the Privacy Enhancement Layer designs
an MOO-based adaptive gradient clipping mechanism. Under the constraint of (g, 0)-
DP, this mechanism takes “privacy compliance” and “maximization of model accuracy”
as joint optimization objectives to dynamically adjust the gradient clipping norm and
noise injection intensity. By prioritizing model convergence in the early stage of training
and gradually strengthening privacy protection in the later stage, it realizes a refined
trade-off between privacy intensity and model performance. The clipping parameters and
noise configurations generated in each training round are synchronously recorded on the
blockchain for privacy budget compliance verification, forming a closed loop with the
Blockchain Trust Layer and the Federated Learning Core Layer.

Driven by the collaboration of the above three-layer mechanisms, BE-DPFL constructs
a complete closed-loop process covering initialization, privacy-enhanced local training,
low-dimensional parameter uploading, compliance verification, and global aggregation,
as well as model updating and convergence authentication. It ultimately realizes the
unified optimization of blockchain trustworthiness, federated learning efficiency, and
DP-preserving accuracy.

3.2. Technical Details of the Blockchain Trust Layer

As the “trust cornerstone” of the BE-DPFL framework, the Blockchain Trust Layer not
only needs to adapt to the high-frequency iteration and low-latency requirements of FL but
also provides core functions, such as identity authentication, behavior supervision, and data
certification. To this end, this section designs a consortium chain architecture optimized for
FL scenarios, which includes a lightweight consensus mechanism and a modular smart
contract system to meet the dual requirements of trustworthiness and efficiency.

3.2.1. Consortium Chain Network Topology

The consortium chain network adopts a three-level network structure of “validation
nodes-participant nodes-aggregation nodes”, where different types of nodes perform their
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respective duties to collaboratively ensure the stable operation of the network. Validation
nodes are composed of industry authorities and regulators, for example, the health com-
mission in medical scenarios and the regulatory bureau in financial scenarios. They are
mainly responsible for reaching consensus, verifying transactions, and holding malicious
nodes accountable. To control consensus overhead, the number of validation nodes is
usually limited to 5-10. Participant nodes are FL clients, such as hospitals, enterprises,
and edge devices, which are mainly responsible for local model training and privacy-
enhancing processing (including gradient clipping and random projection). During the
entire process, only key information (e.g., parameter hashes, privacy budget consumption)
is uploaded to the blockchain to reduce unnecessary data transmission. Aggregation nodes
are served by trusted third parties or rotating validation nodes, which are responsible for
receiving low-dimensional projection parameters uploaded by participant nodes, executing
ADMM global update operations [30], and synchronizing the hashes of aggregation results
and training logs to the blockchain, ensuring the continuity and traceability of the global
training process.

3.2.2. Lightweight Consensus Mechanism: FL-PBFT, a Practical Byzantine Fault Tolerance
(PBFT) Variant Adapted for Federated Learning

To address the problems of high latency and large communication overhead in the
traditional PBFT consensus mechanism [31], this study designs a PBFT variant for FL
(FL-PBFT) that is better suited to FL requirements through multi-faceted optimizations.
First, a phased consensus strategy is adopted, dividing the consensus process into two
categories: “key information consensus” and “ordinary information certification”. For
key information, such as privacy budget allocation, clipping norm thresholds, and global
model hashes, the complete PBFT consensus process, i.e., the three phases of proposal-
prepare-commit, is adopted to ensure the tamper-proof nature of this core information. For
ordinary information, such as local parameter hashes and training round logs, a simplified
consensus process is adopted that requires confirmation by more than 50% of the validation
nodes before being uploaded to the chain, effectively reducing consensus latency. Secondly,
batch processing optimization is implemented, where ordinary information generated
by multiple rounds of FL iterations is packaged and uploaded to the chain in batches.
Typically, a block is generated every 10-20 iterations, reducing the number of blocks and
consensus rounds and further improving consensus efficiency. Finally, a dynamic view
change mechanism is introduced. When an aggregation node fails, validation nodes can
quickly elect a new aggregation node according to predefined rules, and the view change
time is kept within 100 ms to ensure the continuity of the training process.

The consensus latency of FL-PBFT can be calculated by the following formula:

Teonsensus = Tprop + Tprepare + Tcommit 1)

where Tprop is the proposal propagation time with Tprop < 20 ms; Tprepare is the confirma-
tion time of the preparation phase with Tprepare < 30 ms; Teommit is the confirmation time
of the commit phase with Teommit < 30 ms. Through calculation, the total latency of single-
round key information consensus is <80 ms, which can fully meet the high-frequency
iteration requirements of FL.

The communication complexity of FL-PBFT is O(N) for ordinary information and
O(N?) for key information (same as standard PBFT), but the phased consensus reduces the
number of O(N?) operations by 90% (only triggered for 5-10% of key data). Computational
complexity is reduced by 40% due to batch processing of ordinary information. Compared
to standard PBFT, FL-PBFT achieves a 63.7% reduction in consensus latency (verified in
ablation studies) while maintaining the same fault tolerance (up to 1/3 malicious nodes).
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3.2.3. Modular Smart Contract Design

To realize the automation and trustworthiness of the entire FL process, four core smart
contracts are designed based on Solidity 0.8.23 and deployed on the Hyperledger Fabric
2.5 consortium chain platform, each with clear functions and mutual coordination, forming
a complete smart contract system. The Identity Contract is mainly responsible for the
registration, qualification verification, and public—private key management of participant
nodes. Its core logic is as follows: participant nodes submit corresponding qualification
certificates, such as medical institution licenses and enterprise business licenses; validation
nodes conduct voting audits on the qualification certificates; after passing the audit, a
unique on-chain identity identifier (NodelD) is assigned to the participant node and bound
to its public key for subsequent encrypted parameter transmission, ensuring the legitimacy
and uniqueness of node identities.

The Privacy Budget Contract functions include initializing the global privacy budget
€total » dynamically allocating the local budget €; for clients, and recording budget consump-
tion logs. In privacy budget allocation, the distribution is determined based on the data
scale and sensitivity of participant nodes, with the core formula as follows:

Vit Si
e GE— 2)
Zszl NIRES

where n; represents the local data volume of client i, s; is the data sensitivity coefficient,

€; = €total *

ranging from 0.1 to 1.0, which is determined by the audit of validation nodes, and K is the
total number of participant nodes. This formula enables reasonable and fair allocation of
privacy budgets.

The Update Verify Contract is mainly used to verify the integrity of parameter hashes
uploaded by participant nodes and the compliance of privacy-enhancing operations, such
as judging whether gradient clipping meets the threshold requirements. Its core logic is as
follows: participant nodes upload the parameter hash H(z!), clipping norm C!, and projec-
tion matrix seed, seed:. The contract performs verification through the following equation:

H(zi) = H(A] - clip(g1,C1)) ©®)
where z! is the projected low-dimensional parameter, AT is the random projection matrix,
and (g7, CT) is the gradient clipping result. After passing the verification, relevant infor-
mation is recorded on the blockchain to ensure the compliance and trustworthiness of the
model update process.

The Incentive Penalty Contract serves to allocate incentives based on node contri-
butions and hold malicious nodes accountable (e.g., nodes uploading false parameters
or circumventing privacy mechanisms). The calculation of node contribution is realized
through the following formula:

Contribution ; = o - Accuracy; + f - Privacy Compliance ; —y - Delay ; 4)

where Accuracy ; is the local model accuracy contribution, Privacy Compliance ; is the
privacy mechanism compliance score, Delay ; is the parameter upload delay, and «, {3, ¥
are weight coefficients determined through negotiation by validation nodes. This formula
enables an objective and reasonable evaluation of node contributions, thereby realizing
effective incentives and accountability.
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3.3. Random-Projection-ADMM Optimization Mechanism

To address the training performance bottleneck caused by blockchain consensus
latency, this section organically combines random projection technology with the ADMM
optimization framework and designs a distributed training mechanism adapted to the
BE-DPFL architecture. It significantly reduces communication overhead while effectively
ensuring model consensus efficiency, providing technical support for the efficient operation
of the framework.

3.3.1. Core Design Concept

In traditional FL, clients need to upload complete high-dimensional model parame-
ters [32]. Taking the VGG16 model as an example, its parameter scale can reach 138 M,
which undoubtedly leads to huge communication overhead and high on-chain storage
pressure. In contrast, this mechanism adopts a three-step process of “local gradient clipping-
random projection dimensionality reduction-ADMM distributed consensus”, transmitting
only the reduced-dimension low-dimensional projection parameters, thus greatly reducing
data transmission volume. Meanwhile, it takes full advantage of the parallel optimization
characteristics of the ADMM algorithm to reduce the number of interactions between
clients and aggregation nodes, making it better adapted to the low-latency requirements of
blockchain and effectively improving the overall performance of distributed training.

3.3.2. Complete Implementation Process

Figure 2 illustrates the core pipeline of the Random-Projection-ADMM mechanism:
each client updates the local model first, then compresses the parameter via random
projection, and finally submits the compressed vector to the aggregation node for global
consensus, repeating until convergence. In the step of local model training and gradient
clipping, client i conducts model training based on the local dataset D; and calculates
the gradient g= Vf;(w!). Then, the gradient is processed through the MOO adaptive
gradient clipping mechanism introduced in Section 3.4 to obtain clip(gf,C!), thereby

ensuring that the gradient satisfies DP constraints and laying the foundation for subsequent
privacy protection.

Figure 2. Random-Projection-ADMM Workflow.

The process of random projection matrix generation and dimensionality reduction
consists of two key steps, with the matrix computation implemented via NumPy 1.26.0 and
statistical sampling via SciPy 1.11.3. First, in projection matrix generation, clients generate
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a random projection matrix A} € R"*" based on the seed seed' synchronized by blockchain
smart contracts (the seed is updated in each training round). The elements of the matrix
follow a normal distribution Af]- ~ N(0,1/n). This distribution characteristic ensures
that the pairwise distance of projected data is approximately preserved, which complies
with the requirements of the Johnson-Lindenstrauss lemma. Second, in low-dimensional
parameter calculation, the clipped gradient is projected into a low-dimensional space, with
the calculation formula as follows:

zi = Aj - clip(g;, Ci) (5)
where m is the dimension after projection, which can be dynamically adjusted according
to the actual communication bandwidth. For example, when m = 100, the parameter
transmission volume of the VGG16 model is drastically reduced from 512 MB to 400 Bytes,
a reduction of 1.28 x 10° times, which greatly reduces communication overhead.

In the experiments on CIFAR-10 (ResNet-18) and ChestX-ray14 (DenseNet-121), the
random projection dimension m is set to 80 and 100, respectively. The selection of m follows
two criteria: (1) maintaining the pairwise distance preservation property of the Johnson—
Lindenstrauss lemma (m > 4log(K)/ €2, where K is the number of clients and ¢ = 0.1);
(2) adapting to edge network bandwidth constraints (ensuring single-round parameter
transmission <20 KB).

ADMM distributed consensus optimization, implemented on PyTorch 2.1.0 with
CUDA 12.2 for parallel acceleration, achieves distributed consensus by alternately up-
dating local variables, global variables, and dual variables, which is well adapted to the
requirements of off-chain parallel training and on-chain lightweight certification. In local
variable update (client side), based on the global parameter z' ! and dual variable yf‘l of
the previous round, clients update the local variable w! by minimizing the local objective
function, with the objective function as follows:

w} = arg min [fi(wi) + (i YT (AL dip(Vfi(w;), CH) =27 1) +§ | A} - clip(V fi(w;), Cf) — 21 H%} (6)

where fi(w;) = \I%TE(W) ep; L(y, f(x;w;)) is the local loss function. This formula ensures
the rationality and effectiveness of local variable updates.

In the global variable update (aggregation node side), the aggregation node collects
low-dimensional parameters z! uploaded by all clients and updates the global parameter z'
by weighted averaging, with the calculation formula as follows:

_ 1 1,
# =B (4 ) %

If some clients fail to upload parameters on time, to ensure the continuity of global up-
dates, historical parameter interpolation is adopted for filling, and the calculation formula
is adjusted as follows:

_ 1 1, 4
zZ' = K(Ziest Zf+ Eyf 1+ Zifst z' 1) 8)

where S; is the set of clients that uploaded parameters normally in the f-th round. This
processing method ensures the stability of the global training process.

In dual variable update (client side), clients receive the global parameter z! sent by
the aggregation node and update the dual variable according to the deviation between the
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global parameter and the local parameter to reduce the difference between local and global
variables, with the update formula as follows:

vi=y 4 p(zh -7 )

The update of dual variables further improves the accuracy and consistency of dis-
tributed consensus. In the step of on-chain certification and synchronization, clients upload
the hash value of z!, projection matrix seed seed’, and clipping norm C! to the blockchain.
The Update Verify Contract verifies the compliance of this information and records it on the
blockchain after passing the verification. Meanwhile, the aggregation node synchronizes
the hash value of z') and training round t to the blockchain, ensuring the traceability of
global parameters and providing a basis for subsequent audits and verifications.

3.3.3. Convergence Analysis

Theorem 1. In the BE-DPFL framework, the global parameter z' of the Random-Projection-ADMM
mechanism satisfies the following convergence property:

o v 113 -
|28 —z* |I5< t( L2 4 ElEII 203 (10)

where Z* is the globally optimal parameter, L is the Lipschitz constant of the loss function f;, and y?
is the initial value of the dual variable.

The proof of this theorem is based on the nonconvex convergence theory of the
ADMM algorithm [33]. In the BE-DPFL framework, the random projection matrix A!
satisfies the Johnson-Lindenstrauss lemma, which means that the pairwise distance of
projected parameters can be approximately preserved. Therefore, the original consensus
optimization characteristics of the ADMM algorithm are not affected. Meanwhile, the
use of low-dimensional parameters reduces the computational complexity during update
iterations, further improving the convergence speed of the algorithm, thus ensuring the
effectiveness and stability of the Random-Projection-ADMM optimization mechanism in
the BE-DPFL framework.

3.4. MOO Adaptive Gradient Clipping Mechanism

To mitigate the model accuracy loss caused by the introduction of DP noise, this section
designs an adaptive gradient clipping mechanism based on MOO. Under the premise of
strictly ensuring (e, 5)-DP, this mechanism can dynamically adjust the clipping norm to
maximize model training utility, achieving collaborative optimization of privacy protection
and model performance.

3.4.1. Core Design Concept

Traditional gradient clipping methods [34] usually adopt a fixed norm (e.g., C = 1.0),
which is difficult to adapt to the differences in gradient distribution at different training
stages and the heterogeneity of data. It is prone to problems such as over-strong privacy
protection (i.e., excessive clipping leading to the loss of a large amount of effective gradient
information) or over-weak privacy protection (i.e., insufficient clipping failing to meet
privacy protection requirements). In contrast, this mechanism takes “satisfaction of privacy
constraints” and “maximization of model accuracy” as two core objectives, and dynamically
optimizes the clipping norm C! through the MOO method. In each training round, the
gradient clipping operation of clients can not only strictly meet the DP requirements, but
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also retain effective gradient information to the greatest extent, providing a guarantee for
the improvement of model performance.

3.4.2. Differential Privacy Constraint Modeling
This mechanism is based on the local differential privacy (LDP) framework. After
clients perform clipping processing on gradients, Gaussian noise is injected to satisfy the
(¢, 8)-DP requirements. Let the clipped gradient be ¢! = clip(g!, C!), its L2 sensitivity can
be expressed as follows:
A=max || & |l2< Ci (11)

The injected Gaussian noise needs to satisfy 77/ ~ N (0, 02I), where the value of noise
variance o must meet the following condition:

S A+/2In(1.25/4) (12)

gz
€

Combined with the privacy budget allocation method introduced in Section 3.2.3, the
variance of Gaussian noise injected by client i in the t-th training round can be calculated

. Cly/2In(1.25/3) 13

€i

by the following formula:

The gradient after noise injection is as follows:

Nt_At ¢ 14
gi_gz+771 ( )

The above modeling process ensures that the gradient processing process strictly
satisfies DP constraints, providing reliable protection for data privacy.

3.4.3. Construction of MOO Model

To maximize model accuracy under the premise of satisfying DP constraints, a bi-
objective optimization problem is constructed, with its mathematical expression as follows:
max U= Y ol f ()
sit. € <€l (Privacy Budget Constraint) (15)

C! > C(Minimum Clipping Norm Constraint)

C! < C(Maximum Clipping Norm Constraint)

In this optimization model, U represents the global model utility (i.e., model accu-
racy), £(-) is the prediction loss function used to measure the difference between the model
prediction results and the actual labels; €/, _ is the allocated budget of client i in the t-th
training round, which is dynamically updated by the Privacy Budget Contract according
to actual conditions; C = 0.1 and C = 5.0 are the lower and upper bounds of the clipping
norm, respectively. This range is a standard and empirically validated interval for privacy-
preserving model training, which can achieve a good balance between privacy protection
and model performance.

To solve the above MOO problem, the weighted sum method is adopted to convert the
bi-objective problem into a single-objective function, with the converted single-objective
function as follows:

max J =a-U — B -DPViolation (16)
{C}
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where a and p are weight coefficients satisfying a + = 1. In the early stage of training,
to prioritize ensuring that the model can quickly learn effective features, « = 0.6 and
B = 0.4 are set; as the training process progresses, the weight coefficients are gradually
adjusted to & = 0.4 and 8 = 0.6 to strengthen the emphasis on privacy protection, realizing
the dynamic balance between model accuracy and privacy protection. DPViolation is used
to measure the degree of violation of privacy constraints, which is defined as follows:

t
alloc

e — ¢l
DPViolation = max (0, ’aH°C> (17)

This definition can clearly judge whether the current privacy protection measures
meet the constraint requirements, providing a basis for the optimization of the single-
objective function.

3.4.4. Solution of Adaptive Clipping Norm

The gradient descent method [35] is used to solve the single-objective optimization
problem (Equation (16)) to realize the dynamic update of the clipping norm C!, with the
specific steps as follows. First, in the initialization phase, in the 1st training round, the
initial value of the clipping norm C} is determined by calculating the statistical information
of local gradients, with the calculation formula as C} = \DlTZ(x,y)E p, | Vf(x w?) ||2. This
initial value can be well adapted to the gradient distribution characteristics of local data.

Second, in the gradient calculation step, the gradient of the objective function J with
respect to C! is calculated. This gradient reflects the degree of influence of the change
of the clipping norm on the value of the objective function, with the calculation formula

as follows: 3 U SDPViolati
iolation
— - —B. Mty 18
act ~— " act aC! (18)
where 2, is calculated through the local validation set, reflecting the influence of the change

aCT
of clipping norm on model accuracy; w reflects the influence of the change of

clipping norm on the satisfaction of privacy constraints. Through the careful consideration
of these two parts, the optimization direction of the clipping norm can be determined.

Finally, in the iterative update phase, the clipping norm is iteratively updated accord-
ing to the calculated gradient information using the following formula:

P} _
CH! = clip (c;? +- aT;’ C, c) (19)
1

where v = 0.01 is the learning rate used to control the update step size of the clipping
norm, avoiding unstable convergence caused by excessively large step sizes or slow con-
vergence caused by excessively small step sizes; the clip(-) function is used to ensure that
the updated clipping norm is always kept between C and C, complying with the preset
constraint requirements and ensuring the rationality and effectiveness of the gradient
clipping operation.

The weight coefficients « /B and learning rate -y are determined via grid search on the
validation set: « = 0.6/ = 0.4 (early training, rounds 1-40), « = 0.5/ = 0.5 (middle
training, rounds 41-70), « = 0.4/ = 0.6 (late training, rounds 71-100); v = 0.01 is fixed
after verifying stability across 7y € {0.005,0.01,0.02}. A sensitivity analysis confirms that
model accuracy and privacy compliance remain within =1% when &/ varies by £0.1, and
7y varies by +0.005.
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3.4.5. Adaptation to the Overall Architecture

After each training round, clients upload the clipping norm C! and noise variance o}

to the blockchain. The Privacy Budget Contract verifies whether these parameters meet the
privacy budget constraints through the following equation:

Cty/2In (125/5) _

<e
‘Tit alloc

€ = (20)

If the verification is passed, the clipped gradient is reduced in dimension through
random projection technology and then uploaded to the aggregation node to participate in
global model updates; if the verification fails, the clipping norm and noise variance need
to be adjusted again until the privacy budget constraints are satisfied. This verification
mechanism ensures the compliance and auditability of privacy-enhancing operations,
making the entire training process proceed in an orderly manner under the premise of
protecting privacy and realizing the seamless adaptation of the MOO adaptive gradient
clipping mechanism and the overall BE-DPFL architecture.

4. Experimental Validation and Result Analysis

To comprehensively verify the performance of the Blockchain-Enhanced Differentially
Private FL framework (BE-DPFL), this chapter designs targeted experiments covering three
core dimensions: the framework’s problem-solving capability, the effectiveness of key
mechanisms, and its adaptability to real-world scenarios. The FL environment is built
using the PyTorch 2.0 deep-learning framework, the blockchain layer is implemented with
Hyperledger Fabric 2.5 [36] as a consortium chain, smart contracts are deployed on peer
nodes with endorsement policies requiring >2/3 validation node approval. The privacy
enhancement layer employs the TensorFlow Privacy toolkit for DP noise injection.

4.1. Experimental Setup

The hardware environment includes two categories of nodes. Participant nodes
(clients) are equipped with Intel Core i7-12700H processors (Intel Corporation, Santa Clara,
CA, USA), 32 GB DDR5 memory, and NVIDIA RTX 4070 GPUs (NVIDIA Corporation,
Santa Clara, CA, USA). Validation and aggregation nodes are configured with Intel Xeon
Gold 6330 processors (Intel Corporation, Santa Clara, CA, USA), 128 GB DDR4 memory,
and NVIDIA A100 GPUs (NVIDIA Corporation, Santa Clara, CA, USA) to ensure sufficient
high-performance computing capability. All nodes are connected via a 1000 Mbps Ethernet
network, with latency maintained between 5 and 15 ms, simulating a typical edge—cloud
collaborative setting. In all experiments, the number of participant nodes (clients) K = 20,
validation nodes = 7, and aggregation nodes = 2 (rotated every 20 training rounds to avoid
single-point failure).

Two representative public datasets are selected to validate the generality and applica-
bility of the proposed framework. The first is the medical imaging dataset ChestX-ray14 [37],
which contains 112,120 chest X-ray images and 14 disease labels, used to simulate high-
sensitivity medical collaborative training scenarios. The second is the CIFAR-10 [38] dataset
for general image classification, consisting of 50,000 training images and 10,000 test images
across 10 categories, used to assess the framework’s applicability in non-medical contexts.
ChestX-ray14 is selected for high-sensitivity scenarios because it contains sensitive medical
data with heterogeneous disease labels, simulating cross-hospital collaborative diagnosis.
CIFAR-10 is chosen for general-purpose scenarios due to its balanced class distribution
and wide use as a benchmark for FL accuracy evaluation. The two datasets cover both
high-sensitivity and general cases, ensuring the framework’s generality.
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Baseline model choices are aligned with the task characteristics: DenseNet-121 [39]
is adopted for the medical scenario due to its lightweight structure, while ResNet-18 is
used for the general classification task. Unified federated training hyperparameters are
set as follows: local iteration rounds E = 5, global training rounds T = 100, learning rate
1 = 0.01 (decayed using a cosine annealing schedule), and batch size of 32.

Evaluation metrics span three dimensions—performance, accuracy, and privacy—to
comprehensively assess the framework’s effectiveness and security. Performance metrics
include consensus latency (time per consensus round, in ms), communication overhead
(data transmitted per round, in MB), and training throughput (number of global iterations
completed per unit time, rounds/minute). Accuracy metrics include test accuracy and
accuracy loss relative to centralized training. Privacy metrics measure the consumption and
compliance of the DP mechanism, including privacy budget consumption rate (average &
consumed per round) and DP compliance rate (the proportion of training rounds satisfying
the (e, 8) constraint, with & set to 1 x 107°).

4.2. Evaluation of Consensus-Mechanism Performance Bottlenecks

To validate the communication-efficiency advantages of the proposed framework, this
experiment conducts a systematic comparison across blockchain-empowered FL methods
with integrated DP. The evaluation focuses on three system-level metrics—consensus
efficiency, communication load, and training throughput—tested under different datasets
and model scales. This design enables a comprehensive assessment of how the proposed
BE-DPFL framework performs in both general-purpose and high-privacy scenarios.

Three State-of-the-Art blockchain-based FL schemes are selected as baselines, each
representing a distinct design paradigm. DP-BC-DGFL [25] enhances decentralized graph
FL with DP for UAV disaster-response tasks. ZT-DP-BFL [26] introduces a zero-trust
privacy-preserving architecture by embedding DP within a blockchain-enabled IoT training
framework. LDP-I-BFL [27] integrates local differential privacy with on-chain incentive
mechanisms to strengthen participant reliability and collaboration motivation.

In the experimental setup, the number of participating nodes is fixed at K = 20. Train-
ing is carried out for 100 rounds using ResNet-18 on CIFAR-10 and DenseNet-121 on
ChestX-ray14. For each method, three key indicators—consensus latency, communication
overhead, and training throughput per round—are collected. All experiments are indepen-
dently repeated five times, and the averaged results are reported to ensure robustness and
reproducibility. The comparative outcomes are summarized in Figures 3 and 4.

The experimental results first demonstrate the significant advantages of BE-DPFL in
consensus latency. As shown in both figures, BE-DPFL achieves single-round consensus
latencies of only 78.2 ms on CIFAR-10 and 82.5 ms on ChestX-ray14, which is substantially
lower than the three baseline methods. Compared with the best-performing baseline, LDP-
I-BFL, the latency is reduced by about 50%, and compared with the bandwidth-optimized
ZT-DP-BFL, the reduction exceeds 64%. These results indicate that BE-DPFL's lightweight
on-chain consensus mechanism significantly reduces node interaction and synchronization
overhead even under structurally complex and heterogeneous environments, achieving
highly efficient cross-node coordination. Furthermore, the framework’s staged processing
of critical and non-critical gradient information simplifies on-chain verification for ordinary
updates, further shortening the consensus path and ensuring consistently low-latency
performance across tasks of different scales.
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From the communication-overhead and throughput results, BE-DPFL achieves a
breakthrough in system efficiency. Its communication overhead is only 12.6-15.3 MB per
round—more than 97% lower than the baselines (486.2—-628.3 MB). BE-DPFL is the only
method for reducing on-chain transmission to double-digit MB. This improvement pri-
marily stems from the proposed Random-Projection-ADMM dimensionality reduction
mechanism, which maps high-dimensional gradients to a low-dimensional subspace and
uploads only projection seeds and parameter hashes, fundamentally relieving the conges-
tion and bandwidth bottlenecks that commonly hinder blockchain-based FL.

The drastic reduction in communication overhead and consensus latency results in
a substantial increase in throughput: BE-DPFL reaches 5.38-5.63 rounds/min, which is
1.9 that of LDP-I-BFL, 2.4 x that of ZT-DP-BFL, and over 7 x that of DP-BC-DGFL. Despite
the significant efficiency improvements, BE-DPFL still achieves the highest final model
accuracy on both datasets, reaching 92.4% and 79.9%, respectively—surpassing the best
baseline by 1.3-1.4 percentage points. This demonstrates that high-speed consensus and
low communication costs not only boost throughput but also reduce training interruptions
caused by latency, helping maintain stable gradient-update rhythms. Meanwhile, the on-
chain trusted-recording mechanism effectively mitigates risks from malicious or abnormal
parameter uploads, ensuring robust model convergence.

4.3. Evaluation of Accuracy Loss Under Differential Privacy

To assess the proposed method’s ability to preserve accuracy and maintain privacy
compliance under different DP strategies, this experiment conducts a systematic compar-
ison of mainstream DP-based FL mechanisms. The focus is on analyzing model perfor-
mance differences and DP-constraint satisfaction under a fixed privacy budget. Three
representative DP-FL methods from recent research are selected as baselines, covering
gradient-leakage prevention, communication-constrained optimization, and multimodal
DP mechanisms. Specifically, the baselines include: GLA-DPFL (Gradient-Leakage-Aware
Differential Privacy FL) proposed by Hu et al. [18], which evaluates the effectiveness of
standard DP mechanisms under gradient leakage attacks and analyzes DP strength and
privacy robustness; KD-DPFL (Knowledge-Distillation Differential Privacy FL) by Gad
et al. [19], which combines knowledge distillation with DP to balance communication
efficiency and privacy protection for bandwidth-constrained FL environments; and MS-DP-
MFL (Modality-Selection Differential Privacy Multimodal FL) proposed by Ma et al. [20],
which integrates modality selection with DP to improve privacy compliance and model
performance in multimodal learning tasks. All methods are evaluated under a unified
privacy budget (¢ = 5,6 = 1 x 10~°), with the number of participating nodes fixed at
K =20. Training is conducted for 100 rounds on CIFAR-10 and ChestX-ray14, and each
round’s test accuracy, accuracy loss rate, and privacy compliance rate are recorded. To
measure the impact of different DP strategies on model performance, “centralized training
without privacy protection” is used as the accuracy upper bound. The experimental results
are shown in Figures 5 and 6.

The experimental results first demonstrate that BE-DPFL exhibits significant accuracy
advantages across different DP-FL scenarios. On both CIFAR-10 and ChestX-ray14, BE-
DPFL achieves accuracy loss rates of only 2.94% and 4.31%, substantially outperforming
GLA-DPFL (9.35-12.33%) and KD-DPFL (7.04-9.22%), representing relative reductions of
65-68% and 53-58%. This improvement arises from the adaptive MOO gradient-clipping
strategy introduced in BE-DPFL. By dynamically adjusting the clipping norm during dif-
ferent training stages—retaining more high-value gradient information in early training
(e = 0.6) and strengthening privacy constraints during later stages (x = 0.4)—the method
effectively avoids gradient distortion and information loss caused by fixed-norm clipping.
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At the same time, the adaptive noise injection mechanism adjusts noise strength based on
local gradient variance, enabling BE-DPFL to maintain a more stable gradient distribution
compared to MS-DP-MFL in multimodal learning tasks, ultimately achieving higher con-
vergence quality. Furthermore, BE-DPFL achieves the highest test accuracy on both datasets
(92.4% and 79.9%), approaching the accuracy upper bound of centralized training under
DP constraints, demonstrating the optimal balance between privacy and performance.

Comparison of Accuracy and Privacy Across DP-FL Methods (CIFAR-10 Dataset)
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Figure 5. Comparison of Accuracy and Privacy Across DP-FL Methods (CIFAR-10 Dataset).

In terms of privacy protection and budget sustainability, BE-DPFL also shows leading
performance. Its privacy compliance rate reaches 100% on both datasets, significantly
surpassing GLA-DPFL (91.5-92.3%) and MS-DP-MFL (87.9-88.7%). This is primarily due
to the Privacy Budget Contract mechanism introduced in BE-DPFL, which conducts on-
chain auditing to verify clipping norms, noise variance, and per-round budget usage
in real time (ensuring ¢; < S;Ho .
reduce noise to improve accuracy, ensuring that the entire training process satisfies (e, 5)-
DP constraints. Meanwhile, BE-DPFL achieves a lower privacy budget consumption
rate (0.045-0.047 ¢/round), a reduction of 5-17% compared to the baselines, reflecting
higher budget efficiency. Since the allocation strategy is correlated with |/7; - s;, nodes
with smaller data volumes or higher gradient noise do not excessively consume privacy
budget. As a result, the model retains 0.3-0.5 ¢ of unused budget after 100 training
rounds, supporting further secure fine-tuning or incremental learning tasks. Overall, BE-

)- This prevents situations where participants illegally

DPFL achieves the best performance in accuracy preservation, privacy compliance, and
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budget efficiency, demonstrating comprehensive superiority in efficiency, sustainability,
and privacy protection.

Comparison of Accuracy and Privacy Across DP-FL Methods (ChestX-ray14 Dataset)
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Figure 6. Comparison of Accuracy and Privacy Across DP-FL Methods (ChestX-ray14 Dataset).

4.4. Robustness Evaluation Under Malicious Nodes and Network Fluctuations

This experiment aims to systematically evaluate the robustness of BE-DPFL under
non-ideal operating conditions, focusing on its stability and reliability when facing typi-
cal real-world disruptions such as malicious participants and network fluctuations. Two
categories of disturbance scenarios are constructed for this purpose. In the malicious-
node scenario, m = 2/4/6 malicious clients (accounting for 10%/20%/30% of K = 20 total
clients) are injected, where these nodes upload randomly generated fake gradient hashes
or deliberately violate privacy constraints (e.g., forcing the gradient clipping bound to
C =10.0, far exceeding the upper limit) to degrade the training process. In the network-
fluctuation scenario, a traffic-control tool is used to artificially increase the communication
latency between nodes (from the normal 5-15 ms to 20-100 ms) and introduce packet loss
rates of p = 5%/10%/15%, simulating unstable links commonly found in edge collabora-
tion environments. The comparison includes BE-DPFL and two strong baseline models:
LDP-I-BFL (blockchain-based local differential privacy FL) and MS-DP-MFL (multi-source
differentially private hybrid FL). Evaluation metrics include anomaly detection rate and ac-
curacy drop for malicious-node experiments, and training interruption rate and throughput
degradation for network-fluctuation experiments, providing a comprehensive assessment
of robustness under adversarial and dynamic conditions. The results are presented in
Figures 7 and 8.
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Figure 7. Robustness Comparison Under Malicious-Node Scenario (CIFAR-10 Dataset, K = 20).
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First, in the malicious-node scenario, BE-DPFL demonstrates a significant advantage
in both anomaly detection and performance preservation. As shown in Figure 7, BE-DPFL
maintains an exceptionally high anomaly detection rate of 96.3-98.5%, far surpassing LDP-I-
BFL (52.1-65.2%) and the MS-DP-MFL model, which fails to detect any malicious behavior
(0%). This superiority mainly stems from the Update Verify Contract embedded on the
blockchain, which performs round-by-round consistency verification of parameter hashes,
enabling rapid identification of random gradients or updates that bypass required clipping.
Thanks to this high detection capability and strict privacy enforcement, BE-DPFL limits
accuracy degradation to only 2.1% even when the proportion of malicious nodes reaches
30%, notably better than LDP-I-BFL (5.5%) and MS-DP-MFL (4.9%). Meanwhile, BE-DPFL
consistently maintains a 100% privacy compliance rate across all settings, whereas the
baselines show significant declines as malicious-node ratios increase, validating the effec-
tiveness of BE-DPFL’s incentive—penalty mechanism and the immutability of blockchain in
enforcing normative behavior.

Second, in the network-fluctuation scenario, BE-DPFL also exhibits strong robustness
in maintaining system stability and training continuity. Figure 8 shows that when the packet
loss rate increases from 5% to 15%, BE-DPFL'’s training interruption rate remains as low as
2.1-8.5%, while LDP-I-BFL and MS-DP-MFL escalate to 22.8% and 20.1%, respectively. This
considerable difference is primarily attributable to two design features of BE-DPFL.: (i) its
reduced communication overhead mitigates the need for retransmission under packet loss,
and (ii) the random-projection-~ADMM historical parameter interpolation allows global
updates to continue even when some nodes are temporarily offline. As a result, BE-DPFL
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sustains a more stable training rhythm under high packet-loss conditions, demonstrating
strong resilience to network instability.

Finally, in terms of throughput and final model accuracy, BE-DPFL also demonstrates
a clear advantage. When the packet loss rate reaches 15%, the throughput of BE-DPFL
decreases by only 18.7%, which is significantly lower than the degradation observed in LDP-
I-BFL (42.5%) and MS-DP-MFL (38.6%). More importantly, the final accuracy of BE-DPFL
consistently remains above 91%, noticeably outperforming the two baseline methods. This
indicates that BE-DPFL can more effectively adapt to communication uncertainty caused
by network jitter, maintaining training stability while preserving model performance.

The above results indicate that, whether under strong adversarial threats (malicious
nodes) or high-uncertainty conditions (network fluctuations), BE-DPFL consistently ex-
hibits robustness significantly superior to existing methods. Its efficient on-chain verifica-
tion, incentive—penalty mechanisms, and low-communication-overhead design collectively
form the key foundation that enables BE-DPFL to maintain stable performance in complex
edge environments.

4.5. Performance Adaptability Evaluation Under Different Privacy Budgets

To verify the adaptive capability of BE-DPFL in scenarios with varying privacy re-
quirements, this experiment focuses on the dynamic trade-off between privacy budgets and
model performance, analyzing the framework’s accuracy-privacy balance under different ¢
constraints. Two mainstream differential privacy federated learning methods represent-
ing distinct design paradigms are selected as baselines: DP-FL [11], a classic global DP
federated learning approach that adopts a fixed noise injection strategy and relies on a
central server for privacy budget allocation, serving as a representative scheme for global
DP-FL; and Adaptive-DPFL [14], an adaptive privacy method that dynamically adjusts
noise scale based on training states but lacks a transparent budget auditing mechanism,
making the execution of privacy strategies unverifiable. Experiments are conducted on
the CIFAR-10 and ChestX-ray14 datasets, with basic parameters such as the number of
participating nodes (K = 20) and global training rounds (T = 100) consistent with Section 4.1.
Four privacy budget levels are set: ¢ = 2 (high-strength privacy), ¢ = 5 (medium-strength
privacy), ¢ = 8 (low-strength privacy), and ¢ = 10 (relaxed privacy), with & fixed at 1 x 107>.
Evaluation metrics include final test accuracy, privacy compliance rate (proportion of train-
ing rounds satisfying (¢,5)-DP constraints), and model convergence rounds (number of
rounds required to reach stable accuracy). Each experiment is repeated five times, and the
average values are reported. The results are presented in Figure 9.

The experimental results demonstrate that BE-DPFL exhibits significant comprehen-
sive performance advantages across all privacy budget levels. In terms of accuracy, re-
gardless of the ¢ value, BE-DPFL achieves higher test accuracy than the baseline methods
on both datasets, with more pronounced advantages under stronger privacy constraints
(smaller €). When ¢ = 2, on the CIFAR-10 dataset, BE-DPFL’s accuracy is 7.5 percentage
points higher than that of DP-FL and 4.2 percentage points higher than that of Adaptive-
DPFL; on the ChestX-ray14 dataset, the accuracy is 7.3 percentage points and 3.8 percentage
points higher than the two baselines, respectively. This advantage stems from the MOO-
based adaptive gradient clipping mechanism, which dynamically adjusts the clipping
norm and noise intensity to maximize the retention of effective gradient information while
strictly satisfying privacy constraints, avoiding the “over-protection” issue of fixed privacy
strategies and the gradient distortion problem of traditional adaptive methods.
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Figure 9. Performance Comparison of Different Methods Under Various Privacy Budgets.

In terms of privacy compliance and convergence efficiency, BE-DPFL also performs
outstandingly. The privacy compliance rate of BE-DPFL remains 100% under all exper-
imental settings, while the baseline methods, lacking a transparent on-chain auditing
mechanism, suffer from issues such as opaque budget allocation and unverifiable noise
injection execution, resulting in a maximum compliance rate of only 97.5%. Meanwhile,
BE-DPFL reduces convergence rounds by 15-25% compared to DP-FL and by 8-12% com-
pared to Adaptive-DPFL. This is attributed to the Random-Projection-ADMM mechanism,
which reduces communication overhead, and the efficiency of on-chain consensus, which
minimizes waiting and interruptions during the training process. The results above verify
BE-DPFL’s strong adaptability across scenarios with varying privacy requirements. It can
not only meet the strict privacy requirements of high-sensitivity scenarios (e.g., medical
data collaboration) but also achieve performance close to that of centralized training under
relaxed privacy constraints, demonstrating excellent scalability across scenarios.

4.6. Ablation Study on Core Components of BE-DPFL

To verify the independent contributions of the three core components (blockchain
trust layer with FL-PBFT and smart contracts, Random-Projection-ADMM optimization
mechanism, and MOO-based adaptive gradient clipping) in BE-DPFL, ablation experi-
ments are designed following the control-variable principle. The full BE-DPFL framework
serves as the baseline (Full BE-DPFL), while three ablation variants are constructed by
removing/replacing one component at a time to isolate the impact of each module. The
experimental settings (datasets, models, hyperparameters, and hardware/software environ-
ments) are consistent with Section 4.1 to ensure fairness and comparability. Key evaluation
metrics cover three core dimensions: efficiency (consensus latency per round, communica-
tion overhead per round), privacy-accuracy trade-off (test accuracy, privacy compliance

https:/ /doi.org/10.3390/app16041791


https://doi.org/10.3390/app16041791

Appl. Sci. 2026, 16, 1791

24 of 28

Consensus Latency (ms/round)

rate), and robustness (malicious node detection rate with 30% malicious participants). All
experiments are independently repeated five times, and the averaged results are reported
with statistical stability guaranteed. Figure 10 presents the comparative results of the four
groups (Full BE-DPFL and three ablation variants) on the CIFAR-10 dataset.

Ablation Study Results of Core Components (CIFAR-10 Dataset)
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Figure 10. Ablation Study Results of Core Components (CIFAR-10 Dataset).

The ablation experiment results clearly demonstrate that each core component of
BE-DPFL contributes significantly to the framework’s comprehensive performance, and
none are redundant. First, regarding the blockchain trust layer (FL-PBFT + smart con-
tracts), removing it (Ablation 1: w/o FL-PBFT) leads to a 175% increase in consensus
latency (from 78.2 ms to 215.6 ms) due to the high communication overhead of traditional
PBFT consensus without phased optimization. Meanwhile, the privacy compliance rate
drops by 14.7% (to 85.3%) and the malicious node detection rate plummets by 55.6% (to
42.7%), as the absence of on-chain smart contract auditing eliminates real-time verifica-
tion of privacy budget usage and parameter integrity. This confirms that the blockchain
trust layer is the core guarantee for low-latency consensus, high privacy compliance, and
resistance to malicious behaviors. Second, for the Random-Projection-ADMM mecha-
nism (Ablation 2: w/0 RP-ADMM), abandoning dimensionality reduction and adopting
full high-dimensional gradient upload results in a 3969% surge in communication overhead
(from 12.6 MB to 512.7 MB per round), while test accuracy decreases by only 0.6% (to
91.8%). This validates that the mechanism achieves a drastic reduction in communication
costs without compromising model performance, solving the key throughput bottleneck
of blockchain-based FL. Third, the MOO-based adaptive gradient clipping mechanism
(Ablation 3: w/0 MOO-Clipping) is critical for balancing privacy and accuracy. Replacing
such with fixed clipping leads to a 3.9% drop in test accuracy (to 88.5%) and a 7.9% decrease
in privacy compliance rate (to 92.1%), as fixed norms fail to adapt to gradient distribution
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changes across training stages (causing either over-protection or under-protection). Collec-
tively, the three components synergistically optimize trust, efficiency, and privacy-accuracy
trade-off, forming the foundation of BE-DPFL’s superior performance.

5. Conclusions and Future Work

In the era of deep integration between digital transformation and artificial intelligence,
cross-institutional collaborative modeling faces dual constraints: “data silos” and strict pri-
vacy regulations. Although FL mitigates the risk of raw data leakage through the paradigm
of “keeping data local while moving the model,” traditional FL architectures still suffer from
three fundamental bottlenecks: lack of trust mechanisms, insufficient privacy protection,
and weak system robustness. Existing enhancements—such as DP, blockchain consensus,
and robust aggregation—have achieved partial progress, yet common limitations remain.
First, reliance on centralized privacy budget management introduces new trust bottlenecks.
Second, traditional blockchain consensus mechanisms incur high communication overhead
and limited throughput, making them incompatible with the high-frequency iterative
nature of FL. Third, many studies focus solely on specific disturbance scenarios and fail to
jointly optimize trust, efficiency, and privacy.

To address these challenges, this paper proposes BE-DPFL, a Blockchain-Enhanced
Adaptive Differentially Private FL framework that builds a collaborative three-layer
architecture—blockchain trust layer, FL core layer, and privacy enhancement layer—
through a hybrid design of “on-chain trusted supervision + off-chain efficient training”.
The framework incorporates three major innovations. First, a lightweight FL-PBFT con-
sensus mechanism and modular smart contracts (identity management, privacy budget
allocation, update verification, and incentive-penalty mechanisms) are designed to ensure
traceable privacy budget distribution and compliant client behavior auditing. The phased
consensus strategy—“full consensus for critical information + lightweight validation for
regular information”—significantly reduces latency and eliminates centralized trust risks.
Second, a Random Projection-ADMM collaborative optimization mechanism is introduced,
where high-dimensional gradients are projected into a low-dimensional space for off-chain
distributed aggregation, and ADMM’s parallel optimization capabilities substantially re-
duce communication and storage overhead, overcoming the performance bottlenecks of
blockchain-based FL. Third, a MOO-based adaptive gradient clipping and noise injection
strategy is constructed, using “satisfying (e, 5)-DP constraints” and “maximizing model
accuracy” as dual objectives. This enables dynamic adjustment of clipping norms and noise
intensity, effectively addressing the poor adaptability of fixed privacy strategies. Under
PyTorch 2.0 and Hyperledger Fabric 2.5, extensive experiments on CIFAR-10 and ChestX-
ray14, benchmarked against eight mainstream FL and DP-FL baselines, demonstrate that
BE-DPFL achieves significant improvements in consensus performance, privacy—accuracy
trade-off, and robustness. Consensus latency is reduced to 78.2-82.5 ms per round, and
communication overhead decreases by over 97% compared to baselines. Under a privacy
budget of € = 5, accuracy degradation is limited to 2.94-4.31%, with 100% privacy com-
pliance. Even with 30% malicious clients and a 15% packet loss rate, BE-DPFL maintains
high stability and strong anomaly-detection performance. Ablation studies further confirm
that the blockchain trust layer reduces consensus latency by 63.7% and improves privacy
compliance rate by 17.2%, the Random-Projection-ADMM cuts communication overhead
by over 97%, and the MOO-based clipping reduces accuracy loss by 3.9% compared to
fixed strategies, verifying the necessity of each component. Regarding scalability, we con-
ducted preliminary tests with K = 50/100 clients (CIFAR-10, ResNet-18). Results show that
consensus latency increases linearly (120 ms/180 ms per round) instead of exponentially,
and communication overhead remains <20 MB/round, indicating scalability to larger
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client pools. For large models (e.g., Vision Transformers with 100M+ parameters), the
Random-Projection-ADMM mechanism still reduces parameter dimensionality by 10%x,
but the interaction between privacy noise and high-dimensional feature extraction requires
further optimization. Future work will explore adaptive projection dimensions for large
models and integrate gradient compression with DP to maintain efficiency.

In summary, BE-DPFL effectively addresses key challenges in trust, efficiency, and pri-
vacy through its multi-layer collaborative design, offering a practical technical solution for
cross-institutional collaborative modeling in highly sensitive, resource-constrained domains
such as healthcare and industrial IoT. It also fills critical research gaps in blockchain-based
FL regarding “trust—efficiency balance” and “dynamic privacy—accuracy optimization.”
Limitations of this work include: (1) The FL-PBFT consensus still relies on a fixed number of
validation nodes, which may limit scalability to K > 100 clients; (2) The random projection
dimension is manually set for specific models, lacking adaptive adjustment for arbitrary
model sizes; (3) The current framework focuses on image data, and its performance on
tabular or text data requires further verification. Future research will focus on addressing
the identified limitations and expanding the framework’s applicability by designing a
dynamic validation node selection mechanism for large-scale client pools, developing
an adaptive projection dimension algorithm based on model parameter sizes, extending
the privacy enhancement layer to support multimodal data (e.g., text and tabular data)
with federated transfer learning for cross-domain adaptation, exploring resource-adaptive
strategies for heterogeneous environments spanning end devices, edge nodes, and cloud
servers, and investigating the in-depth integration of DP with homomorphic encryption to
further strengthen privacy protection and expand applicability to high-security fields such
as financial risk control.
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