% applied sciences

Article

Unsupervised Learning Framework for Cyber Threat Detection,
Anomaly Identification, and Alert Prioritization

Emmanuel Okafor 1'*

W) Check for updates

Academic Editors: Emil Pricop and
Khalil El-Khatib

Received: 6 January 2026

Revised: 4 February 2026

Accepted: 10 February 2026
Published: 13 February 2026
Copyright: © 2026 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license.

and Seokhee Lee 2

Center for Artificial Intelligence and Future Policing, Naif Arab University for Security Sciences,
Riyadh 11452, Saudi Arabia

Center for Cybercrime and Economic Crime, Naif Arab University for Security Sciences,

Riyadh 11452, Saudi Arabia; slee@nauss.edu.sa

*  Correspondence: eokafor@nauss.edu.sa

Abstract

Conventional Security Operations Center (SOC) solutions struggle to process representa-
tive operational alert streams efficiently and adapt to evolving cyber threats, highlighting
the need for automated, intelligent threat detection and prioritization. This study presents
a custom Al-driven framework that leverages unsupervised learning techniques to support
SOC analysts in cyber threat detection, anomaly identification, and alert prioritization.
The framework applies several clustering methods: HDBSCAN, DBSCAN, KMeans, and
Gaussian Mixture Models for alert segmentation, and integrates anomaly detection using
LOF and Isolation Forest, complemented by semi-supervised detection via One-Class SVM.
Using textual, categorical, and numerical features from Wazuh alerts across three datasets,
the system performs clustering and anomaly detection in the original high-dimensional
feature space, with UMAP applied solely for two-dimensional visualization. HDBSCAN
consistently produced well-separated clusters with effective noise detection, while, Isola-
tion Forest evaluated via 10-fold cross-validation exhibited stable anomaly flagging and
clear score separation across both cyber alert event data and synthetic threat injection
experiments. Furthermore, the framework formulates a composite priority ranking that
integrates anomaly severity, cluster rarity, and SOC contextual weighting, yielding action-
able alert rankings. An interactive, analyst-centric dashboard enables SOC teams to explore
top alerts, clusters, associated MITRE techniques, priority rankings, and geolocation data,
providing insights while preserving human oversight. Overall, the proposed system trans-
forms complex alert streams into structured insights, enhancing SOC situational awareness,
decision support, and operational efficiency.

Keywords: cybersecurity; unsupervised learning; anomaly detection; threat detection

1. Introduction

Contemporary SOCs serve as the primary defense against increasingly sophisticated
digital threats, yet they are currently overwhelmed by the staggering volume of security
telemetry produced by a wide array of systems and applications. Historically, the isolation
of logs on disparate hosts impeded comprehensive monitoring, a hurdle that organizations
sought to clear by implementing Security Information and Event Management (SIEM) sys-
tems to aggregate and correlate data centrally. Nevertheless, the analytical power of SIEMs
has inadvertently triggered a new crisis: an unmanageable surge in alert frequency. Current
academic findings highlight that this surge frequently causes “alert fatigue,” resulting in
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professional burnout and a dangerous decline in operational performance [1,2]. Industry
data further illustrates this crisis, noting that SOCs are inundated with nearly 4484 warnings
every day, with a staggering 67% remaining unaddressed due to the sheer lack of analyst
bandwidth [3]. Recent systematic reviews further categorize these challenges into technical
latency and the lack of standardized prioritization criteria, highlighting that effective triage
requires a multi-faceted evaluation of threat severity and business impact [4].

To mitigate these pressures, the development of automated triage protocols has be-
come essential for lightening the cognitive load on analysts and accelerating defensive
responses. Emerging research suggests that evaluating anomalies based on their situa-
tional risk or severity can significantly refine how organizations respond to incidents [5].
However, the fundamental operational challenge remains deciding “which threat requires
immediate action” among thousands of simultaneous alerts. Regrettably, the default sever-
ity rankings provided by most SIEM platforms are frequently too broad or inaccurate to be
useful, leading to a surplus of “critical” alerts that are impossible to triage manually. This
environment necessitates the creation of more intelligent and context-aware prioritization
models, specifically those utilizing unsupervised learning to uncover hidden patterns and
rank threats without the need for pre-labeled training data [6].

Building upon these requirements, earlier progress in the field of Al-based log inter-
pretation has established a vital baseline. Notable early models, such as DeepLog, utilized
LSTM networks to treat logs as behavioral sequences, identifying deviations from estab-
lished normal patterns [7]. While innovative, DeepLog’s reliance on fixed log templates of-
ten resulted in the loss of critical semantic nuances. The research work by [8] addressed this
limitation through LogAnomaly, incorporating template vectorization to jointly capture se-
quential and quantitative anomalies, thereby enhancing anomaly detection in unstructured
logs. More recently, Transformer-based architectures have been adopted, with LogBERT
exploiting bidirectional attention to capture contextual dependencies within log sequences,
achieving higher detection robustness in complex environments [9]. The surveys of [6,10]
confirm these performance gains, while noting persistent challenges regarding their in-
terpretability and practical utility within a live SOC environment. Furthermore, recent
approaches have introduced ‘learning to defer” mechanisms, where Al models synergize
with human expertise to refine prioritization decisions in high-uncertainty scenarios [11].

Complementing these detection efforts, newer research has shifted focus towards
prioritizing the resulting alerts. The research article by [12] introduced HOLMES, which
constructs high-level scenario graphs to map alerts to cyber kill-chain phases, thus reducing
noise and enhancing analyst focus. Similarly, ref. [13] proposed automated triage mecha-
nisms to classify alerts based on estimated relevance, while ref. [5] demonstrated real-time
prioritization in industrial environments through anomaly-driven ranking. However, a
significant limitation remains: many of these studies utilize synthetic or narrow datasets
that do not reflect the diverse and complex nature of actual SIEM logs. Previous research
efforts by [14,15] underscored that the use of these datasets (NSL-KDD or CIC-IDS) is
primarily network-centric and lacks the rich contextual metadata found in SIEM alerts.
To address this gap, recent research increasingly advocates for datasets derived from real
SIEM infrastructures, such as logs produced from operational honeypot environments [16].

Despite these developments, a notable disconnect persists between theoretical innova-
tion and the daily reality of SOC operations. A majority of current solutions continue to treat
threat detection as a simple binary problem (“normal vs. abnormal”), often ignoring the
critical need for dynamic prioritization under severe resource constraints [1,7,8]. Further-
more, the “black box” nature of many deep learning architectures continues to hinder their
adoption by analysts who require transparency. The research article by [10] emphasized
that explainability is paramount in high-stakes security missions, as analysts must trust the
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reasoning behind a model’s output, while [17] demonstrates the importance of interpretable
decision reasoning in security domains. In light of this, the present study introduces an
Al-based prioritization framework that intelligently ranks alerts while providing explain-
able insights. Utilizing data from a real-world, honeypot-enhanced SIEM environment [16],
this framework employs clustering, anomaly isolation, and prioritization techniques to
produce an actionable, prioritized queue that optimizes SOC decision-making.

While recent academic work has introduced advanced concepts like graph neu-
ral networks, reinforcement learning for attack simulation, and federated intelligence
sharing [18,19], CTI-driven risk frameworks [20], hybrid SIEM enhancements [21], and
trust-aware federated intelligence sharing [22], a persistent gap remains between these
innovations and the operational realities of modern SOCs. Much of the current body of
work is limited by its focus on binary classification, static severity scoring, or controlled
datasets, offering limited support for dynamic alert prioritization, analyst interpretability,
and scalability under real-world alert volumes. Addressing this gap, this work contributes
an integrated and deployment-oriented SOC framework that leverages unsupervised
learning on heterogeneous SIEM data to cluster alerts, identify anomalous behavior, and
dynamically prioritize security-relevant events.

Contribution: The principal contributions of this study are outlined below:

1. Propose a comprehensive Al-based SOC framework that integrates unsupervised
learning techniques to support cyber threat detection, anomaly identification, and
intelligent alert prioritization using heterogeneous SIEM alert data.

2. Conduct a comparative evaluation of unsupervised clustering techniques—HDBSCAN,
DBSCAN, KMeans, and Gaussian Mixture Models for alert segmentation; demon-
strating that HDBSCAN provides superior cluster separation and noise detection for
distinguishing rare or anomalous alerts from routine events.

3. Design and evaluate an anomaly detection and prioritization layer using unsupervised
learning(Isolation Forest, Local Outlier Factor) and semi-supervised learning (One-
Class SVM), identifying Isolation Forest as the most stable and reliable method for
operational SOC alert prioritization.

4.  Formulate an alert priority ranking scheme that combines anomaly severity, cluster
rarity, and SOC contextual weighting to dynamically elevate security-relevant alerts
while suppressing repetitive or low-impact noise.

5. Develop an interactive, analyst-centric SOC dashboard that enables dynamic ex-
ploration of prioritized alerts, clusters, MITRE ATT&CK techniques, mean priority
rankings, and geolocation data, providing actionable intelligence while preserving
human oversight.

2. Data Description
2.1. Data Collection Environment and Infrastructure Reuse

To capture and analyze real-world cyber threats, we utilized a distributed testbed
environment that was originally established and validated in our prior work [16]. While
the initial deployment focused on the extraction of Indicators of Compromise (IoC) and
threat intelligence integration, the current study repurposes this robust infrastructure to
evaluate our proposed unsupervised alert prioritization engine. The monitoring system
consists of four distinct agents deployed across two geographically separated regions to
collect diverse threat intelligence, following a cloud-based honeypot architecture similar to
the approaches discussed in [23].

The architecture of our data acquisition and processing pipeline is illustrated in
Figure 1. To capture a geographically diverse range of threat signals, our sensors were
strategically distributed between the United States and Saudi Arabia. Each node hosts
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a deceptive web service designed to mimic vulnerable entry points, thereby attracting
unsolicited traffic from global threat actors. The resulting dataset reflects multi-regional
attack patterns, with significant activity spikes directed at these specific hosting zones.
Given that cyber-adversaries often launch coordinated campaigns across international
network boundaries, these captured signals are considered representative of broader global
threat trends. To further enhance the diversity of our telemetry and reduce regional
bias, future iterations of this testbed will include additional geographically dispersed
deployment sites [16].

Web Scan
Web Hacking
Brute Force

Realtime Threat

Attacker /@ E] KlHoneypot”‘ @ 5\ '/6pen sou rced-SIEl\)‘

Valid Account Abuse

pucrg e A e A N 4

Figure 1. Overview of real-time malicious activity captured by the honeypot and visualized through
the Wazuh SIEM, forming the basis of the three curated, independent datasets.

2.2. Data Collection Environment

To facilitate the capture of authentic cyber threats, we established a distributed mon-
itoring testbed utilizing the Wazuh SIEM ecosystem. The infrastructure consists of four
specialized agents deployed across two distinct geographical zones to gather a wide spec-
trum of threat intelligence, following a cloud-honeypot methodology similar to the one
proposed by [23].

¢ United States (US) Zone: This region comprises two agents, wazuhOT and deepkake_
v2_us. These nodes were assigned public-facing IP addresses (range 199.168.x.x),
exposing them to the open internet and consequently attracting a high frequency of
automated reconnaissance and credential-stuffing attempts.

*  Saudi Arabia (Riyadh) Zone: This segment includes agents deepfake_v1 and koko.
Unlike the US deployment, these nodes were situated within a private network
environment (IP range 192.168.x.x) in Riyadh. Despite the presence of firewall and
NAT protections, these agents recorded unique, persistent attack profiles, including
targeted scanning activities from specific regional network blocks.

The resulting telemetry consists of security alerts processed by the Wazuh manager
over a six-week duration, specifically from 24 May 2025, to 2 July 2025. Data was acquired
in three distinct temporal bursts, with each phase capturing exactly 10,000 security events
to ensure a balanced evaluation. The total dataset of 30,000 unique events is partitioned as
follows: Phase 1 (24-26 May 2025) as Dataset 1; Phase 2 (1-2 June 2025) as Dataset 2; and
Phase 3 (1-2 July 2025) as Dataset 3.

Each alert record is initially captured in JSON format and subsequently converted to
CSV for analysis. For our unsupervised anomaly detection and ranking framework [24],
we extracted critical attributes including temporal, categorical, and numerical features, as
informed by existing research on multivariate log analysis [25]. Table 1 provides a summary
of the feature set. Our preliminary analysis indicates that the threat landscape is primarily
dominated by authentication-related adversarial activities.
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Table 1. Key features extracted for analysis.
Category Feature Name Description
Temporal timestamp Exact date and time of the event (precision to milliseconds).
agent.name Identifier of the victim agent (e.g., wazuhOT, deepfake_v1).
. L. Human-readable text describing the alert (e.g., “PAM: User login
Categorical rule.description o1
failed”).
rule.groups Classification tags (e.g., sshd, pam, authentication_failed).
GeoLocation.country Country of origin of the attacker’s IP address.
Numerical rule.level Severity score of the alert.
Network data.srcip Source IP address initiating the connection.

2.3. The Operational Triage Gap and Research Motivation

Although the quantitative metrics presented in the previous section provide a macro-
level view of adversarial activity, reliance on such aggregated statistics alone introduces
significant friction in SOC triage operations. Frequency-centric measures, such as raw
counts of cyber threat occurrences [26,27], often obscure critical behavioral nuances, limit-
ing the ability to distinguish genuinely urgent threats from routine or low-impact activity.
In practical SOC settings, the overwhelming volume of recurring, low-priority signals,
exemplified by standard rule-level notifications, is a primary driver of analyst exhaus-
tion, commonly referred to as “alert fatigue” [28]. Crucially, these static indicators do
not provide a comparative measure of an event’s anomalous nature or its tactical intent,
leaving incident response teams without an objective ranking mechanism for resource
allocation [29]. To overcome this operational bottleneck and transform raw telemetry
into high-fidelity intelligence, we must move beyond rigid and rule-based logic [30]. The
following section introduces a dynamic framework based on unsupervised clustering and
isolation [31]. By autonomously distinguishing unique adversarial markers from routine ac-
tivity, this system establishes a data-driven foundation for alert prioritization and enhanced
situational awareness.

3. Methodology
3.1. Data Preprocessing

The dataset consists of heterogeneous alert data, including text features (alert de-
scription), categorical features (alert group, MITRE tactic, and technique), and numerical
features (alert severity level and frequency). Missing values are imputed, numerical fea-
tures standardized, and categorical features one-hot encoded. Textual alert descriptions
are embedded using a state-of-the-art transformer-based model to generate dense vector
representations. We preprocessed the dataset by verifying the presence of all required
textual, categorical, and numerical features. Textual alert descriptions were embedded
using the all-MiniLM-L6-v2 SentenceTransformer model, producing 384-dimensional se-
mantic representations that were subsequently standardized. Categorical variables were
transformed using one-hot encoding, while numerical features were scaled. All feature
types were then concatenated into a unified feature matrix. To control feature dimensional-
ity during model deployment and to improve interpretability, non-linear dimensionality
reduction was applied using either UMAP or t-SNE, depending on availability, reducing
the combined feature space to two dimensions for visualization. A fixed random seed
(random_state = 42) was used to enhance reproducibility; however, minor variations
across runs may still occur due to the stochastic nature of these algorithms. Priority scores
were computed for each sample by combining anomaly scores, cluster rarity measures,
and an operational severity multiplier corresponding to the primary SOC alert categories.
The resulting scores were ranked and normalized to a 0-100 scale to support effective
alert prioritization.
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3.2. Dimensionality Reduction

Uniform Manifold Approximation and Projection (UMAP) is applied to reduce high-
dimensional features into a 2-dimensional space. This aids both visualization and clustering
performance while preserving local and global data structure [32]. UMAP constructs a
fuzzy graph in high-dimensional space and optimizes a low-dimensional embedding by
minimizing cross-entropy between neighborhood graphs:

by = exp(maX(O, d(;i/ Xj) — Pi))l )
-1

7= (1+allyi—y?) @

L =Y [pijloggij+ (1 — pij) log(1 — g;j)], 3)

i#j
where x; are high-dimensional points, y; are low-dimensional embeddings, d(-) is distance,
p; is local connectivity, o; controls local scale, and a, b shape the embedding metric. The vi-
sualization of two-dimensional UMAP representation of the feature spaces of the examined
datasets are shown in Figure 2.

; e - @
. - ® -

e L J
e @

Figure 2. Two-dimensional UMAP representation of categorical, numerical, and embedded textual
features across Datasets 1-3 (left — right).

3.3. Clustering

Comprehensive investigations of behavior analytics have shown that density-based
methods are particularly effective at capturing the non-linear distribution of security teleme-
try compared to traditional centroid-based approaches [33]. The framework evaluates
multiple unsupervised clustering algorithms:

3.3.1. HDBSCAN Clustering

Builds a hierarchy of density-based clusters [34,35] using core-distance and mutual-
reachability distance:

deore (x;) = diste.nn (x7), (4)
dmr(xi, Xj) = max (dcore(xi)r dcore(xj)r Hxi - xj”)’ (5)
where deore (¥;) is the distance to the min_samples-th nearest neighbor. A minimum span-
ning tree of dm,, defines a density hierarchy; clusters are extracted as the most stable com-
ponents satisfying min_cluster_size. The HDBSCAN density-based clustering is capable of
handling variable cluster sizes and noise. In this study, clustering size is set to 18.
3.3.2. DBSCAN Clustering

This technique discovers dense regions in data by labeling points as core, border, or
noise [36]:
Ne(xi) = {xj € X2 [xi — xjl| < e}, (6)

|Ne(x;)| > min_samples, where N (x;) is the e-neighborhood of point x;.
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3.3.3. KMeans Clustering

KMeans clusting partitions the dataset X = {x1,xp,...,x,} into K clusters [37] by
minimizing the within-cluster sum of squares:

K
argmin }° 3l — prll?, (7)
c k=1x;eCy

where iy, is the centroid of cluster Cy and K = 18 clusters.

3.3.4. Gaussian Mixture Model Clustering

This method models the data as a mixture of K Gaussian distributions [38,39]:

K
p(xi) =Y meN(xi | pe Zi), (8)
=1

where 77y are the mixture weights, y the means, > the covariances, and K = 18 compo-
nents. The cluster algorithms are evaluated using the Silhouette Score and Davies-Bouldin
Index, and the number of noise points is quantified. All clustering algorithms are trained
and evaluated in the original high-dimensional feature space; UMAP is applied exclusively
for post hoc two-dimensional visualization and does not influence clustering or compara-
tive performance. Since the task is fully unsupervised learning, the traditional supervised
train—test split was not performed. Instead, we repeated K-fold subsampling to assess the
robustness and stability of discovered structures via internal validation metrics. To assess
robustness, we employ repeated 10-fold evaluation with 10 independent random seeds.
For each fold, clustering and anomaly detection models are trained and evaluated using
internal validity metrics. Results are summarized using boxplots, reflecting stability across
100 independent runs per method.

3.4. Anomaly Detection Algorithms
3.4.1. Isolation Forest

Isolation Forest assumes anomalies are easier to isolate using random splits [40].
Samples requiring fewer splits are more anomalous.

e  Path Length:

h(x) = ;, tz path_length, (x) )
€T
e Expected Path Length:
c(n) = 2H(n—1) — 2(”; D (10)
H(n) ~In(n) +v (11)
*  Anomaly Score:
s(x,n) = 27% (12)

where x sample, T trees, n samples, H harmonic number, 7 Euler constant, c¢(n)
normalization factor, s(x, n) anomaly score

3.4.2. Local Outlier Factor (LOF)

LOF compares local density of a point to its neighbors; significantly lower density
indicates anomaly [41].
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*  Reachability Distance
reach_disty(x,0) = max(dy(0), d(x,0)) (13)
*  Local Reachability Density
-1
1
LRDy(x) = [ /== )} reach_dist;(x,0) (14)
‘Nk(x” 0€N(x)
¢  LOF Score
1 LRDy(0)
LOFi(x) = —— — (15)
™= N, 2, RD()

where k neighbors, Ni(x) neighbor set, d(x,0) distance, di(0) k-distance, LRD local
reachability density, LOF anomaly score

3.4.3. One-Class SVM

One-Class SVM learns a boundary enclosing normal data. Values outside boundary
are anomalies [42].

. Decision Function

fx) =w'p(x) —p (16)
*  Weight Representation
w =) aip(x;) (17)
i
e  RBF Kernel
K(xj, xj) = exp(—7||x; — xj||?) (18)

-
n n
flx) = (Zaisb(xi)) p(x) —p =) aiK(xj,x) —p (19)
i=1 i=1
Normal if f(x) > 0, anomalous otherwise; x data, x; support vectors, ¢ mapping, w
weight vector, p offset, a; multipliers, v kernel width, K kernel, f(x) decision score.

3.5. Alert Prioritization

Each alert is assigned a priority score based on: anomaly score, cluster size (smaller
clusters indicate rarer and potentially critical alerts), and SOC relevance weight based on
alert group (e.g., Network/Service, System Integrity, Authentication Failure alerts). The
combined score allows ranking alerts for SOC investigation, highlighting the most critical
threats while reducing noise.

3.6. Implementation

The framework is implemented in Python 3.13.5 using libraries such as scikit-learn,
hdbscan, umap, and SentenceTransformers. A web-based dashboard is integrated using
Dash, enabling interactive exploration of top alerts, clusters, MITRE techniques, and
global geolocation.

3.6.1. Dashboard Implementation for Al-Driven Cyber Threat Detection and Prioritization

1.  Data Ingestion & Preprocessing: This process involves the loading cyber event data,
ensures required columns exist, converts numerical and categorical types, fills missing
values, computes text embeddings using SentenceTransformer, and combines them
with standardized numerical and one-hot encoded categorical features.
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2. Clustering & Visualization: Performs HDBSCAN clustering on the original high-
dimensional features to group alerts, assigns descriptive cluster names, and applies
UMAP (or t-SNE fallback) solely for 2-D visualization.

3. Anomaly Detection & Priority Scoring: Uses Isolation Forest to compute anomaly
scores and derives priority ranks by combining the anomaly score, inverse cluster
size, and an operational severity multiplier based on dominant SOC alert categories.

4. Dynamic Dashboard Layout: Built with Dash and Bootstrap (CYBORG theme). In-
cludes UMAP scatter plot, top alert bar plot, MITRE techniques chart, GeolP map,
and dynamic cluster cards.

5. Interactive Components & Callbacks: Cluster selection via scatter plot or bar plot click
updates other visualizations. User inputs include top-N alerts to display and map
type selection. Figures update dynamically with filtered data and highlighted clusters.

6. Visualization Enhancements: Neon/dark theme applied via a custom configure
plotly neon function. Cluster cards display summary metrics such as total alerts,
average priority rank, top MITRE techniques, top affected countries, and top
alert descriptions.

3.6.2. Resource Requirements and Experimental Setup

To assess clustering and anomaly detection stability, we used a repeated 10-fold cross-
validation (10 x 10) strategy. Each dataset was split into 10 folds, with each fold serving
once as the validation set, and the procedure repeated 10 times with different random
seeds. This ensures evaluation metrics are not biased by a single partition, providing robust
estimates of variability. Reported metrics, including Silhouette scores, Davies—-Bouldin
indices, and noise detection stability, reflect the mean and standard deviation over 100 runs.
Experiments were conducted on a Lenovo Legion 9 181AX10 laptop running Windows 11
Home (Build 26200), equipped with an Intel Core Ultra 9 275HX (24 cores/24 threads at
2.7 GHz), 64 GB RAM, and an NVIDIA GeForce RTX 5090 Laptop GPU (24 GB VRAM).
The system’s UEFI BIOS with Secure Boot, hypervisor-enforced code integrity, and kernel
DMA protection provides a high-performance, secure environment suitable for Al training
and high-throughput data processing.

4. Results
4.1. Clustering and Noise Identification Comparison

Figures 3-5 present the performance comparison of four unsupervised learning algo-
rithms: HDBSCAN, DBSCAN, KMeans, and Gaussian Mixture Model (GMM) analyzed
across Datasets 1-3. Figure 3 shows clustering quality and stability evaluated using the
Davies—Bouldin Index, Figure 4 shows the Silhouette Score, and Figure 5 highlights the
number of noise points detected by each method. Table 2 summarizes the 10-fold cross-
validation results of four unsupervised clustering methods evaluated across three datasets
using the Silhouette Score, Davies—Bouldin (DB) Index, and the number of detected noise
points. Reporting mean and standard deviation provides insight into both clustering
quality and stability under repeated resampling. Across all datasets, HDBSCAN consis-
tently achieves the highest Silhouette Scores with very low variance, indicating strong
cluster separation and robustness to data partitioning. The Silhouette Score increases
from 0.769 £ 0.015 in Dataset 1 to above 0.84 in Datasets 2 and 3, demonstrating stable
performance across heterogeneous alert distributions. Although HDBSCAN exhibits higher
DB Index values than centroid-based methods, this behavior reflects its variable-density
clustering and explicit treatment of noise rather than degraded cluster quality. KMeans
and GMM exhibit comparable and moderate Silhouette Scores with consistently low DB
Index values, but they detect no noise points in any dataset. This indicates that all alerts

https://doi.org/10.3390/app16041884


https://doi.org/10.3390/app16041884

Appl. Sci. 2026, 16, 1884 10 of 24

are forcibly assigned to clusters, limiting their suitability for SOC environments where
identifying rare or anomalous alerts is critical. DBSCAN detects a large number of noise
points, but at the cost of lower Silhouette Scores and higher variability across folds, suggest-
ing sensitivity to density variations and reduced clustering stability. Overall, HDBSCAN
provides the most balanced and stable performance, combining strong cluster separation
with meaningful noise detection, making it well suited for SOC alert prioritization and

noise reduction.
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Figure 3. Boxplot illustrating clustering stability across Datasets 1-3 using four unsupervised methods.
Each metric is aggregated over 10 seeds x10 folds of cross-validation, with performance evaluated
via the Davies-Bouldin Index (left to right: Dataset 1 — Dataset 3).
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Figure 4. Boxplot illustrating clustering stability across Datasets 1-3 using four unsupervised methods.
Each metric is aggregated over 10 seeds x 10 folds of cross-validation, with performance evaluated
via the Silhouette Score (left to right: Dataset 1 — Dataset 3).
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Figure 5. Boxplot illustrating the stability of noise detection for four unsupervised clustering meth-
ods across Datasets 1-3. Results are aggregated over 10 seeds x10 folds of cross-validation, with
performance quantified as the number of noise points detected (left to right: Dataset 1 — Dataset 3).
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Table 2. 10-fold cross-validation results for unsupervised clustering across three datasets. Silhouette
Score, Davies-Bouldin index, and number of noise points are reported as mean + standard deviation.

Dataset Method Silhouette Score Davies-Bouldin Index NoisePoints
DBSCAN 0.364 + 0.113 1.021 + 0.164 314.2 + 26.9
Dataset]  GMM 0.609 £ 0.075 0.562 & 0.097 0.0 = 0.0
atase HDBSCAN 0.769 + 0.015 1.921 4 0.390 72.0 + 135
KMeans 0.612 & 0.074 0.521 % 0.060 0.0 = 0.0
DBSCAN 0.462 + 0.088 1.386 + 0.151 238.2 £ 235
Datasets  GMM 0.481 + 0.082 0.482 + 0.078 0.0 £ 0.0
HDBSCAN 0.848 + 0.013 2.241 4 2.943 233472
KMeans 0.483 = 0.083 0.480 £ 0.078 0.0 £ 0.0
DBSCAN 0.467 + 0.106 1.757 + 0.249 2421+ 23.7
Dataset3  GMM 0.451 + 0.057 0.512 + 0.069 0.0 = 0.0
atase HDBSCAN 0.844 + 0.010 1.412 4 1.435 15.8 + 11.8
KMeans 0.452 + 0.057 0.511 £ 0.069 0.0 = 0.0

4.2. Anomaly Detection Performance Analysis Across Datasets

The figures below provide a visual comparison of anomaly detection behavior across
semi-supervised and unsupervised learning approaches evaluated on Datasets 1-3. Specif-
ically, Figure 6 presents box plots illustrating the distribution of the number of alerts
flagged as anomalous, while Figure 7 summarizes the corresponding distributions of mean
anomaly score separation. Results are aggregated over repeated 10-fold cross-validation
with 10 independent random seeds, capturing both central tendencies and variability in
detection performance across datasets. Together, these visualizations highlight differences
in anomaly sensitivity and score discrimination among the evaluated methods, providing
complementary insights to the quantitative results reported in Table 3: The table presents
the 10-fold cross-validation results for three unsupervised anomaly detection methods
evaluated across three datasets, reporting the percentage of samples flagged as anomalies
and the corresponding score separation. Mean and standard deviation values highlight
both detection behavior and stability across folds. Isolation Forest exhibits highly con-
sistent behavior across all datasets, flagging approximately 5% of samples as anomalies
with extremely low variance. The score separation increases steadily from Dataset 1 to
Dataset 3, indicating improved discrimination between anomalous and normal samples
as data characteristics evolve. The low standard deviation across folds suggests strong
robustness and repeatability, making Isolation Forest well suited for stable anomaly scor-
ing in operational SOC settings. Local Outlier Factor (LOF) flags a similar proportion of
anomalies but demonstrates substantially higher score separation values, particularly in
Dataset 1. This indicates strong local contrast between anomalies and inliers; however,
the large standard deviations suggest sensitivity to local density variations and reduced
stability under resampling. Such behavior may be effective for exploratory anomaly discov-
ery but less reliable for consistent alert prioritization. One-Class SVM shows the highest
variability in the percentage of flagged anomalies, particularly in Dataset 1 and Dataset 3,
reflecting sensitivity to training data and hyperparameter selection. Although its score
separation improves in Datasets 2 and 3, it remains lower than that of Isolation Forest and
LOF, suggesting weaker discrimination between anomalous and normal samples.

Overall, Isolation Forest provides the most balanced and stable anomaly detection
performance, combining consistent anomaly rates with reliable score separation across
datasets. While LOF achieves high separation, its variability limits robustness, and One-
Class SVM demonstrates less consistent detection behavior. These results support the
selection of Isolation Forest for SOC anomaly scoring and alert prioritization.
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Figure 6. Box plots comparing semi-supervised and unsupervised learning anomaly detection
approaches across Datasets 1-3 (from left to right). Results are aggregated over repeated 10-fold
cross-validation with 10 independent random seeds, and summarize the distribution of anomaly
detection performance on alerts flagged as anomalous.

Figure 7. Box plots comparing semi-supervised and unsupervised learning approaches across
Datasets 1-3 (from left to right), summarizing the distribution of mean score separation on security
alerts aggregated over repeated 10-fold cross-validation with 10 independent random seeds.

Table 3. Ten-fold cross-validation results for anomaly detection across three datasets. Metrics include the
percentage of samples flagged as anomalies and score separation, reported as mean =+ standard deviation.

Model Dataset 1 Dataset 2 Dataset 3
ode!

Percent Flagged (%) Score Separation Percent Flagged (%) Score Separation Percent Flagged (%) Score Separation
IsolationForest 4.98 £+ 0.04 0.201 + 0.007 4.99 +0.03 0.230 £ 0.006 4.99 +0.03 0.243 + 0.005
LOF 5.00 +0.02 10.771 £ 2.396 5.00 £ 0.02 5.617 +1.234 5.00 £ 0.05 6.136 + 1.243
One-Class SVM 6.06 £0.73 0.074 £ 0.006 4214048 0.179 £ 0.026 5.05+0.71 0.183 £ 0.022

Discussion of Synthetic Threat Injection Results

Table 4 reports the 10-fold cross-validation performance of three anomaly detection
models under synthetic threat injection across three datasets, evaluated using precision,
recall, and F1-score. Mean and standard deviation values reflect both detection accuracy
and stability across folds. Across all datasets, Isolation Forest consistently achieves near-
perfect performance, with Precision above 0.96, recall equal to 1.0, and Fl-scores close to
0.99. The negligible variance in recall indicates that injected threats are reliably detected in
every fold, while the low standard deviation in precision suggests stable discrimination
between injected attacks and benign alerts. This robustness highlights Isolation Forest’s
suitability for detecting synthetic anomalies in SOC-like environments. One-Class SVM
demonstrates perfect recall across all datasets but with noticeably lower precision and
higher variance, particularly in Dataset 2. This behavior indicates a tendency to over-flag
alerts as anomalous, resulting in a higher false-positive rate. Consequently, while One-Class
SVM is effective at ensuring injected threats are not missed, its reduced precision leads to
lower and less stable F1-scores compared to Isolation Forest. In contrast, LOF performs
poorly across all datasets, yielding near-zero precision, recall, and F1-scores. This suggests
that LOF is unable to distinguish injected threats from normal alerts under the evaluated
settings, likely due to sensitivity to local density variations and the global structure of the
feature space. Overall, the results demonstrate that Isolation Forest provides the most
reliable and stable detection of synthetic threats, achieving an optimal balance between
precision and recall. One-Class SVM offers high sensitivity but at the cost of increased false
positives, while LOF is unsuitable for this threat injection scenario.

https://doi.org/10.3390/app16041884


https://doi.org/10.3390/app16041884

Appl. Sci. 2026, 16, 1884

13 of 24

Table 4. Ten-fold cross-validation results for synthetic threat injection across three datasets. Metrics
include Precision, Recall, and F1-score, reported as mean =+ standard deviation.

Model Dataset 1 Dataset 2 Dataset 3

ode Precision Recall F1_Score Precision Recall F1_Score Precision Recall F1_Score
IsolationForest  0.980 + 0.015 1.000 & 0.000 0.990 £ 0.008 0.967 4 0.026  1.000 + 0.000 0.983 & 0.013  0.978 +0.021  1.000 + 0.000 0.989 + 0.011
LOF 0.000 #+ 0.000  0.000 = 0.000  0.000 4 0.000 0.013 +0.040 0.013 £ 0.038 0.013 4-0.039  0.000 + 0.000 0.000 = 0.000  0.000 =+ 0.000

One-Class SVM  0.689 - 0.137  1.000 + 0.000  0.808 £ 0.097 0.581 +0.281 1.000 £ 0.000 0.689 4 0.259 0.764 + 0.116 1.000 £ 0.000 0.861 & 0.079

4.3. Alert Prioritization Results

Based on its stable performance across the evaluated datasets, Isolation Forest was
selected as the anomaly detection technique used for alert prioritization. Each alert is
assigned an anomaly score, which is subsequently combined with cluster rarity and SOC
operational relevance to derive a priority rank, as defined by the priority rank score in
Equation (20).

1
P, = AF x =l WHOC (20)
1

where Al denotes the Isolation Forest anomaly score of alert i, while |C;| represents the
size of the cluster containing alert i, and WP°C represents an operational severity multiplier
derived from dominant SOC alert categories, reflecting analyst-validated criticality rather
than arbitrary weighting. Figure 8 presents the alert prioritization results based on the
computed priority ranks. The results indicate that the joint consideration of anomaly sever-

ity, cluster size, and SOC contextual weighting enables effective differentiation between

routine and security-relevant alerts.

Figure 8. Analysis of the top-100 ranked alerts for Datasets 1-3 (from left to right), illustrating the
ordering produced by the alert prioritization process.

Dataset 1. The results indicate that alerts related to routine web activity, such as web
server 400 error codes, are predominantly assigned lower priority ranks. System-level
events, including file additions and osquery error messages, occupy intermediate ranks,
whereas alerts associated with service behavior anomalies, such as Nginx error messages,
are consistently ranked among the highest-priority alerts.

Dataset 2. The analysis shows that authentication-related alerts involving repeated
incorrect password attempts are generally assigned lower priority. In contrast, alerts indi-
cating host-level security concerns, including rootcheck anomaly detections and integrity
checksum changes, are ranked as high priority. File detection alerts exhibiting strong
anomaly characteristics are consistently placed at the top of the ranking.

Dataset 3. The results demonstrate that network-related events such as SSH connection
resets are primarily ranked at lower priority levels when exhibiting common behavioral
patterns. Alerts associated with potential system compromise, including new package
installations, integrity checksum modifications, and multiple authentication failures, are
ranked higher. Authentication failures and web server errors appear at intermediate
priority levels, reflecting their contextual relevance and observed frequency.

The results demonstrate that the proposed prioritization approach effectively sup-
presses alert noise while elevating alerts associated with rare and security-relevant behav-
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iors, thereby supporting more efficient SOC analysis and incident response. This aligns with
recent findings from automated triage systems, which demonstrate that learning behav-
ioral patterns from large-scale alert streams can reduce investigation time by prioritizing
high-fidelity signals over routine noise [43].

4.4. Al-Powered SOC Alert Detection and Prioritization Dashboard

Dataset 1: We provide a comprehensive overview of the security posture and attack
patterns observed in Dataset 1. Figure 9 presents Al-assisted SOC alert prioritization and
clustering of 10,000 events, highlighting the top five MITRE techniques, top five source
countries, top five alert counts per category, and average priority ranks (0-100%). Figure 10
illustrates HDBSCAN clustering visualized on a two-dimensional UMAP projection, cap-
turing 17 real-world cyber alert categories, while Figure 11 shows the distribution of MITRE
ATT&CK technique frequencies as summarized in Table 5. Figure 12 visualizes the geo-
graphic distribution of attack density by country, offering insight into the global sources
of activity.

Al-Powered Cyber Threat Detection and Alert Prioritization
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Figure 9. Al-driven cyber threat detection and alert prioritization dashboard, showing clustering
of 10,000 events from Dataset 1 into 17 alert types, along with the top MITRE techniques, source
countries, alert counts per category, and average priority ranks, providing a representative overview
of the dataset.

Together, these figures contextualize the subsequent findings: security monitoring
identified sustained and high-volume malicious activity targeting the environment’s web
services, system authentication mechanisms, and host configurations, consistent with
continuous automated reconnaissance and attack attempts commonly directed at internet-
facing systems. The activity includes more than 8000 authentication-related alerts driven
primarily by password-guessing and brute-force attempts against SSH, PAM, and related
services, originating from geographically diverse sources such as Russia, China, the United
States, Taiwan, and multiple European regions, patterns strongly aligned with global botnet
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behavior rather than targeted insider threats Figures 9 and 12. Concurrently, Nginx and
web access logs recorded repeated error-triggering requests mapped to MITRE ATT&CK
reconnaissance and exploit-preparation techniques, indicating intentional probing of appli-
cation behavior; however, no successful exploitation or progression beyond error responses
was observed Figures 10 and 11. Note that the cluster semantics are derived through
the dominant SOC rule and MITRE technique frequency analysis, enabling automated
yet interpretable labeling. Privileged activity, including successful sudo executions and
first-time sudo usage, was detected and assessed as legitimate administrative behavior
with no signs of abnormal privilege escalation, though it remains under continuous moni-
toring due to its sensitive nature. In addition, over 500 system configuration assessment
findings against CIS benchmarks highlight security hardening and compliance gaps related
to logging, firewall enablement, password policy enforcement, and package configuration;
these represent configuration risk rather than evidence of active exploitation and provide
clear opportunities to reduce the overall attack surface. Routine operational events such
as package updates, service restarts, and agent activity were also observed and classified
as expected noise with low security impact. The results suggest that the external threat
level remains high due to persistent attack activity, defensive controls are operating effec-

tively, no successful compromise or data exposure has been detected, system stability is
maintained, and the immediate focus should be on continued monitoring and prioritized
configuration hardening to strengthen resilience and reduce future risk.

Technique

UMAPL

Figure 10. HDBSCAN clustering was performed on the original high-dimensional features of
Dataset 1, producing 17 clusters corresponding to real-world cyber alert categories; cluster semantics
were automatically and interpretably inferred using dominant SOC rules and MITRE technique
frequency analysis, with a two-dimensional UMAP projection employed solely for visualization.

MITRE ATT&CK Technigues Frequency

["Password Guessing”]

["Brute Force"]

["Sudo and Sudo Caching”]
["valid Accounts"]
["Disable or Modify Tools"]

["Vulnerability Scanning™]

["Process Injection”,"File and Directory Discovery”,"Exploit Public-Facing Application”]

["Exploit Public-Facing Application”]

["Valid Accounts”,"Remote Services"]
0 3000

Count

Figure 11. Distribution of MITRE ATT&CK technique frequencies in Dataset 1.

Dataset 2: An overview of the security posture and attack patterns observed in
Dataset 2. Figure Al presents Al-assisted SOC alert prioritization and clustering of
10,000 events, highlighting the top five MITRE techniques, top five source countries, top
five alert counts per category, and average priority ranks (0-100%). Figure A2 illustrates
HDBSCAN clustering on a two-dimensional UMAP projection, capturing 8 real-world
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cyber alert categories, while Figure A3 shows the distribution of MITRE ATT&CK technique
frequencies as summarized in Table 5. Figure A4 visualizes the geographic distribution
of attack density by country, offering insight into the global sources of activity. Collec-
tively, these figures provide context for the following analysis: The systems recorded a
high volume of alerts, primarily associated with authentication failures and brute-force or
password-guessing attempts targeting SSH and PAM, with thousands of events originating
from multiple countries, including the United States, Russia, the United Kingdom, and
China. In addition to these widespread login attempts, a smaller subset of high-severity
events such as unauthorized file deletions and integrity checksum modifications was also
observed, although no evidence of successful compromise or unauthorized access has been
identified. While the majority of the activity appears to be automated scanning or probing
by external sources, the persistence and frequency of these high-priority events underscore
the need for continuous monitoring, rate-limiting of access attempts, and targeted inves-
tigation to ensure that system security and operational integrity are maintained. These
findings highlight both the resilience of existing defenses and the importance of proactive
measures to prevent potential exploitation in the future.

Attack Density by Country

alert_count

Figure 12. Geographic distribution of attack density by country in Dataset 1.

Dataset 3: An assessment of security events and attack behaviors recorded in Dataset 3.
Figure A5 presents Al-assisted SOC alert prioritization and clustering of 10,000 events,
highlighting the top five MITRE techniques, top five source countries, top five alert counts
per category, and average priority ranks (0-100%). Figure A6 illustrates HDBSCAN cluster-
ing on a two-dimensional UMAP projection, capturing 8 real-world cyber alert categories,
while Figure A7 shows the distribution of MITRE ATT&CK technique frequencies as sum-
marized in Table 5. Figure A8 visualizes the geographic distribution of attack density
by country, offering insight into the global sources of activity. Taken together, these fig-
ures frame the subsequent analysis: the system alert analysis indicates that our examined
infrastructure is experiencing widespread and persistent authentication-focused activity,
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primarily targeting SSH and PAM services. Across multiple categories, there are thousands
of events ranging from critical brute-force attempts to lower-priority password-guessing
efforts, originating from a diverse set of countries including China, the United States, Rus-
sia, the United Kingdom, and several unidentified sources. High-priority alerts—scoring
above 95 on the system’s severity scale—include repeated SSH connection resets, multiple
failed login attempts over short intervals, and attempts to access accounts that may or may
not exist, suggesting that attackers are actively probing the system for vulnerabilities and
valid credentials. Furthermore, the medium- and lower-priority alerts largely represent
automated password-guessing attempts and less targeted activity, but the sheer volume,
indicating ongoing reconnaissance that could escalate into successful compromise if weak
or default credentials exist. The pattern of these alerts is consistent with both targeted
attacks and opportunistic scanning, reflecting the global nature of automated credential
abuse and brute-force activity. The results indicate their is no confirmed evidence of a
successful breach at this time; the combination of high-severity brute-force events and
high-volume low-severity attempts underscores the need for immediate mitigation, such
as enforcing strong password policies, implementing SSH key-based authentication, dis-
abling root login, and deploying automated blocking measures like fail2ban. Additionally,
continuous monitoring and auditing of authentication logs are essential to detect any esca-
lation in attack sophistication or signs of lateral movement within the environment. Note:
Figures A1-AS8 are presented in Appendix A for completeness.

Table 5. MITRE coverage summary.

MITRE Technique Dataset 1 Dataset 2 Dataset 3
None/Unmapped 1576 96 132
Brute Force 570 738 360
Disable or Modify Tools 7 - -
Exploit Public-Facing Application 2 - -
Password Guessing + SSH 5249 5599 5471
Password Guessing 2490 3564 4035
Process Injection + File/Directory Discovery + Exploit PFA 2 - -
Sudo and Sudo Caching 51 - -
Valid Accounts + Remote Services 1 - -
Valid Accounts 46 - -
Vulnerability Scanning 6 - -
File Deletion + Data Destruction - 1 -
Stored Data Manipulation - 2 2

4.5. SOC-Oriented Analytical Performance Metrics

We further analyzed the clusters representing different alert patterns that are clearly
separated as described from the dashboard in Figures 9, 10, A1, A2, A5 and A6. The figures
visualize HDBSCAN clustering results for Datasets 1-3 on a two-dimensional UMAP
projection of combined categorical, numerical, and textual features; distinct clusters and
low-density noise points are shown for interpretability in the KPI panel of the dashboard,
while clustering is performed in the original high-dimensional space. Correspondingly,
Table 6 summarizes the clustering outcomes and dataset characteristics. Each dataset
comprises 10,000 processed alerts. The HDBSCAN algorithm identified 17, 8, and 8 clusters
for Datasets 1, 2, and 3, respectively, while identifying fewer than 1% of alerts as low-
relevance noise. Consequently, an alert retention rate of approximately >99% was achieved
across all datasets. These results highlight the effectiveness of HDBSCAN in separating
rare or anomalous alerts from frequent, routine events, thereby reducing the manual review
workload and supporting efficient SOC triage.
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Table 6. Summary of processed alerts and clustering outcomes, including Alert Retention Rate (ARR)
and Noise Reduction (NR) for each dataset.

Dataset Alerts_Processed Clusters Formed Alert Retention Rate (%) Noise Reduction (%)

Dataset 1 10,000 17 >99.1 <0.9
Dataset 2 10,000 8 >99.7 <0.3
Dataset 3 10,000 8 >99.6 <0.4

4.6. Discussion

HDBSCAN demonstrates the most balanced and robust clustering performance across
all datasets, consistently achieving high Silhouette Scores with low variance, while effec-
tively identifying low-relevance noise points. In contrast, KMeans and GMM forcibly assign
all alerts to clusters, limiting their ability to isolate rare or anomalous alerts, and DBSCAN,
although detecting substantial noise, exhibits lower Silhouette Scores and higher variabil-
ity, reflecting sensitivity to density fluctuations. Regarding anomaly detection, Isolation
Forest emerges as the most operationally practical and technically robust model, providing
consistent anomaly rates and reliable score separation across datasets. LOF achieves high
local contrast but suffers from substantial variability, while One-Class SVM demonstrates
unstable detection behavior and inconsistent separation. Overall, these results indicate
that anomalies in the evaluated datasets manifest as global deviations rather than purely
local density irregularities, reinforcing the suitability of HDBSCAN for clustering and
Isolation Forest for anomaly scoring. Together, this combination effectively isolates unusual
alerts from routine activity, reducing manual review burden and supporting efficient SOC
alert prioritization.

4.6.1. Computational Complexity

Table 7 provides a detailed breakdown of per-stage inference time across embedding,
structured feature encoding, clustering, and anomaly detection, enabling a clear assessment
of computational efficiency. The table highlights a clear computational hierarchy across
the pipeline components and datasets. Embedding generation and feature preparation
incur minimal overhead, remaining well below 1 ms per alert, which supports real-time
SOC deployment. Among clustering methods, GMM is by far the most computationally
expensive, exceeding 30 ms per alert, whereas HDBSCAN and DBSCAN offer a more
practical trade-off between expressiveness and efficiency. Dimensionality reduction via
UMAP introduces moderate latency but remains tractable. In contrast, anomaly detection
models (Isolation Forest, LOF, and One-Class SVM) exhibit very low inference times, con-
firming that the dominant computational cost lies in representation learning and clustering
rather than alert scoring. Overall, the results demonstrate consistent scaling behavior
across datasets and validate the feasibility of the proposed framework for high-throughput
operational environments.

Table 7. Inference Time Comparison Across Three Datasets.

hod Dataset 1 Dataset 2 Dataset 3
Metho Total (s) Per Alert (ms) Total (s) Per Alert (ms) Total (s) Per Alert (ms)
GMM Clustering 332.8902 33.2890 318.7979 31.8798 327.6229 32.7623
UMAP Projection 29.7280 2.9728 28.2714 2.8271 33.8781 3.3878
HDBSCAN Clustering 13.1396 1.3140 12.6858 1.2686 14.8512 1.4851
SentenceTransformer Embedding  8.2345 0.8234 7.3582 0.7358 9.3295 0.9329
One-Class SVM Inference 2.8196 0.2820 2.7793 0.2779 4.7042 0.4704
DBSCAN Clustering 2.3403 0.2340 2.4452 0.2445 5.1125 0.5112
LOF Inference 0.4937 0.0494 0.4549 0.0455 2.4439 0.2444
Isolation Forest Inference 0.4558 0.0456 0.4364 0.0436 0.5224 0.0522
KMeans Clustering 0.2370 0.0237 0.2549 0.0255 0.3664 0.0366
Feature Concatenation 0.1328 0.0133 0.1361 0.0136 0.1857 0.0186
Structured Feature Encoding 0.0070 0.0007 0.0071 0.0007 0.0119 0.0012
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4.6.2. Limitations

The three datasets, obtained from Wazuh, reflect experimental workloads, and our
model was deployed at pilot scale rather than in a full-scale enterprise environment. While
the framework demonstrates effective performance on these datasets, its scalability to
extremely high-volume settings will require further evaluation and potential optimization.
Motivated by prior work on reinforcement learning with human feedback (RLHF) using
large language models [11,44,45], we explored a preliminary RLHF extension to assess
feasibility. Full optimization was constrained by the computational overhead and slow
convergence associated with analyst-in-the-loop training in SOC environments. Conse-
quently, this work focuses on demonstrating an unsupervised learning framework for
threat detection, anomaly identification, analyst-prioritized alerts, and operational value,
rather than fully optimized RLHF. Future work will investigate more efficient reward
aggregation, offline and batch RL strategies, and scalable human-feedback integration
tailored to real-world SOC operations.

5. Conclusions

This study has demonstrated the development of a comprehensive Al-driven frame-
work that integrates unsupervised learning techniques to support SOC analysts in cyber
threat detection, anomaly identification, and alert prioritization. The experimental results
indicate that HDBSCAN consistently outperforms DBSCAN, KMeans, and Gaussian Mix-
ture Models in producing well-separated clusters while effectively identifying realistic
noise points, enabling the differentiation of rare or anomalous alerts from routine events.
This clustering capability forms a robust foundation for structured alert analysis, improved
situational awareness, and efficient triage within SOC environments.

As part of the anomaly detection and prioritization workflow, Isolation Forest exhib-
ited more stable and reliable performance than LOF and OneClassSVM across multiple
datasets, providing stable anomaly flagging and clear score separation that supported effec-
tive identification of high-priority alerts, including under synthetic threat injection scenarios.
The derived priority scores, combining anomaly severity, cluster rarity, and SOC contextual
weighting, successfully elevated critical security-relevant alerts while suppressing noise,
reducing manual review workload, and supporting more focused incident response.

When deployed within the interactive dashboard, the system enabled SOC analysts
to explore top alerts, clusters, MITRE techniques, and geolocation data dynamically, pro-
viding actionable intelligence on global attack patterns and operational risks. Alerts
associated with brute-force attempts, system misconfigurations, and potential compro-
mise were prioritized effectively, while routine or low-risk events were appropriately
de-emphasized. Importantly, the framework is designed to augment human analysts,
ensuring responsible use of automated intelligence and maintaining human oversight in
operational decision-making.

To further bridge the interpretability gap, we intend to incorporate explainable Al
(XAI) modules that provide human-readable justifications for anomaly scores, thereby
enhancing the trust and adoption of automated systems among SOC analysts [46]. For
future work, we plan to extend this framework by integrating agentic Al to coordinate
cross-domain SOC responses, enhance predictive capabilities, and further optimize alert
triage, thereby strengthening proactive cyber defense and resilience in increasingly complex
threat environments.
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Appendix A

Al-Powered Cyber Threat Detection and Alert Prioritization
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Figure Al. Al-driven cyber threat detection and alert prioritization dashboard, showing clustering
of 10,000 events from Dataset 2 into 8 alert types, along with the top MITRE techniques, source
countries, alert counts per category, and average priority ranks, providing a representative overview
of the dataset.

Figure A2. HDBSCAN clustering was performed on the original high-dimensional features of
Dataset 2, producing 8 clusters corresponding to real-world cyber alert categories; cluster semantics
were automatically and interpretably inferred using dominant SOC rules and MITRE technique
frequency analysis, with a two-dimensional UMAP projection employed solely for visualization.
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Figure A3. Distribution of MITRE ATT&CK technique frequencies in Dataset 2.
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Attack Density by Country
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Figure A4. Geographic distribution of attack density by country in Dataset 2.
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Figure A5. Al-driven cyber threat detection and alert prioritization dashboard, showing clustering
of 10,000 events from Dataset 3 into 8 alert types, along with the top MITRE techniques, source
countries, alert counts per category, and average priority ranks, providing a representative overview
of the dataset.
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Figure A6. HDBSCAN clustering was performed on the original high-dimensional features of
Dataset 3, producing 8 clusters corresponding to real-world cyber alert categories; cluster semantics
were automatically and interpretably inferred using dominant SOC rules and MITRE technique
frequency analysis, with a two-dimensional UMAP projection employed solely for visualization.
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