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Abstract

The rapid advancement of Generative Pre-trained Transformer (GPT) models has led to
their widespread adoption across applied domains such as healthcare, finance, education,
and enterprise software engineering. However, the large-scale data requirements and
generative capabilities of these models introduce significant challenges related to data se-
curity, privacy preservation, and regulatory compliance. This paper presents a systematic
literature review conducted in accordance with the PRISMA 2020 guidelines, analyzing
60 peer-reviewed empirical studies published between 2020 and 2025 in Q1 and Q2 jour-
nals indexed in the Web of Science Core Collection. The review examines the evolution of
GPT architectures and evaluates state-of-the-art security and privacy techniques, includ-
ing encryption, differential privacy, federated learning, data anonymization, model dis-
tillation, and secure deployment mechanisms. Key challenges identified include unin-
tended memorization of sensitive data, adversarial prompt-based attacks, and perfor-
mance degradation resulting from privacy-preserving constraints, with reported accuracy
reductions ranging from 5% to 20% depending on the applied technique. Additionally,
the analysis highlights increased computational overhead, in some cases exceeding 30—
40% training or inference cost when advanced cryptographic methods are employed. Reg-
ulatory and ethical implications are assessed in relation to frameworks such as GDPR,
CCPA, HIPAA, and the proposed EU Artificial Intelligence Act. The findings emphasize
the need for privacy-by-design approaches and scalable governance strategies to support
secure and trustworthy deployment of GPT models in applied real-world environments.

Keywords: Generative Pre-trained Transformers; data security; data privacy; large
language models; differential privacy; federated learning; Al governance; ethical Al
privacy-preserving machine learning; regulatory compliance

1. Overview of Large Language Models
1.1. Introduction

The rapid evolution of large language models (LLMs) has fundamentally trans-
formed natural language processing and its real-world applications. Models such as
BERT, PaLM, LLaMA, Claude, and the Generative Pre-trained Transformer (GPT) family
have demonstrated unprecedented capabilities in text generation, reasoning, and decision
support. Among these, GPT-based models have achieved exceptional prominence due to
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their large-scale deployment, API-based accessibility, and integration into critical do-
mains such as healthcare, finance, education, and software engineering [1,2].

In parallel with this technological progress, a growing body of survey and review
literature has emerged to analyze security and privacy challenges in LLMs. Early surveys
primarily examined general threat landscapes, including data leakage, adversarial attacks,
and model misuse, often adopting a model-agnostic perspective. More recent reviews
have proposed taxonomies of security and privacy threats and discussed ethical and reg-
ulatory considerations. However, existing surveys typically treat LLMs as a homogeneous
class or focus on isolated categories of risks, with limited attention to deployment-scale
implications, systematic methodological rigor, and privacy—utility trade-offs. A system-
atic comparison between the present work and existing surveys is provided in Table 1.

Table 1. Systematic comparison between current surveys.

Security & . L.
Models Cov- . Regulatory Key Distinc-
Survey Scope ered Methodology Privacy Fo- Analysis tion
cus
Security and Privacy Chal-  General = BERT, GPT- Narrativere-  Technical Limited Broad but non-
lenges of LLMs: A Survey [3]  LLMs 2/3, PaLM view threats systematic
ity 1
A Survey on LLM Security ChatGPT, . . S.ecurlt}./ ene
. General Literature re- Attacks, mis- incl. misuse
and Privacy: The Good, the Bard, GPT- . No .
LLMs view use, defenses and defensive
Bad, and the Ugly [4] 3/4
use
Preserving Privacy in Large . .
M - End-to-end pri-
Language Models: A Survey  Privacy-  GPT-2/3/4, Systematic re- 'emonza . " o'en pr
. . tion, data Limited  vacy lifecycle
on Current Threats and Solu-  centric BERT view .
. leakage, DP view
tions [5]
Unique Security and Privacy . .
. . Pre-train — Scenario-spe-
Threats of Large Language Lifecy- Multiple Structured deplovment No cific threat
Models: A Comprehensive  cle-based LLMs taxonomy proy .
threats modeling
Survey [6]
Security Concerns for Large [LMsys- ChatGPT-  Chronologi- Prompt at- Strong 'focus on
Language Models: A Survey . tacks, agents, No agentic LLM
tems like models  cal survey . .
[7] misuse risks
Extraction, Defense-ori-
A Survey on Privacy Risks and Privacy- GPT-style  Risk-mitiga- _X rac .1on . erenseor
. . k . . inversion, Limited ented taxon-
Protection in LLMs [8] centric LLMs tion mapping
MIAs omy
Fine-tuni
Privacy in Fine-Tuning Large Fine-tun- GPT-family, Stage-specific MIAs, back- fne-thining as
. . No primary risk
Language Models [9] ing stage  open LLMs review doors, DP vector
Membership Inference Attacks Privacy LLMsand Attack taxon- Membership First MIA-fo-
on Large-Scale Models: A Sur- _ No cused LLM
attacks LMMs omy inference
vey [10] survey
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1.2. GPT Models as State of the Art

Despite these valuable contributions, GPT-based models represent a uniquely im-
pactful and well-documented case that warrants focused analysis. Their widespread in-
dustrial adoption, extensive real-world exposure, and increasing regulatory scrutiny have
generated a substantial body of empirical evidence on security failures, memorization
risks, prompt-based exploitation, and privacy violations. These characteristics distinguish
GPT models from other LLM families and motivated a dedicated, systematic investiga-
tion.

GPT-4 was selected as a baseline model for the review because it operates in a scale
regime where emergent reasoning, generalization, and robustness properties stabilize,
making it a common reference point in academic evaluations of LLM capabilities and lim-
itations. Its widespread use in benchmarking studies further supports its suitability as a
canonical model for analyzing security, privacy, and safety risks [11].

GPT-40 was included to reflect the current transition from text-only LLMs to multi-
modal general-purpose models. Finally, the ol model series was selected to capture rea-
soning-oriented inference-time scaling, an increasingly influential design direction in
LLM research. Recent studies indicate that reasoning performance can be enhanced
through inference strategies without violating known scaling principles, and similar ap-
proaches are now adopted across multiple LLM families [12]. Including ol therefore al-
lows the review to cover not only parameter scaling but also deliberative reasoning para-
digms.

Accordingly, this work positions GPT models as a representative and industrially
dominant subclass of LLMs, enabling a focused yet generalizable analysis of security and
privacy challenges. We conducted a PRISMA 2020-compliant systematic literature review
of security and privacy techniques applied to GPT-based systems, integrating technical
mechanisms with governance and regulatory frameworks. By combining quantitative pri-
vacy—utility trade-off analysis with legal and ethical considerations, this survey addresses
key limitations identified in prior reviews and provides a structured foundation for future
research on trustworthy, compliant, and responsible large language models.

1.3. Transformer Architecture in GPT Models

The GPT series was built by utilizing this architecture to make way for a new era in
NLP. GPT (Generative Pre-trained Transformer) models are a family of model architec-
tures, primarily developed by OpenAl, which are used to solve various tasks in the field
of NLP. They are built on the basis of large-scale unsupervised learning on plentiful tex-
tual data and employed to solve a broad range of language tasks, including text genera-
tion, summarization, translation, and so on. They belong to the class of transformer-based
models that have been successful in both understanding and generating text. OpenAl has
developed various generations based on the transformer architecture, as outlined in Table
2 [13-15].

Table 2. GPT model innovations through generations.

Generation Highlights Key Innovations Applications

More reliable, nu- Multimodal input (via ~ Coding assistants,

plugins, but not na- legal and healthcare
anced understand- .
GPT-4 (2023) ine better creativit tive), support (careful use),
ani;l, losical reasonir}:, larger token window  research summariza-
& & (8k-32k), tion, and

https://doi.org/10.3390/app16041900


https://doi.org/10.3390/app16041900

Appl. Sci. 2026, 16, 1900

4 of 29

GPT-40

GPT-ol

Future Mod-
els (GPT-5
and beyond)

“Omni” model: na-
tive multimodal
(text, vision, audio)
capabilities;
near real-time re-
sponsiveness (~232
ms latency);
more emotional, hu-
man-like conversa-
tions

“Open-weight” mini-
mal GPT prototype:
transparent and
modular for research
and reproducibility

Autonomous multi-
agent Al, long-term
memory, on-device
and cloud hybrid
models, and

native agentic behav-

ior (task completion
over days/weeks)

and improved safety
measures

Unified architecture
for all inputs/outputs,
real-time speech, and
highly emotional into-

nation support

Open architecture,
micro-modular build-
ing blocks, and
auditable and explain-
able Al

Persistent memory,
cross-agent collabora-
tion,
tool use is deeply inte-
grated, and
highly efficient archi-
tectures

complex problem
solving

Real-time multi-
modal assistants,
accessibility support,
creative media gener-
ation, and
interactive agents

Educational pur-
poses,
transparent Al de-
ployment, and
academic research

Autonomous re-
search teams;
personalized,

memory-driven as-
sistants;
complex simulation
modeling; and
advanced automa-
tion systems

Besides the growth in use cases and their applications, the difference is also visible
with regard to the capabilities, token limit, and training data used for each model in Table

3[14,15].

Table 3. Capabilities of each GPT model by version.

- Token .
Model Capabilities Limit Speed Training Data
ChatGPT-  Advanced reason- 8k/32k Slower Multimodal data (fil-
4(2023) ing tokens tered)
GPT-40 . . 128k to- Extensive text/im-
(2024) Native multimodal Kens Very fast age/audio datasets
GPT-ol Open-weight mod- 128k to- Fast Clean public datasets
ular kens
Newer Autonomous >256k to- Synthetic, human—c:u—
Instant rated, and dynamic
models memory agents kens

collection

Even though the development and use of this architecture has shown lots of benefits
and useful applications in simplifying human tasks, these models still face major
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challenges, the main one being data privacy and security. GPT-like models memorize
training data, which can lead to unintentional information leakage [16,17]. The synthetic
data that are generated can also be biased and neglect ethics, and despite fine-tuning ef-
forts, GPT models can perpetuate stereotypes and biases present in training data [18,19].
A bigger and more impactful issue is the environmental one, as training large models
requires substantial computational resources, raising concerns about sustainability.

This research connects technical methods to larger, practical issues appearing in ap-
plications. It highlights the privacy rise/performance fall trade-off and the legal and ethi-
cal guidelines that are changing the expectations for the development of GPT models. Fu-
ture work needs to be conducted to investigate new safe Al methodologies, identify holes
in ongoing techniques, and propose more secure and privacy-preserving Al models.

The key contributions of this article are the following;:

1. It provides a systematic review of data security and privacy in GPT-based models,
emphasizing the evolution of large language models and their deployment across
multiple application domains while examining the associated security risks and pro-
tection mechanisms.

2. It identifies and categorizes the primary security and privacy challenges in GPT ar-
chitectures, including data memorization, membership inference, prompt injection,
model extraction, and poisoning attacks, offering a structured understanding of the
current threat landscape.

3. The paper reviews existing privacy-preserving and security-enhancing techniques,
such as differential privacy, federated learning, encryption-based approaches, anon-
ymization strategies, secure fine-tuning, and controlled inference pipelines, while an-
alyzing their effectiveness, limitations, and performance overhead.

4.  Ithighlights quantitative privacy—utility trade-offs reported in the literature and sug-
gests potential technical solutions, including hybrid privacy-preserving training
schemes, secure deployment architectures, and standardized evaluation metrics, out-
lining future research directions to address current limitations.

5. The paper emphasizes ethical, legal, and regulatory considerations related to GPT
model deployment, addressing issues such as sensitive data leakage, compliance
with GDPR, CCPA, HIPAA, and the EU Al Act, and the necessity of privacy-by-de-
sign and security-by-design principles for responsible generative Al systems.

The paper is structured into eight sections as follows:

Section 1: Overview of Large Language Models provides an overview of the evolu-
tion of the transformer architecture in the NLP domain, comparing the versions of OpenAl
models, and on top of that are presented the main risks of current models regarding data
security and privacy, highlighting various surveys performed on different LLMs.

Section 2: Methodology explains the process and approach used to create this sys-
tematic review, mentioning the selection process and how the identification, screening,
eligibility, and inclusion were conducted.

Section 3: Security and Privacy Challenges in Large Language Models in AI Models
highlights the potential exploits of GPT models and explains the current data governance
that is in place across the globe.

Section 4: Data Security approaches in GPTs reviews existing techniques available at
the moment and used in the training of GPT models, comparing their strengths and weak-
nesses and highlighting the use cases of each.

Section 5: Challenges in Ensuring Data Security and Privacy details the current weak-
nesses of GPT models regarding data privacy and their mitigation strategies, as well as
their impact on performance, user privacy, scalability, and feasibility. The challenges an-
alyzed include data leakage, unintended memorization, adversarial attacks, performance
losses in favor of privacy, computation costs, and user transparency and trust.
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Section 6: Case Studies and Applications mentions the real-world examples that val-
idate theories, challenges, and show the impact of the current weaknesses of the models.
Each example suggests lessons that can be used for future iterations of GPT models.

Section 7: Proposed directions discusses the directions that are mandatory in the next
iterations in order to improve data transparency, increase user trust, solve biased outputs,
and prevent attacks. The section offers recommendations for future directions, suggesting
areas where further investigation is needed.

Section 8: Conclusion summarizes the key findings of the research, drawing final con-
clusions based on the analysis, highlighting the current data security and privacy tech-
niques and challenges raised by GPT models. It provides a concise summary of what has
been learned from the study and its contributions to the field.

2. Methodology

This systematic literature review (SLR) was conducted and reported in accordance
with the Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA
2020) guidelines [20,21]. The PRISMA 2020 flow diagram is included to illustrate the study
selection process (Figure 1). The review process was structured into three sequential
stages, planning, conducting, and reporting, ensuring methodological rigor and transpar-
ency in synthesizing research related to data security and privacy in GPT models, with a
focus on techniques and associated challenges.

Records removed before Records identified from:
screening: Websites (n = 27)

Records identified from:
Databases (n = 214)
Registers (n = 29)

Duplicate records
removed (n = 16)
Records removed for
other reasons (n = 65)

Organisations (n = 13)
Citation searching (n =
5)

l

Records screened
(n=191)

Records excluded
(n=24)

J

Reports sought for
retrieval (n = 167)

Reports not retrieved
(n=23)

Reports sought for
retrieval (n = 16)

l

Reports not retrieved
(n=4)

Reports assessed for
eligibility (n = 144)

Reports excluded:
Reason Outdated
material (n = 11)
Reason Covered by other
materials (n = 31)
Other reasons (n = 46)

Studies included in
review (n = 52)
Reports of included
studies (n = 8)

Reports assessed for
eligibility (n = 12)

Reports excluded:
Reason Outdated
material (n = 3)
Reason Covered by
other materials (n= 1)

From: Page MJ, McKenzie JE, Bossuyt PM, Boutron |, Hoffmann TC, Mulrow CD, et al. The PRISMA 2020 statement: an updated guideline for reporting systematic reviews.
BMJ 2021;372:n71. doi: 10.1136/bmj.n71.

Figure 1. PRISMA flow chart with the number of studies and reports reviewed [20].

2.1. Search Strategy and Inclusion Criteria

The review targeted peer-reviewed journal articles published between 1 January 2020
and 30 November 2025, reflecting the period of accelerated development and adoption of
artificial intelligence technologies. The Web of Science (WoS) Core Collection was selected
as the primary database due to its extensive coverage of high-impact journals and its
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emphasis on rigorously peer-reviewed literature. Priority was given to journals indexed
in SSCI Q1 and Q2 to ensure the inclusion of influential and methodologically robust stud-
ies relevant to the social, ethical, and educational dimensions of Al

Although the use of a single database may limit the comprehensiveness of the review,
WoS was selected for its recognized selectivity and alignment with the objectives of this
study. Future research could incorporate additional databases, such as Scopus and ERIC,
to broaden disciplinary coverage and capture complementary perspectives from educa-
tional and interdisciplinary research domains. In addition, arXiv was considered a rele-
vant source for early-stage research on technical developments in AL; however, preprints
were excluded from this review due to the lack of formal peer review.

The search strategy employed Boolean operators to combine keywords across three
primary domains: privacy, security, and machine learning. Privacy-related keywords in-

v

cluded “data privacy,” “Al data privacy,” “Al privacy,” “Al data security,” “privacy

"o

rights,” “privacy constraints,” and “privacy legislation.” Security-related terms com-

"o

prised “security violations,” “data security,” “secure data,” “data breaches,” and “data

” o

usage.” Machine learning-related keywords included “GPT training data,” “machine in-

i

telligence,” “machine learning data,” and “Al data corpus.”

Explicit inclusion and exclusion criteria were defined to delimit the scope of the re-
view and ensure the quality and relevance of the selected studies. These criteria, summa-
rized in Table 4, guided the systematic screening and selection of research papers included

in this review.

Table 4. Exclusion/inclusion criteria of research papers for this review.

Exclusion Criteria Inclusion Criteria

Study type: Exclude non-peer-reviewed
studies
Non-Published data: Exclude grey litera- Seniority: Articles published within the last

Language: Articles published in English

ture such as reports or unpublished data five years
Lack of outcome reporting: Exclude studies Applicability: Articles that remain relevant
that do not report on the primary outcomes given the latest scientific advances and pol-
of interest icy changes
Duplications: Exclude duplicate studies or Outcome relevance: Studies that investigate
preliminary reports of already published re-or report on specific outcomes for the gener-

search ative models
Not scoped: Studies outside higher educa- Sample size: Studies that ensure a robust-
tion or not involving Al as a core tool ness of tests and analysis
Not reviewed: Proceeding papers and re- Peer-reviewed: Empirical articles published
tracted papers in Q1 or Q2 journals

2.2. Study Selection Process

The study selection process followed the four standard PRISMA stages: identifica-
tion, screening, eligibility, and inclusion.

2.2.1. Identification

A total of 288 records were initially retrieved from the selected databases. During the
metadata export stage, 81 records were excluded using predefined filters, including doc-
ument type and publication status. Review articles, conference proceedings, and retracted
papers were removed at this stage. Conference proceedings were excluded because they
typically undergo less rigorous peer-review processes than journal articles, are often sub-
ject to shortened review timelines, and frequently report preliminary findings whose va-
lidity may not yet be fully established.
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2.2.2. Screening

In the screening phase, the titles and abstracts of 207 records were assessed. A total
of 63 studies were excluded because they were classified as Early Access publications or
were written in languages other than English. Early Access articles were excluded to pre-
serve the structural consistency of the dataset and to ensure reproducibility of the analy-
sis. Although these articles have generally completed peer review, they often lack final-
ized bibliographic information (e.g., volume, issue, and page numbers), and their citation
metadata may change as database indexing is finalized. Non-English publications were
excluded to ensure consistent interpretation of content and uniform methodological as-
sessment across all included studies.

2.2.3. Eligibility

The eligibility stage involved a full-text assessment of the remaining 144 articles. Fol-
lowing this evaluation, 84 records were excluded based on additional criteria, including
lack of relevance to artificial intelligence, non-empirical study designs, absence of clearly
described practical applications, missing impact factor indexing, or publication in journals
outside the targeted quartiles. The Q1-Q2 journal filter was applied at this stage rather
than during initial screening to allow for a comprehensive evaluation of both topical rel-
evance and methodological quality.

2.2.4. Inclusion

The final sample comprised 60 empirical studies published in Q1-Q2 journals. Re-
stricting the review to high-impact journals ensured that only methodologically robust
and influential studies were included. A summary of the study selection process, includ-
ing the number of records excluded at each stage, is presented in the PRISMA flow dia-
gram (Figure 1).

2.3. Quality Assessment

To ensure that only methodologically robust and high-quality studies were included,
a systematic quality assessment was conducted on the final set of 60 selected articles. A
seven-criterion evaluation framework was applied to assess the methodological sound-
ness and reporting quality of each study. The criteria included:

(1) Clarity of research objectives;

(2) Inclusion of a comprehensive literature review;

(3) Clear presentation of related work to contextualize the study within existing re-
search;

(4) Detailed description of the methodology or model architecture;

(5) Clear and transparent presentation of research results;

(6) Alignment between conclusions and stated research objectives;

(7) Explicit recommendations for future research directions [22,23].

Only studies that satisfied all seven criteria were retained for further analysis, ensur-
ing a consistent level of methodological rigor across the reviewed literature.

2.4. Inclusion of High-Impact Conference Proceedings

This study adopted a systematic, evidence-driven research methodology that inte-
grated high-impact conference proceedings alongside journal publications to capture the
most recent and influential advancements in data security, privacy preservation, and ro-
bustness of large language models (LLMs), focused on GPT-based architectures. Given
the fast-evolving nature of artificial intelligence security research, premier conferences

https://doi.org/10.3390/app16041900
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often precede journal publications and thus provide state-of-the-art methods, threat mod-
els, and defenses.
Conference proceedings were selected based on the following criteria:

(1) Scientific impact and selectivity: Conferences with low acceptance rates and strong
peer-review standards;

(2) Relevance to LLM security and privacy: Focus on adversarial learning, differential
privacy, federated learning, prompt attacks, and model leakage;

(3) Community recognition: Endorsement by the AI, NLP, and cybersecurity research
communities.

Based on these criteria, this methodology prioritized proceedings from:

(1) NeurIPS and ICML (machine learning security, privacy, and federated learning);

(2) IEEE Symposium on Security and Privacy and ACM CCS (formal security analysis
and adversarial threats);

(38) ACL and EMNLP (NLP-specific privacy, prompt attacks, and data leakage).

Relevant conference papers were identified through systematic keyword-based
searches targeting LLM privacy leakage, membership inference, model inversion, prompt
injection, federated learning for LLMs, and differential privacy in NLP.

This approach allowed for methodological consistency while preserving technical
depth.

Recent conference studies demonstrate that federated learning alone is insufficient
without complementary mechanisms such as differential privacy and secure aggregation,
particularly for GPT-scale models.

Cross-validation was achieved by comparing findings across multiple conferences.

2.5. Data Extraction, Impact Stratification, and Synthesis

Data extraction was performed to systematically capture information related to cur-
rent techniques and challenges associated with data security and privacy in GPT models.
The extracted data focused on key dimensions, including research context, pedagogical
and instructional frameworks, social and ethical implications, instructional innovation
strategies, higher-order outcomes, and disciplinary scope. This structured approach ena-
bled a comprehensive synthesis of how GPT-based systems utilize data, the associated
risks, and the mitigation strategies proposed in the literature, while also facilitating the
identification of emerging trends and research gaps.

To assess variations in academic influence among the included studies, an impact
stratification analysis was conducted using citation data. Citation count is a widely ac-
cepted indicator of scholarly impact [24]. As all selected studies were published in Q1 or
Q2 journals, journal-level metrics provided limited differentiation. Consequently, studies
were categorized based on citation count quartiles: high-impact studies (=36 citations; top
25%), medium-impact studies (5-35 citations), and low-impact studies (<5 citations; bot-
tom 25%). Citation data were collected on 12 November 2025.

3. Security and Privacy Challenges in Large Language Models

This section synthesizes the main security and privacy challenges identified in the
analyzed literature. To ensure clarity and analytical rigor, the challenges are organized
according to a structured taxonomy, which also serves as the organizing principle for the
remainder of this review.

This taxonomy provides a coherent analytical framework that guides the organiza-
tion of the review and enables a systematic synthesis of technical, operational, and regu-
latory challenges affecting large language models. The summary of all taxonomies and
their organization in the paper can be viewed in Table 5.
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Table 5. Taxonomy of security and privacy challenges in large language models.

Category Description Representative Threats Impact
Unintended retention and . .
Data Leakage and Memo- . i, Memorization, extraction . C .
Lo disclosure of sensitive . Privacy violations
rization attacks, and inference

Adversarial and Poisoning
Attacks

Privacy-Utility Trade-Offs
Computational and Energy

Overhead

Governance and Compli-
ance Risks

training data

Malicious manipulation of
model behavior

Performance degradation
due to privacy mecha-
nisms

Increased resource con-
sumption

Legal and ethical con-
straints

Prompt injection, data poi-
soning, and model inver-
sion

Differential privacy and
federated learning over-
head

Latency, scalability limits,
and energy cost

GDPR, Al Act, and ac-
countability gaps

Integrity and confidential-
ity loss

Reduced accuracy and util-

ity

Operational inefficiency

Regulatory non-compli-
ance

Based on the systematic literature review conducted in accordance with the PRISMA
2020 guidelines, the security and privacy challenges affecting large language models
(LLMs) could be categorized into five major dimensions, spanning technical, operational,
and governance-related aspects.

3.1. Data Leakage and Memorization Risks

Large language models may unintentionally memorize sensitive or personally iden-
tifiable information contained in training datasets, particularly rare or unique data in-
stances. Such memorization can lead to unauthorized data disclosure through inference
attacks, prompt-based extraction, or model probing techniques. These risks are especially
critical in regulated domains such as healthcare, finance, and legal services, where data
confidentiality is paramount [25-27].

3.2. Adversarial and Data Poisoning Attacks

This category encompasses malicious techniques aimed at manipulating LLM behav-
ior, including adversarial prompting, prompt injection, training data poisoning, model
inversion, and backdoor attacks. These threats exploit the generative and adaptive prop-
erties of LLMs, potentially compromising both model integrity and confidentiality during
training and inference phases [28-30].

3.3. Privacy-Utility Trade-Offs

Privacy-preserving mechanisms such as differential privacy, federated learning, se-
cure aggregation, and data sanitization are commonly employed to mitigate data expo-
sure risks. However, these techniques often introduce performance degradation, reduced
accuracy, or limited generalization capability. This category captures the inherent trade-
offs between privacy guarantees and model utility, emphasizing the need for context-
aware optimization strategies [31-34].
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3.4. Computational, Scalability, and Energy Overhead

The integration of security and privacy-enhancing techniques frequently results in
increased computational complexity, inference latency, memory usage, and energy con-
sumption. These overheads pose significant challenges for large-scale deployment and
sustainability, particularly in cloud-based and edge computing environments [35,36].

3.5. Governance, Regulatory, and Ethical Risks

Beyond technical vulnerabilities, LLMs operate within complex regulatory and ethi-
cal frameworks, including GDPR, CCPA, HIPAA, and the EU AI Act. This category ad-
dresses challenges related to accountability, transparency, explainability, auditability, and
legal compliance, highlighting the necessity of aligning technical safeguards with govern-
ance and policy requirements [37-40].

4. Data Security Approaches in GPTs

The large-scale utilization of GPT models requires strong data confidentiality to de-
fend against sensitive information leaks. The three most essential methods used for pro-
tecting data are: encryption, depending on the encryption algorithm, the data are more or
less secure; data anonymization and de-identification, this method tries to make data un-
recognizable to the usual processes while still helping the Al model to update or train on
the data; and lastly, federated learning and data minimization, where the training is more
decentralized, which lends to a less vulnerable pool of data.

The most prevalent is symmetric encryption. It only requires one key, for both en-
crypting and decrypting, which is efficient for large quantities of data. For example, algo-
rithms like AES are commonly used to encrypt stored data, such as training sets or model
parameters. Despite its secured encryption key, management is necessary to avoid unau-
thorized access [41]. Yet another possible encryption for securing data is the asymmetric
one, which uses public and private key pairs, like RSA, to protect the data being transmit-
ted. This approach can be useful for sending secrets between multiple systems, including
sharing model updates between cloud services. The splitting of the encryption and de-
cryption keys provides further security in untrusted networks [42].

Due to the property of homomorphism, encrypted computations on encrypted data
can be performed without requiring decryption and so the confidentiality of the data can
be maintained during processing. For instance, AI models can process encrypted user
queries, such that their privacy is protected in important applications such as healthcare
and finance [43]. The homomorphic encryption flowchart is visible in Figure 2.

Database

Search the Database in

Encrypted Query Encrypted State

*does not require user key to answer the query

Search Result

|
2 308)
%

Decryption

Encrypted Search Result

Figure 2. Homomorphic encryption flowchart [44,45].
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The asterisk highlights that the query processing can be performed without necessi-
tating direct access to the user’s decryption key at execution time. This process adopts a
cryptographic scheme that enables computation over encrypted data, such as searchable
encryption or related privacy-preserving techniques, thereby ensuring that the database
remains encrypted throughout the query lifecycle.

This is useful in a GPT fine-tuning setting since the training examples are from vari-
ous organizations. Therefore, the privacy of the data is maintained without minimizing
data utility. Encryption is also of vital importance for GPT model safety, as it tackles some
critical security and privacy issues:

e  Preserving Raw Data Training Data

With encryption, proprietary data used to train Al models are kept safe, preventing
unauthorized access or data leaks. This is especially important in scenarios that deal with
sensitive/private information [26].

e  Protecting Model Predictions and User Actions

Applications where encryption is being applied to secure against interception or ma-
licious use include chatbots and customer service tools where privacy regulations such as
GDPR are driving enhanced trust and privacy [46].

Data anonymization and data de-identification are necessary procedures for meeting
the standards for privacy regulations like GDPR and HIPAA and can reduce the risk of
inadvertently exposing private information. These techniques keep user’s data private by
making it unidentifiable while still being useful for training and running Al systems [47].

There are various techniques for anonymization, but the most common one is data
masking, a process by which sensitive data fields are substituted with artificial but realis-
tic values. For example, names or addresses may be swapped with fake numbers in da-
tasets in order to keep the data out of reach, but the style of the dataset persists. Such a
technique is commonly employed in testing and development scenarios [48].

Another approach is pseudonymization, meaning that identifiers are replaced by ar-
tificial pseudonyms. For example, a generic name such as “John Doe” can be substituted
by a random “User123,” which allows for some of the data to be shared without compro-
mising true identities. Pseudonymized data can sometimes be de-anonymized; however,
the access control mechanisms make it difficult to be performed by an unauthorized user
[49].

The differential privacy approach adds mathematical noise to datasets or query re-
sponses in order to hide individual data points. For instance, GPT models trained with
differential privacy can generalize from the aggregate statistics of the data without being
able to memorize particular facts. This kind of protection is well suited to privacy vs. util-
ity, in particular [47].

Differential privacy can be achieved through three primary means: noise addition,
where random noise is added to training data or model updates to obscure individual
contributions (e.g., adding Laplace or Gaussian noise to gradients during training); pri-
vacy budgets, wherein cumulative privacy loss over repeated queries is tracked to prevent
excessive data exposure; and federated differential privacy, which integrates differential
privacy with federated learning to guarantee both distributed data processing and strong
privacy protections.

The primary benefit is that user privacy is balanced with the ability of the model to
learn meaningful patterns and reduced the risk of the model accidentally learning sensi-
tive information, like credit card numbers or personally identifiable information [47].

On the other hand, there are limitations. The biggest issue is that model precision can
deteriorate due to noise injection, and it is more expensive in terms of tuning and optimi-
zation as it needs to find the appropriate trade-off between privacy and utility.
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The term synthetic data is used to describe artificially created data that imitate the
statistical properties of real data but do not contain any actual sensitive or personal data.
It is now widely used in the context of machine learning pipelines in order to address the
legal and ethical restrictions that arise when considering real data, especially in domains
such as healthcare, finance, and user behavior modeling.

Model distillation is a learning algorithm where a smaller model (student) is trained
to mimic the behavior of a larger model (teacher). In this way, the student model can
transfer the teacher knowledge without directly accessing the original training data, and
therefore benefiting from both computational efficiency and privacy preservation sides
[50].

In distillation, usually the teacher model generates output probabilities (or “soft la-
bels”) for a given dataset. These soft labels, which are often overlooked by hard labels,
contain rich information about class distributions and similarities between classes. The
student model is trained to imitate the outputs, and it is successful in estimating the deci-
sion boundaries of the teacher model. This indirect learning paradigm encourages the stu-
dent to generalize effectively across the training and test distribution while not having
access to, and being thus urged to infer, the raw sensitive data from which the teacher is
learnt [51].

In terms of privacy, model distillation is especially useful. As the student model is
learning from the teacher’s outputs, it generalizes the data, hence removing any specific
data patterns that might contain some private or personal information. Therefore, the fact
that quantized knowledge distillation cannot be reversed and that privacy data or model
components do not suffer attacks, data leakages, and model inversion make it a good com-
ponent for preserving privacy in machine learning pipelines.

In addition to the privacy benefits, model distillation has practical gains. The student
model is usually smaller and less complex and can be run faster and deployed on devices
with limited capabilities, such as mobile phones or edge hardware, without much modi-
fication. But, as with the first example, this method is not perfect. Student models fre-
quently fail to reproduce the performance of larger teachers in full when deep contextual
knowledge or complicated reasoning is necessary. Distillation relies heavily on the quality
of the teacher model and the variety of data on which the teacher is trained during the
distillation period.

And the last common technique is the de-identification one, which comprises gener-
alization and suppression. Generalization groups certain values together, for instance, in-
stead of “29,” we may now also have “20-30.” This diminishes the granularity of infor-
mation but maintains data that are relevant to an analysis [52]. Meanwhile, suppression
entirely erases sensitive information, like wiping out exact locations or other identifying
information from a set of data. This guarantees that the data are no more a threat to iden-
tification and can be used for compliance and analysis [53].

Each of the presented methods has its strengths and weaknesses, as well as use cases
that are most suitable for the approach. Table 6 summarizes each method based on these
criteria.

Table 6. Methods for data security and their use cases.

Method Strengths Weaknesses Use Cases
Data st , model pa-
. High confidentiality and ~ Requires effective key management and ata storage, Mode’ pa
Encryption rameters, and secure trans-

robust against interception is computationally intense

mission
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Symmetric
Encryption

Asymmetric
Encryption

Homomor-
phic Encryp-
tion

Data Anony-
mization

Data Mask-
ing

Pseudony-
mization

Differential
Privacy

Federated
Learning

Model Distil-
lation

Synthetic
Data Genera-
tion

De-identifi-
cation

Fast and efficient for large
data volumes

Secure key exchange and
ideal for distributed sys-
tems

Maintains privacy during
processing and is useful for
confidential tasks

High privacy preservation
and reduces risk of expo-
sure

Maintains dataset structure
and is safe for testing and
development

Enables data sharing with
reduced privacy risks

Balances privacy and data
utility and prevents memo-
rization of sensitive data

Minimizes data transfer
risks and preserves user
privacy

Reduces memory footprint
and enhances privacy
through indirect learning

Bypasses privacy concerns
and enhances model train-
ing diversity

Meets compliance with

GDPR and HIPAA and

maintains analysis rele-
vance

Vulnerable if the key is exposed and key
distribution is challenging

Slower than symmetric encryption and
larger key sizes are required

Computationally expensive and slower
processing times

Risk of re-identification if improperly
applied

Data utility may be reduced and reversi-
ble if poorly implemented

Can be re-identified if additional data
are exposed

Reduced accuracy due to noise and
complex parameter tuning is required

Computationally intense and has syn-
chronization challenges

May lose context from original training
data and student model may underper-
form

May lack true representativeness and
synthetic biases can be introduced

Data utility can diminish with excessive
generalization

Secure model training and
encrypted backups

Cloud-based model up-
dates and secure data shar-

ing

Healthcare analytics and
financial data processing

Data sharing and machine
learning training

Software testing and
model evaluation

Research data sharing and
collaborative projects

Federated learning and de-
centralized Al training

Mobile devices and collab-
orative Al models

Edge devices and mobile
applications

Healthcare, financial mod-
eling, and IoT applications
[54]

Public health datasets and
demographic analysis

As the deployment of GPT models scales across diverse industries, maintaining

strong data confidentiality is crucial for preventing information leakage and ensuring

compliance with privacy regulations. Techniques such as encryption, data anonymiza-

tion, de-identification, and federated learning are pivotal in safeguarding sensitive infor-

mation. Encryption secures data during storage and transmission, while anonymization

and de-identification protect individual privacy by masking identities. Moving forward,

enhancing these methods with advanced machine learning techniques and interdiscipli-

nary collaboration will be key to building resilient, privacy-preserving Al systems. Suc-

cessful integration of these technologies not only fortifies data protection but also instills

public trust in Al-driven solutions, paving the way for broader adoption in critical sectors

like healthcare, finance, and cybersecurity.
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5. Challenges in Ensuring Data Security and Privacy

There are multiple layers in the quest to protect data and privacy in GPTs. These
models are trained on and generate copious amounts of information, which is frequently
sensitive or proprietary. Because they are applied at scale, dealing with security holes
without giving up performance or trust are key concerns.

Ensuring data security and privacy in large language models (LLMs), particularly
GPT-based systems, involves multiple interrelated technical, operational, and ethical chal-
lenges. These models are trained on vast amounts of data, often containing sensitive or
proprietary information, and are deployed at large scale. As a result, maintaining robust
security and privacy guarantees without compromising performance, usability, or user
trust remains a critical concern.

5.1. Data Memorization and Leakage Risks

GPT models exhibit inherent privacy vulnerabilities stemming from their architec-
ture and training procedures. Pre-trained models have been shown to memorize and re-
produce fragments of their training data, including sensitive or personally identifiable in-
formation such as names, phone numbers, or social security numbers [55]. This risk in-
creases with model size and dataset complexity. Empirical studies have demonstrated that
models such as GPT-4 can recall verbatim sensitive training samples, leading to severe
privacy violations [56].

5.2. Adversarial and Model Manipulation Attacks

Another major challenge arises from adversarial threats targeting GPT models. These
include adversarial prompts designed to induce harmful, misleading, or unethical out-
puts, as well as model extraction attacks that aim to reconstruct model behavior through
iterative querying. In addition, data poisoning attacks, where malicious actors contami-
nate training or fine-tuning datasets, can skew model behavior and undermine both in-
tegrity and reliability [57].

5.3. Privacy—Performance Trade-Offs

A fundamental challenge in secure model design is balancing privacy guarantees
with model performance and usability. Differential privacy is widely adopted to protect
individual data contributions; however, it typically introduces a measurable performance
penalty. The injection of noise into training data or gradients can reduce model accuracy
and generalization capability, particularly for large-scale models [58]. Similar trade-offs
arise when applying other privacy-preserving techniques.

5.4. Computational and Resource Overhead

Many privacy-enhancing mechanisms incur significant computational costs. Tech-
niques such as homomorphic encryption enable computation over encrypted data but re-
main prohibitively expensive for real-time inference or deployment on resource-con-
strained devices [59]. Secure multi-party computation and encrypted inference further ex-
acerbate scalability limitations, restricting their applicability in large-scale systems.

5.5. Data Utility Degradation

Approaches such as data anonymization, redaction, or sanitization can reduce pri-
vacy risks but often diminish the richness and informativeness of training datasets. This
loss of data utility can limit the learning capacity of models and negatively impact down-
stream task performance, particularly in complex reasoning or domain-specific applica-
tions.
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5.6. Scalability and Infrastructure Constraints

Deploying privacy and security mechanisms at the scale required by modern GPT
models presents substantial technical and economic challenges. Techniques such as fed-
erated learning, while effective in keeping data localized, introduce significant communi-
cation and synchronization overheads. Moreover, the need for high-performance compu-
ting infrastructure, such as GPUs and large-scale storage, creates accessibility and equity
concerns, as many organizations lack the necessary resources [60].

5.7. Energy Consumption and Sustainability

Security primitives and privacy-preserving features often introduce additional la-
tency and energy consumption. These overheads raise sustainability concerns, particu-
larly for applications requiring real-time processing or operating under strict cost con-
straints. Increased energy usage also contributes to broader environmental impacts asso-
ciated with large-scale Al deployment.

5.8. Transparency and Trust Challenges

Building user trust extends beyond technical safeguards. Users and stakeholders in-
creasingly demand transparency regarding data usage and model decision-making pro-
cesses. However, current LLM architectures are largely opaque, functioning as black
boxes with limited interpretability. Even existing explainability techniques struggle to
provide meaningful insights into how inputs influence outputs [61,62].

5.9. Limitations of Explainable AI Approaches

Explainable AI (XAI) methods are often proposed as solutions for improving trans-
parency and accountability [63]. Nevertheless, current XAI techniques remain insufficient
for large-scale LLMs, offering limited explanatory power and failing to fully support reg-
ulatory accountability or user understanding.

5.10. Societal Trust and Misuse Concerns

Concerns regarding Al misuse, such as the spread of misinformation, privacy
breaches, or unethical applications, further erode public trust [64]. In the absence of strong
governance frameworks and enforceable safeguards, these risks hinder widespread adop-
tion of GPT-based systems.

5.11. Summary of Challenges

Overall, the challenges associated with ensuring data security and privacy in GPT-
based systems are multifaceted, encompassing technical vulnerabilities, performance—pri-
vacy trade-offs, scalability constraints, transparency limitations, and trust-related issues.
These challenges underscore the need for continued research, holistic system design, and
the integration of technical, organizational, and governance-oriented solutions.

A summary of the identified challenges, along with their associated risks, mitigation
strategies, impacts on performance, and scalability considerations, is provided in Table 7.
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Table 7. Challenges with their risks and mitigation strategies.
cie Impact on Accu- -
. . Mitigation Strat- P Scalability &
Challenge Description Risks . racy/Perfor- oy s
egies Feasibility
mance
. Dataset filtering, Moderate de- Medium —re-
Output of sensitive  Exposure of per- . .
Data Leak- . , , strong access crease depend-  quires pre-train-
information seen sonal/private data . . .
age . .. oy eqeie controls, and dif-  ing on strength ing and access
during training and legal liabilities . . .
ferential privacy of protection controls
Model stores and Differential pri-
Unintended i . p Notable trade-off =~ Medium—de-
) reproduces specific =~ Privacy breaches  vacy, regulariza- .
Memoriza- _ _ _ in fluency and ~ pends on model
. data points from and trust erosion  tion, and smaller .
tion .. . recall size
training context windows
Exploiting the Adversarial Low-to-moder-
. P . 5 Misinformation, .. . . High—defense
Adversarial =~ model via adver- . training, moni- ate depending
. misuse and data . . needs constant
Attacks sarial prompts or toring, and in- on robustness .
. exposure . . updating
poisoning datasets put/output filters techniques
Model becomes Differential ori
. . . ifferential pri- L .
Balancing utility less useful if P Significant trade- Low-to-medium
Performance . . vacy, federated .
. with user protec-  overly private and X offs and often depending on
vs. Privacy . . . .. learning, and se- . "
tion risks compliance if domain-specific method used
cure enclaves
too open
Efficient algo-
High resource use  Barriers for small  rithm design, pa- Minimal if opti- =~ Low—often fa-
Computa- . . . . .
tional Cost for secure train- orgs and environ-  rameter sharing, mized, high oth- vors well-funded
ing/inference mental impact and hardware erwise actors
acceleration
Explainable AI  Indirect impact:
User Trans- Lack of in- Reduced adoption (XAI), opt-in affects user en- Medium —cur-
parency and  sight/control over  and ethical and le- data policies, gagement more rent XAI tools
Trust data usage gal concerns and transpar- than raw perfor- still evolving

ency reports

mance

Ensuring data security and privacy in GPT models is a multifaceted challenge, re-

quiring robust technical solutions, thoughtful trade-offs, and transparent practices. Ad-

dressing vulnerabilities, resource demands, and user trust issues is essential for ethical Al

deployment and widespread acceptance.

6. Case Studies and Applications

Large language models, including GPT-based systems, are increasingly deployed

across domains where data security and privacy are critical requirements. In such con-

texts, organizations must ensure that sensitive, proprietary, or regulated information is

protected while maintaining model performance and usability. This section examines rep-

resentative real-world case studies and applications to illustrate how privacy-preserving

and security-enhancing techniques are integrated into practical deployment of GPT mod-
els and related LLMs.
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6.1. Industrial Adoption of Secure GPT Systems

GPT models and other LLMs have been widely adopted in industries that handle
sensitive data, including healthcare, finance, education, and customer services. As these
models frequently process personal or confidential information, organizations employ
multiple layers of security and privacy protection, such as data anonymization, access
control, encryption, and secure deployment infrastructures. These measures enable the
practical use of LLMs while complying with regulatory and ethical constraints.

6.2. OpenAl and Enterprise-Grade GPT Deployments

During the development and deployment of OpenAl's GPT models, privacy and
safety considerations have been treated as core design principles. Privacy-preserving tech-
niques, including differential privacy mechanisms, are incorporated during the fine-tun-
ing stages to mitigate the risk of sensitive data leakage from training datasets. Addition-
ally, Reinforcement Learning from Human Feedback (RLHF) is employed to steer model
behavior away from generating harmful, biased, or privacy-violating content through hu-
man-aligned feedback loops [65].

Furthermore, OpenAl has implemented strict data handling policies to minimize the
retention of personally identifiable information (PII) from user interactions. These safe-
guards have enabled the secure deployment of GPT models in enterprise environments,
such as Microsoft’s Azure OpenAl Service, thereby increasing user trust and facilitating
adoption in real-world business settings.

6.3. Federated Learning in Mobile and Consumer Applications

Google’s Gboard mobile keyboard application represents a prominent example of
privacy-preserving LLM deployment through federated learning. In this approach, user
data remains on-device, and only aggregated model updates are transmitted to central
servers. By avoiding the transfer of raw user data, this architecture enhances privacy pro-
tection while maintaining high-quality personalization and predictive performance, in
compliance with data protection regulations [66].

6.4. Secure Collaborative Model Training with NVIDIA NeMo

NVIDIA’s NeMo open-source toolkit integrates secure multi-party computation and
encrypted data pipelines to support federated training of large language models across
multiple institutions. This approach enables collaborative model development without
requiring organizations to share proprietary or sensitive datasets. Such solutions are par-
ticularly relevant for joint research initiatives and cross-border collaborations, where data
sovereignty, confidentiality, and regulatory compliance are essential considerations [56].

6.5. Healthcare Applications and Regulatory Compliance

In the healthcare domain, Philips has deployed GPT-based models to summarize pa-
tient records and support clinical decision-making processes. To ensure compliance with
healthcare data protection regulations, such as the Health Insurance Portability and Ac-
countability Act (HIPAA), data anonymization and pseudonymization techniques are ap-
plied prior to model training. These measures allow the models to capture clinical context
and insights without exposing identifiable patient information, resulting in improved di-
agnostic efficiency, reduced administrative burden, and strengthened privacy guarantees
[35].
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6.6. Domain-Specific Impact of Secure GPT Model Applications

Secure GPT model deployments have demonstrated significant benefits across mul-
tiple application domains, including;

e  Healthcare: Enhancement of diagnostic support systems, clinical summarization
tools, and patient engagement platforms, while maintaining compliance with HIPAA
and GDPR.

e  Finance: Secure customer communication, fraud detection, and compliance-driven
automation, protecting sensitive financial data through encryption and access control
mechanisms.

e  Education: Adaptive learning tools and personalized student support systems that
safeguard academic records and ensure responsible data usage.

e Customer Service: Deployment of chatbots and virtual agents, where real-time anon-
ymization and strict data handling policies are essential to prevent customer data
disclosure.

6.7. Summary of Case Studies and Applications

The presented case studies demonstrate that privacy-preserving and secure GPT
model deployment is feasible across diverse sectors when appropriate technical, organi-
zational, and governance measures are applied. These real-world examples highlight the
practical relevance of the discussed security and privacy techniques and emphasize the
importance of aligning technical safeguards with regulatory requirements and domain-
specific constraints.

A comparative overview of application domains, associated challenges, key use
cases, applied privacy strategies, and resulting benefits is provided in Table 8.

Table 8. Sector based implications of ChatGPT.

Sector

Challenges Key Applications Privacy Strategies Key Benefits

Healthcare

Finance

Education

Retail

Clinical note summa-

Sensitive patient
data (e.g., EMRs, im-
aging) governed by
HIPAA and GDPR

High fraud risk,
stringent data secu-
rity and compliance

needs

Student privacy un-

der FERPA and need

for safe personalized
learning

Customer data pro-
tection (purchase
history and payment
info)

rization and
virtual health assis-
tants

Fraud detection and
Al customer support
chatbots

Personalized tutor-
ing and
plagiarism detection

Product recommen-
dations and
automated support
agents

Data anonymization
and
differential privacy

Secure multi-party
computation and
role-based access

controls

Anonymized learn-
ing data and
encrypted submis-
sion analysis

Pseudonymized da-
tasets and
privacy-compliant
user tracking

Improved patient
care, reduced admin
load, and preserved

confidentiality

Faster, more secure
financial services
and enhanced trust

Democratized learn-
ing with ethical per-
sonalization

Stronger engage-
ment and loyalty
and secure personali-
zation

The integration of data security and privacy measures in GPT models is critical across
industries. By employing strategies like federated learning, anonymization, and differen-
tial privacy, companies have successfully deployed Al solutions that protect sensitive
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information. These advancements enhance trust and utility, paving the way for responsi-
ble and effective Al adoption.

While the technical challenges discussed above highlight the limitations of current
security and privacy mechanisms, their real-world applicability is fundamentally shaped
by regulatory, governance, and ethical constraints, which are addressed in the following
section.

6.8. Governance, Regulatory, and Ethical Frameworks for Large Language Models

The deployment of large language models (LLMs) in real-world applications is not
solely constrained by technical security considerations but also by complex regulatory,
governance, and ethical requirements. As these models increasingly rely on large-scale
personal and proprietary data, ensuring lawful, transparent, and accountable data han-
dling practices has become a fundamental prerequisite for trustworthy Al systems.

6.8.1. Data Protection and Privacy Regulations

Multiple regulatory frameworks have been introduced to govern the collection, pro-
cessing, and storage of personal data used in Al systems. Prominent examples include the
General Data Protection Regulation (GDPR) in the European Union, the California Con-
sumer Privacy Act (CCPA), the Health Insurance Portability and Accountability Act
(HIPAA), and the proposed European Union Artificial Intelligence Act. These regulations
impose obligations related to data minimization, explicit consent, transparency, audita-
bility, and the right to access or erase personal data. The main characteristics of the pro-
posed acts are summarized in Table 9.

For LLMs, compliance with such regulations requires careful control over training
datasets, including anonymization or pseudonymization techniques, secure data storage,
and clear documentation of data provenance. Failure to adhere to these legal requirements
can result in significant legal liabilities and erosion of public trust.

Table 9. Regulations in place for enhancing data privacy in concern of Al training data.

Regulation Jurisdiction Key Provisions Al Implications
ful fai ;
Lawtu 11ess, fatrness, .and fansparency; 1. in Al models on anonymized or
data minimization; right to access and . .
General Data Pro- s L pseudonymized data, provide
. . European erasure (“Right to be Forgotten”); . .
tection Regulation Union (EU) accountabilitv and data protection b transparency in Al data processing,
(GDPR) [67] 3 Y .. P Y and allow users to challenge Al-
design; and explicit consent for data . ..
) driven decisions
processing
H t-out and deleti -
. . Right to data access and portability; onor opt-o .an cleton re
California Con- . . . . s quests, clearly disclose Al use for
. California,  opt-out of data selling; right to deletion; . .
sumer Privacy Act advertising or analytics, and
USA and mandatory transparency on data . .
(CCPA) manage compliance across multiple
usage e
jurisdictions
Health Insurance Safeguarding Protected Health Infor- Ensure Al models handling
Portability and Ac- USA mation (PHI), encryption and de-identi-  healthcare data meet PHI protec-
countability Act fication requirements, strict access con-  tion standards and encrypt and de-
(HIPAA) trols identify patient data
Personal Data Pro-
Al traini 1
tection Act (PDPA)  Singapore Accountability for data usage, Secure Al training a.nd dep c?yment
(68] processes and obtain explicit user
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clear consent and notification require-  consent for data collection and pro-
ments, and security obligations against cessing
unauthorized access
I . Categorization of Al applications b Implement risk assessments for Al
Artificial Intelli- . g. . . PP Y P
European risk (minimal, high, and unacceptable)  systems and ensure transparency,
gence Act (Pro- . . . . o . .
osed) Union (EU) and transparency mandates for high-  especially in sensitive areas like bi-
P risk applications ometric identification

General Data Pro-
tection Law
(LGPD) [69]

Inspired by GDPR, emphasizes data Align Al practices with lawful data

Brazil protection rights, lawful basis for data  processing bases and facilitate data

processing, and data portability rights portability for users

6.8.2. Data Governance and Accountability

Data governance encompasses the policies, standards, and organizational practices
that ensure responsible and ethical data management throughout the Al lifecycle. In the
context of LLMs, effective governance frameworks support accountability, traceability,
and compliance by enforcing access control, audit mechanisms, and documentation of
model development processes.

Strong governance structures also enable organizations to demonstrate compliance
with regulatory requirements and facilitate post-deployment audits. By integrating gov-
ernance mechanisms early in the development process, organizations can mitigate risks
related to data misuse, unauthorized access, and regulatory violations.

6.8.3. Ethical Considerations and Societal Impact

Beyond legal compliance, ethical challenges such as bias, fairness, discrimination,
and misuse represent critical concerns for LLM deployment. Models trained on biased or
unbalanced datasets may generate discriminatory outputs, potentially violating non-dis-
crimination principles embedded in data protection laws.

Additionally, the opaque nature of many LLM architectures limits explainability,
transparency, complicating accountability, and user trust. Ethical Al frameworks empha-
size the importance of transparency, human oversight, and fairness to ensure that auto-
mated decision-making systems align with societal values.

6.8.4. Alignment Between Technical Safeguards and Policy Requirements

While technical solutions such as differential privacy, encryption, and federated
learning provide important safeguards, they are not sufficient in isolation. Effective de-
ployment of LLMs requires alignment between technical security mechanisms and regu-
latory obligations, often referred to as privacy-by-design and security-by-design princi-
ples.

Proactive strategies, including regular audits, transparency tools, and governance
policies, are essential for bridging the gap between technical innovation and legal compli-
ance. Integrating these approaches supports sustainable, ethical, and trustworthy Al sys-
tems capable of operating across jurisdictions and application domains.

7. Proposed Directions

Since Al technologies, such as GPT models, continue to develop, progress in privacy-
preserving technology and addressing ethical and governance concerns is becoming more
and more important, whether it is in the form of zero-knowledge proofs, new forms of
encryption, or federated learning, or it is in the emergent ethical dialogues around respon-
sible Al application, privacy as a fundamental right, and Al developer accountability.
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In the same way that LLMs and GPT models are increasing in scale and influence, so
too does the difficulty of ensuring that they run securely, ethically, and transparently. The
future of Al will also be defined by advancements in privacy-preserving techniques, a
stronger focus on ethical considerations, and widely accepted governance frameworks.

Among the most promising frontiers in secure Al research is that of zero-knowledge
proofs (ZKPs). A key feature of ZKPs is that one party can prove the truth of a statement
without disclosing the information behind it, a feature that is valuable for verifying model
inputs or training data providers in a privacy-preserving manner. In Al, ZKPs can be em-
ployed to validate that federated learning updates come from real sources but without
revealing raw user data. The most recent research aims to achieve better scalability and
computational efficiency of ZKPs, e.g., for real-time Al inference as well as for encrypted
pipelines.

At the same time, new encryption tools are emerging. Homomorphic encryption en-
ables computation over encrypted data, preserving privacy end to end, but it still has per-
formance challenges when it is applied to large models such as GPT models. Multi-party
computation (MPC) allows collaborative model training without the need to share sensi-
tive datasets, which makes it particularly appealing for regulated domains like healthcare
or finance. Furthermore, in light of the long-term risks to classical encryption posed by
quantum computing, researchers are developing quantum-safe cryptographic protocols
that can be used to future-proof Al systems.

Federated learning is on the rise as a building block for distributed Al Recent meth-
ods for personalized federated learning, based on adapting global models to local data
distributions without sharing data, can achieve better accuracy while maintaining privacy
[70]. Cross-device federated learning helps to efficiently scale up Al systems even where
there are disparities in individual devices from processing power and bandwidth. Note
that the inclusion of differential privacy in federated learning possibilities prevents an
individual user from being re-identified through the introduction of controlled noise in
aggregated updates.

The ethical foundations of Al, as Al systems are gaining more prominence, is more
relevant than ever. Characterizing privacy as a fundamental human right is reforming
global Al norms, driving developers to consider developing models with informed con-
sent, data transparency, and user self-determinacy. The ethical development of Al, after
all, means more than just safeguarding privacy; it also means respecting the dignity and
choices of the users of these systems.

Fairness is also another major concern, as training data bias can result in outputs that
are biased to mirror or perpetuate societal disparities, particularly in high-stakes areas
such as hiring, healthcare, and criminal justice. To combat this, researchers are building
fairer datasets and designing algorithms that can detect and even correct biases. Regular
audits and fairness checks are crucial for determining if such systems, including GPT
models, have and continue to meet such expectations across different applications.

The ethical implications of Al development are also coming under closer scrutiny.
When a language model does harm, whether it creates false information, leaks sensitive
data, or makes biased recommendations, it can be difficult to say exactly who is responsi-
ble. Suggestions for increasing accountability include recording detailed information
about model development, sources of training data, and deployment procedures. Further-
more, explainable Al (XAI) techniques can render model decisions more interpretable, so
both developers and users know how and why the model gives a certain output.

All of the factors mentioned above can be integrated into a common framework for
model development, allowing an effective balance between privacy and performance and
increasing user trust, removing bias, and offering transparency. The chart in Figure 3 ex-
plains the process.
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Figure 3. Flowchart of how GPT model training should occur to include data privacy and maintain

performance.

Responsible use of generative Al also involves long-term ethical considerations. Pol-
icymakers and technologists are discussing how to stop Al models from being abused to
spread disinformation, surveil people, or carry out cyberattacks. Just as important, how-
ever, will be the pursuit of technological innovation with social equity, thereby making
sure that Al is not causing more job loss or digital divide.

According to the principle of privacy by design, privacy requirements are to be built
throughout the entire lifecycle of Al, starting from data collection and pre-processing,
through model training, to data use and deployment. This principle is practically imple-
mented by enforcing strict data governance standards (including anonymization, encryp-
tion, and access control), as well as clear transparency requirements, to let users know
what is being done with their data [71].

Navigating complex and fragmented regulatory environments, such as GDPR in Eu-
rope, CCPA in California, and HIPAA in the healthcare industry, is one of the key chal-
lenges for international companies. International harmonization of these rules is necessary
to minimize the burden of regulation and to facilitate responsible innovation.
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Organizations such as the United Nations and the OECD are in the process of developing
common Al standards, such as standardized privacy metrics and benchmarking tools.

Lastly, establishing independent oversight bodies enables the possibility of guaran-
teeing that Al systems are compatible with ethical norms and public interest. Ethics
boards can also oversee significant Al deployments, evaluate risks, and suggest mitigating
strategies. One of the most important of these is also public—private partnerships, which
have a role to play in supporting the development of responsible Al ecosystems, including
through the sharing of datasets, co-creation of ethical benchmarking tools, and such sup-
port for transparency. To make it more convenient for entities to conform, governments
might consider providing rewards, like tax deductions or research grants, for privacy-
enhancing technologies, as well as cracking down on organizations that fail to maintain
rigorous data protection protocols.

Innovations in privacy-preserving Al, ethical Al development, and robust policy
frameworks are essential for addressing the challenges of security and privacy in Al sys-
tems. By combining advanced technologies, ethical safeguards, and comprehensive regu-
lations, the Al industry can foster responsible innovation and build trust with users and
stakeholders.

8. Conclusions

Based on a thorough examination of the main techniques, issues, and advancements
in data security and privacy for GPT models and similar AI models, a number of im-
portant results are obtained. These demonstrate the interaction between technology, eth-
ics, and policy.

Homomorphic encryption, secure multiparty computation (SMPC), and quantum-
safe encryption will be essential ingredients in protecting contemporary sensitive data.
These methods not only provide secure processing and storage but can be computation-
ally expensive; therefore, improving them and implementing them during the Al devel-
opment process is mandatory.

Techniques such as pseudonymization, generalization, and differential privacy pre-
vent personal data from being traced or remembered by the model, improving data pri-
vacy. On top of that, a differential privacy trade-off between privacy and usability can be
achieved by adding some control noise, but this control noise requires careful tuning to
not degrade performance.

The use of decentralized training helps to avoid data exposure, ensuring security.
Techniques such as secure aggregation and generalization in federated learning make this
realizable for large-scale usage.

Model distillation, generation of synthetic data, or using public datasets that do not
reveal secret details of entities make Al systems more efficient by lessening their reliance
on raw data.

GPT models are not without risks, like memorization, adversarial poisonous data,
and data leaks. All of these risks require constant model auditing and strong mitigation
strategies. There are trade-offs between privacy and performance because privacy-pre-
serving techniques commonly lower the accuracy and scalability of models.

Developments in protocols such as ZKPs and differential privacy also attempt to
solve these trade-offs, but refinement is still needed. Advanced privacy operations trans-
late to increased computations and energy consumption, resulting in barriers for deploy-
ment across the board.

Federated learning and encryption seem promising but require optimization to scale
well.

Guaranteeing the transparency and explainability of the model is a necessary condi-
tion for trust-building, and it is both a technical and ethical challenge.
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Privacy needs to be seen as a human right with privacy-respecting models. Reducing
bias and promoting fairness in Al systems are vital to prevent harmful discriminatory
behavior. Laws such as GDPR and CCPA provide the basis for data protection but require
alignment across geographies for global adherence. Well-established sector-wide norms
in transparency, data minimization, and responsibility are needed to make sure Al is used
ethically.

The next frontier in privacy-preserving Al is zero-knowledge proofs and quantum-
safe encryption. Also, having a class of methods called explainable AI (XAI) can serve as
a bridge between complex models and users, providing a better explanation of how mod-
els generate content based on user data by requiring documentation, reports, and moni-
toring to hold organizations accountable.

Ensuring a stable trade-off between privacy, performance, and energy will be key for
the sustainability of privacy-preserving Al systems in the long run.

GPT models must be integrated with state-of-the-art privacy-preserving techniques,
ethical Al principles, and strong governance frameworks in order to be used in a safe and
responsible manner. In a rapidly changing technology landscape, it will be important to
address challenges such as the scalability of Al, how it can be held accountable, and how
we can make it transparent, in order to ensure that Al benefits humanity while also re-
specting human rights. Further development and cooperation between technologists, eth-
icists, and policymakers are prerequisites to attain these goals.

This study has several limitations that should be acknowledged. First, the analysis
was restricted to Q1-Q2 journal articles indexed in the Web of Science, which ensured the
inclusion of high-quality and influential research but may have introduced selection bias
by excluding relevant contributions from Q3-Q4 journals, regionally focused publica-
tions, or emerging studies with lower citation visibility. Although the Q1-Q2 filter was
applied at the full-text assessment stage to support a more comprehensive evaluation of
content quality and relevance, this decision may have introduced minor inconsistencies
during the selection process.

In addition, Early Access publications were excluded to maintain dataset consistency
and reproducibility, as such articles often lack finalized bibliographic metadata (e.g., vol-
ume, issue, and pagination) and exhibit unstable citation metrics across indexing data-
bases. However, this exclusion may have resulted in the omission of recent and potentially
innovative research, which is frequently disseminated in Early Access form prior to for-
mal publication. This trade-off between data stability and timeliness represents an inher-
ent limitation of the review.

Second, the reliance on secondary data limits the ability to assess the real-time ap-
plicability and operational risks of Al systems across diverse institutional and technical
contexts. While the findings are most relevant to settings with established Al infrastruc-
tures, their broader generalizability remains uncertain. Future research could address
these limitations by incorporating multiple journal tiers, a wider range of educational and
organizational contexts, real-world case studies, and Early Access publications, as well as
by triangulating quality assessment using complementary impact and relevance metrics
to better balance rigor, timeliness, and external validity.
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