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Abstract

Online reputation systems display aggregated ratings derived from numerical scores and
textual reviews of real consumer experiences. These ratings serve as operational estimates
of a product or service’s value and are used by consumers and organizations as a direct
reference for decision-making. However, when suspicious review patterns emerge, such
as repetition, extreme ratings, temporal concentration, or low diversity, the perceived
value is systematically altered, and the aggregated score no longer reflects the practical
evaluation used by users. This perceptual dimension of reputational value has not been
modeled in conventional reputation indices. This paper proposes a soft-computing-based
reputation adjustment model that quantifies this perceptual change. The model does not
replace or reorder the original reputation index (ORI); instead, it introduces a continuous
correction layer operating on the displayed rating, modeling the mapping between the
aggregated score and the value internalized by users through entropy-weighted indicators
of informational disorder. Experimental validation was conducted on 60 participants’
product evaluations across eight products. Results show that the conventional rating
exhibits a systematic upward bias relative to perceived trust (mean absolute error = 1.27),
whereas the adjusted index significantly reduces this bias (mean absolute error = 0.12;
paired t-test, p < 0.001). The proposed model corrects perceptual overestimation while
preserving the original reputation signal, improving alignment between displayed ratings
and effective user trust.

Keywords: online reputation indices; reputation adjustment; trust perception; perceptual
bias; entropy-based adjustment; informational disorder

1. Introduction
Reviews play a fundamental role in consumer decision-making, significantly influ-

encing purchasing behavior in digital environments [1–3]. According to various studies,
nearly 95% of users consult online reviews before making a purchase, making them a
crucial source of information for informed decisions [4–6]. These reviews are perceived
as authentic accounts of quality, reliability, and the overall product or service experience
because they are based on other consumers’ personal experiences. As a result, reviews have
become a central driver of consumer trust, often exerting more influence than traditional
advertising [7,8]. Online Reputation Indices (ORI/ORS) are typically constructed by aggre-
gating numerical ratings and textual reviews into a single score, thereby summarizing the
collective evaluation of real consumers.
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Systematic monitoring of online ratings and opinions enables companies to adjust their
products and services in response to market feedback, thereby refining their offerings and
improving performance. It also strengthens customer relationships and fosters continuous
improvement processes grounded in the key reputational dimension of trust. The so-called
ORI/ORS synthesizes dispersed consumer input by aggregating ratings and reviews into
an overall score [1,2,9–11].

However, this trust can be undermined when consumers perceive unusual patterns
in reviews that, from their perspective, suggest artificial manipulation of a product’s
evaluation [12]. Although such distrust is not always explicitly expressed, it influences
how subsequent users assess product reliability. In these cases, the conventional reputation
index aggregates values that do not align with actual consumer perception. This gap
between the displayed reputation score and the user’s subjective judgment underscores
the need for mechanisms that can capture how suspicious signals impact trust in digital
contexts [13–15].

Traditional approaches to review management have primarily focused on detecting
and filtering fraudulent or manipulated content. Yet this strategy does not apply to reviews
linked to verified purchases, even when they display atypical patterns. Because there
is no objective justification for their removal, the issue is not their transactional validity.
Instead, the challenge lies in how their patterns shape perceptions of trustworthiness in
the reputational environment. This study precisely addresses this tension: distrust does not
always stem from false content but from how consumers interpret what others say, particularly
when they detect suspicious regularities that appear artificial or coordinated [1,3,6,16–20].

To avoid conceptual ambiguity, it is helpful to distinguish three related phenomena:

• Bias: systematic deviations that make aggregated ratings unrepresentative of the
underlying reality (e.g., only delighted customers write reviews).

• Distortion: alterations of the reputation signal caused by coordinated or artificial
mechanisms (e.g., review bombing or mass incentivized reviews).

• Informational disorder: as used in this study, a perceptual disruption that emerges
when consumers detect atypical patterns in reviews. These patterns may not be fraud-
ulent and may even originate from verified purchases, but they still raise suspicion
and erode trust.

This paper proposes a model of reputational adjustment that incorporates consumers’
perception of distrust toward such behavioral patterns. Unlike approaches that focus
exclusively on content veracity, this proposal acknowledges signals that trigger suspicion,
such as repetition, extreme ratings, or a lack of diversity. The objective is not to modify the
original reputation signal, but to correct the systematic perceptual misalignment introduced
by these patterns.

This logic is formalized in a computational index, QVP_ORI, designed to complement
traditional aggregated metrics. The index serves as an additional perceptual adjustment
layer applied on top of existing reputation mechanisms. Based on entropic analysis,
untrustworthy patterns are interpreted as informational disorder, which is quantified
into a correction factor that modifies the aggregated score without replacing the original
mechanism. To our knowledge, no existing reputation models incorporate this type of
perceptual adjustment grounded in consumers’ contextual interpretation of review patterns.

By explicitly incorporating consumer perception of others’ opinions, QVP_ORI intro-
duces a contextual and relational dimension that enables a more accurate representation
of reputational value. Instead of assuming that all verified reviews carry equal weight,
the model adjusts their impact according to how readers interpret them. As a result, the
adjusted index reduces the discrepancy between the displayed reputation score and the
value effectively internalized by users.

https://doi.org/10.3390/app16041948

https://doi.org/10.3390/app16041948


Appl. Sci. 2026, 16, 1948 3 of 24

The model was empirically validated through a controlled experiment with 60 partici-
pants who evaluated real products accompanied by reviews exhibiting different perceptual
configurations. Results showed that the conventional reputation index systematically
overestimated perceived trust, whereas the adjusted QVP_ORI significantly reduced this
error. Paired t-tests confirmed statistically significant reductions in the discrepancy between
reputation scores and perceived trust, demonstrating the model’s ability to capture latent
dimensions of reputational judgment that traditional aggregation methods fail to represent.

The remainder of this paper is structured as follows: Section 2 reviews related work
and introduces entropy as the conceptual foundation of the proposed model. Section 3
describes the QVP_ORI index and the behavioral patterns identified in digital ecosys-
tems. Section 4 illustrates the model’s application to real-world Amazon product data.
Section 5 presents the experimental validation, and Section 6 concludes with a discussion
and implications.

2. Literature Review and Theoretical Foundations
2.1. Online Reputation and Rating Indices

Online Reputation Indices (ORI/ORS) have become essential tools for synthesizing
collective consumer opinions and supporting informed purchasing decisions. These indices
are typically constructed through aggregation processes that combine numerical ratings
and textual reviews into a single score, summarizing the perceived reputation of a product
or service [1,21–24].

Consumer trust in these indices largely depends on the perceived authenticity and
credibility of the reviews they incorporate. However, several studies have shown that ORIs
are particularly vulnerable to manipulation, whether through fabricated reviews or more
subtle forms of strategic bias, which can distort the underlying reputation signal or affect
how users interpret it [13–15].

While ORIs provide a simplified, aggregated view that facilitates decision-making,
they do not account for the perceptual effects of suspicious review patterns, which can
undermine user trust in the index. In such cases, the aggregation mechanism itself remains
unchanged, but the displayed reputation score becomes misaligned with the value users
effectively perceive. Addressing this gap is the central focus of the model proposed in this study.

2.2. Review Bias, Inauthenticity, and Their Perceptual Impact

In response to growing concerns about review manipulation, numerous approaches
have been developed to detect and remove inauthentic or artificial reviews. These methods,
based on data mining, machine learning, or linguistic analysis, aim to identify fraudulent
content before it can influence reputation indices [16,17,22,25–28].

However, this strategy has significant limitations. Reviews linked to verified purchases,
although seemingly legitimate, may still be influenced by external incentives and are often
challenging to flag with automated tools. Moreover, removing reviews, whether fake
or legitimate, does not address the perceptual effect that certain suspicious patterns can
have on users’ interpretation of reputation scores, even when the underlying reviews are
factually valid.

These challenges highlight the need for complementary approaches that go beyond
fake-review detection and explicitly incorporate consumers’ perceptual distrust of sus-
picious patterns. The model proposed in this study addresses this gap by introducing a
mechanism that adjusts reputation indices based on the perceptual misalignment these
patterns generate, rather than attempting to classify or remove reviews.

For clarity, the key terms used in this study are defined as follows:
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• Fake reviews: Reviews intentionally fabricated by actors with no genuine consumption
experience, often created to inflate or deflate a product’s reputation artificially. These
reviews are typically detectable through linguistic or behavioral anomalies.

• Strategic bias: Systematic but less overt manipulation of review content or ratings,
often by real consumers acting under external incentives (e.g., discounts, campaigns,
competitor sabotage). Unlike fake reviews, these are more difficult to detect because
they originate from genuine purchase transactions.

• Suspicious patterns: Observable irregularities in the distribution or content of reviews
(e.g., bursts of activity, extreme polarization, repetitive expressions, geographic clus-
tering). These patterns may emerge from either authentic or manipulated reviews,
and their main effect is perceptual: consumers interpret them as signals of potential
manipulation, regardless of factual validity.

• Verified purchases: Reviews linked to confirmed transactions on a platform. Although
they guarantee transactional validity, they do not guarantee independence of judgment;
such reviews can still exhibit suspicious patterns or reflect external incentives.

2.3. Entropy as a Measure of Perceptual Disorder

The concept of entropy, introduced by Shannon in information theory, measures the
degree of uncertainty or disorder within a probabilistic system. Entropy quantifies the
amount of information required to describe a random variable: the higher the entropy,
the greater the uncertainty and the more information is needed; conversely, the lower the
entropy, the greater the predictability and the lower the uncertainty [18,29,30].

This concept is particularly relevant for modeling phenomena in which perceptions
of trust are influenced by the structure and variability of the information received. In the
present context, a product’s reputation score reflects the collective evaluation of previous
users’ experiences. However, the emergence of suspicious patterns in reviews can foster
distrust among readers, thereby diminishing the index’s informative value.

Entropy provides a suitable framework for quantifying this effect. Distributions
derived from organic reviews typically exhibit high natural entropy, reflecting dispersed
and unpredictable rating behavior. This intrinsic informational uncertainty stands in sharp
contrast to the artificial low-entropy configurations typical of manipulated feedback.

This phenomenon parallels the information-theoretic distinction between a fair and
a loaded die. A fair die yields a stochastic distribution characterized by high entropy,
reflecting the intrinsic uncertainty of independent outcomes. In contrast, a loaded die
generates a predictable, skewed distribution (low entropy), indicative of external bias.
Similarly, in the context of online reviews, authentic feedback is governed by the natural
entropy of diverse consumer experiences, whereas inauthentic behaviors often impose an
artificial regularity (reduced entropy). This deviation from natural stochasticity contributes
to perceptual distrust and erodes confidence in the reputation score.

The model proposed in this study builds on this logic, enabling the quantification
of disorder induced by previously identified distrust patterns within the consumer’s
perceptual space and adjusting the final product or service rating accordingly. Entropy
thus serves as a quantitative tool for measuring such disorder and determining the degree
of correction that should be applied to the reputation index.

It is crucial to recognize that the relationship between entropy and trustworthiness
is not uniform across all reputational metrics. While high entropy (dispersion) often val-
idates the organic heterogeneity of consumer preferences, other valid reputation signals
are characterized by low entropy resulting from genuine consensus rather than manipu-
lation. For objective attributes such as delivery speed or technical specifications, a lack
of variation (low entropy) suggests high consensus around a “ground truth” rather than
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manipulation. Consequently, a robust trust model must distinguish between the artificial
order of coordinated attacks and the reliable consensus of genuine agreement, as treating
all low-entropy patterns as suspicious would penalize legitimate high-quality products
that generate consistent user satisfaction.

This approach allows ratings to reflect consumer perceptions of trust dynamically and can
be extended to diverse online reputation systems. In doing so, it complements existing metrics
and provides a more robust perspective against the perceptual manipulation of reviews.

3. Model Formalization: The QVP_ORI Index as a Dynamic
Valuation Tool

This section presents the computational formalization of the proposed model through
the construction of the QVP_ORI index (Quantified Valuation of Perception–Opinion Rela-
tional Index). The index is designed as a dynamic mechanism for perceptual reputational
adjustment, quantifying the impact of distrust-inducing patterns that consumers identify
in online reviews.

Rather than replacing traditional aggregation mechanisms, the model functions as a
corrective layer applied on top of existing reputation indices. Its purpose is to recalibrate
these indices by incorporating the interpretive context through which users process infor-
mation, so that the resulting score more accurately reflects the perceived trustworthiness of
a product or service.

Section 3.1 introduces the consumer distrust patterns inductively identified from
large-scale analysis of reviews and user-generated expressions across digital purchasing
ecosystems. These patterns capture the factors that influence decision making, particularly
the decision not to purchase, and are modeled as semantic dimensions that reflect diver-
gences in how products or services are interpreted. Section 3.2 presents the mathematical
formulation of the QVP_ORI index, incorporating an entropy-based weighting system that
assigns relative importance to each pattern according to its perceptual impact.

3.1. Patterns of Consumer Distrust

This section describes the procedure followed to identify the consumer distrust pat-
terns that constitute the perceptual core and the foundation of the adjustment mechanism
within the QVP_ORI model. The objective of the analysis was not to assess review authen-
ticity or to discover latent topics, but to inductively identify signals associated with explicit
non-purchase decisions or the emergence of distrust during the product evaluation process.

To this end, a large-scale corpus composed of approximately two hundred million
user-generated conversations and reviews collected between 2015 and 2021 was analyzed.
The data were drawn from different digital purchasing ecosystems, including e-commerce
platforms and online discussion environments related to consumer decision-making.

In the first phase, textual fragments in which users explicitly expressed rejection,
hesitation, or abandonment of the purchase process were identified. This identification was
performed using natural language processing techniques aimed at detecting discursive
intent associated with non-purchase decisions. Lexico-semantic approaches were combined
with weakly supervised contextual language representation models based on transformer
architectures, which were used as support mechanisms to capture semantic equivalence
among functionally similar expressions of rejection or distrust [10,31].

In the second phase, the analysis focused on the content of these fragments in order to
identify the motives associated with the non-purchase decision. At this stage, NLP was
used in an exploratory and interpretative manner to detect recurring regularities in how
consumers express distrust. These regularities include, among other aspects, systematic
repetition of arguments, the use of extreme evaluative language, temporal concentration of
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semantically similar messages, and inconsistencies in the evaluation of product attributes.
This approach is suitable for extracting consumer decision criteria and motives from
unsolicited information in complex digital ecosystems [22,23].

During the exploratory phase, additional candidate patterns were identified; however,
they were discarded when they proved redundant, lacked temporal stability, or did not
recur consistently across contexts, in order to retain a coherent and interpretable set of
signals relevant for reputational adjustment.

Based on these regularities, a reduced set of recurrent perceptual patterns was in-
ductively extracted. The consolidation of the final set was guided by functional criteria
of cross-contextual recurrence, temporal stability, and non-redundancy, with the aim of
obtaining a saturated and interpretable set of signals relevant for reputational adjustment.
The resulting patterns are subsequently organized into semantic dimensions, which are
described in the following subsections together with their operationalization within the
QVP_ORI index.

A complete list of symbols and abbreviations used throughout this section is provided
in Appendix A. Notation follows the unified convention detailed therein, distinguishing
theoretical indices (uppercase) from empirical variables (lowercase).

3.1.1. Polarity Patterns

Polarity patterns in natural language processing capture the emotional tone of reviews
by measuring the degree of positivity or negativity expressed in textual content. These
patterns reflect how consumers interpret the distribution of opinions and directly influence
their decision to purchase or not purchase a product or service.

Polarity functions as a perceptual signal that modulates trust. When the polarity
distribution across reviews is extreme, i.e., when a substantial number of highly positive
and highly negative reviews coexist, consumers often perceive ambiguity and a lack of
consensus. This divergence generates uncertainty and reduces trust in both the reviews
and the reputation index. Within the QVP_ORI framework, polarity is therefore interpreted
as a relational perceptual signal rather than a direct measure of sentiment.

This phenomenon is especially relevant for the QVP_ORI model, since detecting
extreme polarity patterns helps identify cases where the reputation score may fail to
represent consumers’ perceived trust. A typical example arises when reviews for a product
or service are sharply divided, creating uncertainty that complicates purchase decisions
(see Figure 1).

Figure 1. Extreme polarity in the evaluation of products/services.
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Three polarity indices have been defined to model this behavior, enabling the quan-
tification of different aspects of polarity distribution in user reviews. Table 1 presents the
index, its definitions, and the corresponding formulas.

Table 1. Polarity Indexes.

Index Definition Mathematical Expressions

Index of Review Polarity
Relative to Their Own

Mean (IPM)

Measures how polarized the
reviews are with respect to their

own average polarity value.
0 ≤ IPM =

(
1 −

(
min

(
1;

σ

σM

)))
≤ 1

Index of Review Polarity
Relative to Sentiment

Intensity (IPS)

Measures the polarization of
reviews based on a reference

sentiment intensity value.
0 ≤ IPS = min

(
1;
∣∣∣∣(∑[p1, p2, . . . , pn]− C ∗ N

N

)∣∣∣∣) ≤ 1

Index of Review Polarity
Relative to Global Mean (IPG)

Measures the polarity of individual
reviews with respect to the overall
average polarity across all reviews.

mi0 ≤ IPG = (min(1; x)) ≤ 1

where

• σ: standard deviation of product review polarities.
• σM: mean standard deviation over the same product.
• pi: individual review polarity, pi ∈ [−1, 1].
• N: total number of reviews.
• C: neutral sentiment threshold.
• Min (1, ·): normalization function ensuring values remain within [0, 1].

3.1.2. Temporal Cardinality Patterns

Temporal cardinality patterns analyze how the timing and concentration of reviews
influence consumer perceptions of trust or distrust toward a product or service. These
patterns capture cases where reviews are unevenly distributed over time and exhibit sudden
surges of activity, which consumers often interpret as atypical or artificially induced.

From a perceptual standpoint, a consistent and organically distributed flow of reviews
tends to convey authenticity and reinforce trust. By contrast, when many reviews appear
in a short time window, consumers may suspect manipulation or coordinated promotion
campaigns. This perception undermines confidence in the reviews and reduces trust in
the associated reputation index. A representative case is illustrated in Figure 2, where a
sharp spike in review activity within a narrow interval creates uncertainty and weakens
purchase intention.

Figure 2. Temporal cardinality in product and service reviews.

To quantify this behavior, three indices have been defined, each measuring different
aspects of the temporal distribution of reviews (Table 2):
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Table 2. Temporal cardinality indices.

Index Definition Mathematical Expressions

Index of Temporal Cardinality
Aggregation (TCAI)

Measures the presence of peaks or high
concentrations of reviews at specific points

in time.
0 ≤ TCAI =

1
n ∗ k

n
∑

i=1

n
∑

j=1
ci

j ≤ 1

Index of Temporal Deviation
Aggregation (TDAI)

Measures the prominence of peaks in the
temporal distribution and their deviation

from the overall distribution.
0 ≤ TDAI = SIA ∗ α + SID ∗ β ≤ 1

Index of Mean Dispersion (MDI)
Measures the average difference between

identified peaks and their adjacent
intervals, quantifying temporal irregularity.

0 ≤ MDI =
∣∣∣∣(1 − prom

(
px − hx+1

rs

))∣∣∣∣ ≤ 1

where

• n: total number of time intervals (e.g., months or weeks).
• k: number of detected peaks.
• ci

j: count or presence of reviews in interval i associated with peak j (1 if active, 0 otherwise).

• SIA: score of clustering intensity (peak height).
• SID: score of temporal irregularity (distribution deviation).
• α: weight of intensity (e.g., 0.5).
• β: weight of intensity (e.g., 0.5).
• px: number of reviews in peak x.
• hx+1: number of reviews in the following time interval.
• rs: smoothing range (maximum expected or normalized number of reviews).
• mean(·): mean of differences between peaks and their adjacent intervals.

These indices are incorporated into the QVP_ORI through the entropy-based weight-
ing system, ensuring that unusual temporal dynamics and their perceptual impact on
consumer trust are adequately reflected in the adjusted reputational valuation.

3.1.3. Expression Patterns

Expression patterns analyze how contradictory or inconsistent statements within
reviews affect consumer trust in a product or service. These patterns highlight cases in
which users provide divergent or conflicting evaluations of the same product attributes,
creating confusion and uncertainty in decision-making.

From the consumer’s perspective, information is perceived as unreliable when reviews
contain inconsistent assessments, for example, praising and criticizing the same feature
simultaneously. Such inconsistencies weaken confidence not only in the product but
also in the associated reputation index. Figure 3 illustrates this situation: different users
evaluate the brightness of a paint differently; some highlight it as a strength, while others
describe it as insufficient or defective. These contradictions foster distrust and complicate
purchasing decisions.

Figure 3. Contradictory expressions in product reviews.

To capture these effects, three indices have been defined to quantify different aspects
of expression in user reviews (Table 3):
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Table 3. Expression-based indices.

Index Definition Mathematical Expressions

Index of Contradictory
Review (CRI)

Measures the degree of contradiction within reviews
through the presence of antonyms or opposing terms in the
same comment. It focuses on product or service attributes

rather than on the overall sentiment.

0 ≤ CRI =
(

1 −
(

NCC
N

))
≤ 1

Index of Opinion
Similarity (OSI)

Measures the degree of similarity among reviews in terms
of the vocabulary used to describe the product. Low

similarity may indicate a lack of consensus or the presence
of inconsistent opinions.

0 ≤ OSI =
(

1 −
(

NCS
N

))
≤ 1

Index Expression Length (ELI)
Measures the average length of reviews in terms of

character count, as an indirect indicator of the informational
depth of the comment.

0 ≤ ELI =
(

NCLM
N

)
≤ 1

where

• NCC: number of reviews containing internal contradictions (e.g., antonyms or conflict-
ing phrases).

• NCS: number of reviews with significant semantic or lexical divergence (non-similar
reviews).

• NCL: total number of characters across all reviews.
• N: total number of reviews analyzed.
• avg(·): average function used to compute mean review length.

These indices are incorporated into the QVP_ORI through an entropy-based weighting
system, ensuring the perceptual impact of contradictory or inconsistent expressions is
accurately represented in the adjusted reputational valuation.

3.1.4. Geolocation Patterns

Geolocation patterns examine how the geographic origin and diversity of reviews
influence consumer trust or distrust. Consumers implicitly form expectations about the
geographic distribution of reviews based on the perceived market scope of a product or
service. When reviews predominantly originate from a single country or region and this
concentration does not align with the expected market context, the evaluation may be
perceived as artificial or coordinated, increasing distrust and reducing purchase intention.

Conversely, a geographically diverse distribution of reviews that aligns with the prod-
uct or service’s natural market profile tends to reinforce perceptions of authenticity and
representativeness. In this sense, geographic diversity serves as a perceptual signal of relia-
bility, whereas excessive geographic concentration signals potential bias or manipulation.

Importantly, this pattern does not aim to compare countries or regions, but to cap-
ture perceptual anomalies arising from mismatches between the observed geographic
distribution of reviews and the expected market context of the product or service.

To operationalize this phenomenon, the Country Dominance Index (CDI) is defined
(Table 4). The CDI quantifies the degree to which reviews originate disproportionately from
one or a few countries relative to the total review set, providing an interpretable indicator
of potential geographic bias in online evaluations.

Table 4. Geolocation Index.

Index Definition Mathematical Expressions

Index of Country
Dominance (CDI)

Measures the degree of concentration of reviews from one
or a few countries relative to the total set, as an indicator of

potential geographic bias.
0 ≤ CDI =

CDP
CPE

≤ 1
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where

• CDP: number of reviews from the country with dominant participation.
• CPE: total number of reviews with identified country information.

The CDI is incorporated within the QVP_ORI through the entropy-based weighting
system, ensuring that the perceptual impact of geographic dominance, conversely or
diversity, is adequately represented in the final adjusted reputational valuation.

3.1.5. Interpretation of Entropy in the Patterns

Using entropy to calculate the weights of patterns within the QVP_ORI index enables
quantifying the level of disorder or dispersion in the observed values for each pattern over
time. However, the interpretation of entropy is not uniform across all patterns; it depends
on the nature of the phenomenon being modeled and on how consumers perceive disorder
or lack of diversity in each case.

In some patterns, higher entropy (greater dispersion) is associated with stronger
distrust. For example, in polarity patterns, a wide dispersion of opinions, such as the simul-
taneous presence of highly positive and highly negative reviews, creates ambiguity and
reduces trust. In such cases, the pattern’s weight is calculated directly from its entropy (Ei).

In contrast, other patterns are characterized by low entropy (lack of diversity) as the
primary signal of distrust. For instance, when reviews are concentrated in only a few
countries, consumers may interpret this as a sign of manipulation in geolocation patterns.
In these cases, the weight is calculated as (1 − Ei), reflecting that reduced diversity amplifies
the perceptual impact of the pattern.

Similarly, in temporal cardinality patterns, high entropy reflects irregular surges of
reviews within short intervals, which consumers may perceive as artificially induced
campaigns. For this reason, the weight is again calculated directly from Ei. The same
applies to expression patterns: high entropy indicates contradictions and inconsistencies
across user comments, which diminish trust, so Ei is used.

This logic ensures that the weighting of patterns is coherently aligned with their
perceptual impact on trust. Patterns in which dispersion increases distrust are weighted
directly with Ei, while patterns in which concentration increases distrust are weighted with
(1 − Ei). Table 5 summarizes the interpretation adopted for each pattern based on the type
of situation that triggers consumer distrust.

Table 5. Interpretation adopted for each pattern in this work.

Pattern Situation that Generates Distrust Weight Calculation Method

Polarity High entropy (intense polarization of opinions) Ei

Temporal Cardinality High entropy (irregular spikes in review activity over time) Ei

Expressions High entropy (presence of contradictory or inconsistent
expressions) Ei

Geolocation Low entropy (concentration of reviews from a small
number of countries) 1 − Ei

By aligning entropy calculation with the perceptual dynamics of distrust, the model
ensures that QVP_ORI more faithfully reflects the psychological and cognitive mechanisms
underlying consumer decisions in the presence of suspicious signals.

The set of distrust patterns considered in this study is not intended to be exhaustive,
but rather representative of the most recurrent and structurally salient signals through
which users articulate distrust in real review environments. These patterns were induc-
tively identified from large-scale analysis of user-generated content, where consumers
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explicitly justify hesitation, distrust, or purchase abandonment. The selected patterns
capture complementary dimensions of perceptual distortion (temporal, semantic, behav-
ioral, and contextual) and were retained based on their recurrence, interpretability, and
non-redundancy. Together, they form a sufficient baseline set to model perceptual distrust
effects, while preserving the modularity of the framework and allowing future extensions
with additional patterns if required by specific domains or platforms.

3.2. Emotional Online Valuation Index: QVP_ORI

The QVP_ORI index is the core of the proposed model, as it enables dynamic adjust-
ment of product or service ratings based on the distrust consumers develop when they
detect suspicious patterns in reviews. This section outlines the index’s structure and the
process by which it is calculated, including its formal definition and the method used to
weight the different patterns.

The presentation is organized as follows: First, the general formula of the index is
introduced, together with an explanation of its components and their interpretation. Next,
the method for calculating the weights associated with each pattern is described, based on
entropy analysis that enables the model to adapt to consumers’ perceptual dynamics.

3.2.1. Definition of the QVP_ORI Index

The QVP_ORI (Quantified Valuation of Perception–Opinion Relational Index) repre-
sents the perceptual adjustment factor that reflects the degree to which distrust patterns
identified in online reviews affect consumer confidence in a product or service. Rather
than serving as a final reputation score, QVP_ORI operates as an additional perceptual
adjustment layer applied to the original platform rating.

The adjusted rating is obtained by applying QVP_ORI as a correction factor over the
baseline reputation index. This formulation ensures that the final score reflects both the ag-
gregated evaluations and the perceptual influence of suspicious patterns on consumer trust.

Importantly, because the proposed adjustment operates as a monotonic, multiplica-
tive factor applied independently to each aggregated score, it is invariant to the choice
of aggregation method and does not introduce rank reversal effects. As a result, the or-
dinal structure induced by the original aggregation mechanism is preserved, regardless
of whether the baseline rating is computed using an arithmetic mean, majority-based
operators, or alternative aggregation schemes [28,32,33].

From a perceptual perspective, entropy provides a suitable formalization of distrust-
related uncertainty. When the distribution of evaluative signals is highly concentrated,
user interpretation tends to be more stable and predictable. In contrast, high entropy
reflects dispersion, inconsistency, or conflicting signals in user-generated content, increasing
cognitive uncertainty during evaluation and often leading to reduced trust. In this sense,
entropy does not measure distrust directly but instead captures the structural conditions
under which distrust is more likely to emerge in consumer perceptions.

Yearly aggregation was adopted as a conservative temporal resolution to capture
persistent structural signals in consumer perception rather than short-term fluctuations or
transient bursts.

Formally, QVP_ORI is defined as a weighted combination of the normalized values
of the identified patterns, where each weight is determined through entropy analysis to
capture its perceptual relevance:

QVPORI =
n

∑
i=1

wi·Ii (1)

where
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Ii: normalized value [0, 1] of distrust pattern i (empirical sub-index extracted from
review data).

wi: normalized weight of pattern i, obtained through entropy analysis.
n: total number of patterns considered (in this study, n = 10).
To ensure comparability across patterns and maintain stability in the model, the

weights are normalized so that:
n

∑
i=1

wi = 1 (2)

Finally, the QVP_ORI value can be rescaled to a 0–10 range for interpretability, aligning
with standard online reputation systems.

QVPORI = 10·
(

n

∑
i=1

wi·Ii

)
(3)

Interpretation

A QVP_ORI score of close to 10 indicates that distrust patterns have minimal impact,
suggesting strong consumer confidence in the reviews. A QVP_ORI close to 0 means the
strong presence of distrust signals, leading to greater uncertainty and reduced trust.

Thus, the index functions as a bridge between numerical aggregation and percep-
tual evaluation, integrating how consumers interpret reputational information beyond
raw scores.

Final Adjusted Rating

When QVP_ORI is used as an adjustment factor, it is first normalized to the [0, 1]
interval as q = QVP_ORI

10 .
The final product or service reputation score (Adjusted Rating) is obtained by applying

the QVP_ORI value as a modulation factor over the original platform rating.

Radj = Rori·[(1 − α) + α·q] (4)

where

• Radj: adjusted reputation rating.
• Rori: original platform rating.
• q ∈ [0, 1] is the normalized QVP_ORI value, and
• α ∈ [0, 1]: sensitivity coefficient controlling the strength of the adjustment.

This multiplicative formulation ensures that the correction is proportional to the de-
tected level of distrust, preserving the original aggregation mechanism while incorporating
perceptual modulation. When q is close to 1, the original rating remains nearly unchanged;
when q is low due to strong distrust patterns, the rating is proportionally penalized. By
construction, the adjustment function is monotonic with respect to the original reputation
rating, ensuring stability and preservation of the ordinal structure of the original index.

Adjustment Coefficient (α)

The parameter α is conceived as a policy-level sensitivity setting rather than a fitted or
learned parameter, allowing platforms to adjust the strength of the perceptual adjustment
according to their risk tolerance and application context.

Lower values of α (close to 0) produce mild corrections, prioritizing rating stability.
Higher values of α (close to 1) generate stronger corrections, penalizing the rating in
proportion to distrust signals.
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By construction, this adjustment function preserves the monotonic relationship be-
tween the original rating and the adjusted rating for fixed values of QVP_ORI, ensuring
ordinal stability.

Recommended ranges include high-trust or high-stakes domains (e.g., healthcare,
finance, security), where α = 0.7–1.0, and low-risk consumer markets, where α = 0.2–0.4 to
avoid excessive fluctuations.

Sensitivity Analysis of the Adjustment Coefficient

To assess the robustness of the proposed formulation, a sensitivity analysis was
conducted by varying the adjustment coefficient α within its admissible range [0, 1]. The
analysis focused on evaluating the behavior of the adjusted rating under different α values
while keeping the underlying perceptual structure (QVP_ORI) fixed.

Results show that the adjustment function behaves smoothly across the entire range
of α, with no discontinuities or abrupt changes in the adjusted rating. For moderate
variations in α, relative product rankings remain stable, and the adjustment acts as a
gradual modulation rather than a disruptive correction. This behavior confirms that the
model does not rely on a finely tuned α value to produce meaningful results.

Importantly, the monotonic relationship between the original rating and the adjusted
rating is preserved for all α values, ensuring ordinal stability. Consequently, α serves as a
policy-level parameter that allows decision-makers to control the strength of perceptual
correction without altering the model’s structural properties.

3.2.2. Weighting Method Based on Entropy

This model uses entropy to dynamically calculate the weights for each distrust pattern,
thereby determining their relative importance in the QVP_ORI index. Entropy quantifies
the degree of disorder or unpredictability in the distribution of values observed for each
pattern over time.

In this context, entropy captures the level of informational disorder that users in-
tuitively associate with authenticity or manipulation, depending on the type of pattern.
Some patterns generate more consumer distrust when their values are highly dispersed
(e.g., polarity, temporal cardinality), while others appear suspicious when they show low
diversity (e.g., geographic dominance). This interpretation is detailed in Section 3.1.5.

In this framework, the weight assigned to each pattern is proportional not to its
frequency of occurrence but to the informational strength it exhibits within the system.
In other words, patterns that generate higher levels of entropy, interpreted as greater
variability or disorder in the data, or lower entropy when concentration itself signals
distrust, acquire greater relative weight. Consequently, the weighting process reflects the
perceptual force of each pattern rather than its numerical prevalence.

The entropy for each pattern i is calculated from the normalized distribution of its
subindex values, using the formula:

Ei = −k
m

∑
j=1

pijln
(

pij
)

(5)

where

• Ei: entropy value for pattern i.
• pij: proportion of values falling into category j.
• k = 1

ln(m)
: Normalization constant to ensure Ei ∈ [0, 1].

• m is the number of categories (e.g., years, months, or other time intervals) over which
the pattern values are distributed.
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The interpretation of Ei or 1 − Ei depends on the specific distrust pattern, as previ-
ously defined in Section 3.1.5. This ensures that the entropy metric accurately reflects the
perceptual impact of each pattern on consumer trust.

Note that intermediate entropy values may appear as negative due to the natural loga-
rithm term. To maintain consistency with information-theoretic conventions, the absolute
value is taken and normalized to the range [0, 1], so that higher entropy corresponds to
greater disorder and lower predictability. This normalization step guarantees comparability
across patterns and prevents sign ambiguity in subsequent weighting calculations.

Once the entropy values are obtained, they must be transformed into weights for use
in the QVP_ORI index. To ensure that the result forms a convex combination, the weights
are normalized so that their sum equals 1:

wi =

∼
wi

∑n
j=1

∼
wj

where
∼
wiϵ{Ei, 1 − Ei} (6)

This normalization ensures that each pattern contributes to the final index in pro-
portion to its perceptual relevance and that the QVP_ORI value remains within the ex-
pected range.

Using an entropy-based weighting scheme, the model gains flexibility and adaptability:
patterns with greater potential to affect consumer trust perception receive higher weights,
while those with less perceptual impact receive lower weights. This dynamic approach
also supports future extensions, enabling the inclusion of new patterns without altering the
model’s core structure.

It is worth noting that, in the analyzed dataset, the entropy-based normalized weights
obtained for the different distrust patterns are relatively similar. This outcome reflects
the fact that, in the analyzed dataset, the considered patterns exhibit comparable levels of
informational contribution. From a methodological perspective, this behavior is expected:
entropy-based weighting does not aim to artificially amplify differences, but to down-
weight patterns that are redundant or weakly informative. When patterns provide similar
informational content, the method naturally converges toward quasi-uniform weights.

Compared with equal weighting, the entropy-based approach remains advantageous
because it evaluates pattern relevance empirically rather than assuming it a priori. In
scenarios where certain patterns are more informative or structurally dominant, the same
procedure would yield differentiated weights, allowing the model to adapt to the underly-
ing data distribution.

4. Application Example
This section illustrates how the QVP_ORI model is operationalized on real-world data,

demonstrating its capacity to capture perceptual distrust patterns and adjust reputation
scores accordingly.

To evaluate the practical usefulness of the QVP_ORI index, an empirical study was
conducted using a set of reviews corresponding to four selected products from the Amazon
e-commerce platform. The analyzed corpus comprised 6983 verified purchase reviews
recorded between January 2018 and December 2022.

The objective of this analysis is to determine the impact of the occurrence of the
previously defined patterns, associated with signals of distrust, on the final product rating.
To this end, the ten patterns were applied as analytical criteria to the dataset to quantify
how their presence alters consumers’ aggregated perception. Table 6 presents selected
examples of the reviews considered for one of the products under analysis. Subsequently,
the products and their associated reviews were anonymized, as the purpose of this study
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is not to evaluate specific products. Table 7 reports the total number of reviews for each
product analyzed during the study period.

Table 6. Comments Expressed by Users in Verified Purchases.

Product Rating Review

Google-Pixel-3a 3 The phone works great; the only problem is that after four months, the battery no
longer lasts more than five hours.

Google-Pixel-3a 3 Nice display, but it is not transparent black like the iPhone 13; it is smooth and
pleasing to read. Fingerprint (ok forget it), normal battery life.

Google-Pixel-3a 4 The camera is often blurry...requires a steady hand.

Google-Pixel-3a 2 Excellent camera, Loads reasonably fast. Garbage hardware. The speaker broke
within a month. The charging port broke within 6 months.

Google-Pixel-3a 4 Very good, but it sometimes has trouble connecting to the internet, and it is
very durable.

Table 7. Number of Reviews Analyzed per Product during the Period January 2018–December 2022.

Product Number of Reviews

Product 1 2155

Product 2 1651

Product 3 1998

Product 4 1179

Total Reviews 6983

Intermediate calculations will be illustrated using Product 1 as an example to facilitate
understanding of the procedure. However, the aggregated results for the four analyzed
products are presented at the end of the section.

Table 8 shows the values of the different indices for each pattern of Product 1 across
the various years of the study.

Table 8. Index Values for Product 1.

Years iatd ipg ipc ism iatc idm ile iso ivc idp

2018 0.13 0.68 0.27 0.49 0.49 0.35 0.44 0.95 0.95 0.10

2019 0.13 0.69 0.26 0.47 0.60 0.75 0.15 0.95 0.90 0.20

2020 0.31 0.67 0.25 0.47 0.52 0.60 0.40 0.98 0.92 0.20

2021 0.13 0.73 0.23 0.47 0.54 0.58 0.44 0.98 0.90 0.30

2022 0.27 0.71 0.23 0.51 0.60 0.87 0.38 0.83 0.91 0.40

Once the indices for each pattern are obtained, the weight of each pattern is calculated
using the Entropy Method proposed in this study. To this end, each variable involved in
the entropy calculation will be computed step by step.

For a fixed product and each pattern i, let xij denote the observed value of that pattern
in year j (j = 1, . . . , m). The normalized proportions are defined as:

pij =
xij

∑m
j=1 xij

, so that
m

∑
j=1

pij = 1 (7)
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The entropy of pattern i is computed as:

Ei = −k
m

∑
j=1

pij ln pij, with k =
1

lnm
(8)

Here, i indexes the pattern and j indexes the time interval (in years). We use the
natural logarithm, and terms with pij = 0 are treated as 0·ln(0) = 0. This normalization
ensures that all entropy values lie within [0, 1], maintaining consistency across patterns
and enabling direct comparisons.

As previously stated, the calculation of pattern weights in the index QVP_ORI is per-
formed using the Entropy Method, which assigns objective weights based on the variability
in the occurrence of each pattern over time. This variability is interpreted as an indicator of
each pattern’s capacity to generate consumer distrust, assigning a greater weight to those
with higher disruptive potential in shaping product perception.

To ensure consistency with the notational system defined in Appendix A, all empirical
variables are expressed in lowercase. At the same time, theoretical constructs (e.g., Ei, wi, Ii)
remain in uppercase.

The interpretation of Ei regarding distrust perception depends on the nature of the
pattern (see Table 5). This mechanism ensures that the weights accurately reflect the
perceptual impact of each pattern on consumer trust. For patterns where high entropy
indicates greater distrust, the weight is taken as wi = Ei. Conversely, for patterns where
low entropy indicates greater distrust, the weight is taken as wi = 1 − Ei.

Table 9 presents the final entropy calculation for distrust perception. As previously
defined, in some cases, high entropy reflects situations of greater distrust (where wi = Ei).
In contrast, in others, low entropy signals higher distrust (where wi = 1 − Ei). An
example of the latter is the Country Dominance Index (CDI).

Table 9. Entropy Values Calculated for Product 1.

Year iatd ipg ipc ism iatc idm ile iso ivc idp

2018 −0.27 −0.32 −0.33 −0.32 −0.31 −0.24 −0.34 −0.32 −0.33 −0.20
2019 −0.27 −0.32 −0.33 −0.32 −0.33 −0.34 −0.21 −0.32 −0.32 −0.31
2020 −0.37 −0.32 −0.32 −0.32 −0.31 −0.32 −0.33 −0.33 −0.32 −0.30
2021 −0.27 −0.33 −0.31 −0.32 −0.32 −0.31 −0.34 −0.33 −0.32 −0.37
2022 −0.36 −0.32 −0.31 −0.33 −0.33 −0.36 −0.33 −0.31 −0.32 −0.34

Entropy 0.94 1.00 1.00 1.00 1.00 0.97 0.97 1.00 1.00 0.94
1 − Entropy 0.06 0.00 0.00 0.00 0.00 0.03 0.03 0.00 0.00 0.06

Note: empirical pattern variables (iatd, ipg, ipc, etc.) are expressed in lowercase, while theoretical constructs (Ei)
remain in uppercase for clarity.

Clarification on entropy values. Some values reported in Table 9 may appear negative
due to the logarithmic term involved in the computation of Shannon entropy when applied
to empirical discrete distributions. These values correspond to intermediate components
of the entropy calculation (i.e., pij log pij) and do not represent entropy itself, which is
non-negative by definition.

The final entropy value Ei for each pattern is obtained by summing these compo-
nents, applying the normalization constant k = 1/ln(m), and rescaling the result to the
[0, 1] interval. All entropy-based quantities used for weighting in the QVP_ORI model
therefore satisfy the theoretical properties of Shannon entropy and are fully comparable
across patterns.

The final weight values are calculated by normalizing them, as shown in Table 10.
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Table 10. wi Final Weights per Pattern.

Pattern iatd ipg ipc ism iatc idm ile iso ivc idp

Preliminary Weight 0.94 1.00 1.00 1.00 1.00 0.97 0.97 1.00 1.00 0.06
Normalized Weight (wi) 0.11 0.11 0.11 0.11 0.11 0.11 0.11 0.11 0.11 0.01

Note: Weights are normalized so that ∑wi = 1, ensuring proportional contribution of each pattern to the
QVP_ORI index.

The index is calculated using the following formula, yielding QVP values for each
analyzed time. The results are presented in Table 11.

QVP( f inal)
ORI = 10·

(
n

∑
i=1

Ii·wi

)
(9)

where

• Ii represents the normalized value of each pattern from Table 8, and
• wi represents the corresponding entropy-based weight calculated as described above.

Table 11. QVP_ORI Values for Product 1.

Year iatd ipg ipc ism iatc idm ile iso ivc idp QVP

2018 0.01 0.08 0.03 0.06 0.05 0.04 0.05 0.11 0.11 0.00 5.29
2019 0.01 0.08 0.03 0.05 0.07 0.08 0.02 0.11 0.10 0.00 5.45
2020 0.03 0.08 0.03 0.05 0.06 0.07 0.04 0.11 0.10 0.00 5.69
2021 0.01 0.08 0.03 0.05 0.06 0.06 0.05 0.11 0.10 0.00 5.57
2022 0.03 0.08 0.03 0.06 0.07 0.10 0.04 0.09 0.10 0.00 5.91

Multiplication by 10 rescales the QVP_ORI value to the 0–10 range, aligning it with
conventional reputation rating systems for more straightforward interpretation.

The progressive increase in QVP_ORI values across the analyzed years suggests a
gradual reduction in perceptual distrust, indicating that informational disorder in user
reviews decreased over time as patterns became more stable. This trend empirically
supports the interpretation of QVP_ORI as a perceptual measure sensitive to informational
disorder and consumer trust.

To align the QVP_ORI adjustment with the interpretative space of platform ratings, the
final valuation is computed by applying the α-modulated correction defined in Section 3.2.1.
This operation allows the adjusted score to reflect both the aggregated reputation and the
perceptual modulation derived from distrust patterns.

AdjustedRating = OriginalRating·
(

1 − α·QVPORI
n

)
(10)

where

• OriginalRating is the baseline platform rating (e.g., Amazon score),
• QVP_ORI is the perceptual adjustment factor derived from the model,
• α is the sensitivity coefficient controlling the strength of the adjustment (see

Section 3.2.1), and
• n is the total number of patterns considered.

This formulation preserves the original aggregation mechanism while introducing a
perception-based correction that penalizes reputation scores in proportion to the level of
distrust detected. Tables 12–15 present the Amazon ratings and the corresponding adjusted
valuation calculations for products P1–P4.
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Table 12. Adjusted Rating for Product 1.

Years Amazon Rating OriginalRating·
(

1−α·QVPORI
n

)
2018 4.05 3.62
2019 3.95 3.52
2020 3.89 3.45
2021 3.69 3.28
2022 3.83 3.38

Table 13. Adjusted Rating for Product 2.

Years Amazon Rating OriginalRating·
(

1−α·QVPORI
n

)
2018 3.92 3.42
2019 4.03 3.54
2020 3.75 3.32
2021 3.89 3.39
2022 4.01 3.55

Table 14. Adjusted Rating for Product 3.

Years Amazon Rating OriginalRating·
(

1−α·QVPORI
n

)
2018 3.87 3.41
2019 4.15 3.72
2020 4.01 3.54
2021 3.73 3.31
2022 3.87 3.41

Table 15. Adjusted Rating for Product 4.

Years Amazon Rating OriginalRating·
(

1−α·QVPORI
n

)
2018 3.78 3.29
2019 3.95 3.50
2020 3.99 3.43
2021 4.16 3.60
2022 4.07 3.56

Figure 4 compares the original Amazon ratings and the QVP_ORI adjusted ratings
for Product 1 across the analyzed period. As shown, the adjusted values are consistently
lower than the original scores, reflecting the model’s perceptual penalty applied to the
distrust-inducing patterns identified in the reviews.

Figure 4. Comparison between original Amazon ratings and QVP_ORI-adjusted ratings for Product
1 (2018–2022).
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This behavior empirically supports the theoretical assumption that informational
disorder operates as a perceptual penalty within reputation systems, confirming that
QVP_ORI effectively integrates consumer distrust signals into the evaluative process and
translates them into measurable adjustments of reputational value.

5. Empirical Validation of the QVP_ORI
To evaluate the proposed QVP_ORI index, a controlled experiment was conducted un-

der realistic conditions for digital product evaluation. The objective was to assess whether
the adjusted rating reduces the discrepancy with perceived consumer trust compared to a
conventional reputation index based on the arithmetic mean of numerical ratings.

5.1. Experimental Design Index

The experimental study was conducted with 60 participants: 40 undergraduate and
graduate students from the University of Málaga (Engineering, Psychology, and Marketing)
and 20 professionals working in e-commerce and digital communication. All participants
had regular exposure to online purchasing environments and experience in interpreting
online reviews.

Each participant evaluated six real products using representative excerpts from veri-
fied Amazon reviews. Products were selected from different categories (technology, home,
and consumer goods) to avoid domain-specific bias. A design was applied, with each
participant evaluating all products.

For each product, participants completed three tasks:

1. Perceived Trust. “How much trust do the reviews you read about this product
generate in you?” (Scale: 0 = no trust, 10 = maximum trust).

2. Perceived Reputation. “What overall rating would you give this product, based on
what you have read?” (Scale: 0 = very poor reputation, 10 = excellent reputation).

3. Selection of Representative Index. For each product, two ratings were shown:

• A conventional reputation index based on the arithmetic mean of user scores.
• A rating based on the QVP_ORI model, adjusted according to detected dis-

trust patterns.

Participants were then asked:
“Of the two ratings shown, which do you think better reflects your overall impression

of the product?”
Response options:

a. The simple average represents my impression better.
b. The QVP_ORI index represents my impression better.
c. Both ratings are equally representative.
d. Neither rating reflects my perception adequately.

5.2. Results

The results revealed systematic differences between the conventional reputation rating
(arithmetic mean) and the adjusted value provided by the QVP_ORI index, as compared
with participants’ perceived trust. In particular, the traditional index consistently overesti-
mated subjective trust, whereas the QVP_ORI adjustment reduced this discrepancy.

Discrepancy analysis. Paired t-tests were conducted to quantify the distance between
perceived trust and the values provided by each index using 60 paired observations (n = 60).
Results show that the discrepancy between perceived trust and the conventional index was
statistically significant (t(59) = −8.43, p < 0.001), indicating a systematic overestimation of
trust. While the adjusted QVP_ORI index also differed significantly from perceived trust
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(t(59) = −4.83, p < 0.001), the magnitude of this discrepancy was substantially lower, con-
firming that the proposed adjustment reduces the error relative to users’ trust perception.

Directional consistency. Pearson correlations were computed as a complementary mea-
sure to assess whether both indices preserved the same reputational trend. The QVP_ORI
index showed a strong, statistically significant correlation with perceived trust (r = 0.83,
p < 0.01), whereas the conventional index showed a moderate, non-significant correla-
tion (r = 0.72, p = 0.10). These results indicate that the adjustment preserves the original
reputational signal while improving alignment with perceived trust.

User preference. When participants were asked which rating better reflected their
overall impression, 67.5% selected the QVP_ORI index, compared to 21.3% who preferred
the conventional index. The remaining 11.2% reported no clear preference. A binomial test
confirmed that the preference for QVP_ORI was statistically significant (p < 0.001).

Table 16 summarizes the statistical results. Figure 5 presents the mean comparisons
across the six products, showing the conventional Amazon rating, the QVP_ORI-adjusted
index, and participants’ perceived trust, with 95% confidence intervals. As illustrated, the
adjusted index consistently lies closer to the confidence interval of perceived trust, whereas
the original rating tends to fall outside this range, reflecting its systematic overestimation.

Table 16. Summary of statistical results.

Test Statistic p-Value Interpretation

Pearson (Original index) r = 0.72 0.10 Moderate, not significant

Pearson (QVP_ORI) r = 0.83 <0.01 High and significant

t-test: Trust vs. Original t(59) = −8.43 <0.001 Significant difference

t-test: Trust vs. QVP_ORI t(59) = −4.83 <0.001 Significant difference, lower discrepancy

Figure 5. Comparison of mean values between the original Amazon rating, the QVP_ORI adjusted
index, and participants’ perceived trust (with 95% confidence intervals), illustrating the reduction in
discrepancy achieved by the proposed adjustment.

6. Discussion
The results confirm that digital reputation cannot be adequately interpreted as a sim-

ple numerical aggregation of ratings, but rather as a phenomenon mediated by perceived
trust alignment, which users construct by identifying patterns that suggest manipulation
or reputational distortion. The experimental results show that this misalignment is sys-
tematic and quantifiable, as the conventional reputation index consistently overestimates
perceived trust.
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Unlike previous approaches primarily focused on fake review detection, spam filtering,
or content-level semantic analysis, the proposed model introduces a perceptual correction
layer that operates as a soft-computing mechanism. This layer does not impose binary
decisions or hard thresholds; instead, it modulates reputational scores through graded,
uncertainty-aware adjustments. Empirical validation shows that this adjustment reduces
the mean absolute error between displayed ratings and perceived trust from 1.27 to 0.12,
while preserving the original reputational signal.

The use of entropy as a measure of informational disorder is particularly appropriate
in this context. The findings indicate that the identified distrust patterns, related to extreme
polarity, temporal irregularities, linguistic anomalies, and geolocation inconsistencies,
generate increased interpretive uncertainty within the system. This result is consistent with
prior research on informational ambiguity and overload in digital environments, which
shows that perceived inconsistency or artificiality in discourse undermines trust even when
individual content items are not explicitly negative.

Shannon entropy was selected as the disorder metric due to its canonical formu-
lation, interpretability, and minimal assumptions on data distribution. However, the
proposed framework is not intrinsically dependent on this specific formulation. Alternative
information-theoretic measures (e.g., Rényi or Tsallis entropy) could be incorporated to
modulate sensitivity to concentration or dispersion effects without altering the model’s
structure. In this sense, entropy acts as a general quantitative proxy for perceptual infor-
mational disorder, and the choice of Shannon entropy represents a pragmatic engineering
decision rather than a restrictive assumption.

A key contribution of the proposed model is that the ten distrust patterns were not
normatively or theoretically imposed but inductively extracted from real user comments in
which consumers explicitly articulate reasons for distrust or purchase abandonment. This
inductive, data-driven identification provides firm empirical grounding, as the patterns
reflect recurrent collective interpretive signals observed in naturalistic digital contexts
rather than predefined analytical categories. The large-scale analysis, based on more than
200 million reviews processed using natural language processing techniques, supports the
robustness and recurrence of these perceptual patterns across products and contexts.

From a methodological perspective, the validation results demonstrate that QVP_ORI
primarily improves reputational accuracy by reducing perceptual error rather than altering
rankings or directional trends. Although the correlation with perceived trust is preserved
(r = 0.83), the model’s central contribution lies in minimizing the discrepancy between
numerical reputation scores and perception-aligned evaluations. The fact that a clear
majority of participants (67.5%) selected the adjusted index over the conventional reputation
score confirms that the model captures implicit aspects of collective reputational reasoning
applied by users in practice.

The practical implications of these findings are particularly relevant for trust-sensitive
digital environments, including e-commerce, healthcare, education, mobility services, and
information platforms. QVP_ORI enables monitoring not only of changes in average
ratings but also of shifts in the interpretive climate surrounding products and services,
facilitating early detection of reputational erosion before it becomes structurally embedded.
Its modular architecture enables the incorporation of new perceptual patterns and dynamic
weight recalibration, thereby reinforcing its applicability across various domains.

The empirical validation presented in this study is based on a relatively limited
number of participants and products. This constraint reflects the exploratory and proof-of-
concept nature of the proposed approach, whose primary objective is to assess the internal
consistency and perceptual behavior of the adjustment model rather than to provide
statistically generalizable estimates. As a result, while the observed effects are robust
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within the analyzed sample, caution is required when extrapolating the quantitative results
to other platforms, product categories, or user populations. Future work will focus on
extending the validation to larger and more diverse datasets in order to further assess
generalizability and domain-specific behavior.

7. Conclusions
This work introduces the QVP_ORI index as a quantitative framework for adjusting

digital reputation by incorporating perceptual distrust signals from user-generated content.
The results show that digital reputation cannot be reliably modeled as a simple numer-
ical aggregation of ratings, as users systematically reinterpret aggregated scores when
suspicious patterns of information are detected.

The main contribution of the study is the formalization of a perceptual correction
layer applied to an existing reputation index. Using entropy-based weighting and a
sensitivity parameter, QVP_ORI models interpretive uncertainty affecting trust and reduces
the discrepancy between displayed reputation scores and perceived trust, while preserving
the original reputational signal. Empirical validation confirms a substantial reduction in
error relative to conventional aggregation methods, supporting the relevance of perceptual
factors in reputational judgment.

In addition, the inductive identification of ten distrust patterns, grouped into four
semantic dimensions, provides an empirically grounded and extensible basis for modeling
reputational perception in large-scale digital environments. These patterns capture recur-
rent interpretive signals that are not explicitly represented in traditional reputation metrics.

From an applied perspective, QVP_ORI offers a practical tool for platforms and
organizations operating in trust-sensitive contexts, enabling the detection of reputational
erosion driven by perceptual signals rather than overt rating changes alone. Its modular
architecture supports adaptation across domains and facilitates the integration of new
perceptual patterns as digital ecosystems evolve.

Overall, this study contributes to narrowing the gap between aggregated reputation
metrics and collective perceptual responses by integrating semantic analysis, information
theory, and uncertainty-aware modeling within a soft computing framework. QVP_ORI
is not intended to replace existing reputation indices, but to complement them with a
perceptual dimension that is essential for accurate interpretation and management of
digital reputation.
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Appendix A. Symbols and Abbreviations Used in the QVP_ORI Model

Symbol Description Pattern Dimension

IPM Index of Review Polarity Relative to Their Own Mean Polarity

IPS Index of Review Polarity Relative to Sentiment Intensity Polarity

IPG/ipg Index of Review Polarity Relative to Global Mean Polarity

TCAI/iatc Temporal Cardinality Aggregation Index Temporal

TDAI/iatd Temporal Deviation Aggregation Index Temporal

MDI/idm Mean Dispersion Index Temporal

CRI/ipc Contradictory Review Index Expression

OSI/ism Opinion Similarity Index Expression

ELI/ile Expression Length Index Expression

CDI/idp Country Dominance Index Geolocation

ISO/iso Index of Semantic Overlap Expression (if applicable)

IVC/ivc Index of Vocabulary Consistency Expression

QVP_ORI Quantified Valuation of Perception–Opinion Relational Index Global Index

α Adjustment coefficient controlling sensitivity Adjustment parameter

Ei Entropy value of pattern i Weighting parameter

wi Weight of pattern i (normalized) Weighting parameter

Ii Normalized value of pattern i Sub-index value

T Set of time intervals (e.g., years) within [T_start, T_end] Time parameter
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