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Abstract 

The management of specialty coffee production represents a complex dynamical process 
characterized by highly nonlinear interconnections between environmental variables, ag-
ronomic practices, and chemical compositions. Traditionally, the classification of specialty 
coffee relies on sensory evaluations conducted by highly certified coffee experts named 
Q-Graders, using a strict, standardized Specialty Coffee Association (SCA) protocol. How-
ever, scientific methods that generate spectral fingerprints provide a more reliable guar-
antee of quality while also ensuring traceability to the farm of origin. Panamanian Geisha
coffee is one of the world’s most expensive award-winning microlots, frequently exceed-
ing 1000 American dollars per pound, with a record-breaking price of over 30,000 Ameri-
can dollars per kilogram in 2025. This research presents an integrated framework that
combines Precision Agriculture Management Systems (PAMSs) and a traceability archi-
tecture that facilitates the collection of georeferenced coffee bean samples using a mobile
application (apps), while preserving the coffee varieties and geographical origin necessary 
for the subsequent identification of the spectral fingerprint by chemical specialists in their
laboratory. A mathematical model is introduced to formally characterize the mobile ap-
plication’s behavior, distributed structure, and inherent constraints. Serving as a mathe-
matical blueprint, this model identifies critical influencing factors and establishes strategic 
assumptions to distill complex real-world variables into a rigorous, manageable frame-
work. Large-scale experiments conducted across more than 820 coffee farms in Chiriquí,
Panama, demonstrate that the proposed decentralized architecture effectively coordinates 
the acquisition and synchronization of georeferenced chemical data. The decentralized
architecture of the mobile application utilizes private blockchain technology to facilitate
autonomous operations, effectively decoupling the system from central authorities to en-
sure functional continuity in environments characterized by intermittent connectivity.
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1. Introduction 
Specialty coffee refers to the highest grade of coffee available and is distinguished by 

its exceptional flavor complexity. It offers a refined sensory experience, often featuring 
distinct notes of citrus, berry, chocolate, and caramel. In addition to its unique flavor pro-
files and consistency, this coffee must have a score of 80 points or higher on the Specialty 
Coffee Association (SCA) scale [1], indicating a superior quality. Because of its superior 
quality and traceable origins, specialty coffee consistently fetches a higher value than 
standard commodity beans. 

The distinctive flavor of specialty coffee is generally found in the Arabica species 
(Coffea arabica). This variety is highly regarded for its organoleptic characteristics, which 
include a fragrant and complex aroma with flavors that can be sweet, fruity, caramel, or 
chocolate [2] among others. It also has the potential to possess pleasant acidity and a silky, 
balanced body. The Arabica species is the most productive at elevations above 1000 m 
(m.a.s.l.), requiring a temperate climate with an annual mean of 17 °C to 21 °C for optimal 
development [3]. The quality of the coffee is associated with the altitude, as ref. [4] shows 
how the quality exhibited in the cup by these coffees exceeds 88 points. 

In recent years, Panama has stood out for the specialty coffee it produces, with the 
Geisha variety being the most awarded [5] in the world, consistently setting new stand-
ards for excellence. However, other varieties are grown in the country that obtain high 
scores on the SCA scale and are categorized as specialty coffees. Of these, over 60% of the 
coffee grown is Arabica. The main Arabica coffee plantations are located in the province 
of Chiriquí, especially in highland areas such as Boquete, Tierras Altas, and Renacimiento 
that border Costa Rica. These areas have the ideal altitude, climate, and soil for growing 
Arabica coffee plants. Growers in these areas lack the spectral fingerprint of the coffee 
they produce [6]. Moreover, as a food product that is highly susceptible to adulteration, 
coffee therefore requires scientific methodologies to authenticate its quality. Such 
measures are essential to prevent fraudulent practices and guarantee both the geographic 
origin and variety of the beans. Furthermore, they have little recorded information on the 
coffee varieties being cultivated, which prevents them from conducting traceability stud-
ies [7–9]. According to ISO 22005:2007 [10], traceability is defined as “the ability to trace 
the history, application, or location of what is being considered”; however, to strengthen 
traceability, the blockchain is used because it offers security, full transparency, and effi-
ciency together with traceability. ISO 23635:2022 [11] defines the blockchain as a distrib-
uted database for immutable shared records that are secured by cryptography, which is a 
natural way to strengthen the system. 

Records are mostly kept manually without the use of Information and Communica-
tion Technologies (ICTs) or Geographic Information Systems (GIS) [12]. This prevents 
growers from maintaining the quality of the coffee produced and from making quick, as-
sertive decisions regarding improvements in the coffee quality that would allow them to 
maximize profits at the time of sale, make data-driven decisions [13–15], and even use 
smart technologies to improve farm management [16–19]. 

The use of automated systems via the proposed apps provides multiple benefits to 
producers in the region [20–22]. Good information management can improve agricultural 
productivity [23] and allow studies related to the coffee produced by each farm [24–26], 
encouraging sustainable practices [27] and the adoption of smart practices on farms 
[28,29]. 

Panamanian Geisha coffee is one of the world’s most expensive award-winning mi-
crolots, frequently exceeding $1000 per pound with a record-breaking price of over 30,000 
American dollars per kilogram in 2025. The warranty of the coffee quality generally falls 
into two categories: product satisfaction and the coffee bean themselves. 
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However, only scientific methods could certify the chemometric of the coffee to en-
sure that the lots belong to a specific region [30]. To achieve this objective, it is necessary 
to integrate agronomic processes, technological infrastructure, and scientific data analysis, 
as illustrated in Figure 1. Utilizing a mobile support system via a dedicated app stream-
lines spectroscopic analysis for specialty coffee farms. By implementing traceability from 
the farm source to the laboratory, this system accelerates the evaluation process and helps 
growers working in complex geography and diverse climatic conditions. 

Traceability underpins the entire workflow, integrating it into a Precision Agriculture 
Management System (PAMS) by automatically recording the geospatial data associated 
with all photographic and video documentation using a cellphone. Data registered 
through the application are linked to grower-provided samples via a unique identification 
code. This information is synced to a centralized system to eliminate redundancy and pro-
vide robust support for the decision-making process 

 

Figure 1. Areas, technologies, and actors related to the study. 

This research presents an integrated framework that combines Precision Agriculture 
Management Systems (PAMSs) and a traceability architecture that allows producers to 
send georeferenced 500 g samples of coffee beans to the chemistry laboratory for subse-
quent spectral fingerprint identification. Information on the geographic origin and coffee 
varieties is obtained using a mobile application, which is necessary to establish a unique 
coffee fingerprint and prevent coffee adulteration. 

The rest of this paper is organized as follows: Section 2 presents the materials and 
methods; Section 3 presents the results; Section 4 presents the discussions; and finally, 
Section 5 concludes the paper with future research perspectives. 

2. Materials and Methods 
2.1. Farm Locations 

The study area, illustrated in Figure 2, identifies over 820 coffee farms within the 
Chiriquí province. Currently, the number of producers using the application to collect 
their coffee bean samples is increasing, which demonstrates the trust placed in us by the 
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coffee sector. It highlights that there are registered farms with Arabica coffee located at 
altitudes below 1000 m. Although these coffees do not achieve specialty coffee scores, the 
producers are interested in obtaining the spectral fingerprint of their coffee to conduct 
future analyses that will allow them to improve product quality and origin certification. 

The coffee farms under study are in Boquete, Tierras Altas, and Renacimiento within 
the province of Chiriquí. These farms are situated at altitudes ranging from 1300 to 2300 
m above sea level with temperatures ranging from 10 °C to 21 °C. The mountainous terrain 
of these regions provides the ideal elevation and perfect conditions for growing Arabica 
coffee. This map highlights the geographic distribution of over 820 coffee farms where 
each data point represents a specific farm and is color-coded by an altitude legend ranging 
from 122 m (blue) to over 2100 m (red). 

This spatial data is a core component of the application, as it provides traceability by 
linking the spectral fingerprint of the coffee to its exact coordinates and elevation. Addi-
tionally, the interactive interface allows for detailed data management, as shown in the 
pop-up for the grower. This digital map includes georeferenced critical agronomic infor-
mation such as the coffee species, the scale of the farm in hectares, and topography (alti-
tude in m.a.s.l.). By centralizing this information into a cloud, the system eliminates du-
plicate records and provides the scientific data necessary to support informed decision-
making across the region. As Spanish is the official language of Panama, both the regional 
map and the application interface are provided in Spanish. 

 

Figure 2. Topographic map of the coffee producers in the province of Chiriquí. 

This region has volcanic soil which is rich in nutrients and very fertile, and the cli-
mate is also conducive to coffee cultivation [31]; these characteristics allow for the har-
vesting of high-quality varieties. Each region is distinguished by its unique coffee profile, 
where the microclimates on farms can vary considerably depending on factors such as 
altitude, rainfall, and humidity, among others. 

It is estimated that the highest quality specialty coffees, with a score above 90, have 
been grown between 1600 and 1900 m above sea level with an average temperature be-
tween 16 °C and 18 °C. The mainly volcanic heritage of the Barú Volcano creates a nutri-
ent-rich terroir, providing the essential conditions for the Geisha variety to reach its peak 
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quality and expression. Table 1 presents the altitude and temperature range of the spe-
cialty coffee for each region. 

Table 1. Specialty coffee altitudes and temperatures by region. 

Region Altitude Range (masl) Temperature Range (°C) 
Boquete ~1200–2000 ~13–24 

Tierras Altas ~1200–1900 ~12–25 
Renacimiento ~1200–1950 ~14–29 

2.2. Explanation of the Workflow 

The collection of physical samples and the capture of georeferenced evidence 
through the apps by coffee producers constitute the foundational step (1) of the workflow. 
Subsequently, chemical specialists analyze these samples to determine their chemical 
composition using near-infrared spectroscopy (NIR) or Fourier Transform Infrared Spec-
troscopy (FTIR). These techniques are well established as reliable, objective, reproducible, 
verifiable, cost-effective, and environmentally sustainable analytical methods [32]. They 
enable effective discrimination among different coffee varieties and geographical origins, 
while also facilitating the detection of potential adulterants. 

As illustrated in Figure 3, the overall workflow is structured into two primary phases: 
coffee grower processes and scientific analysis processes. During the initial phase (1), cof-
fee growers use a mobile application to capture georeferenced photographs and videos 
directly at the production site. This information is transmitted to a centralized cloud server 
and secured using a unique immutable digital key. Each sample collected consists of 500 
g of parchment coffee. 

 

Figure 3. Workflow of sample stages. 

The subsequent stages are conducted in a laboratory environment by chemometri-
cians, who apply advanced analytical methodologies to generate data-driven insights for 
decision-making. Grinding (2) represents a critical preparatory step, as spectroscopic 
measurements are highly sensitive to physical variables such as particle size distribution, 
compaction, and light scattering effects. The following stages (3 and 4) focus on converting 
raw, noise-affected spectral signals—often influenced by physical interferences—into 
structured, actionable analytical outputs. 

It is important to emphasize that the performance, robustness, and predictive capa-
bility of NIR- and FTIR-based chemometric models for coffee analysis depend primarily 
on rigorous experimental design and appropriate spectral preprocessing strategies. How-
ever, detailed model development and validation procedures fall outside the scope of the 
present work. 

2.3. Methodology Used for the Project 
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The agile scrum methodology was used during the project because it facilitates col-
laboration among highly competitive teams and results in high-impact work [33–35]; fur-
thermore, it incorporates best practices. It is recommended for use in projects with com-
plex and innovative environments, such as the one that will be carried out with specialty 
coffee. 

The process is divided into three logical phases that occur within each work cycle: 
1. Planning and Estimation: This stage involves identifying requirements, establishing 

project objectives, and creating the product backlog. 
a. Product Backlog: This constitutes the master list of all the project’s features, fixes, 

and requirements, such as blockchain integration or a QR code scanning module. 
The producers are responsible for managing this. 

2. Implementation: The team begins developing the project in sprints, or development 
cycles, that last two to four weeks. Each sprint starts with a daily scrum meeting to 
review task progress and adjust the work plan as needed. During each sprint, the 
team focuses on developing the most important features in the backlog. The result of 
this phase is the Sprint Backlog. 

3. Review and Retrospective: Results are evaluated at the end of each sprint. A sprint 
review is conducted in which the working software is presented to the team for direct 
feedback. This feedback is used to adjust the product backlog and plan the next 
sprint. A sprint retrospective is also held in which the team meets privately to analyze 
their process and identify areas for improvement for the next sprint. 
The scrum methodology begins with sprint planning and the development of the 

product backlog. The project lifecycle concludes with the final delivery sprint. The com-
plete final product, fulfilling the functionalities and requirements defined at the project’s 
outset, is then delivered. Figure 4 illustrates the process of the scrum methodology. 

 

Figure 4. Scrum methodology. 

2.4. Mathematical Model Representation 

A model is a simplification of a complicated phenomenon with the help of mathe-
matical terms and symbols [36], by abstracting a complex real-world application into sym-
bols and relations. It provides several critical benefits for engineering and system design 
to create a real model of the real-world situation; the real-world problem should be sim-
plified. 

Therefore, the mathematical model of this app acts as a blueprint that uses the lan-
guage of mathematics to define a system’s behavior, structure, and constraints. To do this, 
multiple assumptions can be made, and key influencing elements must be identified. Sys-
tem S (1) as a tuple means a set of components (states, inputs, outputs, and functions) that 
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fully describe how the system behaves. We model the application as a labeled transition 
system with data and synchronization: 𝑆 = ⟨𝐸,𝛴,𝑇,𝛹, 𝐼⟩ (1)

The system is defined as an ordered collection of components as a tuple in Equation 
(1); the individual components are detailed in Table 2. 

Table 2. System components presented as tuples. 

Symbol Formal Role Meaning in This System E Static domain uni-
verse 

Defines what exists in the system as users, farms, zones, 
coffee types, locations, etc. 𝛴 State space This application represents all valid configurations of 
entities, attributes, and stored objects. T State evolution Traceability coffee process is represented as system 
changes via actions or events. 𝛹 Coordination 

mechanism 
Blockchain technologies introduce consistency across 
concurrent or distributed transitions. 

𝐼 Safety constraints 
or Invariants 

Properties that must be configured during the activity 
logging processes. 
Invariant samples are:  

(A) Every zone belongs to exactly one farm. 
(B) Evidence must refer to a valid time. 
(C) Stored objects must be associated with an entity. 
(D) Users may only modify farms they own or man-

age. 

This system’s entity application sets define the fundamental building blocks of the 
domain and provides the structural basis for all states and operations detailed in Table 3. 

Table 3. System’s entity application details. 

Symbol Entity Set Interpretation U Users Represents the coffee grower or system actors interacting 
with the application. F Farms Agricultural units under observation or management. Z Zones 
Each farm could have many areas with different types of 
coffee (e.g., plots, microclimates). These areas are known 
as zones. 

M Evidence 

Observations of coffee samples, measurements, or records 
(e.g., temperature data). This information is given with-
out user manipulation and shared by internet connec-
tions. 𝑇 Time Temporal dimension enabling ordering and historical rea-
soning. D Stored  

Objects Persisted digital artifacts such as files or datasets. 

Core functions define the derived structure and semantics over the domain entities E 
of the static domain universe. They are not transitions, as they are interpretive mappings 
that give meaning to data instead. 
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The location function (2) establishes the organizational structure of agricultural data. 
It maps each farm to its specific zone, effectively representing the spatial relationship be-
tween entities. 𝐿𝑜𝑐:𝐹 → 𝑍 (2)

Provenance function (3) assigns each piece of the coffee farm or coffee process to the 
user who created it. Conceptually answering the questions of who recorded the data, 
where, and when, this function plays an important role in the system by providing trace-
ability and accountability. 𝑃𝑟𝑜𝑣:𝑀 → (𝑈 × 𝐹 × 𝑇) (3)

The farm evidence set function (4), denoted as 𝐻௙, represents the complete collection 
of all evidence items associated with a specific farm 𝑓. By utilizing the projection function 𝜋ி, the system extracts the farm component from the provenance tuple to aggregate all 
relevant observations belonging to that entity 𝐻௙ = {𝑚 ∈ 𝑀 ∣ 𝜋ி(𝑃𝑟𝑜𝑣(𝑚)) = 𝑓} (4)

The edge–cloud architecture 𝐶, represented in function (5) in this application model, 
is designed to manage data across two distinct layers: the local field environment 𝐶௘ௗ௚௘ 
and the centralized server 𝐶௖௟௢௨ௗ. This dual-layer approach allows the system to remain 
operational in remote farm locations where connectivity might be intermittent. 𝐶 = 𝐶௘ௗ௚௘ ∪ 𝐶௖௟௢௨ௗ (5)

Data is generated and processed locally at the edge and later consolidated in the 
cloud, where the use of blockchain is a very important technology to avoid modifications 
of the coffee samples. 

Each stored object 𝑑 ∈ 𝐷 is associated with a pair of versions. Every stored object 𝑑 
uses a version vector 𝑉ௗ(𝑡) pairing local and cloud versions. This mechanism allows the 
system to tolerate temporary divergence during intermittent connectivity, ensuring data 
integrity by identifying deltas for synchronization. 𝑉ௗ(𝑡) = ൣ𝑣௘ௗ௚௘(𝑑, 𝑡) 𝑣௖௟௢௨ௗ(𝑑, 𝑡) ൧ (6)

The system’s tolerance for temporary divergence under intermittent connectivity is 
an important feature, because the estimated population of Panama is approximately 4.5 
million to 4.58 million inhabitants as of 2025–2026; however, while 80% of urban house-
holds have internet access, this drops to around 46% in rural areas where the coffee farms 
are located. The global application state at time 𝑡 is defined formally by the function (7). 𝜎(𝑡) = ⟨𝑠௔௨௧௛, 𝑠௨௜ ,𝐷𝐵(𝑡),𝑄(𝑡)⟩ (7)

where 𝑠௔௨௧௛  represents the authentication and authorization states, 𝑠௨௜  represents the 
user interface state, 𝐷𝐵(𝑡) denotes the logical database, and 𝑄(𝑡) is the queue of pend-
ing operations or synchronization tasks. Together, these components provide a complete 
snapshot of the system at any moment. 

Synchronization is expressed formally in function (8) as the mechanism by which 
divergent edge and cloud states are reconciled to ensure eventual consistency. At each 
time 𝑡, the system identifies the divergence set, which contains all stored objects whose 
edge versions are more recent than their cloud counterparts. 𝛿(𝑡) = {𝑑 ∈ 𝐷 ∣ 𝑣௘ௗ௚௘(𝑑, 𝑡) > 𝑣௖௟௢௨ௗ(𝑑, 𝑡)} (8)

This synchronization strategy guarantees monotonic progress, avoids data loss, and 
supports eventual convergence between edge and cloud replicas despite asynchronous 
execution and intermittent connectivity. 
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There exists a relationship between the core functions and synchronization, where 
the core functions define the semantic meaning and provenance of the data, remaining 
timeless and independent of synchronization. Conversely, synchronization manages the 
operational propagation of states across distributed components. Combined, they ensure 
data consistency and correctness, enabling reliable predictive insights and supporting of-
fline operations through a clear formal separation of concerns. This separation of concerns 
enables scalability and system behavior over time while remaining faithful to local farm 
constraints such as offline operation and delayed connectivity. 

The following explains how the model works when a conflict occurs in order to ana-
lyze the system’s guarantees. 

Under intermittent connectivity, the edge can execute local transitions while the 
cloud also receives updates from other edges. A conflict occurs when two distinct updates 
are concurrently applied to the same logical object 𝑑 without a causal order. Extending 
the object definition: 
• Let edges be indexed 𝑒 ∈ 𝐸 (set of users). 
• A local edge write is produced by a transition on a specific edge 𝑒, producing a new 

candidate value 𝑣𝑎𝑙௘(𝑑). 
Conflict scenario: 
Edge 𝑒ଵ  updates 𝑑  while edge 𝑒ଶ  updates 𝑑 , and the cloud receives them in 

some order, but they are semantically “concurrent” (neither should overwrite the other 
without a rule). 

Conflict-resolution strategy: 
Define each edge to maintain, for each object 𝑑 , the index of the last committed 

ledger event it has incorporated: 
• Let ℓ(𝑑, 𝑡) ∈ ℕ be the ledger position (logical index) of the last applied event for 𝑑. 
• The cloud version 𝑣௖௟௢௨ௗ(𝑑, 𝑡) corresponds to ℓ(𝑑, 𝑡). 
• The edge version 𝑣௖௟௢௨ௗ(𝑑, 𝑡)  corresponds to how many local events for 𝑑  have 

been emitted but not yet reflected in cloud. 
Then: 

• When edge 𝑒 creates a new event for 𝑑: increment 𝑣௘ௗ௚௘(𝑑, 𝑡). 
• When that event is committed and incorporated into the cloud’s materialization: in-

crement 𝑣௖௟௢௨ௗ஼(𝑑, 𝑡). 
• Sync 𝛿(𝑡)  pushes events from the edge to the cloud until 𝑣௘ௗ௚௘(𝑑, 𝑡) =𝑣௖௟௢௨ௗ(𝑑, 𝑡). 

Correctness proof (conflict resolution + convergence): 
Based on the previous strategies, we have proved three key properties: 

4. Safety (Deterministic Resolution): all replicas compute the same final object state 
given the same committed ledger. 

5. Monotonicity/no lost updates: committed events are never “undone”. 
6. Eventual convergence: if communication eventually delivers pending events, edge 

and cloud states become equal. 
Assumptions: 
Assumptions 1 (A1). Ledger immutability and total order per channel: once an event 

is committed, it cannot be changed; all participants observe the same order. (Hyperledger 
Fabric ordering service + channel semantics.) 

Assumptions 2 (A2). Eventual delivery: if an edge remains active, its queued events 
in Q(t) are eventually submitted and committed when connectivity permits. 

Assumptions 3 (A3). Mergers are deterministic and depend only on the current state 
and event (as defined above). 

Assumptions 4 (A4). Events are uniquely identified (no duplicates), or duplicates are 
detected by id and ignored (idempotence). 



Appl. Sci. 2026, 16, 2399 10 of 21 
 

https://doi.org/10.3390/app16052399 

Lemma 1 (Deterministic materialization). For any object 𝑑  and time 𝑡 , 𝑠𝑡𝑎𝑡𝑒(𝑑, 𝑡)  is 
uniquely determined by 𝐿ௗஸ௧. 
Proof. By definition 𝑠𝑡𝑎𝑡𝑒(𝑑, 𝑡) = Fold(𝐿ௗஸ௧ , 𝑠𝑡𝑎𝑡𝑒0,𝑀𝑒𝑟𝑔𝑒) . Under A3, 𝑀𝑒𝑟𝑔𝑒  is a 
deterministic function. A fold over a totally ordered sequence with a deterministic opera-
tor yields a unique result. □ 

Lemma 2 (Conflict resolution is well-defined). If two updates 𝜖ଵ, 𝜖ଶ to the same object 𝑑 
are concurrent, the resulting state is independent of the replica applying them (edge or cloud) be-
cause the ledger order and merge are deterministic. 

Proof. Under A1, all replicas see the same total order of committed events. By Lemma 1, 
folding the same ordered list yields the same resulting state. Concurrency at creation time 
does not matter once both events are committed; the ledger order defines the serialization 
order. For metadata with LWW-DT, ties are resolved by the deterministic (𝑇𝑖𝑚𝑒, 𝑖𝑑) 
comparator. For evidence of this, the union is commutative/idempotent, and the order is 
irrelevant anyway. □ 

Lemma 3 (Monotonic progress/no lost updates). Let 𝐿ௗ(𝑡) be the committed event list for 𝑑 at time 𝑡. For 𝑡ଶ ≥ 𝑡ଵ, 𝐿ௗ(𝑡ଵ) is a prefix of 𝐿ௗ(𝑡ଶ), and thus 𝑠𝑡𝑎𝑡𝑒(𝑑, 𝑡ଵ) is a prefix-fold 
of 𝑠𝑡𝑎𝑡𝑒(𝑑, 𝑡ଶ) (i.e., later states incorporate all earlier committed events). 

Proof. From A1 (immutability), the ledger only grows by appending new events; it does 
not delete or rewrite events. Therefore, 𝐿ௗ(𝑡)  grows by extension: 𝐿ௗ(𝑡ଵ) ⪯ 𝐿ௗ(𝑡ଶ) . 
Since the state is a fold over the ledger prefix, the later state incorporates all events that 
defined the earlier state. □ 

Lemma 4 (Sync decreases divergence). Let 𝛿(𝑡) = {𝑑 ∈ 𝐷 ∣ 𝑣௘ௗ௚௘(𝑑, 𝑡) > 𝑣௖௟௢௨ௗ(𝑑, 𝑡)} . A 
successful sync step 𝛿(𝑡)  applied to any 𝑑 ∈ 𝛿(𝑡)  reduces the gap 𝑣௘ௗ௚௘(𝑑, 𝑡) − 𝑣௖௟௢௨ௗ(𝑑, 𝑡) 
by at least 1 and never increases it. 

Proof. By construction, 𝛿(𝑡) submits pending edge events for 𝑑 to the cloud/ledger and 
then incorporates newly committed events into the cloud materialization, increasing 𝑣௖௟௢௨ௗ. Edge version 𝑣௘ௗ௚௘ does not increase during the sync step unless a new local 
write occurs (which is outside the sync operation and treated as a new transition). There-
fore, the gap decreases when one pending event is committed and applied; it cannot in-
crease due to the sync itself. □ 

Theorem 1 (Eventual consistency with deterministic conflict resolution). If no new local 
writes to 𝑑 occur after some time 𝑡଴, and connectivity allows eventual delivery (A2), then there 
exists 𝑡ᇱ ≥ 𝑡଴ such that: 𝑣௘ௗ௚௘(𝑑, 𝑡′) = 𝑣௖௟௢௨ௗ(𝑑, 𝑡′) and 𝑠𝑡𝑎𝑡𝑒௘ௗ௚௘(𝑑, 𝑡′) = 𝑠𝑡𝑎𝑡𝑒௖௟௢௨ௗ(𝑑, 𝑡ᇱ) 

and this common state is the deterministic materialization of the ledger events for 𝑑. 

Proof. After 𝑡଴ , 𝑣௘ௗ௚௘(𝑑, 𝑡)  is constant (no new writes). If 𝑣௘ௗ௚௘ > 𝑣௖௟௢௨ௗ  , then 𝑑 ∈𝛿(𝑡). By A2, sync steps will eventually succeed for 𝑑. By Lemma 4, each successful sync 
reduces the finite nonnegative gap 𝑣௘ௗ௚௘ − 𝑣௖௟௢௨ௗ by at least 1. Therefore, after finitely 
many successful sync steps, the gap becomes 0, so 𝑣௘ௗ௚௘ = 𝑣௖௟௢௨ௗ . 

At that point, both the edge and cloud have incorporated the same committed event 
prefix for 𝑑; by Lemma 1 and Lemma 2, their materialized states are equal and determin-
istic. □ 
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2.5. Blockchain Architecture and Data Integrity Framework 

Blockchain technology is a core component of the decentralized architecture used to 
strengthen traceability of the coffee samples, data integrity of the coffee farmer, and oper-
ational resilience in rural environments. The apps use blockchain to prevent modification 
of the coffee sample records, reinforce provenance, and provide secure, transparent trace-
ability from farm-level data capture to laboratory analysis. 

Hyperledger Fabric is the most suitable option for implementing blockchain technol-
ogy as it is an open-source platform for building distributed ledger solutions, with a mod-
ular architecture that offers confidentiality and resilience. As an enterprise-level permis-
sioned blockchain network, it is necessary to configure the network and the organization 
data using a Certificate Authority (CA). Furthermore, it functions as a network of nodes 
or fabric, where each node performs a specific function, such as validating transactions, 
maintaining the ledger, and executing the chain code. 

Core Components of the Architecture 
• External Actors: Users (Coffefarmer 1, Coffefarmer 2, …, Coffefarmer n) and the enti-

ties (chemometricians specialists, coffee cooperatives, others) interact with the sys-
tem via the apps or cloud-based requests. 

• Cloud Layer and Fabric Client: This tier functions as an intermediary, where user-
generated actions and system updates are handled by a fabric client component be-
fore being transmitted to the blockchain network. 

• Certificate Authority (CA): The CA is responsible for management and network se-
curity and oversees the registration and enrollment of the fabric clients. 

• Peer Nodes: Transaction proposals are received from the fabric client through smart 
contract logic and maintain copies of the distributed ledger. 

• Ordering Service: This component collects endorsed transactions from peers, se-
quences them into blocks, and disseminates those blocks to the designated channels. 

• Channels: Isolated communication layers within the network to share a dedicated 
ledger and exchange data privately. 
Performance and scalability of a blockchain platform can be affected by many varia-

bles such as transaction size, block size, network size, etc. However, with Hyperledger 
Fabric’s unique execute–order–validate model, transaction processing can be scaled side-
ways by distributing the workload across peer nodes. Additionally, because it operates as 
a permissioned blockchain, the need for costly mining processes is eliminated. Together, 
these features enable Hyperledger Fabric to achieve superior scalability and performance 
without the technical constraints that affect most other distributed ledger technologies. 

The Hyperledger Fabric transaction workflow follows an execute–order–validate 
model that begins with a client submitting a proposal to endorsing peers. These peers 
verify the user’s identity and simulate the transaction via the chaincode, returning a 
signed endorsement to the client without updating the ledger yet. Once the client collects 
sufficient endorsements, it forwards them to the ordering service, which sequences the 
transactions into a block. Finally, this block is broadcasted to all nodes, which validate the 
endorsement and data integrity before committing the transaction to their local ledgers. 
For each transaction in the fabric, the following steps are shown in Figure 5. 
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Figure 5. Transaction workflow in the fabric. 

Hyperledger Fabric was created with a modular framework at its core and therefore 
allows various components, including consensus mechanisms, identity and key manage-
ment protocols, and cryptographic libraries, to be customized. RAFT is the most suitable 
consensus algorithm because it is used to maintain a consistent state across multiple nodes. 
This is a specific algorithm that falls under the CFT (Crash Fault Tolerance) category. It 
describes any system that can continue to function even if some of its nodes stop working 
(crash). It does not handle nodes that only lie or act maliciously, therefore it is well-suited 
for networks with a limited number of participants who are trusted and well-known. 

2.6. Spectral Traceability of the Specialty Coffee 

Traceability through spectral fingerprinting in specialty coffees allows the identity of 
the bean to be protected against fraud, ensuring its terroir, variety, and quality. 

The French concept of terroir describes the unique combination of environmental and 
human factors that give coffee a flavor and personality that cannot be replicated anywhere 
else in the world. It consists of four fundamental pillars: 
7. Climate and Microclimate: This includes average temperatures, rainfall patterns, hu-

midity, and sun exposure. In specialty coffees, the temperature range—a term refer-
ring to the sharp temperature changes between day and night—forces the bean to 
mature more slowly, concentrating more sugars and complex acids. The study areas 
exhibit diverse microclimates with a marked temperature range. 

8. Geography and Altitude: Altitude also influences the coffee quality, as higher alti-
tudes mean less oxygen and lower temperatures. This slows down plant growth and 
increases plant density. Other influencing factors include the slope of the land and 
its orientation relative to the sun. 

9. The Soil: The chemical composition of the soil, such as pH, minerals, and drainage 
capacity, nourishes the plant in a specific way. Volcanic soils are notable for their 
acidity and mineral notes, which are highly valued in the market. The areas studied 
are characterized by volcanic soil. 

10. Human Factor and Tradition: Human traditions can influence the producerʹs deci-
sions, such as the variety planted and the cultivation techniques used, as well as the 
processing methods employed, such as fermentation and drying.. 
Terroir defines the exact chemical composition of the coffee bean, which can be read 

through its spectral fingerprint. This is equivalent to possessing the environmental DNA 



Appl. Sci. 2026, 16, 2399 13 of 21 
 

https://doi.org/10.3390/app16052399 

which allows us to confirm whether a specialty coffee truly comes from the place indicated 
on its label. 

Spectral traceability is based on the intrinsic chemistry of coffee. This is carried out 
through the following steps: 
11. Origin Characterization: This involves mapping the production areas. To do this, cof-

fee samples are collected from farms to create a reference database. Each sample is 
analyzed using near-infrared (NIR will be used in this study) spectroscopy to capture 
the chemical signature of the soil and the plant. Values are also obtained, which are 
“recorded” in the hydrogen and oxygen isotopes of the bean, for various variables 
such as altitude, rainfall cycle, and soil nutrients. 

12. Sampling of Green Grain: Before exportation, green coffee is analyzed to verify that 
its fingerprint matches that of the declared origin. This involves scanning the un-
roasted beans, whole or ground, with a spectrophotometer to detect if the batch has 
been mixed with lower-quality beans or beans from another region. 

13. Monitoring during the Roasting: Roasting alters the chemical composition of coffee, 
creating a new “fingerprint” in the process. Spectroscopy is used to maintain the roast 
profile. It validates two key factors for this category: whether the uniformity of the 
color has been maintained and whether the roasting level is appropriate to highlight 
the notes of the specialty coffee. 

14. Sensory Quality Analysis: The sensory quality of the coffee can also be validated by 
comparing spectral curves with cupping scores (SCA). This is possible because cer-
tain spectral signatures are linked to specific high levels of acidity or sweetness, al-
lowing for a quick and objective prediction of cup quality (above 80 points). 

15. Verification at the Point of Sale: To confirm authenticity, the importer or final roaster 
can scan the package to see the “fingerprint” that guarantees the coffee is indeed from 
the specified farm. Spectral data is typically linked to this “fingerprint” via a QR code 
or, as in this study, a blockchain system. 

3. Results 
The apps used in the sample collection process and the storage of georeferenced 

evidence from coffee samples includes several functionalities necessary to ensuring the 
accuracy of the coffee’s spectral fingerprint. It will also help producers to maintain 
productivity and coffee quality. Figure 6 presents a general outline of the main features of 
the apps. This was designed to be easy and intuitive to use for producers. 
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Figure 6. Main features of the application. 

The development of the application used the best practices and technologies recom-
mended by Google to create native, robust, and scalable Android applications. 
• Kotlin Programming Language: selected as the official language for Android devel-

opment due to its null-safety, conciseness, and complete interoperability with the 
Java ecosystem. 

• The application architecture: implements the MVVM (Model–View–ViewModel) 
pattern with the following layers: 
o Interface Layer (UI Layer): built with Jetpack Compose, a declarative frame-

work for user interfaces. This layer is limited to displaying the state provided 
by the ViewModel and notifying user interactions, without containing business 
logic. 

o ViewModel: manages interface logic and state, using StateFlows to expose data 
to the UI. It is designed to survive configuration changes, such as screen rota-
tions. 

o Data Layer: manages all data sources using the repository pattern, isolating the 
ViewModels from the source of the data (local database or web services). 

• User Interface Framework: Jetpack Compose, which allows for the development of 
complex interfaces with less code, is an intuitive framework with reusable compo-
nents. The visual design strictly adheres to the Material Design 3 (M3) guidelines. 

• Local Storage: 
o Structured and Relational Data: Room, an abstraction layer on top of SQLite, is 

used to simplify database access and perform compile-time query verification 
for managing batches, farms, and processes. 

o Key-Value Data: Jetpack DataStore is used to store user preferences and session 
tokens. 

• Backend Communication: 
• The application connects to a server using a RESTful API. 
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• Retrofit is used to define API calls declaratively, along with OkHttp as the HTTP cli-
ent. 

• JSON object serialization and deserialization are performed with Moshi and opti-
mized for Kotlin. 

• Asynchronous Management: Background operations, such as network calls or data-
base access, are handled with Kotlin coroutines, ensuring a smooth, non-blocking 
interface. 

• Dependency Injection: Hilt is used to manage dependencies throughout the applica-
tion, simplifying the architecture, facilitating testing, and reducing repetitive code. 
To use the application, each producer must create a username and password to reg-

ister, as shown in Figure 7A. This will allow them to log in to the application. Formally, it 
is represented in the model as: 𝑈 ←  ∑ 𝑢௜௡௜ୀଵ . 

The following describes the registration process using the application that character-
izes the origin of the coffee in the spectral traceability system. 

The user must register the farm by completing the corresponding information about 
the owner. Figure 7B shows the personal information that the coffee farm owner must 
provide. 

 

Figure 7. Login screen (A) and property registration screen (B). 

When a property is registered, a unique code is generated, which is the ID that allows 
access to its information in the database. Additionally, the name by which the property is 
known in the sector, the zone, the total area, the cultivated area, and the altitude must be 
entered; this screen can be seen in Figure 8A. Figure 8B shows the screen displaying the 
areas where property registrations are being carried out. This information establishes a 
relationship with the property belonging to one or more zones, which is represented in 
the model as 𝐹 ∈  𝑧௜ , 𝑖 ≥ 1 , where 𝑧௜ ∈ 𝑍 . This relationship is used by the Loc location 
function to locate the specific zone Z in the farm F. 
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Figure 8. Property registration screens (A) and Zones of property registration screens (B). 

To register the coffee variety planted on the farm, Figure 9A shows the screen with 
the different varieties that the user can select. A farm can have several coffee varieties 
planted; in this case, the coffee variety planted on the plot is indicated. Also, the pro-
cessing method used for the coffee and the certifications held by the farm must be rec-
orded, as this is very important information for specialty coffees as seen in Figure 9B. 

 

Figure 9. Screens for recording production, harvesting (A), and certifications (B). 

Before the harvest begins, coffee samples are collected from the farms. This involves 
recording videos and taking photos of the samples by batch, including georeferenced data 
with the encrypted key to generate the blockchain of this process, as shown in Figure 10A. 
This data is used for the provenance function (Prov) and farm evidence functions (Hf). 
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Finally, the synchronization function δ (t) ensures that data is sent correctly and stored in 
the database DB(t). 

The samples are sent to the chemistry lab where they will be analyzed using near-
infrared technology selected by the lab’s chemists. This process is performed outside of 
the application. The results will be saved in the mobile application once the analysis is 
complete. Additionally, a record of the activities performed each day is kept, as shown in 
Figure 10B. 

 

Figure 10. Control of the collection of samples from the farm (A) and farm reports (B). 

4. Discussion 
The results of this study constitute a viable and scalable solution for improving trace-

ability, quality assurance, and decision-making in specialty coffee production through the 
integration of a framework that combines Precision Agriculture Management Systems 
(PAMSs) and traceability architecture. A mobile application facilitates the collection of 
georeferenced coffee bean samples, which are then sent to the chemistry lab for spectral 
fingerprinting. The evidence of geographic origin and coffee varieties stored in the mobile 
application is necessary to establish its terrior and a unique spectral fingerprint, as well as 
to prevent coffee adulteration. 

The proposal introduces a data-driven methodology [13,15] capable of supporting 
producers in the evaluation of data traceability and decision-making that is distinct from 
the traditional method, which can be costly. Table 4 shows the comparison between the 
two approaches. 

Table 4. Comparative approaches. 

Evaluation At-
tribute 

Traditional Method 

Precision Agriculture 
Management Systems 
(PAMSs) and Tracea-

bility Architecture 

Advantage 

Data Traceability Manual/Spreadsheets 
(Error-prone) 

Automatic (Blockchain 
+ Georeference) 

Immutable data integ-
rity 
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Decision Making Certified experts Farm staff with mini-
mal training 

Decentralization of 
knowledge 

Accurate geospatial, environmental, and management data significantly improves 
coffee traceability and differentiation. The system allows for terroir measurement and ver-
ification by linking altitude, microclimate, soil characteristics, and post-harvest practices. 
This capability is fundamental for high-value Panamanian specialty coffees, especially the 
Geisha variety, where origin authentication and fraud prevention are essential for main-
taining market confidence and premium pricing [5,24,25]. 

The proposed system provides a more comprehensive traceability model compared 
to existing traceability approaches that are primarily based on manual digital records or 
QR codes. Although QR code-based systems improve access to information, their ability 
to guarantee authenticity or prevent data manipulation is limited [7,8]. In contrast, the 
integration of spectral fingerprinting with immutable blockchain records and georefer-
enced evidence in the proposed system offers a higher level of security throughout the 
coffee value chain, from the farm to the point of sale [9]. 

The system facilitates data-driven decision-making for producers, helping to bridge 
the technological gap between coffee growers and quality certification processes. This 
supports the integration of smart and precision agriculture technologies to improve 
productivity, sustainability, and quality consistency in coffee production systems 
[16,19,28]. 

The mobile application effectively addresses the problem of internet connectivity, 
one of the most critical limitations faced by coffee producers in rural regions, by imple-
menting an edge–cloud architecture combined with blockchain-based version control and 
immutability. This ensures data integrity and enables offline operation. 

This approach is consistent with previous research on cloud and edge computing 
applied to agricultural systems, which identified resilience, consistency, and fault toler-
ance as essential properties for rural implementations [17,18]. Furthermore, the formal 
mathematical model presented in this work provides a rigorous abstraction of the tracea-
bility, provenance, and synchronization processes, reinforcing the system transparency 
and reproducibility, an aspect often lacking in comparable agricultural traceability solu-
tions [8,9]. 

5. Conclusions 
This research presents an innovative system for specialty coffee traceability that in-

tegrates mobile computing, edge–cloud architecture, and blockchain technology. The sys-
tem proposes a scientifically based method for characterizing coffee quality and authenti-
cating its origin. 

The mobile application enables on-farm data collection, capturing georeferenced ev-
idence, videos, and agronomic data. All of this is achieved without compromising func-
tionality, even under limited connectivity conditions. Furthermore, the formal mathemat-
ical model ensures consistency, provenance, and traceability among the distributed com-
ponents, providing a solid foundation for scalability. Finally, the use of georeferenced in-
formation of the coffee is essential to ensure its terroir and the accuracy of the spectral 
fingerprint of coffee, as well as to prevent coffee adulteration. 

The system supports producers in improving the quality, productivity, and market 
position of their coffee by providing them with data on their coffee production and facili-
tating data-driven decision-making. Furthermore, it enhances transparency, reduces the 
risk of coffee adulteration, and strengthens consumer confidence, all crucial aspects for 
specialty coffees like those produced in Boquete, Tierras Altas, and Renacimiento. 
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The proposed system represents a significant step toward the digital transformation 
of specialty coffee production through the use of science-based scalable technologies fo-
cused on the producer’s needs. Future plans include an application that interacts with the 
spectrometer, expanding the system to work with other regions and non-specialty coffee 
varieties. Additionally, predictive models will be developed and validated under diverse 
environmental conditions to identify various factors that can contribute to improving cof-
fee quality. 
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