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Abstract 

Secure and efficient spatial range query over encrypted outsourced vector data remains a 

challenging issue, particularly for polyline and polygon data. Existing schemes primarily 

focus on point data and have not been properly extended to more complex spatial objects. 

Therefore, we propose a secure and efficient spatial range query scheme that supports 

multi-type encrypted vector data. The data owner first outsources encrypted vector data 

and the encrypted R-tree index to a cloud server, and then the cloud server retrieves 

matching data identifiers using an encrypted query rectangle and encrypted index. After 

that, the cloud server accesses the spatial database to obtain the corresponding encrypted 

vector data. Finally, the query user decrypts the encrypted vector data and filters with a 

query rectangle to get actual query results. Experiments show that our scheme achieves 

query efficiency comparable to that of query based on a plaintext index, while providing 

enhanced query security at the cost of only 3.97% performance overhead. We also com-

pared our point data query with existing scheme. And the results indicate that our scheme 

effectively reduces false positives and improves query efficiency by enabling intersection 

tests between the query rectangle and the minimum bounding rectangles of spatial objects 

in the encrypted domain. Overall, our scheme can support spatial range query over multi-

type encrypted vector data, achieving a balance between security and efficiency. 

Keywords: data outsourcing; range query; encrypted index; encrypted vector data; data 

security 

 

1. Introduction 

With the rapid growth of data volumes, data owners tend to outsource their data to 

cloud servers to reduce local storage and computing costs [1]. As an honest-but-curious 

third party, cloud servers may analyze the data when executing query requests, thereby 

posing a risk of data leakage [2]. Therefore, original data is often encrypted using sym-

metric encryption algorithms before being outsourced. However, symmetric encryption 

disrupts the structure and order of the data, making it difficult to directly execute query 

operations that rely on this information [3]. Although encrypted data files can be sent to 

query users for local decryption and query, this increases the computational burden on 

users and transmits a large amount of redundant data, thereby reducing query efficiency 

and wasting network resources. Therefore, it is of great significance to develop a spatial 

query scheme that balances security, efficiency, and user usability. 
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Query service is a basic requirement in data outsourcing, and its form exhibits diver-

sity depending on the various query needs [4–7]. Vector data is widely used in geographic 

information systems and is a common type of outsourced data [8]. As a basic operation in 

vector data analysis, spatial range query plays an important role in domains including 

urban planning, transportation and logistics, natural resource management, and location-

based services, as well as other related areas [9]. For example, in urban planning and man-

agement, administrative departments can retrieve geographic features within a specific 

area through spatial range query and analyze their spatial distribution, which helps sup-

port resource allocation decisions. However, outsourced data is generally encrypted, so 

cloud servers cannot construct a meaningful spatial index on encrypted data for range 

query. In addition, cloud servers are also unable to decrypt outsourced data to perform a 

query on the original data. Therefore, how to support spatial range query over encrypted 

vector data becomes a key issue. 

Regarding the spatial range query on encrypted vector data, existing research has 

primarily adopted a strategy combining cryptography and index [10–17]. On the one hand, 

symmetric encryption algorithms (such as AES and SM4) [18,19] are utilized to protect the 

original vector data. On the other hand, an encrypted index is constructed to enable fast 

query, allowing the cloud server to perform a spatial range query without decrypting the 

vector data. This strategy balances data security and query efficiency. However, existing 

schemes are primarily designed for point data and offer limited support for polyline and 

polygon data, making it difficult to meet the query requirements for multiple types of 

vector data. Point data cannot convey the shape and spatial extent of objects. If points are 

used to represent spatial objects such as buildings or roads, query accuracy can be signif-

icantly affected. Hence, the need to support query over polyline and polygon data cannot 

be ignored. 

To address the above issue, we propose a secure and efficient spatial range query 

scheme that supports multi-type encrypted vector data. Specifically, we employ Order-

Preserving Encryption (OPE) and Sort-Tile-Recursive (STR) algorithm to construct an en-

crypted R-tree index, and utilize the symmetric encryption algorithm SM4 to process the 

original vector data. Subsequently, the encrypted index and data are outsourced to the 

cloud server for store and query, with the index stored in the cloud server’s hard disk and 

the data stored in a spatial database deployed on the cloud server. Our contributions are 

as follows: 

• We propose a secure and efficient spatial range query scheme for multi-type en-

crypted vector data, which supports query processing for point, polyline and poly-

gon data. 

• Only a single round of communication is required between the trusted user and the 

cloud server, avoiding frequent data transmission. 

• We conduct query experiments on eight datasets consisting of point, polyline, and 

polygon data, and compare the query efficiency of our scheme with those of the com-

parison schemes. 

• The experimental results show that, compared to plaintext index query, the maxi-

mum efficiency loss of our scheme is only 3.97%, achieving a balance between query 

efficiency and security.  

The rest of this paper is organized as follows. In Section 2, we provide an overview 

of related work on spatial range query for encrypted vector data. In Section 3, we intro-

duce some techniques used in our scheme. In Section 4, we describe the system model, 

problem definition, and design goals. Then, in Section 5, we present the implementation 

details of our scheme. Next, we show the security analysis in Section 6 and present the 

performance analysis in Section 7. Finally, in Section 8, we draw a conclusion of our work. 
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2. Related Work 

Existing research on spatial range query for encrypted vector data often employs 

cryptographic primitives such as Order-Preserving Encryption and Homomorphic En-

cryption to ensure that cloud servers can perform query without decrypting the data [20]. 

To improve query efficiency and reduce computational overhead, existing schemes often 

combine encryption technology with spatial query optimization technology. Bloom filter 

[21], space filling curve [22], and learned index [23] are common query optimization meth-

ods. 

A Bloom filter can quickly check whether an element belongs to a set and is often 

used to filter out irrelevant data. Wang et al. [11] proposed the Geometric Range Searcha-

ble Encryption (GRSE) scheme using a Bloom filter and Shen-Shi-Waters encryption 

(SSW), which enabled the retrieval of point data within an arbitrary geometric range. 

However, GRSE does not consider the redundant bits that do not map information in the 

Bloom filter, resulting in huge computational and storage overhead. To address this prob-

lem, Miao et al. [12] designed the Privacy-Preserving Spatial Range Query (PSRQ) scheme, 

which constructed a Circular Shift and Coalesce Bloom Filter (CSC-BF) and used Symmet-

ric-Key Hidden Vector Encryption (SHVE) to encrypt the valid bits mapped to the CSC-

BF, thereby reducing computational and storage costs. Miao et al. [24] also designed the 

Efficient and Secure Spatial Range Query (ESSRQ) scheme based on the Geohash algo-

rithm, CSC-BF, and Symmetric Homomorphic Encryption (SHE), making the query com-

plexity independent of dataset size and significantly improving the query efficiency for 

large-scale point data. However, the above schemes based on Bloom filter [11,12,24] still 

face challenges when handling polyline and polygon data. On the one hand, if polyline or 

polygon is simplified into a single point and then mapped into the Bloom filter, the loss 

of spatial information results in a large number of false positives (irrelevant data). On the 

other hand, if all the codes covered by polyline or polygon are mapped into the Bloom 

filter, the storage cost will increase greatly, and the higher probability of hash collisions 

will reduce the query accuracy. 

Space-filling curve (SFC) can map multidimensional data into one-dimensional space, 

hence transforming complex two-dimensional geometric query into one-dimensional nu-

merical interval query. Kim et al. [25] proposed the Hilbert-curve-based Cryptographic 

Transformation (HCT) scheme, which enabled efficient range query for encrypted point 

data through Hilbert aggregation index. However, the HCT scheme requires multiple 

rounds of communication, resulting in increased communication overhead. Subsequently, 

Kamel et al. [10] proposed the Dynamic Index for Spatial data on the Cloud (DISC) scheme, 

which utilized a Hilbert R-tree index protected by hybrid encryption to enable point data 

query in a single round of communication. However, SFC struggles to preserve the topo-

logical integrity of spatial objects when processing polyline and polygon. Polyline and 

polygon objects are typically mapped to encoding intervals that span multiple Hilbert 

grids, and this discrete representation leads to index bloat [26]. Furthermore, the mis-

match between encoding intervals and actual geometric shapes introduces a vast amount 

of irrelevant candidate data, thereby reducing query efficiency. In the data outsourcing 

environment, this will increase communication and client-side filtering burden, which in 

turn limits the practicality of the scheme on large-scale vector datasets. 

Traditional tree-based index query schemes (such as R-tree and Quadtree) often 

cause redundant computational costs because each query needs to access the encrypted 

data stored by all nodes on the path from the tree root to leaf node [27]. To achieve better 

query performance, researchers utilized learned index to quickly predict the storage loca-

tions of data. Wang et al. [28] designed the learned Z-order Model (ZM) index, and proved 

that in most scenarios, the learned index performed more efficiently than R-tree. However, 

the ZM index does not consider the issue of privacy protection. Therefore, Li et al. [27] 
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proposed an efficient conjunctive geometric range query scheme with a learned index, 

which achieved differential privacy protection by adding noise to the objective function. 

Wang et al. [29] proposed the SLS-index-based Range Queries (SLRQ) scheme, which uti-

lized the Paillier cryptosystem and secure learned spatial index (SLS-index) to achieve 

efficient data bucket filtering while ensuring strong security. However, most existing 

learned index schemes for encrypted data rely on spatial-filling curve to map multidimen-

sional data to one dimension, and are essentially still designed for point data [28]. The 

above schemes [27–29] all utilize Z-order curve during the construction of learned indexes. 

The core function of spatial-filling curve is to map spatial data to a unique one-dimen-

sional value. However, polyline and polygon data often intersect with multiple grids, 

making it difficult to accurately represent them using a unique code [30]. 

To meet the spatial range query requirements for multi-type encrypted vector data, 

and considering query efficiency and user burden, we propose a secure index scheme 

based on R-tree. Unlike Bloom filter and SFC, our scheme utilizes the minimum bounding 

rectangle (MBR) to uniformly represent heterogeneous spatial objects. This approach 

avoids fragmented segmentation and excessive simplification of continuous spatial ob-

jects, ensuring the integrity and uniqueness of spatial object representations. Based on this 

unified representation, all spatial objects—regardless of their original type—are indexed 

using an encrypted R-tree constructed over MBRs. During query processing, the en-

crypted query rectangle is compared against encrypted MBRs to determine candidate ob-

jects in a uniform manner. 

3. Preliminaries 

This section will introduce the main techniques supporting our scheme, including 

Order-Preserving Encryption, Sort-Tile-Recursive algorithm, and R-tree index. 

3.1. Order-Preserving Encryption 

The core characteristic of Order-Preserving Encryption (OPE) is the fact that the ci-

phertext maintains the same numerical order as the original data, thereby enabling effi-

cient comparison calculation and range query on encrypted data [31]. (If 𝑎1 > 𝑎2, then 

𝐸𝑂𝑃𝐸(𝑎1) > 𝐸𝑂𝑃𝐸(𝑎2)). 

Our scheme encrypts R-tree and query rectangle through the provably secure Order-

Preserving Encryption proposed by Boldyreva et al. [31]. Boldyreva et al. [31] were the 

first to provide a complete security analysis on OPE. During query processing, the cloud 

server can determine whether the encrypted index node intersects with the encrypted 

query rectangle without data decryption. 

3.2. R-Tree Index 

R-tree index is a balanced tree structure used for retrieving spatial data [32]. R-tree 

achieves efficient data retrieval by organizing the MBRs of spatial objects into a hierar-

chical tree structure. While querying, the cloud server starts from the root node and checks 

whether the MBR of each node intersects with the query rectangle, and recursively visits 

child nodes that meet the condition.  

3.3. Sort-Tile-Recursive Algorithm 

The Sort-Tile-Recursive (STR) algorithm is a spatial index construction algorithm that 

can be used to efficiently construct R-tree [33]. This algorithm can ensure that spatially 

adjacent objects are placed in the same node as much as possible through sorting and 

tiling, thereby reducing node overlap and improving query efficiency. 

The first step of index construction is to obtain the center point coordinates (𝑋𝑐 , 𝑌𝑐) of 

the MBR of each spatial object. Next, the spatial data is sorted by 𝑋𝑐 and divided into 
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multiple tiles. Within each tile, the data is sorted by 𝑌𝑐. After that, leaf nodes are generated 

according to node capacity. Finally, the above operations are recursively performed on 

the leaf nodes to construct upper-level nodes until the root node is formed. 

4. Problem Formulation 

In this section, we present the system model, problem definition, and design goals. 

4.1. System Model 

The system model of the proposed scheme, as shown in Figure 1, consists of three 

entities: the data owner (DO), trusted user (TU), and cloud server (CS). 

• Data Owner: Encrypts vector data and index using SM4 and OPE respectively in the 

trusted environment, and then outsources them to the CS. The DO is responsible for 

the secure storage of the vector data encryption key 𝐾𝑆𝑀4, initial vector and the index 

encryption key 𝐾𝑂𝑃𝐸. These parameters are distributed to the TU through a secure 

channel protected by transport security protocol such as TLS.  

• Trusted User: Encrypts the query rectangle using the 𝐾𝑂𝑃𝐸 and submits encrypted 

query request to the CS. After obtaining the query results returned by CS, TU de-

crypts the query results using 𝐾𝑆𝑀4 and filters out false positives (irrelevant data) in 

the plaintext domain. 

• Cloud Server: Stores the encrypted data and index outsourced by DO, and provides 

encrypted data range query services to TU. 

In the system, all vector data, index, query rectangles and query results are transmit-

ted in encrypted form, ensuring data confidentiality. 

 

Figure 1. System model for spatial data outsourcing. 

4.2. Problem Definition 

Given a vector dataset 𝐷𝐵 = {𝑂1, 𝑂2,···, 𝑂𝑖 ,···, 𝑂𝑠} , where 𝑂𝑖  represents any spatial 

object, and 𝑠 denotes the total number of spatial objects in the dataset, our scheme com-

prises five algorithms: 

𝛱 = (𝐼𝑛𝑑𝑒𝑥𝑒𝑛𝑐 , 𝑆𝑝𝑎𝑡𝑖𝑎𝑙𝐷𝑎𝑡𝑎𝑒𝑛𝑐, 𝑄𝑢𝑒𝑟𝑦𝑅𝑎𝑛𝑔𝑒𝑒𝑛𝑐 , 𝑄𝑢𝑒𝑟𝑦𝐶𝑆, 𝐷𝑒𝑐𝐹𝑖𝑙𝑡𝑒𝑟𝑇𝑈).  

The algorithm is defined as follows: 
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• 𝐼𝑒𝑛𝑐 ← 𝐼𝑛𝑑𝑒𝑥𝑒𝑛𝑐(𝐷𝐵, 𝐾𝑂𝑃𝐸): DO runs the algorithm to generate an encrypted spatial 

index for each vector dataset. 

• 𝐷𝐵𝑒𝑛𝑐 ← 𝑆𝑝𝑎𝑡𝑖𝑎𝑙𝐷𝑎𝑡𝑎𝑒𝑛𝑐(𝐷𝐵, 𝐾𝑆𝑀4): DO encrypts the original spatial objects to pro-

vide strong data privacy protection. 

• 𝑄𝑅𝑒𝑛𝑐 ← 𝑄𝑢𝑒𝑟𝑦𝑅𝑎𝑛𝑔𝑒𝑒𝑛𝑐(𝑄𝑅, 𝐾𝑂𝑃𝐸): TU performs OPE on the query rectangle to en-

sure that range query can be executed in the ciphertext domain. 

• 𝑅𝐶𝑆 ← 𝑄𝑢𝑒𝑟𝑦𝐶𝑆(𝐼𝑒𝑛𝑐 , 𝑄𝑅𝑒𝑛𝑐 , 𝐷𝐵𝑒𝑛𝑐): CS processes the query request and returns the en-

crypted query result 𝑅𝐶𝑆 to TU.  

• 𝑅𝑇𝑈 ← 𝐷𝑒𝑐𝐹𝑖𝑙𝑡𝑒𝑟𝑇𝑈(𝑅𝐶𝑆, 𝑄𝑅, 𝐾𝑆𝑀4): TU decrypts 𝑅𝐶𝑆 and filters out false positives to 

obtain actual query results. 

The notations used in the paper and their descriptions are shown in Table 1. 

Table 1. Notations and descriptions. 

Notations Descriptions 

𝐾𝑆𝑀4 Vector data encryption key 

𝐾𝑂𝑃𝐸 Index and query rectangle encryption key 

𝐷𝐵𝑒𝑛𝑐 Encrypted vector dataset 

𝐼𝑒𝑛𝑐 Encrypted spatial index 

𝑄𝑅𝑒𝑛𝑐 Encrypted query rectangle 

𝑅𝐶𝑆 Query results provided by CS 

𝑅𝑇𝑈 Actual query results  

𝑛𝑖 Index tree node 

4.3. Design Goals 

The design goals of our scheme are to achieve secure spatial range query for multi-

type encrypted vector data, specifically satisfying the following requirements:  

• Query Privacy: Vector data is encrypted using a symmetric encryption algorithm be-

fore being outsourced, so CS cannot obtain the original data and its distribution pat-

tern. TU also do not know extra data information except for query results. In addi-

tion, CS cannot access the actual query rectangle because it has been encrypted by 

TU.  

• Query Efficiency: Index retrieval only requires low-complexity comparison calcula-

tions. Furthermore, the query process can be completed with single round of com-

munication. 

• Query Accuracy: The query results returned by CS include all spatial objects that 

intersect with the query rectangle. Although 𝑅𝐶𝑆 may contain false positives, no spa-

tial objects that are actually within the query rectangle will be omitted. 

5. Our Proposed Scheme 

This section provides implementation details of our scheme, comprising the follow-

ing three parts: index construction and vector data process, cloud server query, and 

trusted user decryption and filtering. Figure 2 shows the complete flow chart of the 

scheme proposed in this paper. 
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Figure 2. Flow chart of proposed scheme. 

5.1. Index Construction and Vector Data Process 

Our scheme is designed for point, polyline and polygon vector data. Typically, each 

polyline or polygon record is composed of a large number of points. In order to minimize 

the index size and maintain data security, each data entry only stores the unique identifier 

and encrypted MBR of spatial object. The use of MBRs to replace original vector data offers 

two mainly advantages. First, as abstract representation of original spatial objects, MBRs 

provide only the boundary of spatial objects, thereby reducing the risk of precise location 

leakage. Second, compared with original polyline or polygon, MBRs require significantly 

less storage space, which effectively prevents excessive index bloat and improves query 

efficiency. Algorithm 1 gives the pseudocode for encrypted index construction. 

Algorithm 1: Encrypted index construction (by DO) 

1: Input: 

2:    Spatial dataset 𝐷𝐵 = {𝑂1, 𝑂2,···, 𝑂𝑖 ,···, 𝑂𝑠} 

3:    Encryption key 𝐾𝑂𝑃𝐸 

4: for each 𝑂𝑖 in 𝐷𝐵 do 

5:     Extract the MBR of 𝑂𝑖 ∈  𝐷𝐵  

6:     Store MBR in set ℳ   

7: end for  

8: Construct a plaintext R-tree 𝐼 using STR on ℳ 

9: for each MBR in 𝐼 do 

10:     Encrypt MBR using 𝐾𝑂𝑃𝐸 

11: end for 

12: Return encrypted R-tree 

We employ the STR algorithm to construct R-tree index, thereby reducing overlap 

between nodes. For MBRs in the R-tree, we encrypt it using OPE to prevent the disclosure 

of the original data distribution. As OPE is applied per dimension, all the X and Y coordi-

nates are encrypted independently. Specifically, each coordinate component is treated as 

an individual value and encrypted separately. This reveals only one-dimensional order 

information and distribution characteristics along the X and Y axes, but does not expose 

the exact coordinate values or full two-dimensional geometric structure. Figure 3 illus-

trates the construction of the encrypted R-tree index. To balance the depth of the index 

tree with query efficiency, we first set the depth of R-tree to 3, thereby determining that 

the node capacity 𝑀 is also 3 in Figure 3. Using the formula ⌈√⌈𝑠/𝑀⌉⌉, we calculate that 

the data space can be divided into two tiles [33]. Considering the spatial distribution of 

the vector data, we divide the data in Figure 3 into two tiles, namely N1 and N2. Within 
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each tile, considering the numerical magnitude of 𝑌𝑐 and the node capacity, we obtain 

four leaf nodes: N3, N4, N5, and N6. 

 

Figure 3. The construction of the encrypted spatial index. 

After the construction of the R-tree index, it is time to process the original vector data. 

Generally, vector data is represented precisely by multiple pairs of coordinates, which 

determine the data’s geographic location and shape in the real world [34]. The disclosure 

of coordinates can pose significant privacy and security risks. Therefore, it is necessary to 

encrypt the coordinates before outsourcing the data to ensure confidentiality during trans-

mission and storage. We use SM4-CBC to encrypt the coordinates and Figure 4 shows the 

CBC encryption mode. In CBC encryption mode, since a different initialization vector is 

used for each encryption operation and the ciphertext is influenced by the previous ci-

phertext block, the same plaintext results in different ciphertext after encryption [35]. Even 

if an attacker obtains multiple ciphertexts, they cannot easily decrypt them or infer the 

original data. 

 

Figure 4. The CBC encryption mode. 

After completing the above tasks, the encrypted vector data and the corresponding 

encrypted index need to be outsourced to CS. Since our scheme does not store the original 

vector data within the index, it is necessary to access the outsourced encrypted vector data 

to obtain the corresponding encrypted query results according to the identifiers returned 

by the index retrieval. However, common vector data formats (such as GeoJSON, KML, 

and GML) typically rely on sequential parsing and lack efficient random access mecha-

nisms, thereby impairing query performance [36–38]. For Shapefile data, the original .shx 

file, which relies on fixed offsets, becomes invalid due to changes in data length caused 

by padding resulting from encryption [39]. To address this issue, a spatial database is de-

ployed on the CS, and the encrypted vector data are imported into it. When performing a 

query, the unique identifier of each spatial object is used as a linkage key, enabling the 

cloud server to efficiently retrieve the corresponding encrypted vector data through data-

base lookup operations. 
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5.2. Cloud Server Query 

During the query process, the cloud server starts from the root node to determine 

whether 𝑄𝑅𝑒𝑛𝑐 intersects with the MBR of the current node. If there is an intersection, the 

search recursively continues to the child nodes until the leaf nodes are reached and checks 

each data entry. If there is no intersection, the search along that path is terminated. Since 

the X and Y coordinates are encrypted separately, the intersection test is performed by 

independently comparing the coordinate values along the X and Y axes to identify the 

data identifiers that satisfy the query conditions. The specific judgment logic is as fol-

lows: ! (𝑛𝑜𝑑𝑒_𝑚𝑏𝑟. 𝑚𝑖𝑛_𝑥 >  𝑞𝑢𝑒𝑟𝑦_𝑟𝑒𝑐𝑡. 𝑚𝑎𝑥_𝑥 || 𝑛𝑜𝑑𝑒_𝑚𝑏𝑟. 𝑚𝑎𝑥_𝑥 <

 𝑞𝑢𝑒𝑟𝑦_𝑟𝑒𝑐𝑡. 𝑚𝑖𝑛_𝑥 ||𝑛𝑜𝑑𝑒_𝑚𝑏𝑟. 𝑚𝑖𝑛_𝑦 >  𝑞𝑢𝑒𝑟𝑦_𝑟𝑒𝑐𝑡. 𝑚𝑎𝑥_𝑦 || 𝑛𝑜𝑑𝑒_𝑚𝑏𝑟. 𝑚𝑎𝑥_𝑦 <

 𝑞𝑢𝑒𝑟𝑦_𝑟𝑒𝑐𝑡. 𝑚𝑖𝑛_𝑦), where 𝑛𝑜𝑑𝑒_𝑚𝑏𝑟 denotes the encrypted MBR of an index node, and 

𝑞𝑢𝑒𝑟𝑦_𝑟𝑒𝑐𝑡 denotes the encrypted query rectangle. 

The CS first filters out matching spatial object identifiers through 𝐼𝑒𝑛𝑐 and 𝑄𝑅𝑒𝑛𝑐, 

and then interacts with the spatial database to extract the encrypted vector data corre-

sponding to the identifiers. Since the data is encrypted before outsourcing, the query re-

sults are returned to TU in encrypted form. TU decrypts and filters the results to obtain 

the actual query results. Algorithm 2 provides the pseudocode for the cloud server query.  

Algorithm 2: Spatial query process on encrypted data 

1: Input: 

2:    Query range 𝑄𝑅 = [(𝑥𝑚𝑖𝑛, 𝑦𝑚𝑖𝑛), (𝑥𝑚𝑎𝑥, 𝑦𝑚𝑎𝑥)] 

3:    Encryption key 𝐾𝑂𝑃𝐸 

4: 𝑄𝑅𝑒𝑛𝑐←Encrypt 𝑄𝑅 using 𝐾𝑂𝑃𝐸                             ▷ At TU 

5: Send 𝑄𝑅𝑒𝑛𝑐 to CS 

6: for all 𝒏𝒊 in 𝑰𝒆𝒏𝒄 do 

7:     if 𝑛𝑖 ∩  𝑄𝑅𝑒𝑛𝑐 ≠ ∅  then                                ▷ At CS 

8:         if 𝑛𝑖 is leaf then 

9:             Search each data entry and add matching data to 𝑅𝐶𝑆 

10:         else if 𝑛𝑖 is internal node then 

11:             Search each child of 𝑛𝑖 

12:         end if 

13:     end if 

14: end for 

15: Return 𝑅𝐶𝑆 to TU 

5.3. Trusted User Decryption and Filtering 

The MBR-based intersection test method may cause false positives. Figure 5 illus-

trates false positives for polyline and polygon data in detail. Figure 5a,b show cases of 

false positives in polyline data, while Figure 5c,d show cases of false positives in polygon 

data. It can be seen that even if the spatial objects are disjoint from the query rectangles, 

the MBRs still intersect with the query rectangles, hence resulting in false positives. To 

address false positives in query results, TU has to decrypt the query results returned by 

CS and filter out mismatched vector data. Algorithm 3 displays the pseudocode for query 

result 𝑅𝐶𝑆  decryption and filtering. 

Algorithm 3: Decrypt-and-filter query result 𝑅𝐶𝑆 (by TU) 

1: Input: 

2:    Query results 𝑅𝐶𝑆 returned by cloud server 

3:    Encryption key 𝐾𝑆𝑀4, initial vector, original query rectangle 𝑄𝑅 

4: for each record in 𝑅𝐶𝑆 do 

5:     Decrypt encrypted record using 𝐾𝑆𝑀4 and initial vector 
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6: end for 

7: for each decrypted record do 

8:     Filter the decrypted record with 𝑄𝑅 and discard the mismatched record 

9: end for  

10: Return actual query results 𝑅𝑇𝑈 

There are three spatial relationships between point data and the query rectangle: 

point inside the query rectangle, point outside the query rectangle, and point on the 

boundary of the query rectangle. In range query, these three relationships can be accu-

rately determined through coordinates, thus avoiding false positives. 

  
(a) False positive in polyline data (b) False positive in polyline data 

  
(c) False positive in polygon data (d) False positive in polygon data 

Figure 5. The cases of false positives. Note: The highlighted polylines or polygons are actual spatial 

objects. The red rectangles are the MBRs of spatial objects and the black rectangles are the query 

rectangles. The pink areas indicate the intersection between the MBRs and the query rectangles. 

6. Security Analysis 

6.1. Leakage Function 

We first define the leakage function. The leakage caused by query 𝑄 on dataset 𝐷𝐵 

is denoted as ℒ(𝐷𝐵, 𝑄), which specifically includes the following aspects: 

• Size Pattern: CS can learn the total number of data records in the dataset. 

• Access Pattern: CS knows the identifier of each encrypted data record returned by 

each spatial range query. 

• Search Pattern: CS knows whether the same encrypted data record was retrieved via 

two different queries. 
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6.2. Data Security 

Our scheme is suitable for multiple types of vector data. Specifically, the data security 

for polyline and polygon data is guaranteed under IND-CPA, while that for point data 

and encrypted R-tree index are established under POPF-CCA [40,41]. 

Before the formal data security analysis for polyline and polygon data, we first sim-

ulate a security game between the challenger 𝒞 and the adversary 𝒜. 

Definition 1. Let 𝛱 = (𝐼𝑛𝑑𝑒𝑥𝑒𝑛𝑐 , 𝑆𝑝𝑎𝑡𝑖𝑎𝑙𝐷𝑎𝑡𝑎𝑒𝑛𝑐, 𝑄𝑢𝑒𝑟𝑦𝑅𝑎𝑛𝑔𝑒𝑒𝑛𝑐 , 𝑄𝑢𝑒𝑟𝑦𝐶𝑆, 𝐷𝑒𝑐𝐹𝑖𝑙𝑡𝑒𝑟𝑇𝑈) 

be a spatial range query scheme for multiple types of encrypted vector data over security parameters 

λ. The security game between a challenger 𝒞 and an adversary 𝒜 is defined as: 

Init: Given security parameter λ, the adversary 𝒜 generates two datasets 𝐷𝐵1 = {𝑂1,1, 𝑂1,2,···

, 𝑂1,𝑠} and 𝐷𝐵2 = {𝑂2,1, 𝑂2,2,···, 𝑂2,𝑠} with the same number of spatial data objects as 𝒞. 

Phase 1: 𝒜 adaptively submits a number of requests, where each request is one of the two follow-

ing types: 

• Ciphertext request: On the jth ciphertext request, adversary 𝒜  outputs a dataset 𝐷𝐵𝑗 =

{𝑂𝑗,1, 𝑂𝑗,2,···, 𝑂𝑗,𝑠}, and challenger 𝒞 returns encrypted index 𝐼𝑒𝑛𝑐,𝑗 through 𝐼𝑛𝑑𝑒𝑥𝑒𝑛𝑐. 

• Encrypted query range request: On the jth query request, adversary 𝒜 outputs a spatial 

query range 𝑄𝑅𝑗, and challenger 𝒞 responds with encrypted query range 𝑄𝑅𝑒𝑛𝑐,𝑗 through 

𝑄𝑢𝑒𝑟𝑦𝑅𝑎𝑛𝑔𝑒𝑒𝑛𝑐. 

Challenge: With 𝐷𝐵1 and 𝐷𝐵2 selected in Init, challenger 𝒞 flips a coin 𝑏 ∈  {0,1} and re-

turns 𝐼𝑒𝑛𝑐,𝑏 of 𝐷𝐵𝑏 to adversary 𝒜. 

Phase 2: Adversary 𝒜 continues to adaptively submit a number of requests, which are still sub-

jected to the same restrictions in Phase 1. 

Guess: Adversary 𝒜 gives a guess 𝑏′ of 𝑏. 

We say that our scheme is secure against IND-CPA on data security for polyline and 

polygon data if for any polynomial-time adversary in the above game, it has at most a 

negligible advantage. 

𝐴𝑑𝑣𝑂𝑢𝑟 𝑠𝑐ℎ𝑒𝑚𝑒,𝒜
𝐼𝑁𝐷−𝐶𝑃𝐴−𝐷𝑎𝑡𝑎(1𝜆) = |𝑃𝑟[𝑏′ = 𝑏] −

1

2
| ≤ 𝑛𝑒𝑔𝑙(𝜆) , where 𝑛𝑒𝑔𝑙(𝜆)  is the negligible 

function in λ. 

We now analyze the data security for polyline and polygon data. Since the original 

vector data in our solution is encrypted using SM4, data security relies on the security of 

a symmetric encryption algorithm. 

Theorem 1. Polyline and polygon data encrypted with SM4 achieve IND-CPA security because 

SM4 is IND-CPA-secure. 

Proof. To prove the IND-CPA data security of our scheme for polyline and polygon data, 

we simulate the security game defined in Definition 1 with an adversary 𝒜 from the 

ideal security game of SM4. For each object in 𝐷𝐵𝑗, the MBRs are first extracted to con-

struct an index, and then encrypted using SM4. In Phase 1 and Phase 2 of the security 

game, 𝒜 chooses different 𝑂𝑗,𝑖 each time and observes the corresponding ciphertext in 

𝐼𝑒𝑛𝑐,𝑗. Since the key 𝐾𝑆𝑀4 is kept secret from 𝒜 and the encryption follows the standard 

SM4-CBC, the probability of 𝒜 distinguishing between two ciphertexts can be reduced 

to breaking the underlying SM4. Furthermore, although the MBRs are encrypted via OPE 

for index construction, the MBR only provides an approximate boundary and does not 

leak the precise vertex coordinates of polyline and polygon data. Namely, for any pair of 

messages and the corresponding ciphertext chosen by 𝒜 , 𝒜  cannot determine which 

message has been encrypted. Then we have 𝐴𝑑𝑣𝑂𝑢𝑟 𝑠𝑐ℎ𝑒𝑚𝑒,𝒜
𝐼𝑁𝐷−𝐶𝑃𝐴−𝐷𝑎𝑡𝑎(1𝜆) = |𝑃𝑟[𝑏′ = 𝑏] −

1

2
| ≤
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𝑛𝑒𝑔𝑙(𝜆), which proves polyline and polygon data meet IND-CPA security in our scheme. 

□ 

The OPE adopted in the paper is proposed by Boldyreva et al., and is based on the 

hypergeometric distribution, namely 𝑂𝑃𝐸𝐻𝐺. 𝑂𝑃𝐸𝐻𝐺 consists of an encryption algorithm 

𝐸𝑛𝑐𝐻𝐺, and a decryption algorithm 𝐷𝑒𝑐𝐻𝐺, and achieves order-preserving mapping from 

plaintexts to ciphertexts through recursive binary partitioning and hypergeometric sam-

pling. The random bits required during the sampling process are generated by a pseu-

dorandom function TapeGen, which is composed of VIL-PRF (Variable Input-Length 

Pseudorandom Function) and VOL-PRG (Variable Output-Length Pseudorandom Gener-

ator), both constructed based on AES. 

The 𝑂𝑃𝐸𝐻𝐺 achieves POPF-CCA security. In the ideal setting, the stateful LazySam-

ple algorithm, supplied with truly random bits, generates a uniformly random order-pre-

serving function. 𝑂𝑃𝐸𝐻𝐺   differs from LazySample only in that the true random source is 

replaced by TapeGen. Therefore, the behavioral difference between the two algorithms is 

solely determined by the distinguishability between the pseudorandom bits and truly ran-

dom bits. Formally, the security bound is given by 𝐴𝑑𝑣
𝑂𝑃𝐸𝐻𝐺
𝑝𝑜𝑝𝑓−𝑐𝑐𝑎(𝐴) ≤ 𝐴𝑑𝑣𝑇𝑎𝑝𝑒𝐺𝑒𝑛

𝑝𝑜𝑝𝑓−𝑐𝑐𝑎(𝐵) + 𝜆, 

where adversary 𝒜 is against 𝑂𝑃𝐸𝐻𝐺 and adversary ℬ is against TapeGen. The param-

eter λ is a negligible constant independent of the sizes of the plaintext and ciphertext do-

mains, arising from the floating-point precision loss incurred during hypergeometric sam-

pling. If there exists an adversary 𝒜 capable of distinguishing 𝑂𝑃𝐸𝐻𝐺 from an ideal ran-

dom order-preserving function, then a corresponding adversary ℬ can be constructed to 

break the pseudorandomness of TapeGen. By contraposition, if TapeGen satisfies the 

pseudorandomness property, then 𝑂𝑃𝐸𝐻𝐺 is secure under the POPF-CCA security notion. 

The security of TapeGen can be further reduced to that of the underlying AES. Spe-

cifically, the pseudorandomness of both the VIL-PRF and the VOL-PRG relies on the PRF 

security of AES. If the output of AES is computationally indistinguishable from a uni-

formly random bit string, then the 𝐴𝑑𝑣𝑇𝑎𝑝𝑒𝐺𝑒𝑛
𝑝𝑜𝑝𝑓−𝑐𝑐𝑎(𝐵) is negligible. Consequently, after ac-

counting for the negligible error 𝜆 , the 𝐴𝑑𝑣
𝑂𝑃𝐸𝐻𝐺
𝑝𝑜𝑝𝑓−𝑐𝑐𝑎(𝐴)  is also negligible. Thereby 

𝑂𝑃𝐸𝐻𝐺 achieves POPF-CCA security. 

For point data, the MBRs degenerate to coordinates, and thus index entries store the 

coordinates encrypted using OPE. Since OPE is POPF-CCA-secure, point data and MBRs 

also achieve POPF-CCA security. 

6.3. Query Security 

CS can infer which spatial objects are frequently accessed by observing the query 

results. However, CS can only obtain the data identifiers and encrypted vector data in-

stead of original vector data corresponding to the identifiers. Since the query rectangle is 

also encrypted, CS cannot know the user’s actual query area. In addition, only TU can 

obtain 𝐾𝑆𝑀4, and attackers cannot decrypt the data without this key. 

7. Performance Analysis 

This section evaluates the performance of our scheme by displaying the query rec-

tangle encryption process, query process efficiency, and point data query comparison. The 

experiment utilizes some vector datasets from Shaanxi Province (downloaded from the 

OpenStreetMap website), and the detailed information of each dataset is shown in Table 

2. Figure 6 shows the spatial distribution of each dataset. All the experiments are con-

ducted using C++ on a 64-bit Windows 10 operating system, and are completed on an 

Intel(R) Core(TM) i5-1035G1 CPU @ 1.00GHz server. The database platform and version 

information is PostgreSQL 10.17. 
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Table 2. Detailed information of datasets. 

Data Types Datasets File Size Number of Records Number of Vertices 

point places 214 KB 7789 7789 

point traffic 584 KB 21,339 21,339 

polyline waterways 6621 KB 7881 396,113 

polyline railways 2411 KB 15,749 99,156 

polyline roads 56,609 KB 184,166 2,978,370 

polygon pois 1767 KB 7744 85,919 

polygon landuse 49,807 KB 77,868 2,914,401 

polygon buildings 37,950 KB 173,857 1,819,990 

 

    
(a) places (b) traffic (c) waterways (d) railways 

    
(e) roads (f) pois (g) landuse (h) buildings 

Figure 6. The spatial distribution of each dataset. 

7.1. Query Rectangle Encryption Process 

To enhance query security, our scheme adopts an encrypted index. Therefore, the 

query rectangle must be encrypted using OPE before the query is performed. We encrypt 

the coordinates of the query rectangle 100 times and record the time cost for each encryp-

tion. Finally, we calculate the average process time for the query rectangle encryption is 

170 μs. 

7.2. Query Process Efficiency 

Regarding query process efficiency, our scheme is compared with a scheme that con-

structs a plaintext index for vector data and outsources it for query. The query process of 

the comparison scheme is consistent with that of our scheme, but the R-tree index and 

query rectangle do not need to encrypt. We perform spatial range query on each dataset, 

but due to space limitations, we only display the experimental results of traffic, waterways 

and buildings in detail, while the results for the remaining datasets are reported only for 

the 15% query size. Tables 3–5 show the query process information for both schemes un-
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der the same dataset and query size in detail. Table 6 shows the summary of experimental 

results on remaining datasets. Each query runs 100 times and takes the average as the final 

query process time. Figures 7–9 show the query range and query results for traffic, water-

ways and buildings at 1% query size, which demonstrate the feasibility of our scheme and 

the accuracy of the query results. For three different types of datasets—point, polyline and 

polygon—the query process time of our scheme is comparable to that of the comparison 

scheme. Since both schemes use the same index construction algorithm, the index retrieval 

path and cloud server query results are the same. Therefore, the communication cost of 

the query results and the TU decryption and filtering cost are the same for both schemes. 

Taking the comparison scheme as the baseline, the maximum query efficiency loss of our 

scheme is 3.97% according to the formula (1 −
𝑄𝑢𝑒𝑟𝑦 𝑅𝑎𝑛𝑔𝑒 𝐸𝑛𝑐𝑟𝑦𝑝𝑡+𝐶𝑆 𝑄𝑢𝑒𝑟𝑦+𝑇𝑈 𝐸𝑛𝑐𝑟𝑦𝑝𝑡 & 𝐹𝑖𝑙𝑡𝑒𝑟

𝐶𝑜𝑚𝑝𝑎𝑟𝑖𝑠𝑜𝑛 𝑆𝑐ℎ𝑒𝑚𝑒+𝑇𝑈 𝐸𝑛𝑐𝑟𝑦𝑝𝑡 & 𝐹𝑖𝑙𝑡𝑒𝑟
) × 100%. Considering query efficiency and se-

curity, this loss is acceptable.  

Table 3. Query process information of traffic. 

Query 

Size 

Our Scheme 
Comparison 

Scheme/ms 

TU Decrypt & 

Filter/ms 

Communication 

Cost/KB 

Efficiency 

Loss/% 
Query Range En-

crypt/ms 
CS Query/ms 

1% 0.17 1.09 1.01 5.28 7.49 −3.97 

5% 0.17 3.80 3.76 16.40 37.51 −1.04 

10% 0.17 6.61 6.43 28.11 75.02 −1.01 

15% 0.17 9.39 9.41 40.64 112.54 −0.30 

 

  
(a) Query range (b) Query results 

Figure 7. Query range and query results for point data. 

Table 4. Query process information of waterways. 

Query 

Size 

Our Scheme 
Comparison 

Scheme/ms 

TU Decrypt & 

Filter/ms 

Communication 

Cost/KB 

Efficiency 

Loss/% 
Query Range En-

crypt/ms 
CS Query/ms 

1% 0.17 0.96 0.93 24.33 63.11 −0.79 

5% 0.17 3.85 4.07 115.62 333.41 0.04 

10% 0.17 7.27 7.34 217.87 652.50 −0.04 

15% 0.17 11.06 10.91 343.46 1022.57 −0.09 
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(a) Query range (b) Query results 

Figure 8. Query range and query results for polyline data. 

Table 5. Query process information of buildings. 

Query 

Size 

Our Scheme 
Comparison 

Scheme/ms 

TU Decrypt & 

Filter/ms 

Communication 

Cost/KB 

Efficiency 

Loss/% 
Query Range En-

crypt/ms 
CS Query/ms 

1% 0.17 6.83 7.23 84.82 225.26 0.25 

5% 0.17 37.82 36.41 392.41 1114.41 −0.37 

10% 0.17 80.31 77.45 747.12 2128.73 −0.37 

15% 0.17 126.81 122.86 1541.18 4559.37 −0.25 

 

  
(a) Query range (b) Query results 

Figure 9. Query range and query results for polygon data. 

Table 6. Summary of experimental results on remaining datasets. 

Datasets 
Query 

Size 

Our Scheme 
Comparison 

Scheme/ms 

TU Decrypt & 

Filter/ms 

Communication 

Cost/KB 

Efficiency 

Loss/% 
Query Range En-

crypt/ms 

CS 

Query/ms 

places 15% 0.17 3.60 3.56 16.58 41.06 −1.04 

traffic 15% 0.17 9.39 9.41 40.64 112.54 −0.30 

waterways 15% 0.17 11.06 10.91 343.46 1022.57 −0.09 

railways 15% 0.17 8.46 8.22 107.82 311.87 −0.35 
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roads 15% 0.17 166.28 168.39 2663.21 8681.05 0.07 

pois 15% 0.17 4.84 4.89 90.72 255.51 −0.13 

landuse 15% 0.17 90.52 91.02 2338.46 7395.86 0.01 

buildings 15% 0.17 126.81 122.86 1541.18 4559.37 −0.25 

7.3. Point Data Query Comparison 

To ensure a fair comparison, we select the DISC [10] as the comparison scheme for 

point data query. Our scheme and DISC both utilize R-tree and OPE, thereby enabling a 

comparative performance analysis of queries based on MBR and SFC code within a similar 

technical framework. The experimental results are shown in Figures 10 and 11. In DISC, 

the SFC mapping causes multiple point data to share the same code, which is particularly 

pronounced in densely distributed regions. During the query, CS returns all point data 

corresponding to the matching codes as the query results to TU, resulting in a decrease in 

query efficiency. Figure 10 shows that as the query size increases, the time cost of the CS 

query and TU decryption and filtering in DISC grows rapidly, significantly higher than 

that of our scheme. There are two reasons for this outcome. First, the query results in DISC 

contain a large number of false positives, which increases the burden on data transmission 

and TU computation. Second, when CS performing index retrieval, the number of com-

putations required by DISC is far greater than that of our scheme. As a result, the query 

efficiency of our scheme is superior to that of DISC. Figure 11 illustrates the communica-

tion costs of query results in the two schemes. As the query results in DISC contain a large 

number of false positives, the burden on data transmission and TU computation is aggra-

vated. 

  
(a) places (b) traffic 

Figure 10. CS query time and TU decrypt-and-filter time for point data. 

  
(a) places (b) traffic 

Figure 11. The communication cost for point data. 
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8. Conclusions 

Existing spatial range query schemes for encrypted vector data are primarily de-

signed for point data and have limited support for polyline and polygon data. Therefore, 

we propose a secure and efficient spatial range query scheme that supports multi-type 

encrypted vector data. Experimental results demonstrate that although the proposed 

scheme brings a certain efficiency loss compared with the comparison scheme, with a 

maximum efficiency loss of only 3.97%, it effectively prevents the leakage of both vector 

data and query ranges, thereby achieving higher security with relatively low performance 

overhead. In addition, we compare our scheme with DISC on point data query. The results 

demonstrate that our scheme achieves better performance in terms of both query effi-

ciency and communication cost. However, for each point object, the MBR degenerates into 

a single point, which may reveal data type and order relations. In future work, we will 

investigate more privacy-enhanced index construction methods for point data that can 

reduce such information leakage without significantly affecting query performance. In 

summary, our scheme achieves a balance between data security and efficiency, providing 

a feasible solution for spatial range query over multi-type encrypted vector data. 
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