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Featured Application

The proposed framework can be integrated into enterprise security architecture for auto-
mated, cross-platform intrusion detection between Windows and Linux environments with-
out log relabeling. Additionally, cybersecurity vendors can utilize the multi-dimensional
criteria to pre-assess model transferability, significantly reducing false-alarm rates and
operational monitoring costs in new deployment environments.

Abstract

Few-shot domain adaptation (FSDA) has become an important approach for cross-domain
intrusion detection by enabling models to leverage limited labeled target data under
distribution shifts. Although numerous adaptation methods have been proposed, their
effectiveness often varies considerably across transfer scenarios, leading to inconsistent
performance across domains. This study investigates how prototype-based transferability
can be used to characterize source—target compatibility prior to adaptation. To this end, a
transferability-aware perspective on FSDA is presented by distinguishing between intra-
domain separability, which characterizes the internal class structure of a domain, and
cross-domain transferability, which reflects how effectively source-derived representations
generalize to a target domain. Based on this distinction, a set of asymmetric transferability
metrics is introduced to characterize prototype-based transferability from complementary
perspectives. Across the evaluated transfer scenarios, stronger intra-domain separability
did not necessarily coincide with better cross-domain transferability. Furthermore, the
empirical results indicate that different adaptation strategies exhibit different behaviors
across the examined transfer directions. Across the two evaluated transfer directions,
the prototype-based transferability analysis and the few-shot adaptation results exhibit
different behaviors. While target-only few-shot learning performs competitively in one
transfer direction, prototype-based alignment methods provide larger improvements in the
other, illustrating that adaptation performance reflects not only source-target compatibility
but also intrinsic target-domain separability and the adaptation process itself. These
observations provide an empirical perspective for interpreting the varying performance of
existing FSDA methods and highlight the importance of considering transfer conditions
when selecting adaptation strategies for cross-domain intrusion detection.

Keywords: few-shot domain adaptation; cross-domain intrusion detection; transferability;
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1. Introduction
1.1. Background and Motivation

Cross-domain intrusion detection remains a fundamental challenge due to distribu-
tion shifts between source and target environments. While few-shot domain adaptation
(FSDA) has emerged as a practical solution by leveraging limited labeled target data, exist-
ing research has primarily focused on developing increasingly sophisticated adaptation
mechanisms. However, a critical question remains largely unexplored: When and why do
these adaptation strategies actually work? In practice, the effectiveness of FSDA methods
varies significantly across different transfer scenarios, often leading to inconsistent and
difficult-to-explain results.

This observation suggests that domain adaptation should not be treated as a uniform
problem. Instead, the adaptation efficacy depends on the underlying transfer conditions
between domains. In this work, it is argued that an overlooked factor—prototype-based
transferability—provides useful insights into understanding adaptation behavior across
heterogeneous transfer scenarios. Instead of merely proposing another adaptation method,
this study aims to establish a foundational understanding of cross-domain transfer within
few-shot settings.

To this end, a transferability-aware perspective on FSDA is proposed. This approach
differentiates between two related but fundamentally distinct concepts: intra-domain
separability and cross-domain transferability. The former characterizes how well classes
are separated within a domain, while the latter measures how effectively source-derived
representations generalize to a different domain. While previous studies often implicitly
assume a connection between these two properties, this study demonstrates that they can
diverge significantly in practice.

Recent work in few-shot learning has focused on metric-based approaches such as pro-
totypical networks, which assume that training and testing data share the same distribution.
Domain adaptation methods, on the other hand, aim to reduce distribution discrepancies
through techniques such as adversarial alignment and representation learning. Few-shot
domain adaptation combines these two paradigms, requiring both generalization under
limited supervision and robustness to domain shift.

Despite these advances, existing FSDA approaches typically focus on improving
alignment or representation quality without explicitly analyzing the conditions under
which such mechanisms are necessary. As a result, their performance varies across different
transfer scenarios, and their behavior remains difficult to interpret.

In contrast, this work analyzes FSDA from the perspective of prototype-based transferabil-
ity. Asymmetric prototype-based transferability metrics are proposed to directly characterize
how well source-derived representations generalize to the target domain prior to adaptation.
Through extensive experiments, the proposed transferability analysis and the evaluated few-
shot adaptation methods exhibit distinct behaviors across the two transfer directions. These
findings provide an empirical perspective for interpreting the behavior of existing FSDA meth-
ods under heterogeneous transfer conditions and suggest that source—target transferability
should be considered when analyzing cross-domain adaptation.

1.2. Related Works

Few-shot domain adaptation aims to transfer knowledge from a labeled source do-
main to a target domain given only a limited number of labeled target samples. This
problem lies at the intersection of few-shot learning and domain adaptation, attracting
increasing attention due to its practical relevance in data-scarce security analytics and
logging scenarios.
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1.2.1. Cross-Domain Security Analytics and Log Transfer

Recent studies have increasingly explored representation transfer and cross-domain
generalization in security analytics and log anomaly detection. Log-based anomaly detec-
tion systems have evolved from traditional statistical methods toward semantic representa-
tion learning using transformer architectures and large language models. Several studies
investigate cross-system log transfer by learning domain-invariant semantic representations
across heterogeneous software environments. For example, CroSysLog [1] investigates
cross-system log anomaly detection through transferable semantic embeddings, while Lo-
gAction [2] introduces active domain adaptation strategies for maintaining stable detection
performance across dynamic logging systems. More recent approaches such as ADALog [3]
and FusionLog [4] further integrate transformer-based architectures and representation
fusion strategies to improve cross-domain robustness in log analytics.

Despite these advances, most existing studies focus primarily on software-system logs
with relatively similar structures and semantic distributions. In contrast, cross-platform
transfer between fundamentally heterogeneous operating system environments, such
as Linux system-call traces and Windows security events, remains largely unexplored.
Furthermore, prior work rarely analyzes how transfer difficulty, representation geometry,
and class separability jointly influence few-shot adaptation behavior under asymmetric
domain shifts.

1.2.2. Few-Shot Learning and Few-Shot Domain Adaptation

Few-shot learning (FSL) focuses on learning novel classes from a limited number of
labeled samples, typically utilizing metric-based or optimization-based paradigms. The
metric-based approaches, including Matching Networks [5], Prototypical Networks [6],
and Relation Networks [7], aim to learn transferable similarity structures or a domain-
invariant distance space to enable classification with minimal target supervision. Con-
versely, optimization-based meta-learning methods, most notably Model-Agnostic Meta-
Learning (MAML) [8], seek to acquire a highly adaptable parameter initialization. However,
both paradigms assume that the training and testing data are drawn from an identical
distribution, a condition that rarely holds in real-world deployments. Consequently, their
classification performance degrades significantly when directly applied across heteroge-
neous, unaligned domains.

Domain adaptation (DA) aims to mitigate distribution shifts between source and
target domains by learning domain-invariant representations. Traditional approaches often
rely on explicit statistical alignment, such as minimizing Maximum Mean Discrepancy in
Deep Adaptation Networks (DAN) [9] or matching second-order covariances via Deep
CORAL [10], to reduce global domain discrepancies. Building upon these statistical meth-
ods, adversarial domain adaptation methodologies align latent feature distributions by
encouraging domain indistinguishability, enabling robust transfer even in the complete
absence of labeled target data [11]. More recent domain adaptation approaches incorpo-
rate adversarial learning frameworks [12], which have further evolved into conditional
adversarial learning [13] and discrepancy-aware optimization [14,15]. Notably, Balanced
Distribution Adaptation (BDA) [16] adapts domain gaps by dynamically balancing the
importance of marginal and conditional distribution differences, thereby better preserving
class-level decision boundaries and discriminability during alignment.

Few-shot domain adaptation combines the challenges of both FSL and DA, requiring
models to generalize across distinct domain distributions while effectively learning from
highly constrained target samples. Early work on domain-adaptive few-shot learning (DA-
FSL) highlighted a critical fundamental challenge: aligning global domain distributions may
inherently conflict with preserving fine-grained, class-level discriminability [17]. To address
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this bottleneck, recent approaches focus on learning shared embedding spaces that strategically
balance domain alignment and class discrimination. Prototype-based methods are particularly
prominent, as they enable class-level semantic alignment using limited samples. For instance,
Transferrable Prototypical Networks (TPN) [18] align cross-domain distributions by mapping
each target example to its corresponding prototype in the source domain, whereas task-
level augmentation [19] and causal mechanism transfer [20] have been proposed to adapt
to complex distributional shifts. Recently, this paradigm has been extended to log-based
anomaly detection to bridge systemic gaps across heterogeneous environments. For example,
LogTAD [21] adopts adversarial domain adaptation to minimize the distribution gap between
diverse system logs. To further leverage minimal target supervision, LogMeta [22] introduces
an optimization-based framework using Model-Agnostic Meta-Learning (MAML) for rapid
target-domain adaptation, while LogSynergy [23] employs Large Language Models (LLMs)
to disentangle system-specific features from system-unified features. Unlike conventional
domain adaptation, FSDA operates under extremely sparse target supervision, making reliable
estimation of target-domain geometry substantially more challenging.

1.2.3. Prototype-Based, Contrastive, and Representation-Centric FSDA

More recent studies incorporate contrastive learning paradigms alongside prototype
alignment to fundamentally improve representation quality. Prototypical contrastive frame-
works align cross-domain semantic structures by integrating intra-domain prototypical
contrastive learning with cross-domain prototypical self-supervision [24]. Prototype align-
ment methods are particularly attractive in FSDA because they preserve class-level semantic
structures while remaining robust under sparse target supervision. To further enhance
robustness, advanced refinement strategies incorporate uncertainty estimation to mitigate
noisy prototype updates caused by unstable pseudo-labels under low-shot conditions.

Parallel to these computer vision frameworks, recent state-of-the-art log analysis meth-
ods, such as LogDLR [25] and LogICL [26], have attempted to leverage self-supervised or
LLM-distilled representations to bridge the semantic gap across different systems. However,
even though these methods are tailored for cross-domain configurations, they frequently
suffer from severe overfitting or insufficient adaptation when the available target samples
are restricted to extreme few-shot scenarios (e.g., 1-shot or 5-shot configurations). This
vulnerability stems from their inherent reliance on dense source data distributions to fine-
tune representations, which inadvertently induces a source-domain bias given the strictly
constrained target supervision characteristic of FSDA.

1.2.4. Transfer Difficulty and Motivation of This Work

Despite these collective advances, existing FSDA methods typically assume a uniform
adaptation setting and do not explicitly consider the impact of directional transfer difficulty. In
particular, conventional research is heavily directed toward method-centric optimization with-
out analyzing the critical boundary conditions: when target supervision alone is sufficient, or
when explicit representation alignment becomes mandatory. Furthermore, pseudo-label-based
refinement methods, while effective in large-scale settings, remain notoriously unreliable in
few-shot scenarios due to label noise and unstable prediction confidence estimation. Conse-
quently, their empirical performance gains are often highly inconsistent when labeled target
data is extremely limited and heavily entangled. Importantly, most prior FSDA studies im-
plicitly assume symmetric transfer behavior and evaluate adaptation under a single fixed
domain-pair configuration. As a result, the influence of directional transfer difficulty and
asymmetric domain geometry remains poorly understood.

In contrast to prior method-centric studies, this work systematically analyzes few-shot do-
main adaptation under varying transfer difficulties. The experimental results reveal that adap-
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tation behavior differs fundamentally between Low-Difficulty Transfer and High-Difficulty
Transfer settings. In particular, the relative importance of target supervision, prototype align-
ment, and uncertainty-aware refinement is shown to depend strongly on the underlying
domain geometry and class separability. By establishing a unified perspective for under-
standing asymmetric cross-domain intrusion detection, these insights provide a principled
explanation for the inconsistent behaviors frequently observed in the existing FSDA literature.

As shown in Table 1, most existing domain adaptation methods are designed for con-
ventional unsupervised or supervised domain adaptation settings and are not specifically
intended to analyze source—target transferability prior to adaptation. Prototype-based
approaches improve feature alignment under limited supervision, yet they generally as-
sume that a single adaptation strategy can be applied across different transfer scenarios. In
contrast, the present study focuses on characterizing prototype-based transferability prior
to few-shot adaptation and empirically investigates how different adaptation strategies
behave under heterogeneous transfer conditions.

Table 1. Comparison of Representative Cross-Domain Intrusion Detection Methods. Transferability-
aware indicates whether a method explicitly evaluates or characterizes source—target transferability
prior to domain adaptation.

Method Cross-Domain :;:;tiili(())tn Target Labels ;ﬂ‘;ﬁggﬁt Transfer-Aware
DANN [12] O X Unlabeled X X
CDAN [13] O X Unlabeled X X

BDA [16] 0 Limited (pslej;‘ila(';’_‘f;iils) X X

PCS [24] O (@] Few-shot @) X

Proposed FSDA (@) @) Few-shot O @)

1.3. Contributions
The main contributions of this work are as follows:
1. Transferability-Aware Perspective.

This work introduces a transferability-aware perspective on few-shot domain adap-
tation, shifting the focus from designing better adaptation methods to understanding
source—target transferability under heterogeneous cross-domain conditions.

2. Separation of Intra-Domain Structure and Transferability.

A clear distinction is made between intra-domain separability and cross-domain
transferability, demonstrating that strong internal class structure does not necessarily imply
favorable cross-domain transferability.

3. Asymmetric Prototype-Based Transferability Metrics.

A set of asymmetric metrics is proposed to characterize prototype-based transferability
by evaluating how well source-derived representations generalize to the target domain,
providing a principled way to characterize transfer behavior.

4. Empirical Analysis and Practical Insights.

Through systematic experiments across the two evaluated transfer directions, the
proposed transferability analysis and the evaluated few-shot adaptation methods are
shown to exhibit distinct behaviors, providing an empirical perspective for interpreting
cross-domain adaptation under heterogeneous transfer conditions.
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2. Materials and Methods
2.1. Problem Setup

Few-shot domain adaptation (FSDA) aims to transfer knowledge from a labeled source
domain to a target domain when only a very limited number of labeled target samples are
available. This study considers cross-domain intrusion detection between heterogeneous
operating system log environments.

Let the source domain be defined as Ds = { (X3, ¥f) }ZN:Sl, where X¢ denotes a source-
domain log representation and y; € {0, 1} indicates the corresponding label (normal or

N
attack). Similarly, the target domain is defined as D; = { (X ;, yﬁ) } . tl, where only a small
]:

subset of labeled target samples is available during adaptation.
Unlike conventional few-shot learning, FSDA simultaneously faces two challenges:

e  Ithas extremely sparse target supervision;
e A substantial domain discrepancy between source and target distributions.

To systematically analyze adaptation behavior under asymmetric transfer conditions, this
study explicitly distinguishes between intra-domain separability and cross-domain transferabil-
ity. The intra-domain separability measures how well normal and attack classes are separated
within a single domain, and the cross-domain transferability measures how effectively represen-
tations learned from one domain generalize to another domain. Based on these concepts, this
study further defines transferability as an asymmetric property of cross-domain adaptation.

2.2. Intra-Domain Separability

To quantify the structural separability of normal and attack samples within a domain,
a dimension-wise generalized Fisher score [27] is employed. For each feature dimension k,
the Fisher discriminant ratio (or J-index) is computed as:

(n p )2
tkk — Fnormk
k= — 1)

Uzatk,k + Uznorm,k

where i, and popy, ¢ denote the mean values of the attack and normal classes for di-
mension k, respectively, while Uzatk, r and Uz,wrm/ k represent their corresponding variances.
To capture the overall structural separability across the entire feature space, the dimension-
wise Fisher discriminant ratios are averaged over all dimensions. The final intra-domain
separability score, denoted as ] j,4in, is computed as follows:

14
Jaomain = EZ]k )
k=1

where d represents the total number of feature dimensions, and J; denotes the Fisher
discriminant ratio computed for the k-th dimension.

A larger |jomain indicates stronger class separability, whereas smaller values imply
substantial overlap between normal and attack distributions. The intra-domain separability
measures only the internal class structure of a domain and does not directly indicate
cross-domain transferability.

2.3. Cross-Domain Transferability

To evaluate how effectively knowledge transfers across domains, this study measures
the performance of classifiers trained on the source domain and evaluated directly on the
target domain without additional adaptation. Transferability is quantified using PR-AUC,
ROC-AUC, and cross-domain J-index consistency.
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Unlike intra-domain separability, these metrics evaluate whether source-derived deci-
sion structures remain meaningful under target-domain distributions. A high transferability
score indicates that the source-domain representation captures behavioral semantics that
generalize across heterogeneous domains.

2.4. Transfer Difficulty

Transfer difficulty is defined as the degree to which source-domain representations
fail to generalize reliably to the target domain. Importantly, transfer difficulty is inherently
asymmetric because the structural geometry and class separability of the two domains may
differ substantially. To quantify asymmetric transfer characteristics, the following difficulty
measures are derived from the proposed prototype-based transferability analysis.

e  ROC-based difficulty: Dgoc(A — B) = 1 — ROC — AUC(A — B)

e  PR-based difficulty: Dpr(A —+B) = 1 — PR— AUC(A — B)

e  Score-based difficulty: D;(A — B) = 1 /] —index(A — B)

where each metric is computed from the prototype-based transferability scores. This formu-
lation captures the intuition that source-target compatibility decreases when source-domain
decision structures cannot be preserved under target-domain distributions. Across the
evaluated transfer directions, these measures provide complementary empirical characteri-
zations of prototype-based transferability. They should not be interpreted as independent
predictors of the final few-shot adaptation performance, which is also influenced by intrin-
sic target-domain separability and the adaptation process itself.

2.5. Relationship Between Separability and Transferability

A central hypothesis of this work is that intra-domain separability and cross-domain
transferability are fundamentally distinct properties. A domain may exhibit strong internal
class separation while still remaining difficult to transfer across domains. Conversely, a struc-
turally entangled domain may still contain behavioral patterns that transfer effectively when
appropriate semantic representations are used. Consequently, high separability does not in-
herently imply favorable cross-domain transferability, nor does low separability necessarily
imply unfavorable cross-domain transferability. This distinction is particularly important in
cross-platform intrusion detection, where heterogeneous logging structures introduce sub-
stantial semantic and geometric discrepancies between domains. Based on the proposed
prototype-based transferability analysis, the relationship between source—target transferability
and the behavior of different few-shot adaptation strategies is empirically investigated under
asymmetric cross-domain transfer conditions.

2.6. Few-Shot Domain Adaptation Frameworks

To analyze adaptation behavior under varying transfer difficulty conditions, this
study evaluates a diverse set of few-shot domain adaptation (FSDA) frameworks ranging
from simple baselines to explicit prototype-based alignment methods. These approaches
represent different assumptions regarding domain alignment, adaptation dynamics, and
representation transferability.

2.6.1. Zero-Shot Transfer

This baseline evaluates the transferability of source-domain representations without
any adaptation. The classifier is trained exclusively on the labeled source-domain data
and is directly applied to the target domain without using any target-domain samples
during training. The resulting performance reflects the intrinsic generalization capability of
the learned representation under cross-domain distribution shift and serves as a reference
point for assessing the effectiveness of subsequent few-shot adaptation strategies.

https:/ /doi.org/10.3390/app16146957
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2.6.2. Target-Only Few-Shot Learning

This baseline trains a classifier using only the limited labeled target-domain samples
without leveraging any source-domain information. It represents the lower bound of
adaptation performance under extremely sparse supervision. Specifically, a binary classifier
consisting of a feature extractor and a linear classification head is trained exclusively on the
labeled target samples using the standard binary cross-entropy loss.

2.6.3. Naive Joint Training

The entire labeled source-domain dataset and the limited labeled target-domain samples
are merged into a single training set without any explicit alignment or adaptation mechanism.
A binary classifier is then jointly optimized on the combined dataset using the standard
binary cross-entropy loss. This approach relies entirely on implicit representation learning and
assumes that a shared feature space can be learned despite the presence of domain discrepancy.

2.6.4. Static Few-Shot Domain Adaptation (Static FSDA)

Static FSDA employs a fixed adaptation objective throughout training, where the
relative importance of classification and alignment losses remains unchanged. The model
is optimized using the following objective function:

Lgtatic = AsrcLsre + /\tgtLtgt + /\ulign Lulign + )\proto Lproto + AcontraLcontra (3)

where L;,. and Ltgt denote the standard binary cross-entropy losses for the source and
target domains, respectively. To regularize the latent feature space, several widely adopted
domain adaptation components are incorporated. Specifically, Lo, corresponds to the
Correlation Alignment (CORAL) loss [10], which reduces domain discrepancy by aligning
the covariance structures of source and target feature representations. In addition, Lpsoto and
Lcontra promote class-level consistency across domains through prototype-based semantic
alignment [6] and contrastive regularization [28]. Since all loss weights remain fixed
throughout training, the resulting adaptation behavior is static and does not explicitly
account for transfer difficulty or domain-specific adaptation dynamics.

2.6.5. Dynamic FSDA

To address the limitations of fixed loss weighting, Dynamic FSDA adaptively adjusts
the relative importance of source supervision and domain alignment during training. This
framework employs the same objective function as Static FSDA but replaces the fixed loss
coefficients with dynamically scheduled weights. Let p = t/(T — 1) denote the normalized
training progress, where t and T represent the current and total training epochs, respectively.
To progressively shift the training focus from source-domain supervision toward target-
domain adaptation, FSDA employs a dynamic weighting mechanism inspired by domain
adaptation and self-training frameworks [28]. The coefficients are defined as:

Asre(p) = 1.0 = 05p, Aige(p) =05+ 05p, Aign(p) = 1P (4)

where 7y represents the base alignment coefficient. At the beginning of training (p—0), the
framework places greater emphasis on source-domain supervision to establish stable feature
representations. As training progresses (p—:1), the influence of target-domain supervision
and alignment is gradually increased. This progressive shift encourages the model to trans-
fer knowledge from the source domain while simultaneously adapting to target-domain
structures, thereby improving robustness under cross-domain distribution shifts. Unlike
Static FSDA, Dynamic FSDA explicitly accounts for the changing adaptation requirements
throughout training by continuously rebalancing classification and alignment objectives.
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2.6.6. Prototypical Contrastive Alignment (PCA-FSDA)

Building upon prototype-based adaptation methods in few-shot learning and domain
adaptation literature [6,18], PCA-FSDA aligns source and target domains through class-
level prototype matching and contrastive representation learning. For each class ke{0, 1}
(representing normal and attack classes, respectively), class prototypes Cs(fg and Cgt) are
computed as the mean of the extracted features within the current mini-batch:

k 1 k 1
c = e L, fo(X),Clyl = i i fo(x) ©)

src XEX
src tgf

where fg(-) denotes the feature extractor.
To encourage semantic consistency across domains, a prototype alignment loss is first
defined as:

Lproto - Zk ()Hcsrc CgtH (6)

which reduces the discrepancy between corresponding source and target class prototypes.

While prototype alignment effectively minimizes intra-class domain discrepancy, it does
not explicitly preserve inter-class separability. Consequently, prototypes belonging to dif-
ferent classes may remain insufficiently discriminative in the shared embedding space. To
address this limitation, PCA-FSDA incorporates a prototype-level contrastive learning objec-
tive Leontra, defined in Equation (3). Inspired by recent advances in prototypical contrastive
learning [24,29,30], class prototypes are treated as semantic anchors, and cosine similarity-
based contrastive learning is employed to simultaneously pull corresponding cross-domain
prototypes closer while pushing prototypes of different classes apart. This dual objective
promotes both cross-domain semantic consistency and inter-class discrimination, resulting in
a more transferable and discriminative representation under sparse target supervision.

2.6.7. Uncertainty-Aware Prototype Refinement (UAPR)

Building upon recent prototype refinement frameworks [31], Uncertainty-Aware Proto-
type Refinement (UAPR) introduces an uncertainty-guided weighting mechanism to improve
prototype reliability under sparse target supervision. This mechanism aims to reduce the
influence of noisy or ambiguous target samples and enhances alignment robustness under
highly entangled transfer conditions. Under extreme data scarcity, standard prototypes com-
puted using simple empirical means (Equation (6)) can be strongly affected by outlier feature
representations, resulting in unstable prototype estimation and degraded domain alignment.
To mitigate this issue, UAPR employs the normalized distance between a target sample and
its corresponding source-domain prototype as a proxy uncertainty estimate. Specifically,
target samples that are located farther from the source prototype are regarded as less reliable,

whereas samples closer to the source prototype are assumed to provide more representative
(k)

tgt’
normalized Euclidean distance to the corresponding source-domain prototype:

class information. For a target sample x; € X,,;, the uncertainty score is defined as the

|fotx) =], o
u; =
(x]) s(fc) )

L
e

(k)

where fg(-) denotes the feature extractor and Cs,¢ represents the source-domain prototype
of class (k).

Based on this uncertainty estimate, an uncertainty-guided weight is assigned to each
target sample as w; = exp(—pu;), where B is a scaling factor controlling the sensitivity
of uncertainty weighting. Consequently, samples with larger prototype distances receive
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smaller weights, while samples closer to the source prototype contribute more strongly to
~(k)
prototype estimation. The refined target prototype Cj,; is then computed as an uncertainty-

weighted mean:
~(k) ZieXt(kt) wifo(x;)
Cigt = Z?—w 8)
iexgy

As a result, uncertain or potentially noisy target samples exert less influence on
prototype construction, whereas reliable samples contribute more substantially to the
alignment process. This refinement encourages the learned prototypes to better capture
representative target-domain structures, thereby improving adaptation robustness under
sparse target supervision.

Collectively, these frameworks represent progressively stronger adaptation assump-
tions, ranging from pure transfer without adaptation to prototype-based alignment and
uncertainty-aware refinement. By evaluating these methods under different transfer scenar-
ios, this study empirically analyzes the relationship between prototype-based transferability
and few-shot adaptation behavior. The experimental results provide an empirical perspec-
tive on how different adaptation methods behave under heterogeneous source—target
transfer conditions.

3. Results

This section presents a comprehensive evaluation of cross-platform log anomaly de-
tection. To establish a consistent baseline for this evaluation, the preprocessing pipeline
utilized to align and normalize the heterogeneous log sources is first detailed. The subse-
quent analysis is structured as follows. First, the intrinsic class structures are examined
via intra-domain analysis to understand each dataset’s characteristics. Second, the cross-
domain transferability is evaluated using prototype-based distance scores to characterize
the directional asymmetry of source—target transferability. Third, transferability-derived
difficulty measures are analyzed to provide complementary perspectives on prototype-
based transferability. Fourth, the performance of the proposed framework is evaluated
under few-shot adaptation settings to empirically investigate the relationship between
prototype-based transferability and few-shot adaptation behavior under heterogeneous
transfer conditions. Finally, sensitivity analysis is conducted using PCA-FSDA + UAPR
and the training time and inference latency of the evaluated methods are presented.

3.1. Data Preprocessing and Representation

To enable cross-platform few-shot domain adaptation, both ADFA-LD [32] and LMD-
2023 [33] were converted into a unified sequence representation prior to feature extraction.
ADFA-LD consists of Linux system-call traces, whereas LMD-2023 contains Windows
Sysmon events with heterogeneous logging formats. Since the two datasets originate from
fundamentally different operating systems, all preprocessing was designed to construct
platform-independent behavioral representations while preserving the original temporal
structure of each execution trace.

For ADFA-LD, each original execution trace was regarded as one behavioral se-
quence. Raw numeric system-call identifiers were first converted into their correspond-
ing syscall names to preserve semantic information. A sliding-window strategy with
a window size of 64 and stride of 32 was then applied within each trace to generate
local behavioral contexts. The resulting window embeddings were aggregated into a
single fixed-length representation for the original trace using a sequence aggregation
operator. Consequently, each original ADFA-LD trace produced exactly one sequence
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embedding, and all windows originating from the same trace remained within the same
sample throughout the experiments.

For LMD-2023, events were first grouped according to their ProcessGuid, where each
ProcessGuid represents an individual process execution. Events belonging to the same
process were chronologically ordered according to their timestamps, preserving the original
execution sequence. Each process was therefore treated as one behavioral sequence. Sliding
windows with the same window size (64) and stride (32) were applied only within each
ProcessGuid, followed by sequence aggregation to produce one embedding per process. No
windows were generated across different ProcessGuid values, preventing temporal mixing
between independent process executions.

Each log event was then embedded into a high-dimensional semantic vector space us-
ing the pre-trained BGE-M3 (BAAI General Embedding) model [34] implemented through
the SentenceTransformer framework. Unlike template-based log parsers such as Drain [35],
which are primarily designed for template extraction within homogeneous logging sys-
tems, the objective of this study is to learn transferable semantic representations across
heterogeneous platforms. Since Linux system calls and Windows Sysmon logs exhibit
substantially different logging formats and event structures, template identifiers alone
cannot establish semantic correspondence across domains. Therefore, a pre-trained seman-
tic embedding model was employed to encode heterogeneous log events into a shared
semantic embedding space, enabling subsequent sequence aggregation and cross-platform
representation alignment.

Three aggregation strategies, namely mean pooling, max pooling, and Top-k pooling,
were evaluated during the representation analysis. Based on the preliminary experiments,
the aggregation method yielding the best overall performance for each dataset was se-
lected to generate the final sequence embeddings used in the subsequent few-shot domain
adaptation experiments.

To avoid information leakage during adaptation, the target-domain few-shot support
samples and target-domain evaluation samples were constructed at the sequence level
rather than the sliding-window level. Since each sequence corresponds to one original
execution trace in ADFA-LD or one ProcessGuid in LMD-2023, all windows derived from
the same original sequence remain exclusively within either the support subset or the
evaluation subset. Consequently, no overlapping windows from the same trace or process
appear simultaneously in both subsets.

For the subsequent domain adaptation network, the feature extractor consists of a
linear layer projecting the input embedding into a 256-dimensional hidden representation,
followed by a ReLU activation and a dropout rate of 0.2. All experiments were conducted
on a workstation equipped with an NVIDIA RTX 3500 Ada Generation GPU (12 GB VRAM).
The detailed statistics of the preprocessed datasets are summarized in Table 2.

Table 2. Summary and Statistics of the Preprocessed Datasets.

. Number Normal/Attack
Dataset Log Source Granularity Label Type of Sequences Ratio
Linux Binary 3122/730
ADFA-LD System call traces Sequence (Normal vs. Attack) 3852 sequences (4.28:1)
Windows Event — Binary 14,492 /1929
LMD-2023 Sysmon logs Sequence (Normal vs. Attack) 16421 sequences (7.51:1)

3.2. Intra-Domain Analysis

As outlined in Section 2.2, the evaluation begins with the intrinsic class structure of
each domain. As shown in Table 3, LMD exhibits significantly higher [ jomain than ADFA,
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indicating stronger intrinsic class separability, where Jjomain is defined as the feature-space
dimension-wise Fisher J-index measuring intra-domain class separability. This observation
is consistent with the visualization in Figure 1, where LMD samples form more distinct
clusters, while ADFA samples exhibit substantial overlap between normal and attack
classes. These results confirm that the two domains differ not only in distribution but also
in internal structure. Importantly, this analysis characterizes only intra-domain properties
and does not directly reflect cross-domain transferability.

Table 3. Intra-domain class separability measured by J3omain-

Domain Number of Normals Number of Attacks Jdomain
ADFA-LD 3122 730 0.059
LMD-2023 14,492 1929 0.903

t-SNE Comparison of ADFA and LMD

t-SNE Dim 2

Y

LMD (Normal) |+ 3
LMD (Attack) &

t-SNE Dim 1

Figure 1. Cross-Domain Feature Distribution of ADFA and LMD via t-SNE. The visualization
demonstrates the distribution shift between the two domains, where LMD exhibits distinct cluster
structures whereas ADFA shows substantial overlap between normal and attack classes.

3.3. Cross-Domain Transferability

This section evaluates source-induced transferability using prototype-based distance
scores, not classifier-based zero-shot prediction. The purpose of this analysis is to quan-
tify the geometric compatibility between source-domain prototypes and target-domain
representations. Let g o and pisyc norm denote the source-domain attack and normal
prototypes, respectively. Following the distance-based assignment principle of Prototypical
Networks, a prototype-based transferability score is assigned to each target sample x:

d(x/ Usre,norm )
d(xr .usrc,utk) + d(xr ,usrc,norm)

Sproto(x) = )
where d(-,-) denotes the distance metric in the embedding space.

The score sp010 (x) represents the relative position of a target sample with respect to
the source-domain attack and normal prototypes. Larger values indicate greater proximity
to the source-domain attack prototype, whereas smaller values indicate greater proximity
to the source-domain normal prototype. Throughout this study, the attack class (label = 1)
is treated as the positive class for ROC-AUC and PR-AUC. These prototype-based metrics
quantify how effectively source-derived representations separate target-domain normal
and attack samples without performing classifier-based zero-shot prediction or explicit
domain adaptation.
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Table 4 summarizes the resulting cross-domain transferability. The results reveal a clear
directional asymmetry. The transfer direction from LMD— ADFA achieves substantially
higher ROC-AUC (0.399) and PR-AUC (0.154) than the reverse direction ADFA—LMD
(ROC-AUC = 0.135, PR-AUC = 0.066), indicating better ranking quality and anomaly
retrieval performance under the prototype-induced transferability scores. In contrast, the
corresponding J-index exhibits the opposite tendency, with ADFA—LMD achieving a
substantially larger value (1.285) than LMD— ADFA (0.060). This discrepancy indicates that
prototype-based transferability cannot be adequately characterized by a single evaluation
metric. While ROC-AUC and PR-AUC evaluate ranking quality and anomaly retrieval
performance, respectively, the J-index reflects score-space separability induced by the
source-domain prototypes. These complementary observations further support the view
that source—target transferability is inherently multi-dimensional. Figure 2 visualizes the
resulting score distributions. The two transfer directions generate noticeably different
score geometries, suggesting that source-domain structures interact differently with the
target-domain data distribution. In the ADFA—LMD direction, the target LMD samples
organize into two distinct peaks, confirming that the target behaviors remain inherently
distinguishable. In contrast, in the LMD—ADFA direction, the target ADFA samples
display a complex multi-modal distribution where the classes are widely scattered into
fragmented sub-clusters. This fragmented distribution confirms that the ADFA domain
is heavily entangled. These observations motivate a more explicit formulation of transfer
difficulty in the following section.

Table 4. Prototype-based source-induced transferability.

Transfer Direction ROC-AUC (1) PR-AUC (1) J-index (1)
ADFA—LMD 0.135 0.066 1.285
LMD— ADFA 0.399 0.154 0.060

(A) ADFA - LMD Transfer Score Distribution (ROC-AUC: 0.135) (B) LMD - ADFA Transfer Score Distribution (ROC-AUC: 0.399)

Normal (LMD) Normal (ADFA)
1500 1 Attack (LMD) 400 Attack (ADFA)
1250 1
300 A
> 1000 - 25
g 750 & 200
500 A
100 A
250 1
f T T T T T T 0 T T T T T T
0.49700.49750.49800.49850.49900.49950.5000 0.492 0.494 0.496 0.498 0.500 0.502
Distance Score Distance Score

Figure 2. Distribution of prototype-based transferability scores for (A) ADFA—LMD and
(B) LMD—ADEFA. ADFA—LMD exhibits a clear bimodal distribution, whereas LMD— ADFA
shows a more entangled multimodal distribution, indicating differences in source-induced cross-
domain separability.

3.4. Transferability Characterization

While prior domain adaptation studies have characterized transferability through
domain discrepancy or transferability assessment metrics [36,37], these approaches typically
summarize transfer behavior using a single discrepancy measure. Such a formulation is
often insufficient for intrusion detection, where transferability exhibits strong directional
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asymmetry and different evaluation metrics capture distinct aspects of adaptation difficulty.
Moreover, intrusion detection is inherently characterized by severe class imbalance, making
anomaly retrieval performance as important as overall ranking quality.

Rather than solely quantifying domain discrepancy, this study focuses on characteriz-
ing prototype-based transferability under heterogeneous security-log environments. The
asymmetric transferability observed in Table 4 further indicates that source-target transfer-
ability cannot be adequately described by a single metric. Therefore, three complementary
difficulty measures are derived from the proposed prototype-based transferability analysis.

e  ROC-based difficulty: Droc =1 — ROC — AUC;
e  PR-based difficulty: Dpg =1 — PR — AUC;
e  Score-based difficulty: Dj = 1/ Jy4s fer-

where Jj4sfer denotes the source-induced target score-space separability, quantified
by the one-dimensional Fisher J-index computed from the prototype-based target scores.
Droc, Dpr, and Dj are computed from the prototype-based transferability scores Spyoto (),
where the attack class is treated as the positive class.

Each metric captures a different aspect of transfer behavior. Droc reflects ranking-
based difficulty, Dpgr measures anomaly retrieval difficulty under class imbalance, and D;
quantifies the inverse of score-space separability. Larger values indicate greater difficulty
with respect to the corresponding transferability metric. Consequently, the three measures
do not necessarily produce identical assessments of transfer difficulty. As shown in Table 5,
the two transfer directions exhibit substantially different transfer characteristics. The
ROC-based and PR-based difficulties indicate that the two transfer directions exhibit
different ranking- and retrieval-based transfer characteristics. In contrast, the score-space
separability metric (Dj) highlights a different aspect of prototype-based transferability,
reflecting geometric separation in the induced score space.

Table 5. Transferability-derived characteristics. Larger values indicate greater transfer difficulty with
respect to the corresponding prototype-based transferability metric.

Transfer Direction Droc Dpr Dy
ADFA—LMD 0.865 0.934 0.778
LMD—ADFA 0.601 0.846 16.709

These observations indicate that prototype-based transferability should be interpreted
through multiple complementary perspectives rather than a single scalar quantity. Rather
than relying on a single scalar quantity, source—target transferability should be analyzed
through multiple complementary perspectives that capture ranking quality, anomaly re-
trieval capability, and score-space geometry. These complementary metrics characterize
different aspects of prototype-based transferability and should not be interpreted as inde-
pendent predictors of the final few-shot adaptation performance.

3.5. Empirical Analysis of Transfer Characteristics

To examine the practical implications of the proposed prototype-based transferabil-
ity analysis, the two evaluated transfer directions are compared from both prototype-
based compatibility and few-shot adaptation perspectives. Figure 3 compares the
prototype-based PR difficulty (Dpr) with the corresponding few-shot PR-AUC achieved
by the three evaluated adaptation methods (Target-only FS, PCA-FSDA, and PCA-FSDA
+ UAPR) under the two transfer directions. Because intrusion detection is highly im-
balanced, the PR-based transferability metric (Dpg) is treated as the primary indicator
throughout the subsequent analysis, whereas Droc and Dj are reported as comple-
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mentary transferability measures. Although the adaptation methods exhibit different
performance characteristics across the evaluated transfer scenarios, these differences
should not be interpreted as evidence that prototype-based transferability indepen-
dently determines adaptation performance.

Prototype-based PR Difficulty and Few-shot Performance
1.0

~@— Target-only FS
PCA-FSDA
~ll- PCA-FSDA+UAPR

0.4 1

0.3 T
ADFA-LMD LMD-ADFA
(PR Difficulty=0.934) (PR Difficulty=0.846)

Figure 3. Prototype-based PR difficulty versus few-shot PR-AUC under the two evaluated transfer
directions.

The two transfer directions exhibit distinct prototype-based transferability charac-
teristics as well as different adaptation behaviors. The prototype-based metrics quantify
the geometric compatibility between source-domain prototypes and target-domain
representations prior to adaptation, whereas the few-shot results reflect the combined
effects of source—target compatibility, intrinsic target-domain separability, and the
adaptation process itself. Consequently, differences observed in the prototype-based
transferability metrics do not necessarily translate directly into differences in final
few-shot detection performance.

These observations provide an empirical perspective for interpreting cross-domain
transfer characteristics under the two evaluated transfer scenarios. However, since the
current study considers only two cross-platform transfer directions, the results should
be interpreted as a two-direction empirical case study rather than evidence of a causal
relationship between the proposed prototype-based transferability metrics and few-shot
adaptation performance. Further validation using additional source-target combinations
will be valuable for assessing the generality of the proposed transferability perspective.

3.6. Few-Shot Performance Under Different Transfer Conditions

Based on the transferability analysis presented in Sections 3.3-3.5, the variation in few-
shot adaptation performance under the two evaluated transfer directions is subsequently
investigated. Because intrusion detection is characterized by severe class imbalance, the
PR-based difficulty metric Dpp is used as a descriptive indicator of the observed transfer
conditions. Accordingly, the ADFA—LMD direction is referred to as the relatively favorable
transfer condition, whereas LMD— ADFA corresponds to the more challenging transfer
condition within the scope of the evaluated datasets. Few-shot adaptation performance is
evaluated using varying numbers of labeled target samples (1, 5, 10, 20, and 50 shots per
class). The complete results are provided in Appendix A, while the performance trajectories
are visualized in Figure 4. Specifically, Table 6 summarizes the final performance attained
at 50 shots per class.
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Figure 4. Few-shot adaptation under asymmetric transfer difficulty. Few-shot adaptation performance
(PR-AUC) across varying numbers of labeled target samples (1, 5, 10, 20, and 50 shots per class)
under asymmetric transfer conditions. In the low-difficulty ADFA—LMD setting (A), Target-only
FS rapidly approaches its maximum achievable performance with minimal target supervision. In
contrast, under the high-difficulty LMD— ADFA setting (B), explicit domain adaptation provides
substantial and persistent gains across all shot configurations.
Table 6. Few-shot adaptation performance under different transfer conditions (50-shot setting).
Paired Wilcoxon signed-rank tests across five random seeds indicated that the observed performance
differences between the compared methods were not statistically significant (all p > 0.05).

Transfer Difficulty Method PR-AUC F1 ROC-AUC
ADFA—LMD Low Target-only FS 0.965 £ 0.003 0.928 £+ 0.022 0.997 + 0.000
ADFA—LMD Low PCA-FSDA 0.937 4+ 0.023 0.887 + 0.042 0.995 + 0.001
ADFA—LMD Low PCA-FSDA + UAPR 0.960 £ 0.002 0.904 £ 0.040 0.996 + 0.000
LMD—ADFA High Target-only FS 0.442 + 0.040 0.464 + 0.055 0.777 £ 0.018
LMD—ADFA High PCA-FSDA 0.579 + 0.064 0.643 + 0.039 0.882 + 0.025
LMD—ADFA High PCA-FSDA + UAPR 0.544 £+ 0.066 0.620 + 0.028 0.867 £ 0.027

In the ADFA—LMD transfer direction, Target-only FS already achieves strong perfor-
mance, reaching a PR-AUC of 0.965 at 50 shots. As illustrated in Figure 4, performance
improves rapidly even with a small number of labeled target samples, indicating that the
target-domain representations can be effectively utilized with limited supervision.

In contrast, the LMD— ADFA transfer direction exhibits considerably lower adap-
tation performance. As shown in Figure 4, Target-only FS remains limited throughout
the evaluated shot range. Although performance improves with additional labeled target
samples, the resulting PR-AUC remains relatively low (0.442 at 50 shots). Under this
transfer direction, PCA-FSDA consistently outperforms the Target-only baseline across all
evaluated shot settings. By incorporating transferable source-domain information together
with prototype-level alignment, PCA-FSDA achieves a PR-AUC of 0.579 and an F1-score of
0.643 at 50 shots. PCA-FSDA and PCA-FSDA + UAPR exhibited comparable performance
in the LMD—ADFA transfer direction.

Overall, the two evaluated transfer directions exhibit different adaptation behaviors.
In the relatively lower-difficulty transfer setting, Target-only FS achieves competitive
performance with limited target supervision, whereas prototype-based alignment methods
provide larger improvements under the relatively higher-difficulty transfer setting. These
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observations are consistent with the proposed transferability perspective; however, because
the present evaluation is limited to two cross-platform transfer directions, the results should
be interpreted as empirical observations rather than evidence that transfer difficulty alone
determines adaptation performance. Additional validation using a broader range of source—
target combinations will be valuable for assessing the generality of these observations.

3.7. Ablation Study for Smoothing Coefficient and Uncertainty Scaling Factor B

The sensitivity analysis was conducted using PCA-FSDA+UAPR at 50 shots per class
because the uncertainty scaling factor and smoothing coefficient (i.e., the minimum uncer-
tainty weight) are specific to the UAPR module. Here, the minimum uncertainty weight
acts as a smoothing coefficient that prevents the weights of highly uncertain target sam-
ples from dropping completely to zero. Table 7 presents the sensitivity analysis of the
uncertainty scaling factor  and the minimum uncertainty weight. Across both transfer
directions, the proposed framework remains relatively stable over a wide range of § val-
ues, indicating that UAPR is not highly sensitive to the scaling coefficient. In contrast,
setting the minimum uncertainty weight to zero degrades performance, suggesting that
completely suppressing uncertain target samples removes useful adaptation information.
Moderate nonzero minimum weights produce stable and competitive performance across
both transfer directions.

Table 7. Sensitivity analysis of UAPR using PR-AUC (50-shot, mean =+ std). PR-AUC is reported
because it is the primary evaluation metric for highly imbalanced intrusion detection tasks.

Parameter Value ADFA—LMD LMD— ADFA
1 0.9475 4+ 0.0063 0.5403 4 0.0369

2 0.9521 4 0.0086 0.5558 =+ 0.0329

B 4 0.9603 £ 0.0046 0.5526 + 0.0423

8 0.9601 £ 0.0050 0.5483 + 0.0510

16 0.9601 4 0.0050 0.5480 4= 0.0495

0.00 0.9220 4 0.0049 0.3731 4 0.0805

0.05 0.9598 4 0.0044 0.5516 + 0.0591

smoothing 0.10 0.9601 4 0.0050 0.5483 + 0.0510
0.20 0.9567 + 0.0059 0.5596 + 0.0347

0.30 0.9466 + 0.0103 0.5859 + 0.0301

3.8. Time Complexity

Table 8 summarizes the computational cost of the evaluated methods in terms of
training time and inference latency. The computational overhead was measured at 50 shots
per class, which corresponds to the main experimental setting used for method comparison.
Inference latency was measured using batched inference over the target test set and is
reported as the average latency per sample.

As expected, prototype alignment and uncertainty-aware refinement increase the
training cost because additional prototype computation and sample-wise uncertainty
weighting are performed during optimization. Nevertheless, the increase is confined to
the training stage. During inference, all methods exhibit nearly identical latency, as the
proposed prototype refinement and uncertainty estimation are not required after training.
These results indicate that the proposed framework introduces only a modest training
overhead while maintaining efficient inference, making it suitable for real-time cross-
domain intrusion detection once the adaptation process has been completed.
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Table 8. Training time and inference latency under the two evaluated transfer directions (50 shots
per class).

ADFA—LMD LMD—ADFA

Method Training Time (s) Inf(?;i;\;:nl;;glcy Training Time (s) Inf&:z;lsc:nl;;z?cy
Zero-shot 5.490 + 0.553 0.0011 + 0.0001 22.363 + 0.598 0.0012 + 0.0001
Target-only FS 0.563 £ 0.014 0.0010 £ 0.0001 0.450 £ 0.156 0.0012 £+ 0.0001
Naive Joint 5.677 £ 0.816 0.0010 £ 0.0000 22.595 + 1.016 0.0012 £ 0.0002
Static FSDA 14.077 £ 0.358 0.0012 + 0.0004 59.517 + 0.900 0.0019 + 0.0016
Dynamic FSDA 14.047 £ 0.321 0.0010 =+ 0.0000 59.138 + 0.736 0.0012 + 0.0001
PCA-FSDA 45.513 £ 1.671 0.0009 + 0.0001 180.793 + 7.503 0.0015 £ 0.0005

PCA-FSDA + UAPR 82.463 + 0.403 0.0010 = 0.0002 336.788 £ 8.128 0.0012 +£ 0.0001

Since the LMD dataset contains substantially more source samples than ADFA-LD,
the training time naturally increases for the LMD—ADFA transfer direction due to the
additional prototype computation and optimization over a larger source dataset. However,
inference latency remains nearly unchanged because the proposed prototype alignment
and uncertainty-aware refinement are only applied during training and do not introduce
additional computations during deployment.

4. Discussion

In this work, few-shot domain adaptation (FSDA) is revisited from a transfer difficulty-
aware perspective to analyze how different adaptation strategies behave under two cross-
domain intrusion detection scenarios. A key observation is that intra-domain separability
and cross-domain transferability represent different characteristics of a dataset. Although
the LMD dataset exhibits substantially higher intrinsic class separability than ADFA, this
property alone does not necessarily correspond to improved cross-domain adaptation
performance. The experimental results indicate that a well-separated target-domain rep-
resentation may still exhibit limited compatibility with source-domain representations,
resulting in reduced cross-domain performance. These observations suggest that evaluat-
ing only the internal structure of a dataset is insufficient for characterizing cross-domain
adaptation behavior. To complement conventional domain discrepancy analysis, asymmet-
ric transferability metrics are introduced to quantify directional differences between the
evaluated transfer settings. Unlike traditional discrepancy measures, these metrics explic-
itly consider the asymmetric nature of source-to-target transfer by measuring how well
source-derived decision structures generalize to the target domain. The experimental anal-
ysis further demonstrates that the two evaluated transfer directions exhibit substantially
different transfer characteristics despite involving the same pair of datasets, highlighting
the inherently asymmetric nature of cross-domain transfer.

The experimental results also demonstrate that different few-shot adaptation methods
exhibit different behaviors across the two evaluated transfer directions. Under the relatively
more favorable transfer condition (ADFA—LMD), Target-only FS already achieves compet-
itive performance, suggesting that limited labeled target samples can effectively support
adaptation. In contrast, under the relatively challenging transfer condition (LMD— ADFA),
methods that incorporate transferable source-domain information, particularly prototype-
alignment strategies such as PCA-FSDA, provide larger performance improvements over
the Target-only baseline. These observations indicate that the relative effectiveness of
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adaptation strategies may vary depending on the transfer characteristics of a particular
source-target pair.

Although slight performance differences were observed between adaptation strategies
under certain transfer configurations, paired Wilcoxon signed-rank tests indicated that
these differences were not statistically significant (all p > 0.05). These findings further
support the conclusion that adaptation effectiveness depends primarily on source-target
transferability rather than exhibiting consistent superiority across all adaptation strategies.

The proposed UAPR module introduces only a lightweight computational overhead
because uncertainty estimation requires only distance computations between target features
and the corresponding source prototypes. This operation scales linearly with the number
of target samples and does not affect the inference procedure, where only the trained
feature extractor and classifier are used. Consequently, the additional computational cost is
incurred only during training and remains modest in practice.

Although UAPR generally is designed to improve prototype reliability by suppressing
uncertain target samples, its effectiveness depends on the quality of the source-domain
prototypes used as references. Under the highly challenging transfer conditions, the
source and target distributions become substantially separated, causing a large proportion
of target samples to receive low confidence weights. As a result, fewer target samples
contribute effectively to prototype refinement, slightly reducing adaptation effectiveness.
Nevertheless, the observed performance difference between PCA-FSDA and PCA-FSDA +
UAPR remains relatively small compared to the variation across random seeds, suggesting
that the degradation is limited rather than systematic.

Across both transfer directions, UAPR exhibits relatively low sensitivity to the uncer-
tainty scaling factor 3, with performance remaining stable over a broad range of values.
In contrast, setting the minimum uncertainty weight to zero consistently degrades per-
formance in both transfer scenarios, indicating that completely suppressing uncertain
target samples removes useful adaptation information. These results suggest that UAPR
is relatively insensitive to the choice of 3 while requiring only a moderate nonzero lower
bound on uncertainty weights.

From a practical perspective, these findings suggest that transfer characteristics may
provide useful information when selecting adaptation strategies for cross-domain intrusion
detection. Simpler few-shot learning approaches may be sufficient when the source and tar-
get domains exhibit relatively favorable transfer characteristics, whereas alignment-based
approaches appear to offer greater benefits under more challenging transfer conditions.
However, because the present study evaluates only two cross-platform transfer directions,
these observations should be interpreted as empirical findings rather than general evidence
that transfer difficulty alone determines adaptation performance. Additional studies in-
volving a broader range of source—target combinations will be necessary to further validate
the generality of this perspective and to investigate whether transferability characteristics
can support adaptive strategy selection.

Although the experiments were conducted on two heterogeneous operating system
log datasets to emphasize cross-platform transfer, evaluating the proposed framework on
additional cloud-native, distributed-system, and enterprise-scale log datasets remains an
important direction for future research.

5. Conclusions

In this paper, a transferability-aware analysis of few-shot domain adaptation is presented
for cross-domain intrusion detection. Rather than solely introducing a new adaptation al-
gorithm, this study investigates how different few-shot adaptation strategies behave under
heterogeneous cross-platform transfer scenarios. The experimental analysis shows that intra-
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domain separability and cross-domain transferability represent different properties of a dataset,
and that strong intra-domain class separation does not necessarily correspond to favorable
cross-domain adaptation performance. To characterize these differences, asymmetric prototype-
based transferability metrics are introduced to characterize directional transfer characteristics
based on cross-domain generalization and J-index scaling.

Experiments on two cross-platform transfer directions demonstrate that the eval-
uated transfer settings exhibit substantially different adaptation behavior. Across the
two evaluated transfer directions, the examined few-shot adaptation methods exhibit dif-
ferent adaptation behaviors. While Target-only few-shot learning achieves competitive
performance in the ADFA—LMD transfer direction, alignment-based approaches provide
larger improvements in the LMD— ADFA transfer direction. These observations suggest
that prototype-based transferability analysis may provide useful insights for interpreting
adaptation behavior under heterogeneous cross-domain transfer scenarios.

Because the present study evaluates two heterogeneous operating system datasets
and two transfer directions, the reported findings should be interpreted as empirical
observations rather than general evidence that prototype-based transferability should not
be interpreted as the sole factor governing adaptation performance. Extending the analysis
to additional operating systems, cloud-native environments, enterprise log repositories,
and other source-target combinations will be an important direction for future work.
Such studies will help further assess the generality of the proposed transferability-aware
perspective and its potential usefulness for practical cross-domain intrusion detection.

As future work, the proposed framework may be extended to adaptive security sys-
tems that estimate transfer characteristics in real time and investigate how such information
can assist adaptation strategy selection in operational cross-platform environments.
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Appendix A. Extended Classifier-Based Few-Shot Adaptation Results

Values represent the Mean + Standard Deviation computed over multiple random seeds.

Table Al. Detailed Few-shot Performance under Low-Difficulty Transfer (ADFA — LMD).

Method

PR_AUC (shots_per_class)

1 5 10 20 50
Zero-shot 0.300 £ 0.025 0.300 £ 0.025 0.300 £+ 0.025 0.299 £+ 0.025 0.296 + 0.025
Target-only few-shot 0.814 + 0.199 0.954 + 0.018 0.957 + 0.014 0.959 + 0.011 0.965 + 0.003
Naive joint 0.548 + 0.152 0.890 + 0.053 0.938 + 0.011 0.953 £+ 0.006 0.953 £ 0.011
Static FSDA 0.782 £ 0.225 0.924 + 0.047 0.944 + 0.017 0.946 £+ 0.015 0.951 £ 0.017
Dynamic FSDA 0.779 £ 0.235 0.925 £+ 0.047 0.945 £+ 0.017 0.945 £ 0.015 0.951 £+ 0.017
PCA-FSDA 0.773 £ 0.233 0.918 £ 0.052 0.933 = 0.011 0.935 £ 0.012 0.937 £ 0.023
PCA-FSDA + UAPR 0.768 + 0.227 0.923 + 0.043 0.949 £+ 0.010 0.955 £ 0.005 0.960 + 0.002
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Table A1. Cont.
F1 (shots_per_class)

Method 1 5 10 20 50
Zero-shot 0.316 + 0.088 0.335 + 0.072 0.305 + 0.082 0.302 + 0.074 0.344 + 0.028
Target-only few-shot 0.212 + 0.002 0.612 + 0.149 0.821 + 0.078 0.834 + 0.068 0.928 + 0.022
Naive joint 0.326 + 0.068 0.734 + 0.094 0.831 4+ 0.059 0.833 + 0.063 0.881 + 0.045
Static FSDA 0.681 £ 0.039 0.796 £ 0.073 0.844 + 0.070 0.838 £ 0.067 0.894 £ 0.046
Dynamic FSDA 0.729 £ 0.014 0.796 £ 0.073 0.839 £ 0.073 0.834 + 0.068 0.894 + 0.045
PCA-FSDA 0.442 + 0.153 0.747 + 0.072 0.819 + 0.072 0.809 + 0.055 0.887 + 0.042
PCA-FSDA + UAPR 0.283 + 0.069 0.717 £ 0.051 0.814 + 0.066 0.817 + 0.062 0.904 + 0.040

ROC_AUC (shots_per_class)

Method 1 5 10 20 50
Zero-shot 0.782 £ 0.022 0.782 £ 0.023 0.782 £+ 0.023 0.782 £ 0.023 0.782 £ 0.022
Target-only few-shot 0.977 £ 0.026 0.995 £ 0.003 0.995 + 0.003 0.995 £ 0.002 0.997 £ 0.000
Naive joint 0.911 + 0.042 0.986 + 0.007 0.992 + 0.002 0.995 + 0.001 0.996 + 0.001
Static FSDA 0.972 + 0.029 0.991 + 0.008 0.994 + 0.002 0.995 + 0.002 0.996 + 0.001
Dynamic FSDA 0.971 £ 0.031 0.992 + 0.007 0.994 + 0.002 0.995 + 0.002 0.996 + 0.001
PCA-FSDA 0.969 £ 0.031 0.990 £ 0.010 0.993 + 0.003 0.994 + 0.002 0.995 + 0.001
PCA-FSDA + UAPR 0.969 £ 0.030 0.991 £ 0.006 0.994 + 0.003 0.995 + 0.001 0.996 + 0.000

Table A2. Detailed Few-shot Performance under High-Difficulty Transfer (LMD — ADFA).

Method

PR_AUC (shots_per_class)

1 5 10 20 50
Zero-shot 0.152 + 0.003 0.152 + 0.002 0.151 + 0.002 0.149 + 0.002 0.146 £ 0.003
Target-only few-shot 0.334 £ 0.047 0.365 £ 0.082 0.409 £ 0.042 0.432 £ 0.023 0.442 £ 0.040
Naive joint 0.224 4+ 0.046 0.319 £ 0.072 0.404 + 0.030 0.460 £ 0.038 0.489 £ 0.038
Static FSDA 0.264 £ 0.063 0.312 4+ 0.079 0.356 £ 0.041 0.445 4+ 0.046 0.521 4 0.047
Dynamic FSDA 0.268 + 0.062 0.317 4+ 0.082 0.362 £ 0.045 0.444 4+ 0.052 0.527 + 0.042
PCA-FSDA 0.265 + 0.061 0.306 + 0.087 0.393 + 0.025 0.467 £ 0.051 0.579 £ 0.064
PCA-FSDA + UAPR 0.249 + 0.052 0.294 + 0.096 0.365 + 0.048 0.467 + 0.035 0.544 + 0.066

F1 (shots_per_class)

Method 1 5 10 20 50
Zero-shot 0.258 £ 0.056 0.317 £ 0.000 0.316 = 0.000 0.313 £ 0.003 0.302 £ 0.009
Target-only few-shot 0.311 4+ 0.010 0.340 & 0.055 0.415 £ 0.026 0.464 £+ 0.038 0.464 £ 0.055
Naive joint 0.263 £ 0.030 0.333 £ 0.046 0.394 + 0.057 0.498 + 0.039 0.569 + 0.036
Static FSDA 0.279 £ 0.047 0.364 £ 0.059 0.433 £ 0.034 0.513 £ 0.050 0.619 £ 0.032
Dynamic FSDA 0.288 + 0.039 0.372 £ 0.062 0.436 + 0.033 0.515 £ 0.051 0.620 £ 0.031
PCA-FSDA 0.291 4 0.020 0.364 £ 0.051 0.442 + 0.033 0.531 £ 0.048 0.643 £ 0.039
PCA-FSDA + UAPR 0.299 + 0.016 0.367 & 0.064 0.433 £+ 0.028 0.513 £ 0.041 0.620 £ 0.028
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Table A2. Cont.
ROC_AUC (shots_per_class)

Method 1 5 10 20 50
Zero-shot 0.364 + 0.003 0.364 + 0.002 0.364 + 0.002 0.363 + 0.003 0.364 + 0.004
Target-only few-shot 0.629 + 0.029 0.622 + 0.033 0.685 + 0.042 0.725 + 0.038 0.777 £ 0.018
Naive joint 0.425 £ 0.061 0.567 £ 0.068 0.704 + 0.037 0.790 + 0.012 0.841 + 0.015
Static FSDA 0.508 + 0.060 0.574 £ 0.058 0.717 £ 0.019 0.805 £ 0.025 0.867 £ 0.026
Dynamic FSDA 0.518 + 0.058 0.574 + 0.058 0.720 £ 0.018 0.805 £ 0.026 0.869 £ 0.024
PCA-FSDA 0.534 + 0.052 0.579 + 0.070 0.731 + 0.018 0.819 + 0.023 0.882 + 0.025
PCA-FSDA + UAPR 0.519 + 0.039 0.572 + 0.077 0.720 4+ 0.020 0.812 + 0.016 0.867 + 0.027
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