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Abstract

Convolutional neural networks (CNNs) are widely used in medical image classification,
yet their robustness to localized perturbations remains limited. This study evaluates one-
pixel attacks on VGG16, MobileNetV2, and EfficientNetV2-B0 using brain tumor MRI im-
ages resized to 96 x 96 pixels. Each pixel was systematically perturbed across grayscale
intensities, and model responses were analyzed in terms of vulnerability, recoverability,
and pixel-level sensitivity. The relationship between prediction confidence and influential
pixel locations was also examined. Results show that all models remain vulnerable to one-
pixel perturbations despite high accuracy. Misclassified samples exhibit more successful
attack locations, while correctly classified samples are more robust. Higher-intensity per-
turbations more often restore correct predictions in misclassified cases. A monotonic rela-
tionship is observed between prediction confidence and pixel sensitivity, where lower
confidence corresponds to more influential pixels. Recovery points show spatially concen-
trated patterns. Overall, pixel-level sensitivity is more strongly associated with prediction
correctness and local perturbations than with confidence. These findings are consistent
across architectures and suggest that one-pixel analysis is useful for assessing CNN ro-
bustness in medical imaging.

Keywords: one-pixel attacks; adversarial attacks; artificial intelligence; convolutional
neural networks; medical imaging

1. Introduction

Recent advances in deep learning have led to widespread adoption of convolutional
neural networks (CNNs) for automated analysis of clinical imaging data [1-6]. These
models achieve state-of-the-art performance in tasks such as tumor classification, segmen-
tation, and disease detection, often reaching or exceeding human-level accuracy [5,7-15].
As a result, they are increasingly integrated into safety-critical diagnostic workflows
[7,16-19].

Despite these advances, the reliability of deep learning systems in real-world clinical
deployment remains limited by their vulnerability to adversarial attacks [3,4,20-25],
alongside other data and evaluation-related challenges reported in the literature [2,26,27].
These attacks involve carefully crafted, often imperceptible perturbations [11,18,28,29]
that can reliably mislead deep neural networks (DNNs) into making high-confidence mis-
classifications [8,10,14,30]. In medical applications, such failures extend beyond technical
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errors and may lead to misdiagnosis, inappropriate treatment decisions, and other clini-
cally significant risks [2,6,11,14,31].

A particularly stealthy and efficient class of such threats is the one-pixel attack (OPA)
[18,25,31-33]. OPA is typically formulated as a black-box optimization problem that re-
quires minimal knowledge of the target model architecture [2,11-13]. The attack identifies
a single pixel whose modification maximizes misclassification probability, commonly us-
ing differential evolution (DE) [3,9,10,14,30,34], although random and heuristic search
strategies have also been reported [1,9-11,18,20,32]. This class of attacks is especially rele-
vant for grayscale imaging modalities such as magnetic resonance imaging (MRI), where
isolated pixel perturbations may be indistinguishable from acquisition noise or imaging
artifacts [1,15,19].

Current literature offers several competing explanations for the effectiveness of min-
imal perturbations. One view attributes model susceptibility to quasi-linear behavior in
high-dimensional spaces [9,35,36], while alternative approaches emphasize the role of re-
ceptive fields and their sensitivity to localized disturbances in salient regions [1,13,30,31].
Additional studies propose “semantic decoupling” effects, in which adversarial perturba-
tions shift model attention away from diagnostically relevant structures toward spurious
background features [7]. It has also been suggested that medical imaging models may
exhibit increased vulnerability due to domain-specific texture properties and highly non-
convex optimization landscapes associated with over-parameterized architectures
[4,5,31].

Building on these findings, previous work provided an initial baseline characteriza-
tion of OPA sensitivity in brain tumor MRI across multiple architectures, identifying Mo-
bileNetV2 and EfficientNetV2-B0 as being more robust than traditional architectures like
VGG16 [1]. That study highlighted fragmented decision boundaries and reliance on non-
diagnostic features. However, the analysis was limited to fixed-intensity perturbations,
primarily focusing on maximume-intensity (“white pixel”) modifications, leaving the role
of intensity variation insufficiently explored.

The present study extends this direction by systematically evaluating one-pixel per-
turbations across the full grayscale intensity range [0-255]. The analysis is conducted on
VGG16, MobileNetV2, and EfficientNetV2-B0, selected based on previously reported ro-
bustness. The objective is to determine whether model vulnerability depends on pertur-
bation intensity and to assess whether any architecture maintains stable performance
across the full intensity spectrum.

2. Materials and Methods

This study extends previous work [1] on a one-pixel attack vulnerability in brain tu-
mor MRI classification by evaluating perturbations across the full grayscale intensity
range [0-255] to determine whether model sensitivity depends on perturbation intensity.
The experiments are conducted on VGG16 [37], MobileNetV2 [38], and EfficientNetV2-B0
[39], using a consistent preprocessing and evaluation pipeline to compare robustness
across architectures under continuous intensity changes. A more detailed description of
the employed models can be found in [1].

2.1. Dataset

In continuation of our previous study [1], the same two publicly available brain tu-
mor MRI datasets from Kaggle [40,41] were used. Before merging, duplicate images were
removed using pixel-wise comparison, where images with identical pixel intensity matri-
ces were detected and discarded. After this step, both datasets were merged into a single
combined dataset for analysis. Table 1 presents the resulting merged dataset, including
class distributions and the number of images in the training, validation, and testing sets
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following a 7:2:1 stratified split with respect to class labels. Figure 1 shows representative
examples of MRI scans in the axial, coronal, and sagittal planes. As in the original sources,
the data consist of T1-weighted, T2-weighted, T1-weighted contrast-enhanced, and FLAIR
sequences representing glioma, meningioma, pituitary, and normal (no tumor) classes.
Following deduplication, the image resolutions ranged from 150 x 167 to 512 x 512 pixels.

Table 1. Dataset overview.

Class Training Validation Testing
Glioma 1618 478 216
Meningioma 1072 302 157
Normal 1194 320 192
Pituitary 1235 369 160
Total 5119 1469 725

Glioma Meningioma Pituitar

Normal

Coronal Axial

Sagittal

Figure 1. Exemplary images from the dataset.

2.2. Data Preprocessing

All MRI images were resized to a uniform resolution of 96 x 96 pixels to ensure con-
sistent input dimensions across all models. Pixel intensity values were then normalized to
the range [0-1] to stabilize and accelerate the training process. Since the dataset consisted
of grayscale MRI scans, no additional color space conversion was required. This prepro-
cessing pipeline was applied uniformly across the entire merged dataset prior to training.

2.3. Training Setup and Model Configuration

The models were implemented using the Keras API with TensorFlow 2.10.0 as the
backend. Transfer learning was applied by initializing the networks with pretrained
ImageNet weights, which were then fine-tuned for the target task. The final classification
head was adapted from the original architecture designs to support four output classes
and consisted of a model-dependent feature aggregation layer (global average pooling or
flatten), followed by one or more fully connected layers with ReLU activation. Dropout
regularization was applied where appropriate to reduce overfitting, and the network was
concluded with a softmax layer producing probability distributions over the four classes.
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All models were trained using the Adam optimizer with categorical cross-entropy as
the loss function. Performance was evaluated using accuracy, precision, recall, and F1-
score. Training was performed with a batch size of 64 for up to 100 epochs, with early
stopping triggered if validation loss did not improve for 5 consecutive epochs. Addition-
ally, a learning rate scheduling strategy was applied, starting at 1x10? and reducing pro-
gressively down to a minimum of le-6 when validation loss plateaued for 2 epochs.

Experiments were carried out in a Jupyter Notebook 7.3.2 environment using Visual
Studio Code 1.128.0, Python 3.10.13, and the Anaconda distribution. Computations were
executed on a workstation equipped with an Intel® Core™ i7-9700KF CPU (3.60 GHz),
NVIDIA GeForce RTX 2070 SUPER (8 GB), and 64 GB of RAM.

2.4. Training Procedure and Evaluation Metrics

Each model was trained in three independent runs using the same training configu-
ration. Model performance was evaluated consistently across all runs, and results were
reported as mean + standard deviation to account for run-to-run variability.

Model performance was evaluated using standard classification metrics, including
accuracy, precision, recall, and F1-score. Accuracy reflected the overall proportion of cor-
rectly classified samples, while precision measured the reliability of positive predictions.
Recall quantified the model’s ability to correctly identify all relevant cases, and the F1-
score provided a balanced measure combining precision and recall. The confusion matrix
was additionally used to analyze class-wise prediction performance and misclassification
patterns across tumor categories. Class-specific precision, recall, and F1-score values were
computed by treating each tumor category as a separate binary classification problem
against all remaining classes.

2.5. Robustness Evaluation Under One-Pixel Attacks

A single trained model instance was selected as a fixed baseline for adversarial ro-
bustness evaluation. This representative model was chosen post hoc based on a combined
performance score defined as the average of validation accuracy and macro-averaged F1-
score. This procedure ensured a stable and representative model instance for computa-
tionally intensive adversarial experiments, without affecting the statistical reporting of
classification performance across all runs.

To assess model robustness, a one-pixel attack was applied as an adversarial evalua-
tion method. Unlike standard implementations limited to binary intensity changes, the
attack was extended to the full grayscale range, enabling a fine-grained analysis of pixel-
level sensitivity. Since the input images were normalized to the range [0, 1] prior to model
processing, all adversarial pixel perturbations defined in the [0-255] space were appropri-
ately rescaled to match the normalized input domain before being applied to the images.
The overall procedure of the attack is illustrated in Figure 2.

Image with
perturbed pixel
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Figure 2. Overview of the one-pixel attack procedure. Each pixel is systematically perturbed across
grayscale values [0-255], generating 256 model response maps per image, which are stored as 2D

outputs and a 3D intensity volume.
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For each classified image, regardless of whether the original classification was correct
or incorrect, every pixel location was systematically perturbed by assigning all possible
grayscale intensity values while keeping the remaining pixels unchanged. Each modified
image was then passed through the trained model, and predictions were recorded. This
process resulted in 256 response maps per image, capturing the model’s sensitivity to lo-
calized intensity variations across the entire grayscale range. The resulting maps were ex-
ported as PNG files for 2D visualization and as a TIFF (tagged image file format) stack
representing a 3D intensity volume spanning all grayscale values, enabling subsequent
volumetric analysis and 3D visualization.

Model robustness under attack was quantified using two complementary metrics:
vulnerability and recoverability.

Vulnerability (V) was defined as a general measure of sensitivity to one-pixel pertur-
bations, computed for both correctly and incorrectly classified samples. It quantifies
whether at least one pixel-level perturbation is sufficient to change the original model
prediction:

Nvulnerable

V=—rao—"—-100%, 1
Ntotal ( )

where Nyyinerapie denotes the number of images for which at least one one-pixel pertur-
bation results in a change of the original prediction, and Ny, is the total number of eval-
uated images.

For correctly classified samples, vulnerability corresponds to cases where a pertur-
bation induces misclassification, while for initially misclassified samples, it reflects cases
where the prediction changes under perturbation (including potential correction).

Invulnerability was computed as the complement of vulnerability (100% — V) for de-
scriptive purposes only and was not used as an independent evaluation metric.

Recoverability (R) was defined specifically for initially vulnerable misclassified sam-
ples and measures the proportion of such samples for which at least one one-pixel pertur-
bation restores the correct label:

N, corrected

R= +100%, @)

Nvulnerable_incorrect
where N prrecteq denotes the number of misclassified images whose prediction was cor-

rected by at least one perturbation, and Nyyinerapie incorrece 15 the total number of initially
misclassified vulnerable samples.

3. Results

This section reports the experimental findings, encompassing training performance,
robustness under one-pixel attack, and a detailed analysis of pixel-level sensitivity across
the full intensity range.

3.1. Training Performance and Evaluation Metrics

Table 2 summarizes the performance of the evaluated models across training, vali-
dation, and test settings, including class-wise precision, recall, and F1-score. MobileNetV2
achieved the highest overall performance, with a test accuracy of 0.946 + 0.007, closely
followed by EfficientNetV2-B0, which reached 0.937 + 0.004. VGG16 showed compara-
tively lower performance, with a test accuracy of 0.902 + 0.005.

Table 2. Training results and evaluation metrics (given as mean + standard deviation).

Measure Model VGG16 MobileNetV2  EfficientNetV2-B0
Training accuracy 0.917 £ 0.003 0.984 + 0.003 0.948 + 0.008
Validation accuracy 0.904 +0.001 0.946 + 0.004 0.932 + 0.005
Test accuracy 0.902 + 0.005 0.946 + 0.007 0.937 + 0.004
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Normal 0.950 + 0.000 0.987 £ 0.005 0.987 £+ 0.005

.. Glioma 0.880 + 0.008 0.943 + 0.005 0.917 + 0.009
Precision ..

Meningioma 0.823 +0.005 0.903 £ 0.012 0.880 +0.000

Pituitary 0.940 +0.008 0.943 + 0.009 0.947 + 0.005

Normal 0.990 + 0.000 0.977 +0.005 0.983 + 0.005

Recall Glioma 0.860 + 0.000 0.933 £ 0.009 0.927 £ 0.005

Meningioma 0.777 +0.021 0.873 +0.017 0.833 +0.012

Pituitary 0.973 +0.005 0.990 + 0.000 0.990 + 0.000

Normal 0.970 £ 0.000 0.980 + 0.000 0.987 £ 0.005

F1-Score Glioma 0.867 £ 0.005 0.940 £ 0.008 0.920 + 0.008

Meningioma 0.800 +0.016 0.887 +0.009 0.853 +0.005

Pituitary 0.957 +0.005 0.967 + 0.005 0.967 +0.005

Across models, consistent trends were observed between evaluation metrics, with
MobileNetV2 and EfficientNetV2-B0 maintaining high precision and recall across all clas-
ses. For instance, both architectures achieved high precision for the normal class (0.987 +
0.005), while also preserving competitive recall for challenging categories such as menin-
gioma (0.903 + 0.012 for MobileNetV2 and 0.880 + 0.000 for EfficientNetV2-B0). In contrast,
VGGI16 exhibited weaker class-wise performance, particularly for meningioma, where
both precision (0.823 + 0.005) and recall (0.777 + 0.021) were noticeably lower.

All reported results represent mean values and standard deviations computed over
three independent training runs.

Overall, the results indicate that more recent architectures provide improved gener-
alization and more stable performance across tumor classes, with EfficientNetV2-B0 and
MobileNetV2 demonstrating the most consistent behavior across all evaluated metrics.

3.2. Vulnerability and Recoverability Analysis

Tables 3-5 and Figure 3 summarize the vulnerability and recoverability of the evalu-
ated architectures under one-pixel attacks. A clear distinction can be observed between
correctly and incorrectly classified samples. For correctly classified images, vulnerability
remained relatively low for the normal (~1-2%), glioma (~3-10%), and pituitary (~2-10%)
classes, whereas meningioma consistently exhibited the highest susceptibility to pertur-
bations across all models (~29-37%). This trend was particularly pronounced for VGG16
and MobileNetV2, where approximately one-third of correctly classified meningioma im-
ages could be altered by a single-pixel modification.

Table 3. Vulnerability and recoverability for VGG16.

VGG16
.. Vulnerable Vulnerability Invulnerable Invulnerabil- Recoverable Recoverability
Prediction Type .
Images [%] Images ity [%] Images [%]
Normal 3 1.57 188 98.43 - -
Correct Glioma 6 3.24 179 96.76 - -
Meningioma 46 36.51 80 63.49 - -
Pituitary 15 9.62 141 90.38 - -
Normal 1 100.00 0 0.00 1 100.00
Incorrect Glioma 18 58.06 13 41.94 15 48.39
Meningioma 10 32.26 21 67.74 9 29.03
Pituitary 2 50.00 2 50.00 2 50.00
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Table 4. Vulnerability and recoverability for MobileNetV2.

MobileNetV2
L. Vulnerable Vulnerability Invulnerable Invulnerabil- Recoverable Recoverability
Prediction Type .
Images [%] Images ity [%] Images [%]
Normal 2 1.58 186 98.42 - -
Correct Glioma 15 7.35 189 92.65 - -
Meningioma 46 32.86 94 67.14 - -
Pituitary 7 4.40 152 95.60 - -
Normal 3 75.00 1 25.00 3 75.00
Glioma 9 75.00 3 25.00 8 66.67
Incorrect L
Meningioma 10 58.82 7 41.18 9 52.94
Pituitary 1 100.00 0 0.00 1 100.00
Table 5. Vulnerability and recoverability for EfficientNetV2-B0.
EfficientNetV2-B0
. .. Vulnerable Vulnerability Invulnerable Invulnerabil- Recoverable Recoverability
Prediction Type .
Images [%] Images ity [%] Images [%]
Normal 3 1.58 187 98.42 - -
Correct Glioma 21 10.50 179 89.50 - -
Meningioma 39 29.10 95 70.90 - -
Pituitary 4 2.52 155 97.48 - -
Normal 2 100.00 0 0.00 2 100.00
Incorrect Glioma 11 68.75 5 31.25 10 62.50
Meningioma 14 60.87 9 39.13 13 56.52
Pituitary 1 100.00 0 0.00 1 100.00
VGG16 - Vulnerable Images VGG16 - Recoverability of Incorrect Predictions
Correct predictions Prone to correction
100 B Incorrect predictions 100 B Unable to correct
2
g 80 § 80
g £
£ 60 58.1% 60.1% % 0 i
2 50.0% E 100.0%
g 40 36.5% E 40
< 32.3% 8
> 5 SR 56.9%
9 48.4% 50.0%
20 £ 20
9.6% 12.79 29.0%
3.2%
0 glioma meningioma pituitary TOTAL 0 normal glioma meningioma pituitary TOTAL
MobileNetV2 - Vulnerable Images MobileNetV2 - Recoverability of Incorrect Predictions
Correct predictions 100.0% Prone to correction
1001 mmm Incorrect predictions . 100 BN Unable to correct
2
—~ 80 77.2% v 80
9 75.0% @ ROt
g 60 58.8% 2 60
£ © 5.9%
% E B3 100.0%
E 40 2 401 7s.0% 73.7%
3 o 66.7%
S 52.9%
20 £ 20
glioma meningioma pituitary TOTAL 0 normal glioma meningioma pituitary TOTAL
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Figure 3. Image vulnerability and recoverability across models (VGG16, MobileNetV2, Efficient-
NetV2-B0): (a) Vulnerability and classification outcomes (correct vs. incorrect predictions) and (b)
recoverability of incorrect predictions.

In contrast, incorrectly classified images were substantially more vulnerable to per-
turbations. Across all architectures, vulnerability frequently exceeded 50% and reached
100% for several class-model combinations. This suggests that samples located near deci-
sion boundaries are considerably more sensitive to localized intensity changes than cor-
rectly classified cases.

The recoverability analysis presented in Figure 3b reveals that a large proportion of
incorrect predictions could be corrected through pixel-level perturbations. MobileNetV2
and EfficientNetV2-B0 demonstrated the highest overall recoverability, correcting ap-
proximately 74% and 80% of vulnerable misclassified images, respectively, compared
with 57% for VGG16. Complete recoverability (100%) was observed for several class-spe-
cific cases, particularly within the normal and pituitary categories; however, this result
was partly influenced by the relatively small number of misclassified samples in these
groups.

Overall, the results indicate that one-pixel perturbations can both degrade and im-
prove classification outcomes. While vulnerability varied substantially between tumor
classes, recoverability remained consistently high for most vulnerable misclassified sam-
ples, highlighting the sensitivity of the learned decision boundaries to localized intensity
modifications.

3.3. Pixel Intensity Analysis

A systematic pixel intensity analysis was conducted to evaluate the relationship be-
tween one-pixel adversarial perturbations and prediction recovery across different CNN
architectures, including VGG16, MobileNetV2, and EfficientNetV2-B0. The full set of re-
sults is provided in Appendix A, while representative cases are shown in Figures 4 and 5.

As correctly classified images were largely insensitive to perturbation intensity, the
analysis focuses on misclassified samples. Across all models and classes, increasing pixel
intensity in one-pixel attacks consistently increased the probability of recovering the cor-
rect class prediction, indicating a generalizable pattern rather than model-specific behav-
ior.

For VGG16 (Figure 4a), where the true class is pituitary, higher-intensity pixel per-
turbations increasingly result in correction of the prediction toward the true class. Simul-
taneously, the frequency of misclassification into the normal class decreases with rising
intensity, while transitions involving glioma and meningioma remain largely unchanged.

https://doi.org/10.3390/app16146988
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Figure 4. Pixel-intensity-dependent prediction recovery for incorrectly classified MRI images. The
plots show the effect of increasing pixel intensity on transitions between predicted classes. The solid
curve denotes the true class of the image, while dashed curves represent alternative class transitions.
Examples are shown for (a) VGG16 (Pituitary), (b) MobileNetV2 (Normal), and (c) EfficientNetV2-
B0 (Glioma).

In the case of MobileNetV2 (Figure 4b), with normal as the true class, a similar mon-
otonic relationship is observed: stronger pixel perturbations increase the likelihood of re-
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covery to the correct class. In contrast, transitions toward glioma and meningioma de-
crease with intensity, with meningioma exhibiting the strongest decline. The pituitary tra-
jectory remains stable across intensity levels.

L &

s 5
Pixel intensity level " Pixel intensity level mtensﬂy level Pixel mtensﬂy level

@)

Figure 5. Geometric representation of pixel-space distributions and adversarial recovery via pixel

perturbations, representing the most commonly observed empirical pattern in this study. Data
blocks represent 96 x 96 pixel images embedded in a 3D space, where the third axis encodes pixel
intensity (0 = front, 255 = back). (a) Glioma sample misclassified as meningioma, corrected to the
true class via pixel-level perturbations (yellow recovery points); (b) another glioma sample misclas-
sified as meningioma, either corrected to the true class (yellow) or driven to normal (green); (c)

pituitary sample misclassified as normal, recovered to the true class via pixel perturbations (red).

A similar trend is also observed for EfficientNetV2-BO (Figure 4c), where the true
class is glioma. Increasing pixel intensity again enhances recoverability of the correct pre-
diction. While a slight increase in secondary transitions to normal and pituitary is visible,
misclassification into meningioma decreases markedly with increasing intensity.

Overall, the results indicate a strong and consistent relationship between pixel inten-
sity and prediction recovery, suggesting that higher-intensity perturbations are more ef-
fective in correcting incorrect classifications across all evaluated architectures.

A more detailed volumetric interpretation of this phenomenon is provided in Figure
5. In the 3D visualization of the influence of the intensity change and location of the per-
turbed pixel, recovery points become increasingly dense at higher intensity levels. These
points are not uniformly distributed across the image plane and show a tendency toward
spatial concentration in peripheral or background areas, particularly at higher intensities.
This observation is further supported by the aggregate spatial distributions presented in
Figure 6. At lower intensity levels, more mixed distributions are observed, including both
correct and incorrect prediction points within anatomically relevant regions.

(@) (b)

Figure 6. Statistical spatial maps of pixel attack occurrence in the 96 x 96 image plane, computed
over all test images for (a) VGG16, (b) MobileNetV2, and (c) EfficientNetV2-BO0.

Specifically, in Figure 5a, recovery points for glioma are sparse at low intensity levels
and show increased concentration toward peripheral regions at higher intensities. Figure
5b exhibits a more uniform distribution of recovery points across both anatomical and
non-anatomical regions. In Figure 5c, recovery points for the pituitary initially appear
within the brain region at lower intensities and show a tendency toward peripheral re-
gions at higher intensities.

https://doi.org/10.3390/app16146988
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Correctly classified samples show low sensitivity to pixel intensity perturbations and
no systematic dependence on intensity level (see Appendix A for full results), confirming
that the recoverability effect is specific to initially misclassified cases.

Finally, the selection of representative cases in Figures 4-5 reflects a balanced sam-
pling across architectures and classes. While one case involved a single dominant misclas-
sification instance, it nonetheless exhibited a strong manifestation of the described phe-
nomenon, consistent with the broader dataset trends.

A statistical spatial aggregation of pixel attack occurrences across all test images is
shown in Figure 6. The resulting heatmaps reveal architecture-dependent spatial distri-
butions of attack-sensitive pixel locations. VGG16 (Figure 6a) exhibits a more diffuse pat-
tern, with higher occurrence frequencies concentrated predominantly in peripheral and
background regions. In contrast, MobileNetV2 (Figure 6b) shows a stronger concentration
of attack-sensitive locations within anatomically relevant brain regions. EfficientNetV2-
BO (Figure 6c) presents an intermediate behavior, combining characteristics of both pat-
terns with localized clusters observed in both central and peripheral areas. The intensity
of each heatmap location reflects the number of images for which a successful attack was
observed at the corresponding pixel coordinate, with brighter regions indicating higher
occurrence frequencies. These results indicate that the spatial distribution of adversarially
influential pixels is not uniform and varies across architectures, suggesting that spatial
vulnerability patterns are influenced by the underlying network architecture.

Figure 7 presents the pixel intensity distributions extracted from adversarial attack
maps generated from successful attacks on VGG16, MobileNetV2, and EfficientNetV2-B0.
The histograms illustrate the minimal pixel-intensity differences associated with success-
ful prediction changes for each architecture. Start-point markers indicate the lowest ob-
served non-zero perturbation intensity present in successful adversarial attack maps.
Across models, the minimal observed non-zero perturbation intensity is lowest for Mo-
bileNetV2 (2), followed by EfficientNetV2-B0 (3), and highest for VGG16 (8), indicating a
model-dependent shift in the lower bound of observed successful adversarial perturba-
tions. Differences in the shapes of these distributions suggest that successful attack pat-
terns vary between models, indicating that adversarial perturbations manifest differently
depending on the underlying network structure. This provides an empirical characteriza-
tion of how attack-related pixel modifications are distributed rather than directly measur-
ing the minimal perturbation required for misclassification.

Minimal Pixel Intensity Histogram Comparison

12001 VGG16
—— MobileNetV2
10001 —— EfficientNetV2-B0
+— 800
C
>
o
O 600
o
X
o 400
200 1
0 4
0 50 100 150 200 250

Pixel Intensity

Figure 7. Minimal pixel intensity histograms (bin width = 1) derived from adversarial attack maps
corresponding to successful attacks on VGG16, MobileNetV2, and EfficientNetV2-B0, showing the
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distribution of pixel values associated with adversarial perturbations. Start-point markers indicate

the minimal observed non-zero perturbation intensity in successful adversarial attack maps.

The influence of the intensity of the pixel triggering a successful attack should also
be considered in relation to the semantic content of the image. To investigate this aspect,
spatial maps were generated for each network using all 725 images from the test set. These
maps represent the distribution of the minimum intensity change required to alter the
model prediction for two scenarios: when the perturbing pixel was darker than the corre-
sponding pixel in the original image, and when the perturbing pixel was brighter. For
visualization purposes, a diverging colormap is used, where higher values are shown in
red and lower values in blue. Black regions correspond to zero-valued entries.

The resulting maps, together with the minimum absolute intensity change derived
from these values, are presented in Figure 8.

SCALE MIN PIX DIFF DOWN MIN PIX DIFF UP MIN PIX DIFF MODULE

—
o
~

(b)

—
()
~

Figure 8. Spatial maps of the minimum effective pixel perturbation values aggregated across the
entire test set for (a) VGG16, (b) MobileNetV2, and (c) EfficientNetV2-B0. The first column shows
maps corresponding to attacks performed by decreasing the original pixel intensity (darkening), the
second column shows attacks performed by increasing the original pixel intensity (brightening),
and the third column presents the minimum absolute perturbation value obtained from the two
preceding maps. Brighter regions indicate locations where larger perturbation magnitudes were re-
quired to successfully alter the model prediction. The visualization uses a diverging colormap,
where red denotes higher values, blue denotes lower values, and black corresponds to zero-valued
entries, indicating pixel locations that were never identified as successful attack sites across the test

set.
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Analysis of these maps indicates that attacks involving pixels darker than the original
image are most frequently concentrated within the examined anatomical tissue. In con-
trast, attacks involving pixels brighter than the original image tend to be distributed over
a broader spatial area, often extending beyond the patient’s body region into the sur-
rounding background.

It is also important to assess the extent to which one-pixel attacks affect the actual
image content and to compare these effects with interpretation at the radiologist's level.
Figure 9 presents representative examples for the three evaluated networks, showing im-
ages that were susceptible to attacks induced by both darker and brighter pixel perturba-
tions.

MIN DECREASED MIN INCREASED

(b)

(C). .

Figure 9. Examples of prediction changes induced by single-pixel perturbations. For each network,
(a) VGG16, (b) MobileNetV2, and (c) EfficientNetV2-B0, the first column shows the original MRI

image. The second column presents pixel locations where decreasing the original pixel intensity by

the minimum effective amount resulted in a prediction change, while the third column shows pixel
locations where increasing the original pixel intensity by the minimum effective amount altered the
prediction. All highlighted locations correspond to successful one-pixel perturbations capable of

changing the model’s predicted class.

The first column contains the original MRI image, resized to 96 x 96 pixels for model
input. In the second column, all pixel locations corresponding to the minimum effective
perturbation values that successfully altered the prediction through a decrease in pixel
intensity are overlaid on the original image. Similarly, the third column presents overlays
of pixel locations corresponding to the minimum effective perturbation values required
to alter the prediction through an increase in pixel intensity.
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It should be emphasized that a successful one-pixel attack requires modifying only a
single pixel relative to the original image. Nevertheless, the aggregated visualization of
all effective locations provides insight into the spatial distribution of potential attack
points. Based on these examples, it can be observed that prediction changes induced by
pixel darkening tend to occur predominantly within the examined anatomical tissue,
whereas prediction changes induced by pixel brightening are more frequently associated
with locations outside the patient’s body region.

3.4. Pixel Influence Versus Prediction Confidence

This subsection investigates the relationship between prediction confidence and the
number of pixel locations enabling successful one-pixel attacks across VGG16, Mo-
bileNetV2, and EfficientNetV2-B0. The results are presented in Figure 10.

Across all architectures, a consistent monotonic trend is observed: lower prediction
confidence is associated with a higher number of adversarially influential pixels, while
higher confidence corresponds to a smaller set of pixel locations capable of altering the
model’s decision. Importantly, this relationship holds for both correctly and incorrectly
classified samples. This indicates that even when the model is wrong, it can still assign
high confidence to its (incorrect) prediction, which coincides with reduced sensitivity to
single-pixel perturbations.
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EfficientNetV2-BO - Pixel Attacks vs Confidence
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Figure 10. Pixel attack influence on prediction confidence across CNN architectures.
Relationship between number of influential adversarial pixels with different intensity (X-axis) and
prediction confidence (Y-axis): (a) VGG16, (b) MobileNetV2, and (c) EfficientNetV2-B0.

The separation between correct and incorrect predictions is therefore weaker than
initially assumed. Instead of forming distinct behavioral regimes, both groups follow a
similar dependency structure, differing mainly in distribution and density rather than in
trend direction.

Architecture-wise, VGG16 shows the widest dispersion of points, indicating higher
variability in both confidence and susceptibility to pixel-level attacks. MobileNetV2 and
EfficientNetV2-B0 exhibit more compact distributions, with clearer clustering at higher
confidence and lower numbers of influential pixels, suggesting more stable behavior un-
der perturbations.

Prior to analysis, normality was evaluated using the D’ Agostino—Pearson test and Q-
Q plots, indicating non-normal distributions for all variables; therefore, Spearman’s rank
correlation (two-sided, Ho: no association) was applied. The strength of correlations was
interpreted according to commonly used thresholds, where absolute correlation coeffi-
cients of 0.3-0.69 indicate moderate association and 0.7-0.99 indicate strong association.
The results confirm a consistent negative relationship between prediction confidence and
the number of adversarially influential pixels across all architectures (EfficientNetV2-B0:
0=-0.571, p < 1x10-%%; MobileNetV2: o = -0.628, p < 1x10-%; VGG16: 0 = -0.569, p < 1x10-63),
corresponding to moderate negative correlations.

To further investigate whether this relationship differed depending on the original
prediction outcome, separate correlations were calculated for correctly and incorrectly
classified samples. For correctly classified samples, moderate negative correlations were
observed across all architectures (EfficientNetV2-B0: o = -0.501, p < 1x10-%; MobileNetV2:
0 =-0.572, p < 1x10-¢%; VGG16: ¢ = -0.513, p < 1x10-%). For initially misclassified samples,
stronger negative associations were observed (EfficientNetV2-B0: o = -0.830, p < 1x1071%;
MobileNetV2: o = —0.919, p < 1x104; VGG16: 0 =-0.617, p < 1x10-8). These results suggest
that samples requiring fewer influential pixel changes tend to exhibit higher prediction
confidence, with the relationship being particularly pronounced among initially misclas-
sified samples. However, the correlations for misclassified subsets should be interpreted
with consideration of their smaller sample sizes (n = 34-67).
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4. Discussion

The obtained results highlight clear differences in performance, robustness, and
pixel-level sensitivity across the evaluated CNN architectures.

From a performance perspective, newer architectures such as MobileNetV2 and Effi-
cientNetV2-B0 consistently outperform VGG16 in terms of overall accuracy and class-wise
balance. This improvement is particularly evident for more challenging categories such as
meningioma, suggesting better feature extraction and generalization capabilities in mod-
ern architectures.

Despite higher classification performance, robustness to one-pixel adversarial attacks
remains limited across all models. Misclassified samples are substantially more vulnera-
ble than correctly classified ones, while recoverability remains high, indicating that deci-
sion boundaries are highly sensitive to localized perturbations.

A consistent relationship is observed between pixel intensity and recoverability.
Across all architectures and classes, higher-intensity one-pixel perturbations increase the
likelihood of correcting incorrect predictions. This suggests a structured sensitivity land-
scape, where perturbation strength plays a key role in determining prediction transitions.

More detailed insight emerges from the relationship between prediction confidence
and pixel-level vulnerability. Correct predictions are associated with a low number of suc-
cessful one-pixel attack locations, while incorrect predictions exhibit a substantially larger
set of effective pixel positions. Importantly, this reflects the size of the effective attack
space rather than the absolute ease of attack. The relationship between confidence and
pixel-level sensitivity is monotonic rather than exhibiting any non-linear pattern.

Architecture-dependent differences are also evident. VGG16 shows a more dispersed
distribution across both confidence and pixel sensitivity, reflecting higher variability in
decision behavior. In contrast, MobileNetV2 and EfficientNetV2-B0 exhibit more compact
and structured distributions, with clearer clustering of high-confidence correct predic-
tions and more distinct separation between sensitive and insensitive regions.

A more detailed volumetric interpretation suggests a structured organization of re-
coverability within the 3D intensity space. Rather than being uniformly distributed, re-
covery points exhibit a spatial bias, with a tendency to concentrate in peripheral and back-
ground regions at higher intensity levels. This pattern is consistent across multiple cases,
although with case-dependent variability, and is further supported by the aggregated spa-
tial analysis presented in Figure 6.

In contrast, lower intensity levels show more dispersed behavior, with mixed distri-
butions of correct and incorrect predictions across anatomically relevant regions, suggest-
ing weaker spatial selectivity in this regime. The intensity-based distributions in Figure 7
further quantify these effects by illustrating model-dependent differences in perturbation
intensity distributions associated with successful adversarial attacks.

The additional spatial analyses presented in Figures 8 and 9 further indicate that the
direction of intensity modification influences the localization of effective perturbations.
Pixel-darkening attacks are more frequently associated with anatomically relevant tissue
regions, whereas pixel-brightening attacks tend to occur over a broader area, often extend-
ing into the image background. Although these observations were obtained from low-
resolution images and should therefore be interpreted with caution, they suggest that
pixel-level adversarial sensitivity is not entirely random and may be influenced by both
image semantics and perturbation intensity.

These findings suggest that prediction correctness is more strongly associated with
pixel-level adversarial sensitivity than prediction confidence. While confidence behavior
varies across architectures, the underlying structure of one-pixel vulnerability remains
consistent, suggesting that it is primarily governed by decision boundary geometry rather
than model-specific noise.

https://doi.org/10.3390/app16146988
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4.1. Significance of the Study

This study provides new insights into the behavior of one-pixel adversarial attacks
by demonstrating that minimal pixel-level perturbations can not only degrade but also
correct misclassified predictions. This dual effect highlights a previously underexplored
aspect of adversarial sensitivity, where single-pixel modifications reveal structured prop-
erties of decision boundaries rather than purely inducing failure.

The results further show a consistent relationship between prediction correctness and
the number of successful one-pixel attack locations, suggesting that adversarial vulnera-
bility is strongly linked to the geometry of the learned decision space. In addition, the
observed relationship between prediction confidence and sensitivity is monotonic, indi-
cating that confidence alone is insufficient to characterize model robustness.

Overall, the findings contribute to a deeper understanding of how CNN models re-
spond to extreme localized perturbations and suggest that one-pixel analysis can serve as
a useful tool for probing and interpreting model decision behavior.

4.2. Limitations of the Study

Several limitations should be acknowledged. A key limitation of this study is the use
of publicly available Kaggle brain tumor MRI datasets, which do not provide detailed
patient-level metadata (e.g., age, sex, or disease progression) and may therefore limit the
clinical representativeness of the analyzed population. In addition, the fixed input resolu-
tion of 96 x 96 pixels constrains the spatial granularity of the analysis. At this scale, indi-
vidual pixel perturbations may have a relatively strong impact, which can influence the
observed sensitivity patterns and limit direct generalization to higher-resolution imaging
scenarios. However, previous work [1], which evaluated seven CNN architectures on 224
x 224 inputs, showed that similar one-pixel sensitivity patterns are also present at higher
resolutions, albeit with reduced intensity.

The present study also considers a limited subset of architectures and a single imag-
ing domain. While consistent trends are observed across VGG16, MobileNetV2, and Effi-
cientNetV2-B0, prior results [1] demonstrated comparable behavior across a broader set
of seven CNN architectures under fixed single-pixel perturbations, suggesting that the
observed phenomenon is not limited to a specific convolutional architecture. However,
differences between CNN-based and Transformer-based models may influence sensitivity
to localized pixel perturbations due to their distinct feature representation mechanisms
[42,43]. Extending the analysis to Transformer-based architectures and additional datasets
would provide further insight into whether the observed vulnerability and recoverability
patterns are specific to convolutional models or represent a broader property of deep
learning-based image classifiers.

Finally, while clear and consistent patterns are identified in terms of pixel-level sen-
sitivity and recoverability, the underlying mechanisms remain open to further investiga-
tion, particularly in relation to decision boundary geometry and learned feature represen-
tations. The observed dependence on pixel intensity may be partly influenced by the in-
herent intensity distribution in MRI data, where higher intensities are more frequently
associated with tissue regions, whereas lower intensities often correspond to background
areas.

5. Conclusions

The main conclusions drawn from this study, conducted under a 96 x 96 image reso-
lution and limited to the evaluated CNN architectures (MobileNetV2, EfficientNetV2-B0,
and VGG16), are as follows:
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Classification and Robustness Findings

e  Despite high classification accuracy, all evaluated CNN models remain vulnerable to
one-pixel adversarial attacks.

e  Misclassified samples exhibit a higher number of successful one-pixel attack loca-
tions, indicating increased sensitivity to localized perturbations.

e  Correctly classified samples are generally more robust, showing fewer successful at-
tack locations.

Vulnerability and Recoverability Findings

e  Dixel intensity affects prediction recovery, with higher-intensity perturbations more
often restoring correct predictions.

e  Lower prediction confidence corresponds to a higher number of influential pixel lo-
cations with different intensities.

Spatial Distribution and Sensitivity Patterns

e  Arelatively large proportion of influential pixel locations is observed outside the re-
gion corresponding to the examined anatomical structure.

It is important to note that the reported spatial and intensity-based patterns are de-
rived from aggregated empirical distributions computed over the full test set (Figures 6-
9), rather than from per-sample statistical hypothesis testing. As such, they represent pop-
ulation-level tendencies of adversarial sensitivity rather than deterministic spatial rules.
These findings are consistent across all evaluated architectures and input subsets.

Overall, adversarial sensitivity is more strongly related to decision boundary struc-
ture than to prediction confidence, and this behavior is consistent across all tested archi-
tectures.

Future work should extend the analysis to additional CNN and transformer-based
architectures, as well as datasets with different characteristics and resolutions, to assess
the generality of the observed findings. It should also investigate additional perturbation
baselines, including random single-pixel noise, to distinguish the effects of targeted gray-
scale modifications from stochastic perturbations and provide a more comprehensive
evaluation of model sensitivity to localized pixel-level changes. Such analyses would be
consistent with previous studies demonstrating that localized pixel-level variations and
image acquisition-related perturbations may influence deep learning model predictions
in medical imaging tasks [44,45].

It would also be valuable to investigate data augmentation strategies such as noise
injection and image inversion. In particular, combining datasets with different lighting
conditions (e.g., dark and bright images) together with their inverted counterparts could
help evaluate whether increased data diversity improves robustness and reduces sensi-
tivity to localized perturbations.
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Abbreviations

The following abbreviations are used in this manuscript:

MRI
TIFF
OPA
CNN
DNN

Magnetic Resonance Imaging
Tagged Image File Format
One-Pixel Attack
Convolutional Neural Network
Deep Neural Network

Appendix A

All additional figures related to the pixel intensity analysis presented in Section 3.3
are included in this appendix. The complete set of visualizations illustrates the full range
of pixel intensity levels and corresponding prediction transitions across all evaluated
models and classes.
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Figure A1. Complete collection of pixel-intensity-dependent prediction recovery trajectories for all
evaluated CNN architectures and tumor classes. Each plot shows class-transition behavior under
increasing pixel-intensity perturbations for initially misclassified MRI images. Solid lines corre-

spond to the true class, whereas dashed lines indicate alternative predicted classes.
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